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macOS& Tunnelblick 22+0|AE ol Z2|7{| 0|40 CHEH REMIEF LHE 2 Tunnelblick 2 AOIE
Ol A Tunnelblick AHME R ZsHAAIL.

Tunnelblick2 At&3t04 VPN 422 MH35l2d™
1. Tunnelblick 220|21E O ZZ|7H0|ME A|Z3E 1 | have configuration files(Tt 4 TFU 0| US)E
MERSFL|CE.
2. VPN ZE[XtoHAM g2 7o o2 7 I{dE =2i|T H =EEFLICH
O

3. Configurations(74d) ' A T4 TtUS MEHSI T Connect(RIZB)E MEHEILICE.

AWS Client VPNZ AF&3t0{ VPN A4 MEELICEH.

1. OpenVPN OZE|A|0|ME A&t [7HX L2 7](Import)], [R A TFU O A...(From local file...)]& M
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2. VPN ZEXRE2EREH E2 F
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/A Important
Client VPN A= ZQIE 7} SAML 7|8t I 0|M IS 2 AH8SIEE 7 E 3 OpenVPN
7| VPN 22I0|HEE AF83510q Client VPN SIE ZQIEof 21728 4 Q& LICH of7|olE =2
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a2 OpenVPN Z220|ME 4l AWS XS E
E At83Hok gict.

&= ARM 7|8t Windows C|HIO|A)E A& 3=
20| EQ}t &4 SAML 7[EF VPN QIEXZQIE

|

« Linux%| A AWS Client VPN 9472 &M%

Linux0| A AWS Client VPN 9478 A

Ubuntu Z#F E{0{| A Network Manager GUIZ A& 3l74LE OpenVPN OHZE|#H|0|A2 AFE 310 VPN A
A2 M™ELcH

A
T

OpenVPN - Network Managerg At&3t0{ VPN 212 E A7 5te{H
1. CI3 BES AI835t0{ HIERH I #EIXF ZES MXIFLICH

sudo apt-get install --reinstall network-manager network-manager-gnome network-
manager-openvpn network-manager-openvpn-gnome

MY, UEQZZE o|SFLICH
VPN of Rl= Hst7| 7|5(+)& MEfE ChE ThdoM 7HX 27| & MEigLICH
VPN Z#E|XtZ2FE &2 74 ItU=Z 0|Ssto] ¥7|E MEfELICH

VPN &7+ ZollM F7HE MEHELICEH

2

FIteH VPN Z2 2 Hof U E2 2 Ed3tstod A2 S AETERLICH

OpenVPN2 At&35t0{ VPN 2442 MM 5l24™

1. CI2 BHS AF&35t0{ OpenVPNS M &|ELICH.

sudo apt-get install openvpn

mjo

2. VPN ZEXAZRE EH2 74 S ZEot0] BZES AR ELICH

sudo openvpn --config /path/to/config/file
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Client VPN I=EZ QIE 7} SAML Z7|BF HH2|0|M 2152 AI8SIE S 74 E B OpenVPN
7|8k VPN 220|¢1EE A2 36104 Client VPN YIEZ QIEof @1Z48 £ Qi&LICH od7|oleE 2

£ ARM 7|8t o} Z|BIx{7} LB ELICH. ARM Z 2 MAM7t Q= CIHFO|A(M|: Apple Silicon Macs
= ARM 7|8 Windows C|HFO|A)E AF2sHE 72 OpenVPN Z2210|21E CHAI AWS A ZE
Z2o|1E QL &4 SAML 7|8t VPN IE ZQIEE At 38 ofF EfLCt

XME = Android ':E iOS 2 HIY C|HFO|A 0| A OpenVPN E2+0|HE o ZE|7|0|MHE AFE 510
A2 MA5 ZLICH Android®t iOSE EtAI7F S L&t
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Note

iOS == Android& OpenVPN Z20|HE ofE 2|70 CR2EE U AFE0]| CHEt AtAIEH LY
£ 2 OpenVPN & AHO|E0{ A OpenVPN Connect AHE MAHEME R Z5HAMIL.

A|ZHSEZ| Hod| Client VPN 2 2|XF7} Client VPN HIEZQIEE MAISHOH Client VPN QIEZQIE 2
Muedg MIBIM=K| ZOI5HAAIL. ode] Z2Llof| S Alof HAZ36tE{H 2t =2 Zlof Cigt 744 mal o
Zieshct

AZ4E A|E5HE{™ OpenVPN 2210|Q1E OfZ 2|7 0|ME A|ELSH & Client VPN 2 2RI 22 E] &2
o g 7S LICH

Android &i0S2] Client VPN 44
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CtE FXE AF&3to1 22H0|HME oHE 2|70 E S3Hl Client VPN A= ZQIE O HAZEE M Y AT
A= BME HAsHAAI2.
A
« ZE|XIE Bt Client VPN JIEZQIE 2| 54
« AWS AM|ESE E2t0|MHE AWS Support 2|0f FIEF 27 M&
« Windows 7|8t Z2t0|HE S| AWS Client VPN 244 EA| sHZ
« macOS 22}0|21E 29| AWS Client VPN 912 2| {4
« Linux 7|8t 20|21 E2t2| AWS Client VPN 912 24| sHZ
- HHE{QI AWS Client VPN 2| 5122
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22X 2 |8t Client VPN HIEZQIE 2X||
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e ZOIE RF&|of A S=&l5H{oF gFiict. Cf
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A=xZOlE EX| s| 20 CHet KFAIEH LHE 2 AWS Client VPN & 2| Xt oFLi A 2] Client VPN

AWS K| ZE 22I0|%1E AWS Support 2|0of ZIEF 21 ™S

AWS X3 E Z2to|HEo 2X|7t 41 EX| sHZE S AWS Support 2|5H01| 2|8l oF st= F AWS
N3 E Zeto|vEE ZIE 208 E MEE = U= SM0| J&LICH AWS Support. O] M2

Windows, macOS 2! Linux 22I0|21E o EE|F|0|MH ZF M AHEE &= U&LICH.

e 27| Mol 7} TIEF 23 AWS Support Ol HMHASIEE 5{&5t= ol 25l oF &FLICH AFE X}
7t Sol5tH AL A7) ThUofl ZA| HMAE 4= AWS Support UEE0| MBE 4+ U= FE HEIHA|

SELCt

FIEF 23 ELH7|

ChS EA0M = AWS XS E 22t0|HEE AWS VPN 22t0|HERI L FfLCH
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1. AWS VPN ZZ}0[AE A& JL|Ct.
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Ubuntu® AWS A2

1. AWS VPN ZZ}0[AE 4 & JL|Ct.

T2 (Help),®IEF 23 E1LH7|(Send Diagnostic Logs)& 4
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21 H1H7|(Send Diagnostic Logs) ZH0{lA 0f(Yes)E M

T2 Y (Help), &It 2 2 LH7|(Send Diagnostic Logs)E =4
R|C

1 2 LH7|(Send Diagnostic Logs) i A ol(Yes)E M

ZetO|MEE AL83stod TIE 2O 8 E L™
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AWS N ZE 22I0|¢HE o|HE 21

0o
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x

AWS K|S E Zeto|MEE= o|HE 208 ddstT AREC| ChE IR[o MEELICH

C:\Users\User\AppData\Roaming\AWSVPNClient\logs

Ct

o

oz

Z2 f8e 208 MA8E + UL

FIO

- OHEE[H 0| 21: of Z (7| 0|40l CHEF HEE ZEefLICt oled8h 21 9ol ‘aws_vpn_client_'7t
E&LCh
E H

- OpenVPN 21: OpenVPN Z2AM|A0f CHEH A2 E ZtetLct ol2{3t 21 9o
'ovpn_aws_vpn_client_'7}  &LIC}.

AWS NS El 22}0|AE = Windows AMHIAE ALE5t0 R E S AT LICEH Windows MH|A 2
d= HAFEQ| chg fIxlo| M ELIC.

C:\Program Files\Amazon\AWS VPN Client\WinServicelogs\username

M = siZ

« SCIO[MET AEE

+ 2CO|HET} 44T £ 9111 "no TAP-Windows adapters" 21 HA|X|7} E A|E

- ECO|METICIA| 4 & JEli= &LICH

_{
e VPN Q142 Z 2 MAZ} 7% &AH S=2ELC

- OfEE|F0lMdE AlE SR ZRHELICH

« SCto|MET Z2EE BrE £ Sl&LIChH

« T HAIXI2H 7 VPN 44 SHA|

« Windows 10 E£= 112 Al 3= Dell PCO|A EEI0|ME S5 U

- OpenVPN GUI
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AWS Client VPN A

Zeto|AUET AAE + gL

S|

AWS N2 = 220|¢1E = Client VPN HIEZQIEof 48 £ 9i&LICH.

ol 2xle| ¢el2 Chg & stLtY = U&LICH

« CI2 OpenVPN ZZM|A 7} HFE{0|AM o|O| A% So|=22 Z2I0|ME 7 AAL| K| et &Lt

« 7 mU(ovpn)O| AR EIFAELIC.

Solution

HFE{0| M A& Sl CHE OpenVPN OHZZ|70|40| U E=X| & QIELICH UEsE B olzqst MEMIA
= X|&t ALt EoI-_T'_ Client VPN QIEZQIEof 1A E CtA| A|=&LICH OpenVPN 210 2
2215t 11 Client VPN #2[Xto|H CtE HEE & QIst= & @™ LICH

- £ oteol= SHIE Z2CI0|ME 7|2t Q1B M7F E01 JYU&LICH RHAIEH LHE 2 AWS Client VPN &
2|AF SFHLHA S| 2CIO0[IE 2 LHELHZ|E EXSHMIL.
« CRL2 04Xi5| & ELICt RIAMIEH LHE 2 AWS Client VPN Z2|XF 2FLHA{ 2| Client VPN = Z 2l
= 91l Eclo|HEE ’é.*z.soMﬂsz.

Eof 14

St
==

Seto|HE T ¢dAE £ g1 "no TAP-Windows adapters" 21 HA|X|7} &
AlE

S|

AWS XMSE 22+0|2E = Client VPN AIEZQIE 0] 0148 4= Qi oHEE(F| 0| 2304 “0Of Al
A B0 = TAP-Windows O{E{E{7} @& LICE. You should be able to create a TAP-Windows adapter
by going to Start -> All Programs -> TAP-Windows -> Utilities -> Add a new TAP-Windows virtual
ethernet adapter".

Solution

CtE =] & stLf o|4 2 +~&stod o] EXME aiZe + U&LICH
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« TAP-Windows O{ZHE{E C}A| A[2FEFLICE
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« TAP-Windows E2}0|HHE CIA| Ax|&FL|C}.
« M TAP-Windows O{E{E{E AdAd&tL|Ct.

Zcl0[HUETI CHA| A2 & YEIZ BT &L
=X
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Client VPN QIEZQIETJ} &5 QEE ME5t= B2 F4d(.ovpn) Tt
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Solution

Client VPN ZZ2[Xt7} 2CI0|HE QB M2t 7|1€ 8 mol F7Ist=X| & QIELICH RHM[EH LHE2
AWS Client VPN Zt2|X} SHLHM S| 2EI0|HE M LHELHV|E BRI ESHMI2.

EHd HIAIXI2F &4 VPN o4& sHiA|
=

VPN @3Z20| #oix|n CtS1 22 HY HAXI7F ZAIELICH "ClHiO|A7F HZEE 24 LESXF 9
FAo AHO|ATE AL VPN 244 0| SZELICH M VPN 42 dEtMR.”
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AWS Client VPN

A MY

M

Description EE=7t oteHel YUx|etX| et= B2 X TAP-Windows O{H{EE M|74Et CHE AWS A

S 2cio|AE IR #E[XHE CHA| dsto] HRet R E S&dE HR[ELICH

C:\Users\jdoe> ipconfig /all

Ethernet adapter Ethernet 2:

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix

Description . . . . . . . . . . . : AWS VPN Client TAP-Windows Adapter V9
Physical Address. . . . . . . . . : @0-FF-50-ED-5A-DE

DHCP Enabled. . . . . . . . . . . : Yes

Autoconfiguration Enabled . . . . : Yes

Windows 10 EE= 112 AF2 5= Dell PCOA 2210|01E S = gt

2
Windows 10 EE= 112 A&st= €7 Dell PC(HIAZE L A F)0IAM T A|AEIS BN A0 VPN 7
M Odg 7t M S=0| &g = JU&LICH o] EXI7 st AWS MBS E 22H0|HES| 21

of CtE1 22 MAIX|7F EAIELICH

System.AccessViolationException: Attempted to read or write protected memory. This is
often an indication that other memory is corrupt.

at System.Data.SQLite.UnsafeNativeMethods.sqlite3_open_interop(Byte[] utf8Filename,

Int32 flags, IntPtr& db)

at System.Data.SQLite.SQLite3.0pen(String strFilename, SQLiteConnectionFlags
connectionFlags, SQLiteOpenFlagsEnum openFlags, Int32 maxPoolSize, Boolean usePool)

at System.Data.SQLite.SQLiteConnection.Open()

at
STCommonShellIntegration.DataShellManagement.CreateNewConnection(SQLiteConnection&
newConnection)

at STCommonShellIntegration.DataShellManagement.InitConfiguration(Dictionary 2
targetSettings)

at DBROverlayIcon.DBRBackupOverlayIcon.initComponent()
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Windows 10 & 112| Dell 8i¢] 2! 57 A|ARI2 AWS NMZE 2CI0|1E, £5| CHS Ml DLLs.

» DBRShellExtension.dll
+ DBROverlaylconBackuped.dll

Windows 10 E£= 112 AL&3dt= Dell PCOAM 22I0|E S5 Y
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» DBROverlaylconNotBackuped.dll

Solution

O| EXIE & X|5tE{Ed HX| 2CI0|HE T AWS NS E 2CI0|HE Q| Al HEHOE |4l AEHQIK|
QIgtLICH AWS Client VPN CH2 Z2E 2 0|8 35104 O Z[4Al HHAO| QUICHHE 2| HH S 2 Y80 EE
L|C}.

Ol' _||0||

LB ChE HYE sdstoF gLt

rot
mjo

« Dell ¥ 3 HF of ZEIFH0|MEE AFEstE B2 I HTIQUX] #HIELICH Dell Z& HAIZ 0l M
£ 0| 2X|7t o Z 2|70l & HT|M SHZE|RACt T AHErLICH

« Dell ¥4 &l 531 o ZZ|F|0|ME ALESHK] ;E 1| O] EX|7} e A UL TX|E FISHoF T L
Cl. o Z 2|70l aBo|=EE HEHX| ot B, CHAI DLL IS AMX|SHHLE O|E S HIE = US
L|Ct. 2e{L}t Ol A 5t7H Dell 2] Tl £ H% 2|7l0|Mo| MCHZ E S35t K| ok&LCt.

DLL Il AMX| EE= O|E H}R 7|

1. Windows EfM7|Z 0|535t04 Dell ¥4 &l 577} Mx|E RIx|E &&LICH YEtXo Z O YR

off Mx|=|X|BF HMEZ sloF & £+ U&LICH

C:\Program Files (x86)\Dell Backup and Recovery\Components\Shell

2. MAX|C|HEE[0|M CHS DLL It E =32 2 AfK[et7HLt O|F
T 2ZEL|E Ae EXIE + UA&LICH

fjo

HHELICH = % & stLt2h of

« DBRShellExtension.dll
» DBROverlaylconBackuped.dll
» DBROverlaylconNotBackuped.dll

I O|F Zoi “bak'E F7I5l0{ I O|F S HIE = JUGLIC
(0d:DBROverlaylconBackuped.dll.bak).

OpenVPN GUI

Chs 2X sl 2

ME = Windows 10 Home(64H|E) & Windows Server 2016(64H|E) 7[gt 9|
OpenVPN GUI &2ZE

flo{2] HF 11.10.0.0 & 11.11.0.00| M E|AEE[R}&LICH
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78 U2 HFEL oS fIxlo] MHFELICH

C:\Users\User\OpenVPN\config

R

7 21& HFEQ ohS fIxlol MEEHLUCH
C:\Users\User\OpenVPN\log

OpenVPN 244 ZEI0|E

CHS 2A 812 HE = Windows 10 Home(64H|E) 2! Windows Server 2016(64H|E) 7| 2]
OpenVPN Connect Client 2AZ EJ0{9| {74 2.6.0.100 &! 2.7.1.1010{| M HIAEE|R}&LILCE.

T8 2 AFE L ohE fIR[ol XZELct

C:\Users\User\AppData\Roaming\OpenVPN Connect\profile

2

2 2= AREQ ohs fIX[ol XZELct

Transport Error: DNS resolve error on 'cvpn-endpoint-xyzl23.prod.clientvpn.us-
east-1.amazonaws.com (http://cvpn-endpoint-xyz123.prod.clientvpn.us-
east-1.amazonaws.com/)' for UDP session: No such host is known.
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AWS Client VPN 22|&t 2FLi A 2| Client VPN 1= 2IE DNS O|
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PKI 28 +&

&% QlEE2 ME5HX| &L= Client VPN I=E Z QI E0f CHEt 40| Mmstn CHE 277+ wAlEhLCE.

FATAL:CLIENT_EXCEPTION: connect error: Missing External PKI alias

OpenVPN Connect Client 2AZEQo{ofle 45 Q152 AR50
LIt T4 mtdoi 22H0|ME 7|2t QIS M7t gie™ 215 0| Al

Solution

Client VPN 7 mtoi| 2{o|o| ZE0|HE 7|2t QIS ME X|Est Mf 714 OpenVPN Connect
Client AZE Q012 7}XZLICt E= OpenVPN GUI 22H0|1E(v11.12.0.0)L} Viscosity E2H0|HE
(v.1.7.14) S, CtE 2CI0|HEE AFSFLICH

macOS Z2}0|¢1E 22| AWS Client VPN

e
!
[0
=
gll__l
[

Chg AlMoll= macOs 22t0I21E
&Lt =4l el 2El0|ME

AWS AN ZEl E2t0|2dE O

T
Im
u
o

AWS XS El 2eto|HEE= O|HIE 208 st HFEL| CHE fIx|ol KM ELICH

Ct

0jo

-z

FIO

RO 2OE MEE + U&LICH

OHZ 2|70l 21: o Z2|F| oMol CHEt HEE Z & &Lct. ol248t 21 gtoil ‘aws_vpn_client_'7t
&Lt

 OpenVPN 211: OpenVPN Z 2 AM|A0f CHEH HEE ZEELICE Ol248 21 ol
'ovpn_aws_vpn_client_'7} £ &LIC}.
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AWS XS E ZEI0|MEE= SEI0|UE HIE 2 AI85t0] RE 2 UYE s-AF

of ctg *xloil XMEELIct.
/var/log/AWSVPNClient/AcvcHelperErrLog.txt
/var/log/AWSVPNClient/AcvcHelperOutLog.txt

AWS XS E ZEI0|MEE 74 TS AFEQ S x|l HE T L.

/Users/username/.config/AWSVPNClient/OpenVpnConfigs

A =X &2

SetO|UET} HAEE & GlELICh
SCtO|MET} CHA| 94 & HElZ HEEGLICH

Seto|MET 2 E S BHE & Sl&LICh

Helper = ZQF @F

Tunnelblick
ot 2T 2|E 'AES-256-GCM'S &2 £ giaLct
O

14 SE0| EXzn MHEHEH

|

AWS X3l 22t0|21E = Client VPN QIE ZQIE0of Q1ZAE

e

ol
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ol EXle| #Hel2 chg & ottt =+ U&LCH

CHE OpenVPN Z2 M A HAFEE{0|M O|0| A8 0|22

o 74 ItU(.ovpn)O| B ZE|IRA&LICE

Ze0|UET AKX

A
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ZCto|HET AZY + gi&LICH
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Solution

HAFE0|M A& 52! CHE OpenVPN OfEZ 2|7 0|M0| AU =X| & RIFLICH U= A< o|2qEt MEHIA
g &XlstHUH BR r Client VPN °+I'=3+_ OIE O @4Z4E ChA| A|Z=EFLICH OpenVPN 220M 2

E =015l Client VPN ZHE[Xtol A CHS HEE &0l =8 &gt

74 mtdol= SHE 2E0|ME 7|9 B M7F S04 J&LICH REMIEF L& 2 AWS Client VPN 2
2|Xt SFLiM e 2E[0[E T LHELHVIE B ESAML.
'?T'
N

« CRL2 04%15| & gLCt. RFMIEH L2 AWS Client VPN 22| X} eHLi A 2] Client VPN QI = Z QI
Eof| ¢1Z2E + Ql= EcI0|MEE HZTFHM L.

ZcI0[AUETI CHA| HZE & YEIZ BT &L
=
AWS M El 220|9E 7} Client VPN A= ZIE0fl @475t 24m 5HXI2H HQIZ AreHoll HE & LICH

ol

—

e

ol 2xle| ¢el2 Chg & stLtY = U&LICH
« HAFETH LESof dAx|of UK| e&LICH

- DNS ZAE O|EO|IP TAE &QIE|X| ot&L|CH

« OpenVPN ZZMATJI AEZQIEQ IAS RIS 2 ATt U&LICH

Solution

5’*“E+7+ °IE+'—*'01I kLo
VPN M|Mdo| odZE 1

PN E*~E+0I04E 0| A °=|7=' onﬂE MEHSE0{ AWS

/KI_'.:_%F —’r—_'.:_ A& LICH

Mo MO
lo
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L ]I
<

Zco|MET 2 Eg BhE + &L
2

AWS XS 2EI0[AEE AL8st0d Z=utls HHe mi oS /7t HA gL

Zo0|ME T} CHA| 4 = AEZ HESLICH %
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AWS Client VPN AL ME
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o

Client VPN QIEXZQIET} &5 CIEE2 A5t <2 T+ (ovpn) Tt EEI0|ME QIS A} 7|7t
EEE|X| et&LCt

Solution

Client VPN Z2|XI7} ECI0|HE QIS M2t 7|E 7/ mtdof| F7Ist=X| #QIELICH M LHg2
AWS Client VPN Zt2|Xt StLHAM S| 2CI0|HE 7 LHELHV[E R ESHMI2.

AWS VPN Client Helper Tool is required to establish the connection.

Solution

AWS re:Postoi M CHS EME & E5HMKL. AWS VPN Client - Helper =+ E 2

o

=
F

Tunnelblick

Qrr

Ct= EX a1 2 M2 = macOS High Sierra 10.13.6 7|8 Tunnelblick 2 E2J0{2| {7 3.7.8(HE
5180)0{| A E|AE E|RA&LICH

zztols! 7ol M utd2 HFE Q| ChE fx|ofl MEE LC.
/Users/username/Library/Application Support/Tunnelblick/Configurations
TR FAOf CHEt A TU2 HFE ohe Ixlol MEELICH

/Library/Application Support/Tunnelblick/Shared

(0}

124 20 = AFEL oS fIxlo] MHEELICH

r

/Library/Application Support/Tunnelblick/Logs

e
ko

9||_
to
40

Helper =+


https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoint-export.html
https://repost.aws/questions/QUbch5NzWnSyWbGM0hu4w0mg/aws-vpn-client-helper-tool-is-required-error
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23 M2 =Z&& £0/|24™ Tunnelblick OfZEZ(A|0|ME B HHE M=

Z-gc

ofs o411 2|E 'AES-256-GCM'E &2 £ 9isLCh.

40| Almist 20 ChS 27/ 7F BHEHEIL|CEH

2019-04-11 09:37:14 Cipher algorithm 'AES-256-GCM' not found
2019-04-11 ©09:37:14 Exiting due to fatal error

e
°

OHEZEZ|7Io|M2 &5 L1 E|& AES-256-GCME2 K| 5 K| 8t = OpenVPN T2 AF8 St Q&L

1. Tunnelblick O Z 2|7i|0|ME iL|Ct.
2. Mg MENEFLICE

3. OpenVPN H{ZF 9| B2 2.4.6 - OpenSSL version is v1.0.2q2 MEHELICH

o0 Z40| Almfstm 210] CF2 @/ 7f vHEtEL|C},

MANAGEMENT: >STATE:1559117927,WAIT,,,,,,
MANAGEMENT: >STATE:1559117928,AUTH,,,,,,

TLS: Initial packet from [AF_INET]3.217.107.5:443, sid=df19e70f a992cda3

VERIFY OK: depth=1, CN=server-certificate
VERIFY KU OK
Validating certificate extended key usage

Certificate has EKU (str) TLS Web Server Authentication, expects TLS Web Server

Authentication
VERIFY EKU OK
VERIFY OK: depth=0, CN=server-cvpn

&S ST E|E 'AES-256-GCM'E &2 == gisLIch
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Connection reset, restarting [0]
SIGUSR1[soft,connection-reset] received, process restarting

JI)|I

|HE QB MI FIAZIUELICE AUEE At & A2 HO| EX|ET 2= MH oA "id
|

Solution

Client VPN ZE|XHoi Al M 74 I}l Q&L
=3t 7| AFZ(EKU)

S|

2

Zo| dmistn 230 Chg 2R/ 7+ BrHElLiCH

TLS: Initial packet from [AF_INET]50.19.205.135:443, sid=29f2c917 4856ad34
VERIFY OK: depth=2, 0=Digital Signature Trust Co., CN=DST Root CA X3
VERIFY OK: depth=1, C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3
VERIFY KU OK
Validating certificate extended key usage
++ Certificate has EKU (str) TLS Web Server Authentication, expects TLS Web Server
Authentication
VERIFY EKU OK
VERIFY OK: depth=@, CN=cvpn-lab.myrandomnotes.com (http://cvpn-lab.myrandomnotes.com/)
Connection reset, restarting [0]
SIGUSR1[soft,connection-reset] received, process restarting
MANAGEMENT: >STATE:1559138717,RECONNECTING, connection-reset,,,,,
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ME Q150 MEMELICH Lt 2e}0|E QIS Mol HE QIS of AFRE £ Qe &% 7| A2
(EKU) Z2E7} 7| 20l E2t0|E 215 0| AlmighLct.

Solution

ZHHE 22t0IUE QIB At 7|18 AFE5tT X FHUFLIcH Ze# A< Client VPN & Z|XHof| |
#HOIEHLIC} 0 2F= 22H0|IE QB A7} ofl A QIZME AFR 35104 Client VPN A= ZoIE0f
HAASHE G0l ehME &~ QlaLch
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MH 2152 d3etx|2 Chg 272t &7 22t0|UE 2150l AugL/ct

WARNING: “Connection reset, restarting [@] , SIGUSR1[soft,connection-reset] received,
process restarting”
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e

My

_

2lO|HE 15 M fE40| Bz & LICH

Solution
Client VPN ZZ2[Xto|H M ECI0|HE QIS MHE T LICE.
OpenVPN

CHE A 812 M E = macOS High Sierra 10.13.6 7|2t OpenVPN Connect Client A Z E 9012 HHT
2.7.1.1000 M EIAEE|& LT

E

74

lee #FElel ohe SIxlol MEELIC

/Library/Application Support/OpenVPN/profile

¥

2 23 dFEe O3 Ixlol MZELICh

Library/Application Support/OpenVPN/log/connection_name.log

Mon Jul 15 13:07:17 2019 Transport Error: DNS resolve error on 'cvpn-

endpoint-1234.prod.clientvpn.us-east-1.amazonaws.com' for UDP session: Host not found
(authoritative)

Mon Jul 15 13:07:17 2019 Client terminated, restarting in 2000 ms...
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AWS Client VPN A

Mon Jul 15 13:07:18 2019 CONNECTION_TIMEOUT [FATAL-ERR]
Mon Jul 15 13:07:18 2019 DISCONNECTED
Mon Jul 15 13:07:18 2019 >FATAL:CONNECTION_TIMEOUT

{0
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o

OpenVPN ©1Z20] Client VPN DNS O|E 2 & QI& & gisLct
Solution

AWS Client VPN Zt2|XF LM 2] Client VPN QIEZOIE DNS 0|22 =H0l&r 4= gl20f Ci3t A gt
He XX 5LM|S.

Linux 7|2t 22}0|1E 22| AWS Client VPN @122 2X| s

CtS MM ME 224 2 Linux 7|EF S2CI0|¢1EE ALESE I YME =~ Qe EX|0f cHa AHEEFLICE.
Z|A Ao E2I0|KEE AldStT U EXK| #olghL|Ct.

S|

- AWS XSl Z2t0[HE o[HE 21

- DNS #HEl= 7|8 WAAHE o|SFFL|Ct.
« OpenVPN(HHE)

- HES3 22|XKE S8 OpenVPN(GUI)
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AWS X3 & EEI0|MEE £

/home/username/.config/AWSVPNClient/

AWS NS E 2eto|ME OlE Z2MAE AlARCCHE fIXIol 20 S MEELICH

/var/log/aws-vpn-client/

08 S0{CHE 21 TUS HOI5H04 9178 ATHE RY3HE DNS W2 ATREQ| ORE &S 4

A& LICH

« /var/log/aws-vpn-client/configure-dns-up.log
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 /var/log/aws-vpn-client/configure-dns-down.log

DNS #HZ|= 7|8 HYAMHEZE o|SELICH.
|

Z<of mat VPN 24Z20| MXEl 20 £ ClientVPN VPN QIEZQIEof CHaH LA El 0|F AMH{7} ot
7|2 A|AE! 0|2 MB{E DNS # 2|7t A& o|S8uct,

Z0|E E Linux A|[ARIM AFEE 4= QE AH|A QI systemd-resolved?t 45 Xt &35lH DNS &
2lo| ZY 220 Z AFSEILICE ClientVPN YIE ZQIE 0l M FA|Z|= DNS MHE F45E Ol AFHE
= L|E|' 0| M= systemd-resolved?} ClientVPN A= ZQIENM MBS 3t= DNS Mol 7} & =2 2

2E M™SIHK| 2 ﬂwTwgﬁaunwwﬂiﬂMAHWQM57@WWSHME off AMbH
$ ZtEfLIct. m2kAM fei DNS Mol 24 =27t 7t =2 &= /222 DNS F2|E =elst= Ol

8¢ + U&LICH

I_I

M
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Solution

1. OpenVPN 74 mtlo| & i £0il CtF X|A|E2 F7t5t04 2E DNS #2217t VPN EHHEE &
E||:§ ol-|_||_—_|.

dhcp-option DOMAIN-ROUTE .

2. systemd-resolved0i| A MBS st= AEE E|EHE ALSELICH O|F Al st2dT A|lARIM CHS
HH 2 A™MSI04 /etc/resolv.confE /run/systemd/resolve/stub-resolv.confo
symlink2 24§ L|Ct.

sudo 1n -sf /run/systemd/resolve/stub-resolv.conf /etc/resolv.conf

3. (’“‘IEH At&) systemd-resolved7} DNS #{2|E ZFA|5tX| &t=5 5t Ci &l A DNS O
E MHZE #2|IE &Y M&52{™ /run/systemd/resolve/resolv.confCidl /etc/
resolv.confo symlink& Q1Z2& LIC}

sudo 1n -sf /run/systemd/resolve/resolv.conf /etc/resolv.conf

DNS S& 714!, 2IE{m 0|AY DNS 714, DNSec & S} *OI ystemd-resolved 8 & 7
L= 7] 8l o] HAIE e = U&LICE ol M2 VPNO| EE F2 {22/ DNS B2 =

DNS #Hzl= 7|2 UYMHE o|S g LIC. 72
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2tol%! IP2 HOIEILIC 0] 2418 ALE50] T2
HZEE Yol = U&LIC.
OpenVPN(EHE)
=

DNS 2olo| 2535t x| ot 7| 2ol 94Z0| MCHE 2t S8t K| ot &LICt

o

1O

ol

DNS ME{7} Client VPN EZQIE M FHE|X| AU 7HLE ECHOIHE AZEQo{o|M EFEIX| &
&L},

Solution

TsHAAIL.

jn

DNS M7t gHt27 &1 2t Sst=X] & Qlstedd Ot S B A

1. DNS M & =0| 20f Ue=X| =& lgL|Ct. CHS 00 M= Client VPN IEZ QIEof 2 44El DNS
=

MH| 192.168.0.27} OFX|aF =of gtetEL|C}

Mon Apr 15 21:26:55 2019 us=274574 SENT CONTROL [server]: 'PUSH_REQUEST' (status=1)
WRRMon Apr 15 21:26:55 2019 us=276082 PUSH: Received control message:
'"PUSH_REPLY, redirect-gateway defl bypass-dhcp,dhcp-option DNS 192.168.0.2,route-
gateway 10.0.0.97,topology subnet,ping 1,ping-restart 20,auth-token,ifconfig
10.0.0.98 255.255.255.224,peer-id 0

2. CIS HHEE A&SI0d resolvconf I 7| X7} Mx|E|lo] U=K| EQIEL|CT.

sudo apt list resolvconf

OpenVPN(HHEE) 73
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AWS Client VPN

resolvconf/bionic-updates,now 1.79ubuntul®.18.04.3 all [installed]
MX|Z[o] UX| 2 B2 CtE BHES AHE 504 AR[EhLct

sudo apt install resolvconf

3. HIAE TE|7|0{ M Client VPN T8 Tt (.ovpn Tt)S @1 CHF &2 F7HELICH

—

script-security 2
up /etc/openvpn/update-resolv-conf
down /etc/openvpn/update-resolv-conf

23 E &0QI5t0d resolvconf AT RIEJI S EEZIU =X EHOIFLICH 200|= ChSO FAHS &l
EZ g z|ojof gLct.

Mon Apr 15 21:33:52 2019 us=795388 /etc/openvpn/update-resolv-conf tun@ 1500 1552
10.0.0.98 255.255.255.224 init
dhcp-option DNS 192.168.0.2

HE23 Z2|XtE &F OpenVPN(GUI)

|

HE®I= 2 2[Xt OpenVPN 2EI0[AEE AHSE M CHS 27 2+ B4 20| AmigLct.

Apr 15 17:11:07 OpenVPN 2.4.4 x86_64-pc-linux-gnu [SSL (OpenSSL)] [LzO] [LZ4] [EPOLL]
[PKCS11] [MH/PKTINFO] [AEAD] built on Sep 5 2018

Apr 15 17:11:07 1library versions: OpenSSL 1.1.0g 2 Nov 2017, LZO 2.08

Apr 15 17:11:07 RESOLVE: Cannot resolve host address: cvpn-

endpoint-1234.prod.clientvpn.us-east-1.amazonaws.com:443 (Name or service not known)

Apr 15 17:11:07 RESOLVE: Cannot resolve host

Apr 15 17:11:07 Could not determine IPv4/IPv6 protocol
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remote-random-hostname Z2i37t MEL[X| 2o E2t0|ME = network-manager-gnome
H7|X[E AME35to] HAEE &= gigLct

Solution
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AWS Client VPN #Z|&t 2t A 2| Client VPN I=ZQIE DNS Of
S AR SM S,

2UHFE 21 AWS Client VPN 2X| 12

ZEt0|HUEE AL8510q Client VPN A= ZQIEof A% M Yle +~ = detHel ExE ch3at
ZrAa L}
(== .

TLS key negotiation failed to occur within 6@ seconds (check your network connectivity)
TLS Error: TLS handshake failed

Solution
HFE{Q| YstH F2]0| ZE 443 = 11949| QHHRE = OFRHF2E TCP = UDP EBHEE &t
Thet= X[ EQIEfLICE Client VPN ZtE[RIOIAH| CHS HEE RISt S QYR LICH

Client VPN QIE Z QIEof CH8t wated 7RIS T E 443 L= 11942| TCP == UDP EEHZ 2 ¢

SHX| ef&LCt

« M otdol= SHHE ZSCI0|E 7|2 Q1B M7t E04 &LIC RFAMIEH LHE 2 AWS Client VPN &

2IXF LM o] EEI0|ME M LHE L7 |E & ZSIAMIL.

« CRL2 04X5| K& &LICt. XIAMIEt LI 2 AWS Client VPN Zt 2|k otLHA{ 2] Client VPN 1= Z Q|
Eof A4 i Z2Cl0o|EE HZSIMR.
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20264 5% 18

2026 5% 14

2026'H 3% 26

2026 22 28

20264 28 17
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