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2IE Holg & 7|2 Mu 28 HIO|I22 AFSFELICH CHE 2 us-west-2 2|0 M2| create-
transit-gateway 2% 0IAIE Eo{FLICE &0l F7t optionsO|(7) MEELICH &M ™
Eet £ Qe SM 558 L E35l0d create-transit-gateway B0l CHE XEAM|[EF HE = create-
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transit-gateway & & =&

aws ec2 create-transit-gateway \
--description "My Transit Gateway" \
--region us-west-2
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"TransitGateway": {
"TransitGatewayId": "tgw-1234567890abcdef@",
"TransitGatewayArn": "arn:aws:ec2:us-west-2:123456789012:transit-gateway/
tgw-1234567890abcdef0",
"State": "pending",
"OwnerId": "123456789012",

"Description": "My Transit Gateway",
"CreationTime": "2025-06-23T17:39:33+00:00",
"Options": {

"AmazonSideAsn": 64512,

"AutoAcceptSharedAttachments": "disable",
"DefaultRouteTableAssociation": "enable",
"AssociationDefaultRouteTableId": "tgw-rtb-abcdef1234567890a",
"DefaultRouteTablePropagation": "enable",
"PropagationDefaultRouteTableId": "tgw-rtb-abcdef1234567890a",
"VpnEcmpSupport": "enable",

"DnsSupport": "enable",

"SecurityGroupReferencingSupport": "disable",
"MulticastSupport": "disable"
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Transit Gateway IDQ} ZE| SME AI&35l0{ describe-transit-gatweways BHES ASELICH

filters M2 Name=state 2! Values=available 42 AFSELICI O] B Transit Gateway

O AEN7}F AFR 7S Bt AENQIX| EHQISHE 2 ZHMBIL|CH AFR 7HS 8 AFEJQl 42 SCH2 ngiate":
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https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-transit-gateways
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aws ec2 describe-transit-gateways \
--transit-gateway-ids tgw-1234567890abcdef® \
--filters Name=state,Values=available

ZIgi5t 7| Toi| Transit Gateway & Ei7} pendingdM available(2)Z2 HZAE w7t x| 7|CHRILICH
CH2 SE0IAM StateOl(7}) available(2)2 HZEELICH

"TransitGateways": [
{
"TransitGatewayId": "tgw-1234567890@abcdef@",
"TransitGatewayArn": "arn:aws:ec2:us-west-2:123456789012:transit-gateway/
tgw-1234567890abcdef0",
"State": "available",
"OwnerId": "123456789012",

"Description": "My Transit Gateway",
"CreationTime": "2022-04-20T19:58:25+00:00",
"Options": {

"AmazonSideAsn": 64512,

"AutoAcceptSharedAttachments": "disable",
"DefaultRouteTableAssociation": "enable",
"AssociationDefaultRouteTableId": "tgw-rtb-abcdef1234567890a",
"DefaultRouteTablePropagation": "enable",
"PropagationDefaultRouteTableId": "tgw-rtb-abcdef1234567890a",
"VpnEcmpSupport": "enable",

"DnsSupport": "enable",

"SecurityGroupReferencingSupport": "disable",
"MulticastSupport": "disable"

.
"Tags": [
{
"Key": "Name",
"Value": "example-transit-gateway"
}
]

2EHH|: Transit Gateway 7+ ArEH 2 QI 42



Amazon VPC AWS ™& HO|EY

ol

3EHAH|: & HO|EH 0|0l VPCs ¢

Transit GatewayE AI& & 4= U E/™, create-transit-gateway-vpc-attachment2(8) Al
835t0 ZH VPCO CHiEt oA M
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create-transit-vpc attachment B0l CHEt RtA|IEH HE = create-transit-gateway-vpc-
attachment& & =& LICH.

CHe o AlollAE ZF VPCO CHaH B0l 5 AgELIc

5 Hm VvPCo| B, 3 Ml vpe_id 2 subnet-ids2(E) AF&35t0{ CI2 2 A-MEHLICH

aws ec2 create-transit-gateway-vpc-attachment \
--transit-gateway-id tgw-1234567890abcdef® \
--vpc-id vpc-1234567890@abcdefd \
--subnet-ids subnet-1234567890abcdef0
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"TransitGatewayVpcAttachment": {
"TransitGatewayAttachmentId": "tgw-attach-1234567890abcdef0",
"TransitGatewayId": "tgw-1234567890abcdef0",
"VpcId": "vpc-1234567890@abcdef@",

"VpcOwnerId": "123456789012",

"State": "pending",

"SubnetIds": [
"subnet-1234567890abcdef0",
"subnet-abcdef1234567890"

1,

"CreationTime": "2025-06-23T18:35:11+00:00",

"Options": {
"DnsSupport": "enable",
"SecurityGroupReferencingSupport": "enable",
"Ipv6Support": "disable",
"ApplianceModeSupport": "disable"
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aws ec2 create-transit-gateway-vpc-attachment \
--transit-gateway-id tgw-1234567890abcdef® \
--vpc-id vpc-abcdef1234567890 \
--subnet-ids subnet-abcdef01234567890

Ol B CHEH ST Al HBHQI AU BoiF

122 %Xl pending & E{RIL|C}.

{

"TransitGatewayVpcAttachment": {
"TransitGatewayAttachmentId": "tgw-attach-abcdef1234567890",
"TransitGatewayId": "tgw-1234567890@abcdef@",
"VpcId": "vpc-abcdefl1234567890",

"VpcOwnerId": "123456789012",

"State": "pending",

"SubnetIds": [
"subnet-fedcba®987654321",
"subnet-0987654321fedcba"

1,

"CreationTime": "2025-06-23T18:42:56+00:00",

"Options": {
"DnsSupport": "enable",
"SecurityGroupReferencingSupport": "enable",
"Ipv6Support": "disable",
"ApplianceModeSupport": "disable"
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aws ec2 describe-transit-gateway-vpc-attachments \
--filters Name=transit-gateway-id,Values=tgw-1234567890abcdef®
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5 HAZA BF aqvailable HEfES EoiELICEH

"TransitGatewayVpcAttachments": [
{

"TransitGatewayAttachmentId": "tgw-attach-1234567890abcdef0",

"TransitGatewayId": "tgw-1234567890abcdef0",

"VpcId": "vpc-1234567890@abcdef0",

"VpcOwnerId": "123456789012",

"State": "available",

"SubnetIds": [
"subnet-1234567890abcdef0",
"subnet-abcdef1234567890"

1,

"CreationTime": "2025-06-23T18:35:11+00:00",

"Options": {
"DnsSupport": "enable",
"SecurityGroupReferencingSupport": "enable",
"Ipv6Support": "disable",
"ApplianceModeSupport": "disable"

},

"Tags": []

"TransitGatewayAttachmentId": "tgw-attach-abcdef1234567890",
"TransitGatewayId": "tgw-1234567890abcdef@",
"VpcId": "vpc-abcdef1234567890",
"VpcOwnerId": "123456789012",
"State": "available",
"SubnetIds": [
"subnet-fedcba®987654321",
"subnet-0987654321fedcha"

1,
"CreationTime": "2025-06-23T18:42:56+00:00",
"Options": {
"DnsSupport": "enable",
"SecurityGroupReferencingSupport": "enable",
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"Ipv6Support": "disable",
"ApplianceModeSupport": "disable"

I
"Tags": []

5EHA|: Transit Gateway2t VPC 22| 2t & F7}

Zt vPCco| 2t &l Eflojgo BREE 7445109 create-route BZO0{E transit-gateway-idet
(2t) &7H At&3t0q Transit GatewayE &35l CHE VPCE EcfEg MESIMAIL. CHS oAl M= 2
2t g Ho|Eoi cHal| B0l F ¥ AHELICH o= ddstei= 24 vPC B20| CHEt route-
table-id, destination-cidr-block, transit-gateway-idO|(7}) Z&ElLIC}.

create-route HZI0| CHEE XEM|8H L 2 create-routeE & X 5HA|2.

3 #im VPCol 2t S BlolZ ol Chal oS TS ARErLICH

aws ec2 create-route \
--route-table-id rtb-1234567890abcdef® \
--destination-cidr-block 10.2.0.0/16 \
--transit-gateway-id tgw-1234567890abcdef@

= ¢ vPCel 2t & El|lo|Eoi CHell Ctg BE S A-dFLICt ol 2= & H
route-table-id % destination-cidr-block& (&) AF &LIC}. 3t X|TH
Ok AFSSE D U7 ME, SUSH transit-gateway-idOl(7h) AFS EILICH

W VPCoteE CHE
Ct Transit Gateway

aws ec2 create-route \
--route-table-id rtb-abcdef1234567890 \
--destination-cidr-block 10.1.0.0/16 \
--transit-gateway-id tgw-1234567890abcdef@

SH2 Z4 Z=ol ciell trueZ(E) EretstH, Z27F YIRS S LIEHELICH

)

"Return": true
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1. delete-transit-gateway-vpc-attachment @HE AI&3t0{ VPC 42 A LICEH
delete-transit-gateway-vpc-attachment B0l CHEt XtA|IEH LHE 2 delete-transit-
gateway-vpc-¢1Z2E T M 2.

X Hm eddo| <
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aws ec2 delete-transit-gateway-vpc-attachment \
--transit-gateway-attachment-id tgw-attach-1234567890abcdef0

% il VPC Aol CHEF AfM| SE 2 CHE 8 gheteLich

{
"TransitGatewayVpcAttachment": {
"TransitGatewayAttachmentId": "tgw-attach-1234567890abcdef@",
"TransitGatewayId": "tgw-1234567890abcdef0",
"VpcId": "vpc-abcdef1234567890",
"VpcOwnerId": "123456789012",
"State": "deleting",
"CreationTime": "2025-06-23T18:42:56+00:00"
}
}

& | 947301 CH5H delete-transit-gateway-vpc-attachment S A&ErL|CH

aws ec2 delete-transit-gateway-vpc-attachment \
--transit-gateway-attachment-id tgw-attach-abcdef1234567890

= Hm VPC Q17301 CHEH MK SE 2 Ctg 2 ¢
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The response returns:

{
"TransitGatewayVpcAttachment": {
"TransitGatewayAttachmentId": "tgw-attach-abcdef1234567890",
"TransitGatewayId": "tgw-1234567890abcdef0",
"VpcId": "vpc-abcdef1234567890",
"VpcOwnerId": "123456789012",
"State": "deleting",
"CreationTime": "2025-06-23T18:42:56+00:00"
}
}
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"TransitGateway": {
"TransitGatewayId": "tgw-1234567890abcdef@",
"TransitGatewayArn": "arn:aws:ec2:us-west-2:123456789012:transit-gateway/
tgw-1234567890abcdef0",
"State": "deleting",
"OwnerId": "123456789012",

"Description": "My Transit Gateway",
"CreationTime": "2025-06-23T17:39:33+00:00",
"Options": {

"AmazonSideAsn": 64512,

"AutoAcceptSharedAttachments": "disable",
"DefaultRouteTableAssociation": "enable",
"AssociationDefaultRouteTableId": "tgw-rtb-abcdef1234567890a",
"DefaultRouteTablePropagation": "enable",
"PropagationDefaultRouteTableId": "tgw-rtb-abcdef1234567890a",
"VpnEcmpSupport": "enable",

"DnsSupport": "enable",

"SecurityGroupReferencingSupport": "disable",
"MulticastSupport": "disable"

I
"Tags": [
{
"Key": "Name",
"Value": "example-transit-gateway"
}
]
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"filter": [
{
"name": "route-search.subnet-of-match",
"values": [
"9.0.0.0/0",
Il: :/0"
]
}
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"routes": [
{

"destinationCidrBlock": "10.0.0.0/16",
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}
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1. create-transit-gateway-metering-policy & & &l25t0o{ MEHXM O|EHA HAZE M F M
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ooH-™ .

aws ec2 create-transit-gateway-metering-policy \
--transit-gateway-id tgw-07a5946195a67dc47 \
--middle-box-attachment-ids \
tgw-attach-0123456789abcdef0 \
tgw-attach-0abcl23def456789a \
--tag-specifications \
'[{ "ResourceType": "transit-gateway-metering-policy", \
"Tags": [ { "Key": "Env", "Value": "Prod" } ] }1'
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-transit-gateway-metering-policy.html
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{

"TransitGatewayMeteringPolicy": {
"TransitGatewayMeteringPolicyId": "tgw-mp-042d444564d4b2da7",
"TransitGatewayId": "tgw-07a5946195a67dc47",
"MiddleboxAttachmentIds": ["tgw-attach-0123456789abcdef@",
"tgw-attach-0abcl23def456789a"],

"State": "pending",
"UpdateEffectiveAt": "2025-11-05T21:00:00.000Z",
"Tags": [{"Key": "Env","Value": "Prod"}]
}
}

& HH|M AFESHY| flal SEO| gtetEl £H H™M IDE 7S 38l SLICH describe-transit-
gateway-metering-policies @& 2 AtE5t0{ &S HO|EQ|Olet HAATE &FH HMZ IIKE =
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aws ec2 describe-transit-gateway-metering-policies

O| BH2 Ao ZE &Y YA trerstod X dEliet ZF 57 YAof Cis| 0|S Az &E35t
El A E AIELICH

2. modify-transit-gateway-metering-policy B2 At&3t01 £ HME +=sto 74 SME Lol
O|EgrLCt.

aws ec2 modify-transit-gateway-metering-policy \
--transit-gateway-metering-policy-id tgw-mp-042d444564d4b2da7 \
--add-middle-box-attachment-ids tgw-attach-0123456789abcdefl \
--remove-middle-box-attachment-ids tgw-attach-@abcl23def456789a

Ol BH2 O|EA HAS FIt WEE XMHstd S S +-ELICH

{

"TransitGatewayMeteringPolicy": {
"TransitGatewayMeteringPolicyId": "tgw-mp-042d444564d4b2da7",
"TransitGatewayId": "tgw-07a5946195a67dc47",
"MiddleboxAttachmentIds": ["tgw-attach-0123456789abcdef@",
"tgw-attach-0123456789abcdefl"],

"State": "modifying",
"UpdateEffectiveAt": "2025-11-05T21:00:00.000Z"

}

}
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2. delete-transit-gateway-metering-policy B2 AL& 5101 HMZ JFHo=

M 74 Lt

aws ec2 delete-transit-gateway-metering-policy \
--transit-gateway-metering-policy-id tgw-mp-042d444564d4b2da?

ol BHL XIHE HH MM DE B YRS YTHOE MAHHLICH HIS BYS ¥F 2E
Egi= s&of chslf 7|2 LalXt 7|8 R =E T|FotZfL|ch EEHo| 88 AL 0| ME |= Ol 24|
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3. O B2 HWHO| Hd3HMoE AN E|H CHE £33 HHEtELCt
{
"TransitGatewayMeteringPolicy": {
"TransitGatewayMeteringPolicyId": "tgw-mp-042d444564d4b2da7",
"TransitGatewayId": "tgw-07a5946195a67dc47",
"MiddleboxAttachmentIds": ["tgw-attach-0123456789abcdef0",
"tgw-attach-0123456789abcdefl"],
"State": "deleting",
"UpdateEffectiveAt": "2025-11-05T721:00:00.000Z"
}
}
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--source-cidr-block - #=lo| AA CIDR EEQlL|LC}.

e --source-port-range - &9 AA X E BQ|QIL|C},
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Ct.

« --destination-transit-gateway-attachment-type - CH4 & HO|EH 0] 9129 &
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Amazon VPC AWS ™& AHo|Ef 0|
£ A8 3t0] 5 UM 22 M5t AWS CLI
create-transit-gateway-metering-policy-entry 382 Al&35104 VPC EBfZE EH S5H HAHoR
E|.OEI—|.'— AH X-Ix_ll-l cél-g; AHA—|oI-|__||:|._
aws ec2 create-transit-gateway-metering-policy-entry \
--transit-gateway-metering-policy-id tgw-mp-042d444564d4b2da7 \
--policy-rule-number 100 \
--destination-transit-gateway-attachment-type vpc \
--metered-account destination-attachment-owner
Ol BYL VPC AR ¥ots EBITD YxlsHe 75 H5 10022 MM ¥S2 MAstn s
S50l chall CHef 4 AR RtolH 232 FatefLch.
TH2 FF0| dSHMo 2 M| ChE £ gteteuct
{
"TransitGatewayMeteringPolicyEntry": {
"MeteredAccount": "destination-attachment-owner",
"MeteringPolicyRule": {
"DestinationTransitGatewayAttachmentType": "vpc"
1,
"PolicyRuleNumber": 100,
"State": "available",
"UpdateEffectiveAt": "2025-11-06T02:00:00.0002"
}
}
SEH2 50| & Ho|ES o] elzEtof M &-et k= S "ALE 7ts" HEIE HHEEUSE &
QlgfLict.
AWS Transit Gateway S &zl &5 Arx|
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Z et oetolE:

« --transit-gateway-metering-policy-id-&H H*o[|D

« --policy-rule-number - &XE Fo| 7= HE LCH.

AWS CLIE At83dto HAM =2 B0 A K|st2{™

AHE) get-transit-gateway-metering-policy-entries W2 AI&5t04 7|E QM =2 £
R 7 M™YS = RIFLC.

aws ec2 get-transit-gateway-metering-policy-entries \
--transit-gateway-metering-policy-id tgw-mp-0123456789abcdefg

O| B X|XHE XaHof CHet D E S 2 dHetslod 72 HE UR|stE 7|12 U SHE A™MHE
E AIELICE.

2. delete-transit-gateway-metering-policy-entry &2 A& 3504 2= &
Mo 2 AN|7{EL|Ct.

aws ec2 delete-transit-gateway-metering-policy-entry \
--transit-gateway-metering-policy-id tgw-mp-0123456789abcdefg \
--policy-rule-number 100

ol W2 MM XIHE 52 YTXZ RAHELICH ofFofo] =1 Ux|YH EBf T2
LIHX| & =of CHsl S A| RHB7HE| AL 7|2 EX S5 22 sotzLch
3. BH2FF0|d3Moz MXL|HCHE £33 BretefLict
{
"TransitGatewayMeteringPolicyEntry": [
{
"PolicyRuleNumber": 100,
"MeteredAccount": "destination-attachment-owner",
"UpdateEffectiveAt": "2024-01-01T01:00:00+00:00",
"state": "deleted",
"MeteringPolicyRule": {
"DestinationTransitGatewayAttachmentType": "vpc"
}
}
}
S5 YA =2 AR 152



Amazon VPC AWS & Ho|EH O]

SEe T& HOIEN0| QLo M M7 MEIEE Sot #B0| "Ml 4EIZ AHED USS
= =

ME HOoIEQ0| 5E WM O|S A HAZE2 X|HSIEE HEXHT &et] U 2= WMot Z
EutA 0{Z2I0|0AE 83l 2t e ks WERT ECiEo Cist HIoIE X2l 23S f245HA
& £ Ql&LICH O|E4fA 24Z49| o 2 = Network Firewalloll AWS CHSH Network Function @124

HAZ EZHEIS 2R ESHE VPC 92 S0| USLICH AAQL CHA
O|E9| 0| 1A 7to| Ef=l2 QA QI Hot AL AFE Atzdlol CHSH O|2{8t O|SEfA HZEZ2 &
BLICH HE AA 4 2B @ E= ™S HO|ERIO| AYE A% X0 CHEt O|E8fA 44
OlF M| Ar8FE 2 RS EHIEE 5 HME Holg = U&LICH Network Function 244

< AWS Network Firewall G|O|E{ M2 23 SHE HHEo| &<ElLICt.

—mT
rlo
8

sk
on

 H
om Of rir
=

N o

2

ook
[4

lo

o AL 2E WHY EE J[E HERIZ &+ & 2o LIERZ ofE2t0|UAE Sl ESfEHE 22
£ XEE & Hol|ES ol AZLICt. O

A od oM HT
Q'I_l
E_
ox I

Yol xXI'GE AE L7 Aol SEEUCH DISeA AZ2 20 107474 K] X8 = U& LT
HElE OIS A ¥ fE2 UEST #+AWS LIELIT Y3tH), vPC & VPN AZ LI

=M
« AWS Transit Gateway & H2 0|24 A4 F7|
« AWS Transit Gateway £ & 0|44 44 A

AWS Transit Gateway 578 H& 0|8 A 44 F7}

OlS¥A AZEE FItetod HER A 01Z210[AAE Transit Gateway FH G20 SEE &
Ct olE Sall MESHE HI8 &Y MOo{E FXIStEHA 2o o{E2t0[AA 7

=
o3 & Sol &Y EciEE et*EE + U&LICH

|
A 52 ZLE—> 60 X[d Alzh gl K|
PN

Sof Zx S5 T

S Y™ 0| Aa o4 el 153



Amazon VPC AWS & Ho|EH O]

s://console.

QJ

02t
=)
x
wo
Al
mw 0% w
12
mo
rx
Jl'ﬂ

=y
=
O

.amazon.com/vpc/0| M Amazon VPC & & LICt

ot

HefL| EP

z
J2
Q'I_I
o
e

o
Nonn X ix
0x
12
o
o
lu o

> >3 >
ILL 1
4
_r'_'l
ne
o
mjo
rx
Jm
o
rC
o

T
ful

o

>
ul

1L
o

o=

[Q

T T T+
I

mn mn >

= ZXE <l DI
10
A

\I
=]
e
[
2l
-l
1]
T
m
=
Q'I_l
o
-t
=l
0x
mjo Mok
>
—r
02!
o
r
ins

E Ar8stod O|&4 A 4 &7 AWS CLI
modify-transit-gateway-metering-policy @& At&35t04 HF TS FI7HELICEH
AlZHSE7| Mol ch2 0t 22 2= ohetolE 7t QU= X| = elghct
« --transit-gateway-metering-policy-id-7|& % E&9|ID
« --add-middle-box-attachment-ids - ZHof F7}& L}

7+8)

AWS CLIE A+&38tod 7|Z HHol OIS A HAS FII56edH

1. CFS ool M modify-transit-gateway-metering-policy= 7|1& & H2Hof| | 7Ho| O|S2tA 44
Z7tste o AFSELICH BE2 M A4 2 MHsHR| & X[HE 44 IDs 7|E SEoi F7t

bt

oo o

aws ec2 modify-transit-gateway-metering-policy \
--transit-gateway-metering-policy-id tgw-mp-0123456789abcdefg \
--add-middle-box-attachment-ids tgw-attach-0bdc681c211bf71f3 tgw-

attach-0987654321fedcba® tgw-attach-0456789012345abcd tgw-attach-0fedcba®987654321
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"TransitGatewayMeteringPolicy": {
"TransitGatewayMeteringPolicyId": "tgw-mp-0123456789abcdefg",
"TransitGatewayId": "tgw-Qecec6433f4bfeb55a",
"MiddleBoxAttachmentIds": [
"tgw-attach-0bdc681c211bf71f3",
"tgw-attach-0987654321fedcba®",
"tgw-attach-0456789012345abcd",
"tgw-attach-0fedcba®987654321"

1,

"State": "available",

"UpdateEffectiveAt": "2024-09-05T16:00:00.000Z"

}
}
AWS Transit Gateway 8 &H™ 0| 8A 2 MAH
718Mo 2 5Y H|IE2 0|IEY A A ARAtoAH H&EELICH as{Lt olHEt -2 +=85104 HIS
Ol EEfEo| AN AA E= CHYO| S2HIEH S2YETE & = &Lt FE HAof s =ICH 1074
ol O|gtA HAAE FIstHL MAHE = JU&LCt.

Amazon VPC 2&£2 AI85t0{ §E HA 72 M0iM DA 422 M AHFLICE.
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£ Ar835tod Ol A o448 M7 AWS CLI
= Ar835tod MF LS Mg LICH

modify-transit-gateway-metering-policy &2

1Ztst7| Mol Chsxt 22 24 metolE7 J/EX

»
1o
o

X X
S ‘o=

g st Ol o M&E

--transit-gateway-metering-policy-id-7|& &
=

--remove-middle-box-attachment-ids - ZZH0i| A X7

o M 7HE)

XMabo| M O|ESetA A2 x|HstedH

P

AWS CLIE At835t04 7|&
71 5 HAMo|MH F 7ol EH 0|4
X|HE 44 IDsBH AN A

Ct= od| A0 M modify-transit-gateway-metering-policy =
BH2 LHHX| AZEE | XISHHA

1.
2 AZAE MHst= ol AASE LT o] HHE2
ghlct.
aws ec2 modify-transit-gateway-metering-policy \
--transit-gateway-metering-policy-id tgw-mp-0123456789abcdefg \
--remove-middle-box-attachment-ids tgw-attach-0456789012345abcd tgw-
attach-0fedcba0987654321
2. Ct3 x| SEOIM JSON E22 X|HE MF o] MHED LIHX| HF mhdo| o4™s| &
Me I:Io;l_z_Ll |.

HEQ Uoo|EE HH FHE 2

{
"TransitGatewayMeteringPolicy": {
"TransitGatewayMeteringPolicyId": "tgw-mp-0123456789abcdefg",
"tgw-0Qecec6433f4bfe55a",

"TransitGatewayId":

"MiddleBoxAttachmentIds": [
"tgw-attach-0bdc681c211bf71f3",

"tgw-attach-0987654321fedcbad"

1,
"State": "available",
"UpdateEffectiveAt": "2024-09-05T16:00:00.000Z"
}
}
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JSON

{
"Version":"2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DeleteFlowlLogs",
"ec2:CreateFlowlLogs",
"ec2:DescribeFlowLogs"

SE 27 M2 Ao 165


https://docs.aws.amazon.com/vpc/latest/userguide/aws-ip-ranges.html
https://docs.aws.amazon.com/vpc/latest/userguide/aws-ip-ranges.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/ec2-api-permissions.html

Amazon VPC AWS & Ho|EH O]
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"Resource": "*"
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ElIABRZ = 58 20 dZ =0l XE FZ AZHECH o|F LCH.

CloudWatch LogsOll CHEF AFA|EH L& 2 Amazon CloudWatch Logs AF& A2 A O] CloudWatch Logs
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CloudWatch Logs0ll 222 212 HAI5H7] {8 1AM &

S & 219 2ZE IAM & 0f= CloudWatch Logs2| X|HE 21 280 38 23 E HAIE HEH0|

24010k EFLICH IAM & 201 &sf{ok gfLICH AWS A H.

IAM &0l 1T 1AM KMol 2|43 CHTH 22 HEto| L& Elofof FLICH
JSON
{

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"logs:CreatelLogGroup",
"logs:CreateLogStream"”,
"logs:PutLogEvents",
"logs:DescribelogGroups",
"logs:DescribelogStreams"

1,

"Resource":

myn

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "vpc-flow-logs.amazonaws.com"

Y,

"Action": "sts:AssumeRole"
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= EME2EE RIA2 25517 2604 aws : SourceAccount 2! aws:SourceArn =71

E MBS WS HEELICE o€ S0{ 0| AME| HAMo| CIE ZH EE S F/HE += U&LICH A4

Me s 19| ARKO|T AA ARNR SE ZE ARNYLICH SE 2O IDE 22 A2 ARN
o el =

ZIEM) ZHECOS 5§ 238 BFE = HHE HUM0|EE + AU&LICH

"Condition": {
"StringEquals": {

"aws:SourceAccount": "account_id"
},
"ArnLike": {

"aws:SourceArn": "arn:aws:ec2:region:account_id:vpc-flow-log/flow-log-id"
}

IAM AFE RV} ©iEhg TEE 4 2l Bt

i ALBRIAA Y 58 22 HAZE IAM A& o CHEt iam:PassRole Z@40| A& ®EHO| QL0
OF fLict.
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iam:PassRole"
]I
"Resource": "arn:aws:iam::111122223333:xrole/flow-log-role-name"
}
]
}
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 create-flow-logs(AWS CLI)
* New-EC2FlowLog(AWS Tools for Windows PowerShell)

CHE AWS CLI tMo M= T HOIER0| HEE ARiste 2 & 208 gLl 58 21
£ IAM & my-flow-logsE A& 3+0{ H™H 1234567891010 Af publishFlowLogsEt 3t=
CloudWatch Logs LH 21 2§22 MEE/L|CH

aws ec2 create-flow-logs --resource-type TransitGateway --resource-ids
tgw-1la2b3c4d --log-group-name my-flow-logs --deliver-logs-permission-arn
arn:aws:iam::123456789101:role/publishFlowlLogs
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bucket-and-optional-prefix/AWSLogs/account_id/vpcflowlogs/region/year/month/day/
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bucket-and-optional-prefix/AWSLogs/account_id/vpcflowlogs/region/year/month/day/hour/
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Hive S8t 28t

bucket-and-optional-prefix/AWSLogs/aws-account-id=account_id/service=vpcflowlogs/aws-
region=region/year=year/month=month/day=day/hour=hour/

UOo|E2 & 2D, 2| X Hd M A AlzhE 7|gtez gLch ot o|§2 o

aws_account_id_vpcflowlogs_region_flow_log_id_YYYYMMDDTHHmmZ_hash.log.gz

0|2 £04, C}= 2 June 20, 2018, 16:20 UTCO]| us-east-1 2|T12| 2|A A0 CHEH AWS H| &
1234567890120 M MHet & 210 Cist 21 ut | o & Eof ELICH ZFE A|ZH0| 16:20:0001|
XM 16:24:59 AlO|@l 28 2O dlZ =7 malof| =&EL|Ct.

123456789012_vpcflowlogs_us-east-1_f1-1234abcd_20180620T1620Z_fel23456.1log.gz
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JSON

"Version":"2012-10-17",
"Statement": [
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"Effect": "Allow",

[
"logs:CreatelLogDelivery”,

"Action":
"logs:DeleteLogDelivery"

myn

1,
AFAERO| siiE HZ! O
tof CHE 2l

"Resource":
}
1
Amazon S3 H{Zlo| 2 Z 10 CHet HEt
7222 2 Amazon S3 HZ! 1t B{Zlo]| 2 & E A= HIS7HLICH B3
otof X{ZH=l ZHR|of HMAE £ A&LICH Tt HE! AQAE HMA HAMS xHAIG
L AFE RO H HMA HELE £048 £+ UELICH
S8 238 MMstE AR HEIE ARStD Y =0l CHE PutBucketPolicy &
GetBucketPolicy MEHS AQEH 749 O} M2 ST HZlof RFE 02 HZSLICH ol M2 2 &t
S MM Y2 el Aol FIHELICH
OHX| oM HE! AKXV O HAME w2l F7I6tn 58 21 H/-EXS| AWS AIH ID X|H E&=
58 23 Mol AlmiEtLict RFMIEH LH& 2 Amazon Simple Storage Service AFHE ME MOl H{Z! &
S HTSMR.
JSON

"Version":"2012-10-17",
[
"Sid": "AWSLogDeliveryWrite",

"Statement":
{
"Effect": "Allow",
"Sexvice": "delivery.logs.amazonaws.com"

"Principal": {

},
"Action": "s3:PutObject",

"Resource": "arn:aws:s3:::bucket_name/*",

"Condition": {
"StringEquals": {
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"s3:x-amz-acl": "bucket-ownexr-full-control",
"aws :SourceAccount": "123456789012"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:logs:us-east-1:123456789012:*"
}
}
}I
{
"Sid": "AWSLogDeliveryCheck",
"Effect": "Allow",
"Principal": {
"Sexvice": "delivery.logs.amazonaws.com"
}I
"Action": [
"s3:GetBucketAcl"”
1,
"Resource": "arn:aws:s3:::bucket_name",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"
}I
"ArnLike": {
"aws:SourceArn": "arn:aws:logs:us-east-1:123456789012:*"
}
}
}
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arn:aws:s3:::bucket_name/optional_folder/AWSLogs/account_id/*

- Hive £t S3 S At

arn:aws:s3:::bucket_name/optional_folder/AWSLogs/aws-account-id=account_id/*
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S3HZ! 7|2 AIEFIH HZ! =& 7|2 A835104 &5 3}, GenerateDataKey &/ = 53} £ 40|
AWS KMS CHEF @2 £0{ AWS Key Management Service (AWS KMS) 278 H
T AGLICH dAHYO| HEA =& 7|1E EE5te T4 T2 AWS KMS API 28 & Zeish7H

L AWS KMS 7| ‘Z&lof| CHet HMAE HBstX| ef&LICH

"Sid": "Allow Transit Gateway Flow Logs to use the key",
"Effect": "Allow",
"Principal": {
"Service": [
"delivery.logs.amazonaws.com"

},

"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
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"kms:GenerateDataKey*",
"kms:DescribeKey"

]I

"Resource": "*"
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T mtdof CHet HMAE BEIFLICH Z7[2Me2 HA AfAE 4 21 1 Joi| CHEF FULL_CONTROL
HetE EREYLICH 20 ™S A8K7F HA! &ARAet OHE ZBols HEHO| gl&LICH 2 TS A
Hoi= READ 2! WRITE #$tHO| —.—045| |,||:} KtMIEH L& 2 Amazon Simple Storage Service AHE AH
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Amazon S30{| CHEF AWS Transit Gateway 58 21 AA HH A& MM

A A Ao M AWS Identity and Access Management 2& 0| A AA 482 MM EHL|CH

A4 AYEH Jqg S dMste WY

1. 0o 232l AWS Management Console 511 https://console.aws.amazon.com/iam/ IAM 2&2 ¥

L|C}.
2. EM F0fM PoliciesE MEHEILICY.

(% M8 MeetLc

2. O| Ho| LS o] Mol AZf BE0f /= HEt HMo = CHAIELCH
3. Ct3: B2t O 2: HEE MEgfLCh
4. HHo| o|Ft MB(ME AL S UZE ChSof WA S MEdgfL|Ch
5. EM &0{AM Roles& MEHEFLICE
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7. AMEE £ U= AEE| R0 ALSA XY AME| HAE MEISLCH AR X A= HEo M
23 ME MHIAE X|Hsl= 222 "Principal”: {}, 2 CHAIRLICE CHS 2 MEIELICEH
"Principal": {
"Service": "delivery.logs.amazonaws.com"
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 create-flow-logs(AWS CLI)
* New-EC2FlowLog(AWS Tools for Windows PowerShell)

— o
log-format IEtO/EHE 58 2O HIZEQ| AFEAF XIH HAIS RIFELICH.

aws ec2 create-flow-logs --resource-type TransitGateway --resource-ids
tgw-00112233344556677 --log-destination-type s3 --log-destination arn:aws:s3:::flow-
log-bucket/my-custom-flow-logs/"

Amazon S30{|M AWS ™M& HOIEQIO| 58 21 8|2 E E7|
Amazon S30i| AIA|El S8 2O YZEE EHe{H
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https://docs.aws.amazon.com/cli/latest/reference/ec2/create-flow-logs.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2FlowLog.html
https://console.aws.amazon.com/s3/
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https://docs.aws.amazon.com/firehose/latest/dev/basic-create.html
https://aws.amazon.com/cloudwatch/pricing/
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AL AEHM OIS 242 HEFE Foiste Jg S dEELICH o] dAloM= & 0|50l
mySourceRoleO|X|2t, O] &J&of CHali CHE O|F 2 MEE & U&LICE OFX|2 BFEMeE Chy
AHHEe| gof o]l HE + 2 8 LICH ZHUE0ME XIHE E|aAE ZLEZE WEF o] 0|

g
23 3% MulAolg M E|ITS BLICh HAS MaE 1) 2UEZ 501 VPC, WIEYII QIEH oA

= MEUE X7 F|(iam:AssociatedResourceARN)Z X|& & L|CH.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::111122223333:role/mySouxrceRole”,
"Condition": {
"StringEquals": {
"iam:PassedToSexvice": "delivery.logs.amazonaws.com"

},
"StringlLike": {
"iam:AssociatedResourceARN": [

"arn:aws:ec2:us-east-1l:source-account:transit-gateway/
tgw-0fb8421e2da853bf"

]
}
}
}I
{

"Effect": "Allow",

"Action": [
"logs:CreatelLogDelivery”,
"logs:DeleteLogDelivery",
"logs:ListLogDeliveries",
"logs:GetLogDelivery"

]I

"Resource": "*"
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Amazon VPC

{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam::111122223333:role/

AWSLogDeliveryFirehoseCrossAccountRole"

}
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JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "delivery.logs.amazonaws.com"

},
"Action": "sts:AssumeRole"

]
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CHA A& ol A AWSLogDeliveryFirehoseCrossAccountRoleZ A|AtSHE O|E 22
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JSON

{
"Version":"2012-10-17",
[
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"Statement":

{
"Effect": "Allow",
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"Action": [
"iam:CreateServicelLinkedRole",
"firehose:TagDeliveryStream"

1,

"Resource": "*"

L
e

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/mySourceRole"
},
"Action": "sts:AssumeRole"
}
]
}
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https://console.aws.amazon.com/iam/
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3. Ct=: B8t Chs: HEE MEELICH

4. AWSLogDeliveryFirehoseCrossAccountRoleZ A|Zt5tE A 0|E 2 248t ChS ol 21 A4
Mg MEdErL|CH
- .

6. g dMS MEHFLICE
7. AMEE = e AdEE| A AL X AE HM S MEIELICH AFSAF XIH A= HEoi| M
23 ™M& MH|IAE X|Hs= 222 "Principal": {3}, S CHAIELICt CtS & MEigtLICEH

"Principal": {

"AWS": "arn:aws:iam::source-account:role/mySourceRole"
.
8. Tet F7} Ho[X|ofM O HAte| R E 0l et Aol EQlEtg MElEH = ClE S MEIE L
C}.
9. g 0|2 ™St MEiMo =2 MHEZ NS FLIC
10. & M4 (Create role)S MEHEILICY.
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Mo WAF HH HMES 9Uft 24 U oY IAM H'E &S HH35t T Firehose TS AERZ MYRi=

K| Zlg Lt XtMIEt HE = Amazon Data Firehose0ll & 232 # XM L. Amazon VPC &
= AWS CLIE AI835104 Firehose 38 Z & A& &= Ql&LICH

Z &2 A8350q Firehosedll HlA|SH= Transit Gateway 58 218 M45t= W

1. https://console.aws.amazon.com/vpc/HlA Amazon VPC &2 ¥LC}.

2. EtM Xof| M Transit Gateway, Transit Gateway AttachmentS ME{EFL|C}

3. &tLt 0|4 9| Transit Gateway &2 Transit Gateway Attachment2| & QIEHS MENFHL|CE

4. Y, 58 21 ddgS MEiFLCH

5. CH&ol| Firehose T1& AARICE MES MEAETLICEH

6. Firehose 715 AEZIARNOCZE =, 58 E1E AAlstE{n MMsH HE AEZ|IO| ARNS MEHE
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https://console.aws.amazon.com/vpc/
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+ create-flow-logs(AWS CLI)
* New-EC2FlowLog(AWS Tools for Windows PowerShell)

CHE AWS CLI XM= S HOIERIO| HEE st 58 E1E K|HEl Firehose T& AE

EIOE X-I_/-\_°|.'— =§ E:% é',“gih_ll:}_

aws ec2 create-flow-logs \
--resource-type TransitGateway \
--resource-ids tgw-1a2b3c4d \
--log-destination-type kinesis-data-firehose \
--log-destination arn:aws:firehose:us-
east-1:123456789012:deliverystream:flowlogs_stream
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aws ec2 create-flow-logs \

--resource-type TransitGateway \

--resource-ids gw-1a2b3c4d \

--log-destination-type kinesis-data-firehose \

--log-destination arn:aws:firehose:us-
east-1:123456789012:deliverystream:flowlogs_stream \

--deliver-logs-permission-arn arn:aws:iam::source-account:role/mySourceRole \

--deliver-cross-account-role arn:aws:iam::destination-account:role/
AWSLogDeliveryFirehoseCrossAccountRole
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https://docs.aws.amazon.com/cli/latest/reference/ec2/create-flow-logs.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2FlowLog.html
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APls EE = CLIZ AHE735+04 AWS Transit Gateway 58 211 M4 gl
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« --traffic-typec 7|2X2E Es EE 7} ofHLICH Transit Gateway El4&A R&of 0| 2t A

235t @7 7F gHEHEILICE o] M8t Transit Gateway ElAA &2 M E L|C.
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--max-aggregation-interval®| 7|22} 2l 602 Transit Gateway 2|44 FE | RUSHA &
|z gL O 22 MY st ot @77 ghEtELICE o] AMBH2 Transit Gateway 244
Fofgt MEELIC.
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« --log-format2 Z& & € of
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+ create-flow-logs(AWS CLI)
* New-EC2FlowLog(AWS Tools for Windows PowerShell)

SE 23 MY

+ describe-flow-logs(AWS CLI)
* Get-EC2FlowLog(AWS Tools for Windows PowerShell)

E 2832 E Q2 O|HE)
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+ get-log-events(AWS CLI)
* Get-CWLLogEvent(AWS Tools for Windows PowerShell)
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https://docs.aws.amazon.com/cli/latest/reference/ec2/create-flow-logs.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-flow-logs.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2FlowLog.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-flow-logs.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-EC2FlowLog.html
https://docs.aws.amazon.com/cli/latest/reference/logs/get-log-events.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-CWLLogEvent.html
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 delete-flow-logs(AWS CLI)

* Remove-EC2FlowLog(AWS Tools for Windows PowerShell)

AWS ™& HOIE/O| & EO 8|ZE E7|
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https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-flow-logs.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2FlowLog.html
https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/
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[version, resource_type, account_id,tgw_id, tgw_attachment_id,
tgw_src_vpc_account_id, tgw_dst_vpc_account_id, tgw_src_vpc_id, tgw_dst_vpc_id,
tgw_src_subnet_id, tgw_dst_subnet_id, tgw_src_eni, tgw_dst_eni, tgw_src_az_id,
tgw_dst_az_id, tgw_pair_attachment_id, srcaddr, dstaddr, srcport, dstport,
protocol, packets, bytes,start,end, log_status, type,packets_lost_no_route,
packets_lost_blackhole, packets_lost_mtu_exceeded, packets_lost_ttl_expired,
tcp_flags,region, flow_direction, pkt_src_aws_service, pkt_dst_aws_service]

£ X|gsto] Eeoi et HEE s-ELICH OE o AloME &Y #HE IP FAE 7|
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[version, resource_type, account_id,tgw_id, tgw_attachment_id,
tgw_src_vpc_account_id, tgw_dst_vpc_account_id, tgw_src_vpc_id, tgw_dst_vpc_id,
tgw_src_subnet_id, tgw_dst_subnet_id, tgw_src_eni, tgw_dst_eni, tgw_src_az_id,
tgw_dst_az_id, tgw_pair_attachment_id, srcaddr= 10.0.0.1, dstaddr,

srcport, dstport, protocol, packets, bytes,start,end, log_status,

type, packets_lost_no_route, packets_lost_blackhole, packets_lost_mtu_exceeded,
packets_lost_ttl_expired, tcp_flags,region, flow_direction, pkt_src_aws_service,
pkt_dst_aws_service]

[version, resource_type, account_id,tgw_id, tgw_attachment_id,
tgw_src_vpc_account_id, tgw_dst_vpc_account_id, tgw_src_vpc_id, tgw_dst_vpc_id,
tgw_src_subnet_id, tgw_dst_subnet_id, tgw_src_eni, tgw_dst_eni, tgw_src_az_id,
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tgw_dst_az_id, tgw_pair_attachment_id, srcaddr= 10.0.2.*, dstaddr,

srcport, dstport, protocol, packets, bytes,start,end, log_status,

type, packets_lost_no_route, packets_lost_blackhole, packets_lost_mtu_exceeded,
packets_lost_ttl_expired, tcp_flags,region, flow_direction, pkt_src_aws_service,
pkt_dst_aws_service]

CtS o Al= Transit Gateway ID tgw-123abc456bca, CH4 ZE HIO|E =8 7|£E2 2 ZEEEH
L|CF.

[version, resource_type, account_id,tgw_id=tgw-123abc456bca, tgw_attachment_id,
tgw_src_vpc_account_id, tgw_dst_vpc_account_id, tgw_src_vpc_id, tgw_dst_vpc_id,
tgw_src_subnet_id, tgw_dst_subnet_id, tgw_src_eni, tgw_dst_eni, tgw_src_az_id,
tgw_dst_az_id, tgw_pair_attachment_id, srcaddr, dstaddr, srcport, dstport =

80 || dstport = 8080, protocol, packets, bytes >= 500,start,end, log_status,
type, packets_lost_no_route, packets_lost_blackhole, packets_lost_mtu_exceeded,
packets_lost_ttl_expired, tcp_flags,region, flow_direction, pkt_src_aws_service,
pkt_dst_aws_service]
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Example0i: CreateTransitGateway

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principallId": "123456789012",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "Alice"
},
"eventTime": "2018-11-15T05:25:50Z7",
"eventSource": "ec2.amazonaws.com",
"eventName": "CreateTransitGateway",
"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "console.ec2.amazonaws.com",

"requestParameters": {
"CreateTransitGatewayRequest": {
"Options": {

"DefaultRouteTablePropagation": "enable",
"AutoAcceptSharedAttachments": "disable",
"DefaultRouteTableAssociation": "enable",
"VpnEcmpSupport": "enable",

"DnsSupport": "enable"

.
"TagSpecification": {
"ResourceType": "transit-gateway",
"tag": 1,
"Tag": {
"Value": "my-tgw",
"tag": 1,
"Key": "Name"
}
}

},
"responseElements": {
"CreateTransitGatewayResponse": {
"xmlns": "http://ec2.amazonaws.com/doc/2016-11-15/",
"requestId": "a@7cledf-c201-4e44-bffb-3ce9QEXAMPLE",
"transitGateway": {
"tagSet": {
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"item": {
"value": "my-tgw",
Ilkeyll: IlNamell

},
"creationTime": "2018-11-15T05:25:50.000Z",
"transitGatewayId": "tgw-0al3743bd6clf5fcbh",
"options": {
"propagationDefaultRouteTableId": "tgw-rtb-0123cd602bel@bo0da",
"amazonSideAsn": 64512,
"defaultRouteTablePropagation": "enable",
"vpnEcmpSupport": "enable",
"autoAcceptSharedAttachments": "disable",
"defaultRouteTableAssociation": "enable",
"dnsSupport": "enable",
"associationDefaultRouteTableId": "tgw-rtb-0123cd602bel@b0da"
},
"state": "pending",
"ownerId": 123456789012

I

"requestID": "a@7cledf-c201-4e44-bffb-3ce9QEXAMPLE",
"eventID": "e8fa575f-4964-4ab9-8ca4-6b5b4EXAMPLE",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowCreateTaggedTGWs",
"Effect": "Allow",
"Action": "ec2:CreateTransitGateway",
"Resource": "arn:aws:ec2:us-east-1:123456789012:transit-gateway/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/stack": "prod"
},
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"stack"
]
}
}
}I
{
"Effect": "Allow",
"Action": [
"ec2:CreateTags"
1,
"Resource": "arn:aws:ec2:us-east-1:123456789012:transit-gateway/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateTransitGateway"
}
}
}
]
}
Transit Gateway 2 & E|0]& =]

CHS oMol MHE AFERE7F £ Transit Gateway(tgw-11223344556677889)01 CH3H A B Transit
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L& HO|E20 M 2tRE 2 M35t n HE &= UX|2 network=new-york-office Ef27} QU=
of CHaH M B 7t S & LCt.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DeleteTransitGatewayRouteTable",
"ec2:CreateTransitGatewayRouteTable"
1,
"Resource": [
"arn:aws:ec2:us-east-1:123456789012:transit-gateway/
tgw-11223344556677889",
"arn:aws:ec2:*:*:transit-gateway-route-table/*"

},
{
"Effect": "Allow",

"Action": [
"ec2:CreateTransitGatewayRoute",
"ec2:ReplaceTransitGatewayRoute"
1,
"Resource": "arn:aws:ec2:*:*:transit-gateway-attachment/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/network": "new-york-office"

"Effect": "Allow",

"Action": [
"ec2:CreateTransitGatewayRoute",
"ec2:ReplaceTransitGatewayRoute"

1,

"Resource": "arn:aws:ec2:*:*:transit-gateway-route-table/*"

s
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» ec2:CreateNetworkInterface

» ec2:DescribeNetworkInterfaces

* ec2:ModifyNetworkInterfaceAttribute

» ec2:DeleteNetworkInterface

* ec2:CreateNetworkInterfacePermission

* ec2:AssignIpv6Addresses

* ec2:UnAssignIpv6Addresses
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create-service-linked-role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create-service-linked-role.html#service-linked-role-permissions
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_update-service-linked-role.html#edit-service-linked-role-iam-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage_delete.html#id_roles_manage_delete_slr
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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 AmazonEC2FullAccess

* AmazonEC2ReadOnlyAccess

 PowerUserAccess

* ReadOnlyAccess

AWS 2 2|& HA: AWSVPCTransitGatewayServiceRolePolicy

0| &2 AWSServiceRoleForVPCTransitGateway 23 of @12 ElLICt. 0| &3 Amazon VPCE
Transit Gateway AttachmentOl| CHet 2| AAE MM5t D 228 4+ U&LICH

Ol HAo| Mt EedM AWS 2 Eld EA & Z o] AWSVPCTransitGatewayServiceRolePolicy & 2f

Amazon VPC7+ 2021 320l Ol2{8t #4273 AFEHE ZX5t7| AIStet 0% T Alo|ES0lel AWS &
215 3 Holo| =0 Cist A% HEE U

d

243 A Date
Amazon VPCO| A 843 ALE Amazon VPC7} AWS Z 2|3 20214 38 1
F=X A=t MAof CHEt HE AHE FHE

=
AlER&ELICH

AWS Transit Gateway2| & HO|E9|0|& HEX3 ACLs
HES|3 HMA Ao SF(NACL)S ME™ Hot AHSL|Ct

HET HMA Ko{ SF(NACL) F3

rlo

AlLt2|of ek ChE A M ELC

« the section called “EC2 QIAEIA 8! Transit Gateway Attachment0fl S8t MEL AL~

« the section called “EC2 QIAEIA 8! Transit Gateway Attachment0fl CFHE MELI AL~

AWSVPCTransitGatewayServiceRolePolicy 207


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonEC2FullAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonEC2ReadOnlyAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/PowerUserAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ReadOnlyAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSVPCTransitGatewayServiceRolePolicy.html
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https://console.aws.amazon.com/servicequotas/home?
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/servicequotas/home/services/ec2/quotas/L-A2478D36
https://console.aws.amazon.com/servicequotas/home/services/ec2/quotas/L-43872EB7
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https://console.aws.amazon.com/servicequotas/home/services/ec2/quotas/L-E0233F82
https://console.aws.amazon.com/servicequotas/home/services/ec2/quotas/L-A1B5A36F
https://console.aws.amazon.com/servicequotas/home/services/ec2/quotas/L-62499967
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https://docs.aws.amazon.com/vpn/latest/s2svpn/vpn-limits.html#vpn-quotas-bandwidth
https://tools.ietf.org/html/rfc879
https://docs.aws.amazon.com/vpn/latest/s2svpn/vpn-limits.html#vpn-quotas-mtu
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https://docs.aws.amazon.com/vpc/latest/userguide/path_mtu_discovery.html
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https://docs.aws.amazon.com/vpn/latest/s2svpn/vpn-limits.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/limits.html
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https://docs.aws.amazon.com/vpc/latest/tgw/tgw-client-vpn-attachments.html
https://docs.aws.amazon.com/vpc/latest/tgw/metering-policy.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-encryption-support.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-encryption-support.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-nf-fw.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-vpc-attachments.html#vpc-attachment-security
https://docs.aws.amazon.com/vpc/latest/tgw/transit-gateway-quotas.html#bandwidth-quotas
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-flow-logs.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-flow-logs.html
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