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AWS PrivateLink = VPCO| Ql= WX EH VPCE AMH|A & 2|4 A0 HISIHE 145t= Ol AISE =
AeE 7t #E Mol ot 7| LC Z2tolY! MEUo|Md AMH|A EEE AWS Site-to-Site VPN
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ALE AR

VPC AIEXZQIEE MAM3I0{ VPCO| ECI0|HEES S&El= AMH|A & BlAaA0 A48E
Ct AWS PrivateLink. At&| VPC QIEZQIE MH|AE MAIS0{ CIHE AWS TLZHO| AL
£ Ql&LIC RFMIBH LI 2 the section called “7l'E” EHE B XA AL,

C}2 clolo{of| M 2l1% o] vPColE Z 2ol MEUol 042 Amazon EC2 QIAEIATL /11 VPC

A= ZQIE 5747t & LICt QUE{H 0|A VPC YEZQIE 374, 2|AA VPC HEZQIE I MH|A |
EQ3 VPC A=xZQIE 17§L|Ct 5 | QIE{m|0|A VPC A= ZQIE = AWS AH|A 0| HAZAEL
Ch 5 S QIE{H|O|A VPC JEZQIEE CHE AWS HMOIM SAEISHE MH|A(VPC RIEZQIE
MH|2)ol AZELICH M Hml QIE{TH| 0|A VPC YIE ZQIE = AWS Marketplace ZHE L] AH| A0 9
ZAELICH 2lAA VPC A EXZQIE = H|O|E{H| 0| A0 (AAELICH MH|IA HERXT VPC AEEZQIE
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AWS Management Console - AWS PrivateLink 2|2A04 HHAFHE
AE MBELICH Amazon VPC 242 W AEXQIE = AEXZQIE MHIAE MEY
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Fstod FHeletoll chet BHEE MS

« AWS Command Line Interface (AWS CLI) -& AWS MH|AE

]]olI

2 LICE AWS PrivateLink. B0l CHet XtM|EF LIE 2 BB AWS PrivateLink® = 2| ec2& AWS CLI
HESHMIR.

* AWS CloudFormation - AWS E|AAE MYsHE RIESIE YEELICH HE3E AH&E5toq o[t
ElAAE StLES| B2 Z2H[X st 2ElE & U&LICH RHMIEH LI8 2 TS AWS PrivateLink

DIAAE A XSHMQ.

« AWS::EC2::VPCEndpoint
AWS::EC2::VPCEndpointConnectionNotification
AWS::EC2::VPCEndpointService
AWS::EC2::VPCEndpointServicePermissions

+ AWS::ElasticLoadBalancingV2::LoadBalancer

« AWS SDKs- 210183 APIs M|ZELICH. SDKE ME A& @3 MAE ®2| L 2F 2|t &2 ot
2 A ME MEE otz|gfLct RIMIEH L2 AWST|H | 7 E X 5HMIL.

« FHZ|API-HTTPS RHE2 AI235t0d &
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Amazon VPCO{| HA|ASH= 7+ B x 0l 2IL|Ct. 8t X|Bt O| & AFE5tE{ off E 2710 Moi[ M

O"‘*Oﬂ MEE SHA| B 2 2 F ME|et 22 5t &2 AT HEE *eIsHok &Lt RhA[EH LY
2 Amazon EC2 API & Z 2| AWS PrivateLink 2 &

VPC AEXZQIE 220 CHEt RFMIEH LI 2 AWS PrivateLink 2 22 EX3HMIR.

AWS PrivateLink 7H

Amazon VPCE At&3stH =2|Mo 2 E2|E 7t4 HE 232! Virtual Private Cloud(VPC)E S ol&
= A&t vPCo| 2EI0|MET} sHE VPC QIF o] CHof| AT =& 518 = UELICL oE =

01 VPCO{| IE{ 71I0IE°4IOI F7tstod QI AMAE 5185t 7HLE VPN HEE F7hetod 228
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/index.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpcendpoint.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpcendpointconnectionnotification.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpcendpointservice.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpcendpointservicepermissions.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-elasticloadbalancingv2-loadbalancer.html
https://aws.amazon.com/developer/tools/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/operation-list-privatelink.html
https://aws.amazon.com/privatelink/pricing/
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« Pending - IEXZQIE MHIAE M5t SULICH

« Available - AEZQIE MH|IAS AIRE £ Ql&LICH

« Failed - =EZQIE MH|AE MMHE 4 i&LICH
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BlAaA BEXE 2lAAE SRIE Blad FHE MEgLUO 2|44 82 Co|EH0|AL 22
Ch ZlaA = 2lAA OS2 UHEHHE =2l AAAUCH BElAAE 1P FA, ZHQI Ol ey &=
£ Amazon Relational Database Service(RDS) CIO|E{H|0|A Y 4= Ql&L|CH

CHE A™D SRE M 2lAA SZAHE AWS Resource Access Manager (AWS RAM) ElAA SR E
S5 2lAAE SREHoFCHE HHo EH AWS 2ot FA|7F 2|44 VPC AEEZQIEE S5l 2lAaA0
HAEY = UELIC

T2 2ot FA|7F MH|A HERT VPC AERZQIEE S5l ¢4s5tE MH|A HELI 2 A
(@)

2lAA HO|IEQOl= El&ATI SREIE VPCE E0{2& X™HYLICH SZ A= VPCOHIM E2[AAE
37Y clas AHO|ESo|E ddgfLic

MH|A EEE 2lAA AH|R}

MH|A EE= BIAAS| AAERIE AH[RFRILICH AH|XFE VPCs B 2Z8|0|A0AM AEEZQIE MH|
A Gl BIAA HMAE £~ &LICH
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
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 GatewaylLoadBalancer - Z2IO|8! IP FAE AFE35104 7t o{EEt0|dA E5/0 EEfEIE E LY
= Gateway Load Balancer IEZQIEE HMFLICt 22T HO|ES AFE504 VPCo| EElEHE
Gateway Load Balancer QIEXZQIEZ 2t &IELICt. Gateway Load Balancer= E2iZ & 74 0
o

o
ZCI0|UAR BASIH =0 HA &Y EH = JU&LICH

- Resource - Z|lAA GIEZQIEE MAI5I0 AFZ XIS 2R E|T CHE VPCO| Q= 2lAAN HAHA
gLic 2lAaA A=XZQIEE ASSHH Cl|O|E{H| 0| A, Amazon EC2 QIAEA O EE(7|0|M AEE
ClE THQl O|E CHA EE= CHE VPCOo| Z2lo|Hl MEY EE 2 f|0|A 240 UEe = UEIP

El
A ZE BlAA0 HIZIHZ SHHEHH HMAY £ YBLICH BlAA AsEOIE|E ZE W

A == AT T AAT

M7t 25X tom 2lAaAo &Y HMAE = USLICH

« Service network - MH|A HEQ3 A=EZQIEE MMH50{ HHZMHL SFE MHIA HEXF
of HMATILICH B MH|A HEQT A=ZQEE AIE5I0{ HHIA HEXT 0 AZEE 042 2|
AA A MH|AO HIZIHZE QHHEHA M AE &= Ql&LCH

Eg ‘1% Amazon S3 EE= DynamoDBE M&35t= HO|EQO| =X QIEE MM5= CHE REQ
VPC QIEZQIE GatewayO|(7}) U&LICH HOIEO| FEXQIEE CIE RE VPC A=EZQIEQ}
AWS PrlvateLinkE*Elg AMNE83IXR| et&LICt REMISH LI 2 the section called “H|0|E 90| = Ol

E’ OIS A TSI,
A= xQE HELT QIE{m oA

AEZQIE HERXT QIEHO|AE AEZQIE MH|A, BIAA EEE MHHIA HEQIZ sl ER

_=

Zo| ZH dg g ot 2F I HERZ QE{HO[AULICH VPC AIEZQIEE e M X
Hate 24 MEUol cis A=xQIE HEST IE{H0|AT7 MELIH| MdEL|CH

VPC AEEZQIET} IPv4E K|l B Y AEEZQIE HERT QEHO|AN IPv4 FATF UE

o o
LICH. VPC IEXZQIE T} IPVv6E X|HSE AR dliE A EXZQIE HELF QE{HO0|AM IPv6 FATt

E
U&LICH AEZQIE HER T QE{HO|AL| IPv6 FAE CIE{HES S5l HAE = isLIct deEx
QIE HERA QUEHO|AE IPv6 FAE AE5H0] HYSH= B2 denyAllIgwTrafficOl(7h) &4
shElLICE.
A= ZOIE HH
VPC AEEZQIE A2 VPC AEEQIEN HAE = U= IAM 2|44 FRIL|CH o] Aol [HEf
VPC AEZQIEE AHE510{ AEZQIE MH|AM BMAE = = Bt FA7F ZHELICH 7|2
VPC A ZQIE YMS AIE5tH VPC HEXQIES S5l ZE 2420 CH| ZE Bt FAQ 2E
ztdo| 31 ELch.
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« PendingAcceptance - 9124 Q0| 2] SAULICH LEE 822 et B 7| 4EIY
L|CF.

« Pending - A{H|A SZX7t ¢4 :
ENQILICH MH|A AH|XF7LVPC HIEEZQIEE = 5HH

« Available - VPC QU= ZQIEE At2E &= Q)& LICt.

* Rejected - MH|A SSX7I HE 2HE HEELICH MH|A SEXE MHIAE MAEE = UA

ZHF HEg HEEY =& /&Lt
« Expired- 4 0| Bt=[R&LICH
* Failed-VPCIEEQIEE AMEFIEE MUY + gigLlCt.
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=

« Deleted - VPC = ZQIE T} AKX E|A
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Zetolyl SAE ¥

SAR PFAHL2 T HQl EE= 5 THQlof CHE ECHE 2t & ErAlS Molst=E DNS 8|2 = 2| Z1E| 0|
HLCH H{ER S AR do| YFZEoME ECIE S QEUM 2R E S &S R|™EhL|Ct

ZtolH! AR PHHo| PR EoME ECHEE VPCOIM 2IRESHE WS xIHELICH

THQ EBfEE VPC AEXZQIER EIREISHES Amazon Route 532 FHE + U&LICH REAISH
LIS TH Ol O|ES AI235l0{ VPC IE ZQIER Ep|E pIREIS EXF ML

Route 538 AI873510{ T{EZ! ¢ AlO|EQ} 7|H AIEXZQOIE MH|A D50 SUSH THIQI 0| S AFS
of= 28 2d2d DNSE F A48 4= Ql&LIC AWS PrivateLink. 2H|AH VPCe| THEEZl SAE O|E0i CH

51 e o E HEQ3 QlE{Ho|ao| Zelo|H! IP FAE EQIZ|X|PH VPC 2IE0M &
02 X2 ASsiM HEZ A= ZolER EHQIEL|CH RIMIEH LI AWS PrivateLink HHEZE 2
st ECiE 228 2 HU 1 & 435}0d| CHE DNS HIFHLIES & Z3SHAIR.



https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-vpc-interface-endpoint.html
https://aws.amazon.com/blogs/apn/reviewing-dns-mechanisms-for-routing-traffic-and-enabling-failover-for-aws-privatelink-deployments/
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"DnsName": "vpce-099deb00b40f00e22-1j2wisx3.monitoring.us-

east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"
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"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2a.monitoring.us-

east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"
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"DnsName": "monitoring.us-east-2.amazonaws.com",
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https://docs.aws.amazon.com/accounts/latest/reference/security-privatelink.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-private-apis.html
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-security.html#vpc-interface-endpoints
https://docs.aws.amazon.com/app-mesh/latest/userguide/vpc-endpoints.html
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https://docs.aws.amazon.com/apprunner/latest/dg/security-vpce.html
https://docs.aws.amazon.com/apprunner/latest/dg/network-pl.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/mgn/latest/ug/AWS-Related-FAQ.html#mgn-and-vpc
https://docs.aws.amazon.com/mgn/latest/ug/AWS-Related-FAQ.html#mgn-and-vpc
https://docs.aws.amazon.com/appstream2/latest/developerguide/creating-streaming-from-interface-vpc-endpoints.html
https://docs.aws.amazon.com/appsync/latest/devguide/using-private-apis.html
https://docs.aws.amazon.com/athena/latest/ug/interface-vpc-endpoint.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/aurora-dsql/latest/userguide/privatelink-managing-clusters.html
https://docs.aws.amazon.com/autoscaling/plans/userguide/scaling-plan-vpc-endpoints.html
https://docs.aws.amazon.com/b2bi/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/backup-network.html#backup-privatelink
https://docs.aws.amazon.com/batch/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/bedrock/latest/userguide/usingVPC.html
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/vpc-interface-endpoints.html
https://docs.aws.amazon.com/billingconductor/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/braket/latest/developerguide/braket-privatelink.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/cloudcontrolapi/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/clouddirectory/latest/developerguide/getting_started_using_vpc_endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/cloudhsm-vpc-endpoint.html
https://docs.aws.amazon.com/cloud-map/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-and-interface-VPC.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/codeartifact/latest/ug/vpc-endpoints.html
https://docs.aws.amazon.com/codebuild/latest/userguide/use-vpc-endpoints-with-codebuild.html
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https://docs.aws.amazon.com/codecommit/latest/userguide/codecommit-and-interface-VPC.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/codeguru/latest/profiler-ug/private-link.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/vpc-support.html#use-vpc-endpoints-with-codepipeline
https://docs.aws.amazon.com/comprehend/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/comprehend-medical/latest/dev/comprehendmedical-vpcendpoints.html
https://docs.aws.amazon.com/config/latest/developerguide/config-VPC-endpoints.html
https://docs.aws.amazon.com/connect/latest/adminguide/vpc-interface-endpoints.html
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https://docs.aws.amazon.com/controlcatalog/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/data-exchange/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/firehose/latest/dev/vpc.html
https://docs.aws.amazon.com/ebs/latest/userguide/dlm-vpc-endpoints.html
https://docs.aws.amazon.com/dms/latest/userguide/CHAP_Security.html#infrastructure-security
https://docs.aws.amazon.com/datasync/latest/userguide/choose-service-endpoint.html
https://docs.aws.amazon.com/datazone/latest/userguide/datazone-vpc.html
https://docs.aws.amazon.com/deadline-cloud/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/docdb-private-link.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
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https://docs.aws.amazon.com/ebs/latest/userguide/ebs-apis-vpc-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/vpc-endpoints.html
https://docs.aws.amazon.com/eks/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/vpc-vpce.html
https://docs.aws.amazon.com/drs/latest/userguide/installing-agent-blocked.html
https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
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https://docs.aws.amazon.com/AmazonElastiCache/latest/dg/elasticache-privatelink.html
https://docs.aws.amazon.com/mediaconnect/latest/ug/vpc-endpoints.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/interface-vpc-endpoint.html
https://docs.aws.amazon.com/emr/latest/EMR-on-EKS-DevelopmentGuide/security-vpc.html
https://docs.aws.amazon.com/emr/latest/ReleaseGuide/emr-hbase-wal-privatelink.html
https://docs.aws.amazon.com/social-messaging/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/entityresolution/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/scheduler/latest/UserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/fis/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/finspace/latest/userguide/infrastructure-security.html#connect-vpce
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https://docs.aws.amazon.com/forecast/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/frauddetector/latest/ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/glue/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/databrew/latest/dg/vpc-endpoint.html
https://docs.aws.amazon.com/grafana/latest/userguide/VPC-endpoints.html
https://docs.aws.amazon.com/guardduty/latest/ug/security-vpc-endpoints.html
https://docs.aws.amazon.com/healthimaging/latest/devguide/vpc-interface-endpoints.html
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https://docs.aws.amazon.com/healthlake/latest/devguide/vpc-endpoints.html
https://docs.aws.amazon.com/omics/latest/dev/vpc-interface-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/iot/latest/developerguide/IoTCore-VPC.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-advisor-vpc-endpoint.html
https://docs.aws.amazon.com/iot-wireless/latest/developerguide/vpc-interface-endpoints.html
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https://docs.aws.amazon.com/greengrass/v2/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/kendra/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/vpc-endpoints.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/vpc-endpoints.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/lake-formation/latest/dg/privatelink.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/lexv2/latest/dg/vpc-interface-endpoints.html
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Amazon Location Service

Amazon Lookout for Equipment

Amazon Lookout for Metrics

Amazon Lookout for Vision

Amazon Macie

AWS Mainframe Modernization

MH|A O|&

com.amazonaws.region.license-manager

com.amazonaws.region.license-manager-fips

com.amazonaws.region.license-manager-linux-subs

criptions

com.amazonaws.region.license-manager-linux-subs

criptions-fips

com.amazonaws.region.license-manager-user-subsc

riptions
com.amazonaws.region.lightsail
com.amazonaws.region.geo.maps
com.amazonaws.region.geo.places
com.amazonaws.region.geo.routes
com.amazonaws.region.geo.geofencing
com.amazonaws.region.geo.tracking
com.amazonaws.region.geo.metadata
com.amazonaws.region.lookoutequipment
com.amazonaws.region.lookoutmetrics
com.amazonaws.region.lookoutvision
com.amazonaws.region.macie2
com.amazonaws.region.apptest

com.amazonaws.region.m2
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https://docs.aws.amazon.com/license-manager/latest/userguide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/location/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/lookoutmetrics/latest/dev/services-vpc.html#services-vpc-interface
https://docs.aws.amazon.com/lookout-for-vision/latest/developer-guide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/macie/latest/user/vpc-interface-endpoints-macie.html
https://docs.aws.amazon.com/m2/latest/userguide/vpc-interface-endpoints.html
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Amazon Managed Workflows for
Apache Airflow
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Amazon MemoryDB

AWS Migration Hub Orchestrator
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com.amazonaws.region.managedblockchain-query

com.amazonaws.region.managedblockchain.bitcoin.

mainnet

com.amazonaws.region.managedblockchain.bitcoin.

testnet

com.amazonaws.region.aps
com.amazonaws.region.aps-workspaces
com.amazonaws.region.kafka
com.amazonaws.region.kafka-fips
com.amazonaws.region.airflow.api
com.amazonaws.region.airflow.api-fips
com.amazonaws.region.airflow.env
com.amazonaws.region.airflow.env-fips
com.amazonaws.region.airflow.ops
com.amazonaws.region.console
com.amazonaws.region.signin
com.amazonaws.region.memory-db
com.amazonaws.region.memorydb-fips
com.amazonaws.region.migrationhub-orchestrator

com.amazonaws.region.refactor-spaces
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https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-and-interface-VPC.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-and-interface-VPC.html
https://docs.aws.amazon.com/msk/latest/developerguide/privatelink-vpc-endpoints.html
https://docs.aws.amazon.com/msk/latest/developerguide/privatelink-vpc-endpoints.html
https://docs.aws.amazon.com/mwaa/latest/userguide/vpc-vpe-create-access.html
https://docs.aws.amazon.com/mwaa/latest/userguide/vpc-vpe-create-access.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/console-private-access.html
https://docs.aws.amazon.com/memorydb/latest/devguide/memorydb-privatelink.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/userguide/vpc-interface-endpoints.html
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AWS Payment Cryptography
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Amazon Personalize
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com.amazonaws.region.migrationhub-strategy

com.amazonaws.region.mq
com.amazonaws.region.neptune-graph
com.amazonaws.region.neptune-graph-data
com.amazonaws.region.neptune-graph-fips
com.amazonaws.region.network-firewall
com.amazonaws.region.network-firewall-fips
OlzEt AEXZQIEE MH|A ErEl&ELICt
com.amazonaws.region.organizations
com.amazonaws.region.organizations-fips
com.amazonaws.region.outposts

com.amazonaws.regi on.panorama

com.amazonaws.region.payment-cryptography.contr

olplane

com.amazonaws.region.payment-cryptography.datap

lane

com.amazonaws.region.pcs
com.amazonaws.region.pcs-fips
com.amazonaws.region.personalize

com.amazonaws.region.personalize-events

AWS PrivateLink


https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/connect-to-amazonmq.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_security_privatelink.html
https://docs.aws.amazon.com/panorama/latest/dev/api-endpoints.html
https://docs.aws.amazon.com/pcs/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/personalize/latest/dg/vpc-interface-endpoints.html
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Amazon Pinpoint

Amazon Polly
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AWS Private Certificate Authority

AWS Proton

Amazon Q Business

Amazon Q Developer

Amazon Q AFE X} 15

Amazon QLDB

QuickSight

Amazon RDS

Amazon RDS Data API

Amazon RDS As 7iM = 20|
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com.amazonaws.region.personalize-runtime
com.amazonaws.region.pinpoint
com.amazonaws.region.pinpoint-sms-voice-v2
com.amazonaws.region.polly
com.amazonaws.region.pricing.api
com.amazonaws.region.acm-pca
com.amazonaws.region.pca-connector-ad
com.amazonaws.region.pca-connector-scep
com.amazonaws.region.proton
aws.api.region.gbusiness
com.amazonaws.region.codewhisperer
com.amazonaws.region.q
com.amazonaws.region.qapps
com.amazonaws.region.service.user-subscriptions
com.amazonaws.region.qldb.session
com.amazonaws.region.quicksight-website
com.amazonaws.region.rds
com.amazonaws.region.rds-data
com.amazonaws.region.pi

com.amazonaws.region.pi-fips
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https://docs.aws.amazon.com/pinpoint/latest/developerguide/security-vpc-endpoints.html
https://docs.aws.amazon.com/polly/latest/dg/using-polly-with-vpc-endpoints.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/vpc-interface-endpoints.html
https://docs.aws.amazon.com/privateca/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/proton/latest/userguide/infrastructure-security.html#vpc-interface-endpoints
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/qldb/latest/developerguide/vpc-endpoints.html#using-interface-vpc-endpoints
https://docs.aws.amazon.com/quicksight/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/data-api.html#data-api.vpc-endpoint
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/pi-vpc-interface-endpoints.html
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com.amazonaws.region.repostspace

AWS re:Post Z20[5!
com.amazonaws.region.rbin

o

XS
com.amazonaws.region.redshift

Amazon Redshift

com.amazonaws.region.redshift-fips

com.amazonaws.region.redshift-serverless

com.amazonaws.region.redshift-serverless-fips

Amazon Redshift H| O|E{ API com.amazonaws.region.redshift-data

com.amazonaws.region.redshift-data-fips

com.amazonaws.region.rekognition

Amazon Rekognition

com.amazonaws.region.rekognition-fips
com.amazonaws.region.streaming-rekognition

com.amazonaws.region.streaming-rekognition-fips

AWS Resource Access Manager com.amazonaws.region.ram

com.amazonaws.regi on.resource-groups

AWS Resource Groups

com.amazonaws.region.resource-groups-fips

AWS Resource Groups Tagging API com.amazonaws.region.tagging

com.amazonaws.region.robomaker

AWS RoboMaker

com.amazonaws.region.s3

Amazon S3
com.amazonaws.region.s3tables

Amazon S3 CFE 2| HAM|A ZRIE  com.amazonaws.s3-global.accesspoint
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https://docs.aws.amazon.com/ebs/latest/userguide/rbin-vpcendpoints.html
https://docs.aws.amazon.com/redshift/latest/mgmt/security-network-isolation.html#security-private-link
https://docs.aws.amazon.com/redshift/latest/mgmt/data-api-access.html#data-api-vpc-endpoint
https://docs.aws.amazon.com/rekognition/latest/dg/vpc.html
https://docs.aws.amazon.com/ram/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/ARG/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/vpc-interface-endpoints.html
https://docs.aws.amazon.com/robomaker/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPointsPrivateLink.html
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Amazon S3 on Outposts com.amazonaws.region.s3-outposts
Amazon SageMaker Al aws.sagemaker.region.experiments

aws.sagemaker.region.notebook
aws.sagemaker.region.partner-app
aws.sagemaker.region.studio

com.amazonaws.region.sagemaker-data-science-ass
istant

com.amazonaws.region.sagemaker.api
com.amazonaws.region.sagemaker.api-fips

com.amazonaws.region.sagemaker.featurestore-run
time

com.amazonaws.region.sagemaker.metrics
com.amazonaws.region.sagemaker.runtime

com.amazonaws.region.sagemaker.runtime-fips

Mg EH com.amazonaws.region.savingsplans
AWS Secrets Manager com.amazonaws.region.secretsmanager
AWS Security Hub com.amazonaws.region.securityhub
Amazon Security Lake com.amazonaws.region.securitylake

com.amazonaws.region.securitylake-fips
AWS Security Token Service com.amazonaws.region.sts

com.amazonaws.region.sts-fips
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https://docs.aws.amazon.com/AmazonS3/latest/s3-outposts/s3-outposts-privatelink-interface-endpoints.html
https://docs.aws.amazon.com/sagemaker/latest/dg/notebook-interface-endpoint.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/securityhub/latest/userguide/security-vpc-endpoints.html
https://docs.aws.amazon.com/security-lake/latest/userguide/security-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html

Amazon Virtual Private Cloud AWS PrivateLink

AWS MH|A MH|A O|&

AWS Serverless Application com.amazonaws.region.serverlessrepo
Repository

Service Catalog com.amazonaws.region.servicecatalog

com.amazonaws.region.servicecatalog-appregistry
Amazon SES com.amazonaws.region.email-smtp
com.amazonaws.region.mail-manager

com.amazonaws.region.mail-manager-fips

AWS SimSpace Weaver com.amazonaws.region.simspaceweaver

AWS Snowball Edge Device com.amazonaws.region.snow-device-management
Management

Amazon SNS com.amazonaws.region.sns

Amazon SQS com.amazonaws.region.sqs

com.amazonaws.region.sqs-fips

Amazon SWF com.amazonaws.region.swf

com.amazonaws.region.swf-fips

AWS Step Functions com.amazonaws.region.states

com.amazonaws.region.sync-states

AWS Storage Gateway com.amazonaws.region.storagegateway
AWS Supply Chain com.amazonaws.region.scn
AWS Systems Manager com.amazonaws.region.ec2messages

com.amazonaws.regi on.ssm
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https://docs.aws.amazon.com/serverlessrepo/latest/devguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html
https://docs.aws.amazon.com/sns/latest/dg/sns-internetwork-traffic-privacy.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.aws.amazon.com/amazonswf/latest/developerguide/swf-vpc-endpoints.html
https://docs.aws.amazon.com/step-functions/latest/dg/vpc-endpoints.html
https://docs.aws.amazon.com/aws-supply-chain/latest/adminguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-create-vpc.html
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Amazon Textract

Amazon Timestream

Amazon Timestream for InfluxDB

Amazon Transcribe

Amazon Transcribe Medical

AWS Transfer for SFTP

Amazon Translate

AWS Trusted Advisor

AWS AFS X} 2l
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com.amazonaws.region.ssm-contacts
com.amazonaws.region.ssm-incidents
com.amazonaws.region.ssm-quicksetup
com.amazonaws.region.ssmmessages
com.amazonaws.region.tnb
com.amazonaws.region.textract
com.amazonaws.region.textract-fips
com.amazonaws.region.timestream.ingest-cell
com.amazonaws.region.timestream.query-cel l
com.amazonaws.region.timestream-influxdb
com.amazonaws.region.timestream-influxdb-fips
com.amazonaws.region.transcribe
com.amazonaws.region.transcribestreaming
com.amazonaws.region.transcribe
com.amazonaws.region.transcribestreaming
com.amazonaws.region.transfer
com.amazonaws.region.transfer.server
com.amazonaws.region.translate
com.amazonaws.region.trustedadvisor

com.amazonaws.region.notifications
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https://docs.aws.amazon.com/textract/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/timestream/latest/developerguide/VPCEndpoints.html
https://docs.aws.amazon.com/timestream/latest/developerguide/timestream-influxb-privatelink.html
https://docs.aws.amazon.com/transcribe/latest/dg/vulnerability-analysis-and-management.html
https://docs.aws.amazon.com/transcribe/latest/dg/med-vpc-interface-endpoints.html
https://docs.aws.amazon.com/translate/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/notifications/latest/userguide/vpc.html
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com.amazonaws.region.notifications-contacts

Amazon Verified Permissions com.amazonaws.region.verifiedpermissions
Amazon VPC Lattice com.amazonaws.region.vpc-lattice

AWS Well-Architected Tool com.amazonaws.region.wellarchitected
Amazon WorkMail com.amazonaws.region.workmail

Amazon WorkSpaces com.amazonaws.region.workspaces
Amazon Workspaces Secure com.amazonaws.region.workspaces-web
Browser

com.amazonaws.region.workspaces-web-fips

Amazon WorkSpaces Thin Client com.amazonaws.region.thinclient.api
AWS X-Ray com.amazonaws.region.xray

A2 758 AWS AMH|A 0| 27|

describe-vpc-endpoint-services @E 2 AF&35t0{ VPC AEEZQIEE X|¥Hsl= MHIA O|EE 2 =
&LCt.

CH WA E XIEHE 2|-0 M QIE{H 0| A EQIEE AWS AMH|A X|HSH=E EAIELICE O]

A=
--query M2 £32 AMH|A O|BE2Z MIEtHE |EF

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
--query ServiceNames

CtS2 of &34lL]Ct.
"aws.api.us-east-1.kendra-ranking",

"aws.sagemaker.us-east-1.notebook",
"aws.sagemaker.us-east-1.studio",

A2 753 AWS MH|A 0| E 7| 13


https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/infrastructure-security.html#interface-vpc-endpoint
https://docs.aws.amazon.com/workspaces-thin-client/latest/ag/vpc-interface-endpoints.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-security-vpc-endpoint.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpc-endpoint-services.html
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"com.amazonaws.s3-global.accesspoint",
""com.amazonaws.us-east-1.access-analyzer",

"com.amazonaws.us-east-1.account",

MH[Aof CHEt HE 27|

aws ec2 describe-vpc-endpoint-services \

r

A 0§ 0| /2™ describe-vpc-endpoint-services BEE At
HMEE g + A&aUd

--service-name "com.amazonaws.us-east-1l.monitoring" \

--region us-east-1

£39| ofl= ChE 3 Z &Lt VpcEndpointPolicySupportede AE ZQIE A
0{f E LIEFALICE SupportedIpAddressTypesE K|[HE|E IP FA RS LIEHY
{
"ServiceDetails": [
{
"ServiceName": "com.amazonaws.us-east-1l.monitoring",

"ServiceId": "vpce-svc-0fc975f3e7e5bebas",

"ServiceType": [

{

"ServiceType": "Interface"

1,
"AvailabilityZones": [
"us-east-1la",
"us-east-1b",
"us-east-1c",
"us-east-1d",
"us-east-1le",

"us-east-1f"
1,
"Owner": "amazon",
"BaseEndpointDnsNames": [

"monitoring.us-east-1.vpce.amazonaws.

]I

com

Mu|Aof cHet HE 27|
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"PrivateDnsName": "monitoring.us-east-1.amazonaws.com",
"PrivateDnsNames": [
{
"PrivateDnsName": "monitoring.us-east-1.amazonaws.com"
}
1,

"VpcEndpointPolicySupported": true,
"AcceptanceRequired": false,
"ManagesVpcEndpoints": false,

"Tags": [],
"PrivateDnsNameVerificationState": "verified",
"SupportedIpAddressTypes": [
Ilipv4ll
]

1,
"ServiceNames": [
'com.amazonaws.us-east-1.monitoring"

A= ZQOIE A x|9d &7

o

MH|ATL AIEZQIE HAME K| 5t=X| =QI6t24™ describe-vpc-endpoint-services BE S S &6

=
2
=

VpcEndpointPolicySupported®| gt2 &QIgfLCt. 7tS8t 2t true®t falseL|Ct.
Ctg ol XI™E 2™ X[HE MU|ATF JIEZQIE HMZ X|@ot=X| =RIFLICH --query &
M2 £242 VpcEndpointPolicySupported?| Zt2 2 A|sHErL|Ct

aws ec2 describe-vpc-endpoint-services \
--service-name "com.amazonaws.us-east-1.s3" \
--region us-east-1 \
--query ServiceDetails[*].VpcEndpointPolicySupported \
--output text

£330/ ofAl= Ot Z&LCh

True
CtE oAl MeE XIHE 20| AIEZQIE HMS AWS MH|A X|HGt=8 LEFELICE O] --
query M2 £ AMH|A O|E2 2 MEHELICH Windows Bd ZTEZEE AFS5t0{ 0| HHS Al
stoi™ 22| EAtE A Fo M2 FEE MHStDE & ¢S EXAE \HM A2 HEELICH



https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpc-endpoint-services.html
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aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \

--query 'ServiceDetails[?VpcEndpointPolicySupported=="true’ ].ServiceName'

7<

E39| oAl Ct2a 2 &Lt

"aws.api.us-east-1.kendra-ranking",
sagemaker.us-east-1.

us-east-1.

aws. notebook",

"aws.

""com.

CHS dlxoM = X|EE

com.

com.

sagemaker.
.s3-global.
us-east-1.
us-east-1.

amazonaws

amazonaws.
amazonaws.

o

— =

|

= 2|Eol A I
HM&OF_

studio",
accesspoint",
access-analyzer",
account",

AH ©
ZOlE Mg

L|C}. Windows

X8 K| AWS AMH|A

D#E#JLEEEE

of
LS
[= N —] E

=
-
= =2
= oo=

—
—_query 2Mg 32

o
MEtg
S|

=
M#stein o) 2AY ¢5Io SN EE M F o

& ZXHE 0l 22

ITE L
iy —

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \

--query 'ServiceDetails[?VpcEndpointPolicySupported=="false ].ServiceName'

=240
=

o| ol Al Ch5 1t

com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
.amazonaws.
.amazonaws.
.amazonaws.
.amazonaws.
.amazonaws.

Z&Lch.

us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.

us-east-1

appmesh-envoy-management",
apprunner.requests"”
appstream.api",
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AWS AH|A0f| CHE IPv6 XS EE4H AWS IPV6E
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E = =& J&LICt O] --query SMH2 £82 MH|A 0|22 MEHELICE.

AWS MHI|A &=

aws ec2 describe-vpc-endpoint-services \

--filters Name=supported-ip-address-types,Values=ipv6 Name=owner,Values=amazon
Name=service-type,Values=Interface \

--region us-east-1 \

--query ServiceNames

X|25t=s MH|AZE & X 5HML. CFHS describe-
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"aws.api.us-east-1.kendra-ranking",
"aws.api.us-east-1.gbusiness",
"com.amazonaws.us-east-1.account",
""com.amazonaws.us-east-1.applicationinsights",
""com.amazonaws.us-east-1.apprunner",
"com.amazonaws.us-east-1.aps",
""com.amazonaws.us-east-1.aps-workspaces",
"com.amazonaws.us-east-1.arsenal-discovery",
""com.amazonaws.us-east-1.athena",
""com.amazonaws.us-east-1.backup",
""com.amazonaws.us-east-1.braket",
""com.amazonaws.us-east-1.cloudcontrolapi",
""com.amazonaws.us-east-1.cloudcontrolapi-fips",
""com.amazonaws.us-east-1.cloudhsmv2",
""com.amazonaws.us-east-1.compute-optimizer",
"com.amazonaws.us-east-1.codeartifact.api",
""com.amazonaws.us-east-1.codeartifact.repositories",
""com.amazonaws.us-east-1.cost-optimization-hub",
""com.amazonaws.us-east-1.data-servicediscovery",
""com.amazonaws.us-east-1.data-servicediscovery-fips",
""com.amazonaws.us-east-1.datasync",
""com.amazonaws.us-east-1.discovery",
""com.amazonaws.us-east-1.drs",
""com.amazonaws.us-east-1.ebs",
""com.amazonaws.us-east-1.eks",
""com.amazonaws.us-east-1.eks-auth",
""com.amazonaws.us-east-1.elasticbeanstalk",
""com.amazonaws.us-east-1.elasticbeanstalk-health",
""com.amazonaws.us-east-1.execute-api",
""com.amazonaws.us-east-1.glue",
""com.amazonaws.us-east-1.grafana",
""com.amazonaws.us-east-1.groundstation",
""com.amazonaws.us-east-1.internetmonitor".
""com.amazonaws.us-east-1.internetmonitor-fips".
"com.amazonaws.us-east-1.iotfleetwise",
""com.amazonaws.us-east-1.kinesis-firehose",
"com.amazonaws.us-east-1.lakeformation",
"com.amazonaws.us-east-1.m2".
""com.amazonaws.us-east-1.macie2".
""com.amazonaws.us-east-1.networkflowmonitor".
""com.amazonaws.us-east-1.networkflowmonitorreports".
"com.amazonaws.us-east-1.pca-connector-scep",
""com.amazonaws.us-east-1.pcs",
""com.amazonaws.us-east-1.pcs-fips",
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 create-vpc-endpoint(AWS CLI)

« New-EC2VpcEndpoint(Windows PowerShell& T )
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» modify-vpc-endpoint(AWS CLI)

« Edit-EC2VpcEndpoint(Windows PowerShell& T )
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» modify-vpc-endpoint(AWS CLI)

« Edit-EC2VpcEndpoint(Windows PowerShell& T )
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https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpc-endpoint.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html
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« modify-vpc-endpoint(AWS CLI)
« Edit-EC2VpcEndpoint(Windows PowerShell& T )
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« modify-vpc-endpoint(AWS CLI)

« Edit-EC2VpcEndpoint(Windows PowerShell& &)
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- create-tags & delete-tags(AWS CLI)
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« New-EC2Tag & Remove-EC2Tag(Windows PowerShell& L)
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« New-EC2VpcEndpointConnectionNotification(Windows PowerShell& T )

PP EESH
7} CtS 3t ZHo| AF2XIE CHAISIO] L 212 AWS PrivateLink HIA|E = QT E §{2tE HAA XK
£ Amazon SNS FA|of| F7+&L|Ct. Mﬂ?i LH22 LH Amazon SNS FA|o] HM|A Az TE|5

242 o{= /| HoF B L7 E XML, ESE CHEIR EXME Y XIsH7| 28] aws:SourceArn &
aws :SourceAccount M X714 7|€ A EfLICt.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "vpce.amazonaws.com"
+
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:region:account-id:topic-name",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint/endpoint-id"
+
"StringEquals": {
"aws:SourceAccount": "account-id"
}
}
}
]
}
7| H& =7}

7|0l CHEt 2lAA A2 AWS KMS API EHd2 & AWS

23 3HEl SNS FHE A85tHE F KMS 7
gfLch OS2 oldl 7| X Lct

PrivateLink & [HE AlZ|3H0F

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Principal": {

"Service": "vpce.amazonaws.com"
},
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1,
"Resource": "arn:aws:kms:region:account-id:key/key-id",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint/endpoint-id"
1,
"StringEquals": {
"aws:SourceAccount": "account-id"
}
}
}
]
}
RIE{mH| O] EXOQIE AtA|
VPC AEXQIE MEE OIX|H A=EZQIEE AXE = U&LICH QE I o|A AEZQIEE AMK|S
M EiT ASZQIE LEQT QIE{HO|AT AR ELIC
ZE 2 ME5t0] QE{H0|A JEXZQIEE AFA|StE{H
1. https://console.aws.amazon.com/vpc/0lA Amazon VPC 2& & L|C}.

2. B FOMA=ZQIEE MEAEFL|CH

3. QIE{HOo|A AEZQIEE MEHSHL|C}.

4. ZEr(Actions), VPC AIE X OIE AFX|(Delete VPC endpoints)E Atz 2 MESEHL|CE
5. EHCIHAIX|7t ZAIZ|™ deleteE T LICE

6. Delete(2Al)E ME4EFLICY.

HHES AE5tod QIEH0|A AEZQIE AX|StT

 delete-vpc-endpoints(AWS CLI)
« Remove-EC2VpcEndpoint(Windows PowerShell& =)
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HO|IEQO| A EXZOIE

HOIEHNO|VPC AEEZQIEE AIE5IH VPCE CEL! HO|ESIO0| EE= NAT C|HFO|A T Qlo{ T
Amazon S3 2! DynamoDBO| ¢t o =2 048 = U&LICH HO|EQO| JEXRIE= CHE R
VPC Q= Z QIE QF AWS PrivateLinkE 2| AF25FX| k& LTt

i
g

Amazon S32t DynamoDB&= H|0|E9|0| R EEZQIEQ} CIEH|O|A AFEEZQIEE BF X| LICH &

Aol CHet HlW = 2 S HZ st L.

(@]
Il

oH

HAOIESO| A=XRIE A0 2= FII 22 W&LICH
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Olo

=
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=]

[at]
10

HL
e

« Amazon S30i| CHEF HIO|EQ0| AIEXZQIE

« Amazon DynamoDBO{| CHet H|O|EQ0| AEZQIE

e

Amazon S32t DynamoDB= HEZ| MH|A QJIEZQIEL} HO|ESO| A=EZQIEE Sl HMAE £
A&LICH Ol 7HR M F WS H| g LIct

CIE{A HO|EH0|E 3 HAMA

Ct2 Clolo{a 2 QAHANM HER! MH|A AEZQIEE &5 Amazon S3 & DynamoDBOi| 4
MAsteE EE 2oiELICH HEE HEU | QIARA|A Amazon S3 EE= DynamoDBZ 2| E
EiZl2 VPCo| RIE{L! HO|EQO|E 71X MH|A R 2B E LICH Z2o[8! MEYIO| QIARAE
Amazon S3 EE= DynamoDBE EZfEE HMEE £ gI&LICH 7[2XMo 2 Zeto|H! MEHo= 21
S A olEolo Cit 2t E0] 17| WELICEH Zato|8! MEUHOo| QIAEIAO0|A Amazon S3 &
DynamoDBZ EZiZlg ELHE{H HE 2| MEL0{ NAT CIHIO|AE F7I5la Z2told! MELlo| E|
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o2

HOIESO|A=EXRIEE HHe ] EIstet= AELC| VPC 2t % H|O|ES MEFLICH M=st
£ 7t ate g HlolgolE oH2 Bt RO
o E_OI

AWS 0|11 CHa2 HOo|E o] 2

CHeh =4 CHAH
prefix_list_id gateway_endpoint_id
e AL
- CIRE E OIS0 FIIE A=ZQIE Bt REE &l o UX[E st AL AME = el&LIch
o2 EHO|EH AEXQIE BIREE FII5IE4H EIO|IE S HO|ENO| =X QIEQ} HAZAFLICH
2t e HO|E1} HO|ESO| A=ZRIEO| AZAZ SHA[st7HLE HO|EQ O] A=EQIEE ArK|5HH

A= ZQIE 2tREl0| AMA|ElLICE.

. HolEglo| A= EoIES} HAE BT Hlo[Z20| HPE MELO BE QAHAE (SO BT
AlolE0| A= ZQIE S AL 5t0f MH|A0] AUMABHLICH Ol2{3 B2 E 0|21 HZE|x| e
ME o] QIAHAL Ho|EH0| A= ZIE T} obLlzt HEER| MHIA AS QIS A BILIC

- 2t E H0|Z0l= Amazon S301 CHEF A= X QIE 2t &1 DynamoDBOi| CHEt A=ZQIE B2 E
Ol 2F Qg = l&Lict 88t MH|A(Amazon S3 &&= DynamoDB)oi| CHEH =
2 o] 2t H|o|Zol| FItE = U&LIC 5t K|t S8t MH|A(Amazon S3 EE= DynamoDB)

off CHet ofe] A= X QIE Bt Y E stLte| 2t H|o|E0| FIHE +~& i&LICH

Hel
o
[m
u
4o
om

« Amazon2 LPM(Longest Prefix Match)2 Sall EciZiot 2%
o EcfEo| gt WHE A™MELICH A=XQIE Bt
o|o|grLct.

- ZE QEY EBHE|(0.0.0.0/0)2 CIEH HO|EHO|2 ELiE= BIRE0| U= B2
MH|A(Amazon S3 & DynamoDB)2 M& &= ECfE ol Cis JIEZQIE B2
ELct ot 2 2 g5t EfE2 QB HO|ESO0|E AWS AfH|A AFSELICH
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ot
QIAEIANM HO|ESO| AEZRIEE S35 Amazon S3 =& DynamoDBO| BMASHE HR QIAH
A0|M HEEZ| A= X QIEE AE5H0{ HH[AN HMAELICH 0|23 UARHAE 28t ESt OF

iz x4

2 WHMO|M 0|Sst= ECHE S 5185l oF & LICI CIS 2 oFRHIR2E oA lL|Ct MHH[A 9] &
At 55 IDE HZ=#ct,

CHAH Z2EZ ZE HQ

prefix_list_id TCP 443

o|g{st QIAEIA O] MEUo CHEH HE QT ACLS MH|AOM 0|S st ERf=IE 58l ok &fLC}.
O

C}S2 ohRHHR S OIMYULICH LIEIT ACL REOIM HFA S22 HEE £ GXIE HTA 2
SolM MHIAQ| IP FA HRIE 7HXE &= U&LICH
CH A Z2EE ZE #HQ
service_cidr_block_1 TCP 443
service_cidr_block_2 TCP 443
service_cidr_block_3 TCP 443

Amazon S30 CHEF 70| EQ||0o| I EXQIE

VPCOIM HOIEH 0| VPC IEZQEE AF235}04 Amazon S30{ HAM|ASH & ol&L|C}H A
A= QIEE MAMSH T VPCO|A Amazon S32 MSESE|E ECZof CHsl sHE AIEXZQIE
ElO|E2| CHa o2 FIIE £ U&LICH

H0

mo

o in

=Y
0

HOIESO| A=XRIE A0 2= FII 2E2 W&LICH

Amazon S3= HO|E 0| A=EQIEQ} CIE{HO|A °"':£+_°._|E§ D5 X|HELICH HolEL ol A=
ZQIEE ALE3IH VPC QIE{L! HO|EQO] === NAT C|HFO|AE AF25HX| of 1 &7} HIE 10| VPC
ol A Amazon S30| HMAE = JU&LICH T2{Lt HO|ES 0] °"':£td Ex 2IZh0|A HESRZ, C
£ AWS 2|T9| m[o{&El VPCs EEt & HO|ERO|E S HMAE 5{&3HK| pb&LCt. O|2{Ft Al
LIZ|oMHE F7H HIEE KIS & AL = U= QEHoAJER At &3Hok gfLICt KA
8t LI 2 Amazon S3 A8 AH M 2| Amazon S3& VPC QIEXZQIE 2%

Hr
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- IZ2tO|H! DNS

» ZOIEO| A=ZRIE Y

<
)
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R
[N
Hel
o
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ox Y
12
e
A

124 AFE
HO|EQIO| AEXZQIEE SlE AEZQIEE MMHE ZIHMMHE AIEE &= U&LICH S3 HZIT &
Ust EIHMH HOIEQO| A EXZQIEE MAISHoF &HL|Ct.
Amazon DNS AHHE A2 Q1 Z< VPCO| CH3H DNS A E O|§ 2/ DNS 2f0lg 25 2 A3}5H
OF LICt XIA| DNS MHHE f%%PE < Amazon S30| CHEF 20| AWSOH|IM fX| B2l IP
FAZ 2Ht=27 &olxz|o{of &L|ct.

HO|EQ Ol HEZQIEE &35H Amazon S30| HMASHE QIAEAC| Hot 5o CHEt #&I2
Amazon S30{|M O|S5t= ECHEE 5{&38HoF & LICH 2o 1& 7 EI0|M Amazon S32| HF A =

S IDE HZxEg =+ J&Lich

HO|ESo| A=EZQIEE Sl Amazon S30] HMASHE QAEIA S| HEU0f CHEH LW E XTI ACL
0{lA Amazon S3Z O|S 35t ECEE 5{85HoF ELICH HERXT ACL FENM HFAISEE 3
X & == KB Amazon S32| HF A S 0{|A Amazon S32] IP FA HRIE 7IXE £+ &LCh

S3 HZ!ofl M| AsHOF AWS AH|A SH=E ALE st UEX] HRAELICH K& S04, HHIAHM 2
1 utdo| ZefEl HHZlol| HA|ASHok SH7{LE EC2 QAR A0 EEIO|H EE H0|MEE CH2E =8
OfF & &= U&LICH JHCHH A= X QIE HAo|M AWS MH|A EE= E|AATs3:GetObject &
S ALE5H0{ Ol 8t HA o HMASIES 51 st=X| 2 lgLct

VPC =X QIEE S1t5t= Amazon S301 CHE RH o CHEt AHE B YA £= HZ! EH

9| aws:Sourcelp 22 A E £ &LICH CHAl aws:VpcSourcelp ZZUE AFSELICH E=
2t E|0|S & ALE5t0 VPC A= ZRIEE S3ll Amazon S301| HMAE £ = EC2 QARA
E Mojg + l&Lich

HOIEQO| AEXQIE = IPv4 ECi=ZE X[ HEFLICH

Amazon S37F =418t SHiE MEUlof Qs QUAEAQS| #E IPv4 TAE HEZ| IPv4 TA0M VPC
of Zetole! IPv4 FAZ HAELICH A=ZQIEE LHERT BIRES
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= BELICH HE3 IPv4 FAE ALSE 0| 20| ChA| AR EIX| eE&LICH et IEXZQIES
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FE7HL = HE e S8 HYS ddstx| b= W0l E2M AZ0| HoTl =oil= LA ZE L0
7t XS 22 Amazon S30i| CHA| 1EE + U=X| HIAESH oF FrLICH

- QIEXQIE Q142 VPC 2IEZE &H&E £ QI&LICH VPN 44, VPC 1|03 914, H& HO|ES 0]
EE = VPC AWS Direct Connect @142| BICHZ0f Rl= BlAAE HO|EQ 0| AEXQIEE AFE S0
Amazon S32 SAIE &~ gi&LiC.

« A™HOo| 7|2 Y2 E|IXMY HOIEQO| A=EEQIE 20710/ =™ 7ts&LICH =8 VPCE 7 O]
EQo| =X QIEE 255702 A|EHEILICE.

ZZlol|8! DNS

Amazon S3& HO|EQIO| A =EEZQIEQ} CIEHO|A AEXZQIEE DF MMEE [ HIEES =™l
£ ZZl0|Y! DNSE 7 & £+ U&LCt.

Route 53 Resolver

Amazon2 Route 53 Resolver2t1l &= VPCE DNS MHE XS & LICH Route 53 Resolver= Z 20|
Bl 2AE AP0l 2H VPC THIQ 0|8 Y BIZEE AHESZ &QIFfLICE 5HX|2H VPC QIR ollME=
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ol =

= & O|E = Route 53 Resolver2| DNS #Z2|& 2= 8|0/A UWERAZE HMEgL|Ct.
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IP £A 2 3 QIL|= 5 Route 53 Resolver2| ALIAS B|ZEE Amazon S3 HE 2| S AR 430
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Z2to|8! DNS

Amazon S32 QIE{H|0|A AIEZQIE0] Z2l0|8) DNSE FAI5HX|0t QIHIR E Resolver QIEZQIE
off CHa AMBt = 2tO|E! DNSE 7 85tX| 2= 4%, 2ZH0|A HERXI L VPC 252 20| QIE{H|
O|A A= EZQIEE AF& 304 Amazon S30{| HM|AEFLICEH 2t F7F 3 810] HO|EH 0| A==
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HO|EQo| A=EZOIE MM
CH= AxHofl [h2F Amazon S301 @145t = HO|EHO| AEXQCIEE MdeL|Ct.

ZE£E Ar8st0{ HO|ES 0| A=XRIE Y57

1

2

3. Create endpoint(A=EEZQIE MM)S MEHFHL|C}.

4. MH|A ¥F(Service category)HlA AWS MH|AE MEREHLICY,
5. MH|IAMM R = HO|EES)O| ZE{E F7}

6

7

VPCO'"A‘I ?iIE;‘tOI EE= E AHA‘| ol' VPC I_E_|I.|'g=’|.|_’||_——|_

} 0 com.amazonaws.region.s3& MENEFL|CH

OII

2t & E|O|E(Route tables)0i M AEZQIENM AL E 228 HO|ES MEIFLICH MHE ™
Skl= ECfEE 7t2l7|= 2t Eol = °._|_ HE<S|3 QlE{mo|A0 XRtS2 2 FIHELICE

8. HH(Policy)HA 2E AMA(Full access)E ME510{ VPC A=XQIEE S8t ZE 2|AA0 CH
gt 2E 2ot FHol BE AHYS Y LICH E= AEXE X|(Custom)S MBS0 VPC A E X
RQIEE Sdll 2|40 CHEt 22 +&5H7| 25 2 FAof 2ot HEhE HMo{st= VPC A=
ZQIE MAMZ HAZAFLICEH

9. (ME A ENTE Foteted™ M El F7HE MEStT EfT 7(9F e gf2 =FLICt

10. Create endpoint(QIEZQIE AMAd)2 MENSH|C}

BHES ALE5t0{ 7 0|EQ 0| A=XQIE Md5t7|

 create-vpc-endpoint(AWS CLI)

« New-EC2VpcEndpoint(Windows PowerShell& L)

HZ) B ALEE HAIA Ko

HiZ) S AR50 B& IS EOIE VPCs, IP T4 H9| WoilA HZIof ChEt HMAE Klofg 4

A&LICH AWS A, o|z{8t 04|01|A'|E HE ALE Ateol 23t HMA HEtE &5t WA HHE

T otz 7PgELct
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KIZIE Z00f CHE HMAE HEELICH

O| Z242 AWS Management Console2 S3all X|&El =]
2 M835tod X|HE HZlol CiEt HMAE At

Sk
Eretche Holl RolstMlL.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-VPCE",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::bucket_name",
"arn:aws:s3:::bucket_name/*"],
"Condition": {
"StringNotEquals": {
"aws:sourceVpce": "vpce-la2b3c4d"
}
}
}
]
}

Example 0: §% VPCO{l CHEt HMIA A|Et

>
= =)
30X

o)
o

aws:sourceVpc 74 7|& Ar&3tod £ VPCH| CHEt HMAE AEHst=

LICt o] HXMe 2 vPCo| of] JIEEQIETJI L ME|0] Q= B K8FLICt Ct
KIEE VPCOIM AR E|X| ef= 8 XIHE 2rdE AHE5H0d XIHE HZAof CHEH HA|

O] H22 AWS Management Console2 &3l X|HEl S AHE35t0d X|HE HZlof
AHEFSHCHE Hof f2lstMIR.

* 30
i

no

oo mo

|>
10
o >

o J
:|'EFIOHI
o

> o

0 g 02 0
i
I
x

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-VPC",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::example_bucket",
"arn:aws:s3:::example_bucket/*"],
"Condition": {
"StringNotEquals": {
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"aws:sourceVpc": "vpc-111bbb22"

Example 0i: £ IP 4 |0l CHEF HAM|A K|

aws:VpcSourcelp 271 7|18 AF85101 EH IP T4 H{of CHEF HBMAE MEHetE HI HAMS MY
g = UAELICH OFg A2 XI™E IP FA0M AIZE|X| et 3 XIHE 22 AH835H0d X|1™E H
Zloj| CHEr HMAE HEELICH 0] =2 AWS Management Console2 S35l X|HE 2tdE AL 6}

L ol
of XIHE HZlofl ChEt AMAE REHEHCHE Kol Rol5tMIR.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-VPC-CIDR",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::bucket_name",
"arn:aws:s3:::bucket_name/*"],
"Condition": {
"NotIpAddress": {
"aws:VpcSourcelp": "172.31.0.0/16"
}
}
}
]
}

Example 0f: £% 2| H{Z!oi| CHEF UM A KB AWS AH

s3:ResourceAccount ZZ4E AI&35t04 5 AWS A& 9| S3 HHZ!of| CHEE HMAE X|EtHst= HAH
2 MME £ Q&L CFS M X|HE AWS A™HoIM ARSHK| ot 8 X|HE 248 AI88H S3

"Version": "2012-10-17",
"Statement": [
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{

"Sid": "Allow-access-to-bucket-in-specific-account",

"Effect": "Deny",

"Principal": "*",

"Action": ["s3:GetObject", "s3:PutObject", "s3:DeleteObject"],

"Resource": "arn:aws:s3:::*",

"Condition": {

"StringNotEquals": {

"s3:ResourceAccount": "111122223333"
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» modify-vpc-endpoint(AWS CLI)
« Edit-EC2VpcEndpoint(Windows PowerShell& T )
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1. https://console.aws.amazon.com/vpc/0ll A Amazon VPC 2&& LI}

0. EFM EtofA o= ZOIEEZ MEAEHL|C)H.
3. HOo|EQo|A=EXRIEE MEHFFL|CE

4. ZE(Actions), B #tE|(Manage policy)S MEHELICE
5

2E HMA(Full Access)E MEHFH0] MHH|A0 C
(Custom)2 ME45I T AF X} X|H HAME 9:‘7E='§FL—|EP.

6. X E(Save)2 MEAFILICE

CHE2 Amazon S30{| HMASFHT| 2|8t A= ZQIE =40 0 LT
Example 0i: £7% tHZ!o| CHEF HM[A K|

£ S3 t{Zlof| CHa AMTF M| A
S3 HZIE AF8SHE CHEO| Qe

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-bucket",
"Effect": "Allow",
"Principal": "*",
"Action": [
"s3:ListBucket",
"s3:GetObject",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:: :bucket_name",
"arn:aws:s3:::bucket_name/*"
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Example 0i: §7% 1AM &0l CHEH A M| A X|FH
S 1AM R0l Chet ANAB RIES S NS AN 52
01 20t Fx|of HAMA HEHS Foqatof .°=.*L—I Ct.
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-IAM-role",
"Effect": "Allow",
"Principal": "*",
"Action": "*",

"Resource": "*
"Condition": {
"ArnEquals":

"aws:PrincipalArn":

)

"Version":
"Statement": [
{
"Sid":
"Effect":
"Principal":
"Action": "*",
"Resource":
"Condition": {

n
’

{

Il
P

4

i n

4

"StringEquals": {

"aws:PrincipalAccount":

"arn:aws:iam:

"2012-10-17",

:111122223333:role/role_name"

"Allow-callers-from-specific-account",
"Allow",

i n

"111122223333"
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* delete-vpc-endpoints(AWS CLI)
« Remove-EC2VpcEndpoint(Windows PowerShell& &)

Amazon DynamoDBO{| CHEt H[O|EQ[0| FIEZQIE

VPCO| A HO|EQ0]| VPC FI=EEZQIEE A& 30 Amazon DynamoDBOi| M| A g
EQIo| A=ZQIEE YWt & VPCO|A DynamoDBE M&E|= EEfZof CHSH SHY A=EZQIEE
otRE Elo|lgo| cHateo 2 FIIE 4 &Lt

HOIESO| A=XRIE A0 [H2=E FII 2F2 W&LICH

LICH AHlo|Efo| 2=
1 FTtHIS gdol vPC
2z o2 HERS, o
St X| et & LICH Ol Al
£ Ar8sfiofF gLiCh RHA
2 FxsMR.

DynamoDB= H|O|EQ|O| IEZQIEQ} CIEH|O|A AEEZQIEE BF X|HE
EQIEE AF35IH VPC QE{Y! HOIEQO| EE= NAT C|HIO|AE AFR3HK| o
0| Al DynamoDBO| HAl|AE == U&LICH JEqLt HO|EQO| AEXQIEE
£ AWS Z|T2| Z|0{ZE VPCs EE= T& HO|EQO0|E St HMAE
Li2|oMe F71 HI&2 XIget & MEE = U= 2IHm oA A==

gt L& 2 Amazon S3 7H At SFLHA{S| DynamoDB& VPC YIEZQIE &

0% Im oo r

DynamoDBO| CHEt AIEZQIE 72


https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-vpc-endpoints.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2VpcEndpoint.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html#types-of-vpc-endpoints-for-ddb

Amazon Virtual Private Cloud

AWS PrivateLink

LHE

o 2 ALY

- HOIESO| A=EZQIE MY

- 1AM HAZ AHE 3510 A AM[A Ko
- o8 HO|E Z

« VPCRAEZQIE Z{2H HE

« HOIEQo| d=EZQIE Al
e AL

AolESI0| A= QIS
Elolgx

Amazon DNS AMHHE Al

OF ELICt EEBt XHA| DNS MHHE AL

I SUH 2|T0 A HO|EQ 0| A=

SF A OlA

g A=ZQIES 34 s

2

AH
o

SEAE O|E Z/DNS Qg 2
2 20| AWSO0i A

- 41O

O MTF AI
sl OF &fL|C}.

A L|Ct. DynamoDB
ol

CHaH
5t= 4 DynamoDBO CH

et Bl
EE 4y
DN

=t
=

F21 F< VPCoi C H

2|5t

ol

3t
I.

H0X

|
=
N

r

=P FAR SHE A &Qlz|o{of gL},

HO|ES0| JAEZQIEE
DynamoDBOHA‘I o|S 3t

= A A
| IDE xl-xol- AA_I=I
EE=
=

—

71|0|E-?4|0| A ZQIE
2 DynamoDBM|AM 0|5
& 4 X2t DynamoDB

—

5t
ol H=F
235104 DynamoDB

(o]

I_

E =

A0 Eot JEof chet 73
H2ot J& 7=l0 M DynamoDB HFA 5

& &ll DynamoDBO{| HM|ASH=
EZiEE 518t ok gfLict.

k=3
[

o
=

o

L|C}.

&l DynamoDBO{| UM ASHE QIAEIAO

— ==
EZiEE 58

=ps stiok gLt L
= At = =04 A DynamoDB2| IP

| el
JE QI3 ACL #&lo| M5F

T4 HRAE TIME + UE

loj| CHEF HIER/3 ACL

=
o
—
= AI. EEO Kl'x

LICE.

« AWS CloudTrail £ A3 ol 24sle A 21 mtoll= AMH|A AH|XFVPC
of QU= EC2 QIAEIAO| ZEIO|E! IP FA AEZQIEE Sal| o E DE QAo CHst HOIEH

o|=ZQIEQ| D7} & =EL|Ct

- HO|EQ|0| JEXZQIEE IPv4 EB| =IO X|&EFL|C}H.

o ST MEUI| UE QUAEAS| E |Pv4 TAE HEE! IPv4 TA0|AM VPCL| Z2}0|E! IPv4 F=
A2 HEAELICH AEXQIEE= HERA CIRE S AESt D GEl TCP i B&LICH HER
IPv4 F=AE AT 0| @122 CHA| A|ZHE|X| & LICEH [EtM HO|ERO| AEXZQIEE M5
Hu =3 e S8 &S A™SHK| ot 2ol E&LICH = 440| Bo{E E? AZ ER|0q
0| A DynamoDBO| At S S 2 CHA| 4T &= QI=X| HIAES M L.

- AEXZQIE HAAS VPC IR Z HEE & Y&LICH VPN 244, VPC 1|01 244, T& 710[ES 0|
L= VPC AWS Direct Connect @1Z32| HICHZZ o] /I= BlAAE HO|EQO| AEZQIEE ALE S0

DynamoDB 2}

o —-=

EAISH A ola

L|ct.

m

DynamoDBO| CHEt AI=EZQIE

73


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-updating
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-aws-managed-prefix-lists.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-aws-managed-prefix-lists.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-aws-managed-prefix-lists.html

Amazon Virtual Private Cloud AWS PrivateLink

- A™o| 7|2 gEE2 XY HOo|EH o] o CIE 207l0|H =™ 7Is&LICH EgF VPCE HO|
EQo| dEEZOIE = 25572 N|EHE L—IEL

HOoIES/ o] A=xQIE M

oe %

A %todl 2} DynamoDBO| 91Z25t= HO|ES|0| A=EZQIEE MMFHL|Ct.

ZE£E AL835t0] HO|ESO| A=XQIE HE5t7|

-

o ~ w0 DN

o

Create endpoint("d'EE PIE MM)S MESEFLICY,

MH|A 81F(Service category)ollA AWS MH|AE MEHEH |C}

MH|A0HM R = AO|EERO| ZEEE F7}3t11 com.amazonaws.region.dynamodbS ME4
L|C}.

LICt MEHZE

£t &! Ef|0]& (Route tables)0i| A ¢ g
2 FI7HELCH
gE

AEZQCIEN|M ALEE 2t E E|O|2
&kle EefEE 7t2l7|= 2t ol 2

S A-EH
A ZOIE L EQ3 QE{H oA XP%Q
M=K (Policy) M 2E HAMA(Full access)E MEHSI0 VPC A= XZQIEE S5t 2lAAo CH
ot FH|e] 2E HYES HEFLICH E= AFEAF XIZ(Custom)ZS MEASHO{ VPC =X

#oed
OIEE Saff 2lac0f Chet Atele £8st7| s 2ot Falol Heet Hetg Mofsts VPC ols
zolE

r

Z71E Meistm e 7ok B e Eruct
EH
=

HWHEEZ AE35tod HO|EQ 0| A=ZQIE Hst7|

* create-vpc-endpoint(AWS CLI)

« New-EC2VpcEndpoint(Windows PowerShell& T )
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Example 0f: & A=z QlEof CHEF HM A |Et

aws:sourceVpce =74 7|18 AF&5t04 §4 VPC AEZQIEof CHEH HMAE MEtsts HAMS HHE
= UELICH oS HA2 x|HE VPC AEZQIEE AHESIK| sl-
CHEF AMAE HEELICH O] (MM E sliE AL AtEflo] 22
T 7HgErLIct

rw ”r F

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-from-specific-endpoint",
"Effect": "Deny",
"Principal": "*",
"Action": "dynamodb:*",
"Resource": "arn:aws:dynamodb:region:account-id:table/*",
"Condition": {
"StringNotEquals" : {
"aws:sourceVpce": "vpce-1laa22bb"
}
}
}
]
}

ST IAM A S A8 ANAE 5ISSHE S MM £ UBLICH OHS HAS XIME 1AM 5

=
off HM|A HEHS FofErLICH

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-from-specific-IAM-role",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"ArnEquals": {
"aws:PrincipalArn": "arn:aws:iam::111122223333:role/role_name"
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}
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A Hetg RoizfLic

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-from-account",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "111122223333"
}
}
}
]
}
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6. CZIE Hol& =& (Modify route tables)2 ME{EFLICI

TUSS A2 otof 2L Eolg ALY

» modify-vpc-endpoint(AWS CLI)
« Edit-EC2VpcEndpoint(Windows PowerShell& T )
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» modify-vpc-endpoint(AWS CLI)
« Edit-EC2VpcEndpoint(Windows PowerShell& T )
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"Statement": [
{

"Sid": "ReadOnlyAccess",

"Effect": "Allow",

"Principal": "*",

"Action": [
"dynamodb:DescribeTable",
"dynamodb:ListTables"

1,

"Resource": "*"

Example 0i: §% Ef|0[Z 0| CHEt AAMA FEt

£ 7 DynamoDB E| 0|2 0i| CHEF HAM|A
DynamoDB E{|0|£ 0] CHEF AMAE &

"Statement": [
{

"Sid": "Allow-access-to-specific-table",

"Effect": "Allow",

"Principal": "*",

"Action": [
"dynamodb:Batch*",
"dynamodb:Delete*",
"dynamodb:DescribeTable",
"dynamodb:GetItem",
"dynamodb:PutItem",
"dynamodb:Update*"

1,

"Resource": "arn:aws:dynamodb:region:123456789012:table/table_name"
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+ delete-vpc-endpoints(AWS CLI)
« Remove-EC2VpcEndpoint(Windows PowerShell& &)
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-tags.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-tags.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2Tag.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2Tag.html
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Gateway Load Balancer AIEZQIE ArK]|

AEXZOCIE AES OIx|HA=EZQIEE MAE + UA&LICH Gateway Load Balancer IEZQIEE
AXStH QIS ZQRIE HER3 QEHO|A L AX|ELICH 2t EO|ZH| JEZQIEE JtE|F|= 2t
L&l0| lo ™ Gateway Load Balancer IEZQIEE A& + Qi&LICt

Gateway Load Balancer IEZQIE AKX} 7|

https://console.aws.amazon.com/vpc/0 A Amazon VPC & & LICt
EfAM F oM AEZQIE(Endpoints)E MEHSH £ QIS X QIEE MENFHLIC
ZHd(Actions), A= EZ QIE AtK|(Delete Endpoint)E *H&| 2 ME4EFL|CY,

22l 3t of, A A|(Yes, Delete)& ME4EfLICE.

»p W N~
Ll
° 12

Gateway Load Balancer 1= ZQIE At K57

 delete-vpc-endpoints(AWS CLI)
* Remove-EC2VpcEndpoint(AWS Tools for Windows PowerShell)
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https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-vpc-endpoints.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2VpcEndpoint.html
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Reqgion

YPC endpoint Metwork Load
Balancer

2 X[ AlZtn 22 7188 E floll Mol F 712l 718 B0l MH[AE MSst= ol E&LICH

endpoint_service_id.region.vpce.amazonaws.com
C2 & us-east-2 2|7 2| VPC IEZQIE MH|A0 CHE DNS EAE 0|22| o lL|Ct.
vpce-svc-071afff70666e61e0.us-east-2.vpce.amazonaws.com

MH|A AH|XF7L QIE{H|O|A VPC IEZQIEE MASHH MHH|A AH|XF7 A= Z QI
m] AH A o
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Ste Ol AL E £ Qe 21T & ¥ DNS o|§ 0| MM ELICE 2™ 0|9 18
endpoint_id.endpoint_service_id.service_region.vpce.amazonaws.com
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endpoint_id-endpoint_zone.endpoint_service_id.service_region.vpce.amazonaws.com

z2to[5! DNS

EF MH|A ZFRts A=ZEQIE MH|AO| Z2H0[H! DNS 0| 244504 AMH|A AH|XIIL 7|E
DNS O|& & At&3t0] MH|A H& AMAE = JTE & = UAgLCh MH[A SSX7E ZEHOIS

DNS 0|8 = ZOI= AMH|A0] 01738t B A4 AHIKHE QEIH 0|4 A= ZolEo| Zato|Y
NS OI&S Y81 4 larLick AUl B2XI71 221015 DNSE HESI5HR| S B L
AHIRHE VPC HEZQIE MH|A 2| TE 2 DNS 0|82 A83HE = i E 27 0l YElol=aHot &

& UBLICH KA LH S DNS 0|8 ZE| BHS HESHAAIR.

=
PSS sl 5 71 ol&f el 718 SHoiA E': WHME gdststn, &Y

AHAE HIZ ST, Ol23 QIAHAE 2= WM CHY IB0| S35t 2ol E&LICH

024 7t & ol A=EZQIE MH|A

L[Ck Z2qLt ?ﬂEio“E MHIAE S ARG | &
HIAO| CHEt HMA HEH2 oA & LI 8 Network Lo
g3t EC2 HIO|E & Z0| MEEICl= M2 I2{stMlL.

2H|[AE AEZQIE MHIAE AIEE = U 78 YoM QE{H0|A VPC AIEEZQIEE MHEE

£ d&Lch AH|RIZFVPC oﬂ': ZIEO CHs R MEHE 2 MEYof A= ZQE HEQT QIE{m 0]
AE MMStLICH VPC RIEZQIEQ| P TA S&o] (et MEUe Zt A= ZolE HEQT IE{H| O]
A0 IP TA7 EEEILICH Q0| VPC AEZQIE MH|AN EIMAEZQIEE AISHE B B2
E 2 gTN2ES AE5t0{ ME CHE 7t8 Y9l HERT CIEH|0|AE HZ ol AI83t= Hat o
EXZQIE HESZ QIEHO|AE MEHFLICE O ChFoi| MEIE A= ZQIE L ERT QlE{H|o|A 9]
IP A2 ECiZEI0| EQIELICE.

ME ME0M ECfEE ST 718 FAHol| FXlst= | o WCHH AH|RFE VPC HIEZQIEN|
HAC=EZQIEE AISE £ A&LICt

MH|A SFRHE & 2™ AH|A % ARt X[HElE 2™ MEM MHIAE ASY = U
£ g = UA&UCh MH[A AH[RIE JA=EZQIEE Mg W Mu|A 2IHE ME{ELICH
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« WA 2™ HHAE SREHE AH|204 CHoHAEF X| 2 ElLICH AWS PrivateLink.

MHlA BERtE HAS METHIPv4EH K| 5HE AROIT MulA =
et IPve ZF& S5l MHl& AH[RM| KMSE + UELICH FU A= XN
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IEHO|A VPC A= ZQIET} IPV4E X5t B2 AEZQIE HERT QEHHO0|A0 IPv4
T4 A&LIcH QIEHOo|A VPC AEXZQIET} IPVv6E X|H5tE R AEXZQIE HESLZ 2
E{H O| A0 IPv6 T4t U&LICH FIEZQIE | ER{F QIE{H|O|AL] IPv6 FAE QEHAZ &
ol e = &LICH AEZQIE HERT QEHO|AE IPv6 FLAE AHE5to] MBst= BR
denyAllIgwTrafficO| &stELICH

A= ZQIE MH|AO CHSH IPv6E EAH35I5H7| 28t 2T ALE

« AEZQIE MH|AQ| VPCR MEYlo|= AAZAE! IPv6 CIDR E50| Q/040F &rLLC}.

« AEZQIE MHH|ALS| ZE Network Load Balancer= 7 AEH P A 2 A5l oF & L|Ct. CH
Ao IPv6 ECHEIE K|&HE Zee QGIELICH MHIAWM ZEA| ZZ2EE HH 235He AA P
FAE XMElsteE B2 IPv6 FAE x{2|8HoF &HLCt.
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ClE{H0|A A= QIEN CHE DNS BIZE IP T4 /Y
QIE{H|O|A AEEZQIEN|M X|5H= DNS HIZE IP T4 f8of el MMHEl=DNS HZEIZEY
ElLICt QIE{Ho|A AERZQIEQIDNS HZE IP T4 %5' | 070 M= CiZ QIE{H|0|A Y= x

CIEQ| IP AL S &t|oq0F EFLICI

« IPv4 - Z2}0[8!, 2| 2 B2 DNS O|F 0l CHSH A B ZEE EMHELICH IP T4 RE2IPV4 EE

3
Dualstack(F%d A EH)0|o{oF &fL|C}.

« IPv6 - Z2t0[Hl, 2| & 323 DNS O|F 0| CHSH AAAA BIZEE MMHEILICH IP T4 K82 IPv6
L AE”0|010|= grLc.

o T AR Zato|Hl 2|7 L ¥ DNS O|F ol CHal A 2 AAAA BZEE HHELICH IP F4 Y
2 7Y AEH0|o{oF & LCH

ol M MB35tE MH|A A4 AWS PrivateLink

ANEXZQIE MH|AZFT AWS PrivateLinkst=0 M MZ 5t AHA| MHIAE MHE &= U&LICH MH|
AE MMM MHIA 22 XR0|1 sHE MH|A0 CHEE A4S MHst=E AWS EOF TR MH|A AH|
AFlLlCt.

A= ZQE MH|AM= Network Load BalancerLt Gateway Load Balancer7t 2 & L|CH 2= WM
= MH|A AH|Rte| - E ghot MH|AZE MY EFLICH 097|MH= Network Load BalancerE At& 35104

A= ZQIE MH|IAE MMEILICI Gateway Load BalancerE AF&35t04 QIEXZQIE MHIAE MM
gbedofl CHE XEMIEH LI 2 7t o{Z 20|14 HMA AME FHESHAM L.

N A

« AEZOIE MHlALE ST MHIAS MAE BTl A8E & UALICH T 2IH HNAS B
3t5t7{Lt VPC T|0{2! E& TS HOIEHOIE A8t B AHIRHE CHE BITolM Mu|A0f
MAg 4 eLict
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o MH|A AHIXTHAEZQIE MH|AO CHEF HEE HAME M MHIA 32X SEEE 718 Y
OF & = UELICH MH|A 3SR MH[A AHIRFIFCHE H™HO| I B2 24 AWS A-EQ| CHE 2
2|1M 78 JBUof us-east-1a2 A2 7I2 ¥ o|F0| BHEE & JU&LICH AZIDE AHE3t04 M
HlA2| 718 FHg Ut E|H AEe & U&LICH REMEH LIE 2 Amazon EC2 AL AT AL AZ

IDE HZstMR.
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. A‘lHlé HIXt7t QIE{H|O|A IS X QIEE S5 MHIAR EiEE MEE [ ol Z 27 oMo XS
| #&2 IP 4= MHIA AHIREC| IP FAT) ofL|et 22 WHM =90 Zeto|8! IP FALICH.
Z2E HHMO|M ZEA| ZZ2EZ S EHSSIE B ZEA| T 2ZEZ oM MH|A AH|RFQ|
F40 CIEHo|A AEXZQIES| IDE &I &= U&LICH AFAMEH LHE 2 Network Load Balancer
AN HEAMO ZSAZZEZS X

rm
0

+ Network Load Balancer= Bt AIE X QIE MHH|AN ¢AZAE 5= UX|TH A= XZQIE MHH|AE 042
Network Load Balancer0i ¢1Z2E! £ l&L|Ct.

« A= xZQOIE MH|A T} 042] Network Load Balancer0l] @12 E|0] e B Z4 A=xQIE {EL
3 QIE{H|O|A L 5Lto| 2E WM HAZAE!L|C AEZQIE I EQT QIE{H 0| A0 A 3 &
M ©4Z40| A|REHAE ZQIE HELQT QIE{H0|ALF EUSH 7} 23d0] 9= Network Load
Balancer & 5tLIE o|Z2 MEHEILICE O| MEZQIE L EQT QEHO|AS RE F&H5 A QT
A-|EHo|- 2 HHIEjA-l% AI.QOI‘L'EI. o.||:|:-{ 2 HHE—|A—|E A—l °|.'= /\I:I|7(|- I-OJEEOJE
AI-REI- = UEE QA= EQIE MHH[AQS| 2E 2 WEHMo| SYUE 2lA Y Oie I8 FHE AE
st= 20| E&LIC.

« AWS PrivateLink Z|AA0E & 2F0| U&LICH XM LIE 2 AWS PrivateLink & 2F BHE &
SHAA2.

A=A

« MHIAE NMSE ZF 718 YoM 5tLt O|& o] MEUIE AL85H0{ JIEXZQIE MH|AS|VPCE M
Adehct.

« MH|A AH|XI7H AEZQIE MH|A Q] IPvE QIE{H|O|A VPC IEZQIEE MAME £~ QIZE 52
™ vPCet MEUlo= o ?=.j | IPv6 CIDR 50| Qlo{o} &rLCt.

« VPCO{l A Network Load BalancerE &fLICH MH|A AH|IXFOH| MHIAE MBS E 718 Y
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& B0l MH|AE XSste [ol E&LICH

+ Network Load Balancer0ll E2t 1 &0| Q= B ZCI0|VUES| IP FA0HM 2= QHIRE ECiE
£ 5{835H{of LIt == EcfZlo] CHs QHIRE Bt 18 #EIo| WIIE B + YUSLICHAWS
PrivateLink. XA 3t L2 2 Network Load Balancer A2 Ao Hot 1 E2 HXFHMIR
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html#az-ids
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html#az-ids
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-target-groups.html#proxy-protocol
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-security-groups.html
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ANEZQIE MH|AMA IPve LEE =8 + AT S 5t24H 5ilE Network Load Balancer7t +&
AR P T4 RS2 Ao BLICE CHA MM IPve EBHEIE X|HE He = &LC REAIEH LY
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https://docs.aws.amazon.com/elasticloadbalancing/latest/network/network-load-balancers.html#ip-address-type
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/network-load-balancers.html#cross-zone-load-balancing
https://console.aws.amazon.com/vpc/

Amazon Virtual Private Cloud AWS PrivateLink

X| o MHH|A AH|A7LOIM MB5tE AEZQIEH DNS O|E2 A2 E 4= U&LICHAWS. M
H|A AH|A}F7F Z2FO|E! DNS O|E 2 AIRE £
MAIZ ZH5HoF &LICt REMIEH LIE 2 DNS 0

x
o
ojo
Of
_O'I_I
I
m
als
02
o
r
o

9. Supported IP address types(X|HEIE IP T4 R&)0

« IPv4 MEH - |Pv4 QHE TEISIEE AEXZQIE MHIAE & MslELCt
« IPv6 MEH - IPv6 QLS £ 8 A= X QIE MHIAE MsEhL|ct
a

rx
Jm
>
0o
m
I
I
-| I
N
9'|_|
AN
e
=
HU
o
ul
I
i
N
>
o
o
5
D
s
3
Q
i
x
Jm
9'|_|
k1
hul
I
Al
o
m
I
LA
fjo

10.

* create-vpc-endpoint-service-configuration(AWS CLI)

« New-EC2VpcEndpointServiceConfiguration(Windows PowerShell& &)
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-vpc-endpoint-service-configuration.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2VpcEndpointServiceConfiguration.html
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Bt B0 A=z QlEE MEHEHLICH
Create endpoint(ZIEZQIE HH)E2 MEHFLICE
F 80l NLBs & GWLBsE At83t= AEEZQIE MH|IAE MESFFLICEH

MH|2 O|&0f MHIA O] (0d: com.amazonaws.vpce.us-east-1.vpce-
svc—®e123abc123198abc)‘a> U2t CFE MH[A & elg MENFLCY,

(MEH AL A=EZQIE Z|H 0|2|9| ZIAM AFSE = U AUEZQIE AMH|A0]| HAZESHE{H
MH|A 2|17, IR 2| A= ZQIE EM3HE MENE O 2IXE A._‘|E—'1?=,F LiCt REAIEH LHE 2 the

= O
section called “I &} 2T HMH|A” BFHE R XSHAAIL.
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MEHMA=EZQCIE HES T QIEHO|AE HHE HEUZ MENFHL|CH

IP &4 f&(IP address type)HlA CtS S4M S0l A MEIEHLICE

« IPv4 - AEZQIE Y EQ|F QIE{H|O|A0| IPv4 FAE EHELICE Ol SM2 MEEt 2E ME
o IPv4 4 He{7t Qe FA=EZQIE MH[ATIPV4 2FE & ot 0B X[HEL

Ct.

¢ IPv6 - A= ZQIE L E9IT IEIH O A0] IPv6e FAS HTELICH o M2 MeiEt 2E Me
L10| IPv6 T8 MEL0|H A= ZQIE MH|AT}PVE RHS $3H6ts ZLola x|eELICH

. FY A QIcEOIE HEST QIE(H0|A0] IPv4 I IPv6 FAS B FEHLICH o S
o MestoE A—I_ off IPv4 B IPv6 T4 HEI7t 25 Qlom A= ZQIE MHlAT} IPv4 L
Pv6 &S $2tsts Z20iet X HELICH

o
DNS Bi|Z = IP & (DNS record IP type)l A CIS SM Sof|A{ MEHEHL|CE.

« IPv4 - Z2}0[8!, 2| & B2 DNS O|F0i| TS A B[ ZEE HHELICH IP T4 K2 IPv4
It = Dualstack(F & A EH)0|o{0oF &FLLC}.
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IPv6 EE= 7Y AEH0[0{oF BFLICE.
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» modify-vpc-endpoint-service-configuration(AWS CLI)
« Edit-EC2VpcEndpointServiceConfiguration(Windows PowerShell& T )
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» modify-vpc-endpoint-service-configuration(AWS CLI)
« Edit-EC2VpcEndpointServiceConfiguration(Windows PowerShell& )
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» modify-vpc-endpoint-service-configuration(AWS CLI)
« Edit-EC2VpcEndpointServiceConfiguration(Windows PowerShell& T )
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s 2™ 3

A= ZOIE MH|A0| CHSH XIEIE BIF MEE £ HE 4+ ASLICH SEQI BIHS F7H5124H HX
SEQISHOF BLICH ASEOIE MHIAE SATSHE BT MAY £+ e

21712 MAE Fols MEIA AHIXITL ST 2IHS MHIA BIMCE RIESHE M A ZOIES 44
& 4 QAL 1M MASNE MulA BIHOE X|Msts 7IZ A= ZQls0ls WHe Fr| el
o}, BlME MAY e ST 2Tl 7IE A= Qs HHS HE e 2ol E4LICH

A= xZQIE MH|AO CHal X|HE= 2|

fjo
1
02
9'|_|
o
i

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC &2 JLICt.

2. EM EO|M A=EQIE MH|A(Endpoint services)E ME4EFLICTH

NEEEETSES S 110


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpc-endpoint-service-configuration.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpointServiceConfiguration.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/start-vpc-endpoint-service-private-dns-verification.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Start-EC2VpcEndpointServicePrivateDnsVerification.html
https://console.aws.amazon.com/vpc/

Amazon Virtual Private Cloud AWS PrivateLink

A= ZOIE MulAolM X|HSHE IP £4 RES HAY & aLich

o4 A
= =
= 1P F4 S8 ALBaH0} SLICH CHAOIM IPve ERHTIE X|2IE Tes SaLich RIAE Lige

Network Load Balancer Al MHMO| IP T4 REE HIFHAM L.

ZE£E MEso] X|HEE IP T4 /E +H5H7

-_—

https://console.aws.amazon.com/vpc/0l A Amazon VPC & & LICt

om

A Zol M IE X2 QIE MH|A(Endpoint services)& MEHELICH

PC A= ZQIE MHIAE MEABLICH

> WD
<

Zd(Actions), Modify supported IP address types(XIHEI= IP T4 8 )2 Atoil2 ME4E
|C

C

« IPv4 MBI - IPv4 QHE SRS S A= ZQIE MH|AE EdstefLT
« IPv6 ME - IPv6 RHE FESIE S A=ZQIE AH 2 dstefLict

(o))
T
\|
i

>

Rl
ol
o

Ral
>
al

mo

ol
m
=
9'|_.
o

» modify-vpc-endpoint-service-configuration(AWS CLI)

« Edit-EC2VpcEndpointServiceConfiguration(Windows PowerShell& T )
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resource-record-sets-creating.html
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https://www.godaddy.com/help/add-a-txt-record-19232
https://help.dreamhost.com/hc/en-us/articles/360035516812-Adding-custom-DNS-records
https://developers.cloudflare.com/dns/manage-dns-records/how-to/create-dns-records/
https://www.hostgator.com/help/article/manage-dns-records-with-hostgatorenom
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https://www.names.co.uk/support/articles/changing-your-domains-dns-settings/
https://support.wix.com/en/article/adding-or-updating-txt-records-in-your-wix-account
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https://console.aws.amazon.com/vpc/
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+ create-vpc-endpoint-connection-notification(AWS CLI)

+ New-EC2VpcEndpointConnectionNotification(Windows PowerShell& T )

UM A FRY 57}
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My XM 7|12 AFSELCH
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aws :SourceAccount

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "vpce.amazonaws.com

},
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:region:account-id:topic-name",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint-service/service-
id"
.
"StringEquals": {
"aws:SourceAccount": "account-id"

[

7| &% %7}

S SHEI SNS FHNE AFE5te A< KMS 7|of CHEE 2|AA HAM2 AWS KMS API 242 & AWS
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-vpc-endpoint-connection-notification.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2VpcEndpointConnectionNotification.html
https://repost.aws/knowledge-center/sns-edit-topic-access-policy
https://repost.aws/knowledge-center/sns-edit-topic-access-policy
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "vpce.amazonaws.com"
},
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1,
"Resource": "arn:aws:kms:region:account-id:key/key-id",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint-service/service-
id"
},
"StringEquals": {
"aws:SourceAccount": "account-id"
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https://console.aws.amazon.com/vpc/
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+ delete-vpc-endpoint-service-configurations(AWS CLI)

« Remove-EC2EndpointServiceConfiguration(Windows PowerShell& =)
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-vpc-endpoint-service-configurations.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2EndpointServiceConfiguration.html
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https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html#loadbalancer
https://aws.amazon.com/privatelink/pricing/
https://aws.amazon.com/vpc/lattice/pricing/
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https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html#AZ
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Ct= describe-vpc-endpoint-associations WHE 2|4 A AEZQIE S| DNS 52 E AR LICH
aws ec2 describe-vpc-endpoint-associations --vpc-endpoint-id vpce-123456789abcdefgh --
query 'VpcEndpointAssociations[*].*'
2 ZZ}0|8! DNS O|&0| M3 E Amazon RDS H|O|E{H|0|A Q| B|AA A= ZQIE0 CHE oA
ol Iglo|Hl S AE]
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"vpce-rsc-asc-abcdl1234abcd",
"vpce-123456789abcdefgh",
"Accessible",

{

"DnsName": "vpce-1234567890abcdefg-
snra-1234567890abcdefg.rcfg-abcdefghl23456789.4232ccc.vpc-lattice-rsc.us-
east-1.on.aws",

"HostedZonelId": "ABCDEFGH1234567895000"

3,
{

"DnsName": "database-5-test.cluster-ro-example.us-
east-1.rds.amazonaws.com",
"HostedZoneId": "A1B2CD3E4F5G6H8I91234"
b
"arn:aws:vpc-lattice:us-east-1:111122223333:resourceconfiguration/
rcfg-1234567890abcdefg",
"arn:aws:vpc-lattice:us-east-1:111122223333:resourceconfiguration/
rcfg-1234567890xyz"
]
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpc-endpoint-associations.html
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-updating
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver.html
https://aws.amazon.com/blogs/networking-and-content-delivery/integrating-aws-transit-gateway-with-aws-privatelink-and-amazon-route-53-resolver/
https://aws.amazon.com/blogs/networking-and-content-delivery/integrating-aws-transit-gateway-with-aws-privatelink-and-amazon-route-53-resolver/
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 create-vpc-endpoint(AWS CLI)

« New-EC2VpcEndpoint(Windows PowerShell& T )

ZlAaAEZOIE 22| 127


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-vpc-endpoint.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2VpcEndpoint.html
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» modify-vpc-endpoint(AWS CLI)
« Edit-EC2VpcEndpoint(Windows PowerShell& T )
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https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-vpc-endpoints.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2VpcEndpoint.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpc-endpoint.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html
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https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-resources.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/service-network-associations.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/service-network-associations.html
https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-service-networks.html
https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-service-networks.html
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https://docs.aws.amazon.com/vpc-lattice/latest/ug/security-groups.html#managed-prefix-list
https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing.html
https://docs.aws.amazon.com/ram/latest/userguide/working-with-shared.html
https://docs.aws.amazon.com/ram/latest/userguide/working-with-shared.html
https://console.aws.amazon.com/vpc/
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/create-resource-configuration.html
https://console.aws.amazon.com/vpc/
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/create-service-network-resource-association.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/delete-service-network-resource-association.html
https://console.aws.amazon.com/vpc/
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-vpc-endpoint.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-vpc-endpoint.html
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https://aws.amazon.com/about-aws/global-infrastructure/regions_az/
https://docs.aws.amazon.com/vpc-lattice/latest/ug/quotas.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/quotas.html
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https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/create-resource-gateway.html
https://console.aws.amazon.com/vpc/

AWS PrivateLink

F

oladst

Amazon Virtual Private Cloud
AXNE Elaa HO|ES|o|of #RIEHE MENSIT Z Y, AFX|E MEHELICH & Q1 HIA|X[7} LEEILE
= MK E MEfEL|CE

3.
0 confirmS 238!

E ME5l0 2|lAA HO|ESO0|E AMX|5E{™ AWS CLI

o
delete-resource-gateway H& & AFgLIC}H

138

2IAA HO|EL 0] AHK|


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/delete-resource-gateway.html
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https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing.html
https://docs.aws.amazon.com/ram/latest/userguide/working-with-shared.html
https://docs.aws.amazon.com/ram/latest/userguide/working-with-shared.html
https://aws.amazon.com/vpc/lattice/pricing/
https://aws.amazon.com/vpc/lattice/pricing/
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https://docs.aws.amazon.com/vpc-lattice/latest/ug/
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpc-endpoint-associations.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-updating
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-updating
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver.html
https://aws.amazon.com/blogs/networking-and-content-delivery/integrating-aws-transit-gateway-with-aws-privatelink-and-amazon-route-53-resolver/
https://aws.amazon.com/blogs/networking-and-content-delivery/integrating-aws-transit-gateway-with-aws-privatelink-and-amazon-route-53-resolver/
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https://docs.aws.amazon.com/ram/latest/userguide/working-with-shared-invitations.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/service-network-associations.html#service-network-vpc-endpoint-associations
https://console.aws.amazon.com/vpc/
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-vpc-endpoint.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2VpcEndpoint.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-vpc-endpoints.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2VpcEndpoint.html
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« Edit-EC2VpcEndpoint(Windows PowerShell& T )
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https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpc-endpoint.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
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7|22 A8XF U 480l = AWS PrivateLink 2l AAE MM HLE £+HE 4= Qe HEt0| gisL
Ct. EE3t AWS Management Console, AWS Command Line Interface (AWS CLI) == AWS APIE Al
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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2 oot Eulct O™ o S 22lR7HIAM A g gl F7t5t

Olz{8t oiX| JSON H2 ZME ALE3t0{ IAM A3 5 7|8t Mg ddste ¢S Ldot2e{™
IAM ALE MEAMO| IAM HH My (EE)2 AZstAL.

ZF BlAA Yol CiEh ARNs & Al2 X #5101 AWS PrivateLink0ll M & 2|8t 2Fed 2l 2|AA R0 CY
gt XEMIEH LI 2 MH|A T 204 & Z O] Amazon EC20{| AFEElE &Y ElAA D ZH F|1E X
StAL.

o Al

« VPCAEZQIE AIS Aof

o MHIA ARKIE 7|Hto2 VPC A= ZQIE M4 o]

« VPC A=EZQIE MH|A0f CHSH X|HE £ U= Z2t0|5! DNS 0|& A|oq

« VPC AEZQIE AMH|A0] CH3H X|HE = /= MH|A O|F Foq

.ID 7|8t A S Y-gsto] ALS Kol A 2

7|2xo 2 AI2Kto|AHlE A=ZQIE AR HEto| giaLCt. |
CEXQIEE MM £ M AXE £ = HEE Fo{& £ Q&LICt S of Yuct.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action":"ec2:*VpcEndpoint*",
"Resource":"*"
}
]
}
VPC 2=

QIEE At dte MH[20 CHEF AMIA A|ofoi| CHEF XFAMIEE LHE 2 the section called “2!
I.

ec2:VpceServiceOwner =71 7|8 AI85104 HHIAE AR F A& (amazon, aws-marketplace
t= HAE ID) 7|[EL 2 M 7tsE VPC AIEEZQIEE Kofeh = U&LCt CFE oAM= XI™E
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html
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MH[A 27 XH0I|H VPC RIEZQIEE HEE + = HetE FoIELICE Ol HME AtEstedH 2|7,
HAHEID & MH|A AFAHE CHAISHOF B LICH

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "ec2:CreateVpcEndpoint",

"Resource": [
"arn:aws:ec2:region:account-id:vpc/*",
"arn:aws:ec2:region:account-id:security-group/*",
"arn:aws:ec2:region:account-id:subnet/*",
"arn:aws:ec2:region:account-id:route-table/*"

]

b
{

"Effect": "Allow",

"Action": "ec2:CreateVpcEndpoint",

"Resource": [
"arn:aws:ec2:region:account-id:vpc-endpoint/*"

1,

"Condition": {

"StringEquals": {
"ec2:VpceServiceOwner": [

"amazon"

]

}

}
}
]
}

VPC A= ZQIE MH|A0 CH3H X|&IE £ Q= ZZ}0|E! DNS 0| A|o]

VPC AEZQIE MH|AQ HAZAE Z2l0|S! DNS O|E 2 7|1ECZ X FE M
ClE MH|AE ec2:VpceServicePrivateDnsName Z71 7|§ A
oMol M= XIHE Z2H0[8! DNS O|§0f VPC AIEXZQIE MH|AE e

ol
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"Version": "2012-10-17",
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"Statement": [

{

"Effect": "Allow",

"Action": [
"ec2:ModifyVpcEndpointServiceConfiguration",
"ec2:CreateVpcEndpointServiceConfiguration"

1,

"Resource": [
"arn:aws:ec2:region:account-id:vpc-endpoint-service/*"

1,

"Condition": {

"StringEquals": {
"ec2:VpceServicePrivateDnsName": [
"example.com"
]
}
}
}

VPC A= ZQIE MH|A0f CHEH XIEE = l= AMHIA OIF Hlof

VPC AEEZQIE MH|A O|EE 7|E2E 4 7158t VPC JIEXZQIEE ec2:VpceServiceName
=AU 7|18 M83tod Mofg = J&LIC CHE diMoMe XI™HE ME|A O|F0 VPC JAEZQIEE
ME = e HEE 2o LICH Ol XE At8stEd™ 27, A ID & MH|A O|&S CHASHOF &L
Ct.

{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": [
"arn:aws:ec2:region:account-id:vpc/*",
"arn:aws:ec2:region:account-id:security-group/*",
"arn:aws:ec2:region:account-id:subnet/*",
"arn:aws:ec2:region:account-id:route-table/*"

"Effect": "Allow",

VPC = Z QIE MH|A0] CHaH R|&E £ Q= MH|A 0|E Ao 160
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"Action": "ec2:CreateVpcEndpoint",
"Resource": [
"arn:aws:ec2:region:account-id:vpc-endpoint/*"
1,
"Condition": {
"StringEquals": {
"ec2:VpceServiceName": [
""com.amazonaws.region.s3"

)
}
}
}
)
}

ANEZOIE MAMS ALE S04 VPC ¢ ClE o CHEF M| A X|0q
AEXQIE HM2 A= XQIEE AFESH0{0]] BMAE &= Us AWS EOF F=X|E X|o{5t7| 25 VPC
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A= ZQIE XA D 7|8k HAO|Lt 2|AA 7|8 & % A Ol5H 7L} CHAl|SHR| f&LICH 0| & £0
CIE{H|O|A AEZQIEE AF2540{ Amazon S30i| 2135t = AR, Amazon S3 H{Z! MRS Al 5104
EMA=EZQIELL EH VPCOl HHZof CHEt %”MI_ Mo{e == U&LCt.
LH&
e T4 AFE

e AL
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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AWS MH|A ot= 32 MH IAQI = o
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— =
. AWS MH|2 O[2lo| A= EQIE MHIAE /8t VPC A= EQIES MadstH o= mQlEof Cifet &
# HH A HEHO| 518 auu

- SEFtE BRH(* EE ?) EE RAF A7 HMRHE AAE MM AHERL(O!

4

| O o
aWS'PrincipalAccount IE= aws:SourceVpc)E B XoteE MY AHHAE 7|9 & ALSE =
A& Lct.

A EE 2 QA0 ARNE XIHE M= ARNL| AIH 220 AH ID £= dUEFIE EXHE
ZEE = JX|E S O ZEE = sLC
- AEZQIE YWMS HHO|EY B HE MO0 MEE VMK EH 2 HE AT =+ U&LICH

7|2 A= ZOIE HMS S5 A= ZIS0f CHEH TA AMA HEHol HodELICH

{
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*"
}
]
}

of CHEH IEXQIE HAMO| of = MME AWS MH|AF Z5HMRLthe section called “S & == MH|A”,
EOo| & Hml Poi= Ztoll CHEF AWS PrivateLink A3 M &3 7F £&E|o{ Q&LICH AWS MH|A. 7} ¢l
EXQIE HAME AWS MH|A X[t E2 s ABEM= oA A =EEZQIE HAMMo| L& &[0 A&
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_Numeric
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_String
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HO|EQ ol lEEZQIE Q| HOF =X

HO|EQ 0| IEZQIEN|M Principal LA E *Z M3l of gLICH 2o FX|E X|H5tedH
aws:PrincipalArn =7 7|2 AFSELICH.

"Condition": {
"StringEquals": {

"aws:PrincipalArn": "arn:aws:iam::123456789012:user/endpointuser"
}
}
[+ HAICE Hot THIE XIHEHH AHO BE AR L ©f8H0] obl AWS HIE FE AHZ R ofl7
OF HM|A FHEHO| Fo{FELICH

"AWS": "account_id"
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« Amazon S30i CHEH AIE X QIE

« DynamoDBOi| CHEF IE X QIE

CHg RAHO] 2k AWS MHI20f CHEH A= ZOIE HAS HEO|EFLICH A= ZQIE HAE oo]
EE 72 WZ AZO| MBE 7K ¥ E HE 2 4 s

1. https://console.aws.amazon.com/vpc/0| A Amazon VPC 2&& dL|Ct

2. HAMFHO|MA=ZQIEE MEAFLICE

3. VPCRIEZQIEE MEAFIL|CE

4. ZErQd(Actions), & Z+2|(Manage policy)E MEELICH.

5. 2E HAMA(Full Access)E MENGI0] MH|A O CHE TA| BMAE SHESHHLE AR XY
(Custom)2 MEASI T ALS R X|H HAME AZELIC

_
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https://console.aws.amazon.com/vpc/

Amazon Virtual Private Cloud AWS PrivateLink

HUE ASstod ASTQIE HMS Hrlo|E st W

» modify-vpc-endpoint(AWS CLI)
« Edit-EC2VpcEndpoint(Windows PowerShell& T )

AWS of CHek 22| =24 AWS PrivateLink
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpc-endpoint.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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AWS PrivateLink

INE:3

BytesProcessed

NewConnections

A0
= O

SH: 7t R8%t 4= Average, Maximum & Minimum®!L|C}H.
Dimensions

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

A=EZQIEQ MEZQOIE MH|A ZHof| T EHE HIO|E £ 2 teFo
2 EAHEL|C 0|Zde A=EZQIE AQKo|H HTE|= HIO|IE £¢
LICH HTEAMoll= GB BHIZ 0] Zfo| EAIELICE

RIETHE 7|zt S EBfEE s AIR&LICH

I

M
2
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M

E1 7|

SH: 71 8%t 4= Average, Sum, Maximum 2! Minimum@!L|
Ct.

Dimensions

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

SH4: 7t’E 8 8%t S4HE= Average, Sum, Maximum & Minimum®!L|

Dimensions

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id
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XE ME
PacketsDropped A= ZQIE| M AfAlEt WA o] =lL|Ct. O] X[ E= 2& T

Dimensions

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

RstPacketsReceived AEZQIENM =4IE RST WiZ!o| =lL|Ct &718t g2 A= x QI
E MH|A7} HIEA U LIERH &= Q&LCt.

QIE
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H1 7|
SH: 7t 8%t 8H = Average, Sum & Maximum®!L|CH.
Dimensions

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

olz{st x| £ E EHE{RSIE{H O RIS ALSSHMIR.
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Endpoint Type A=xXQIE RPY(Interface |GatewayLoadBalancer )2 7|&EL
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Subnet Id ISIEL]

ffo
\

|£E2 2 X|& C|o|EE EEZELCH

e
n
H
re
[m
A
[

o
2
e

167

b



Amazon Virtual Private Cloud AWS PrivateLink

N MH
VPC Endpoint Id VPC AEZQIEE J|Z2Z X|E H|O|E{E TE{RIEtL]C}.

VPC Id VPCE 7|&2 2 X|E H|0|E{E TE{RIEgL|Ct.

AWS/PrivatelLinkServices HIRIAHO|AN = AEEZQIE MH|AQS|CHS X|E7} ZEELICH
NE: =l
ActiveCon ZCI0|MENM AEEZQIEE 1150 CHatof O|2= & 49| =|C|
nections FQlL|Ct &718t g2 2= YW Mol cHA& S FIH6loF &2 LEHE =
&L|Ct
BN 7]&: AEXQIE MH|AN GIZE AEEZQIETE 7|72t S E|
o2 MaesiaLct
=2 -O AAH-H

Dimensions

* Service Id

* Az, Service Id

* Load Balancer Arn, Service Id

* Az, Load Balancer Arn, Service Id
* Service Id,VPC Endpoint Id

BytesProcessed AEZQIE MH|AQL AEZQIE ZHof FEFOZ WEHEl HIO|EQ| =2l
L|Ct.
B 7|&: A=ZQIE MH|A HAZEE A=EZQIETFE V|7 S Ef
g ME&LIc
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E: L=

L

Dimensions

* Service Id

* Az, Service Id

* Load Balancer Arn, Service Id

* Az, Load Balancer Arn, Service Id
* Service Id,VPC Endpoint Id

EndpointsCount A= ZQIE MH|A0 HZAE A= EQIES| =Lt
21 7|&: 58 7|7t S2t 00| otl Zko| A& LIt
SH: 7t 8%t SH = Average 2! Maximum@lL|CH.
Dimensions
* Service Id

NewConnections ZCI0|MENM A=EZQIEE E11504 CHalof 0|2
Ch. $7}8F 2 2E wHA]of CHAME F7}sHoF &

Dimensions

* Service Id

* Az, Service Id

* Load Balancer Arn, Service Id

* Az, Load Balancer Azrn, Service Id
* Service Id,VPC Endpoint Id

A=ZQIE AMH|A X|E A A 169



Amazon Virtual Private Cloud

AWS PrivateLink

XE

RstPacketsSent

Az

Load Balancer
Arn

Service Id

VPC Endpoint Id

E1 7|8 AdEXQIE MH|AON HAAEE JEEZQIETI1E 7|2 S E
g MEM&LIc

Dimensions

* Service Id

* Az, Service Id

* Load Balancer Arn, Service Id

* Az, Load Balancer Arn, Service Id

* Service Id,VPC Endpoint Id
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A4
= o

CloudWatch X| & E 7|

I+ AWS CLI Z0| Amazon VPC 2%, CloudWatch 2& EE=E AF235104 0|248t CloudWatch X|
(o]

CloudWatch X|& 27|
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Amazon VPC £ AF85lod X|E B 7|

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC 2&& LI}

2. EMHOMA=ZQIES MEiFLICH AEZQIEE MEFH S ZLIE{R(Monitoring) &S 4
=4 3rLICt

3. EM FolM A=EQIE MH|A(Endpoint services)E MEHEILICH AIEZQIE MH|IAS MEASH
CH2 ZLIE{2(Monitoring) B2 ME4EHLICE

CloudWatch £ & AI83t0{ X|E & EHi2{H

1. https://console.aws.amazon.com/cloudwatch/0{| A CloudWatch 2&& L|C}.

=AY B0l M XIEE M=istic

AWS/PrivateLinkEndpoints WA H O|AE MEHEFL|CH,

AWS/PrivateLinkServices LA O|AE MEHSEHL|CE

> W DN

E A835to X|EE E24™ AWS CLI

CHS list-metrics W& E At&ot0o QE{H|0|A A=ZQIE S H0|ES 0| 2= WM A= QIE| CY
ol AS 7hser RIEE LIFELICH

aws cloudwatch list-metrics --namespace AWS/PrivatelLinkEndpoints
CtZ list-metrics @2 AFE504 AIEZQIE MH|A0| CHH AHE 7tS 8 XIEE LEEFLICH

aws cloudwatch list-metrics --namespace AWS/PrivatelLinkServices

7|2 M3 Ek|E= Contributor Insights 72! AHE

AWS PrivateLink = X[ El= 2 X|F#0f| 7t 2 7|0o{RIQl A=
EZQIE MH|&o0f CHEr 7|2 Xﬂ-‘- Contributor Insights 722
CloudWatch AF& A=A Q] Contributor Insights EHHS 2t R EHM|2.

E¥=d k30l dE=

L|C}. REM|EF LHE 2 Amazon

e
m

AWS PrivateLink £ CI& 722 M3%&L|Ct.

 VpcEndpointService-ActiveConnectionsByEndpointId-vl - &4 ¢ £E J7|E2=Z 2
CEEQIEQ| &2|E miZLICh.
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https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/cloudwatch/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/cloudwatch/list-metrics.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/cloudwatch/list-metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContributorInsights.html
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« VpcEndpointService-BytesByEndpointId-vl - XZ|E HIO|EQ| 8 7|EL R AEXQIE
o| =2|& ofdLICt.

. VchndpointService—NewConnectionsByEndpointId—vl -MAE 8 7|EcE AdExQ
Eo = gzt

. VchndpointService—RstPacketsByEndpointId—vl -AEXOIER MEEIRST WiZlo|
E J7|Z2cz d=xQlE o =22 ofZLCH

712 M3 7EE ArSstedH HY 722 ggstalior gLch 73l &435tstH 7[04xt HIo|E =&
O| A|ZHEILICE. Contributor Insights 2 =0 CHet AFAM[EH LH& 2 Amazon CloudWatch 2 & EH3E &
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