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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/create-service.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/registrar.html
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-vpc-lattice-service.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-vpc-lattice-service.html
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"Action": "CREATE",
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"Type": "alias-record-type",
"AliasTarget": {
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"DNSName": "lattice-generated-domain-name",
"EvaluateTargetHealth": true
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https://docs.aws.amazon.com/acm/latest/userguide/import-certificate.html
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https://docs.aws.amazon.com/acm/latest/userguide/data-protection.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html

Amazon VPC Lattice INT=IY A To] =]

5

hed

—

KtMEt LIE2 HME S 6=

Yol
rm
mo
ik
>
9'|_|
>
>
to

VPC Lattice AH|A AFA|

VPC Lattice MH|AE AX|5HE{H HX] MH|A HERZ S MH|ALS| ZE 1S AFAIGHOF EFLICH A
HIAE MXSHH 2| AA HAM o185 HA ZlAL, SlAL 73, HMA 20 75 5 MU|ALQF BEE
E BlAAT AX|EL|CH

ZE2 A83sto] ZZ|ME ArAlste W

1. https://console.aws.amazon.com/vpc/0i| A Amazon VPC 2&2 LICt.

2. ElA 3o VPC Lattice0l A MHE|AS MEHSEHL|CE

3. MH|A HO|X[|M & A|5tE{= MHEIAE MEISH OIS 2, MH|A ATKE HE4 S L Ct
4. EQIMAIX[Z} LIEFLIHE AN E MESEFLICEH

E AI8735104 MH|AE AMA||SHEd AWS CLI

delete-service @@ & AR ELICI

MH|A AR 38


https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/delete-service.html

Amazon VPC Lattice INT=IY A To] =]

VPC Latticel| CHA 2 &

VPC Lattice CH& 52 OHEE|7 0l E= MHIAE A™stE CHY E= ARE 2lA29 25
= A a

o
LLICH X|HEl= Oy R0|= EC2 QIARA | &<, Application Load Balancer,
.I

Amazon ECS %91 2l Kubernetes ZE 7} Z8H=E|LIC} 7|& MH|AZE CHAF J=of dA8E &5 Q&L
Ct. VPC Lattice0l| A Kubernetes& A& 3= 2ol CHEF REAIEH LHE 2 AWS HIO|ERO| APl ZHEE

2| A MHEME BESHL.

_____
______

=l Target group 1
Rules e

Service . LT j::E

Targat group 2

E2 HEHL LIS HEE
C} L:

MH|A BlA L] CHEF TR0 A CHA
gruct.

E2 X|Ysti™ cy 2 &0| MH|AeE S et A -0 Rlo{ok

VPC Lattice CH& &2 Elastic Load Balancing0il M XS 3t= CHA 2 & HI<SHR|BF HE HFHAM

ANEY & gi&Lh

L8

. VPC Lattice CHA 1 & AMA
- VPC Lattice CH4 IS0l CHY S5
« VPC Lattice CH& T Eof CHEt &

. 2R Ty

rot

39


https://www.gateway-api-controller.eks.aws.dev/
https://www.gateway-api-controller.eks.aws.dev/

Amazon VPC Lattice INT=IY A To] =]

. Bes gTalE
. ChY B
. IPEA SH

+ VPC Lattice@| HTTP CH4f

+ VPC Lattice0ll M CHef 2 2 A Lambda &+

« VPC Lattice 2| Ci & 21 Application Load Balancer
. Z2EZ WA

« VPC Lattice CHA O &0 CHst E}

« VPC Lattice CH&F 25 AtA|

VPC Lattice CHA O & MM

CHAF 220 CHA 2 SE8FLICE 7|EX O 2 VPC Lattice AH|AE CHA 220 CHsH X8t Z2EZ
I} ZE HSE AE510{ SSEICHNCZE @HE MEELICH E=E Y O Z Ciad 2 S5
Ol ZEE RHHOlE £+ U&LICH

CHA O EO| Cid o2 ECEE BIREsEd{H BlAL] £ 2lAL{of CHEF #2IE MAE mf Zrdofl CH
A OEg K|I™ELc RFMIEH LI 2 VPC Lattice MHIAE |8t 2lAL] 72! B X SHAAIL.
048] BIAL{0MH SLUSHCHY OES KIHE = UKD 0|2{E 2lAL{E SYUSH MH|A0| &35H0F &L
Ct. CHY 22 MH|AQF &7 AFSSHE{H CHA O Z 0| CHE MH[AZ2E EBlAL{MM AFE XD /UX|
or2 x| &elsfoF ghL|Ct

M EX| T D EOIAM CHY 8 FItst AL AXIE £ A&LICH AHMIEH LI&2 VPC Lattice CHY &
ol iy S5 HHE BXRSHMUAL. T 50 Ciet B 52l dYE HEE s AUELICH RtAlE
LH 2 VPC Lattice CHA 1 S0 CHEH ArE] =Hol CHed

m|o
ook
B
Q'I_l
>
>
to

Oy 28 &Y

1. https://console.aws.amazon.com/vpc/0il A Amazon VPC 2&2 LICt.
2. ErM X O|VPC LatticeOll M CHA O &2 MEEFL|CH

3. CHah I8 S MEfgLc.

4. Y 8 MEo 2R CHF & StLIE MEHELC.

Y 28 44 40


https://console.aws.amazon.com/vpc/

AR 7H0|E

Amazon VPC Lattice

Lo
ol

Application Load BalancerE CH& 22 S5 5+24%4 Application Load Balancer

of CH

Ol

I3

a

I.
gu

<0

CH

Z AFSHL ELt

tH, stOo|E2

©

tO|Z Bt Z & st ok

[Ile)
A

)
W)

K

Ly

(o)

M

-

<+

, Z|CH 32X+

OF 5

LICE.

F

=
=

x| efotok

Z2EZ2 HTTPSO|Z

Hatod CH& 2 IPv6

ME
—

F7HLE IPv6E M

)

=
=

o

LICE.

5t
=

of At

ol

s

FL|CtH

EHS
==

al

8. VPCO{ M Virtual Private Cloud(VPC)& #

2 HTTP1 &Lt

7k
HA

of CHst

=
=

F LI VPC Lattice CHA 1

S
[

LICt A

x5}
oHd

CloM Eo e}t 7|18 MHe ¢

F

0. el &

1

LH &€ the section called “VPC Lattice

st

Lambda O|HIE T & HTI0|M HES MEIFFLICH KHA

MH|A A O

11.

ol
E:

tD Ef 7|eF Ef

MEHS

al

7t

24 e

)

12. (M4 AVEH) BRI E 7}

LICE.

14. THef SFo|M o BAHIE ALF 7L ChE3t 2ol o

41

0
Z0
L

-+

<0



Amazon VPC Lattice INT=IY A To] =]

b. IPXIE X EZE Holo|MIP FAE U™etT ZEE UHELICH 7B ZE= HY I8

c. OIHoM ER SR Aoz Zafs MEStAMR.

. CHA 30| Lambda &£ 9! 742 Lambda &4Z2 MESSHL|C} Lambda E42 AAdsie{™
M Lambda &= #4g MENELICE

15. E_HAI- :__% AHA—|§ tl HE"L,|E|-

VPC Lattice7} CHAES &
2! sA17|0l A DNS 844
(@)

LICH ZtM[EF LIS %Route53 ER k]
dels 0lf= FUULIT?E HZotAl

Esleg @ E M Al
A

tgol Mutz|= ol AlZtol 2

Ml

Ml
1
0 30
= lI|>

E A8stoi tiy 25 Y-stciH AWS CLI

create-target-group B2 AL25t04 CHA 152 MM ST register-targets WS AL25l04 CHANS
Z=7tguct.

=g Mey
£04XHs 2R VPCOIA VPC Lattice CHA T2 S A48 4 QlaLch 28 MEdlols ohe 70|
SELINIY

Elal, e 35, e S VPC Lattice AMH|£2| ZE FEE SUE HHEHo M HdsHok & LICt.
VPC Lattice A—II:II& AQKITF ALSIHL AQKIQ 285 MEUlo|Md MAIEH 4 QlaL|CH

- iy OS50l SEE g2 old 250 Y

rﬁ
X
0
2
x
0z
0x
ol
__
Q'I_l
C
n

0

« VPC 2% VPCE MH|A HER T AZE = /U&LICH MHH[A
O| oAt ElAAE MH|A HERZ 2 AAE MH|A0 FHE B =+ %J%L—IEF. oUCI':'._F

ot a8, HESI ACL E= 215 HAE At&E5t04 0|8 EX|E = U&LICH

VPC Lattice2| 37 7ts¢8 ElAA0] CHE AEAM[EH LIE 2 VPC Lattice YEE| S 7 MM E A XML,

0H
Jo
x
[T
i
N

N


https://repost.aws/knowledge-center/route-53-propagate-dns-changes
https://repost.aws/knowledge-center/route-53-propagate-dns-changes
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/create-target-group.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/register-targets.html

Amazon VPC Lattice INT=IY A To] =]

VPC Lattice CHa 280 CHA S5

MEIAE SEHOIHE0] Cheh B TAO| &8 S S0 HATOR SSE Cha Zhol 41 EBHTS A
So2 HMBLICH Lt Ol4 0| CHA 180l 2 HY S S £ YLt

OHE |7 0|40l ChEt 77k B7H5HE OIF &2I5t7| I3H SHLE Ol&o] CHA B ofl 57t CHY S S5
g £ aLch MulAS S5 Z2MA7 #2E D 40| £7| AE| 22 SDHetRIOIK M2 S5
I Chatoll CHEF 2+ Q&S AIRHEHLIC

OHZ 2/ Ol Mol CHEH R 77h ZH AL CHALE AMEIABHOF SHE ZR0lE T 2B 0IM CH 55

S 248 4 UaLIch CH4 S o CHA TEOIM MASIXIS CHAb ol WS DIXIXIE ot&
Lich. 50| $|251= FA MulAE (Y020 @8 Bt2Ee SXIBLICH 1% 52 230| 22
Wi7HX| S CHAE DRAINING AEHE SXIZLICH @& 4418 ChA| AlSHe ZH(7} ST chat 280

CHe 2 CHAl S§E + JU&LCH

CHA 2E ol CHA REof mHat ST CH 20l CHA S SSots Yol ZHELICH RIAE LI82
CHA £ BHIg AESAAL.

CHS 2& HAtE A&Esto{ Of

deregister-targets WS AL & 5= U&LICEH

0%
jo
oin
I
Q'I_l
N
T
oin
I
ﬂ
P>
)
r
n
L

8t AWS CLI9| register-targets &

LHS

—_ = x
- JAEHA DR CHY S5 E= S5 F|4
- PFEAZ M SSE EE S5 24

« Lambda &+ SE = S5 F&

- Application Load Balancer 8§ = 8§ 4

ClAHA IDE LI 52 = 55 4

CHA QIARA = CHA 2 Eof CHEH X|& 8 Virtual Private Cloud(VPC)0dl QJ0{0F &fL|C}t =8 QIAEA
E SE& 1 AAEAT} running AEjO{0F B LICE.

CIARIA IDE 4 E SSote 89 LE £7|LZ0l MHIAE A8E = JIGLICH 2LE A7|U-0]
CHe DS Y45t T 180 HHEH, 2LE AH LB M A|ZE QAARATL CHY T E0] RIS
oz SEELICL 2E AA LT CHe TS 2EI5tH QABHATI Y OB RSS2 5

F|IAEILICH REMIEH LI 2 Amazon EC2 Auto Scaling AFHE M M0f| A VPC Lattice CHAN 2 E 1} &7
RE A7|UEo R EFfE EIREE FXSMEL

i
0z
on
Yo

43


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/register-targets.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/deregister-targets.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-vpc-lattice.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-vpc-lattice.html

AR 7H0|E

Amazon VPC Lattice

...
i}

L

10
J
)
S|
__A—I
Hr
o
]|

[N}
[N}

Hr
ujo

ol
0

—
[Ile)

ol
<
il

https://console.aws.amazon.com/vpc/H| Al Amazon VPC 2& 2 dL|Ct.

1.

H 2 O| VPC Lattice0l| A CH

EFAl
[= R

2.

sto M[F HE Ho|X|§ HLICt.

12

7

o
i
<l
i
<l
ol

<
K-
mjr
Ljo
14
Hr
Ljo

-

<0

4
K-

E AMH|

tvPCof Ct

ols
==

LIch &

FVPC MEHI| A 7k x{2foF &

o Chslf x|

Oy 25

= —
P+:AE

Hal |

C

mr
Lo

A4

o
Jlo

https://console.aws.amazon.com/vpc/0l A Amazon VPC

1.

H 2 O| VPC Lattice0l| A CH

EFAl
[= R

2.

sto M[F HE Ho|X|§ HLICt.

Ujo
i

oju

o

<0

ol
K

ol

20 .+ 0|

st
=}

==
[= 2|

£ Lambda

|
=

&LICH E2|
&LI|Ct Lambda &2

of B+ Lambda

=
=

CHA T

Ko

K
1l

o
__o_l
Tod
<
e
ol

M CHe

Al
—

+8 uhE of

t Lambda &

of CHsl

LICH Che 38

F

=
=

Ol QAO|HTTP 5XX 2LF 9 &7 Alml

£ Aol o E&LCh

=2 ddst

M

44


https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/

Amazon VPC Lattice INT=IY A To] =]

&2 AS5H04 Lambda B+ 8 S8 Tk S8 #AsE ¥y

1. https://console.aws.amazon.com/vpc/HlA Amazon VPC E2&& LI}

2. EM 0| VPC Lattice0ll M CHA 2 &S ME4ELICH,

3. Ol 189l ol MESto ME HE HO|X[& ¥t

4. CHet RS MEEL(CH

5. S5& Lambda &7t ol 49 o 552 MEHELICH Lambda &8 MEABICIZ OHY S
S MEgLIC

6. Lambda &2l S8 F4AsttiH S8 FAE MEAFLICH &l HAIX|7 LIEtLIE confirmS

Application Load Balancer 8§ == S8 #[4

Zt A 2 &of B Application Load BalancerE S&%& 4= Ql&LICH EH‘_%% EC #WHMH A 0|
A TMEE LRI Qe B EE WHAS| SE2 FAE = UELICH ZE HWHAMO SES FL
3t 2ol X2l 52 LHO|HTTP 5XX @7t &7/ AugtLich cHa 28 01| CHt Application Load

Balancer£ HH = CHA M CHY 2858 ddst= Aol E&LICH

Z &8 Ar83t04 Application Load Balancerg §53t7Lt 5§ F|Adte YH

1. https://console.aws.amazon.com/vpc/0|A Amazon VPC 2&& L|ICt

2. EfM 20| VPC LatticeO| M CHA 2 &S MEHSFLICH

3. CH& OE9ol O|§2 MEHSto M¥ HE H|O|X|E YLICt

4. CHa RS MEAEL|CH

5. SSE! Application Load Balancer7} @i= 4<% CH& S§2 MEHFILICH Application Load

BalancerE MEiSI T CHAY SES

=
6. Application Load Balancer?| SE& F|A5te{H S5 FAE MEHEILICEH & Q1 HIA|IX[7F LIEFLE

™ confirmES UE OIS S5 FIAE ME{ELICH

VPC Lattice CHAF 2= 0] Cj3F ALEf 2Ol

E ooz 2H

o

fjo

F7|Mog ™

of>
[o]]]

P

| MENS SHOIFLIT} Ol2{3t EIAES btE 4

Application Load Balancer 45


https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/

Amazon VPC Lattice INT=IY A To] =]

ZH VPC Lattice MEIAE H4 SEfo| A2 P @88 BIREELICH 22Ho| MulAE CHA0| 55
I CHA B ol CHEH AFEf 201 RIS ALS 3104 2t CHALO| AEHE BOIBHLICH A0 SSE Folls
AEf QIS ShisHort A MEHR ZHEELICH Zh2bol MEf 2ol0| RBE|T LK MulAE M) 2
olg s MHE P SR

2 HTO|HTTP1Q! B ¢Ef £Ql0|
-2— H-lxl_-lol HTTP2O|_I 7C=>|_c|>_ - = o | o
FM35L6tD T2EZE HAME HTTP1 BEE= HTTP2E 50 2 AMAsr £ laLct.
O ZT2EEH A

IOl Z2 EZE HXME HTTP1 = HTTP22 K|Z&Hof &huCt.

210 7
SEf Fel2 7

2O mo Wy mu

0x et

0> ox
i 40
i)
o
o ro rlo 1

oy 0z

Lambda CHY I && X|HSHX| ef&LICH

m
e

I
o

Application Load Balancer Ci&f 1 &2 K|t x| b &LICt. St X|Et Elastic Load
BalancingS AH& 3104 Application Load Balancer2| CHAFofl CHEH A EH &fQ1S EAM3lE 4~ l&LCh

= =
RtA[EH LHE 2 Application Load Balancer At& B Aol CHA T 5 A EH 212 XA L.

x4

FO
o

—_

1=

1ok
[l

CHS Eoll MEE CHE CHy 2 Eo| cHafoll CHEt & Ef =HRlE FHELICH HO|Eo A4Skl A

H 0|&2 APIOf| ALEEl= OIFLICH MH|AE XIHE ZE, T2EZ Y ping ZEE ALE 510
HealthCheckintervalSeconds Z Ot 2 & S5 CHaofl e &0l QEE MEELICH ZF HEf &2l @

He 520l Aute A 2H4 St XISEUC ciato| 8Est= ol Ae A

Ol %ol 7hZoll P& O|xIX| L& LICH AEH 2 Q10| UnhealthyThresholdCount 934 AlTHE Z 1t 5}
B MH[AE CHY 2 MH|A0M MQIErL|Ct 4B 2210| HealthyThresholdCount 1% &3 & Z1t+ét

™ MH|A= CHE S CHA| AMH[AFLICH

.

MH AN

HealthCheckProtocol CHAMO|| CHEE AYEN &Hol2 £3lst I MH|ATF AF
25t T2 EZQLICH HTTP, HTTPS 59| =
ZEZ0| 047|0of sHEEILICH HTTP Z2EZ0|
7|8 d-Zrduct

HealthCheckPort CHANO|| CHEE AYEH &0l 3 E ] MH|A T} A
23t ZEQLICH Z cha o] MH|AMIAM EBH

46

0
pul
Ju
ro
nx
0x


https://docs.aws.amazon.com/elasticloadbalancing/latest/application/target-group-health-checks.html

AR 7H0|E

Amazon VPC Lattice

-

K
<

0

04 AUA&LICH

CH & LICh.

|.

S
[}

12 9
= T

=t0O
= =

CHefoil cHer 2Fel

HealthCheckPath

1L

2EZ HMO| HTTP1 & HTTP2Q! A2 )

|.

—

4
N1

1l

URI(/path?query)& & Z3stMR. 7

2 /Lt

o

HealthCheckTimeoutSeconds

o
T

74
S
o2 XY

O| INSTANCE EE= 1PQ!

54

o
T

Al
(=]

24L|ct. o

=i

A&
=

7|l22k2 5= Lct. of

HealthChecklntervalSeconds

Al
(=]

5~300Z& &IL|Ct. CH

S%40| INSTANCE EE= IPQI Z

(= erel)duict Hel

dEio| tido| Hdez 7HFE|7[7HK]|

HealthyThresholdCount

o<

o
70

o

Ad R4
=0

|Lich Z[22k2 5Lt o

2~102

=
=

2 7|2dSE ™

(]
5

F o

EHE ZtF57|7H K| E B

1AF AF
o O

0

UnhealthyThresholdCount

|dLct. 7]

]

47



Amazon VPC Lattice INT=IY A To] =]
=ES AH
Matcher CH A St

ZE2EZ HZXO|HTTP1 & HTTP2,Q &

? 7t 42 200~499L|Ct. Zf (-
"200-299")01| A 042 Zf(0d: "200,202")2 X|&iet
T A&LCH 7|22 200LCt

gRPCE ME| &0l Z 2 EE H{X2 3| x|

Xl &Lt aHU cha O Z2EZE HA
0| gRPCQ! 2 Al &0l A0l M HTTP1 &£
= HTTP2 Z2EZE HHS X|Pe = JU&LCt.

—

https://console.aws.amazon.com/vpc/0l A Amazon VPC £ LICt

Ef M 20| VPC Lattice|A CHA 2 &S MEHELICE.

=H =
o J52| 0|§2 MBS0 MF HE Ho|X|§ HLCt.

W N
!

LIEFRHLICEH 2YEH7I Healthy 0[2[29| Zt2l Aol &

£ AEstod Ly o] SEE & QlstEd AWS CLI

list-targets BEE AL ELICH 0| B0l £3] stHofl= CHat &Ef dHO| ZEELICH 2Ef7t
Healthy O|2[9| {2l B0z £3] dtHO|E AtR ZE7F ZEELICH

HIZ & CHefoll CHEr oMY L3S wordH

CloudWatch B2 & &3l Lambda & +& A|2F5104 H|ZH 4 CHatof| CHE MIE HEE MEELICH

4



https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/list-targets.html

Amazon VPC Lattice INT=IY A To] =]

JCKDI-EH gkg AdXx4 H4 74

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC 2&& L|C}

£ AMEstod JEf Hel ME¥E +Hstt{H AWS CLI

update-target-group BHES AL ELICH.

o
2t e T4
72X 2 MHlAE i 282 MME I XM Z2E2D TE HEE ASsto H4CR2 X
£ 2tREELCL E= Oy 050 S5 M Y22 ESiEE Bt*Bste Ol A8l ZEE ME
olg + l&Lch

- Z2EZ:HTTP, HTTPS, TCP
- ZLE:1-65535

CH4 TEOIHTTPS Z2EEE TAHEIHLE HTTPS e 2olg AHsts < chaol ChEr TLS o4
2 BlAlio] ot MM AL ELICH VPC Latticels CHAMO Al%I5HE QIS AE AFR5t04 CHALT} TLS
oiFe MEELICH VPC Lattice'= 0|2]2t 1B ME B sHX| ofaLICh mHal M RHAl MBE QIEA =
= B2 OB ME AR E 4+ Ql&LICH VPC Lattice®t CHA! ZHol ERfZIE T2 +&0iM QIBED2
charol oI

K

E M7t &5 K| 2T man-in-the-middle 223 EE= AZ I 2|3 0| gi&LCt.

0

Sef Hol 48 Wg 29


https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/update-target-group.html

AR 7tolE
ol AbE-ELICH

—

-

ot

Amazon VPC Lattice
VPC Lattice AH|

oM CHef S MEfErLCH

chet 2
ofl CH3H S 2

I.

S
[l

ro{ 7= Z=x|oi| CH

of S50| E 40z Z tie 1

1o

OH

=
10

A
o

=10

S

=2
=

=2
=

CHe ol od2d 7He| CHe

Lot

1&E L.

©

Io|

i
=

FEZH

=Py

°

o4
CHeboll CH

=

=

of 2k &2

=

=

I.

lod| Alzf5tEd VPC Lattice AMH|A 7

tAgiol et2E 2RI g

—

I.

4

= o)
=

il

o Hi
S &M dEfoi

=

|7€-I
A

LICH &, ZE CHe& o SAlofl & EY
0

CHAF
=

[=|

|_._.
10

OF

-l

<0

50

of CH

=

L|ct. o] gtodl ka2t o] cHAr 2

JIPNESE =R

5]

IDO1| O]
CH4F O] Application Load Balancer®L|LC}.

CHAMO| Lambda & 4= LICt.

INSTANCE
LAMBDA

IP
ALB



Amazon VPC Lattice INT=IY A To] =]

e ALY

=

- CHA ROl IPR! AR Che O Fol CHEr VPC MEHIO| IP =4 E XIYsHoF & LCt O] VPC 2|8
oM IP FAE SE5H0F 5t= B, ALB R e OIS M35t IP A E Application Load

Balancer0l S5 & LICI.

- Y ?B0| IPRl B VPCAERQIE = SIHHMe 2 BB 7ISE IP FLE S5 = o

LICE.

o>

o

30| LAMBDAQ! A2 E Lambda &+& S8 = U&LICH AMH[AT} Lambda & =01 CH
A15tH Lambda &8 S E&LICH MH|A0| 042 Lambda & +E S55t24™ 042 CH

t &3Hok g LICt.

(o]

mo mjo
1

—

<2 B LIS Application Load BalancerZ Z|CH 2702 VPC Lattice MH|A Q| CHA

o

o >

o2 5 ALB= QU&LICt O|F Al 3t24T Application Load BalancerE 5 7H2| MZ CHE VPC
Lattice MH[AOM A8 35t= Ho| F ey 250 SEaHof L[t =3t CH4 Application Load
Balancer0ll CHaf O & ZEQt ZETF UXIStE 2|AL47} 5tLt 04 QJo{oF &FLCt.

0
d
1

« A|ZF Al VPC Lattice CHAF 150 ECS 2 UE AIS2Z2 SEE £ USLICH CHY OE0= CHA |
30| 1POqoF &rL|Ct. XFMIBE L2 2 Amazon Elastic Container Service 7H2r A} FLHA{ 2| Amazon
ECS AMH|AQ} &7 VPC Lattice AHE 2 EHZSHAMI2.

It = Amazon ECS MH|A0] CHE Application Load BalancerE |8 2| VPC Lattice CHA 2 &0l S
gFLICHALB. REMIEH LHE 2 Amazon Elastic Container Service JHY X} HLHAMO| 2= W AlE AL

=
£2735l04 Amazon ECS MH|A EZHE 242 IR FHA|2.

ol

- EKS ZEE MO 2 SE524{H Kubernetes MH|AM M IP TAE 7142 AWS HO|EQ| 0| API
ZHEEHE MESIMI2.

- CHA D8 ZT2EZ0|TCPQ B2 Xkl s CH4 32 INSTANCE 2 IL|CHIP.

8
0

IP

1
0%

CHY fEO0| IPRICHAY OES MME =
C WHM7I Ciaol 2 2 MEf EQIE EUlE Ol AA85tE T4 82 X|-HELICH 7ts8t 2k
PV

IPv4et IPveRILICE Z7I8Zt2 1

29 A

0¥

« IP 34 RY0|IPveR CHY O&E dYsts B2 tid a&0l X[Hst= VPCel 4 ML= IPv6

O|o{oF ErLCt.

0
0



https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ecs-vpc-lattice.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ecs-vpc-lattice.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/service-load-balancing.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/service-load-balancing.html
https://www.gateway-api-controller.eks.aws.dev/
https://www.gateway-api-controller.eks.aws.dev/

Amazon VPC Lattice INT=IY A To] =]

- CHA a0 % SHIP A CHA &9 IP T4 80 x|l ok EfLICE 0E E0{IP T4 8
O| IPv4Ql B CHA 0] IPve TAE SE8 4 gl&LICH
- CHA 80| SE5t= IP A CHa &0 X|HE vPCol IP &4 | LHoi| Qlo{oF &Lt

VPC Lattice@| HTTP CHA

HTTP & L HTTP SE2 sl ZEE AF85t0 HTTP HIAIX|of CHEt HEE T %E LICk HTTP &l
7l RIS 2 FIHELICH 6l ZEE EE2cZ FEE 0|5-2F Mool CREHEIX| 2I8) L LF(ZE
HFE)Z TEELICH HTTP Sl 2Eo| EF ZE2 RFC 2616, HIA|X| 5o ’SQIEIO'I A&LCt. &t
SO =2 F7IE[1 o EE(7 0] M0d| A '-E" 2l AFS E|E HIEZE HTTP I ME%|1 QU&LICH 0| E S0
MSF A x-forwarded7t 22 H|EZE HTTP a7t U&LICH

x-forwarded &l
Amazon VPC LatticeE C=2 2| x-forwarded s|HE F7}&HL|Ct,

x-forwarded-for
AAIPFL
x-forwarded-for-port

CHA ZE

x-forwarded-for-proto

HERT HAZA T2 EZ(http | https).

S ZEXtID sl
Amazon VPC Lattice= CH21} 242 S&XHID SIHE F7FEHLICE

x-amzn-lattice-identity

AE E5E HE AWS QB0 d36tH Chg EET7H EAIELICH

- Principal - QIS E 2ot FX.

« PrincipalOrgID - 2I&5E 2ot F|e| =&/ ID

+ SessionName - Q15 E AL Xto| AHEXL O|F.

Roles Anywhere 20t Q15 & AI25tT Q150 M35 CHS ZEJF EAIELICH

HTTP CHAS 52


https://datatracker.ietf.org/doc/html/rfc2616

Amazon VPC Lattice INT=IY A To] =]

« X509Issuer/0U - &= XHOU).

« X509SAN/DNS — | CHl| O|& (DNS).

« X509SAN/NameCN - &2 X} CHA| O|F(O|&F/CN).
+ X509SAN/URI — Fxi| CHA| O|E(URI).

« X509Subject/CN - F&| O|Z(CN).

Xx-amzn-lattice-network

VPC.

0%

A2 chsxnt Z&Lch

SourceVpcArn=arn:aws:ec2:region:account:vpc/id

x-amzn-lattice-target

CHat.

o2

Al2 o3 Z&Lch

ServiceArn=arn;ServiceNetworkArn=arn; TargetGroupArn=arn

0%
fjo

VPC Lattice2| 2|AA ARNO| CHEF REAIEH LIE 2 Amazon VPC LatticeOl| A 2|8t 2| AA F

XML

4 AR R B SiCis AFLE £ 9&LICH VPC Latticel= 441 RE0lIA 0|28 SICiE M HEL
=3

VPC Lattice0| A CHA © 2 A Lambda & =+

Lambda & & VPC Lattice CH& I &0 CHA S 2 S5l Lambda & 01 CHEt CHAY 280 28
MESEE 2lal] alg 78 = UESLICH MH|ATF Lambda &£ CHASZE A5t CHa 1
Eo| 282 MYSHH Lambda & +& £&5t10 2% ZEHXE Lambda & 401 JSON &4Alo 2 MEH
ghuict

ANst AL

« Lambda &t CHY O52 S AH L SYUsH 2|Tof lo{oF &FL|Ct.

« Lambda &0l MEE £+ e 2™ 2829| 2|t 27|= sMBYILICE.

« Lambda &7} &8 £ Qe 8 JSONL| %=|Ci 27| eMBYILICE.

- ZEEZ2 HTTP £ HTTPSO{0f &fL|Ct

Lambda B 5E CHA O 2 AL 53


https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonvpclattice.html#amazonvpclattice-resources-for-iam-policies

Amazon VPC Lattice

Lambda &+ &H]|

x4
B

1A

ok

E£2 M83stod A HEHE FIHE & J&LICH

ol

CHS API

aws lambda add-permission \
--function-name lambda-function-arn-with-alias-name \
--statement-id vpc-lattice \
--principal vpc-lattice.amazonaws.com \
--action lambda:InvokeFunction \
--source-arn target-group-arn

Lambda &4 B 22|

CHe 289 otLtel Lambda &+ & S5 + U&LICH Lambda &f +& HEEY
=
=

1 VPC Lattice MH|A 7} &4 $4XH BT 9]
Lattice AMH|A0| SE2%& 1] &4 HEIS A

o
AWS Lambda 7HEf R QFLHA{ 2| Lambda &+ H{71 & Lambda & 4= 2]

Lambda & 0f CHEF CHA O & A4

P 2HOIM ASEIE H4 T8S BHELICH 28 A} F
. _

o o o
= &do| ZEE 2lal #EI UX|stE B VPC Lattice MH|AE

242 AS5H0{ CHY 152 4463 Lambda #48 SSotE Y

1. https://console.aws.amazon.com/vpc/0l| A Amazon VPC E&&

2. ErM X O|VPC LatticeOll M CHA 2 &2 MESSHLICE
3. CHah a8 S MEfgLIct

4. CHY YoM Lambda & +E MEHEHLICE

5. CH& OE ol§ol iy a2l ol 2 L=FLct

54


https://docs.aws.amazon.com/lambda/latest/dg/configuration-versions.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-aliases.html
https://console.aws.amazon.com/vpc/

Amazon VPC Lattice INT=IY A To] =]

6. Lambda O|HE FZX KT HHS MEHFFLICEH RFM|EF LI 2 the section called “VPC Lattice
MH|AOM OJHIE A" BHES EERSHAMAIR.

7. (MR AIE)EHOE FIIste{HEfOE =& Sst0 M ENT F7HE MBSt T ElT 7|9 El 22 &
2AgrLICt

8. CI=2 MEigLICH

9. Lambda & =01 CH3H

C

« 7|& Lambda & +E& ME4EILICE
=
=

10. CHY & 448 Mg

AWS CLIE At235t04 CHA 2 ES MA5tT Lambda B 48 SS5tE Yy

create-target-group 2! register-targets &2 AIS & LIC}.

VPC Lattice A{H|A0|A{ O|HIE Al

Base6 A‘I IﬁE content-encoding sl{7t EAH5tT 2EI=x R 0| CHF & stLt7t ot B¢ 2

* text/*
* application/json
* application/xml

« application/javascript

content-encoding &C{7} 120 Base64 QAT ZEIX Q%o e} CHELICH ¢ 28X 88
O| B2 MH|AE Base64 213 Q0| 222 U= ICHE TSELICH

O|HIE T F4
LAMBDA R0 CHY &8 Hdst7Lt YOIO|EF [ Lambda & 47} =45t O[HIE T X 9| HH
E XY = GLICh 7hsE HEe2 vl vt
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/register-targets.html
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AR 7H0|E

Example 0| A| O|HIE: V2

"version": "2.0",
"path": "/",
"method": "GET|POST|HEAD|...",
"headers": {
"header-key": ["header-value", ...],

},
"queryStringParameters": {
"key": ["value", ...]
.
"body": "request-body",
"isBase64Encoded": true|false,
"requestContext": {
"serviceNetworkArn": "arn:aws:vpc-
lattice:region:123456789012:sexrvicenetwork/sn-0bf312882e9cc805a",
"serviceArn": "arn:aws:vpc-
lattice:region:123456789012:sexvice/svc-0a40eebed65f8d69c",
"targetGroupArn": "arn:aws:vpc-
lattice:region:123456789012:targetgroup/tg-6ddecf831eec9f09",
"identity": {
"sourceVpcArn":
"arn:aws:ec2:region:123456789012:vpc/vpc-0b8276c84697e7339",
"type": "AWS_IAM",

"principal": "arn:aws:iam::123456789012:assumed-role/my-role/my-session",

"principalOrgID": "o0-50dc6c495c0c9188",
"sessionName": "i-0c7de02a688bde9f7",
"x509IssuerOu": "string",

"x509SanDns": "string",
"x509SanNameCn": "string",
"x509SanUri": "string",
"x509SubjectCn": "string"

3,
"region": "region",
"timeEpoch": "1690497599177430"
}
}
body

QYOI EE. ZZEZO0|HTTP, HTTPS EE = gRPCQ! ZA<0i8 EAIELICE
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headers

SHEO|IHTTP AEf. ZZEZO|HTTP, HTTPS =& gRPCQI ZA0iBF EAIEILICH

identity
A4 E53E HE Vs HE= O &L
« principal - QIS E 2ot FX|. AWS 215 0| H3 8t Z<o0iT T AIELICH

principalOrglID - QIS E E ot FX| 9|

— o
« sessionName - /B E ALEXIQ| ALK} O|&. AWS 215 0| H&F F<0iBt EA|ELICEH

« sourceVpcArn - 30| A|ZHEl VPCO| ARN. AA VPCE AlHE £ Q= B8 EAIEL]
C}.

Roles Anywhere 20t Q152 AL&35t1n Q50| M85tH 7tsd 2= s 24t
+ x509IssuerOu - & ZAHOU).

« x509SanDns — & CHA| O[&(DNS).

« x509SanNameCn - & Z At CHA| O|F(OIF/CN).

. x509S5anUri — =& CHR| OIZ(URI).

« x509SubjectCn - F*| O|&(CN).

isBase64Encoded

Kl

EE0| base64= QLI YEIR=X] {F E LIEHLICH ZZEZO|HTTP, HTTPS &£ gRPCO|
Q¥ 2E0| otH EXtL0| ot Zol|2F EA[FLICH

SLHEOIHTTP HIME. ZZEZ 0| HTTP, HTTPS = gRPCQ! ZAL0{|2F E A|E/LIC.

QYo E=.

|H

ZEZ0|HTTP, HTTPS E= gRPCQ! Z0i|8t E A|E/LICH,

queryStringParameters

HTP #2| 2XIY ulzt0|E|. ZTZEZ0| HTTP, HTTPS =& gRPCQ! A0 8t EAIEILICH

serviceArn

RHE £ AlI5tE AHH|AL| ARN.
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serviceNetworkArn

FO
0
fljo
ri

=5t MH|A HE2{3 2] ARN.
targetGroupArn

FO
0
jo

=05t

rr

CHe 2&E 2| ARN.
timeEpoch

NHE3=L))

Example 0i| A| O|HIE: V1

{
"raw_path": "/path/to/resource",
"method": "GET|POST|HEAD]|..."
"headers": {"header-key": "header-value", ... },
"query_string_parameters": {"key": "value", ...},
"body": "request-body",
"is_base64_encoded": true|false

}

VPC Lattice AH|A0| &

Lambda & +2| SEH0l|= Base64 QIFE HE|, HEf T E L FHH7I ZEELICH 222 Mg =
&L|CtH

SHOo| &0 Ho|Ldz| EHI=E
isBase64EncodedE trueE MM
9|

+4I5tn o] EHIXE HTTP 8
VPC Lattice MH|AE Connection = Transfer-Encodingt Z2 hop-by-hop SIlHE M &35tK|
f&LIct 8EE ZEto|HEN M&sH7| ol ME[ATF AFESHT| ME0i Content-Length SlIH
E d=Fe = &Lt
CH22 Lambda & 2| S 0| ALICEH

{

"isBaseb4Encoded": false,
"statusCode": 200,
"statusDescription": "200 0K",

VPC Lattice AH|A0] S&f %8
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"headers": {
"Set-cookie": "cookies",
"Content-Type": "application/json"

1,
"body": "Hello from Lambda (optional)"

Ct& Zf sl

VPC LatticeE 20|24

CHS offxlo= gfol CtE 2t= F 7H2| dltdheader17t A& LICH.

headerl = valuel

headerl = value2
V2 O|HIE 2 X E AF&3IH VPC Lattice7t S5 2| 2t ™S ELICH o Al
"headerl": ["valuel", "value2"]

V1 O|HE X E A& 35HH VPC Lattice7t 2/ 2 B EAILEZ 2R RLICEH oAl
"headerl": "valuel, value2"
Cts 2f #HEl X+ mhekolE

VPC Lattice= S et 7/0i| CHall o424 Zkol e #2| mtet0lEE X|#HELICt

CHS ofxlol= Zfol CHE 2t= & 7Hel mtet0lEQS1 7t /& LICH
http://www.example.com?&QS1=valuel&QSl=value2

V2 O|HE FTXE AtE35tH VPC Lattice7t S 52| gt MESELICH oAl
"QS1": ["valuel", "value2"]

V1 O[HIE FZx 0| B VPC Lattice= TEEl OHX[2 2LE ALSEFLICE Ol Al

"QS1": "value2"

EQ| Q™ EEE Zto| o] 7HQl SIHE Z & 5H7HLE SUsH SIHE o4 | = &
5= Lambda & 0| SEH2 X|2I8tL|Ct. VPC LatticeE 2E 72 cijat o2 MeEHghL|C}

N
-
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/deregister-targets.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/target-group-health-checks.html
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ram/disassociate-resource-share.html
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« AH|XHE VPCE S/ AH|A HEXZO| AZ457| /s et MH|A HERZ VPC A= ZQIE

OF APRE +~ A&LICH
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. ZR MHIAL AHIRHE MHIAE RHIO| AREHA| 242 MH|A LIESIZ0 91738 4 gigLict

. BR MHIA HEZO| AHIRHE AHI0| AREHK| 82 VPC T MHIAE HZWY % giaLct
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AHNE{E| ARKIQF AH|RI7I 25 QAE{E|of| CHEE 2 S e M sHE 220 R AH O|HEZ
7|1ZEL|Ct AWS CloudTrail.

CreateServiceNetworkResourceAssociationBySharee

AEE| AH|XI7I B AE{E|2}F CreateServiceNetworkResourceAssociation2 £ &€l [ AEE|
ARAOIH MESELICH 3EX7 ElAA FHE ARE ER O|HEE MH|A HERIS ARK
of|A MESELICH SEXIE HHIA HEQITE AR8 AR O|HEE Blas F/EO ARAHH T

SELCH

CreateServiceNetworkServiceAssociationBySharee

=
FAOH HSELICH ZEX7E MHIAE A7 2 O|HEE MH|A HERT ARAAH S
ElLcH 3EX7F MHIA HERZE ARE E2 O|HEE MH|A AR KtO|H MSELICH

CreateServiceNetworkVpcAssociationBySharee

AE{E| AH|XF7F B9 MHIA HE 32 CreateServiceNetworkVpcAssociation2 & & [l YIE]
E| 2R XA M&SElLICEH

DeleteServiceNetworkResourceAssociationByOwner

A ALK 2] 742 DeleteServiceNetworkResourceAssociation2 3

A HE&ELULCH 22X ElAL FEE ARE F2 O|HEE MHIA HEY
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https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_CreateServiceNetworkServiceAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_CreateServiceNetworkVpcAssociation.html
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DeleteServiceNetworkResourceAssociationBySharee

A AH|RF7F 2] 702 DeleteServiceNetworkResourceAssociation2 =& [ 7HA| A K XHof
H HSELICH 3&X7F 2lAA THE ARS AR olHEE MH|A HERT S AKKo|AH XS
o
=)

ZlILCt 3EX7F MHIA HIEXTE ARS8 A o|HE L= 2|AA Aol ALQKOAH MESEILICE.

DeleteServiceNetworkServiceAssociationByOwner

M

A AR A7 2 7HA|2F DeleteServiceNetworkServiceAssociation2 &€ [ 2473 A Ktoi|
H HMSELICH ZE2X7E MHIAE A58 B2 O|HE = MH|A HEST 4 A fKtoAH M&SE

LICE 3 EX7E MH|IA HEXIE ARE 32 O|HEE MH|A AZ ARKOIH S ELICH

O

DeleteServiceNetworkServiceAssociationBySharee

A AH|KF7F 2] FHAIQF DeleteServiceNetworkServiceAssociation2 £ & & [ 7HA| A Ko
H HESELICH EEXIE MHIAE ARS8 2 O|HEE= MH|A HERT ARKA0|AH MSELICH
SERIF MHIA HERFE A8t 32 OlHEE MH|A AKX M&SELICEH

DeleteServiceNetworkVpcAssociationByOwner

WA AFA7E BF MHIA HETE &8t DeleteServiceNetworkVpcAssociation2 £ & & (I ©
A ARl A ™MSE L

DeleteServiceNetworkVpcAssociationBySharee

& AHIRE7E B3] MH|A HIE |3 9t DeleteServiceNetworkVpcAssociationg & & I JHA &
TRt A M & ELIcH

GetServiceBySharee

ANE{E| AH|XI7F 37 MH|AR GetServiceE & [l ANEE| AR Kol AH MSEILICE.

GetServiceNetworkBySharee

AEE| AH|RI7L SR MHIA HELITE AHE 5104 GetServiceNetworkE &
o[ A HSELICH
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GetServiceNetworkResourceAssociationBySharee

AE{E| AH|XI7I 2K AME{E|2} GetServiceNetworkResourceAssociation2 =& [ AEIE| A
Kol H S ELICH 3&EXR7} 2lAA FHE ARS EA2 OHEE MH|A HEXT S| AKX
MESELICH SEX7F MHIA HEQTE ARS8 B O|HEE ZlAA MO ARKIOA MEE

LICH.
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https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteServiceNetworkServiceAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteServiceNetworkServiceAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteServiceNetworkVpcAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteServiceNetworkVpcAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_GetService.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_GetServiceNetwork.html
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GetServiceNetworkServiceAssociationBySharee

AE{E| AH|XI7I 2] ME{E|Q} GetServiceNetworkServiceAssociation2 £&& [ AE{E| AKX}
of|H MEELICH E&X7H MHIAE ARS8 A O|HEE MH|A WERT ARRHO|AH MESEIL
Ch E&X7F MHIA HEQTE AFSH A2 O|HEE MH|A AFXHo|H MSEILICEH

GetServiceNetworkVpcAssociationBySharee

AEE| AH|XI7F 2] MHIA HE Q32 GetServiceNetworkVpcAssociations &8 [ ANE{E|
AR AHAA M&SELCH

CH2 2 CreateServiceNetworkServiceAssociationBySharee O|HIE Q| O A| &5 QILCH.

"eventVersion": "1.08",
"userIdentity": {
"type": "Unknown"
.
"eventTime": "2023-04-27T17:12:467",
"eventSource": "vpc-lattice.amazonaws.com",
"eventName": "CreateServiceNetworkServiceAssociationBySharee",
"awsRegion": "us-west-2",
"sourceIPAddress": "vpc-lattice.amazonaws.com",
"userAgent": "ec2.amazonaws.com",
"requestParameters": null,
"responseElements": null,
"additionalEventData": {
"callerAccountId": "111122223333"
},
"requestID": "ddabb@a7-70c6-4f70-a6c9-00cbe8abal8b",
"eventID": "bd@3cdca-7edd-4d50-b9c9-eaa89f4a47cd",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VpcLattice::ServiceNetworkServiceAssociation",
"ARN": "arn:aws:vpc-
lattice:region:123456789012:servicenetworkserviceassociation/snsa-0d5ea7bc72EXAMPLE"
}
1,
"eventType": "AwsServiceEvent",
"managementEvent": true,
"recipientAccountId": "123456789012",
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https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_GetServiceNetworkServiceAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_GetServiceNetworkVpcAssociation.html
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"eventCategory": '"Management"
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& VPC Lattice Oracle Database@AWS

VPC Lattice= Oracle Database@AWS (ODB)O| CHEF AWS EHE2|™ MH|A S&
EQ|3, AWS VPCs. 0| 21ZAE X|§5t7| 2[5l VPC Lattice= AFEALE O 415104
Mgt

o
M ﬂ||0
A
e
_O'I_I
Kl
O
O
o
L

7|8 MH|IA HERZ

7182 MHIA HEQZE BWH 722 AL 8LICt default-odb-network-randomHash
7|2 MHIA HESQ3 A=ZQIE

O| AWS ElAA0E= O|§0| gi&LIC.
2lAA HO|EQ 0|

2IAA HOIEQOlE HH FEIS AL EILICH default-odb-network-randomHash

VPC Lattice= ODB H|E2|30i CHEF AWS E2|& S&ol2tn st= #Eld MHlA S& 2 X[ EL
Ct. 7|22 2 2 Oracle Cloud Infrastructure(OCl) Managed Backup to Amazon S37} & 3} &
Amazon S30i| CHEH AtA| 22l HMAE S HE6HE S MEIE = U&LUTH

ODB HEL3 E M8t o= AWS Management Console EEEE AF835104 ZZH|XLE SAAE
£ & U&LICH AWS CLI. CH2 oMl B2 OoDB LERZ 9| 7|2 #Eld S8 1o| MHlA HESS
of CHall ERE &= U= 7|Et E|AAE LEFFLICH

aws vpc-lattice list-service-network-resource-associations \
--service-network-identifier default-odb-network-randomHash

Ctgat &2 12 AL 0| VPC Latticeol| 4 & ElLIC} Oracle Database@AWS.

. 7|2 MH|A HES3, MH|A FA=XQIE B|AA HO|IEQO| EEE VPC LatticeOl M =2
H|X{</8t ODB & 2|8 %E% AANE £ gi&LICH o|2HEt IEEIE AMA|SIE{H ODB U ELXIE 4t
MNstHLE 22|18 S8 d

« Z2}0|¢HEE= ODB U EZ

& S§tolot HMAE £ QI&LICH VPCs2t 20| ODB WIE S
3 oo EEo|UEE 0| 4%_ el SE2 AH85tod S30f HMAE = gigLict.
» VPC Lattice0Oll M Z2H|XM'Jet ODB HIES|T 2R o| 2| S&ols HAE += &Lt
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https://docs.aws.amazon.com/odb/latest/UserGuide/what-is-odb.html
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- Amazon S3EQ| ZE EZ{Z2 7|2 MH|A HERT AEXZQIEE HX|H 2lAA HAM A0 CHE
EZE X2l 20| MEELICH AHAIEH LI 2 VPC Lattice 222 £

« Oracle Database@AWS #EZ|8 S& 0= AlZtE 2F 0| RatE[X| 2L&LCt.

. CHE MHIA LIEZ 9 OHEH7HRIR VPC LatticeOl M Z2HIK{E3 EIAAE BEIE 4 UAL
Ch 7|8 MHIA HE{IE CHE AWS AE E£= 230 /50 M A=ZQIE VPC
Lattice MH|A & 2[AAE 7|2 HEST| FIHE £ A&LICH

« VPC Lattice7} Oracle Database@AWS Z|AAE ZZH|X{stedH CHS Heto| e ghL|Ct

rﬁ
9,|_'
)

{
"Version": "2012-10-17",

"Statement": [
{
"Sid": "AllowODBEC2andLatticeActions",
"Action": [
"ec2:DescribeVpcs",
"ec2:CreateTags",
ec2:DescribeAvailabilityZones",
"ec2:CreateOdbNetworkPeering",
"ec2:DeleteOdbNetworkPeering",
"ec2:ModifyOdbNetworkPeering",
"ec2:DescribeVpcEndpointAssociations",
"ec2:CreateVpcEndpoint",
ec2:DeleteVpcEndpoints",
"ec2:DescribeVpcEndpoints",
"vpc-lattice:CreateServiceNetwork",
"vpc-lattice:DeleteServiceNetwork",
"vpc-lattice:GetServiceNetwork",
"vpc-lattice:CreateServiceNetworkResourceAssociation",
"vpc-lattice:DeleteServiceNetworkResourceAssociation",
"vpc-lattice:GetServiceNetworkResourceAssociation",
"vpc-lattice:CreateResourceGateway",
"vpc-lattice:DeleteResourceGateway",
"vpc-lattice:GetResourceGateway",
"vpc-lattice:CreateServiceNetworkVpcEndpointAssociation"
1,
"Effect": "Allow",
"Resource": "*"
.

{
"Sid": "AllowSLRActionsForLattice",

"Effect": "Allow",
"Action": [
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https://aws.amazon.com/vpc/lattice/pricing/
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"iam:CreateServicelLinkedRole"

1,

"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"vpc-lattice.amazonaws.com"

0l VPC LatticeE Al235t24M VPC Latticel| MH|A HERIT, MH|A HEQ/3 014 2 2|lAA AHOIE
0|8 =X|5H= Oracle Database@AWSZI0| E&LICE.

|

« the section called “Amazon S301| CHt Oracle Cloud Infrastructure(OCI) £ 2% 844"

+ the section called “Amazon S3 Al A~

« the section called “VPC Lattice QIE{E| HAM|A LU 2K

Amazon S301| CHEt Oracle Cloud Infrastructure(OCI) & 22 ¥4

Oracle Database @AWS CO|E{H|0|AE MAJEt [ VPC Lattice= EHE BlAA FAS AMAISHL
Cltodb-managed-s3-backup-access. O| 2|44 T2 Amazon S304| CHt G| O|E{H|0|A 2| OCI
2|3 8ol LIEHLHM OCI7} A S8 Amazon S3 H{ZI0IBH 9138 £ Q& LICH ODB UIE 39 S3
Zto| EZfE2 Amazon U EQ|I E Blo{LtX| ef&LCt

Amazon S3 M| A

OCI Managed Backup to Amazon S3 2|0 ODB HE 23 0|A Amazon S301| VM AE = QU

= HEI™ SE2 d8E = U&LICE Amazon S3 Access E 2|18 &2 &35S Oracle
Database@AWS HE QI E £+ VPC LatticeE 712 MH|A HERZ0|AM odb-s3-access 2l
= EBlad TEE TEHIHIELICH Ol SEE ALS 0P04 A&l 22| W e = S 2 Z & 5Hod AHA|
Z o 2t Amazon S30f MM AT 5= JU&LICE Q1B HAME XSt FH ®Mo{E HHEEY = U&

L|ch.
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https://docs.aws.amazon.com/vpc-lattice/latest/ug/service-networks.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/service-network-associations.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/resource-gateway.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/resource-gateway.html
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e AL

CH2 2 Amazon S3 Access 2|8 S&oi| CHsr med AP lL|Ct.

« ODB WIE2|30i CHSH Amazon S3 Access 2|3 S&2 SHLERF MAdE £~ Ql& LTt

+ O Z2|H SEE A8t ODB HIE /0 ABH Amazon S301| HMAE = U2
EQI39|CHE VPC UA EE MH|A HEQF A= EME HMAE = ezeutr.

- CI2 AWS Z2|712| S3 tHZlol|l& HMAE = isLICH

CHS P42 AF23104 Amazon S3 Access 22|88 E82 &35 8fLC}.

aws odb modify-odb-network --enable-s3-access

NMAE B8 & &Lt oS ol

ODB APIE AI&35l04 215 HAHg Ho|5t04 S3 B{Zof| CHS 2
X Tetg 2oqghLct.

MAMe S5 £50| AR S S3 HZ0) THEF AMA Het

|'|]|O J:I:

{
"Version": "2012-10-17",
"Id": "Policy1515115909152",
"Statement": [

{

"Sid": "GrantAccessToMy0rgS3",

"Principal": "*",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::awsexamplebucketl",
"arn:aws:s3:::awsexamplebucketl/*"

1,

"Condition": {

"StringNotEquals": {
"aws:ResourceOrgID": "o-abcdl1234"
}
}
}
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
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ManagerE& At&35t04 A& Z7|0f M

VPC LatticeE WE 2|3 9| 0421 H 50| A defense-in-depth =S F3E + Q= ZHU/NIE AS

ghlct.

o A HMY HSE - MH|IA HEZ eS| HH|A, ElAA, VPC & VPC AJIEXQIE AZHQLICEH VPCE
i8S ESll F= VPC AEZQIEE S5 MH|A HEQT o AZ=E £ ﬁ LICH. VPC7F MH[A U
E230l HALIX| &2 A2 VPCo| EEI0|MEE= MH|A HERT St 1AE MH|A T 2|44 7
Hoj| HM A = igLct

o FHm AS - HHIA HEQIE QU MEIMOI L EQIZ & Bt ES(of: Eot 8 Y HES
3 ACL). O|& AI&3stH VPCo| 2 & Z2I0|HE Al VPCo| §7 Z2t0|E I Foi CHEF MA|A
E 58& = /JUsLict

x
rII
& oo

A% - HE4HQI VPC Lattice 213 B, Q15 RS MulA HESII U M Mul2of &
88 4 aLCh YiHsoR MHlA HESZ 0| 915 BAL HEYI EE FELC BEIRTL 2
Aot MIEBHEIX| 92 Q15 S THILICH AWS Organizationsoll 9= S Z&l0| JIEE e
5185ts WL E M2 § 4 UBLICH MEIA £F0| Q15 Mo B9 YHHHOR ML AR}
MIESHE 018 ABSHED, 0l MulA LESID £ ZF0lM HBElS MESHEIX| oo HEt 2od
Hroh o MEsY £ gL
® Note

MH[& HESIF Q| 215 A2 MH|A HERF Q| Elas FHoE HEEIX| ef&LICH

M| Kijo]

VPC Lattice 215 Z*H

! MH|A HE Q|3 = MH|AO]
= 5§ My|A0] Al be

FH7E MEIA 18 =

2 217 ot
A% 4 UEX| o2 E HMoisHs 1AM HH EALICH ANAE Fofstaie 2
MElA UEQIT EE Mulaof stLtol 01F Mg o1y 4 AaLich
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® Note
MH|A HES|T 2| Q15 HH2 MH|A HERT | 2|44 FHols MELIX| pf&LCH.

215 M2 IAM X 3F 7|8 ZH CHELICH IAM Xt 38 7|8 32 IAM HIEE|(ALE X, 2
& E= odghol ¢Zlo] 0| AE{E|7t ofH 2lasol CHEH ofH XIS F|& £ A= K| Fo gLt
215 M2 MH|A & MH|A HES{Z ol AZELICH £210] dSstzdw 15 GA 1D 7|8 Y3
250 BAIM 518 20| l0{ok BLICH RMEH LI 2 HEF F0o40| 58 YA EHUE HZoIHAIR.
AWS CLI & 2&8 Ar835t04 MH|A H MH|A HIES|T 0l T Q15 S 50l F71, YH|0|E =
E MHE £ A&LICH 215 EME £t UCI0|E EE MAHY I ZHIStE Ol H 2 E 28 +
&LICH & AL8E M= 2HHE 2ITol J/=XIAWS CLIFQIELICH Z2E 0| 7|E BIHg HEs ML
TZD M --region TEIOEE AHEE = A&LICH

LHE

- 215 YO T8 24

- 215 YHo| gl4A FA

- 215 BHMo| A8E £ = =W 7|

- HFORIBEIX| ohe) 2o =X

- 215 B oAl

- MBt Hoio| T E A

21E YHE Alxfotodd Hitol et MH|A HIELIZo| MBEE QE HHE BEMR. THE MH|A
of M85tx| gtefdE 20t MEHQl HEte Hste B2 JHE MH|20] 215 e JEE = UL
Ct

215 Yo = AMH|A HEIof CHE HAMA 22|

CHS AWS CLI X2 215 YA S AL835104 MH|A WEL| 0| CHEH AMAE BElsHE YHE 20d

| o |
ELICH 24 Al X|&2 VPC Latticel| MH|A HERT MME 2 XM L.

(o)

2B
. MHIA HESIT 0 01F
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MHIA HEQ|T0i Q15 Ha &7}
O| Ml4do| ttAlof [HEHE A 3tod CHE S AWS CLI =& ErLCH.

¢ IAMZ Al235104 MH|A HIEQ30] CHEF HMA Xl|o{E & A5tErL|Ct.
« MH|A HEQ30] Q15 &= LICH Q18 HAMg FII5HK| ofotd D E ECf=Zlof HMA H

£ ORI YL

jo
o
N
e

AMA Mo{E & Hstetn M MHIA HERF 0| Q15 HHME FItets dY

235 2 QI-E MH|A HESLIT0] CHEF BAA KMo{E &Adstste{™ --auth-
type M1+ 20| AWS_IAM?! create-service-network B & AM& gLICtH

aws vpc-lattice create-service-network --name Name --auth-type AWS_IAM [--
tags TagSpecification]

O| Ztdol o

Okl
[e]l]

I ChS 1 HI e &340 BreHElL/ct

{
Ilarnll: Ilarnll’
"authType": "AWS_IAM",
"id": "sn-0123456789abcdef0",
"name": "Name"
}
2. put-auth-policy BHEE ALEstod 215 HAE FI7IE MH|A HESZ | IDR F7Ie 215 XS
INpSE B
o€ E04, CIS BYE ALE5109 ID7} sn-0123456789abcdefoQ! MH|A HE QT oi CHEH QI

aws vpc-lattice put-auth-policy --resource-identifier sn-0123456789abcdef® --
policy file://policy. json

JSONE A& 3t0{ 4% OIS MABILICH AHMSH LIS 215 SMo| 25 o4 BHelg & A3

LS
Ol B40| B3R CHR T} bR Bt E20| HrEtEILICH
{
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Amazon VPC Lattice ALEX
policy": "policy'
"state": "Active"
BN A KO{E 5t 7|&E MH|A HES|T0 218 HHE FIlste UH
1. Q15 MM A8 £ QT E MH|A HEQZ o CHEE HAMA Mo{E &4d5t5tedH --auth-
type SM1} 20| AWS_IAMQ! update-service-network B AL EHLICH,
aws vpc-lattice update-service-network --service-network-
identifier sn-0123456789abcdef® --auth-type AWS_IAM
ol k40| AT 574 ChS T Hlx 3t H20| BHErEILICE
{
Ilarnll. Ilarnll’
"authType": "AWS_IAM"
"id": "sn-0123456789abcdef0",
"name": "Name"
}
2. put-auth-policy BHES AtE35t01 @15 HAME FIIE MH|A HIELIZ Q| IDSt F7HE 215 HMS
INpS§o |y
aws vpc-lattice put-auth-policy --resource-identifier sn-0123456789abcdef® --
policy file://policy.json
JSONS AHE5t0{ 4% Ho|8 MABLICH XHMBH LIS 2 0I5 Mo 28 24 BHHIg F X3
AL,
ol Ztdo| B 53 2T Hl% 3t F240| BHELEILICE.
policy": "policy"
'state": "Active
o1z M 108
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MHIA HER3 S 018 83 844

HF =4
o H

MH|& HEQ=0f CHE 015 A E HI

ok

H st

P

ol
rr

--auth-type &4M1} 20| NONEQ! update-service-network BE =2 AS & LICH.

aws vpc-lattice update-service-network --service-network-
identifier sn-0123456789abcdef® --auth-type NONE

LtSof Q15 HAE CHA| #4356HoF 5l B2 --auth-type S4M0f AWS_IAMO| X|HE HEHZ O]
BHS MY

MHIA HERF 2| 215 #EE NONELE HE5t7| Toi 215 HAE XM7HstH 20| AmgLct.

215 HAMo =z AMH|Ao0f CHEr HAA e

CS AWS CLI 242 QIE HEZ A& 36104 AMH[A0| CHE HMAE E|5tE Y-S EoiELICH 2
& A2 X|Z2 VPC Lattice L MH|A MMS XM 2.

AT

- MH|AO| Q15 HA F7}

- MH|AS|QIE R #HY

« MH|A0M QIE T3 XA

MH[&o0i 215 HA =7}
CHS EhAlof Wh2tE AF83tod CHS 2 AWS CLI =B LT

+ IAME AFS 304 MHIA0| ChEH HAA K0S BAIBHEILICH
. MHI20] 915 MRS FIHELICH 95 HMS £7betx| oM BE EHTiof ANA HE 277t

dr gLt

J
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A& K01 EFetst L M MH|AO Q1B HHE FItets &Y

12
mjo
>
HIJ

}SiéF-& ol

gx-l O =2 T AL _IA-lHl
—

o

Z2f 0| AWS_IAM?! create-servic

N 1o

(¢

0%
o
fjo
>
olo
il
T
[l

aws vpc-lattice create-service --name Name --auth-type AWS_IAM [--
tags TagSpecification]

O] Ztdol o

Okl
[e]l]

4 2} Hl% B E0| #rErElLICt,

{
Ilarnll: Ilarnll'
"authType": "AWS_IAM",
"dnsEntry": {
Iy
"id": "svc-0123456789%abcdef0",
"name": "Name",
"status": "CREATE_IN_PROGRESS"
}
2. put-auth-policy BB E At&35t0{ Q& HHME FItE MH[AQ| IDet FIHE Q15 HAE X|HE L
Ct
o

aws vpc-lattice put-auth-policy --resource-identifier svc-0123456789abcdef® --
policy file://policy.json

JSONZ AS 304 K% 0|8 MAIBILICH RHMIEH LIS S 215 HA0| IS 24 EHIS A3

MAIL.
O| 3do| d3stH Ch51t Hlxet £30| gherELct
{

"policy": "policy",
"state": "Active"
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Amazon VPC Lattice ALEX
MM A HMoE &d3tstm 7|1E MH|A0 215 HHE FTlst= Y'Y
1. Q15 HHMS MEE = ULF MU|A0] CHEt HMA KMo{E &8 5tEd™ --auth-type S5t
20| AWS_IAM?! update-service WS AL EHLICH
aws vpc-lattice update-service --service-identifier svc-0123456789abcdef® --auth-
type AWS_IAM
ol 20| 4B 574 ChS T Hl% 3t H0| BHELEILICE
Ilarnll: Ilarnll'
"authType": "AWS_IAM",
"id": "svc-0123456789%9abcdef0",
"name": "Name"
2. put-auth-policy BHE ALE 301 Q15 HHMES FIHe MH|A 0| ID2 F7HE Q15 Mg x| HE
CH.
aws vpc-lattice put-auth-policy --resource-identifier svc-0123456789abcdef® --
policy file://policy.json
JSONS AFZ5t0{ 4% Ho|8 MABHLICH XHMBH LIS 2 0I5 HMo| 25 24 B & X3
AL,
O| 2fdo| H3 5™ CtS1} Hx et £230| HHEHELIC
{
"policy": "policy",
"state": "Active"
MH|AQ| 01F R HE
MH|&of CHEr 215 HA S H|gd3ststs WY
--auth-type 43t 20| NONEQ! update-service BE2 AFSELICH
CIERRET 111
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aws vpc-lattice update-service --service-identifier svc-0123456789abcdef® --auth-type
NONE

LISol Q15 MM CHA| E43s}3lof 5t B --auth-type SM0| AWS_IAMO| X|HE! 4 EHZ O]

MH[20 X 215 2 XA

MEIZ0fA] 91 F2 M7t

Mu|Aoi| CHE IBE @HEE 2+ 5t
Slgnature Version 4(SigV4)E AH&5t04
2 Amazon VPC Lattice0ll CHEF SIGv4 915 Q% EHE BT 54l A

IAM B2t SUst 12E ALE 504 VPC Lattice 215 HH0| X|QELICH RHMIEH LIS 2 IAM AHE M
Aol At7 5 7|8 FA gl 2lAas J|E g HESAMR.

. Hot FA| - 2ol EHed U BlAA HMAT £ Qs AR EE OHEEIFH 0L 215 T
oA 0 FRIE Of HBro| £ AIRHel IAM AE{EIRILICH 2O FAIS 1AM AEIE|Z QIS Elof M|

—
-
A HESFo| MH|A ZBRet 20| &Y ElaA E= 2lad 80 23HE = J&aLch

2lAA Tk HAMo| M RIEFRIE XIHSoF FLICH 2o FAollz HHE, AFEAE, A&, HHH 0|4 Al
X EE= AWS MH|ATF Z8HE £ U&LICH RHAMIEH LIE 2 IAM AR DHAM Q] AWS JSON 34
QA Hot FHE HETFHML.

- - XIHE 2o FAH7F S AUS ¥ mo| AmLct ol Allow £ Denyd £ U
LIC}. 7|2xo 2 IAME AF2504 MH|A EE= MH|A WIEY 0] CHEF HMA Ao{2 & Ad5t5HH
Hot FA= MH[A E= AMH|A HERZo| @HE HEto| gi&LICt

o EQf. HEE B0{5t 7Lt HESE 5 API 24 LICt VPC Lattice= vpc-lattice-svcs
MFALE AIE5HE 22 KIHELICH REM[EF LI 2 MH|A &2l X2 Amazon VPC Lattice
ServicesOi| M HO|§t Erdg FHZFHAMIR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonvpclatticeservices.html#amazonvpclatticeservices-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonvpclatticeservices.html#amazonvpclatticeservices-actions-as-permissions

Amazon VPC Lattice INT=IY A To] =]

e XU U2 MEIANZ2Z A 0|8 AF25H0{ HAOo| ML |= A7 AMo{& = U&LICH REA|Et
Li22 MH|A M8t B2od £ X 2| Amazon VPC Lattice AMH|ALS| =74 7|12 HXSHMIR.

A3t Resource RLAE A

4> i
o
o> O
C
ful

ZZ2EZ of A|

HTTP * "Resource": "arn:aws:vpc-latti
ce:us-west-2:1234567890:ser
vice/svc-0123456789abcdef@/

rates"
* "Resource": "*/rates"
* "Resource": "*/*"
gRPC * "Resource": "arn:aws:vpc-latti

ce:us-west-2:1234567890:ser
vice/svc-0123456789abcdef@/
api.parking/GetRates"

* "Resource": "arn:aws:vpc-latti
ce:us-west-2:1234567890:ser
vice/svc-0123456789abcdef@/
api.parking/*"

 "Resource": "arn:aws:vpc-latti
ce:us-west-2:1234567890:ser
vice/svc-0123456789abcdef@/*"
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonvpclatticeservices.html#amazonvpclatticeservices-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-generator

Amazon VPC Lattice INT=IY A To] =]

<serviceARN>0{E C}Z 2| Amazon 2|AA O|E(ARN) ZlAA A2 AFEELICH
arn:aws:vpc-lattice:region:account-id:service/service-id
Od| Al

"Resource": "arn:aws:vpc-lattice:us-west-2:123456789012:service/svc-0123456789abcdef@"

1B Mo | xH 40 U T 7|18 Sl AMAE FIIE Mo = U&LICE Ol2HE 2 7|=
z 2 EZ1} 230| Signature Version 4(SigV4)2 MEE|REX| ofL|H 2Ho 2 MHBL|EX|o [t
Y2 MBEUCH = 7|l HAZKE FEFLICH

AWS = aws:PrincipalOrgID Hot 20| AMAE FMofst= Ol ALEE == U= A =W 718 MS
gLICtaws:Sourcelp. AWS M =74 7| S 82 E{H IAM AL d-HAL d
E 7| H¥ZstA 2.

Ct2 AEE|0|MHE VPC Lattice 274 7|15 LIdgfLICH REMIEH L2 MH|A HE Bof X9
Amazon VPC Lattice MH|A S| =74 7|E & X 5IAIL2.

=d 7l ME of| A olEol(@l  gRPC AFE
SE[X| & 7ts
2) 3 &X
7t AEE
£ QLER?
vpc-lattice-svcs:P  Q%O|JYe MHIAXZE 80 o of
ort EJ|Eoz2 HNAE T
EHEgLct
vpc-lattice-svcs:R QYO YWHE J|E2 = GET o ek HAl
equestMethod HMAE BT
vpc-lattice- L™ slHel &lH 0|§-24f  content- of| o
svcs:RequestHea WE J|IEeR °_*1A-I|_§ type:
der/ header-name : ZEe gt application/

value json
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonvpclatticeservices.html#amazonvpclatticeservices-policy-keys

Amazon VPC Lattice

=71 7|

vpc-lattice-

svcs:RequestQue
ryString/ key-
name:

vpc-lattice-svcs:S
erviceNetworkArn

vpc-lattice-svcs:S

value

erviceArn

vpc-lattice-svcs:S

ourceVpc

vpc-lattice-
svcs:SourceVpcO

wnerAccount

nx
0%

2% URLO| 2l 2| 2
xted 712k Hoig 71Ee
2 HMAS TE{YEL
ct.

fjo

15t MH|A
JE2{=30i CH
7|[ESZ HA
IghLict.

> ot

a
Ls

n mlo > 4>
el K

X
P

> 2 lo fo
11|

mn >
Kl
0

2%0| 2= VPCE 7IE
o2 HNAE LE{YEL
3

20| = VPCol A%
HHEE 7|Z0 2 HMAE
il =]

O
o
[e)

of| A e

°

quuX: o
[corge,
grault]

arn:aws:v of
pc-lattic
e:us-west
-2:123456
789012:se
rvicenetw
ork/sn-01
23456789a
bcdef0

arn:aws:v of
pc-lattic
e:us-west
-2:123456
789012:se
rvice/svc
-01234567
89abcdef0

vpc-1a2b3 o
c4d

123456789 O
012

otL|R

o]

of]

o]

of]
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Amazon VPC Lattice

oloio|(QIB || 9 2) Hot F A

R Hot == ME ™ 4(Sigv4) 2 AWS -0l MESHX| &t 1 MH[A HEL{Z0d @1ZAE VPC
LHoll d= S EXLICE QIE Mo 3185t A2 UHo| Eot FA= AMHIA HEXHI S| AMH|A
of ABEIX| e RS & = UL

Chee AT 2ot FAF 23S S0k s 1B Aol o AlLict

E 0o A|lE us-west-2 B|XHS AI26HH 7t4 2] A IDE =& gLt

oA 1: §% AWS = Z[o| MH|Ao0f CHEt HAM[A X5t

CHE Q15 %8 Ol Al BR0| MBElE MHIA WEQT 0| BE MEIA0 HHAE 4 = Hite ¢
52 2E 28 RofELch 2L RS Z7iol XIHE AWS ZXof &8 ot Falol M AlZtE
0fo BfLICk

{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": "*",
"Action": "vpc-lattice-svcs:Invoke",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalOrgID": [
"o0-123456example"
]
}
}
}

of 2: £ IAM A& 0l o|gF MH|A HAMA KB

ClE HA o Al= Resource 2400 X|HE MH|A| CHSH HTTP GET 2 ELHZ| {I51 IAM
rates-clientE& AIE35ls ZE QIS E 80| HEHE R04FLICI Resource 249| E|lAA

4240| GIZAE MH|AS SYBLICH

nr1e 1
o ek mjo
c
0
0
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{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam: :123456789012:role/rates-client"
]
1,
"Action": "vpc-lattice-svcs:Invoke",
"Resource": [
"arn:aws:vpc-lattice:us-west-2:123456789012:sexrvice/svc-0123456789abcdef0/
xn
1,
"Condition": {
"StringEquals": {
"vpc-lattice-svcs:RequestMethod": "GET"
}
}
}
]
}
of 3: £ VvPCo| QIS E Eot FA[of ofet MH[A MM A F
ChE @1& E& o Al= VPC ID7t vpc-1a2b3c4d?l VPCo| Eot FX|7t Q1B El @ HE ot= 4ot

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": "*",
"Action": "vpc-lattice-svcs:Invoke",
"Resource": "*",

"Condition": {
"StringNotEquals": {
"aws:PrincipalType": "Anonymous"
},
"StringEquals": {
"vpc-lattice-svcs:SourceVpc": "vpc-la2b3c4d"
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Auth Type =
AWS_1AM

¥

Collect all
relevant policias

Final decision
is Deny
[deny invoke)

Is there an
explicit Deny?

Final decision
is Deny
(deny invoke)

Do all policies
explicitly
Allow?

Final decision
is Allow
{allow invoke)

Hot IE2 2 AF23504 VPC Lattice2| E 2=l Ao

-

AWS 2ot TES Jh4 Wik o182 shod 91T AE(EIS HEST EBHTIS MofELICH VPC

Lattice2 At25tH EoF 152 MAIStT VPCE MH|A HIEQF0] dZ85HE VPC @iZ30f & stod
MH|A HES|Fo| F7t HERZ & 2ot 25 E M &= U&LICH VPC AEZQIEE AH8 504
VPCE MH|A HERZ0| 45t B VPCUEZQIEON T EoF OES & 4 QU&LICt obEt
7HR|2 MgEt 2lAA AHOo|EQ oo 2ot DS &Y 50 VPCo| 2lAA0| HAMAF = JU&Lct
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_E|-E|o=| x4 '=A|.

VPC Lattice= AMH|A HERT 1ZE4E AIE35l0{ VPCE MH|A HIE 4

EQITJE E5| ECHEIS BIRESIE O AM2EE IPTAE 186l HEIE HFAL ESE2 AE2EL
L— =
- =

Ct. ol2det IPs= ZEto|t! 23 24 IPs E= EIREY

S -

rr

m\ll

Hot O& =0 M VPC Lattice 28 HFAI S5 &g == U&LICH o|Z /| 5tH EcfElo| 2
2FO|1E0f| A VPC Lattice MH|A HIERTE S3H VPC Lattice MH|A CHASZ 58 = Q&LILCH.

o€ E0 0= ME(28E) BI™(us-west-2)0l CHA S 2 SEE EC
Ct. VPC Lattice #2188 HF A S50IM QHIRE HTTPS HMHAE 61
&0 £7+5tH 0] 2|™ 2| VPC Lattice EE{ZI 0| QAR AN =H
D E QlHIRE #2|g AM7{5tH VPC Lattice EEHE 0|0l ZE E
WX[E = J&Lc.

= T AAE

g "'°
iz
o
o
>
rm
>
=3
|_|-|
1}
_o'l_l
rr
Y
[0

VPC Lattice2| 22| ZSF At 2 £ 0|

il

2 Ch2a 2 &Lt

* com.amazonaws.region.vpc-lattice
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C:\> route add 169.254.171.0 mask 255.255.255.0 primary-ip-address

CIS 2 macOS Z2I0|HE o] 24 E UOIO|ESHE oMl HEILICEH 047|M 169.254.171.0= & 2|&
MFAISEo| FA & SHLEYLICH

sudo route -n add -net 169.254.171.0 primary-ip-address 255.255.255.0
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create-service-network-vpc-association @E & AtE35t0{ VPC Q1ZAE {8t VPCQ| IDet F7te 2ot
29| IDE X|& L}

aws vpc-lattice create-service-network-vpc-association \
--service-network-identifier sn-0123456789abcdef® \
--vpc-identifier vpc-la2b3c4d \
--security-group-ids sg-7c2270198example

Ol B40| B3R CHR T} HI% Bt E20| HrEtEILIC

"arn": "arn",
"createdBy": "464296918874",

"id": "snva-0123456789abcdef",
"status": "CREATE_IN_PROGRESS",
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"securityGroupIds": ["sg-7c2270198example"]

AWS CLIE AI235t04 7|& VPC @140 CiSt 2ot O & & F7I5H7LE YO|0|EStE W

update-service-network-vpc-association BHE ALE5I04 MH|A HES|F3 2| 1D 2ot J&9| IDE
X|H&gtLICH o] 2ot I &2 o|™ol| HAE 2ot IES MAolgfLIc S22 YHo|EE M Eot 1
E2 StLt old ™olghct,

aws vpc-lattice update-service-network-vpc-association
--service-network-vpc-association-identifier sn-903004f88example \
--security-group-ids sg-7c2270198example sg-903004f88example
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Python
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pip install botocore awscrt

Lambda0iA E2t0|AE ofZ (A 0|ME AstE R Lambda HE S AFESto HRE ZEE MR
St74Lt Hi 22 mZ7|X|oi| Z&fgfL|Ct.

CtE HdIMoME 2| Z AR 28 T RE 2= HhELICH

SIGv4

from botocore import crt
import requests
from botocore.awsrequest import AWSRequest
import botocore.session
if __name__ == '_main__"':
session = botocore.session.Session()
signer = crt.auth.CrtSigV4Auth(session.get_credentials(), 'vpc-lattice-svcs',
'us-west-2")
endpoint = 'https://data-svc-022f67d3a42.1234abc.vpc-lattice-svcs.us-
west-2.on.aws'
data = "some-data-here"
headers = {'Content-Type': 'application/json', 'x-amz-content-sha256':
'"UNSIGNED-PAYLOAD'}
request = AWSRequest(method='POST', url=endpoint, data=data, headers=headers)
request.context["payload_signing_enabled"] = False
signer.add_auth(request)

prepped = request.prepare()

response = requests.post(prepped.url, headers=prepped.headers, data=data)
print(response.text)

SIGV4A

from botocore import crt
import requests
from botocore.awsrequest import AWSRequest
import botocore.session
if __name__ == '_main__"':
session = botocore.session.Session()
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signer = crt.auth.CrtSigV4AsymAuth(session.get_credentials(), 'vpc-lattice-
svcs', '*')

endpoint = 'https://data-svc-022f67d3a42.1234abc.vpc-lattice-svcs.us-
west-2.on.aws'

data = "some-data-here"

headers = {'Content-Type': 'application/json', 'x-amz-content-sha256':

'"UNSIGNED-PAYLOAD'}

request = AWSRequest(method='POST', url=endpoint, data=data, headers=headers)

request.context["payload_signing_enabled"] = False

signer.add_auth(request)

prepped = request.prepare()

response = requests.post(prepped.url, headers=prepped.headers, data=data)
print(response.text)

Java
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MBE|X| ot 2 Ho|2=8F AWS SDK for Java 18 &FLIC} SHX[THHT b MBEIX| &£ 2 H o]
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SIGv4

package com.example;

import software.amazon.awssdk.http.auth.aws.signer.AwsV4HttpSigner;
import software.amazon.awssdk.http.auth.spi.signer.SignedRequest;

import software.amazon.awssdk.http.SdkHttpMethod;

import software.amazon.awssdk.http.SdkHttpClient;

import software.amazon.awssdk.identity.spi.AwsCredentialsIdentity;
import software.amazon.awssdk.http.SdkHttpRequest;

import software.amazon.awssdk.http.apache.ApacheHttpClient;

import software.amazon.awssdk.http.HttpExecuteRequest;

import software.amazon.awssdk.http.HttpExecuteResponse;

import java.io.IOException;

import java.net.URI;

import software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;
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public class sigv4 {

public static void main(String[] args) {
AwsV4HttpSigner signer = AwsV4HttpSigner.create();

AwsCredentialsIdentity credentials =
DefaultCredentialsProvider.create().resolveCredentials();

if (args.length < 2) {

System.out.println("Usage: sample <url> <region>");
System.exit(1l);

}

// Create the HTTP request to be signed

var url = args[Q];

SdkHttpRequest httpRequest = SdkHttpRequest.builder()
.uri(URI.create(url))
.method(SdkHttpMethod.GET)

.build();

SignedRequest signedRequest = signer.sign(r -> r.identity(credentials)
.request(httpRequest)
.putProperty(AwsV4HttpSigner.SERVICE_SIGNING_NAME, "vpc-lattice-

svcs")
.putProperty(AwsV4HttpSigner.PAYLOAD_SIGNING_ENABLED, false)
.putProperty(AwsV4HttpSigner .REGION_NAME, args[1]));

System.out.println("[*] Raw request headers:");
signedRequest.request().headers().forEach((key, values) -> {
values.forEach(value -> System.out.println(" " + key + ": " + value));

1)

try (SdkHttpClient httpClient = ApacheHttpClient.create()) {
HttpExecuteRequest httpExecuteRequest = HttpExecuteRequest.builder()
.request(signedRequest.request())
.contentStreamProvider(signedRequest.payload().orElse(null))
.build();

System.out.println("[*] Sending request to: " + url);

HttpExecuteResponse httpResponse =
httpClient.prepareRequest(httpExecuteRequest).call();

System.out.println("[*] Request sent");
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System.out.println("[*] Response status code: " +
httpResponse.httpResponse().statusCode());
// Read and print the response body
httpResponse.responseBody().ifPresent(inputStream -> {
try {
String responseBody = new String(inputStream.readAllBytes());
System.out.println("[*] Response body: " + responseBody);
} catch (IOException e) {
System.err.println("[*] Failed to read response body");
e.printStackTrace();
} finally {
try {
inputStream.close();
} catch (IOException e) {
System.err.println("[*] Failed to close input stream");
e.printStackTrace();

1);

} catch (IOException e) {
System.err.println("[*] HTTP Request Failed.");
e.printStackTrace();

SIGV4A

Of oMol M=of CHEt F7t BL 40| ERELICtsoftware.amazon. awssdk:http-auth-
aws-crt.

package com.example;

import software.amazon.awssdk.http.auth.aws.signer.AwsV4aHttpSigner;
import software.amazon.awssdk.http.auth.aws.signer.RegionSet;
import software.amazon.awssdk.http.auth.spi.signer.SignedRequest;

import software.amazon.awssdk.http.SdkHttpMethod;
import software.amazon.awssdk.http.SdkHttpClient;
import software.amazon.awssdk.identity.spi.AwsCredentialsIdentity;
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import software.amazon.awssdk.http.SdkHttpRequest;

import software.amazon.awssdk.http.apache.ApacheHttpClient;
import software.amazon.awssdk.http.HttpExecuteRequest;
import software.amazon.awssdk.http.HttpExecuteResponse;
import java.io.IOException;

import java.net.URI;

import java.util.Arrays;

import software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;
public class sigv4a {

public static void main(String[] args) {
AwsV4aHttpSigner signer = AwsV4aHttpSigner.create();

AwsCredentialsIdentity credentials =
DefaultCredentialsProvider.create().resolveCredentials();

if (args.length < 2) {
System.out.println("Usage: sample <url> <regionset>");
System.exit(1);
}
// Create the HTTP request to be signed
var url = args[Q];
SdkHttpRequest httpRequest = SdkHttpRequest.builder()
.uri(URI.create(url))
.method(SdkHttpMethod.GET)
.build();

SignedRequest signedRequest = signer.sign(r -> r.identity(credentials)
.request(httpRequest)
.putProperty(AwsV4aHttpSigner.SERVICE_SIGNING_NAME, "vpc-lattice-

svcs")
.putProperty(AwsV4aHttpSigner.PAYLOAD_SIGNING_ENABLED, false)
.putProperty(AwsV4aHttpSigner.REGION_SET,
RegionSet.create(String.join(" ",Arrays.copyOfRange(args, 1, args.length)))));

System.out.println("[*] Raw request headers:");
signedRequest.request().headers().forEach((key, values) -> {
values.forEach(value -> System.out.println(" " + key + ": " + value));

1)

try (SdkHttpClient httpClient = ApacheHttpClient.create()) {
HttpExecuteRequest httpExecuteRequest = HttpExecuteRequest.builder()
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.request(signedRequest.request())
.contentStreamProvider(signedRequest.payload().orElse(null))
.build();

System.out.println("[*] Sending request to: " + url);

HttpExecuteResponse httpResponse =
httpClient.prepareRequest(httpExecuteRequest).call();

System.out.println("[*] Request sent");

System.out.println("[*] Response status code: " +
httpResponse.httpResponse().statusCode());
// Read and print the response body
httpResponse.responseBody().ifPresent(inputStream -> {
try {
String responseBody = new String(inputStream.readAllBytes());
System.out.println("[*] Response body: " + responseBody);
} catch (IOException e) {
System.err.println("[*] Failed to read response body");
e.printStackTrace();
} finally {
try {
inputStream.close();
} catch (IOException e) {
System.err.println("[*] Failed to close input stream");
e.printStackTrace();

1);

} catch (IOException e) {
System.err.println("[*] HTTP Request Failed.");
e.printStackTrace();

Node.js

0| of| Alofl A= aws-crt NodeJS HFRIZEE AFR510{ HTTPSE AFE35t0d MBEE XS EHlLct
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npm

AWS_REGION &3 7} e 32 o Alof M= AWS_REGIONOIM K| &5t
212 us-east-12L

-i aws-crt

SIGv4

const https = require('https')
const crt = require('aws-crt')
const { HttpRequest } = require('aws-crt/dist/native/http')

function sigV4Sign(method, endpoint, service, algorithm) {

const host = new URL(endpoint).host
const request = new HttpRequest(method, endpoint)
request.headers.add('host', host)
// crt.io.enable_logging(crt.io.LoglLevel.INFO)
const config = {

service: service,

=

region: process.env.AWS_REGION ? process.env.AWS_REGION :

algorithm: algorithm,

'us-east-1",

signature_type: crt.auth.AwsSignatureType.HttpRequestViaHeaders,
signed_body_header: crt.auth.AwsSignedBodyHeaderType.XAmzContentSha256,
signed_body_value: crt.auth.AwsSignedBodyValue.UnsignedPayload,

provider: crt.auth.AwsCredentialsProvider.newDefault()

}

return crt.auth.aws_sign_request(request, config)
}
if (process.argv.length === 2) {

console.error(process.argv[l] + ' <url>"')

process.exit(1)

const algorithm = crt.auth.AwsSigningAlgorithm.SigV4;

sigV4Sign('GET', process.argv[2],

httpResponse => {

var headers = {}

for (const sigv4header of httpResponse.headers) {
headers[sigv4header[@]] = sigv4header[1]

'vpc-lattice-svcs', algorithm).then(
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const options = {
hostname: new URL(process.argv[2]).host,
path: new URL(process.argv[2]).pathname,
method: 'GET',
headers: headers

req = https.request(options, res => {
console.log('statusCode:', res.statusCode)
console.log('headers:', res.headers)
res.on('data', d => {

process.stdout.write(d)

1)

)

req.on('error', err => {
console.log('Error:

1)

req.end()

+ err)

const https = require('https')
const crt = require('aws-crt')
const { HttpRequest } = require('aws-crt/dist/native/http')

function sigV4Sign(method, endpoint, service, algorithm) {

const host = new URL(endpoint).host

const request = new HttpRequest(method, endpoint)

request.headers.add('host', host)

// crt.io.enable_logging(crt.io.LoglLevel.INFO)

const config = {
service: service,
region: process.env.AWS_REGION ? process.env.AWS_REGION : 'us-east-1',
algorithm: algorithm,
signature_type: crt.auth.AwsSignatureType.HttpRequestViaHeaders,
signed_body_header: crt.auth.AwsSignedBodyHeaderType.XAmzContentSha256,
signed_body_value: crt.auth.AwsSignedBodyValue.UnsignedPayload,
provider: crt.auth.AwsCredentialsProvider.newDefault()

ro
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return crt.auth.aws_sign_request(request, config)

}

if (process.argv.length === 2) {
console.error(process.argv[l] + ' <url>')
process.exit(1)

}

const algorithm = crt.auth.AwsSigningAlgorithm.SigV4Asymmetric;

sigV4Sign('GET', process.argv[2], 'vpc-lattice-svcs', algorithm).then(
httpResponse => {
var headers = {}

for (const sigv4header of httpResponse.headers) {
headers[sigv4header[@]] = sigv4header[1]

const options = {
hostname: new URL(process.argv[2]).host,
path: new URL(process.argv[2]).pathname,
method: 'GET',
headers: headers

req = https.request(options, res => {
console.log('statusCode:', res.statusCode)
console.log('headers:', res.headers)
res.on('data’', d => {
process.stdout.write(d)

)
D)
req.on('error', err => {
console.log('Error: ' + err)
)
req.end()

ro
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Golang

O] ool MHE GoZ Smithy ZE MAIT7|9F AWS Go ZZ 122 910{2 SDKE AIE5l01 23 MHE 2
Mg xelgLich ol dAMoME Go % 1.21 o4 0| E Lt

SIGv4

package main

import (
"context"
"flag"
"fmt"
"io
"log"
"net/http"
"net/http/httputil”

os
"strings"

"github.com/aws/aws-sdk-go-v2/aws"
"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/smithy-go/aws-http-auth/credentials"”
"github.com/aws/smithy-go/aws-http-auth/sigv4"

v4 "github.com/aws/smithy-go/aws-http-auth/v4"

type nopCloser struct {
io.ReadSeeker

func (nopCloser) Close() error {
return nil

type stringFlag struct {
set  bool
value string

flag.PrintDefaults()
os.Exit(1)

ro
()]
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}

func main() {

flag.Parse()
if lurl.set || !region.set {
Usage()

cfg, err := config.LoadDefaultConfig(context.TODO(),

config.WithClientLogMode(aws.LogSigning))

if err !'= nil {
log.Fatalf("failed to load SDK configuration, %v", err)

if len(os.Args) < 2 {
log.Fatalf("Usage: go run main.go <url>")

// Retrieve credentials from an SDK source, such as the instance profile
sdkCreds, err := cfg.Credentials.Retrieve(context.TODO())
if err !'= nil {

log.Fatalf("Unable to retrieve credentials from SDK, %v", err)

}

creds := credentials.Credentials{
AccessKeyID: sdkCreds.AccessKeyID,
SecretAccessKey: sdkCreds.SecretAccessKey,
SessionToken: sdkCreds.SessionToken,

}

// Add a payload body, which will not be part of the signature calculation
body := nopCloser{strings.NewReader( Example payload body )}

req, _ := http.NewRequest(http.MethodPost, url.value, body)

// Create a sigv4a signer with specific options

signer := sigv4.New(func(o *v4.SignerOptions) {
o.DisableDoublePathEscape = true
// This will add the UNSIGNED-PAYLOAD sha256 header
o.AddPayloadHashHeader = true
o.DisableImplicitPayloadHashing = true

b
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// Perform the signing on req, using the credentials we retrieved from the

err = signer.SignRequest(&sigv4.SignRequestInput{

Request: req,
Credentials: creds,
Service: "vpc-lattice-svcs",
Region: region.String(),
)
if err != nil {
log.Fatalf("%s", err)
}

res, err := httputil.DumpRequest(req, true)
if err != nil {
log.Fatalf("%s", err)
log.Printf("[*] Raw request\n%s\n'", string(res))
log.Printf("[*] Sending request to %s\n", url.value)
resp, err := http.DefaultClient.Do(req)
if err !'= nil {
log.Fatalf("%s", err)
log.Printf("[*] Request sent\n")

log.Printf("[*] Response status code: %d\n", resp.StatusCode)

respBody, err := io.ReadAll(resp.Body)
if err != nil {

log.Fatalf("%s", err)

log.Printf("[*] Response body: \n%s\n", respBody)

package main

ro
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import (
"context"
"flag"
"fmt"

io"
Illogll

"net/http"
"net/http/httputil”
IIOSII

"strings"

"github.com/aws/aws-sdk-go-v2/aws"
"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/smithy-go/aws-http-auth/credentials
"github.com/aws/smithy-go/aws-http-auth/sigv4a"

v4 "github.com/aws/smithy-go/aws-http-auth/v4"

type nopCloser struct {
io.ReadSeeker

func (nopCloser) Close() error {
return nil

type stringFlag struct {

func main() {
flag.Parse()
if lurl.set || !'regionSet.set {
Usage()

cfg, err := config.LoadDefaultConfig(context.TODO(),
config.WithClientLogMode(aws.LogSigning))
if err != nil {
log.Fatalf("failed to load SDK configuration, %v'", err)

if len(os.Args) < 2 {
log.Fatalf("Usage: go run main.go <url>")

ro
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// Retrieve credentials from an SDK source, such as the instance profile
sdkCreds, err := cfg.Credentials.Retrieve(context.TODO())
if err !'= nil {

log.Fatalf("Unable to retrieve credentials from SDK, %v'", err)

}

creds := credentials.Credentials{
AccessKeyID: sdkCreds.AccessKeyID,
SecretAccessKey: sdkCreds.SecretAccessKey,
SessionToken: sdkCreds.SessionToken,

}

// Add a payload body, which will not be part of the signature calculation
body := nopCloser{strings.NewReader( Example payload body )}

req, _ := http.NewRequest(http.MethodPost, url.value, body)

// Create a sigvé4a signer with specific options

signer := sigv4a.New(func(o *v&.SignerOptions) {
o.DisableDoublePathEscape = true
// This will add the UNSIGNED-PAYLOAD sha256 header
o.AddPayloadHashHeader = true
o.DisableImplicitPayloadHashing = true

1)

// Create a slice out of the provided regionset
rs := strings.Split(regionSet.value, ",")

// Perform the signing on req, using the credentials we retrieved from the

SDK

err = signer.SignRequest(&sigv4a.SignRequestInput{
Request: req,
Credentials: creds,
Service: "vpc-lattice-svcs",
RegionSet: rs,

1)

if err !'= nil {
log.Fatalf("%s", err)

}

res, err := httputil.DumpRequest(req, true)

AsE2F 140
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if err !'= nil {
log.Fatalf("%s", err)
log.Printf("[*] Raw request\n%s\n", string(res))
log.Printf("[*] Sending request to %s\n", url.value)
resp, err := http.DefaultClient.Do(req)
if err != nil {
log.Fatalf("%s", err)
log.Printf("[*] Request sent\n")
log.Printf("[*] Response status code: %d\n", resp.StatusCode)
respBody, err := io.ReadAll(resp.Body)

if err !'= nil {
log.Fatalf("%s", err)

log.Printf("[*] Response body: \n%s\n", respBody)

=& - GRPC

O| oMol M= AWS Go ZZ 122 210{& SDKE AF&35H0{ GRPC L&0f| CiEt 2™ MEE &2
L|C}. Ol= GRPC MZ 3t Z|ZX|EZ|Q] o2 MM At2E £ &Lt

package main

import (
"context"
"crypto/tls"
"crypto/x509"

"flag"
"fmt"
"log"
"net/http"
"net/url"

%
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"strings"
"time"

"google.golang.org/grpc"
"google.golang.org/grpc/credentials"

"github.com/aws/aws-sdk-go-v2/aws"
v4 "github.com/aws/aws-sdk-go-v2/aws/signer/v4"
"github.com/aws/aws-sdk-go-v2/config"

ecpb "google.golang.org/grpc/examples/features/proto/echo"

const (
headerContentSha
headerSecurityToken
headerDate = "x-amz-date"
headerAuthorization

"x-amz-content-sha256"

"x-amz-security-token"

"authorization"
"UNSIGNED-PAYLOAD"

unsignedPayload

type SigV4GrpcSigner struct {
service string
region string
credProvider aws.CredentialsProvider
signer *v4.Signer

func NewSigV4GrpcSigner(service string, region string, credProvider
aws.CredentialsProvider) *SigV4GrpcSigner {
signer := v4.NewSigner()
return &SigV4GrpcSigner{
service: service,
region: region,
credProvider: credProvider,
signer: signer,

func (s *SigV4GrpcSigner) GetRequestMetadata(ctx context.Context, uri
(map[string]string, error) {
ri, _ := credentials.RequestInfoFromContext(ctx)
creds, err := s.credProvider.Retrieve(ctx)
if err !'= nil {

...string)

ro
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return nil, fmt.Errorf("failed to load credentials: %w", err)

// The URI we get here is scheme://authority/service/ - for siging we want to

include the RPC name
// But RequestInfoFromContext only has the combined /service/rpc-name - so read the

URI, and
// replace the Path with what we get from RequestInfo.
parsed, err := url.Parse(uri[Q])
if err !'= nil {

return nil, err

}
parsed.Path = ri.Method

// Build a request for the signer.
bodyReader := strings.NewReader("")
req, err := http.NewRequest("POST", uri[@], bodyReader)
if err !'= nil {
return nil, err
}
date := time.Now()
req.Header.Set(headerContentSha, unsignedPayload)
req.Header.Set(headerDate, date.String())
if creds.SessionToken != "" {
req.Header.Set(headerSecurityToken, creds.SessionToken)
}
// The signer wants this as //authority/path

// So get this by triming off the scheme and the colon before the first slash.

req.URL.Opaque = strings.TrimPrefix(parsed.String(), parsed.Scheme+":")

err = s.signer.SignHTTP(context.Background(), creds, req, unsignedPayload,

s.service, s.region, date)

if err !'= nil {
return nil, fmt.Errorf("failed to sign request: %w'", err)

// Pull the relevant headers out of the signer, and return them to get
// included in the request we make.
reqHeaders := map[string]string{
headerContentSha: req.Header.Get(headerContentSha),
headerDate: req.Header.Get(headerDate),
headerAuthorization: req.Header.Get(headerAuthorization),
}
if req.Header.Get(headerSecurityToken) != "" {

ro
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reqHeaders[headerSecurityToken] = req.Header.Get(headerSecurityToken)

return reqHeaders, nil

func (c *SigV4GrpcSigner) RequireTransportSecurity() bool {
return true

var addr = flag.String("addr", "some-lattice-service:443", "the address to connect to")
var region = flag.String("region", "us-west-2", "region")

func callUnaryEcho(client ecpb.EchoClient, message string) {

ctx, cancel := context.WithTimeout(context.Background(), 1@*time.Second)
defer cancel()

resp, err := client.UnaryEcho(ctx, &ecpb.EchoRequest{Message: message})
if err != nil {

log.Fatalf("client.UnaryEcho(_) = _, %v: ", err)
}

fmt.Println("UnaryEcho: ", resp.Message)

func main() {
flag.Parse()
cfg, err := config.LoadDefaultConfig(context.TODO(),
config.WithClientLogMode(aws.LogSigning))
if err != nil {
log.Fatalf("failed to load SDK configuration, %v'", err)

pool, _ := x509.SystemCertPool()
tlsConfig := &tls.Config{
RootCAs: pool,

authority, _, _ := strings.Cut(*addr, ":") // Remove the port from the addr
opts := []grpc.DialOption{
grpc.WithTransportCredentials(credentials.NewTLS(tlsConfig)),

// Lattice needs both the Authority to be set (without a port), and the SigV4
signer
grpc.WithAuthority(authority),

ro
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grpc.WithPerRPCCredentials(NewSigV4GrpcSigner("vpc-lattice-sves", *region,
cfg.Credentials)),

}
conn, err := grpc.Dial(*addr, opts...)
if err !'= nil {
log.Fatalf("did not connect: %v", err)
}
defer conn.Close()
rgc := ecpb.NewEchoClient(conn)

callUnaryEcho(rgc, "hello world")
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"encryptionContextEquals": {

"aws:acm:arn": "arn:aws:acm:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",

"aws:vpc-lattice:arn": "arn:aws:vpc-lattice:us-west-2:111122223333:service/
svc-0b23c1234567890ab"

}
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"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
" "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"userName": "Alice"

arn :

I

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-02-06T23:30:50Z7",
"mfaAuthenticated": "false"

.

"invokedBy": "acm.amazonaws.com"
.
"eventTime": "2023-02-07T00:07:18Z2",
"eventSource": "kms.amazonaws.com",

"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "acm.amazonaws.com",
"userAgent": "acm.amazonaws.com",

"requestParameters": {

"granteePrincipal": "tlsconnectionmanager.amazonaws.com",
"keyId": "1234abcd-12ab-34cd-56ef-1234567890ab",
"operations": [

"Decrypt"
1,

"constraints": {
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"encryptionContextEquals": {

"aws:acm:arn": "arn:aws:acm:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"aws:vpc-lattice:arn": "arn:aws:vpc-lattice:us-
west-2:111122223333:service/svc-0b23c1234567890ab"
}
},
"retiringPrincipal": "acm.us-west-2.amazonaws.com"

}I

"responseElements": {
"grantId": "f020fe75197b93991dc8491d6f19dd3cebb24ee62277a05914386724f3d48758",

"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

iy
"requestID": "bal78361-8ab6-4bdd-9aa2-0dlas4b2974a",

"eventID": "8d449963-1120-4d0c-9479-f76dellce609",

"readOnly": false,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"recipientAccountId": "111122223333",

"eventCategory": "Management"
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OlA O+ ListGrants WHE ALE35tod ZE HEt 040 M FWEE AWS CLI = QlFfLct

aws kms list-grants —key-id your-kms-key-id
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{
"Grants": [
{
"Operations": [
"Decrypt"
1,
"KeyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"Name": "IssuedThroughACM",
"RetiringPrincipal": "acm.us-west-2.amazonaws.com",
"GranteePrincipal": "tlsconnectionmanager.amazonaws.com",
"GrantId":
"f020fe75197b93991dc8491d6f19dd3cebb24ee62277a05914386724f3d48758",
"IssuingAccount": "arn:aws:iam::111122223333:root",
"CreationDate": "2023-02-06T23:30:50Z2",
"Constraints": {
"encryptionContextEquals": {
"aws:acm:arn": "arn:aws:acm:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"aws:vpc-lattice:arn": "arn:aws:vpc-lattice:us-
west-2:111122223333:service/svc-0b23c1234567890ab"
}
}
}
]
}
@| ListGrants O Mo M IR 04kt EoF == TLS Connection ManagerO| T 2335} ZAHAEO|=

VPC Lattice A{H|A ARNO| /& L|LC}.
Decrypt

VPC Lattice= VPC Lattice MH|AO|M TLS HZAE MB35t7| 26 TLS @34 & ElXIE AHE 5o =2t
O|&! 7|8 SH= 3= Decrypt 2 S EFLICE CloudTrail O|HE 7|8, &3 iS50 M Decrypt &
U o|HER 2 £ Q&LICt.

AN EH

Ct2 2 Decrypt &40l CHEF CloudTrail O[HE 7|5 2| of Al O|HIE B2 =QIL|C}

"eventVersion": "1.08",
"userIdentity": {
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"type": "AWSService",

"invokedBy": "tlsconnectionmanager.amazonaws.com"
1,
"eventTime": "2023-02-07T00:07:23Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-west-2",
"sourceIPAddress": "tlsconnectionmanager.amazonaws.com",
"userAgent": "tlsconnectionmanager.amazonaws.com",

"requestParameters": {
"encryptionContext": {

"aws:acm:arn": "arn:aws:acm:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"aws:vpc-lattice:arn": "arn:aws:vpc-lattice:us-west-2:111122223333:service/
svc-0b23¢c1234567890@ab"
.

"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
1,

"responseElements": null,
"requestID": "12345126-30d5-4b28-98b9-9153da559963",

"eventID": "abcde2@2-bala-467c-b4ba-f729d45ae521",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "abcde2@2-bala-467c-b4ba-f729d45ae521",
"eventCategory": '"Management"

Amazon VPC Lattice& |dentity and Access Management

CtZ MM M= VPC Lattice API 22 =3e = U= AL XHE A|015104 AWS Identity and Access
Management (IAM)E AF83104 VPC Lattice EIAAE B35 5= WH{e MHEELICH

|

Identity and Access Management
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VPC Lattice0ll CHEF A2 H 7|g8H |IAM H 2

ID 7|8t 2 X3 o

D 7I8h M2 1AM AHS A, AFS R 18 EE ST 22 IDo| HZE 4 /= JSON Mt HAM 2
QLICH. Ol2f# HMES AL R B AEO| OfiH ZlAAL} Of FZHOIA Off TS £3E 4+ x|
S MOIZLICH A2 BF 7|U HAMS MAlsts WHS LohEE{E IAM ALS ATAMoIM 12 BalE
Mo 2 ALSR XIS IAM HEt HolE HEFHMS.

S5t S EILL HREIE ST BlAAE ObLIEH 50| HSE|HLE HE
UBLICH ID 7[8h HROIME SISAI7E 47 ALS A EE HHOf MBEDE
O

SON HHo| M AtEstE EE 2401 CHal ot AM AHE D

HL
[

2l 7|8 HA2 0| 2|AA0f @S JSON A EMAULCt AWS 2las 7|E HHME X|HetE
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Nofg = U&LICH HAOo| A E 2lAA0 B MAe x|HE °IE*X+ PSS 2lAAQF O ZZo]
M o{iH X ig £3E £ UEKIE HolgLICH 2lAA 7|8 HAHo| M KEFRFE K| 8l oF &FLCt.
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XS X|HEL|Ct AIAMEH LI 215
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EIE| 28 DS AT SHAA

Po
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VPC Lattice0l| CHEF 2424 =

IAM H2 Aol = IAME X|§stE ZE MHIAL| ZE API XY E X[EE & /U&LICH
VPC Lattice@| B2 API Q| vpc-lattice: 0 CHS HFALE AFREILICE o E
01, vpc-lattice:CreateService, vpc-lattice:CreateTargetGroup % vpc-
lattice:PutAuthPolicy®lL|C}.

BEE otLtol ofd A3 E X|Hste{H Chsnt 20| 2= FEELICH
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"Action": [ "vpc-lattice:actionl", "vpc-lattice:action2" ]
AUEFIEE ArE5t0] 04 U2 X|HE = UA&LICE 0| & S0{ CHZ 2t Z 0| 0|F 0| Get2E Al
AE|E 2E AYE XHE = AaLct

"Action": "vpc-lattice:Get*"
VPC Lattice API 2] S8 EH2{™H MH|A HE £ 04 X0l Amazon VPC Lattice 0| A 24 0|8t &f
U2 FxstML
VPC LatticeE I8t H& 2[AaA
A gIAA KB of
IAM E2 T 20{M Resource R4 BYEO0| LR E stLE 0l¢f o ZiX|E XIHELIC} VPC Lattice
Ol AR ZI IAM HME2 ARNS AF235t04 X|HE 2lAaA0l MEELICH
53 Amazon 2|24 O|F(ARN) A2 Ela20f Mat CHELICH ARNS MBS Y M #### MAEE 2|
AAEH MEZ HEL|CH

CHAMIA 211 T 5

"Resource": "arn:aws:vpc-lattice:region:account-id:accesslogsubscription/access-1og-
subscription-id"

e B|ALA:

"Resource": "arn:aws:vpc-lattice:region:account-id:service/service-id/
listener/listener-id"

-« ZlAA HO|EH O]

"Resource": "arn:aws:vpc-lattice:region:account-id:resourcegateway/resource-gateway-
id"

- Blaa 7Y

"Resource": "arn:aws:vpc-lattice:region:account-id:resourceconfiguration/resource-
configuration-id"

g

. 7
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"Resource": "arn:aws:vpc-lattice:region:account-id:service/service-id/
listener/listener-id/rule/rule-id"

« MH|A:

"Resource": "arn:aws:vpc-lattice:region:account-id:service/service-id"

. MHIA HES3:

"Resource": "arn:aws:vpc-lattice:region:account-id:servicenetwork/service-network-id"

« MHIA HEQIT MH[A AZE:

"Resource": "arn:aws:vpc-lattice:region:account-
id:servicenetworkserviceassociation/service-network-service-association-id"

o MHIA HEQT 2|AA 7 A4

"Resource": "arn:aws:vpc-lattice:region:account-
id:servicenetworkresourceassociation/service-network-resource-association-id"

« MH|A HER3 VPC ¢14:

"Resource": "arn:aws:vpc-lattice:region:account-
id:servicenetworkvpcassociation/service-network-vpc-association-id"

- iy O E:

"Resource": "arn:aws:vpc-lattice:region:account-id:targetgroup/target-group-id"
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CreateResourceConfiguration

* vpc-lattice:CreateResourceConfiguration

* ec2:DescribeSubnets

* rds:DescribeDBInstances

« rds:DescribeDBClusters
CreateResourceGateway

* vpc-lattice:CreateResourceGateway

* ec2:AssignPrivatelpAddresses
* ec2:AssignIpv6Addresses
* ec2:CreateNetworkInterface
* ec2:CreateNetworkInterfacePermission
* ec2:DeleteNetworkInterface
» ec2:DescribeNetworkInterfaces
* ec2:DescribeSecurityGroups
* ec2:DescribeSubnets
DeleteResourceGateway

* vpc-lattice:DeleteResourceGateway

e ec2:DeleteNetworkInterface
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UpdateResourceGateway

« vpc-lattice:UpdateResourceGateway

* ec2:AssignPrivatelpAddresses

* ec2:AssignIpv6Addresses

* ec2:UnassignPrivatelIpAddresses

* ec2:CreateNetworkInterface

* ec2:CreateNetworkInterfacePermission

* ec2:DeleteNetworkInterface

* ec2:DescribeNetworkInterfaces

* ec2:DescribeSecurityGroups

* ec2:DescribeSubnets

* ec2:ModifyNetworkInterfaceAttribute
CreateServiceNetworkResourceAssociation

* vpc-lattice:CreateServiceNetworkResourceAssociation

* ec2:AssignIpv6Addresses

* ec2:CreateNetworkInterface

* ec2:CreateNetworkInterfacePermission

* ec2:DescribeNetworkInterfaces
CreateServiceNetworkVpcAssociation

* vpc-lattice:CreateServiceNetworkVpcAssociation

* ec2:DescribeVpcs

« ec2:DescribeSecurityGroups(£22 I E0| NS E ZB0EF 2Q)
UpdateServiceNetworkVpcAssociation

* vpc-lattice:UpdateServiceNetworkVpcAssociation

« ec2:DescribeSecurityGroups(22 I E0| NS E ZE0EF 2Q)
CreateTargetGroup

« vpc-lattice:CreateTargetGroup

* ec2:DescribeVpcs
RegisterTargets

 vpc-lattice:RegisterTargets

API Bt
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* ec2:DescribelInstances(CH& & R0 INSTANCER! Z0Et EHR)
- ec2:DescribeVpcs(CH4 18 REO0| INSTANCE = IPQ ZHRof et 2e)
* ec2:DescribeSubnets(CHY & 70| INSTANCE = IPQ Z<0i EQ)
* lambda:GetFunction(CHd & 70| LAMBDAQ! Z0Et HR)
* lambda:AddPermission(CHat 2 &0i| X|HE Lambda &8 S EF TEH0| ot & gl B0
o ER)
DeregisterTargets
 vpc-lattice:DeregisterTargets
CreateAccessLogSubscription
* vpc-lattice:CreateAccesslLogSubscription
* logs:GetLogDelivery
* logs:CreatelLogDelivery
DeleteAccessLogSubscription
 vpc-lattice:DeleteAccesslLogSubscription
* logs:DeletelLogDelivery
UpdateAccesslLogSubscription
* vpc-lattice:UpdateAccesslLogSubscription

* logs:UpdatelLogDelivery
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grolgtL|C} IAM Access Analyzer= 1007l O 4
0 OtMGt D 7|S™MQl Mg T MY T s&LICH AHAIEH LIS

Analyzero M HE HE S FX5HM L.

« CIE QIB(MFA) 22 -0iM IAM AF8AL EEE= FE ALK ER 8 AlLIEIR7F s B F71 2ot
23 MFAE AWS HHEZELICH APl 2 g & =H A
7FEFLICE REMIEE LHE 2 IAM AP MAHAM O MFAE S5 20 APl HAMAE R ZFHAML.
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IAMS| 289 Atzd[of CHEF REMIEH LHE 2 IAM AL A-EMO| IAMO| 2ot 2 ALE|E & ZFHAMIL.
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M| HML0f EHB F

4010k BfLICH =S E
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o &7t HEhol R
o 23 E[X| ef&LICH

VPCLatticeFullAccess
of @445l VPCLatticeFullAccess &2|¥

CtS HHg g
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"firehose:TagDeliveryStream

"lambda:AddPermission",
"s3:PutBucketPolicy"

15
"Resource": "*"

{
"Effect": "Allow",

"Action": [
"logs:PutResourcePolicy"

1,
"Resource": "*"

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": [
vpc-lattice.amazonaws.com

’

{
"Effect": "Allow",

"Action": [
"iam:AttachRolePolicy",

"iam:PutRolePolicy"

15
"Resource": "arn:aws:iam:

lattice.amazonaws.com/AWSServiceRoleForVpcLattice"

}I

VPC Lattice7} E&HEl CIE2 AWS MH|AQ} A&l VPC Lattice 7|5 NEZES A2
CHE|RF Het ol AZE|0|M 2|E] w204 o|2{8!

SA40 27 AtESH Ok ErLCH.

:*:role/aws-service-role/vpc-
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{

"Effect": "Allow",
"Action": [
"iam:AttachRolePolicy",
"iam:PutRolePolicy"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/
delivery.logs.amazonaws.com/AWSServiceRoleForLogDelivery*"

}

IR

Ct

rlo
Ojo

oz

rlo

F7h HEtg MSgct

iam:AttachRolePolicy: X|HE #HEIE HAE X|HE IAM &0 (A5 =5 S Lct

« iam:PutRolePolicy: X|H&E IAM J&rof ZgfEl 2l
&S ELict.

* s3:PutBucketPolicy: Amazon S3 H{Z!of H

A
- firehose:TagDeliveryStream: Firehose ™1&
grLCt.

VPC Lattice0ll CHEF A} & 7|dt 22 0| Al

|

« OfX| A MH|A HIE 30 CHEH vPC 912 2|

.+ O/F) BA: MHIA ESIT 0l CHEE MHIA 917 A4

L

x4
o
x4
o
« OfA| A g|AA0 EjT F7}
x4
o

o O A M&H: MH|A Q173 odsh MA

. = O

of| M| H=: MH|A HEQ/Z0i CHSH vPC 914 ZE|

CtE o Al= o] HAo| AL X0 H MH|A HES|Z 0 CHEF VPC HAE Y, UOI0IE, AXME +
£ HErE Foists XM EoiFLICE B, ol X|HE VPC MH|A HERZ o SHEfLich =
7| X|Hol it REAE L8 2 VPC Latticedl| AFSEl= A 274 7| MME XA L.

ol
XA
74

—

"Version": "2012-10-17",
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"Statement": [
{

"Effect": "Allow",

"Action": [
"vpc-lattice:CreateServiceNetworkVpcAssociation",
"vpc-lattice:UpdateServiceNetworkVpcAssociation",
"vpc-lattice:DeleteServiceNetworkVpcAssociation"

1,

"Resource": [

nan
1,
"Condition": {
"StringEquals": {
"vpc-lattice:ServiceNetworkArn": "arn:aws:vpc-lattice:us-
west-2:123456789012:servicenetwork/sn-903004f88example",
"vpc-lattice:VpcId": "vpc-la2b3c4d"

}
}
}
1

}
Oof| K| Z2H: MHH|A HEZ 0| CHEE MH|A 9473 AiAd
A7 7|2 A&3H04 VPC Lattice 2lAA0] CHEF HMAE M045HK| &b = B Resource 240 2|
A 0| ARN2 X|H5t0q CHAl HMAE Mo{E &= U&LICEH
CS ol AlE O| Z4=H0| ALK} 7} CreateServiceNetworkServiceAssociation API 2240i Al
g £ e MH|A & MH|A HERT S| ARNE X|H5H0{ MH|A 1S MH|A HERIZE MEHste
MAMZ Ho{ELICH ARN Z/2 X|Hst= wof ChEh REMIEH LHE 2 VPC LatticeE I8 HA 2|AA
MM 2 XSHMIR2.

{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"vpc-lattice:CreateServiceNetworkServiceAssociation"
1,

"Resource": [
"arn:aws:vpc-lattice:us-
west-2:123456789012:servicenetworkserviceassociation/*",
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"arn:aws:vpc-lattice:us-west-2:123456789012:sexvice/svc-04d5cc9b88example",
"arn:aws:vpc-lattice:us-west-2:123456789012:servicenetwork/
sn-903004f88example"
]

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"vpc-lattice:TagResource"
P
"Resource": "arn:aws:vpc-lattice:us-west-2:123456789012:%/*"
}
]
}

ofl M| Z4%H: MH|A 947 5t AMA

VPC Latticed|=2| AF& X7+ VPC Lattice EIAAE #S HHE M MH|A @142 A& 2 AWS AY A
ME = U= TEto| He Lok MH|A 44 &0l ot & EXNSHR| 22 VPC Lattice | M aie
g2 A-Hol| MdgLct MH|A HAE U2 AISKHE CHAISI{ THEE S 88 =+

AWS MH|A of HEHE FoqgfLct. XEMIEH LH& 2 the A Q474

SES JSPNI-S

zO

/= £ VPC Lattice
iE Al EHHE

()]
D
(@]
—
@]
>
(@]
O
)
o
x
o

odst XI5 MAO| AHZ5tE{™H AL XH7F iam:CreateServicelLinkedRole ZQ1o] CHEE HEHE ER

"Action": "iam:CreateServicelLinkedRole"

CHE O Al Of FA40] AR RHoI7 VPC LatticeOll CHEF MHIA 47 Of8r S MAE 4 Qe Mtg &
ofsts T HoIFLIC
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iam:CreateServicelinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/vpc-lattice.amazonaws.com/

AwWSServiceRoleForVpclLattice",
"Condition": {
"StringlLike": {
"iam:AWSServiceName":"vpc-lattice.amazonaws.com"

}

REMIEE LIS 2 IAM AHE B ALl MH|A AZ g HErg & EstMlR.

Amazon VPC Lattice0ll HH|A Q143 L& AL

Amazon VPC LatticeE AEXHE CHilsto CHEE S MH|A of MH[A 2
A dg S ASELICH REMEH LIS 2 IAM ALE B M L| MH[A 944 Her S A XFIM L.

VPC LatticeE e MHIA 72 A& 2 AL §HLICFAWSServiceRoleForVpclLattice.
VPC Lattice@| MH|A @473 odgt Hst
AWSServiceRoleForVpcLattice AH|A @173 &dgr2 CtF MH|AE 412|510 A S eIt

 vpc-lattice.amazonaws.com

PC Lattice7} AWS/

AWSVpcLatticeServiceRolePolicy2t= 0| 0| X|HE & e M2 v
g R SELICH XHMEH LHE 2 7l
W

VpcLattice HKIAH O[AO0] CloudWatch X|EE H|Al
& M= & X AWSVpcLatticeServiceRolePolicy 2| MME & X 51A|

IAM UE{E|(ALS R 18, 918 S)7h MHIA Y3 HHS WA BRSALL AXE & UTS Wt
T8 4 QaLich XIMEH LIS the section called “Of & B2: AH|A 017 048 Mad prelg &

MH|A A dg AL 166


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create-service-linked-role.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSVpcLatticeServiceRolePolicy.html

Amazon VPC Lattice INT=IY A To] =]

VPC Lattice0ll CHEF MH|A 044 & MY

MH|A Bl 48t £ 502 AMAISH

ME Ze 7t & LICH AWS Management Console AWS CLI, &&=
AWS APIO| A VPC Lattice 2| AAS M5

M VPC Lattice7} MH|A 914 &g MdELICH

O] MH|A 944 A& S AMXIFHCE 7 CHA| A3l ok 3t AR SYUSH T2 MAE AFE 5104 74| 10{| A &
& LICE VPC Lattice ZIAAE MASIH VPC Lattice0ll A AMH|A 247 48|
CHA| MM EILICEH

VPC Lattice0l| CHEF MH|A @44 48 HE
IAME AL 3504 AWSServiceRoleForVpcLattice2| AHE TRIE &= UELICH AHAIE LIS 2 IAM At
2 MEMO| MH|A @172 odeh MO THEIZ2 R XML

VPC Lattice0ll CHEF AMH|A 473 45t AbK||

Amazon VPC LatticeE [ O|& AFSE Z 27t giCt™M AWSServiceRoleForVpcLatticeE A A5t A
ol Z&Lct.

I.

rot
ot

O MH|A 2474 &2 AWS HHHM 2E VPC Lattice AZEE 4K o2k A+~ U&LICH

IAM 2£ AWS CLI, EE= AWS APIE A8 35104 AWSServiceRoleForVpcLattice AH|A 9173 2482 4f
MELICH RtAE LI 2 IAM AFE AEAMO| MH|A 42 HFE AKX E B ZStML.

MH|A 44 AE S AKIEH & AWS A0 A VPC Lattice 2IAAE 44 8tH VPC Lattice0l M & 0|
CHAl &Lt

VPC Lattice AMH|A 2472 2d&tof CHsH X|HElE 2|1
VPC Lattice0l M= MHIAE AFRE 2 Ql= BE MM AH|A 947 o4&t Al S x| EtLICE.
AWS Amazon VPC Lattice0l CH8t 22| ZJ=H

S2 MY YHMALICH AWS. AWS ZHEI™ HAM2 AL
T LRl AE Ab2flof| CHEH HEtE MSEH S

AWS ZHEIH HMS 2E AWS TZH0| A8 E £ S0 2 ST A Aol Cisl 2|4 M3t Mt &
Of5HX| 252 4 UBLICH A Atzllol TR T2 Bl HAS Holstod MEte Folk W0l B4
LICH
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AWS 2|8 HHol HolEl Het2 HEg + &Lt 71 #hElE Aol HolE HetE AWS | o]

Est= AWS 42 4HI0|E ZHo| AZE E% Hot = x4 %‘E‘S‘(MRXP a5 2 dgE)ol I
2 O|ZLICH AWS AWS A = M7F A%

AWS ZEld g ‘?:.HIOIE%EF 7t5°40| %'%%L—IEL

KMIEH LHE 2 IAM AFR MEAMO| AWS 2|3 HAE XM .

AWS 22|38 Z=H: VPCLatticeFullAccess

H2 Amazon VPC LatticeOfl CHEt TR M| A et CHE FE MU|A0f CHE AEHE! HAM|A FH
M3gELCt ol HiMol= Cte2 &g TMeto| Z& (o] /U&LIC.

« ACM - AFE X XI'd =H|Q! O|F0fl CHEF SSL/TLS 215 A ARNS A1
« CloudWatch - HMA 230 2LIEZ C|O|HE & lghL|Ct.

« CloudWatch Logs — CloudWatch Logs0ll A 23 & MMt 0 MEELICH

« Amazon EC2 - HES{3 QIE{HO|AE T35t EC2 QIAEA 2l VPCsOf CHEF HEE ZHAMEL|
Ct. 2laa 7, 2lAA HOo|EH o] L CHY I8 M5t VPC Lattice QIEE| A S #4835t
CHA S SE56t= ol AF=2ElLCE

» Elastic Load Balancing — Application Load Balancer0l CiEt HE & ZAMSto{ CHA S 2 SSELICH

« Firehose - HMA 2O E K‘l’é*%FE Ol ALl ME AERC

 Lambda - Lambda & 0 CHEF HEE M504 EHé!Q =

« Amazon RDS - RDS 2Z{AE 3 QIAE A CHet WEE AMEL|CH
G

« Amazon S3 - HMA 2O E XHE S O ArHEEl= S3 HZ!| CHEE HEE AMELCE

nov
T
]

O M=Ho| Het2 Himd AWS Z2|3 M2 X oM VPCLatticeFullAccessE X 5HMIL.

VPC Lattice7} S &€& CHE AWS MH|AQF A VPC Lattice 715 MEZS AIE5t2{H E

o F7} Hsto| lofof gLict E5El CHEIRF T8 ol AZE|0|M (& FEoi o|g{8t HEt2
VPCLatticeFullAccess #2I& H&ol & £|X| et&L|CtH REAIEE LHE 2 Al MM A0 E 25
F7F HE EHHE HESHAAIR.

AWS # 2|8 H3: VPCLatticeReadOnlyAccess

0| H=#2 Amazon VPC Lattice0ll CHEt 217| & HMA Mt 7|EF & MH|A0 CHEE X[EHE A
A Hehg NS L ol Mol OhE2 &g Mol 2o U&LICH.

« ACM - AF2 X} K| TH Q! O|&0f CHEF SSL/TLS 215 A ARNS A4 EFL|C}.
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« CloudWatch — HMA 239 ZLIE{R! C|O|E{E & Qlg Lt

+ CloudWatch Logs — HMA 27 F=0f Cigt 20 & HEE = QIFLICEH

« Amazon EC2 - EC2 QIAEIA L VPCO| CHEt MEE HMsto{ e OE 2 MYstn a2 S5F
L|C}.
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- Amazon RDS - RDS 2AE] Ll OIAEIAN| CHEF MEE ZAMEHL|C}
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24 AWS 22|38 A 2P X of| M VPClLatticeServicesInvokeAccess= & = 5HA|

AWS 22| 2 AWSVpcLatticeServiceRolePolicy

A2 AWSServiceRoleForVpcLattice O|2t= AMH|A 24 J&hof @1ZE[04 VPC Lattice7t AFE Rt
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(AWS PrivateLink)

QE{H0|A VPC A= ZQIEE 4 ﬁ i VPC2 Amazon VPC Lattice Ztol Z2t0[|8! edds Mg
£ A&LICH QEHo|A A=EZQIEE QB! HO|ELOJAWS PrivateLink, NAT C|HFO[A, VPN @4Z
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ZF OIE{H|0|A = ZQIE= MEYIo|AM 5L O|Ato| HIE QT CIE|H|0|AZ E34=L|C}.

CIE{H|O|A VPC AIEXZQIEOf CHEF 2 AME

VPC Lattice0| CHE QIE{H|0|A VPC A= ZQIEE AXI5}t7| Ao AWS PrivateLink 7FO|E Q|2 AWS
MH|A E8F HA|AZE AWS PrivateLink ZZE 8H0F gfL|C}.

VPC Lattice= VPCO|A 2 & API 2 dof Cigt =& =~ S K| efLCh

VPC Lattice0| CHEF QIE{H|0|A VPC A EZQIE A

Amazon VPC & K& AWS Command Line Interface ()& A& 304 VPC Lattice A{H|A 0| CHEF VPC
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https://aws.amazon.com/privatelink/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
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https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://console.aws.amazon.com/cloudwatch/
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/cloudwatch/list-metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_concepts.html#Namespace
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_concepts.html#Namespace
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"vpc-lattice:CreateAccessLogSubscription”,
"vpc-lattice:GetAccessLogSubscription",
"vpc-lattice:UpdateAccessLogSubscription”,
"vpc-lattice:DeleteAccessLogSubscription",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-CWL
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-CWL
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#ViewingLogData
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-S3
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-Firehose
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-Firehose
https://docs.aws.amazon.com/streams/latest/dev/monitoring.html
https://console.aws.amazon.com/vpc/
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/vpc-lattice/create-access-log-subscription.html
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https://grpc.github.io/grpc/core/md_doc_statuscodes.html
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"targetGroupArn": "arn:aws:vpc-lattice:us-west-2:123456789012:targetgroup/

tg-la2b3cad",
"tlsVersion": "-",
"userAgent": "-",
"serverNameIndication": "

’

"destinationVpcId": "vpc-0Qabcdefl1234567890",
"sourcelpPort": "178.0.181.150:80",
"targetIpPort": "131.31.44.176:80",
"serviceArn": "arn:aws:vpc-lattice:us-west-2:123456789012:service/svc-1a2b3cad",
"sourceVpcId": "vpc-0@abcdefl1234567890",
"requestPath": "/billing",

"startTime": "2023-07-28T20:48:45Z2",

"protocol": "HTTP/1.1",
"responseCode": 200,
"bytesReceived": 42,
"bytesSent": 42,
"duration": 375,
"requestToTargetDuration"

1,

"responseFromTargetDuration": 1,

"grpcResponseCode": 1
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ionArn A i
protocol 2laA FH SAlet= ol A EAHE

gels z2E 29Ut Hxy
tcp 2t X4 E LICH.
sourcelpPort HAAE ARt AAO|IP FA ip:i##
9l T EQ|L|C}.
destinationIpPort QIZO| ARt E IP FA U ZE  ip:##
ILICH SN-E/SN-A2] |P7+ =
L|Ct.
gatewayIpPort 2lAA HO|EQO|7} El&A0  ip:##
HMASHE O AFESIE IP F
A al ZEQLCE.
resourcelpPort SAASIPFEA U EERL|  ip##
Ct.
o4l |
CtE& 23 &= of A|LCt.
{
"eventTimestamp": "2024-12-02T10:10:10.1237",
"serviceNetworkArn": "arn:aws:vpc-lattice:us-west-2:1234567890:servicenetwork/
sn-1a2b3c4d",
"serviceNetworkResourceAssociationId": "snra-la2b3c4d",
"vpcEndpointId": "vpce-0la2b3c4d",
"sourceVpcArn": "arn:aws:ec2:us-west-2:1234567890:vpc/vpc-01la2b3cad”,
"resourceConfigurationArn": "arn:aws:vpc-lattice:us-
west-2:0987654321 : resourceconfiguration/rcfg-01la2b3c4d",
"protocol": "tcp",
"sourcelIpPort": "172.31.23.56:44076",
"destinationIpPort": "172.31.31.226:80",
"gatewayIpPort": "10.0.28.57:49288",
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"resourcelpPort": "10.0.18.190:80"
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CHS ol Kol M= CreateService 2 40]l CHEt CloudTrail O|HEE EHo{&LIC}.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "abcdef01234567890",
"arn": "arn:abcdef@1234567890",
"accountId": "abcdef01234567890",
"accessKeyId": "abcdef@1234567890",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "abcdef01234567890",
"arn": "arn:abcdef@1234567890",
"accountId": "abcdef@1234567890",
"userName": "abcdef01234567890"
},
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"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-08-16T03:34:547",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2022-08-16T03:36:127",
"eventSource": "vpc-lattice.amazonaws.com",
"eventName": "CreateService",
"awsRegion": "us-west-2",

"sourceIPAddress": "abcdef01234567890",
"userAgent": "abcdef01234567890",
"requestParameters": {

"name": "rates-service"
I
"responseElements": {
"name": "rates-service",
"id": "abcdef01234567890",
"arn": "arn:abcdef@1234567890",
"status": "CREATE_IN_PROGRESS"
I

"requestID": "abcdef©01234567890",
"eventID": "abcdef@1234567890",
"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "abcdef01234567890",
"eventCategory": "Management"

C oMol M= DeleteService 2401l CHEF CloudTrail O|HEE E0{EL|CI.

"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalId": "abcdef@1234567890",
"arn": "arn:ABCXYZ123456",
"accountId": "abcdef@1234567890",
"accessKeyId": "abcdef©1234567890",
"sessionContext": {

"sessionIssuer": {
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"type": "Role",
"principalId": "abcdef@1234567890",
"accountId": "abcdef01234567890",
"userName": "Admin"

I

"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-10-27T17:42:36Z",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2022-10-27T17:56:41Z",
"eventSource": "vpc-lattice.amazonaws.com",
"eventName": "DeleteService",
"awsRegion": "us-east-1",

"sourceIPAddress": "72.21.198.64",
"userAgent": "abcdef01234567890",
"requestParameters": {
"serviceldentifier": "abcdef©1234567890"
I
"responseElements": {
"name": "test",
"id": "abcdef01234567890",
"arn": "arn:abcdef@1234567890",
"status": "DELETE_IN_PROGRESS"
I
"requestID": "abcdef01234567890",
"eventID": "abcdef@1234567890",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "abcdef01234567890",
"eventCategory": '"Management"

m

CloudTrail tllZE 2

contentsE & X 5HA|

Fo T,

arn": "arn:aws:iam::AIDACKCEVSQ6C2EXAMPLE:role/Admin",

Al X of CHEF AFM|EF L& 2 AWS CloudTrail A
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