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Empty policy store

Hl HM AE0{z A7|0F Q0| HME[EE HAo| ASE[X| A&LICH HAH ¢§o10
O|Eof CHEt XEM|BH LHE 2 Amazon Verified Permissions 242 AE0{ A7 |OFE

M AE 00 HA Mol CHEF AEMIBH LHE 2 Amazon Verified Permissions 2% 2= M4 ol
!

Amazon Verified Permissions B/ Z 2! 0172 M= MM Z A XML,

AWS CLI
AWS CLIE At&3tod Bl HH AE0{E HstcdH

create-policy-store 2 UZ AI&3501 HH AE0{E MY = UA&LICH

E ME25l0{ MM 5= MR AE0{ AWS CLI = H|o{ Q)& L|Ct.

$ aws verifiedpermissions create-policy-store \
--validation-settings "mode=STRICT"
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111",
"createdDate": "2023-05-16T17:41:29.103459+00:00",
"lastUpdatedDate": "2023-05-16T17:41:29.103459+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_CreatePolicyStore.html
https://github.com/awslabs/aws-sdk-rust
https://docs.rs/aws-sdk-verifiedpermissions/latest/aws_sdk_verifiedpermissions/
https://aws.amazon.com/cli/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-quickstart.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-profiles.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-profiles.html
https://www.rust-lang.org/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/welcome.html
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use std::time::Duration;
use std::thread::sleep;
use aws_config::BehaviorVersion;
use aws_sdk_verifiedpermissions::Client;
use aws_sdk_verifiedpermissions::{
operation::{
create_policy::CreatePolicyOQutput,
create_policy_store::CreatePolicyStoreOutput,
is_authorized: :IsAuthorizedOutput,
put_schema: :PutSchemalOutput,
.
types::{
ActionIdentifier, EntityIdentifier, PolicyDefinition, SchemaDefinition,
StaticPolicyDefinition, ValidationSettings
.
};

//Function that creates a policy store in the client that's passed
async fn create_policy_store(client: &Client, valid_settings: &ValidationSettings)-
> CreatePolicyStoreOutput {
let policy_store =
client.create_policy_store().validation_settings(valid_settings.clone()).send().await;
return policy_store.unwrap();

//Function that adds a schema to the policy store in the client
async fn put_schema(client: &Client, ps_id: &str, schema: &str) -> PutSchemaOutput
{
let schema =
client.put_schema().definition(SchemaDefinition: :CedarJson(schema.to_string())).policy_stc
return schema.unwrap();

//Function that creates a policy in the policy store in the client
async fn create_policy(client: &Client, ps_id: &str,
policy_definition:&PolicyDefinition) -> CreatePolicyOutput {
let create_policy =
client.create_policy().definition(policy_definition.clone()).policy_store_id(ps_id).send()
return create_policy.unwrap();

//Function that tests the authorization request to the policy store in the client
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async fn authorize(client: &Client, ps_id: &str, principal: &EntityIdentifier,
action: &ActionIdentifier, resource: &EntityIdentifier) -> IsAuthorizedOutput {
let is_auth =
client.is_authorized().principal(principal.to_owned()).action(action.to_owned()).resource(
return is_auth.unwrap();

#[::tokio::main]
async fn main() -> Result<(), aws_sdk_verifiedpermissions::Error> {

//Set up SDK client
let config = aws_config::load_defaults(BehaviorVersion::latest()).await;
let client = aws_sdk_verifiedpermissions::Client::new(&config);

//Create a policy store
let valid_settings = ValidationSettings::builder()
.mode({aws_sdk_verifiedpermissions::types::ValidationMode: :Strict
D)
.build()
.unwrap();
let policy_store = create_policy_store(&client, &valid_settings).await;
println!(
"Created Policy store with ID: {:?}",
policy_store.policy_store_id

);

//Add schema to policy store
let schema= r#"{
"PhotoFlash": {
"actions": {
"ViewPhoto": {
"appliesTo": {
"context": {
"type": "Record",
"attributes": {}
.
"principalTypes": [
"User"
1,
"resourceTypes": [
"Photo"

I
"memberOf": []
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}
I
"entityTypes": {

"Photo": {
"memberO0fTypes": [],
"shape": {

"type": "Record",
"attributes": {
"IsPrivate": {
"type": "Boolean"
}
}
}

I

"User": {
"memberOfTypes": [],
"shape": {

"attributes": {3},
"type": "Record"
}
}
}

}
}U#;
let put_schema = put_schema(&client, &policy_store.policy_store_id,
schema).await;
println!(
"Created Schema with Namespace: {:?}",
put_schema.namespaces

);

//Create policy
let policy_text = r#"

permit (

principal in PhotoFlash::User::"alice",

action == PhotoFlash::Action::"ViewPhoto",

resource == PhotoFlash::Photo::"VacationPhoto94. jpg"
);
e

let policy_definition =
PolicyDefinition::Static(StaticPolicyDefinition: :builder().statement(policy_text).build().
let policy = create_policy(&client, &policy_store.policy_store_id,
&policy_definition).await;
println!(
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"Created Policy with ID: {:?}",
policy.policy_id
I

//Break to make sure the resources are created before testing authorization
sleep(Duration::new(2, 0));

//Test authorization
let principal=
EntityIdentifier::builder().entity_id("alice").entity_type("PhotoFlash::User").build().unw
let action =

ActionIdentifier::builder().action_type("PhotoFlash::Action").action_id("ViewPhoto").builc
let resource =
EntityIdentifier::builder().entity_id("VacationPhoto94.jpg").entity_type("PhotoFlash: :Phot
let auth = authorize(&client, &policy_store.policy_store_id, &principal,
&action, &resource).await;
println!(
"Decision: {:?3}",
auth.decision
I
println!(
"Policy ID: {:?}",
auth.determining_policies
I
0k(())

3. HEO|IEo| cargo rungE =5t0{ I =EE A™MBFLICEH

A7} SHIE2AH Ade|HE Eoldo] 2% MHAHo| A |DJ} Decision: Allow EA|ELICH &, Zd=H
AEO0IE MEXoZ MAMST AWS SDK for RustE AF23504 E|AERNSLICE

—— AAH

= MM AE 0] IDPSEXAMPLEabcdefgl1111112 HF = delete-policy-store ¢

£ Axete & S
= M AE0E ANE + U&LICH

ALE3Sto

J T I N .

$ aws verifiedpermissions delete-policy-store \
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--policy-store-id PSEXAMPLEabcdefg111111
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1. AWS::VerifiedPermissions::PolicyStore: 27|0+& SchemaDefinition ZH&|0| SAELICEH " EXF
E E o|A&F[o|=Z & LCh\".

2. AWS::VerifiedPermissions::IdentitySource: EIAE H& A E 02| GetldentitySource £230i| M 2t S
SAStD 2o met =-8g o,

3. 5tLt Ol&t o] AWS::VerifiedPermissions::Policy: =32 B Definition ZiAo SAtELICH " &
AHE 2 o|AFA o= EhLCH\ ",

4. AWS::Lambda::Function, AWS::IAM:::Role, AWS::IAM::Policy, AWS::ApiGateway::Authorizer,
AWS::Lambda::Permission

Cte HEZ2 ol MM AE0{QLICH 7|& AB4O| Lambda HEt F0{Xt E[AAE 0| ”EER o 7t
g & &Lt
{

"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"MyExamplePolicyStore": {
"Type": "AWS::VerifiedPermissions::PolicyStore",
"Properties": {
"ValidationSettings": {
"Mode": "STRICT"

},
"Description": "ApiGateway: PetStore/test",
"Schema": {

"CedarJson": "{\"PetStore\":{\"actions\":{\"get /pets\":
{\"appliesTo\":{\"principalTypes\":[\"User\"],\"resourceTypes\":[\"Application\"],
\"context\":{\"type\":\"Record\",\"attributes\":{3}3}3}3},\"get /\":{\"appliesTo\":
{\"principalTypes\":[\"User\"],\"resourceTypes\":[\"Application\"],\"context\":{\"type
\":\"Record\",\"attributes\":{3}3}}},\"get /pets/{petId}\":{\"appliesTo\":{\"context
\":{\"type\":\"Record\",\"attributes\":{}},\"resourceTypes\":[\"Application\"],
\"principalTypes\":[\"User\"]1}},\"post /pets\":{\"appliesTo\":{\"principalTypes\":
[\"User\"],\"resourceTypes\":[\"Application\"],\"context\":{\"type\":\"Record\",
\"attributes\":{}3}3}3}3},\"entityTypes\":{\"Application\":{\"shape\": {\"type\":\"Record\",
\"attributes\":{}}},\"User\": {\"memberOfTypes\":[\"UserGroup\"],\"shape\":{\"attributes
\":{},\"type\":\"Record\"}},\"UserGroup\": {\"shape\": {\"type\":\"Record\",\"attributes
\": {33333}
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-verifiedpermissions-identitysource.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_GetIdentitySource.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-verifiedpermissions-policy.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-function.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-policy.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-authorizer.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-permission.html
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}
}
3,
"MyExamplePolicy": {
"Type": "AWS::VerifiedPermissions::Policy",

"Properties": {
"Definition": {
"Static": {
"Description": "Policy defining permissions for testgroup
cognito group",
"Statement": "permit(\nprincipal in PetStore: :UserGroup::
\"us-east-1_EXAMPLE |testgroup\",\naction in [\n PetStore::Action::\"get /\",
\n PetStore::Action::\"post /pets\",\n PetStore::Action::\"get /pets\",\n
PetStore::Action::\"get /pets/{petId}\"\n],\nresource);"
}
I
"PolicyStoreId": {
"Ref": "MyExamplePolicyStore"

iy
"DependsOn": [

"MyExamplePolicyStore"

I
"MyExampleIdentitySource": {
"Type": "AWS::VerifiedPermissions::IdentitySource",
"Properties": {
"Configuration": {
"CognitoUserPoolConfiguration": {
"ClientIds": [
"lexample23456789"
1,
"GroupConfiguration": {
"GroupEntityType": "PetStore::UserGroup"
},
"UserPoolArn": "arn:aws:cognito-idp:us-
east-1:123456789012:userpool/us-east-1_EXAMPLE"
}
},
"PolicyStoreId": {
"Ref": "MyExamplePolicyStore"
I
"PrincipalEntityType": "PetStore::User"
I
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"DependsOn": [
"MyExamplePolicyStore"
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$ aws verifiedpermissions delete-policy-store \
--policy-store-id PSEXAMPLEabcdefg111111

Y35t ol B2 £ Y5t ef&Lct.
(® Note
O = AE0{of CHalH AFA| W x|7t E43HEl B2 HX{ update-policy-store S
At AX YXIE HIZ G s oF gLICH

aws verifiedpermissions update-policy-store \
--deletion-protection "DISABLED" \
--policy-store-id PSEXAMPLEabcdefgl11111
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Amazon Verified Permissions & AE0{ A 7|0}
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o

HZ 27 0|M0]| X|Hst= AEE| FEe| X2t ofEE|7H0l4d0| Het F0q
£ QlE Edg MO8t ZdelL|Ct. Verified Permissions?t Cedar7l AZ|0FE *{2|5l=
Hp{H MMe 2R sHM A 7|0F X8,

KtMEF LIE 2 Cedar E& 2104 & X 7t0|= 2] Cedar £ 7|0t FAIE HZ5HMIR.

(® Note
Verified PermissionsOllA A 7|02 AF5HE 742 MEH AFEO|X|Bt Z2EHM AT EQo{ols
AZ|O0HE AHBSHE Aol E4LICH M| Mg M8 il Verified Permissionse= A 7[0S AFR
5tod Y| LU ZZHMM B ZEl= AEE|IQ 482 ZHE5104 A|IAR S0 EB2 & = UE
MM LY QElot A8 WKIE = UsLicH M a2 gdsisiH ZE M HAMo| AF|ofE

=35l oF &L|Ct.

AWS Management Console

A7|0HE ddstedH

2. 2l%of QI A Fol M A7|0HE MELICH

Al B 1
3. &7|0h dgS =Lt
AWS CLI
AWS CLIE At83dtod M &7|0HE MESIHLE 7|&E A7|0HE FHojAaedH

CHS ollxet fAHEF AWS CLI BEE Adlistod HH MY A E dEe =+ U&LIcH

CIS1t 22 Cedar 2EIX 71 T EI AF|OFE MZEH EAAI2.

"MySampleNamespace": {
"actions": {
"remoteAccess": {
"appliesTo": {
"principalTypes": [ "Employee" ]
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}
}
},
"entityTypes": {
"Employee": {
"shape": {
"type": "Record",
"attributes": {
"jobLevel": {"type": "Long"},
"name": {"type": "String"}
}
}
}
}

MX{ JSONZ &t & EXAILEE o|AaFA 0|Z 6t ool SHE CIO|E{ & cedarJsons 45t ofF &
LICH CHS oMol A= JSON A 7|02| O|AFHO|ZE HME ZEHSHE schema. json THY

i8S ASELICH

® Note
ol A= 7%5%% flal E2dtE MEIEIRELICH BHOo| ntdg grotE0(g{H MA| ot
£ g £of =4stjok gfLict

{"cedarJson": "{\"MySampleNamespace\": {\"actions\": {\"remoteAccess\": {\"appliesTo

\Il:
inci : [\"Employee\"1}}},\"entityTypes\": {\"Employee\": {\"shape\":

{\"principalTypes\":
{\"attributes\": {\"jobLevel\": {\"type\": \"Long\"},\"name\": {\"type\": \"String

\"1}},
\"type\": \"Record\"}}}}}"}

$ aws verifiedpermissions put-schema \
--definition file://schema.json \
--policy-store PSEXAMPLEabcdefgl111111

"policyStoreId": "PSEXAMPLEabcdefgl11111",

"namespaces": [
"MySampleNamespace"
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1,
"createdDate": "2023-07-17T21:07:43.659196+00:00",
"lastUpdatedDate": "2023-08-16T17:03:53.081839+00:00"

}
AWS SDKs
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Verified PermissionsOilA B A8 REE M504 WM AE0{9| A7|0t0] CHEH A HE LIS

HBEX| o7 & x|He = A& LT

/A Important
HM AT 7|52 7™ Y™ = Y HES 2 YH8t 7L UH0|ESIE = ZE Al ol CHSH
M AE0{o AF|OLE 7 |ELE ABHLICH AS| AuistH Verified Permissions7t 273
AMNEZE HRELICH Mt ofE2|AolME T stE S HAES L HAEE 8| A LIS
ofZE|7olMol Z=HM HEfY ] 74= 20| E&LICH

1. Verified Permissions 2&& L|C}t. H2 AE0{E MEIEFLICEH
2. MHEg MEMELICH
3. HMAZ 2= MMM =HE MENFLICE
4. CIS 3 5tLIE sdEELICH
MM A2 &Mstetn D E HM HZG AIE 2 A 7|00 CHe AB =S sted™ K4(H
2 etC| HES MEHFEFLICEH
o MM BHZAof CHEF HAM A5 2 SliAsted™ 17| 2ic|@ HE S MENELICH confirmE &
235t04 HA UO|0|E7F o4 A 7|00 CHall BB EIX| & =X| = QlghL|Ct.
5. HE AME XY S MEIELCEH
AWS CLI
MM AEO0{O A5 ZEE MHSIE{H

UpdatePolicyStore 242 A28t ValidationSettings OH7H B0 CHE Zt S X|ZH5lo M AE

ool A5 ZEE HEY & JU&LICH

$ aws verifiedpermissions update-policy-store \
--validation-settings "mode=0FF",
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--policy-store-id PSEXAMPLEabcdefgl11111

{
"createdDate": "2023-05-17T18:36:10.134448+00:00",
"lastUpdatedDate": "2023-05-17T18:36:10.134448+00:00",
"policyStoreId": "PSEXAMPLEabcdefgll11111",
"validationSettings": {

"Mode": "OFF"

}

}

REMIEH LHE 2 Cedar EAY 2104 £ X 7to|=o| HA HIZ2Ig XML,
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AL 7Hol=
. WS S 5 NEO MR HH S 5 NES MBLICH HUS MY Y
of QI EHoIRg MEiBLICt

. M AE0{0| BE SHojof HMS MBI DE SUS MYFLIC

8. CHeg Megrict

9. EAY MMM Cedar BAMS HEBILICH HAIZ Meisto] MM TR0l HAlg MY AT &
ofm7|2 KB % &LIch KHAIEH LISE Cedar &% Q10] % 740|=.9| Cedar 7/ 5%
T2 HEHHR

10. M S Mol BRof CHEH MEi MBS QI23rLIct

11, S8 M2 MeiprLIc

AWS CLI
A MM Yt

o

Fod B4xd A

CreatePolicy g AtE
S Mgt

jo

S = J&LICH OFS Ao M= ZHER S HA gAY

—

$ aws verifiedpermissions create-policy \

--definition "{ \"static\": { \"Description\": \"MyTestPolicy\", \"Statement\":
\"pexrmit(principal,action,resource) when {principal.owner == resource.owner};\"}}"

\
--policy-store-id PSEXAMPLEabcdefgl11111
{
"Arn": "arn:aws:verifiedpermissions::123456789012:policy/PSEXAMPLEabcdefgl111111/
SPEXAMPLEabcdefgl11111",
"createdDate": "2023-05-16T20:33:01.730817+00:00",
"lastUpdatedDate": "2023-05-16T20:33:01.730817+00:00",
"policyId": "SPEXAMPLEabcdefgl11111",
"policyStorelId": "PSEXAMPLEabcdefgl11111",
"policyType": "STATIC"

}
Amazon Verified Permissions 2% X4 1{ Z|
MM AE0{0|M 7|12 MM HAME WHEE £ &LC MA Haioh XY o|o|EE 4 l&Lict &l
E5l i YA g HAS 2| HA HZ2512 Ho|o|ESHoF g L|CH XFM|IEH LHE 2 Amazon Verified
Permissions &2 R Z S5 TR BHE B X SHAAR
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UpdatePolicy X912 Ab& 5104 &% MaS MEE 4 aLich ChS oMol ZHEhst &
£ WEEUoh

Ol Mo MHE definition.txt TUE ALE5t0{ HA HolE ZEELICH

{
"static": {
"description": "Grant everyone of janeFriends UserGroup access to the
vacationFolder Album",
"statement": "permit(principal in UserGroup::\"janeFriends\", action,
resource in Album::\"vacationFolder\" );"

$ aws verifiedpermissions create-policy \
--definition file://definition.txt \
--policy-store-id PSEXAMPLEabcdefgl11111

{
"createdDate": "2023-06-12T20:33:37.382907+00:00",
"lastUpdatedDate": "2023-06-12T20:33:37.382907+00:00",
"policyId": "SPEXAMPLEabcdefgl11111",
"policyStorelId": "PSEXAMPLEabcdefgll11111",
"policyType": "STATIC",
"principal": {
"entityId": "janeFriends",
"entityType": "UserGroup"
1,
"resource": {
"entityId": "vacationFolder",
"entityType": "Album"
}
}
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contextMap 240 A JSON & Al0|o{of §L|Ct.

ol 2= E HYst= oA

DigitalPetStore MZ %4

Fll'
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I>

E0{E HdgLCh

CHE HEAE x| M EZ DigitalPetStore H2 AE0{E
7Y B otLHE MAUELICH

"context": {
"contextMap": {
"AccountCodes": {

"set": [
{
"long": 111122223333
1,
{
"long": 444455556666
1,
{
"long": 123456789012
}
]

I

"approvedBy": {

"entityIdentifier": {
"entityId": "Bob",

"entityType": "DigitalPetStore: :User"
}
.
"MfaAuthorized": {
"boolean": true
},

"NetworkInfo": {
"record": {
"IPAddress": {

"string": "192.0.2.178"
.
"Country": {
"string": "United States of America"
},
"SSL": {
"boolean": true

MIZ B AE {0 M 7HK{R
A =

ALt H&ste{™ EHIAE #Fof

7|8t 2 ojE2|FH 0| 2| ZF Cedar T|O|E]
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}
}
},
"RequestedOrderCount": {
"long": 4
I

"UserAgent": {
"string": "My UserAgent 1.12"

}

}

}
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String
AR |l " 7o Bt At E= 7| LCt. O] ofoflA UserAgent EXtER2 IOl FE £
718 @Fstes Ol AH8E 2B XM E LIEF-LICEH

Long
Y. o] oo M=0] 20| TZH0| Mt T2 Z4ME B8 & sto s HiR|o| UF S

RequestedOrderCount L}EHZLICH,

HIz=

S8 2SULICH 2 HAEAE|M 0|23 S MdsloF ZLIch A7|0k7t Qe HA AE0
ol & A7[0toi|o| AEHE|2t AEE|2] £40] B E[o{ok B LICE O] oI M|0fA NetworkInfo BilZ
Eols ARt ¢ Al IP, ZEtOIUE T A-E ST 1P| XIZIH /IX], TE & 530l CHEt HE
7t gELCH

Entityldentifier

29 entities 240 MAE JHA X Hdof Chet HZLICH o] oloM= Z7E AERLS
FTES &2 &LICHBob.
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X=X A2 Customer Role - Get Order AN 5

et 2o HEIAE E 25l = & DigitalPetStore =

r

20l & DigitalPetStore7} O S&Fst HM HE A
2| THE YA EE HEAE £42 ZFEX| s
HWotstod™ HM AE0{Q MEt Ho{ Q™S

ZHEIAE ofxle AME HZStHAMA EZ OHE,

7h obelLich MZE HHAEE x|25t7| /s O]
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Schema

MM AE0{ AF|OL0| CHS YCIO|EE ME35t0d M| HEHIAE 48 K[HELICH ClSTt
ac |

xH
ctions Z'0| GetOrderdME UM

"GetOrder": {
"memberOf": [],
"appliesTo": {

"resourceTypes": [
"Order"

1,

"context": {
"type": "Record",
"attributes": {

"AccountCodes": {
"type": "Set",
"required": true,
"element": {

"type": "Long"
}

.

"approvedBy": {
"name": "User",
"required": true,
"type": "Entity"

},

"MfaAuthorized": {
"type": "Boolean",
"required": true

},

"NetworkInfo": {
"type": "NetworkInfo",
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"required": true

iy

"RequestedOrderCount":

"type": "Long",
"required": true
}I
"UserAgent": {
"required": true,
"type": "String"

}
}I
"principalTypes": [
"User"

Q3 HEIAENetworkInfo0|M 2= record QIO|E EAlE
Zlotol| F7+5t04 A 7|0t commonType T

{

=K=] AHA—IoI-

CHE QIEfElO] X8 4 o= B8 &4 Merellich

AN -

"commonTypes": {
"NetworkInfo": {
"attributes": {

"IPAddress": {
"type": "String",
"required": true

.

"SSL": {
"required": true,
"type": "Boolean"

.

"Country": {
"required": true,
"type": "String"

}

},
"type": "Record"
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permit (
principal in DigitalPetStore::Role::"Customer",
action in [DigitalPetStore::Action::"GetOrder"],
resource

) when {
principal == resource.owner &&
context.AccountCodes.contains(111122223333) &&
context.approvedBy in DigitalPetStore::Role::"Employee" &&
context.MfaAuthorized == true &&
context.NetworkInfo.Country like "*United States*" &&
context.NetworkInfo.IPAddress like "192.0.2.*" &&
context.NetworkInfo.SSL == true &&
context.RequestedOrderCount <= 4 &&
context.UserAgent like "*My UserAgent*"

};
OlM =2 AM 2Ho| 28| FII& F7F HHIAE X7HE &F5HoF &LICE

1. At K= MFAE 20180 oF &fFLct.
_?_

2. MAERte| Hl EEIR Koz EXME0| ZF E[0{0F User-Agent B LICIMy UserAgent.

3. AtEAt= 474 Ol6te| FEE EL & st of &LCt.

4. MEXRC| AY ZE & otLh= 0|o{oF BfLIC111122223333.

5 AEXto| IP A= O|=0|M AlZtE[o{ok 5t1, 2 E3HE! Mo Qlo{ok 5tod, IP A= 2 AR
SOk B LICt192.0.2

6. Y2 FTE2 &0k gLICE HEH 2o 2F Ol entities RA0ML| UE S Bob 7HEI AHE
XHE MAELICtEmployee.

MAst A7|0F L HMo 2 MM AE0{E 748t F Verified Permissions API 2 IsAuthorizedOf|
Het Hod 232 N2 £ &LICH entities MOHEO|E g 0| QI A2 XBob?!2| Z 9|
=g
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"principal": {
"entityType": "DigitalPetStore::User",
"entityId": "Alice"
.
"action": {
"actionType": "DigitalPetStore::Action",
"actionId": "GetOrder"
.
"resource": {
"entityType": "DigitalPetStore::0Order",
"entityId": "1234"
.
"context": {
"contextMap": {
"AccountCodes": {
"set": [
{"long": 111122223333},
{"long": 444455556666},
{"long": 123456789012}
]
1,
"approvedBy": {
"entityIdentifier": {
"entityId": "Bob",
"entityType": "DigitalPetStore::User"
}
1,
"MfaAuthorized": {
"boolean": true
.
"NetworkInfo": {
"record": {
"Country": {"string": "United States of America"},
"IPAddress": {"string": "192.0.2.178"},
"SSL": {"boolean": true}
}
1,
"RequestedOrderCount":{
"long": 4
.
"UserAgent": {
"string": "My UserAgent 1.12"
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}I

"entities": {

}
}

"entityList": [
{

"identifier": {
"entityType": "DigitalPetStore::User",
"entityId": "Alice"

I

"attributes": {
"memberId": {

"string": "801b87f2-1la5c-40b3-b580-eacad506d4e6"

}
1,
"parents": [
{
"entityType": "DigitalPetStore::Role",
"entityId": "Customer"
}
]
1,
{
"identifier": {
"entityType": "DigitalPetStore::User",
"entityId": "Bob"
1,
"attributes": {
"memberId": {
"string": "49d9b81le-735d-429c-989d-93bec@bcfd8b"
}
1,
"parents": [
{
"entityType": "DigitalPetStore::Role",
"entityId": "Employee"
}
]
1,
{
"identifier": {
"entityType": "DigitalPetStore::Order",
"entityId": "1234"
},
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"attributes": {
"owner": {
"entityIdentifier": {
"entityType": "DigitalPetStore::User",
"entityId": "Alice"
}
}
.
"parents": []
}
]

1,
"policyStoreId": "PSEXAMPLEabcdefgl11111"
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Ct.
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permit (
principal in MyCozrp::UserGroup::"us-west-2_EXAMPLE |MyUserGroup",
action,
resource

) when {
principal["cognito:username"] == "alice" &&
principal["custom:employmentStoreCode"] == "petstore-dallas" &&
principal has email && principal.email == "alice@example.com" &&

context["ip-address"] like "192.0.2.*"
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Verified Permissions2| HAMo|MH EE £ AL 5t &0 CHE RAHAIEH LIS 2 MMHE EESHA
QAo RHH EH =R}

permit(principal, action, resource)

when {
principal.cognito.username == "alice" &&
principal.custom.employmentStoreCode == "petstore-dallas" &&
principal.tenant == "xllapp-tenant-1" &&
principal has email && principal.email == "alice@example.com"
};

Verified Permissions2| HAM|MH EE £ AFE5te &0l CHE RAHAIEH LI 2 MMEE EHESHA
eA7|00 Xt 5@ S25AF EZ OfE.

permit (
principal in MyCozrp::UserGroup::"us-west-2_EXAMPLE |MyUserGroup",
action,
resource

) when {
principal["cognito:username"] == "alice" &&
principal["custom:employmentStoreCode"] == "petstore-dallas" &&
principal.tenant == "x1llapp-tenant-1" &&
principal has email && principal.email == "alice@example.com"

Iy

OIDC ID EZ 48 BrF&hL|ct.
CHS Ko AE &3 At RS MA5l04 OIDC B2XIO| ID E2 A4S A Aste W2 HoiZL|oh

Verified Permissions2| HAM|MH EE £82 AFS 5t 0| CHE RAHAIEH LIS 2 MMHE TR SHA|
AZ|OI XtHE 5H SZ At
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permit (
principal in MyCozrp::UserGroup::"MyOIDCProvider |MyUserGroup",
action,
resource
) when {
== true && principal.email == "alice@example.com" &&

principal.email_verified ==
principal.phone_number_verified

true && principal.phone_number like "+1206*"

I
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action in [MyApplication::Action::"Read",

permit(principal,
MyApplication::Action::"GetStoreInventory"], resource)

when {
context.token.client_id == "52n97d5afhfiulc4dilk5m8f60" &&
context.token.scope.contains("MyAPI/mydata.write")

};
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Verified Permissions2| HAMo|MH EE S S AIE5HE &Y

QA0 XA B S=A EZ OfE.

permit(

principal,
action in [MyApplication::Action::"Read",
MyApplication::Action::"GetStoreInventory"],

resource
)
when {

context.token.client_id == "52n97d5afhfiulc4dilk5m8f60" &&

context.token.scope.contains("MyAPI-read")
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permit(

principal == ?principal,

action in [Action:

:"Comment"],

:"Edit", Action:

:"Read", Action:

== ?resource

resource

);

7|§ x|

Ol HI1Z2!2 Editor 7|EtS 2 B}

HE|H of
gLk

70
20
ol
_—Aﬁ

J
[

Ho

ol
ol

:ILI__I

MY

1Z| Al

Ir
il

I,

& 947

—

17 2lA A0 CH

x

2|7i|o|Mofl M E ot

i
=

o
<
=
-

79

ted=

5]

= M7

Xtod
==

0|l A Comment
O| 1of 2l Yool EX|1

o:

&

YAo] x|

X4 R=H
o

te &

7Hto 2

of ZE|7HL} O

oF A7t ol 4 aff

Ed|
[

F M| 2 Amazon Verified Permissions 04| Al

I.

S
[l

KEA|

I.

S
[l

o A[of| CH

.
0
|

ol
[
Al

0
0
fIT¢
il

&l
=

H

=

--

A
o

Amazon Verified Permissions

|_|
I

o
o
3

0
&l
o

0l

ol
[T
EE

AWS Management Console AWS CLI, EE= AWS SDKs. ‘&34 &l

TH A

I.

=3
=

2l At

&2

I.

=
=

L{Ch REAl

Amazon Verified Permissions

70

HlL


https://docs.cedarpolicy.com/policies/templates.html

Amazon Verified Permissions INT=IY A To] =]

AWS Management Console
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3. HMHZESI MYS MENFLICH

4. N5 HE MMM G HES MHS U2 LICH

5. M EHEZSI 22 MMM ?principal 2 ?resource A2| EAIXIE AI&3t0od Ol IZSIE
7|t 2 OHE HAOo| 2oist= HEt2 ALK XIHE = U S S{SFLICH Alg HEHSHo]
MM BAZS TR0l @Alg ME 7t40 So{MT[2 X[HE = A&t
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AWS CLI

CreatePolicyTemplate 242 AFE5t0{ WM HESS MdE = JU&LICH OFg ool e 2ot F
AMof cHet Rt2| ZAIRLZE e X "HESIS MyEhot

templatel.txt ItYo= CHE T E7F ZEE|0] U&LICH
"VacationAccess"
permit(
principal in ?principal,
action == Action::"view",
resource == Photo::"VacationPhoto94. jpg"

);

$ aws verifiedpermissions create-policy-template \
--description "Template for vacation picture access"
--statement file://templatel.txt
--policy-store-id PSEXAMPLEabcdefgl11111

{
"createdDate": "2023-05-18T21:17:47.284268+00:00",
"lastUpdatedDate": "2023-05-18T21:17:47.284268+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyTemplateId": "PTEXAMPLEabcdefgll11111"

}
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principal in ?principal,
action == PhotoFlash::Action::"view",
resource == PhotoFlash::Photo::"VacationPhoto94. jpg"

);
LSt OHS definition. txt IHYE AtE5I0{ definition OH7H # 2L S MSELICH
{
"templatelLinked": {
"policyTemplateId": "PTEXAMPLEabcdefgl11111",
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"
}
}
}
E20|= HEZSI0M 71 E SlAAL Ho| 70| M 71X EoF FX| 2|l AA S &
AlgiLich
$ aws verifiedpermissions create-policy \
--definition file://definition.txt
--policy-store-id PSEXAMPLEabcdefgl11111
{
"createdDate": "2023-05-22T18:57:53.298278+00:00",
"lastUpdatedDate": "2023-05-22T18:57:53.298278+00:00",
"policyId": "TPEXAMPLEabcdefgll11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyType": "TEMPLATELINKED",
"principal": {
"entityId": "alice",
"entityType": "PhotoFlash::User"
b
"resource": {
"entityId": "VacationPhoto94.jpg",
"entityType": "PhotoFlash::Photo"
}
}
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UpdatePolicy 2t S AtEst0 HH Mg e = U&LICH OhF oM S 22 o]
o4
=

HolEl M BAMoR WA XIHE HA HESS

templatel.txt ZtO| LIS

permit(

principal in ?principal,

action == Action::"view",

resource in ?resource)
when {

principal has department && principal.department == "research"
};

$ aws verifiedpermissions update-policy-template \
--policy-template-id PTEXAMPLEabcdefgl11111 \
--description "My updated template description" \
--statement file://templatel.txt \
--policy-store-id PSEXAMPLEabcdefg111111

{
"createdDate": "2023-05-17T18:58:48.795411+00:00",
"lastUpdatedDate": "2023-05-17T19:18:48.870209+00:00",
"policyStorelId": "PSEXAMPLEabcdefgll1111",
"policyTemplateId": "PTEXAMPLEabcdefgll11111"

}

Amazon Verified Permissions 0| Xl| ElZ 2! 9473 A4 =H

ME M2 AE 0] WS AFE 504 Verified PermissionsOll A &2 AE 018 MYAI5tH MEASH ME =
ZHEof CHEH ALY HolE HH, WM HES! I 27[0HE AH85Ho HH AE0{7H Y ELICH CHS
1t 22 Verified Permissions R E X! 42 HH oK & ME WM AE0| W aliE YA, WM HES g
A7|0tet BH AL E = U&LICH

PhotoFlash O/ A|

CHE Xl ME EX HESIE A 8ste ’RIES o EHE ddste YHS HoiELICH HE AE

Rb A AT HISIH 37 AFTlol CHEF AMghEl AMA HErE FoqFfLICH
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_UpdatePolicy.html
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® Note
Cedar M2 o1o{of M AEIEIE in AFAIZ ZHFSFLICH W2k principal in
User::"Alice"& principal == User::"Alice"Qt Z&LILC}.

permit (

principal in PhotoFlash::User::"Alice",
action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Photo::"VacationPhoto94. jpg"

);

S dlAoME EH HERE AL8dtes HER ¢ Mg ddsts Y-S EoiELICH IE ALE

permit (

principal in PhotoFlash::User::"Alice",

action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Album::"Italy2023"

);

CHS dAoME EH HERE A8t HES o Mg ddste S-S EofELICE TlIF &

(=) o o
2 70 ARl HISTH S5 AHEIof CHE AIBHE HM|A H EoqgfLct.

ror
fjo

permit (

principal in PhotoFlash::FriendGroup::"Jane: :MySchoolFriends",
action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Photo::"VacationPhoto94. jpg"

);

CHS lAoME HH HERE AL8sts HES! o ME ddste Y-S EofELICH £l &

= S8
9 YT HIZ B

=

permit (

principal in PhotoFlash::FriendGroup::"Jane: :MySchoolFriends",
action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Album::"Italy2023"

)i

PhotoFlash Of| Al 76



Amazon Verified Permissions INT=IY A To] =]

CHS oxolME S HESISE AISste HIER o EHE ddote Y-S EoFLICE &7 a8
o

o
2 JHE ARl HISIH SR

permit (

principal in PhotoFlash: :UserGroup::"Jane: :MySchoolFriends",
action in PhotoFlash::Action: :"SharePhotoFullAccess",
resource in PhotoFlash::Photo::"VacationPhoto94. jpg"

);
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forbid(

principal == PhotoFlash::User::"Bob",

action,

resource in PhotoFlash::Account::"Alice-account"

);

DigitalPetStore oA

DigitalPetStore MZ Hi AEofol= H2M HEZ/0| ZF |0 UKX| 2 &LICH DigitalPetStore HE H
M AEOIE BHE £ 21T 0| B4 FollM HAS Metstol B AEo{of ZHE HMS B 4 sl
Ct.
TinyToDo oA
CHS CiRIOIME THE AL R 2 5Hed SR 0f CHE 215 ALSRIolIH| UMA HEHS Roiste WM BB
22 AEste ”HER 62 WHME YYsie dHE EoiELICH
permit (
principal == TinyTodo::User::"https://cognito-idp.us-east-1.amazonaws.com/us-
east-1_h2aKCUlts|5ae@c4bl-6de8-4dff-b52e-158188686f31|bob",
action in [TinyTodo: :Action::"ReadlList", TinyTodo::Action::"ListTasks"],
resource == TinyTodo::List::"1"
);
B2 Sofste MM HEZE A

CHS oM = 7HE AFSAH & &Y S50 Chet BHET| AMA H
A = d} |.
- O

She HED A HAS Mas

permit (
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principal == TinyTodo::User::"https://cognito-idp.us-east-1.amazonaws.com/us-
east-1_h2aKCUlts|5ae@c4bl-6de8-4dff-b52e-158188686f31|bob",
action in [
TinyTodo: :Action::"ReadlList",
TinyTodo: :Action::"UpdatelList",
TinyTodo: :Action::"ListTasks",
TinyTodo: :Action::"CreateTask",
TinyTodo: :Action::"UpdateTask",
TinyTodo: :Action::"DeleteTask"
1,
resource == TinyTodo::List::"1"

);

TinyToDo Ol Al 78
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A3 5H 22X 74 Amazon Verified Permissions AFHS

X4 Z3H AAE Amazon Verified Permissionstl M 2|8 X124 5H %EXHMP)E LHEH LT &
4 B5H AAE MM AR AR AT UE IIPE QIS E AIEXIe| HEE MBELICH ofZ 2
91|0|*‘|0| XP—*. %‘

A_(_)_| EEOE :|"-|o|- Ho;|§ ox-lol- [[H X-IxH AEO .|E A|.27;|. /_l\gl I;I=I O_Il-IA.”A
ZA™E £ Ql&LICH Amazon Cognito AFEXF & =& AL Xl X[ OpenlD
B ALAAR FIHE = JUsLch

Verified Permissions2t & 74 OpenID Connect(OIDC) At74 5 SZXHIdPs)E AF8E £ U&LICH
OHZ2|70|M2 OIDC & XtH BF SSA7H YT JSON & EE(IWTs)E AL8stod HEF Fo{
HE dMHE = ELICH EE9| AA8K A2 SH2 Eot =& IDoi| oHEELICH ID EES ALS5tH
Verified Permissions= &/ Zad& 2o FA| 4ol oiE = LICH ML EEZ A sHH ofe{s!
S0l HEAEN HEELICH F EE RS2 2F AI85tHet 22 2o/ E groups £+ FA
JE0 oiEstn g 7|8k HAM|A K0{(RBAC)E B7tst= HME +5E &= J&LIch

(® Note
Verified PermissionsE IdP E29o| MHEE J|Hto 2 #H5H 204 AXE L2 K|t offH thAlo 2
T IdPet A &= 2 &35LK| et&LCh.

Amazon Cognito A& At & E£= OIDC AHE 5F S 2 XHE A& 35104 Amazon APl Gateway REST
APIso| CHEt HEt 20 2 XS L ESH= step-by-step 2142 Amazon Amazon Cognito| A Amazon
Verified PermissionsE Al&310{ API Gateway APIs #8t 2048 X5t 2ot E2 0 M Rkl &
4 38 SZXHE 7HX{ZLICH AWS

|

« Amazon Cognito Xt74 3 LA &
« OIDC A4 BH A A E+Q]
CHA

- Zzlo|odE 4

« JWTs CiEt E2t0|ME & TS £0

- Amazon Verified Permissions A}Z3 S0 A A A4
« Amazon Verified Permissions AtZ4 S8 AA T E

« A7|O00| Xt S 22X EE ofE
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https://openid.net/specs/openid-connect-core-1_0.html
https://aws.amazon.com/blogs/security/authorize-api-gateway-apis-using-amazon-verified-permissions-and-amazon-cognito/
https://aws.amazon.com/blogs/security/authorize-api-gateway-apis-using-amazon-verified-permissions-and-amazon-cognito/
https://aws.amazon.com/blogs/security/authorize-api-gateway-apis-using-amazon-verified-permissions-and-amazon-cognito/
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Amazon Cognito A}Z3 S A A &

Verified Permissions= Amazon Cognito A& At £ L& stH| &S & LICH Amazon Cognito JWTs Of
% 7bs#t 2= E 4L Verified PermissionsEOI TEE Mot ZHE HEE A0E 28
LICH. o|& S0 ID EZ EE= HMA EZ S AHE5H0{ g 7|HE HAM|A X0{(RBAC) HEH F0i ZES
THE + AELch

& P 2ot =
« RN BHAAQ AY HoF x| & HA - ILICH 0d: MyCorp: :UserGroup.
T AT

2 &0Ql5l2{E AH8 A E2| 22t0|ME IDsLICH.

Verified Permissions= & &8t 2| Amazon Cognito AtE A 20 MEF 21 S5H2 2 CHE AHHof
M i 58 AAE XIEE AWS A ™5 &LICH Verified Permissions= AL A & 2ot F
%2 Ao 2 st ARHo{| A R 5HOF 5t AFZH ST A A AEXIOI EE| MEAIEQ 2
2 A8X £9| IDE MYELICtus-west-2_EXAMPLE. O] Z< ID7} QI T AL AL £ 9] Al
X2 & ZXalb2c3d4-5678-90ab-cdef-EXAMPLE222228LIC} us-west-2_EXAMPLE |
alb2c3d4-5678-90ab-cdef-EXAMPLE22222

ArEA E EZ Edldde 4, ' Hel, 28, EEI0|ME IDs X AHEX X|H HIO|E{7t Z&E = /U&
L|Ct. Amazon Cognito JWTs Verified Perm|SS|on301|A'| Tt 204 Z2H™0] 7o = U= Ot HE
E Z&E + Jdauct ool ZEELICH

1. cognito: MFAZI U= ALEX Ol Y O & 2ol

2. E M8 MEX XIH ALERH £ custom: prefix

3. HEtof| F7HE ALS A XIH Bl

4. sub 2ot Z2 0IDC E& 28 email

Olz{8t 22l o Verified Permissions HAoiq 2ol #Elsts Y S M5 CHELICEAZ (O
oA xXE 5H IZAEZ 0HE.
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https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-user-pools-using-tokens-with-identity-providers.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-attributes.html#user-pool-settings-custom-attributes
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/A Important
Bt=2 E|7]| 70i| Amazon Cognito E22 F A" = UXIEH IWTE MBL REEE #&E SE
d HEf HIME 2lAA2 ZHFELICH JSON 2 EE RFC 75198 &3t MHIAE §ZH2
.|

EEZE HAEYE N2 o¥E|H UHAHAE Sl EE2 ASE e

Perm|SS|ons._ LIS ol &AM El AHEXEol| CHaH FAEAL 2 E EE 2 7O 2 HA|A FHE
Hoig &= UgLct olzEt /&2 £0l2{H ® & 7I7H0] 7HE B

XP MME ASE = e HEt2 MAHS e E 8 M2 D& EES F4stsE WOl £

XtME LHE2 EZ SHXIE AHE5t0d ASX MM SEE HESHALR.

mio
0%

CtE ool M= 2ot FHeF ¢4ZEE Amazon Cognito AHEAL & 2L & LR E & T ote A
gdots S EoiELc
— = = -

-

permit(
principal,
action,
resource == ExampleCo::Photo::"VacationPhoto94. jpg"
)
when {
principal["cognito:username"]) == "alice" &&
principal["custom:department"]) == "Finance"
};

CH2 oMol M Cognito AFRAF Z0| AL AR ot THIE A SHE MRS A

P
LICt 2o =X ID=2o| ¥Alg F&LICH <userpool-id>| <sub>"

permit(

principal == ExampleCo::User::"us-east-1_example|alb2c3d4-5678-90ab-cdef-
EXAMPLE11111",

action,

resource == ExampleCo::Photo::"VacationPhoto94. jpg"

);

Verified Permissions2| AL At & Xt 5H A A0 CHE Al HA2 éIXF 2 ZE() ol2
Ol EXt7t & E 2 o|§o S+ FES AFSELICH_. o7|0ol=
Lot Z2 : EA7 ZEE ALEA & HFA Foilo| ZEEL|Ctcustom: department

cognito:username EE & custom:department 22S & X HM THE =Hg5ted™
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https://datatracker.ietf.org/doc/html/rfc7519
https://docs.aws.amazon.com/cognito/latest/developerguide/token-revocation.html
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principal["custom:department"]ZfZt principal["cognito:username"] & 2 &/ &HgL]
Ct.

(® Note
EZ0 custom: M5 A7t cognito: &= 0|1 &Y 0|F0| EIEHH &f cognito =
Zoo| =& El B IsAuthorizedWithTokeng AtE 8t customT™dt £0{ L E 20| A AT Ef

L|CvalidationException.

ol

—

2ol o Eof cHet RtMEH LHE2 MM E B ZStM KA 7|0tod| ID EZ OHE. Amazon Cognito AHS
Xto| #&h Hodoi CHEH XM LHE 2 Amazon Amazon Cognito 7Hgf Xt OFLHA 2] Amazon Verified
Permissions ™8l H0{E =AML

OIDC A4 &8H A& A &Y
T3 Z2 OpenlD Connect(OIDC) IdPE &2 AE 09| X124 ZH AAR A& £ Ql&L|Ct
OIDC 3&At= Amazon Cognito At At E0F RAFSHH Q& ol A E JWTsE MHELICH OIDC 3

ZAHE FIt6t2{H Y= A URLE AMS8tiok gfLict.

rified Permissionsi=0| URLO|A .well-known/openid-configuration

- 92X URLILICE Ve
A= ZQIEE HAME == lofof LIt

. ot b TEE|XK| 262 CNAME B ZELICH 0|E So{=0f OHZE a.example.com £ §f
&L|CH . example.net. HHCH2 =0 OfEE * . example.com $ §i&LICta. example.net.

. HEtE0o{ QM| AIRE ES S3lLIC 0| AR A4 3H EZ S MEdsHL|C]

o
A0t HAZAY AEX AEE| R LICHMyCorp: :User.
t

- 2t e I8 A FELICIMyCorp: :UsexrGroup.
- DEZ WA EEIDEZL 2B Mol

. AF2XF 2 2 JHA| IDs. CLI L APIOIAO| HEALS MENE £ Q& LICH API Gateway
M% QX7 5H TN EE oY MY SMo2 4 £ E0{0llM Verified
Permissions= & Z At O|S0|ME ¥ HFALE 2 RLICE & ™ https://L

alb2c3d4-5678-90ab-cdef-EXAMPLEL1111".

CiMyCorp: :User: :"auth.example.com

OIDC A3 BH Ao A &S 82


https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
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API 5912 L3104 OIDC 4249 @A &QIsHE WHol CHEt REMIS LIRS MMS AESMLH
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permit(
principal in MyCorp: :UserGroup::"MyOIDCProvider|Accounting",
action,
resource in MyCorp::Folder::"YearEnd2024"
) when {
principal.jobClassification == "Confidential" &&

!'(principal.location like "SatelliteOffice*")
i

M AE0{0] XRtd BH AAE F7}5HH Verified Permissions0i= ID ! M A EZ0| o8t
EHE AEE|D UeEX| EelstE 74 %*dol l&LICt 0| A5 2 IsAuthorizedWithToken !
BatchIsAuthorizedwithToken AP "é> el =>ELICH S22 ID2F HAMA Ea Ztol,

2/ Amazon Cognito2t OIDC Xt3 3H A A 7ol CHELICH Amazon Cognito AF& Xt £ SZAHE A
25t Verified Permissions7t ID2} oﬁ”Hlé EZ 250|M 2CI0|¢E IDE ASE =+ U&LICH OIDC
Z2ZXHE S35l Verified Permissions= ID E22| 2CI0|Q1E D2 HMA EEO| CHA S HEE £ QU
&L|Ct

Z2I0|E IDE= ofZEEIAH 00| A 85t At BY FZ A QUATHALQL HAZAE! AlXFQILICE of:
lexample23456789. L& 22t 22 HMA EZQ| o8t A= TAKF EE=
2Q|LICthttps://mytoken.example.com. HMA EEES ALEE [If aud 22 &4 CHat ot o
=L},

=Kk

Verified Permissions= CtS1} Z0| AF3 5 AA CHA ! Sl0|QIE ASE s&IELICH
Amazon Cognito

aud E.E-”Olol AA|=||—|E|' on”A E5'0'"

Amazon Cognito ID E20i= & Z2I0|HE ID7} Z & &
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= M ZCI0|HME IDE Z&El client_id Edi&o]|
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https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-client-apps.html
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A48 58F LA0 ZEH0|IE o E2|7H0|M AE 2L 2 StLt 0|4 &l=245tH Verified Permissionse=
Ol ¥ ECIOIMIE IDs S S22 ID EZ aud Edl& = HMA EE client_id 2T H|m g
LIC}. Verified Permissionsi= Amazon Cognito A}Z4 5 A A0 CHEt A2 S AR CHA URLE A
&5tx| et&LCt,

OIDC

OIDC ID E2olzet &2 ZEt0|
IDs

e

E ID7t Z2& &l aud 2EYO0| U&LICtlexample23456789.

OIDC HAMA EEER 22 EE2| 4 URLO| Z&E aud %Eﬂo'https ://
myapplication.example.comdtet Z2 ZEI0|QME D7t Z&El client_id 2cil0| J}U&L
Ctlexample23456789. IDs

Yo NEAE MUY 0 YOl E20| TS WESE Ol AIBSHE T 5 2B st ol &
el

« |D EZ& - Verified Permissions= aud 2d|&2| EcI0|¢1E ID & 5tLt O|& 0| CHA AS 2t &
%|st=X| &2l5t0{ E2I0|HE IDsE ASELICt.
o HMA EZ - Verified Permissions= aud 22&2| URLO| CH& AS Zfat UxI5H= K| & Ql5tod

mo
>
ol
9'|_|
AT
o
mo

CHe 2 ABELICH aud 22IY0| e 2 cid EE client_id 22
m

| == N
HBE & J&LICH XA BF SZtoi|A 22leto] SHIE CHY Sl & F4S FHelsthe.

JWTs CHEF E2I0|E & TSt 80

MM AEO K B LA E AMESHX| et o EE[7 0|40]MH JSON & EE 2 MEISt T &
B2 Verified Permissions0fl & e = /&LICH JSON & EZJWT)H M X £8E FE 510
S o

=
Verified Permissions2 7 & &A1& = J&LICH
O] oAM= JWTE A& 35l0d o= 2|7 04401 M Verified PermissionsE &5t WS Ho{ELICHA
async function authorizeUsingJwtToken(jwtToken) {
const payload = await verifier.verify(jwtToken);

let principalEntity = {
entityType: "PhotoFlash::User", // the application needs to fill in the
relevant user type
entityId: payload["sub"], // the application need to use the claim that
represents the user-id

i
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let resourceEntity = {
entityType: "PhotoFlash::Photo", //the application needs to fill in the
relevant resource type
entityId: "jane_photo_123.jpg", // the application needs to fill in the
relevant resource id
I
let action = {
actionType: "PhotoFlash::Action", //the application needs to fill in the
relevant action id
actionId: "GetPhoto", //the application needs to fill in the relevant action
type
I
let entities = {
entitylList: [],
};
entities.entitylList.push(...getUserEntitiesFromToken(payload));
let policyStorelId = "PSEXAMPLEabcdefgl11111"; // set your own policy store id

const authResult = await client
.isAuthorized({
policyStoreIld: policyStoreld,
principal: principalEntity,
resource: resourceEntity,
action: action,
entities,
b

.promise();

return authResult;

function getUserEntitiesFromToken(payload) {
let attributes = {};
let claimsNotPassedInEntities = ['aud', 'sub', 'exp', 'jti', 'iss'];
Object.entries(payload).forEach(([key, value]) => {
if (claimsNotPassedInEntities.includes(key)) {
return;
}
if (Array.isArray(value)) {
var attibuteItem = [];
value.forEach((item) => {
attibuteItem.push({
string: item,

JWTs CHEF 22H0|HME & Het Fod 85
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1);

1)

attributes[key] = {
set: attibuteItem,

};
} else if (typeof value === 'string') {
attributes[key] = {
string: value,
}
} else if (typeof value === 'bigint' || typeof value ==='number') {
attributes[key] = {
long: value,
}
} else if (typeof value === 'boolean') {
attributes[key] = {
boolean: value,

1)

let entityItem = {
attributes: attributes,
identifier: {
entityType: "PhotoFlash::User",

entityId: payload["sub"], // the application needs to use the claim that
represents the user-id
}
};
return [entityItem];

}

' 0| ZE XM= aws-jwt-verify 2tO0|EE{E|E AF&3t0{ OIDC &8 IdP7F MY st JIWTE AS &Lt
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https://github.com/awslabs/aws-jwt-verify
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01| M create-identity-sourceE AF&35t04 X4 & A2E
API0{| M CreateldentitySource& AtE5t0{ X4 5H LA
g = JUsLch a4 Bl A K82 A |-

O| E{E| O|§2 EH AE0{ A7|Ote}t ZEHE|X
ot SEoted™ 2ot F&| AEE| Y2 K|HEl=

M AWS CLI 3t 7{Lt Verified Permissions
E Mdg m 2ot A EHE| RS X<
QR BH AAE MEELICIAWS: : Cognito.
&LICt Amazon Cognito IDE H2 AE0{ A 7|0}
2 AE0{ AEEIZ MHSHoF &L|Ct.

A
« Amazon Cognito AtZ4 Z&H AA

- OIDC RtH 58 &4

>

Amazon Cognito A}Z3 & A
AWS Management Console
Amazon Cognito AF& Xt & A3 5B AAE Mdstei™

Verified Permissions &2 QLICt 8™ AE0{& MENEL|CEH
FOJ| A K}

=

2|5 EFAM
AH

o2t

I:l

mo J}'L

0|>| n
I->

A

0z

1
2
3. X7
4

Olo

Cognito AFE Rt & M HEOIME MEstT X2 BT A20| AK & IDE AWS 23 &
2{3LICt

5. ot A TAdol Hot FA KHoIMO| A0 Hot Fxof ChEt AE{E| RHS MFLICH
O A

ZEl Amazon Cognito AFEAt £2| A4 SH2 MEiF 2ot A ol oiEELICt
o

T

—

7
Xt & cognito:groups 282 &5 E{H O & 740l M Cognito I & AHE S M=
LICH 2ot FA| ol &2 AdEE| RS MEELICH

0 HE

2tO|ME o E (7 ol4d HEollM ZEt0l

OHZ2|7i0| M IDs HEE X| 045 & M= L

\I
ooy oo >

Amazon Cognito Xt 8 AA 87
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Amazon Verified Permissions

- Z2lo|ME ofEE|AH 0| IDE HABStedH 220|AE ofZZ|7I0|M ID7F LxIGHE EEDH
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OHZ 2|7 0|M ID 22| MHE MEiFLICE
- ZEl0|HE o EE|70|M IDE HESHX| f2tiH Z20|HE o E 70| ID AF ¢t
S MENELICE
8. X4 3HALA MEE MEAELICH
78"‘—'1 AE0{0] 27|07t U= B Cedar HHO| X1 BB E= HMA EZ0M FES SH2
2t Z 5240 MX| Cedar7t A} B H A AT} MAste _'?'_O._F A fES QASEE A7|0HE Ao
0|53H0|= ghLICH A 7|00l F£7HElE €S 0lE Cedar A0l M &= st2d= 40| Z & z|o{of &
LICt. Amazon Cognito E2 £42 Cedar 2o T4 £ 4o 0iE5t= Yol CHEF AFAIEH LI 2
A7(0H A4 3H 32X EE 1S (B) FE5HML.
AP| 242 EHM XYL E M AL HE HEAE e [ APl Gateway & AtE B SZXE
MHEE ArE 3™ Verified Permissions= AL X Z20IM AFEXL £HE HE|otT 2ot =X 0|
MNEX & 802 MYX|= AF|OHE EdELICH
AWS CLI
Amazon Cognito At AL E A4 5E AAE MMste{™
CreateldentitySource 22 AtE35t04 At4 Y LA E MYEE = JU&LICH O S o|Ml= Amazon
Cognito AFF& X Z29| QIBE X1 SHo| HMAE = UE AHH BH AAE MMFHLICH
Ch config txt IFU0|= create-identity-source @& 9| --configuration Z+2tO|E{7} Al
& &= /= Amazon Cognito ALKt E9| ME HE 7l £0{ U &LILCH.
{

"cognitoUserPoolConfiguration":

"userPoolArn":
west-2_1a2b3c4d5",
"clientIds":["

{
"arn:aws:cognito-idp:us-west-2:123456789012:userpool/us-

alb2c3d4e5f6g7h8i9j@kalbmc"],

"groupConfiguration": {

"groupEntityType":

"MyCorp: :UserGroup"

EPSN

=
S o

Amazon Cognito 23

88


https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_CreateIdentitySource.html
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O424.
[« NN
$ aws verifiedpermissions create-identity-source \
--configuration file://config.txt \
--principal-entity-type "Usex" \
--policy-store-id 123456789012
{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgll11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
}
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BZSHRAR! K] Codart 124 S 247} SHIHE DY FA RUE ANHTS 271018 o
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A7|0tof| X3 3 SZA EE HEE(B) HESHMR.
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M2 AE3HH Verified Permissions= AFE X E2E0M ALEAF £ 42 2[5t 20 =X 0|

AEX E SE2=2 MAAXlE 27|08 HEELIC
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Verified PermissionsOl| A Q15 El AFEALE ?[2F Amazon Cognito

HM|A 9l Xl7d ZE0H ES S AF25}

£ doll chet REMIEE LH& 2 Amazon Cognito 7HE R} ©HLH A 2| Amazon Verified Permissions& & &t
et F0iE HZ5HAMIR.
OIDC AtH 3H A

AWS Management Console

OpenlD Connect(OIDC) A}4 8H AAE Md5tE{™

1. Verified Permissions Z2& & QL|Ct H¥ AE0{E ME4ELICH

2. 2% A HolM X BH AAE MBI

3. XA BEH LA MHS MEIELICE

4. 2|2 OIDC 3ZAHE MHE4FLICH

5. ZZXtURLO OIDC &=Ato| URLE LHFLICE Ol= Heh Fo] MH, MB 7| At 22 3
Z Aol Ciet 7|Ef HEE MS3st= MH|A AEZQIEQIL|Cthttps://auth.example. com.
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AP| 9174 X2 AE0{E MAIE [l Verified Permissions= AF2 A Z0i| AF2 X £M 2 2|6

T HO FH RYO|MEXR E SHE2E MYUXIE A7(|0HE BT LICH

AWS CLI

OIDCAIA ZEH AAE

AL

0%
ol

te4

CreateldentitySource 2 AFE510] At BB AAE M = U&LICH CFF oAl = Amazon
Cognito AFE At 29| QIS El Xt SHo| HHAE = U= A4 BH LAE MHFHLICH

CHZ config.txt IIUME create-identity-source W& 9| --configuration It2tO|E
olM AHEE OIDC 1dP2| MIF HE7F 8 k[0 Q&LICH O] ofA|oi A= ID EZ0 CHEt OIDC At

458 LAE ddgLoh

"openIdConnectConfiguration": {
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"issuer": "https://auth.example.com",
"tokenSelection": {

"identityTokenOnly": {
"clientIds":["lexample23456789"],
"principalIdClaim": "sub"

.

3,
"entityIdPrefix": "MyOIDCProvider",

"groupConfiguration": {
"groupClaim": "groups",
"groupEntityType": "MyCorp::UserGroup"

CHZ config.txt THUO|= create-identity-source WHO| --configuration Ttet0|E
OllA At&E OIDC IdP2| MIF HE 7t £ 3 E0] UELICE O] txof M= AM& EE0i CiEt OIDC

A B AAE MALICH

{
"openIdConnectConfiguration": {
"issuer": "https://auth.example.com",
"tokenSelection": {
"accessTokenOnly": {
"audiences":["https://auth.example.com"],
"principalIdClaim": "sub"
1,
1,
"entityIdPrefix": "MyOIDCProvider",
"groupConfiguration": {
"groupClaim": "groups",
"groupEntityType": "MyCorp::UserGroup"
}
}
}
B

$ aws verifiedpermissions create-identity-source \
--configuration file://config.txt \
--principal-entity-type "User" \
--policy-store-id 123456789012
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AL 7Hol=
{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
}
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Ol4 ID £7+8 MeEBrLICH. £7HEl BEt0IE OHEEIAH 01N IDE MHstE{H Batoleis
OHE 217|044 ID Wl XS MeyerLict
. B2H0|E OHEEIH0IM IDE HE x| o ® S2H0I9IE HHEE|ZH0IM ID HE o
g2 MegrLict
0. W7 A MIS MeELICt
10. 71 3 AA0| 2ot T RHS HEH 2 UHOIEE 2ot T RS SH27 ¥y
SHZS A7|0HE HololEaHof Bict
A7 B AL Yol 9 BICIQ HES MBS O} K12 B A4 MRS M5t A2 B &
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AWS CLI

Amazon Cognito AFE At & At 5H 24 E AO|0|EstE{H

UpdateldentitySource 2 dE At&3504 At 58H LA E HO|O|EY = U&LICE CHS oxl= Ct
£ Amazon Cognito AtEXt E2 AIESIEE X[HE AHE 3H A E HOo|o|[EFLIC

CH2 config.txt IFUOIE create-identity-source W& 9| --configuration ZZFO|E{7} Al
&g &= /= Amazon Cognito AF& Xt E9| MIE HE 7 £0{ J&LICH.
{

"cognitoUserPoolConfiguration": {
"userPoolArn": "arn:aws:cognito-idp:us-west-2:123456789012:userpool/us-
west-2_1a2b3c4d5",
"clientIds":["alb2c3d4e5f6g7h8i9j0kalbmc"],
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"groupConfiguration": {
"groupEntityType": "MyCorp: :UserGroup"

HH:

$ aws verifiedpermissions update-identity-source \
--update-configuration file://config.txt \
--policy-store-id 123456789012

{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgll11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
}
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A 58 a4 Hof e EICI HES ME{E OhE X1 88 44 AXE MBSt K13 B8 &
A5 AMHNE = JELICH HMAE &X0f deleteE U2 CHE AHE Y AL AKX E =510
A B5H AL AME EQlELC

AWS CLI

OIDC A4 5H AAE AO|0|EstE{H

UpdateldentitySource 42 At83t0{ At Y AAE YO|0|EE = U&LICt CHS o A|od| A
£ XEE &t 8H LA E HOH0|ESto{ CHE OIDC S ZAHE AHSELICt

=
=
=

Ct= config txt IU0|= create-identity-source @& Q| --configuration Zt2tO|E{7} At
2% £ 2= Amazon Cognito AFE X £2| ME HE 7} S0{ Ql&LICEH
{
"openIdConnectConfiguration": {
"issuer": "https://auth2.example.com",
"tokenSelection": {
"identityTokenOnly": {
"clientIds":["2examplel@111213"],
"principalIdClaim": "sub"
3,
1,
"entityIdPrefix": "MyOIDCProvider",
"groupConfiguration": {
"groupClaim": "groups",
"groupEntityType": "MyCorp::UserGroup"
}
}
}
H:

$ aws verifiedpermissions update-identity-source \
--update-configuration file://config.txt \
--policy-store-id 123456789012

{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

}
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MM ARl K7 BH AAE 274D B AE0| AT|Dlo| BRX B FE EBS 04T
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Verified PermissionsOll A 215 El AF&X}od| CHEH Amazon Cognito ID & M A EE AFE0l| CHE XA
gt LHE 2 Amazon Amazon Cognito 7H2F X} 2HLH A 2| Amazon Verified Permissions &t £0{& & X
M.

=S|
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o HAA EZ OfE

« Amazon Cognito Z2EC 2 F &£ Zailoil CHEt CHA E7(8

- A 7|0t i Eoil CHslf &FotoF & ALE

AZ|otof ID EZ o=

Verified Permissions= ID E2 28 S AHEX2| 0|8 L AT, 28 HHA, =fx HE S9| &
MoZ XMEIFLICH ID EE2 &4 7IEF UM A Mo{(ABAC) Het F£od REA 7HE f88tLICH
Verified Permissions7t LEXIE 7|HIO 2 B|AAO| CHEE HHAE EMSIEE Ste{H AIEA ZSH AA

o|ID EEg =gt
Amazon Cognito ID EZ

Amazon Cognito ID EZ2 CHE 22| 0IDC AZE[ F AR 2to[E 2 2[o| A B SELICH F7F 2oll¥2

S3all OIDC2o| 7|s& & ErLICt ofZ2I710|M2 Amazon Cognito AF&XF Z Q15 API 2 EE= A}
oXP E AR UIE AH85104 AFEXIE QB E =+ UELICH REAIEH LIS Amazon Cognito 7HEE A}
OHHMO| APl L AEZQIE AEE HESML.

Amazon Cognito ID EZ2

g8 23y
cognito:username Y preferred_username
A& Xt o|& 2l ™ LIC.
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AEXte| IR AE X AEXHUUID)
custom: MFATL e ZelY

o 22 ALEXE X|IH ALERE E
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JP)
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https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
https://openid.net/developers/certified-openid-connect-implementations/
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pools-API-operations.html
https://openid.net/specs/openid-connect-core-1_0.html#StandardClaims
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cognito:groups

ArZREol 2 & HHAIQILICH 238 7|8 HAHA AM0{(RBAC)E 7|t 2 5t HEH Ho ZRI|M
ol a2 oM B7te = e HE S M3 gL

UAIH 23|

e
ro
02
12

AERES| {2 OfLIX[BH AFERE & AT EZ 4 Lambda E 2701 2|8 ZEIol| FItHE[=
ZaHLICH AX el 2E SoldD RASHRIE tenant EEE2H 20| ZES 0L

Ctdepartment.

: TEA7L 4= Amazon Cognito £88 & Z st YoM Aol £482 FEFL
Ctprincipal["cognito:username"]. V& E&c ognltO'groups%OI &0l CHEk of| L
Ct. Verified Permissions=0| 28 2| LI E ArE Xt AEE[Q| 42| AME{E|oi| OfEEf LICt.

Amazon Cognito AFE At £2| ID EZ T+ Z0f CHt XhAIEH LH& 2 Amazon Cognito 7HE X OHLHA{ 2]
IDEZ AEE HxotMR2.

Ct= oAl ID EE0l= Ul 74X &2l £40| 22 l&LICh 047]0l= Amazon Cognito 221 222
cognito:username, AL X X|H 28I custom:employmentStoreCode, & 22 email,
2 2 A|M 22| tenantO| ZEELICH.

"sub": "91eb4550-XXX",
"cognito:groups": [

"Store-Owner-Role",

"Customer"
1,
"email_verified": true,
"clearance": "confidential",
"iss": "https://cognito-idp.us-east-2.amazonaws.com/us-east-2_EXAMPLE",
"cognito:username": "alice",
"custom:employmentStoreCode": "petstore-dallas",
"origin_jti": "5b9f50a3-05da-454a-8b99-b79c2349de77",
"aud": "lexample23456789",
"event_id": "@ed5ad5c-7182-4ecf-XXX",

"token_use": "id",
"auth_time": 1687885407,
"department": "engineering",

"exp": 1687889006,
"iat": 1687885407,
"tenant": "xllapp-tenant-1",
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https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-user-pools-using-the-id-token.html

Amazon Verified Permissions INT=IY A To] =]

"jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",

"email": "aliceeexample.com"
}
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O 2ol 2t 2 HHE dliE 28 AEE| 3o olEELICH MM alie 28
B A OlA
T =

CHS o= Verified Permissions A 7|00 A}73 5 E 2 oiA|o

| = =] E
710} BEO) ThEt KNS LIS E B4 Aol A7I0 HEIE(E) HESAIR. A2 5% 24 740

oF FA R User& Xx|HotH Ch3 X2t FAEE LIS Z & 5104 Cedar0ilM sliE £4E At

sk A 2
UTE & 4 AUBLICH

oo >
fuok HI
r

»

"User": {
"shape": {
"type": "Record",
"attributes": {
"cognito:username": {
"type": "String",
"required": false
},
"custom:employmentStoreCode": {
"type": "String",
"required": false
},
"email": {
"type": "String"
b
"tenant": {
"type": "String",
"required": true
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OIDCID EZ

OIDC 32XA2| ID EZ& =2 Amazon Cognito ID EZ 21t 7o| SUgLICt xto|H=2 2l

HL. =2
of U&LICH IdPE= £ & OIDC &4 2 MB5H7HLE AFAL X|H A7|OFE 7HE &+ U &LICH. Verified
Permissions 2&0|AH M 2 AE 012 WS [ oA ID EEES AFE35H0{ OIDC A4 5H AAE
FIHstHL EE SRS AEA &Holl =522 oEE = U&LICE Verified Permissions= 1dP2|

X4

o

£ AF[0HE QAIGHK| ZetE2 20| HEE XS5t ofF g LICt.

KM L2 € Verified Permissions Z%H A E 04 AMAd EH

fjo
u>l-

FRSHAAIL.

CHS2 OIDC At 8 AAT e MM AE 09| oA AF7|0FLICE.

"User": {
"shape": {
"type": "Record",
"attributes": {
"email": {
"type": "String"
1
"email_verified": {
"type": "Boolean"

o
"name": {
"type": "String",
"required": true
o

"phone_number": {
"type": "String"
}I
"phone_number_verified": {
"type": "Boolean"

}
}
}
}

0| A7|0t0l CH&l ZAZ 8 2% ofxll= MM 2 XM QOIDC ID EZ A2 HrdstLC}

HMA EZ DKL

Verified Permissions= 1 & 2o 0|2[2| HAM|A EZ ZoIUS 2o &M Ex= HHAE &40
2 x2lgLct 28 "D 7 1dPe| HMA EZ0= APl HAM|A0] CHEF HEJF Z&E £+ &
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https://openid.net/specs/openid-connect-core-1_0.html#StandardClaims

Amazon Verified Permissions

Lich AN~ EE2 ofg

7|dt HM|A KO{(RBAC)E AL
H4l 0|Qlo| HAMA EZ 27U o|Est= HEt Ho{ ZRIS A

Amazon Cognito HAM|A EZ OfE
Amazon Cognito M A EZ 0= HEt £040| A8E = U= SO0l U&LICH.
Amazon Cognito HMA EZ 0| R8F E2I&

client_id

OIDC Al2| EALRIo] CHEt 22to|HE o Z2|7|ol4de] IDYLICH Z2I0|21E IDE AFE 5104
Verified Permissions= T8t £04{ 20| & AE0{0f 3{&E ZCI0IUENM @E=X| &lE

[ Ry —}

U&LICH M2M(Machinemachine-to-machlne) Tt 200 2% A|AEIS 220|01E Eot &5
2 QHE 60251 ECI0|HE IDS HYE HE Foio| BHE MSEHLILCH.

scope
EZ ERRo HMA HEHS LIEHL= OAuth 2.0 'H2(LCt.

£ wn{AlelLich o4 Jlut HA|A RI0{(RBAC)E 7IEHO 2 st HEH £of RRolA
YoM Bote = e AE S MSE L

UAIM Zai

OHA|A HBt2 OFL|X|BF A
2ol o UAIX 232
Cldepartment. VA& E

__I_

A E MY EZ M4 Lambda E 2|70l o|a HEI Yol FIHE|= 2
EE FASHR|EF tenant £E=8F 20| EES S0{HL
£ MER X|EstH AWS HF Mo H|E 0| FIHELICH

Amazon Cognito AFHS

S Zo| HMA EE FZof CHEE REAMIBH LIE 2 Amazon Cognito 7HE X O LK
Mol HMA EZ AEE 7

Z3tM 2.

Amazon Cognito A& EZ 2 Verified Permissions £
context.token.attribute_name2 AI&35t0{ HMA E
MA EZ oAM= client_id 2 scope 20| 25 £

N
:I:
_|_

o £ ol BHZELIcH
Zol 448 BAY 4 UBLICH OHS
|

"sub": "91eb4550-9091-708c-a7a6-9758ef8b6ble",
"cognito:groups": [
"Store-Owner-Role",
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r
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https://datatracker.ietf.org/doc/html/rfc6749#section-3.3
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-lambda-pre-token-generation.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-user-pools-using-the-access-token.html

Amazon Verified Permissions INT=IY A To] =]

"Customer"
1,
"iss": "https://cognito-idp.us-east-2.amazonaws.com/us-east-2_EXAMPLE",
"client_id": "lexample23456789",
"origin_jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"event_id": "bda909cb-3e29-4bb8-83e3-ce6808f49011",
"token_use": "access",
"scope": "MyAPI/mydata.write",
"auth_time": 1688092966,
"exp": 1688096566,
"iat": 1688092966,
"jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN2222222",
"username": "alice"

Ct2 odl= Verified Permissions A 7040 A A E 2 of|Al|o] &4
7|0F HEo CHEF REMIEH LI 2 HA AE0{ A7|0F HEZ(E) &

"MyApplication": {
"actions": {
"Read": {
"appliesTo": {
"context": {
"type": "ReusedContext"

.

"resourceTypes": [
"Application"

1,

"principalTypes": [
"User"

},

"commonTypes": {
"ReusedContext": {
"attributes": {
"token": {
"type": "Record",
"attributes": {

HMHA EZ Of
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"scope": {
Iltypell: IlSetll’
"element": {
"type": "String"

1,
"client_id": {
"type": "String"

}
}
}
1,
"type": "Record"
}
}
}
}
ol A7|otof CHall HABE A oflxl= MMS FHESHMRAmazon Cognito AMA EF £ HHAE

L|ct..
OIDC HMA EZ o=

Q|2 OIDC B ZXte| CHEE o] HMA EZ LS Amazon Cognito HAlA EZ
grLICH OIDC HM|A EZ2 Verified Permissionsoll T 2 [ ZHHAE 24
context.token.attribute_names AtE35t0{ WMA EEQ £&8 &
M OIDC HMA EZol= oilA| 7|2 S o| L& FLct.

"sub": "91eb4550-9091-708c-a7a6-9758ef8b6ble",
"groups": [

"Store-Owner-Role",

"Customer"
1,
"iss": "https://auth.example.com",
"client_id": "lexample23456789",
"aud": "https://myapplication.example.com"
"scope": "MyAPI-Read",
"exp": 1688096566,
"iat": 1688092966,
"jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN2222222",
"username": "alice"

HMHA EZ Of
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}

CH2 of|= Verified Permissions 2 7|040]| M| A E 2 of X9
7|0F HEof CHEE REM|EH L2 &=

AE0{ AZ|O}

"MyApplication": {
"actions": {
"Read": {
"appliesTo": {
"context": {

"type": "ReusedContext"

},

"resourceTypes":

"Application"

]I

"principalTypes":

"User"

"commonTypes": {
"ReusedContext": {
"attributes": {
"token": {

[

[

"type": "Record",

"attributes":

"scope": {

thpen:

{

"Set",

"element": {
"type": "String"

}I

"client_id": {

thpen:

b
"type": "Record"

"String"

HMHA EZ Of
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}

ol A7|0tol| CHell HEE EHM ofldl= MM HESMR0IDC ML EZ £42 BrEeILICEH.

Amazon Cognito 2ES 2 T2 2ol ciEr CHA E7|H

Verified Permissions7} At E [} Amazon Cognito E201| HE L= A7|0l=2 Z0|E 23
2cognito:groupsstl FEELE FEE ZAYE custom:store HE S0 . EXE HSB

TE 722 ArSELCH ol @Alg ™ EZ7Hol2tn g LCH o & Sodof CHEt & ZE71 2o
cognito:groups principal.cognito.groups F7IEIRAELICE O] EAIE HH A £+ UK|
oHOE S E7|Ho 2 AF(ofet WS WES= 00| Z&LICH o] Ao M=of CHet & =7 HAHof
cognito:groups principal["cognito:groups"] E& & L|C}. Verified Permissions 22 0 A
AEXt E ID EZ0]| O KIS 2 MM E AF|0t= CHEE E7|HE AFSELICH

Amazon Cognito At4 Y L A0 i 522 LEFE AF7|0F & HMoM M E7(HE HS AFSE
= U&LICE : CHE $32| OIDC IdPod| CHal A 7|0F EE= Aol M EE= CHE G=At7t ot 2Rkt
o
o

BHHEEIIHE AM

g & olgaLch

-

M E7|™Hol| gt A7|ot= O o &QE 20| : FHEIE{S| 2t QIARIAE cognito EE&= custom £ 7|

"CognitoUser": {
"shape": {
"type": "Record",
"attributes": {
"cognito": {
"type": "Record",
"required": true,
"attributes": {
"username": {
"type": "String",
"required": true

iy

"custom": {
"type": "Record",
"required": true,

Amazon Cognito 2E2 2 F 2 2ol Chet Tl 7| 105



Amazon Verified Permissions MNEX 70|=

"attributes": {
"employmentStoreCode": {
"type": "String",
"required": true

},
"email": {
"type": "String"
.
"tenant": {
"type": "String",
"required": true

Ol 27|0tol| CHal AB =l M EV|HE MEsteE HH oMz MMHE HZstHL™ E7(HE AEst

Sy
o 8 H=ZE.

A 7|0t oH ol cHa Lolok & ALg

I

=l

OF
rlo

EZ sotct chELCH

HMA EZ HEH 2040l M Verified PermissionsE 222 ZAEAEN OHZEELICH ID EE HEt &2
0404| M Verified Permissions= 2822 2ot £ &40l oHE & LICE Verified Permissions & & 01| A
MAMS= A AE0{0| AR, HI K& AE0{Q} MZE XM= AEO{OH D AAJGP=MNEIZ ST IDE
2 HEt 018 /I A7(|0IE M EX & SH2E A0k & LICH HMA EZ HE oz I8 HH
A 2e2lo] Ue g 7| HM|A Mo{(RBAC)E 7|EHo 2 5tH CHE EQIYUS HAM AE0{ AF|0O
ol XSS 2 oiEstx| A&Lct

ANESHAA SHS ZLRFHXR| &L

Verified Permissions 2&0|M X124 5@ AAE MMHSIH S40| 242 EAILX| &&LICH o= A
StH F2tEl SRz Ol HEH 204 ™| HS 2 F 71 WlsHX| o&L|CH 2o et SM4e
T2 MAs £ QIX|ot B E Mt Hod 2o 2lo{of &FL|Ct

RBACE A 7|00 40| ER5HK| &f&LICt.

K2 B A0) Chet A7I0H A2 BY 44 £7H W £%ats WA @Zol wat FahEiLic
A7 B AAE stol BUS AR AEEl B TS, sttol 2 US 18 EEl Y
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of OHEELICt Ol2{Et E{E| HE2 Xt H 8EH AA 7o AARILICH O] 2|4 HEE AH&6t0{ o
g 7|EF HM|A Ko{(RBAC) R EE AR L AEXIE FEHY = U= §E IE0 CHE
gt 20| U E At YHME A HE = JU&LIct A7|O0Ho| EE %Eﬂ%l% Z7totH HE AE0{9
et 2o 7L AR ELICH ID E29| A S40llE &4 7[E HAA K0{(ABAC) HEt Hodof
Z|04gh = U= ALS Aol CiEt HET U&ELICH HMA EZQ| HEHAE KMol SZXH2| F7+ Al
A Mo HEE MSE £ UX[EH 71 AF|0F =0 EL3 OAuth 2.0 (et 22 HE I} AU&LICt
Verified Permissions & 2| API Gateway 2! Xt73 58 SZ2At L ot E MHOE HH SM2 A7
otof ID E2 SdYUS S ELICH ol HMA EZ Soidel BRE otlL|Cch A7|0o H| 28 A
MA EZ 2 F7tst2dH JSON Z=E0M A7|0FE BESHD commonTypes 42 F7}sH ok
SHLICH KEAISH LIRS CHA|A E2 OiE CHIS R X5 AIAIQ.

OIDC & 22 oft] A X[HELICH

OIDC B2XHE X 7He I ™ AE0{0] S K 18 HeH Aol (524 ID E= AMA ES0A
E 2olel ol MEE = AaLct EelE HEte 0§ SoldS O3 HASE QlAIF Lt

1. 30| ¢l= EXF: "groups": "MyGroup"

2. ZHo =2 F2E =5: "groups": "MyGroupl MyGroup2 MyGroup3". Z 2Atd2 & &L

3. JSSON(EEZE #&) 558: "groups": ["MyGroupl", "MyGroup2", "MyGroup3"]

(® Note
Verified Permissions= SO 2 2 E O§ Zdglel 2 EXAIYES Hro| OEo 2 A
LICH AHO|A BAI7F e 28 0|2 HY OS2 2 sliAdstz{™ oM AHO|AE HE
THLE M 7HELICH o| & S04 2t= Ol 2| 2&2 My GroupE ZEUHELICIMyGroup.

EZ 8 M=

MM AEOI AHE BH AAQ ZF5tE WA2 ID E= HMHA EES M| o 22 x4
EH LA FHo| F Aol mat Z2tELICE Amazon Cognito At 5 SZAHE AHS5HH API o
EEMAEE YEE I EE RS MHE + UAGLICH API 62 T AE0{E HGE M ID =
= HMA EZ0] CHEt Het F0oiE HHEX| o{F E =4l ok &LICt o] HE = Verified Permissions
7t HM AE0{0l M E3lE A 7|01 41 API Gateway API0Y| CHEt Lambda H&H £04xlo| 201 &
&2 ELICE OIDC BZAE AIE5tHXE 3B LAAE FIIE I EZ RS ME4SHoF &LICH ID
e HMA EES MEE = ol MEISHX| f2 EZ RE2 A AE0{0lM XEIZIX| §i&LCh

A 7|0F OiZoi CHEH 2rolof & AFE 107

ook


https://docs.cedarpolicy.com/schema/json-schema.html#schema-commonTypes

Amazon Verified Permissions MNEXt 70|

£35|ID EZ Zo¥2 Verified Permissions 2& 2| £80f| XIS 2 0j&Est= 0|™HE +2[2d™ X4
SH LAAE MY 7| ™o XMElsteds EE fE2 =710 A™sHor gL ch EE2 /82 ¢4E5ieiH
MM A7|0HE EIME-SHE O &8t =230| 2 e Lt S FAloMHeE H3 AE0{oMH ID &
HMA EES MEFIE YWHS AHELICE.

Cedar & EAM7[0l= Y8 EXtol| CHEt CHE S 7t 2 FLCH

Mo UutrMo 2 of ZH2 Aol AF|OF £MH2 X FLICtprincipal.username. EZ £2(& O]
Boll LHEHE &= / /U= @, (=2t 22 GxK7t otl CHRE 2 2| 2Rl B2 Verified Permissions=
principal.cognito:username £t Z2 =7 2 7 & M = & LICtcontext . ip-

address. CHAl CHEZ E7[HOZE O|2{8t 2742 FAIZ context["ip-address"]ZtZ
1 E= Ao 2 X|Hsl{of gLCt 2E EA_= el o[Fo
L AE7F ot of| @ ILICE

principal["cognito:username"
f 58 EXto|rHo| 7 AtEhof CHEH R Ut

02

ol 8o ot A £dof CHer F & old| A7|o0t= CHE1 Z&LCh

"type": "Record",
"attributes": {
"cognito:username": {
"type": "String",
"required": true
b
"custom:employmentStoreCode": {
"type": "String",
"required": true,
b
"email": {
"type": "String",
"required": false

JE

0%

O HHAE Kol CHEt #& ol A7[0h= ChExt Z&Lch

"GetOrder": {
"memberOf": [],
"appliesTo": {

"resourceTypes": [

£7|0F of&ofl CHaH ofok & Ate 108
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AR 7H0|E

"Order"
1,
"context": {
"type": "Record",
"attributes": {
"ip-address": {
"required": false,
"type": "String"

}
}
1,
"principalTypes": [
"User"
]
}
}
ol A7|otof CHall HEE HH o= MME HESIMQLHES H7|HE AE6I0{ EE SEHZE.
£7|0r oHZof CHaH 2rotok & Abg 109
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Amazon Verified Permissions £ &}

Amazon Verified Permissions E&f2 Al25tH _=.'_E O ZYUKTHE DH A E E|ASHSHTHA Of
Zc|70|MolM MESHE HEF £0{E F3HE &= UELICE o|xE S &= ol Z2|70| 4 E Verified
Permissions2} HESIH @145t OIS0 78 249 REEZE|IE M3EL|CH.

Verified Permissions= A CI& Z (XA E X|HELICH

« Node.js OHZ 2|7 0|4 & Express.js

Express2t Amazon Verified Permissions & &

Verified Permissions Express & &2 Express.js OHZ 2|7 0|M0|MH HEt 20{E F35= O
Hb M2 EAlg MSELcH o Sl 7|E EPOE' HEHE UK T MEStE HEH &
g 9|

0 M2 Al235t0{ API Q=X s AaLch S22 ™2 72 M1, HolE Mo
ot @S Gotst, s2E AERE HEE EI_/.:/*OH HMAE +~ AEF oto] Het Fof HALE &t

o=z XMa|grct.
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ol FRIoIAE M AE0] MARE| M8 Rof OIE9I0] T8 L HIAE0] 0|2 7|74 X| Express S8
S MEste W OHIELICH O BIE maM 3= HAS 2|4 85 M A Express Of Z 2|7 0| Mof
225t H5t Rof KlojE FIbe 4 Lt

0| A Mol M Ct2 GitHubZ|Z X|E 2|7} & X E/L|C}.

« cedar-policy/authorization-for-expressjs - Express.js& Cedar ™8 £ 04 O|& 904

- verifiedpermissions/authorization-clients-js - JavaScript0il Ci#t Verified Permissions T8t £04 22}
OloiE

- verifiedpermissions/examples/express-petstore - Express.js O/ S/ 01E AFEEH 734 oi K|

A =

Express S & T2dst7| ™ol Ct&& ZF0{of BfLICH.

« Verified PermissionsOfl M AE £ Qe AWS H|H

» Node.js & npm Mx|H

« Express.js OZ 2|70 M
OpenlD Connect(OIDC) At 53 3= Xk(0dl: Amazon Cognito)
AWS CLI MHMst Hetez FHF

A4 %S

=
(=) =0o

=

1A HA AE 0 Y
AWS CLICHS € ME5t0{ WM AE0{E MEFLIcH
aws verifiedpermissions create-policy-store --validation-settings "mode=STRICT"
@ Note
=& BAHUM AEE = UEF SHEoO| BHEtEl WX AE0{ IDE MEFLICH

2EHA: & Al

Express O Z (7[00l E 8 7|X[E HRIFLICH

AP 2 111


https://github.com/cedar-policy/authorization-for-expressjs
https://github.com/verifiedpermissions/authorization-clients-js
https://github.com/verifiedpermissions/examples/tree/main/express-petstore
https://docs.aws.amazon.com/accounts/latest/reference/getting-started.html
https://nodejs.org/
https://docs.npmjs.com/
https://expressjs.com/
https://docs.aws.amazon.com/cognito/latest/developerguide/what-is-amazon-cognito.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-quickstart.html
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npm i --save @verifiedpermissions/authorization-clients-js
npm i --save @cedar-policy/authorization-for-expressjs

Mt 2o 74
1CtA|: Cedar 2 7|0 MM Ol dZ2 =

A7|0h= ofE 2|7 0|M2| AIEE| R ALK 7L =-E = U= BYS
CHEF M3t 2o{ 2 S HolgfLIct A7|0te| HIYAHO|AE Holste KO
YourNamespace2 AF & LICH. AF|0FE Verified Permissions 2324 A E 04{0]

E|HLt =HE|H ME|ATF AF7|Okof| CHEH HME RIS 2 ASE L c

XE 35104 o Z 2|7 o] Mo
0 L|C}. o] oAM=
47

1795404 X4=HO| =7}

@cedar-policy/authorization-for-expressijs I7|X|= OfZZ|710|A 2] OpenAPI ALY E
M35t Cedar 27|0HE MME = U&LICH S35 B2 A= Ao EELICH.

OpenAPIl AL 0| Q1 E 73 express-openapi-generator I 7| X[ 2| tF 2 X|&iofl [t 2} OpenAPI A S
Mg = JA&Loh

OpenAPI AF2FOll A A7|0FE AiAdstL|C}

npx @cedar-policy/authorization-for-expressjs generate-schema --api-spec schemas/
openapi.json --namespace YourNamespace --mapping-type SimpleRest

O CHE 2t 874 MEE Cedar 27|02 HAIE X|IHELICH AWS CLI. 223 §7 &4lof CiEt &t
Met 82 MME HESHMYEAM AE0{ AF[OF A7|0F EAlg X|H5t= ol =20l ?
verifiedpermissions/examples GitHub2|Z X|E2|prepare-cedar-schema.shol 2t= A3 & ETJ}
A& LICH CHS2 v2.cedarschema. forAVP. json Tt0{ M Verified Permissions & 4!9| A7|OHE
2ste i 23R E CHEt =& of M| ILIC.

[V

./scripts/prepare-cedar-schema.sh v2.cedarschema.json v2.cedarschema.forAVP. json

40| X|IHE A7|0IE HM AE0{0| YEESITE HAM AE0{ IDpolicy-store-id&E HFELIC.

aws verifiedpermissions put-schema \
--definition file://v2.cedarschema.forAVP.json \
--policy-store-id policy-store-id

e Roi 7Y 12


https://docs.cedarpolicy.com/overview/terminology.html#term-namespaces
https://swagger.io/specification/
https://github.com/nklisch/express-openapi-generator
https://github.com/verifiedpermissions/examples/tree/main/express-petstore/start/scripts
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2CHA|: HEt Fo{ A MY

HE0| TME|R| f2 B Cedars ZE HEH 20{ 282 HRELICH Express 2293 S8
O|Foll MAME AF|0LE 7|8t 2 oA M2 S MASl0d0| ZEMAE REAEMSE Ol T20| E
L|Ct.

Z2 oM OfEE|FH0lMol Mol BE S ALBSHE ZP TEH QT ak(aaC) TTE AL S04 M A
C

HHst= Aol E&LICH RHMIEH LHE 2 2 AWS CloudFormation EHEHE FESHA AL,

HMEZ Cedar HH 4!

npx @cedar-policy/authorization-for-expressjs generate-policies --schema
v2.cedarschema. json

4

>

|.

ol

T84 /policies CIEEZ(0] ME YAo| HMHELICE O3 CHE AFS Atedlof et ol
AMERH XIEE & U&LICH o Al:

12
mo

r
0

// Defines permitted administrator user group actions

permit (
principal in YourNamespace: :UserGroup::'"<userPoolId>|administrator",
action,
resource

);

// Defines permitted employee user group actions
permit (
principal in YourNamespace: :UserGroup::"<userPoolId>|employee",
action in
[YourNamespace: :Action::"GET /resources",
YourNamespace: :Action: :"POST /resources",
YourNamespace: :Action::"GET /resources/{resourcelId}",
YourNamespace: :Action: :"PUT /resources/{resourceId}"],

resource
);
ot EH AHEE Yol HAIZ XIMELICH AWS CLI. ER3t 33*' off CHEF XFMIBH LI 2 AWS CLI &
Z 9| create-policyE HESHMR. E& F4] x[Hof E.:. Ol € ='—|— verifiedpermissions/examples

GitHubZ|Z X|E Z2lconvert_cedar_policies.shol 2t A3 BEJ} U&LICH OS2 Y 23
ZEo| Chgt &Lt

./scripts/convert_cedar_policies.sh
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https://docs.aws.amazon.com/cli/latest/reference/verifiedpermissions/create-policy.html
https://github.com/verifiedpermissions/examples/tree/main/express-petstore/start/scripts
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& Alo| X|HE HEE Verified Permissionsoll 42 =3104 policy_1.jsonE X2 mfelo| ZH=Z 4l O
EOZE U I E MM AE0{IDpolicy-store-idZ HbELIC.

aws verifiedpermissions create-policy \
--definition file://policies/json/policy 1.json \
--policy-store-id policy-store-id

ICtA: A}3 BB S2A HZE

O 2 Verified Permissions T8t 204Xl O|E90{= AFEXA HEE 71X 27| ?la API 29| H
—=|'— i oiIE-I Lfoll M3 E JSON & EZJIWT)S & LICt Verified Permissions= T8t £0{ L&
M £8sle WA oo EE28 ASE £ &Lt

lientIdCt21 identity-source-configuration.txt Z2 O]

userPoolArn ZE AF235104 ¢
g MAMeHLICE

EOo||ID AA 7 ol

{
"cognitoUserPoolConfiguration": {
"userPoolArn": "arn:aws:cognito-idp:region:account:userpool/pool-id",
"clientIds": ["client-id"],
"groupConfiguration": {
"groupEntityType": "YourNamespace: :UserGroup"
}
}
}

CHS AWS CLI B2 M350 R4 5H AAE MM DE MM AE04IDpolicy-store-id2
HbE LICH

aws verifiedpermissions create-identity-source \
--configuration file://identity-source-configuration.txt \
--policy-store-id policy-store-id \
--principal-entity-type YourNamespace: :User

Oh

et §o{ Oj=9of 7

HE 2o O|SY0{E ZESIEE Express OHZZ|AH 0|MHME Ud|o|EELICE. O] A ME Al E &
EZE MSBSX|BH HMA EEE ABE = JAELICE REMIEH L& 2 2| authorization-for-expressjs &
& = 5tM 2 GitHub.
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https://github.com/cedar-policy/authorization-for-expressjs

Amazon Verified Permissions ALEXl 710|=
const { ExpressAuthorizationMiddleware } = require('e@cedar-policy/authorization-for-
expressjs');
const { AVPAuthorizationEngine } = require('everifiedpermissions/authorization-
clients');
const avpAuthorizationEngine = new AVPAuthorizationEngine({

policyStoreIld: 'policy-store-id',
callType: 'identityToken'
1)
const expressAuthorization = new ExpressAuthorizationMiddleware({
schema: {
type: 'jsonString',
schema: fs.readFileSync(path.join(__dirname, '../v4.cedarschema.json'),
'utf8'),
I
authorizationEngine: avpAuthorizationEngine,
principalConfiguration: { type: 'identityToken' },
skippedEndpoints: [],
logger: {
debug: (s) => console.log(s),
log: (s) => console.log(s),
}
)8
// Add the middleware to your Express application
app.use(expressAuthorization.middleware);
EsIHAE
% euict. #
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https://aws.amazon.com/blogs/security/use-amazon-verified-permissions-for-fine-grained-authorization-at-scale/
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IsAuthorized
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_BatchIsAuthorized.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_BatchIsAuthorizedWithToken.html
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Test bench
1. Verified Permissions 2Z 0i| A Verified Permissions 2 QL|CH MZ %2 A E0{0| A
DigitalPetStoreZt= O|E 22 MM AE0{E Mg LICH
2. M X2 AE0{0| M EHAE HX|E MEHEHLICE

3. Verified Permissions API & X 9| |sAuthorizedO| M E|AE Hx| @S AMSLICH CI2 ME ™
2 = DigitalPetStore MEZ2 &A= oAl 42| =742 SA|ELICH
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DigitalPetStore: :UserE& ME
b. Alice?| HgE 1oz HYELICH &2l &= FIHE =St
DigitalPetStore::Role& MES Ot T ZHE =g LCt
c. ElAAE"M234"=MZ HYELIcH Eob FA|7F A dsts 2lAaA0A
DigitalPetStore: :0rder& MBSt E
d. DigitalPetStore::0rder ElA&A0]E
A2 MAgL|CH MEY DigitalPetStore: :User & 124 Alice
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_BatchIsAuthorized.html
https://docs.aws.amazon.com/general/latest/gr/verifiedpermissions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://console.aws.amazon.com/verifiedpermissions/
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html#API_IsAuthorized_Examples
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https://console.aws.amazon.com/verifiedpermissions/
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html#API_IsAuthorized_Examples
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html#API_IsAuthorized_Examples
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html#API_IsAuthorized_Examples
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2 CtFek AWS SDKs.

AWS SDK for .NET
« AWS SDK for C++

 AWS SDK for Go

 AWS SDK for Java

« AWS SDK for JavaScript

+ AWS SDK for PHP

« AWS SDK for Python (Boto)

- AWS SDK for Ruby

 AWS SDK for Rust
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https://aws.amazon.com/tools/
https://docs.aws.amazon.com/sdkfornet/v3/apidocs/items/VerifiedPermissions/NVerifiedPermissions.html
https://sdk.amazonaws.com/cpp/api/LATEST/aws-cpp-sdk-verifiedpermissions/html/class_aws_1_1_verified_permissions_1_1_verified_permissions_client.html
https://pkg.go.dev/github.com/aws/aws-sdk-go-v2/service/verifiedpermissions
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/verifiedpermissions/package-summary.html
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/client/verifiedpermissions/
https://docs.aws.amazon.com/aws-sdk-php/v3/api/api-verifiedpermissions-2021-12-01.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/verifiedpermissions.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/VerifiedPermissions/Client.html
https://docs.rs/aws-sdk-verifiedpermissions/latest/aws_sdk_verifiedpermissions/
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of CH§t CHS AWS SDK for JavaScript 0| A= Amazon Verified Permissions 2! Amazon CognitoE At
5t MEstE et 204 7tA S0 A IsAuthorized HIRELICEH

const authResult = await avp.isAuthorized({

principal: 'User::"alice"',
action: 'Action::"view"',
resource: 'Photo::"VacationPhoto94.jpg"’,
// whenever our policy references attributes of the entity,
// isAuthorized needs an entity argument that provides
// those attributes
entities: {
entitylList: [

{
"identifier": {
"entityType": "User",
"entityId": "alice"
3,
"attributes": {
"location": {
"String": "USA"
}
}
}
]
}
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https://aws.amazon.com/blogs/security/simplify-fine-grained-authorization-with-amazon-verified-permissions-and-amazon-cognito/
https://aws.amazon.com/blogs/security/simplify-fine-grained-authorization-with-amazon-verified-permissions-and-amazon-cognito/
https://catalog.workshops.aws/verified-permissions-in-action
https://aws.amazon.com/verified-permissions/resources/
https://aws.amazon.com/blogs/dotnet/implement-a-custom-authorization-policy-provider-for-asp-net-core-apps-using-amazon-verified-permissions/
https://aws.amazon.com/blogs/dotnet/implement-a-custom-authorization-policy-provider-for-asp-net-core-apps-using-amazon-verified-permissions/
https://aws.amazon.com/blogs/security/build-an-entitlement-service-for-business-applications-using-amazon-verified-permissions/
https://aws.amazon.com/blogs/security/simplify-fine-grained-authorization-with-amazon-verified-permissions-and-amazon-cognito/
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
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"Version": "2012-10-17",
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{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "AccountLevelPermissions",

"Effect": "Allow",

"Action": [
"verifiedpermissions:CreatePolicyStore",
"verifiedpermissions:ListPolicyStores"

1,

"Resource": "*"

},
{

"Sid": "PolicyStorelLevelPermissions",

"Effect": "Allow",

"Action": [

"verifiedpermissions:*"

1,

"Resource": [
"arn:aws:verifiedpermissions::*:policy-store/*"
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "AccountLevelPermissions",
"Effect": "Allow",
"Action": [

"verifiedpermissions:ListPolicyStores"

1,
"Resource": "*"

},

{
"Sid": "PolicyStorelLevelPermissions",

"Effect": "Allow",

"Action": [
"verifiedpermissions:GetIdentitySource",
"verifiedpermissions:GetPolicy",
"verifiedpermissions:GetPolicyStore",
"verifiedpermissions:GetPolicyTemplate",
"verifiedpermissions:GetSchema",
"verifiedpermissions:IsAuthorized",
"verifiedpermissions:IsAuthorizedwWithToken",
"verifiedpermissions:ListIdentitySources",

AWS Z 2|3 M 144



Amazon Verified Permissions INT=IY A To] =]

"verifiedpermissions:ListPolicies",
"verifiedpermissions:ListPolicyTemplates"

]I

"Resource": [
"arn:aws:verifiedpermissions::*:policy-store/*"

AWS zt2|3 H2oi CHEt Verified Permissions G| 0| E

Ws ZE|E Y2y

O| MH|A 7} O|eH8t 48 Ated 2 FH5H7| Al&EEE O|F Verified Permissions2| A
2lg 2o 2™ Verified

AUolo|Eo] CHEF MIE HEE ELICH O] HO|X|2o] H4E ALE o CHE RIS L &
Permissions A1 7|5 m|O|X|0{| A RSS I|EE £ 55HAMI2.

B3 ALE =l =L
AmazonVerifiedPermissionsFu Verified Permissions= 2024 10 11
lIAccess — AH Z4=H Verified Permissions0d| CH8 7
A HMAE 5E5I= A HAH
2 FIIs&LIC
AmazonVerifiedPerm Verified Permissions= T8t 2024 10 1Y
issionsReadOnlyAccess — M £o04 # 2| APIs IsAuthori
Al zed LE Z S04 Amazon
Verified Permissions2| 2 &
17| Zrdof CHEh HMAE 5
25t M Mg FII3&aU
CtIsAuthorizedWithTo
ken .
BOIEl Msto| 48 AF" £XM  Verified Permissions= AWS 2024 10 114
2 AIEE 213 Mol CHEH B4E AR
F=EHME AEH&LICEH
AWS Z 2|3 &3 145




Amazon Verified Permissions INT=IY A To] =]

Amazon Verified Permissions AtZ3 £ 4l A EX| sHZE

CIS HEE AI27510q Verified Permissions 2! IAMO{|A] 2 4isr 4= ol= ZEXQI EXNE TIEHStD 5=
Meh £+ &Lt

=X

« Verified PermissionsOil A Zd2 +3& Hsto| IS
« jam:PassRole2 &35l & QCIEEIX| oIS

. LH 2|5 0| AFZFO| LY Verified Permissions 2|A A0 HMHA AWS A M 5tE 2 5125t Al&L|CE

Verified PermissionsOi| A Z2f4E +&& Hsto| gis

xtod
- =

jo
oo
ok
I
o

= Ol gictE @R 7 +AE|H, HUE AT + UALSF HHME Ao|o|EsHof Lict

CtZ 2| x| 2 7= mateojackson IAM AL A7t 2&2 AE5H0] 7He my-example- w1dget =AE
A0 CHEE MR HEE E241 & K| 7H4 verifiedpermissions: GetWidget #8H0| Qi I gt
ABFL|C}.

od

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
verifiedpermissions:GetWidget on resource: my-example-widget

| 2%, verifiedpermissions:GetWidget & Ar&35t0 my-example-widget E|AA00 A
MAg £+ Q== mateojackson AFE X HEH S dci|o|E sl ok gFL|Ct.

80| HRt B2 AWS ZEIRA E2lstMR. BEIRtE 232l A HE MSEH AFE Lo

|_l
Q)
S
o
Q)
(V2]
(V2]
pu)
(@)
|_|
D
10
fjo
4%
oo
ek
4%
m 3©
rr
)
rok
o
-+ 0
jul
rr
X0
el
N
¥
5l
Q
<
@
ol
o
v
@
3
()]
2}
@]
>
()]
=3
(@]
ok

UR AWS AMHIA oM Af AHIA 48 i AHIA 9473 912 MAdsE HAl 7IE S ST A
HIAO| FSHE 4 Q& LIC O[ZH| 8tE{% AS A7 MulA0] e FEFE 4+ Qs M3 7Hx|n

240{oF ELIct.

& 27 oM = marymajor(Ol)2t= IAM AFEXL7H 2& & ALE 50 Verified Permissions0il A £ 4
£ Tdsttin ste ol YR LICH tX|BF XS +AstEH AH|A A 0| Fo4FF HEHO| AH
201 QU E

x|
0fof FLICH MaryE MH|AO| e E MEY + e HEE 7HK|T UX| ef&LicH

=X 4 146



Amazon Verified Permissions INT=IY A To] =]
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IsAuthorized

"eventVersion": "1.08",
"userIdentity": {

"type": "AssumedRole",

"principalId": "EXAMPLE_PRINCIPAL_ID",
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"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

I

"eventTime": "2023-11-20T22:55:03Z7",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "IsAuthorized",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-cli/2.11.18 Python/3.11.3 Linux/5.4.241-160.348.amzn2int.x86_64

exe/x86_64.amzn.2 prompt/off command/verifiedpermissions.is-authorized",

"requestParameters": {
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"
I
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "ViewPhoto"
I
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
I
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responseElements": null,
"additionalEventData": {
"decision": "ALLOW"
I
"requestID": "346c4b6a-d12f-46b6-bc0@6-6c857bd3b28e",
"eventID": "8a4fed32-9605-45dd-a09a-5ebbf@715bbc",
"readOnly": true,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::123456789012:policy-store/

PSEXAMPLEabcdefgl11111"

}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "123456789012",
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"eventCategory": "Data"

BatchlsAuthorized

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:ro0le/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

1,

"eventTime": "2023-11-20T23:02:33Z2",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "BatchIsAuthorized",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-cli/2.11.18 Python/3.11.3 Linux/5.4.241-160.348.amzn2int.x86_64
exe/x86_64.amzn.2 prompt/off command/verifiedpermissions.is-authorized",
"requestParameters": {
"requests": [

{
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"
.
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "ViewPhoto"
.
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94.jpg"
}
},
{

"principal": {
"entityType": "PhotoFlash::User",
"entityId": "annalisa"

.

"action": {

Verified Permissions 21 I+ 3= 0|3l 154



Amazon Verified Permissions

AR 7H0|E

"actionType": "PhotoFlash::Action",
"actionId": "DeletePhoto"

},

"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"

1,
"policyStoreId": "PSEXAMPLEabcdefgl111111"

iy

"responseElements": null,

"additionalEventData": {
"results": [

{
"request": {
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"
1,
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "ViewPhoto"
1,
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
}
},
"decision": "ALLOW"
},
{

"request": {

"principal": {
"entityType": "PhotoFlash::User",
"entityId": "annalisa"

1,

"action": {
"actionType": "PhotoFlash::Action",
"actionId": "DeletePhoto"

1,

"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
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iy

"decision": "DENY"

I

"requestID": "a8a5caf3-78bd-4139-924c-7101a8339c3b",
"eventID": "7d81232f-f3d1-4102-b9c9-15157c70487b",
"readOnly": true,

"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::123456789012:policy-store/

PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "123456789012",
"eventCategory": "Data"

CreatePolicyStore

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-22TQ7:43:33Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreatePolicyStore",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69
"requestParameters": {
"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"validationSettings": {

.0",
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"mode": "OFF"
}
},
"responseElements": {
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111",
"createdDate": "2023-05-22T07:43:33.962794Z2",
"lastUpdatedDate": "2023-05-22T07:43:33.962794Z"
1,
"requestID": "1dd9360e-e2dc-4554-ab65-b46d2cf45c29",
"eventID": "b6edaeee-3584-4b4e-a48e-311de46d7532",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"

ListPolicyStores

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:ro0le/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-22TQ7:43:33Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "ListPolicyStores",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"maxResults": 10
},

"responseElements": null,

"requestID": "5ef238db-9f87-4f37-ab7b-6cfOba5df891",
"eventID": "b0430fb0-12c3-4cca-8d05-84c37f99c51f",
"readOnly": true,
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"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

DeletePolicyStore

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-22T07:43:327",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "DeletePolicyStore",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
3,
"responseElements": null,
"requestID": "1368e8f9-130d-45a5-b96d-99097ca3077f",
"eventID": "ac482022-b2f6-4069-879a-dd509123d8d7",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"
}
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PutSchema

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

},

"eventTime": "2023-05-16T12:58:5772",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "PutSchema",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.

"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
.
"responseElements": {
"lastUpdatedDate": "2023-05-16T12:58:57.5134427",
"namespaces": "[some_namespace]",
"createdDate": "2023-05-16T12:58:57.5134427",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
.
"requestID": "631fbfal-a959-4988-b9f8-flas3ffsdfod",
"eventID": "7cd@c677-733f-4602-bc@®3-248bae581fe5",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::123456789012:policy-store/

PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"

@Il’
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GetSchema

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::222222222222:role/ExampleRole",
"accountId": "222222222222",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

.

"eventTime": "2023-05-25T01:12:0772",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "GetSchema",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
1,
"responseElements": null,
"requestID": "alf4d4cd-6156-480a-a9b8-e85a71dcc7c2",
"eventID": "@Ob3b8e3d-155c-46f3-a303-7e9e8b5f606b",
"readOnly": true,
"resources": [
{
"accountId": "222222222222",
"type": "AWS::VerifiedPermissions::PolicyStore",
"ARN": "arn:aws:verifiedpermissions::222222222222:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "222222222222",
"eventCategory": "Management"

CreatePolicyTemplate

"eventVersion": "1.08",
"userIdentity": {
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"type": "AssumedRole",

"principallId": "EXAMPLE_PRINCIPAL_ID",

"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

I

"eventTime": "2023-05-16T13:00:247",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreatePolicyTemplate",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": {
"lastUpdatedDate": "2023-05-16T13:00:23.4444042Z",
"createdDate": "2023-05-16T13:00:23.444404Z",
"policyTemplateId": "PTEXAMPLEabcdefgll11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
},
"requestID": "73953bda-af5e-4854-afe2-7660b492a6d0",
"eventID": "7425de77-ed84-4f91-a4b9-b669181cc57b",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

DeletePolicyTemplate

"eventVersion": "1.08",
"userIdentity": {
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"type": "AssumedRole",

"principallId": "EXAMPLE_PRINCIPAL_ID",

"arn": "arn:aws:iam::222222222222:role/ExampleRole",
"accountId": "222222222222",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

I

"eventTime": "2023-05-25T01:11:48Z2",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "DeletePolicyTemplate",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyTemplateId": "PTEXAMPLEabcdefgll11111"
I
"responsekElements": null,
"requestID": "5ff0@f22e-6bbd-4b85-a400-4fb74aa@5dc6",
"eventID": "c@e@c689-369e-4e95-a9cd-8dell3d47ffa",
"readOnly": false,
"resources": [
{
"accountId": "222222222222",
"type": "AWS::VerifiedPermissions::PolicyStore",
"ARN": "arn:aws:verifiedpermissions::222222222222:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "222222222222",
"eventCategory": "Management"

CreatePolicy

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

I

"eventTime": "2023-05-22T07:42:30Z2",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreatePolicy",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69
"requestParameters": {
"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responseElements": {
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyId": "SPEXAMPLEabcdefgl11111",
"policyType": "STATIC",
"principal": {
"entityType": "PhotoApp::Role",
"entityId": "PhotoJudge"
I
"resource": {
"entityType": "PhotoApp::Application",
"entityId": "PhotoApp"
I
"lastUpdatedDate": "2023-05-22T07:42:30.70852Z2",
"createdDate": "2023-05-22T0Q7:42:30.70852Z"
},
"requestID": "93ffal51-3841-4960-9af6-30a7f817ef93",
"eventID": "30ab4@5f-3dff-43ff-8af9-f513829e8bde",
"readOnly": false,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

.0",
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GetPolicy

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole"
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

.

"eventTime": "2023-05-22T07:43:297",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "GetPolicy",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",

4

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",

"requestParameters": {
"policyStorelId": "PSEXAMPLEabcdefgl11111",
"policyId": "SPEXAMPLEabcdefgll11111"
1,
"responseElements": null,
"requestID": "23022a9%e-2f5c-4dac-b653-59e6987f2fac",
"eventID": "9b4d5037-bafa-4d57-b197-f46af83fc684",
"readOnly": true,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn "arn:aws:verifiedpermissions::123456789012
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"

CreateldentitySource

"eventVersion": "1.08",

:policy-store/
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"userIdentity": {
"type": "AssumedRole",
"principallId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

},

"eventTime": "2023-05-19TQ1:27:44Z",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreateIdentitySource",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"configuration": {
"cognitoUserPoolConfiguration": {

"userPoolArn": "arn:aws:cognito-idp:000011112222:us-east-1:userpool/us-
east-1_aaaaaaaaaa"
}
},
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"principalEntityType": "User"
I
"responseElements": {
"createdDate": "2023-07-14T15:05:01.599534Z",
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"lastUpdatedDate": "2023-07-14T15:05:01.599534Z",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"requestID": "afccle67-d5a4-4a9b-a74c-cdc2f719391c",
"eventID": "fl3a4ldc-4496-4517-aeb8-a389eb379860",
"readOnly": false,
"resources": [
{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
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"eventCategory": "Management"

GetldentitySource

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-24T19:55:31Z2",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "GetIdentitySource",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
b
"responseElements": null,
"requestID": "7a6ecf79-c489-4516-bb57-9ded970279c9",
"eventID": "fal58e6c-f705-4al5-a731-2cdb4bd9a427",
"readOnly": true,
"resources": [
{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1)
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
"eventCategory": "Management"
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ListldentitySources

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
.
"eventTime": "2023-05-24T20:05:32Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "ListIdentitySources",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
1,
"responseElements": null,
"requestID": "95d2a7bc-7e9a-4efe-918e-97e558aacaf7",
"eventID": "d3dc53f6-1432-40c8-9d1d-b9eeb75c6193",
"readOnly": true,
"resources": [
{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
"eventCategory": "Management"

DeleteldentitySource

"eventVersion": "1.08",
"userIdentity": {
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"type": "AssumedRole",

"principallId": "EXAMPLE_PRINCIPAL_ID",

"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

I

"eventTime": "2023-05-24T19:55:327",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "DeleteIdentitySource",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"identitySourcelId": "ISEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responsekElements": null,
"requestID": "d554d964-0957-4834-a421-c417bd293086",
"eventID": "fe4d867c-88ee-4e5d-8d30-2fbc208c9260",
"readOnly": false,
"resources": [
{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
"eventCategory": "Management"

Verified Permissions 21 I+ 3= 0|3l 168



Amazon Verified Permissions INT=IY A To] =]

AWS CloudFormation@ Z Amazon Verified Permissions
TINPUES

Amazon Verified Permissions= AWS ElAA L OIZ gl E MME5tD #E|ste Ol A% E AlZtE2 &
U+ ULE 2[AAE BEHZ ST HH5t= ol =&0| £[= AWS CloudFormationAH|A Q19 S & E
LICt §5te 2E AWS 2|AA (0 EM AE0)E HBSt= HERS st siE 2[AAE AWS
CloudFormation Z2H|X'dst1 F&LICt.

E A8 m RIEZ3S MAHE 5104 Verified Permissions E|AAE AR E| T HHEXo 2 MEE AWS
CloudFormation* /& LICH BIAAE B 1 MHE ChS 0421 AWS HIH U BIMI0IM SYUE 2las
Eytgxoz T 2HIXELICH

/A Important

Amazon Cognito A} 52 Amazon Verified Permissions AWS 2| o St ZE0{M A
& & &LCt oF 22 Amazon Cognito XtZ4 &F 1 AWS CloudFormation 22450404 A
QF 7t Y5t Amazon Cognito At SBE AFEE = AWS 2| U= X[EIMo 2 J7HE 7}
7t204| A1 Amazon Cognito AHEX & I ZEI0|UEE MHSH= Unrecognized resource
types: AWS::Cognito::UserPool, AWS::Cognito::UserPoolClientZ0| ZE&L
C}. Verified Permissions At & ~AE e M= MZ HHE O AAEX 22 AE5HY

2 QIEl HEH L AWS CloudFormation & Z 3!

Verified Permissions & 221 AMH|A0f CHE 2| AAE T2 H|X{E5tD FE5HEAH AWS
CloudFormation B#E %! & OlslisioF ¥ LICH MEX2 JSON = YAMLE M4 X|ZE HAE 1
UlL|ct olz{8t Bl Z&I2 AWS CloudFormation ABHOM|M Z2H|XI5l2{E ElAAE HHE
LICH. JSON E= YAMLOY| 21531 X| of2 23 AWS CloudFormation DesignerE A& 35104 AWS
CloudFormation RIEZ!/2 Al2Hg & LICH REAIEH LI & AWS CloudFormation AHE AREA 9|
AWS CloudFormation Designer&t LLM?E & ZSHMIR.

A Ol
T AA
= O
T A

Verified Permissions=0|M X123 5 AA HA HAM AE0{ L M EHZS MMEE X
AWS CloudFormation. Verified Permissions 2|2 A0] CHEF JSON 2! YAML EIZ2! of| K| 2
Mgt LiE & AWS CloudFormation AF2 A2 A{ Q| Amazon Verified Permissions Z|AA &
AHZESAL2.

Lot

20| =l #Met 2 AWS CloudFormation &l1Z2! 169


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-guide.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-guide.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/working-with-templates-cfn-designer.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_VerifiedPermissions.html

Amazon Verified Permissions INT=IY A To] =]

AWS CDK /&

AWS 22ISE 74 7|E (AWS CDK) = ZE0iM 229 Q= aIE HMolstn 0|8 Z2H|X{s
et LE AA AT EQ 0] THE =BT LICH AWS CloudFormation. XX EE = MAFR 758t

E 34 2AE A835t0{ AWS CloudFormation EIZ5!2 M8 + &Lt O™ CHE o4&t
HEXS ALE5t0 FEHRE QZetE HZ & = U&LICtH

KM LIS 2dolE 1 AWS CDKE CIRECE5te{H AWS 222 E 7HE 7| EE &R SHML.

ol

CHE2 FE1 22 Verified Permissions AWS CDK 2|20 CHEF A I L|CH

« Amazon Verified Permissions L2 CDK 44

ofl CHaH KFAIS] L oFE 7| AWS CloudFormation
ofl CH8H AFM|S| LotE R4 2 2|AAE AWS CloudFormation® = 5HAI 2.

*+ AWS CloudFormation
« AWS CloudFormation AF2 A A
* AWS CloudFormation API Reference

+ AWS CloudFormation @& & QIE{H|O|A AFR MEHAM

AWS CDK & 170


https://aws.amazon.com/cdk/
https://github.com/cdklabs/cdk-verified-permissions
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/what-is-cloudformation-cli.html

Amazon Verified Permissions INT=IY A To] =]

E A2 504 Amazon Verified Permissions0i HA|A AWS
PrivateLink

AWS PrivateLink £ AF235404 VPC2t Amazon Verified Permissions ZH0oi| Z2}0|E! 94232 AMAdst £
U&LICE CIE{A HO|ESO], NAT C|HFO|A, VPN 917 = AWS Direct Connect 2422 A& 35HX|

of 1 VPCOH| U= AR{E Verified Permissions0l] M| AE 4= Q& LICH VPCL| QIAEIA | A Verified
PermissionsOf| HAM|ASHE Ol HEE! IP A7} ERsHK| eb&LICH.

AWS PrivateLink0ll A XM S El= Q/E{H| 0|
QIE{H|O|A A= ZQIEof CHSH AFR AR5t
gfL|C}t. O] Verified Permissions2 & 5t=
E{mH| O| A IL|CE.

KM LHE 2 AWS PrivateLink 7FO|=2| AWS PrivateLinkE S5 AWS AMH|A of HHAE EE S
M.

Verified PermissionsOi| CHet 724 A&

Verified Permissions0i| CH 8t QIE{m|O|A Q=
o AretE AEELICH

i
ro
im
i
I
02
Q'I_l
o
i
@
bl
>
=
w
9
2
=4
)
&
.
=
N
)
N
|0

[

Verified PermissionsO|M = QIE{H|O|A AEXZOIEE S5 ZE API 20| CHE & =S X|HE
LIC}.

VPC HEXZQIE MHME Verified Permissions| CH3H X EIX| A &LICH 7|BMOZ JEXQIEE &
5l Verified PermissionsOi| CHEt A HM| AT S{ELICH E= Bt OS2 A =X QIE ||
E{m 0| A2t 2173604 QIE{H|O|A A EZQIEE S5l Verified Permissions£ &5t

= U&LICH

Amazon VPC & L= AWS Command Line Interface (AWS CLI)E AF& 3104 Verified Permissions
0lA ©

off CHet QIEH|O|A A= ZQIEE WHY + AU&ELICH RHMEF LIE2 AWS PrivateLink A A 2| 21E
HOolA AEXZQIE MEE HEstMR

Ct=2 MH|A O|E 2 A2 35109 Verified Permissions0i| CHEF QIE{H|O|A AEZQIEE MAISHL|C}

T2 A 171
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"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"verifiedpermissions:IsAuthorized",
"verifiedpermissions:IsAuthorizedwWithToken",
"verifiedpermissions:GetPolicy"

1,

"Resource":"*"

[
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://aws.amazon.com/contact-us/
https://aws.amazon.com/contact-us/
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eid("templatel")
permit (
principal in ?principal,
action in [Action::"view", Action::"comment"],
resource in ?resource
)
unless {
resource.tag =="private"

};
SHE BEIESI0M OIS HAME sl EZ& Lt

TemplatelinkedPolicy {
policyId: "policyl",
templateld: "templatel",
principal: User::"alice",
resource: Photo::"car.jpg"

TemplatelLinkedPolicy {
policyId: "policy2",
templateld: "templatel",
principal: User::"bob",
resource: Photo::"boat.jpg"

TemplatelLinkedPolicy {
policyId: "policy3",
templateld: "templatel",
principal: User::"jane",
resource: Photo::"car.jpg"

TemplatelLinkedPolicy {
policyId: "policy4",
templateld: "templatel",
principal: User::"jane",
resource

O|X| Z+Ztoll resource CH8H principal 2ol EAt =& 7|4t5t0q O|2{Et HEo| 3 7|8 H4tsH 27
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https://docs.aws.amazon.com/prescriptive-guidance/latest/cloud-design-patterns/retry-backoff.html
https://aws.amazon.com/blogs/mt/managing-monitoring-api-throttling-in-workloads/
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https://console.aws.amazon.com/servicequotas/home/services/verifiedpermissions/quotas/L-9647C866
https://console.aws.amazon.com/servicequotas/home/services/verifiedpermissions/quotas/L-9647C866
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« Cedar IE{E[2} Verified Permissions AE{E[S| & A2 CtS1 22 FHof|AM CHELICH
Cedar B4 Verified Permissions &4/
uid Identifier
type EntityType
id EntityId
attrs Attributes
parents Parents

Example - 55§

CIS oMol MHE 7HA| S = 0| ZZF Cedar 2! Verified Permissions2 E$iE|= Wi HEo{EL|Ct.

-

Cedar
[
{
"number": 1
.
{
"sentence": "Here is an example sentence"
},
{
"Question": false
}
]

Verified Permissions

"Set": [
{

"Record": {
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"number": {

"Long": 1
}
}
},
{
"Record": {
"sentence": {
"String": "Here is an example sentence"
}
}
.
{
"Record": {
"question": {
"Boolean": false
}
}
}

Example - &3 H7}

CHS o KMol M= Cedar &! Verified Permissions2| T8t £0{ @ -0 M S -WIL5H7| {8 AEE| Q|
Aol o{E A X|HEl=X| EoiFELICE

Cedar
[
{
"uid": {
"type": "PhotoApp::User",
"id": "alice"
},
"attrs": {
"age": 25,
"name": "alice",
"userId": "123456789012"
b
"parents": [

{
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"type": "PhotoApp::UserGroup",
"id": "alice_friends"

"type": "PhotoApp::UserGroup",
"id": "AVTeam"

"uid": {
"type": "PhotoApp::Photo",
"id": "vacationPhoto. jpg"
1,
"attrs": {
"private": false,
"account": {
"__entity": {
"type": "PhotoApp::Account",
"id": "ahmad"

}I

"parents": []

"uid": {
"type": "PhotoApp::UserGroup",
"id": "alice_friends"

I

"attrs": {3,

"parents": []

"uid": {
"type": "PhotoApp::UserGroup",
"id": "AVTeam"

I
"attrs": {3,
"parents": []

SIE(E]
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"Identifier": {
"EntityType": "PhotoApp::User",
"EntityId": "alice"

},
"Attributes": {
"age": {
"Long": 25
},
"name": {
"String": "alice"
I
"userId": {
"String": "123456789012"
}
I
"Parents": [
{
"EntityType": "PhotoApp::UserGroup",
"EntityId": "alice_friends"
},
{
"EntityType": "PhotoApp::UserGroup",
"EntityId": "AVTeam"
}
]

"Identifier": {
"EntityType": "PhotoApp::Photo",
"EntityId": "vacationPhoto.jpg"
I
"Attributes": {
"private": {
"Boolean": false
I
"account": {
"EntityIdentifier": {

"EntityType": "PhotoApp::Account",

"EntityId": "ahmad"

SIEIE] 24|
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}
I
"Parents": []
I
{
"Identifier": {
"EntityType": "PhotoApp::UserGroup",
"EntityId": "alice_friends"
},
"Parents": []
},
{
"Identifier": {
"EntityType": "PhotoApp::UserGroup",
"EntityId": "AVTeam"
I
"Parents": []
}
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