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1.  AWS Toolkit for VS Code7} A x|Z|0 Q&= K| EolsthL|C}.

2. C#EHF Z2OME MX|ELCH & T2 33& MX|SIH VS CodeZ .NET Core OHE 2|7 0|
g CIHZAE £ U&Lich

3. AWS Serverless Application Model (AWS SAM) OHZ Z2|AH 0| M2 Q7L A L|C}.

4. template.yaml7t ZeEl EEHE QLIC.

Node.js EA|Ql 7

1. AWS Toolkit for VS Code7} x| |0 Q=X| &QIghL|Ct
2. AWS SAM OHEZ2|7||o|ME EHLt MdErLCh.
3. template.yamlO| Z&E EHE ¥L|ct.
® Note
AA FE("target": "code"7t ZEHE AI’S.F 4)0ll M TypeScript Lambda & <& C|
HZ 524 TypeScript A UBHE MAXo £ package.json Z2ZME]| Mx|5}
MNL.
Python &4l 7
1. AWS Toolkit for VS Code7} A x|=|0o{ d=X| &QlgFL|ct

2. Python extension for Visual Studio CodeS Mx|gfLICt =& T2 32 MX|5tH VS Code2
Python OHZZ|7|0|ME CIHZE =+ U&LICH

3. AWS SAM OHEE|7|o|dE L7t HEgfLICH

- =
4. template.yamlO| Z&E EEHE ¥LICH.

5. OiEzAH oM RENAM EHOIEE €11 python -m venv ./.venvE A&30{ virtualenvE
TEML.

(® Note

virtualenv A|AEE Bt #HEF T 5HH FLICH

.NET Core Exl|2! 71 10


https://marketplace.visualstudio.com/items?itemName=ms-vscode.csharp
https://marketplace.visualstudio.com/items?itemName=ms-python.python

AWS VS Code& =T 7|E AR 7H0|E

6. LCIS = 5tLIE A&Stod virtualenvE s

» Bash shell: ./.venv/Scripts/activate

« PowerShell: ./.venv/Scripts/Activate.psl

Java A2l £

1. AWS Toolkit for VS Code7} A x| k|0 RI=K| & olghL|Ct.

2. Java EEF T2 7247} Java 112 Mx|gtLct &a 22332 Mx|5HH VS CodeZ Java
ClAlsH &= Ql&L|CH

|
il A

3. JavaC|HHH&EEH =
o|lMg CIHZE =

=
4. AWS SAM OHEZC|H o|MHE G7-L} M & L|Ct.
=

5. template.yamlO| Z&E EEE JLct.

Go X2 +435t7|

1. AWS Toolkit for VS Code7} Ax|Zlo{ Ql=X| &olghi|ct,
2. Golambda &£ C|HZ35t24™ Go 1.14 O|&Folo{oF & LICt.

3. Go extension2 A x|gfL|Ct.

(@ Note
Go1.15+ HEL S C[HZ 52 T 0.25.0 04 0[0{0F BfL|Ct.

4. command palette2 Go =7 & Mx|SHAMIL.

a. command palette0|A{ Go: Install/Update Tools= MEHEILICY.
b. A3 gtA0A dlv L goplsE MEHEFL|CH
5. AWS SAM o E2|AH 0| S @7t e LICt

- =
6. template.yamlO| Z&E EHE LICt

SIS
=T

ﬂllﬂl

JEE MRIFLICH #E 22328 AX[6tH VS CodeZ Java O EE|7|
Py

Java EXQ o


https://marketplace.visualstudio.com/items?itemName=redhat.java
https://marketplace.visualstudio.com/items?itemName=vscjava.vscode-java-debug
https://marketplace.visualstudio.com/items?itemName=golang.Go
https://docs.aws.amazon.com/toolkit-for-vscode/latest/userguide/toolkit-navigation.html#command-locations
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AWS VS Code& =T 7|E
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AWS Toolkit for Visual Studio Code0i| CHEF Q15 L HAH A

AESEZ| AWS I5H 2 15 & Z 2 7 A& LICH AWS Toolkit for Visual Studio Code. Z124L}

S A=

CHE 29| AWS ElAaA = AWS HAHEE S35 2HE|E/LICH 2 & AWS Toolkit for Visual Studio Code A
HIA 2 7]50i HAMASHEAE AWS IAM Identity Center, , AWS Builder ID EE£ |IAM A4 SHE AFE
5to{ @1&aHoF g LICt

OhE FHole 24 &4 38 R0 cHet F71 MF EE7F L o] UA& LT

7|& R4 3BE AE5t0 AWS ol Mol 21AstE Yol CHEF AEA|EH LI 20| A8 B A Llof 44
=
=

Z X AWS Toolkit for Visual Studio Code 3}M|2..

« AWS IAM ldentity Center
- AWS IAM At 59
« AWS JHLXHE @8 2 ID

« QE X2 BH ZZMHA AE

« HNAE S5 E Y3te 3l H0|EQ 0| FH|0|E

AWS IAM Identity Center

AWS IAM Identity Center = AWS HH Q15 #2lste ol HEE

2 ZE9) 0] 7H2 7|E(SDK)E IAM Identity CenterS Ad
oF =7 & X oL 2] IAM Identity Center 215 MIME EF R A

oz

AWS £ 7|

EE Q15351 7|& IAM Identity Center A} &1}
20| AH8 HdYA 2

9| Connect to AWS topic® EHZEsHAL2.

AWS IAM A}74 &

AWS 2Zof XMFHE HMA 7|E S AWS AH2Z 1AM At B

AWS =7 7|EE 2155t1 7|&E AWS IAM At73 S0 HAAS =
MH M| Connect to AWS topic2 HZEFHAML.

|= 22 Ab2d| ILCh.

Mrist= dheHof chsk XFAM|BH K| &2 AWS SDKs

@175t Wilol CfEt AbMIEH LIS

4 0| =
O

Aol CHEE RHMIEE LI 2 0] ALS

IAM Identity Center


https://docs.aws.amazon.com/toolkit-for-vscode/latest/userguide/connect.html
https://docs.aws.amazon.com/toolkit-for-vscode/latest/userguide/connect.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/toolkit-for-vscode/latest/userguide/connect.html
https://docs.aws.amazon.com/toolkit-for-vscode/latest/userguide/connect.html

AWS VS Code& =T 7|E AR 7H0|E

CHS MMM ENM AWS AHe 2 2IBSIES IAM At 3HE MY ste e B LICHAWS
Toolkit for Visual Studio Code.

/A Important
AWS HHEHOZ CIESEE IAM AHE SHE MAHSH7| Tof| CHE AL ol Rol5HM2.
« CHE AWS AHIA(0f: AWS CLI)E S 1AM xrﬁ S oln| ¥BE Ber HY KA 3
H=2 AWS Toolkit for Visual Studio Code At fX|5}04 VS CodeOll A AF2EF 4= QI
£ ghLct.

- AWS 0| M= IAM Identity Center Q152 AHEE W2 HEELICH AWS IAM 25 Atd|od| CH
FREMIEE LHE 2 AWS AtZ3 B D AN A ZE[ AFS MBEMO| IAML| E o B Afa| AlM

HEsHM L.

rob

O M E WX|5tE{MH S+ S AZEQ o] 7 EE= AX| CO|EHZE ZHE [ IAM At
X2 215 5HX| OFMIL. CHAIAWS IAM Identity Center AF& AH A 2| What is IAM Identity
Center?2t 22 ID M3 Xte| HHa 0|2 A &Lt

O HT o

IAM AFS K| A A

AWS H KXo 2 215 AWS Toolkit for Visual Studio Code st EE MA 5t
OtLHMO| Z 7| At74 ZHE AFE35H04 Q1E FA oM 1EHA: IAM AFZ R} 4

27|& 2= slok gfLICH AWS SDKs

™ oX{ SDK X 7 &%
22

£
e A 2EHA: HMA F| 7HA

(@ Note
3EHH[:AWS SDKs and Tools Reference GuidedlH &7 20t Q15 mt AC|0|EdStE W2 M
EH AP ILICEH
3EHAHE 22517} ool the section called “HlM B8 X174 5 m}l MM AWS Toolkit for
Visual Studio Code” Q=0lM RtZd ZHE AWS Toolkit for Visual Studio Code AHS 2 Z ZH K|
gt
ITHHE 2AZE5HX| o2 B E ot the section called “HIM S XtZ 5 1t
Toolkit for Visual Studio Code” A=0ll dHEl credentials file CHEE
A Z2 AWS Toolkit for Visual Studio Code 2HLHEfLIC}.

(o]
=
é,%r

IAM AtS R} A 14


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html

AWS VS Code& =T 7|E AR 7H0|E

oM 38 At3 &Y mtal MM AWS Toolkit for Visual Studio Code

29 FEOIU LV SR AESH IUAE] A L AWS HHO| A4 5H HEQLICH S
= Bt LI 2AWS Command Line Interface A2 M@ A Q] Where are
MHE ofC|of MHEEU?) MMHE &M L.

E Sl 35 A2 Y mlal MM AWS Toolkit for Visual Studio Code

1. Shift+Command+P (Ctrl+Shift+P Windows)E £ ¥ ZdEE ¥LCl.

2. M Zcof AWS: Add a New ConnectionE &l24&fL|C|.

3. AWS: Add a New ConnectionE MEiSI0{ AWS EF 7|E 20| midE LC}.
4

==
AWS £ 7|E 2291 ol 1AM A2 BBS Meizt Ohg A4 HES Msto] A% Ty
L|Ct.

HES MEisto 714 o Z2ES Zﬁ—ﬂoh_ EF 9|_E AWS H ZHof| ¢ EE.F |CF.

6. Ql&0| 22 E|1 40| X E|H Toolkit AWS Ef A7 |7} QO 0|EE|0{ AWS MHIA 2 Z[AAE

(@ Note
0l%42 [Profile_Name]o| 2 @R E Qs @15 0| Alufst of AlLich.

[Profile_Name]
xaws_access_key_id= AKIAI44QHS8DHBEXAMPLE
xaws_secret_access_key= wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

ol

—

Ct

0jo
rlo
ol

SFRE HHE 21 HAIXIS| of Lct

2022-11-02 22:01:54 [ERROR]: Profile [Profile_Name] is not a valid Credential
Profile: not supported by the Toolkit

2022-11-02 22:01:54 [WARN]: Shared Credentials Profile [Profile_Name] is not
valid. It will not be used by the toolkit.

oM 37 A4 5 nt M4 AWS Toolkit for Visual Studio Code 15


https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html#cli-configure-files-where
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html#cli-configure-files-where

AWS VS Code& =T 7|E AR 7H0|E

A Y Z2L £}

+d ntdof| o2 Xt BEE FIHE = U&LICH F7F 5248 Command PaletteE &1 AWS
Toolkit Create Credentials Profile2 ME4GIM|IQ. O™ A4 & mtalo| FZIL|Ct CHS od[eF Z 0] O]
HO| X[l 33 Hmlf Z 2 E of 2ol M Z2EE FIIE £+ U&LICH.

lII>

Amazon Web Services Credentials File used by AWS CLI, SDKs, and tools
This file was created by the AWS Toolkit for Visual Studio Code extension.

Your AWS credentials are represented by access keys associated with IAM users.
For information about how to create and manage AWS access keys for a user, see:
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html

#
#
#
#
#
#
#
# This credential file can store multiple access keys by placing each one in a

# named "profile". For information about how to change the access keys in a

# profile or to add a new profile with a different access key, see:

# https://docs.aws.amazon.com/cli/latest/userguide/cli-config-files.html

#

[Profilel_Name]

# The access key and secret key pair identify your account and grant access to AWS.
aws_access_key_id = AKIAIOSFODNN7EXAMPLE

# Treat your secret key like a password. Never share your secret key with anyone. Do

# not post it in online forums, or store it in a source control system. If your secret
# key is ever disclosed, immediately use IAM to delete the access key and secret key

# and create a new key pair. Then, update this file with the replacement key details.
aws_secret_access_key = wJlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

[Profile2_Name]

aws_access_key_id = AKIAI44QH8DHBEXAMPLE

aws_secret_access_key = je7MtGbCIwBF/2ZpSUtk/h3yCo8nvbEXAMPLEKEY

AWS 7HE R E |8t Bl ID

AWS Builder ID&= B4 AFEO|7HLE & AWS MH|A 0| 228 F7F AWS A= ILICH. AWS Builder
ID Q15 dreHof CH3t AFMIEH LIRS 2191 AF2 MEA{ o] AWS Builder IDE AWS 21901 =X||E &%
SHMI2.

AWS =1 F|E % P15 35t 7|&E AWS Builder ID2F @145+ = ol CHSE REAISH LIE 20| AFR A
M2 Connect to AWS FXIE &HZESHML.

>
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o
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https://docs.aws.amazon.com/signin/latest/userguide/sign-in-aws_builder_id.html
https://docs.aws.amazon.com/toolkit-for-vscode/latest/userguide/connect.html
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QE XA SH IZNA A2

E =™ AWSSI040|M 27 X|&5HX| ot = R 5 = 2 M| A0 AWS Toolkit for Visual Studio Code
CHHE 78 E == U&LCtshared config file.

A4 Z3H T2 MHAE shared config file {ISHE +=™5t= A2 AWS Toolkit for Visual Studio
Code 2!0f CHEH S UELICH AWS Command Line Interface. 2|8 E0ot 152 M= ghol Cf
gF REMIEH LH& 2AWS Command Line Interface AH& A M 2| Sourcing credentials with an external
process(2F ZEAMAZ HOHQOIZ AAM) S22 HESHAAIL.
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St 2wl o Hlo|=go| Yol
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B2 &F M2 AF85t0{ EXH AWS EHQl EE= URL lEx
WS Toolkit for Visual Studio Code Z! Amazon QE S8 Al
stedH Ol A= Z QIE T} {& £|o{oF & L|C}.
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AWS Toolkit for Visual Studio Code HIEZQIE

Ct=2 2 §{25lof 5= AWS Toolkit for Visual Studio Code EH =z QIE 4l

it

EEEHT]ay

https://idetoolkits.amazonwebservices.com/endpoints.json

ol
|>
_r_-g

https://idetoolkits-hostedfiles.amazonaws.com/Notifications/VSCode/startup/1l.x.json
https://idetoolkits-hostedfiles.amazonaws.com/Notifications/VSCode/emergency/1.x.json

£ 7|0k X[ &

https://raw.githubusercontent.com/aws/serverless-application-model/main/samtranslator/
schema/schema. json
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https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sourcing-external.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sourcing-external.html
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https://api.github.com/repos/devfile/api/releases/latest

https://raw.githubusercontent.com/devfile/api/${devfileSchemaVersion}/schemas/latest/
devfile.json

cSharpSamDebug x| AT EE

https://aka.ms/getvsdbgpsl
https://aka.ms/getvsdbgsh

Amazon Q E{3¢QI dEXZQIE

CHE2 5183l 0F Stz Amazon Q E{1QIH =X QIE L & X SSeluct

https://idetoolkits-hostedfiles.amazonaws.com/* (Plugin for configs)
https://idetoolkits.amazonwebservices.com/* (Plugin for endpoints)
https://aws-toolkit-language-servers.amazonaws.com/* (Language Server Process)
https://client-telemetry.us-east-1.amazonaws.com/ (Telemetry)
https://cognito-identity.us-east-1.amazonaws.com (Telemetry)
https://aws-language-servers.us-east-1.amazonaws.com (Language Server Process)

Amazon Q Developer A EXZQIE

Ct

mjo
rlo
ol

{8 3l|oF 5= Amazon Q Developer® A= ZQIE 3l X FEQIL|C}.

https://codewhisperer.us-east-1.amazonaws.com (Inline,Chat, QSDA,...)
https://q.us-east-1.amazonaws.com (Inline,Chat, QSDA....)
https://desktop-release.codewhisperer.us-east-1.amazonaws.com/ (Download url for CLI.)
https://specs.q.us-east-1.amazonaws.com (Url for autocomplete specs used by CLI)

* aws-language-servers.us-east-1.amazonaws.com (Local Workspace context)

CHS 2 51&0loF 5hi= Amazon Q 2= Het §H A= QIE A #Hx SFQLCH

Amazon Q EB{1QI AEXQIE
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-
with-policies.html
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[Directory ID or alias].awsapps.com
* oidc.[Region].amazonaws.com

* . sso.[Region].amazonaws.com

* .sso-portal.[Region].amazonaws.com
* . aws.dev

* awsstatic.com
*.console.aws.a2z.com
*.SS0.amazonaws.com

AE 5B A= ZIE
CtS S5 0l= AWS IAM Identity Center 2! AWS Builder IDQF ZH0| Atd S}t gHHiEl AEZQIET}
ZE Eloi J&LICt.

AWS |IAM Identity Center

IAM Identity Center0fl 2238 A=z OIEof CHEF RFMIEH LIS AWS IAM Identity Center AFE A4 A
9| IAM Identity Center &

AIE{Z 2} 0| = |IAM Identity Center

https://[Center directox id].awsapps.com/start (should be permitted to initiate auth)
https://us-east-1.signin.aws (for facilitating authentication, assuming IAM Identity
Center is in IAD)

https://oidc.(us-east-1).amazonaws.com
https://log.sso-portal.eu-west-1.amazonaws.com.
https://portal.sso.eu-west-1.amazonaws.com



https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-identity-center.html

AWS VS Code& =T 7|E AR 7H0|E

AWS 2 ID

https://view.awsapps.com/start (must be blocked to disable individual tier)

https://codewhisperer.us-east-1.amazonaws.com and g.us-east-1.amazonaws.com (should be
permitted)
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https://telemetry.aws-language-servers.us-east-1.amazonaws.com/
https://client-telemetry.us-east-1.amazonaws.com
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idetoolkits-hostedfiles.amazonaws.com.
cognito-identity.us-east-1.amazonaws.com.
amazonwebservices.gallery.vsassets.io.
eu-west-1.prod.pr.analytics.console.aws.a2z.com.
prod.pa.cdn.uis.awsstatic.com.
portal.sso.eu-west-1.amazonaws.com.
log.sso-portal.eu-west-1.amazonaws.com.
prod.assets.shortbread.aws.dev.
prod.tools.shortbread.aws.dev.
prod.log.shortbread. aws.dev.
a.b.cdn.console.awsstatic.com.
assets.sso-portal.eu-west-1.amazonaws.com.
oidc.eu-west-1.amazonaws.com.
aws-toolkit-language-servers.amazonaws.com.
aws-language-servers.us-east-1.amazonaws.com.
idetoolkits.amazonwebservices.com.
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AWS MH[A & =5 &

AWS Toolkit for Visual Studio Code & AI-&3tH VS Codei|M &2 AWS MH|A, = ElJ ZAAE

AEE £ U&LICH OS2 Z VS Code& =T 7|E AMH|A I ST 7[soll et 7t0|= X =
L0k MEIA S5 S8 4115104 71, ATE W41 2 71 715 Heiol Chet M LIS 20
2.

=5

Al 7|5 Ehod

AWS EfM7|0| M AWS MH|A EF Q]

AWS Documents

VS Code& Amazon CodeCatalyst

Amazon AP| Gateway 2 A5} 7|

AWS App Runner 2} &7 AF& AWS Toolkit for Visual Studio Code
AWS Application Builder

AWS QlZ g} HE K

AWS CDK VS Code&

AWS CloudFormation A EH %t

£ AF235104 CloudWatch Logs 4 AWS Toolkit for Visual Studio Code

Amazon DocumentDB

Amazon Elastic Compute Cloud

Amazon Elastic Container Registry AH|A A&

Amazon Elastic Container Service 24

Amazon EventBridge &

AWS IAM Access Analyzer

AWS loT of| A &4 AWS Toolkit for Visual Studio Code
AWS Lambda &+ &g

Toolkit for VS Code 2| Amazon Redshift

Amazon S3 ¢4

MHE{E|A o Z2|7H|0|M &Y

Systems Manager A& 3t MHEMZ Z¢d

I=Ne]
= =

2lshAl
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» AWS Step Functions

« Threat Composer % ¢1
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Ao 2 & Al AWS Toolkit for Visual Studio Code 7| F0i|2| 7|50 CHEt =7 Al
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/A Warning
Al 7|52 AS HAES D UOIO|ESIEE AFHEH X7
S20i M 0d T AWS Toolkit for Visual Studio Code 10| XM|7{E

4> o

o
ok
0%
B
o

VS Code IDES| A% &o| AWS =7 F|E MMM EX AWS AMH|A0 CHEt AH 7|5

4+ et
1. VS CodeOllA AWS 4452 TIEIEAT Thel, 7|12 40, MRS MeigfLIC
2. M HOIM TS 2B CHS AWS

A

3. AWS: EHO0M EA| T HMAstD 4
H 5

AWS ETM7I=E AISE [ AFEE = U= 28 AWS MH|IAE E0o{&ELICH AWS Toolkit for Visual
Studio Code.

MME2 VS Code AWS M7 |of HM[AstT AL StE Lol CHet HEE MSELICH 07|l MHE
EXF AlAE0] VS Code =7 ZIE7H | 2 FE 0] Qlct 7HERLICH

>

« TR IIEJ SHIEH MAX| L FEEIRJCHHE AWS BT EF0| ZAIELICH &8 EAIEAAM
AWS OIO|Z2 2 MEISIH AWS EfM7|E 2 &= U&LICH

IPNE

A3 7|

oIr

22



AWS VS Code& =T 7|E AR 7H0|E

®) File Edit Selection View Go Run Temminal Help

p AWS
1

~ EXPLORER

~ Europe (Ireland)
AP| Gateway
App Runner
CloudFormation
ECR
Lambda
CloudWatch Logs
53
Schemas

Jo!
5
N

B
s Step Functions
Systerns Manager

b
2
>
>
?
>
>
H
?
>
>

More resources

- EM7|s0ls EY AWS HEto| ZHeFtLc of|E E0{ AWS Al & 4+Z AWS Lambda £ 2{™
ol M FAI8H RtZd ZHof| %A%t 217| M Lambda ™8H0| & x|o{of QI 2! HM|A gFL|ct. Zt
7lso| 28t HEtol CHEh REMIEH LI 2 LS FXE & ESHMIL.

« AWS EFM7[of| ZA| EAIEZ|X| 8f= AWS MH|AQL 4% 21Z5tE{H F7t E|&4AE 0|S38t0o{ E{ |

x
Ol20f F7He 4 Q= 44 7Hol BlAA FollM MF 4 e

0| € E01, AI8 7t58F 2lAA f&olM AWS Toolkit: CodeArtifact::Repository S A1EH
Ct. O] ElAA R F7I El&AA(More resources)0l| F7HeH £, 2[AA =S

Mot EME 71T CHFSt CodeArtifact ZIZX|EEIE MEE Z|lAA SES E £ U&LICH E8 2
AAO| ML £MS JSON A HESIoZ MAHE £+ l&LICH Ol HESI2 AWS 22t

2 T AAHE A
ElaAE dEstT| s MEE + U&LICH

AWS Documents

AWS Toolkit for Visual Studio Code = AWS Serverless Application Model JSON Schema VS Code0]|
A—| 78'9_|AWS SAM templates, x|. I_|-/\-| ol 7—|7<° =% sl-A-|2|.°|.o;| E-II-‘E-'-E'.I 75||-A—| E|'7='° 7HA—| o|.o;| =
E X|ELCH AWS EME 2 E AWS SAM & AWS CloudFormation 2lAAE K| EFLICH XFAIE
LI 2 CtZ EIAAE FESAMR.

« JSON A7|0kod| CHEE REAIEH LI 2 JSON A 7|0 JSON-Schema.org:// ¥l AHO|EE & ESHAAIL
« AWS SAM I Z3lof| CHEt REAIEH LHE 2 AWS Serverless Application Model 7Het R} LI M 2| AWS

SAM HIES 7= FXE HZtML.
A

E
- AWS BlAA 3l &
=

S340] CHt REAIEH LH2 2 AWS CloudFormation AFE AEAML| AWS 2|AA
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https://github.com/aws/serverless-application-model/blob/main/samtranslator/schema/schema.json
https://github.com/aws/serverless-application-model/blob/main/samtranslator/schema/schema.json
https://marketplace.visualstudio.com/items?itemName=AmazonWebServices.aws-toolkit-vscode
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AULIIVI LLTT « FIYLUYITLLUAULINIULLLP LEUDCTI FUU LD
WithCognitoMultipleUserPoolsAuthorizerAnyMethod:
Type: Api
Pr
RestApild

Identifier of a RestApi resource, which must contain an operation with the given path
and method. Typically, this is set to reference an AWS::Serverless::Api resource defined
in this template.
With ¢ you don't define this property, AWS SAM creates a default AWS::Serverless::Api
TY resource using a generated OpenApli document. That resource contains a union of all
Pr paths and methods defined by Api events in the same template that do not specify a
RestApild .
This cannot reference an AWS::Serverless::Api resource defined in another template.
Type: String
Required: No
AWS CloudFormation compatibility: This property is unique to AWS SAM and doesn't

With have an AWS CloudFormation equivalent.

Ty
pr Source: schema.json

RestApild: !Ref MyApi
Path: /any/lambdatoken

Method: any

VS Code& Amazon CodeCatalyst

Amazon CodeCatalystZt?

Amazon CodeCatalyst= ~2Z E Q|0 7HE B /3t 2t E 7I8 Y S7HLICH & S8l VS

Code0il M 2% CodeCatalyst EIAAE 21 22|E AWS Toolkit for Visual Studio Codes Q& LICH
AWS T 7|EE ArE35t0{ VS CodeE At ML 24 714 AR E 2EE AlFstod EElR =0
M EY &de == J&LICH CodeCatalyst AH|A 01| CHEH REAMIEH LIE 2 Amazon CodeCatalyst At

=
8 MHME HEML.

=2

o

CtZ &5 0i A CodeCatalyst2t VS Code & 1Z5t= Y VS Code& T+ 7|E0{| A CodeCatalyst
E MEsts WS dYeLich
A

+ CodeCatalyst@ VS Code& 7! Al 57|
+ VS Code| X Amazon CodeCatalyst 2|AA Q]

Amazon CodeCatalyst 25


https://docs.aws.amazon.com/codecatalyst/latest/userguide/welcome.html

AWS VS Code& =T 7|E AR 7H0|E

o 7H4 EZ0iA Toolkit 2 & ¢
+ Amazon CodeCatalyst 2! VS Code £l sl &

CodeCatalyst@ VS Code® %! AlZ5}7|

VS Code0i|A CodeCatalystE AF23tE{H CHS HRHE [MEM L.

A
« CodeCatalyst H|% A4

+ CodeCatalystoll AWS =7 7|E 94

CodeCatalyst 7|5 A A

Toolkit for VS Code0ll A CodeCatalystofl 1Z35t24HH &4 AWS Builder ID &= AWS IAM Identity
Center AkZ4 ZH0| Q/o{oF &L|Ct. AWS Builder ID, IAM Identity Center ! CodeCatalyst Xt734 &
Hofl CHEt REMIBH LI 2 CodeCatalyst AF2 MM O| CodeCatalystE A% MM XA L.
CodeCatalyst

CodeCatalystol AWS =7 7|E @14

AWS T 7 7|EE& CodeCatalyst 74|Z40f 2443524 0| ALS MHAM 2l of 242 =AH|2] Amazon
CodeCatalyst 215 MMZ FHZ M. AWS

VS Code0llA Amazon CodeCatalyst 2|AA EHQd

Ct= MM 1IA‘|._ VS Code& =7 7IEMM AFEE = /= Amazon CodeCatalyst 2|AA EHE| 7|50
CHEt FHR & My stLc.

7hgt g-Zod CHEt AEM[EH LHE 1t CodeCatalystod| A 7t BHZFoi| HM| A SH= EE2 Amazon
CodeCatalyst AF& AE M| Dev Environments(7He} &3) MM E EZE A

(e}

CHS A0 = VS Codedll M 7HY Bt EE ddstn G Afdste WS dFELICH

=HA
- C|EZXIEZ EX|
o JHE A 47|

+ CodeCatalyst 7% 73 MM

CodeCatalyst A|%f3}7| 26
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https://docs.aws.amazon.com/apprunner/latest/dg/manage-create.html#manage-create.failure
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AWS Application Builder % ¢4
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https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-deploying.html
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/install-sam-cli.html
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/install-sam-cli.html
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Example Dockerfile O|O|X| & Z !

FROM ubuntu:18.04

# Install dependencies
RUN apt-get update && \
apt-get -y install apache2

# Install apache and write hello world message
RUN echo 'Hello World!' > /var/www/html/index.html

# Configure apache

RUN echo '. /etc/apache2/envvars' > /root/run_apache.sh && \

echo 'mkdir -p /var/run/apache2' >> /root/run_apache.sh && \

echo 'mkdir -p /var/lock/apache2' >> /root/run_apache.sh && \

echo '/usr/sbin/apache2 -D FOREGROUND' >> /root/run_apache.sh && \
chmod 755 /root/run_apache.sh

EXPOSE 80

CMD /root/run_apache.sh

Amazon ECR =4 80



AWS VS Code& =T 7|E AR 7H0|E

0|7d2 Ubuntu 18.04 O|0|X|E AF25t= Dockerfile @ L|CH RUN 232 17| x| FHA|E O|0|E

BHLICH & MHS AZE) 0 HF|X|IE ARI5tT Hello World!'S & Mo 24 REoi X3t
LIC} EXPOSE H™ ZIE{|0|L{0ll ZE 802 = &35t CMD HE2 ¥ MHHE A|ZFErL|C}.
3. Dockerfile2 X{Z&tL|Ct.
/A Important
Dockerfile OI&0ll &7 22 El0f Qx| k2 K| &OI5tMIR. 2FA7H U= Dockerfile
2 E™ BT Docker EEE 7|E} &4 o ZEZ2|F|0|MI S ES Yo Z £ U7 HE YL
Ct.

2. Dockerfile0i| A O|0|X| =

A48t Dockerfiledl= T2 0| O|O|X|E EESI= O EF HE
X|E Amazon ECR QIAEA R FA|5E{H HX{ O|0|X|E L=3loF

J

I Zgtelof & LICt sl o[O|
L|C

el

—_

Dockerfile0l A O|0|X| L=

1. DockerfileO| Z &l C|HE{2|2 0|S35t24™ Docker CLI EE= Docker QIAEIAQ} E8HEI CLIZE At
&rLict.

2. Dockerfile0d| Z2o|E! 0|0|X|E LU=35t24 Docker build dE 2 AT LICE
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docker images --filter reference=hello-world
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aws ecr get-login-password --region region | docker login --username AWS --
password-stdin AWS_account_id.dkr.ecr.region.amazonaws.com

/A Important

O|™M BHO|M regiont AWS_account_id 25 AWS H|Ho| &= HEZE AU 0|E 5
OF ghLCt.

O|0|X|E EIZX|IEE|of Ef R L FA|

O| QIAEIAE DockerE Q153 £ 0|0|X|E 2|ZX|EC|E AWSFEA|EFL|C}H

1. Docker images BHE AL 5t EZof| XM{E & 0|0|X|E 21 EfT X|HE O|0|X|E AHEE +=
&Lct
= .

docker images
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Example £3 0f:

REPOSITORY TAG IMAGE ID CREATED

SIZE

hello-world latest e9ffedc8c286 4 minutes ago
241MB

2. Docker tag @& = Ar&3toq o|O|x|ol| EfIE X[ ELICt

docker tag hello-world:latest AWS_account_id.dkr.ecr.region.amazonaws.com/hello-
world:latest

3. Docker push BEE At&36to{ Ef 7t X|'HEl O|0[X|E EIZX|EE[0of F AR LICH
docker push AWS_account_id.dkr.ecr.region.amazonaws.com/hello-world:latest

Example £3 0f:

The push refers to a repository [AWS_account_id.dkr.ecr.region.amazonaws.com/hello-

world] (len: 1)

e9ae3c220b23: Pushed

a6785352b25c: Pushed

0998bf8fb9e9: Pushed

0a85502c06c9: Pushed

latest: digest:
sha256:215d7e4121b30157d8839e81c4e0912606fcal®d5775bb0636b95aed25f52c89b size: 6774

Ef2 7} X|&El o|O|X|7} 2|ZX|E2|0f A

OH

Moz M2 E x| AWS B M 7| o0l EAIEL|CH
Amazon ECRO{|M O|O|X| 7}X{2 7|

Docker tag BHo| 2Z QUAEAE O|0|X|E 7tME = J&Lict,

docker pull AWS_account_id.dkr.ecr.region.amazonaws.com/hello-world:latest
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Example £3 0f:

The push refers to a repository [AWS_account_id.dkr.ecr.region.amazonaws.com/hello-

world] (len: 1)

e9ae3c220b23: Pushed

a6785352b25c: Pushed

0998bf8fb9e9: Pushed

0a85502c06c9: Pushed

latest: digest:
sha256:215d7e4121b30157d8839e81c4e0912606fcald5775bb0636b95aed25f52c89b size: 6774

Amazon ECR Z|Z X|E2|0|A o|O|x| &FA|

VS Code0ll X O|O|X|E AfAsteE B2 & 7FR|LICH X Hml L2 AWS B MTIE At8sts A
LICE.

1. AWS Ef M 7|0 M ECR M7 & & &&LCt.
2. AtX|g o|O|x|e| 2|ZX|EE|IE &FEeuct

3. 7 -IIAE(D'-OA CEEZ HE Z=

2]) o+ & 22istod Afxlstn 412 oldlx|et edZE old|x| Bl
£ MEistM.

~—"

ha
OII

HE Ef 12t @A El O|0|X|E 25 A X|5t2{H Delete Tag...& =4 LICE.

AWS CLIZ AF8&3104 O|0O|X| AFA|

*  AWS ecr batch-delete-image BEE AI&5t01 2| ZX|E2[0lM O[O|XIE A ME =X JU&LCH

AWS ecr batch-delete-image \
--repository-name hello-world \
--image-ids imageTag=latest

Example £3 0f:

"failures": [],
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"imagelIds": [

{
"imageTag": "latest",
"imageDigest":
"sha256:215d7e4121b30157d8839e81c4e0912606fcal@5775bb0636b95aed25f52¢c89b"
}

Amazon ECR QIAEIANAM B|ZX|E2| AMA|

VS CodeO|M EIZX|EEIE AAIste 2 5 7HX|LICH 3 Haf 22 AWS B M7IE A5
zdolL|c}
A H .

1. AWS EfAM7|0|AH ECR HFE & ZHstct.
=

AWS CLI0| A Amazon ECR 2|Z X|E 2| AtA|

«  AWS ecr delete-repository B2 A& 5104 E|ZX|EEIE AME = UA&LICH
(@ Note
7lgxo =z, ololx|7t 0 e EIZXIERIE AXE £ ei&LCh HXIRH —force ZEH

2 MANE £+ st

AWS ecr delete-repository \
--repository-name hello-world \
--force

Example 3 0f;
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"failures": [],
"imageIds": [

{
"imageTag": "latest",
"imageDigest":
"sha256:215d7e4121b30157d8839e81c4e0912606fcal@d5775bb0636b95aed25f52c89b"
}

Amazon ECR2 &3ll App Runner MH|A

CtS =X 0i M= 2] Amazon Elastic Container Registry(Amazon ECR) ‘= =0 A AWS App Runner A
HIAE dd35tD AZESE WS MHEELICH AWS Toolkit for Visual Studio Code. AWS App Runner
2 Amazon ECR MH|A0] CHEF REAIEH LHE 2 AWS App Runner & Amazon ECR AF& MHEME &
ZotMLR.

A =

AWS T 7|E AWS App Runner 2| Amazon ECRU|ME MM 35t A|ZHsted
OF gfLICt. o|2{et MAIE & E5t= Wdol| CHEt AtAIEt 7H0|=E=0] AHE MY

Container Registry 2 &M E H XML,

MHHX OIS S 2256
M 2| Amazon Elastic

1. dockerfileE GtsLICH

2. 0l O|O|X|E gLICtdockerfile.

0II

==
3. M 2lZX|EE|E ddgfLict

o
4. olOlx|ol {2 & X|Hst E|ZXIEE|Z FAIELICH

7|& Amazon ECR EIZX|E 2|0 AWS App Runner A{H|A 44

WS =7 7|E 9| 7|& Amazon ECR Z|Z X|E 2|0 A AWS App Runner MH|AE M

1. AWS EM7[0 A AWS App Runner MH|AE M35l2d= Amazon ECR E|ZX|E2|7t Z&El 2]

2. Amazon ECR MH|A =EE & %3504 Amazon ECR Z|ZX|EE|E FL|C}.
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https://docs.aws.amazon.com/toolkit-for-vscode/latest/userguide/ecr-working.html
https://docs.aws.amazon.com/toolkit-for-vscode/latest/userguide/ecr-working.html
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3. AWS App Runner AHH|AE M52
HAE HFE I=IL—|E|-(D|'TA LEZ HE Z8).

4. ZEHAE H70lA App Runner MH|A & &S MEHSH04 VS Codedll A AWS App Runner ‘44 Of
HAE Gt

5. M MH|A9o| ZE 2(1/5)0] M A E35tEie ZE HEE 2245t OIS EnterE £ AlSELICH

6. BEHs FHE2/5)0M THH AHE...E MEIStd 24 Y HotET|E MESHHLE AFTIE M
Ef5to{o| EHAHIE ZLAE LI

7. ECROIM 7tX{g A& ME4(3/5)e] SFolM 7|E IAM &g HE=igrL|ct

@ Note
Amazon ECR Z2}0[H! B X|AEE[0{| X AWS App Runner MH|AE H4d5t2{HH
AppRunnerECRAccessRole HA|A e 0| ERELICH S0 RE &2 AEE
T e G2 +(Y¥Eg d4..) oto|2 & M=5l0{ AppRunnerECRAccessRole2 AIS 22
M5t D BIXIAEE|of EEELICEH
8. AfHIA 0|8 XIE(4/5)01 A Al AH|AQ| O|& S 245t C}S EnterE =24 A& ELICH
9. CQIAHA F MEH(5/5)2| FF0{M vCPU L Memory T2 MEASO] M| MH|IAE MEgLCt
10. AWS ErA47]0{ A App Runner MH|A =E & & %5104 AWS App Runner EIAAE &OIEFLICEH
M MHIATH 432 MHE|H HEfJL RS2 E MY S22 o o|EELICH.

Amazon Elastic Container Service &¢]

£ Amazon Elastic Container Service(Amazon ECS)01| CHEt 22 J4X| X[ AWS Toolkit for Visual
Studio Code M3 & LICt. VS Code& =+ 7IE= & Ho| Mgt 22 Amazon ECS 22 242
Nk

|

« Amazon ECS &4 9| u}l o] IntelliSense AFE

« 9| Amazon Elastic Container Service Exec AWS Toolkit for Visual Studio Code

Amazon ECS %1 2 o| m} /o] IntelliSense Al

Amazon Elastic Container Service (Amazon ECS)E& A& 3™ Amazon Elastic Container Service 7H

A
2R B0 DHE 2 Ho| ddgHoz 5 Holg dde + U&LICH & HRISHE Amazon
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/create-task-definition.html

AWS VS Code& =T 7|E AR 7H0|E

ECS 2fd Mol mplof CHEt IntelliSense 7S 0| AAX| AWS Toolkit for Visual Studio Code0l| Z & &L

« A|ARIO|VS Code& =7 7|E MR|0f U= =Hof| Fest=X| &letM 2.

Amazon ECS Zd Mol m}oi| A IntelliSense AFHR
CHE ol Al= Amazon ECS ¢ Ho| ml oA IntelliSenseE & &5t= WidE E04 ELICI

1. Amazon ECS %] o|of CHEt JSON mtUe MAErLIC mlY O|E2 201 ecs-task-
def.jsonO| Qlo{of EL|Ct. o O|& 2ol EXHE FIIsHE ElLICH

O|E0| my-ecs-task-def.jsonQ! I}US AMAIstL|C}
o

2. VS Code HEZ|0|M ot
_|

{} my-ecs-task-defjson @

temp > test

ontainerDefinitions The number of CPU units used by the task. It can
e be expressed as an integer using CPU units, for
placementConstraints example 1024, or as a string using vCPUs, for
proxyConfiguration example 1 vCPU or 1 vcpu, in a task definition.
requiresCompatibilities String values are converted to an integer indicating
the CPU units when the task definition is
registered. Task-level CPU and memory
parameters are ignored for Windows containers.
We recommend specifying container-level
resources for Windows containers. If you are using
the EC2 launch type. this field 15 optional.

Sunnnrtad values are hatweaean 128 CPLI uinits

=
E F7le ZdxH 22X} c"E Y2IstLct Ch2at H% 8t A ¥ E2lE IntelliSense CHEH A
o

A

Fed o mtdof IntelliSense AFH&
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O| Amazon Elastic Container Service Exec AWS Toolkit for Visual Studio
Code

Amazon ECS Exec 7|s& AWS Toolkit for Visual Studio CodeAl 235l04E A2 35104 Amazon Elastic
Container Service(Amazon ECS) Z1E|O|L{0i| M Bt B S Ale = &Lt

/A Important

Amazon ECS Exec2 & 445t L H|E 43510 AWS HHo| 2laA AEi7 HZEELICH MH|
A SX| & MA|EE ST HFEILICH. Amazon ECS ExecO| 4331 El A EJOIM SIAA AENE
B35t o & x| 28 Aty e ME £~ Q& LICH Amazon ECS ExecOl CHEH RHAIEH LI 2
Het Xt oHLH M 2] Using Amazon ECS Exec for Debugging(Amazon ECS ExecZ C|HZ517))

=
SESC KN

d

fjo

Amazon ECS Exec E+ =74
Amazon ECS Exec 7|5 & AI&35t7| QIEH B+ Z7HE SF5H0F & LCt
Amazon ECS AIX =H

£f10| Amazon EC20{ M S ARIE|=X| oFL|P4 AWS Fargate Amazon ECS ExecOlM S ABIE|=X|
of ek HA 7 AFEHO| CHE LT

« Amazon EC2E AF83tE B2 2021 1€ 20 0|F o EA|E o 0| E H71 1.50.2 0] 4 2]
Amazon ECS optimized AMIE AtE3tMR. F7F HE = T Xt eFLiA{ 2] Amazon ECS optimized
AMIsOi| A1 Q15 == Q& LIC.

HL 2
- EME5tE AR E3E HT 1.4.0 0|42 AL&3loF AWS Fargate®f LICt. Fargate 27 At ol CH
£ e RF QFLHA ] AWS Fargate platform versionsOll A EI5HAIL.

AWS HHE T4 & 1AM Tt

Amazon ECS Exec 7|2 A& 3dt2{™ AWS A1t HAZAE! 7|&E Amazon ECS E2{AE7| {1010}
grLict. Amazon ECS Exec2 Systems Managerg& &3l 2{AEQ| Z4E/| 0|40l 42K S Task
IAM 38 H5to| l0{0F SSM MH|AQL 8418 = &Lt

I Ol R{RH X
== O 1

Amazon ECS ExecZt #ZE IAM & HE = IR LM 2] IAM permissions required for
ECS Exec(ECS Execoll Z 23t IAM HEH ol M &Qlgh &~ Ql&LCt
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ecs-exec.html#ecs-exec-enabling-and-using
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ecs-exec.html#ecs-exec-enabling-and-using
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Amazon ECS Exec ¢

VS Code& T 7|E Q| AWS EFA7|0{| A 2174 Amazon ECS Exec2 &35t 7L} H|E H35He &= Q
& LICt. Amazon ECS Exec2 AF28HCHH Amazon ECS M550l AM ZIE|0|L{E MEHSt T sl Z4El 0L
of CHEH HHO{E A™ELICY.

Amazon ECS Exec Al2

1.  AWS EfA47]0{| A Amazon ECS M|+ 2 %o} & &FehL|ct.

2. =HE MH|ATt 2&E 2HAEE SHEELCH
3. MH|AQ| HHAE HFE Y1 (04 222]) Enable Command Execution(B& Al&l)2 MEist
L|CF.
/A Important
ME2 MH|A7I PX|EH 2 2 HE 42 £ JU&Lch XMEH LI 2 o] MMof AlZF £&20
L= &I E HZESHML.

|_ = |
3. A‘|H|é9-| HEIAE HFE G024 222)) Disable Command Execution(BE& A8 F|A)2
MEASL|CE.

/A Important
ME2 MHIA7E M2 & 2 HE 22 4 ok RAE g2 of MlMol Alxt 2Eof
L= D E FZstML.

ZE{|O|Lof| CHEF Tado] A8l

AWS ExplorerE At-83+0{ Z4Ef|O|Lo| CHEH BRAS A& SHE{™ Amazon ECS ExecS & 443|510 &L

At =
Ch M3l z|X| o2 Z< 0] Mo Enabling ECS Exec(ECS Exec E433l) &g 2 X A2

1.  AWS EfAH7]0{| A Amazon ECS M|+ & %o} & &FehL|Ct.
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o
Z1E]|O|LHo| HEIAE HIFE W1 (04 22! Run Command in Container(Z1E{ O|L{0{| A &
q
o

SH
o =
5. A QA 50| ZHE ZEZEJ} LIEILIHE 5 Task ARNS MEigL|Ct

(® Note
SHE AH|A0f Task B 7HEH Al F0|2tH Task7t XIS 2 MEHE|H 0 BAHE HEFE
LIC}.
6. ZEIZEJ EAL|H AdAY BH0{E ™5t D Enter 7|1& = AlS TR LICH

Amazon EventBridge = ¢4

AWS Toolkit for Visual Studio Code (VS Code)= Amazon EventBridge0ll it X| 2 XS &Lict
Toolkit for VS CodeZE At&35tH A7|0E H|R 8t EventBridgl| §H B E& HY& + &Lch

=
« Amazon EventBridge A 7|0} AF&

Amazon EventBridge £ 7|0} AF&

AWS Toolkit for Visual Studio Code (VS Code)E AF&3+04 Amazon EventBridge £ 7|0+04| A CFF &t

o Hef + UAELICH

b
mo
1

>

M =

!

A|l2E10| Toolkit for VS Code A0l L} Z7ol| ZHEX| #olstMIR.

& 45t24= EventBridge 2 7[0HE AWS HHOM AHSE 4= Qlo{of ELICH AFSE £ gictH A&
7|08 MEsHL Y2 ESHM. AHMIE HE & Amazon EventBridge AF& A2 A2 Amazon
EventBridge 27|08 & ZE5HM 2.

A8 JtsEt A7|oF 27|

1. AWS Explorer0i M A7|0tE =& & LCH
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AWS VS Code® T+ 7|E
2. HEoiz A7[017F 2 E BX[AEE| 0|2 ™ ELIC 6& E0{0|M AWS NS st= A7(0F &
Ct== aws.events Bl X|AEE|0f R&LILCE.
3. A7|0te| HEAE HFE ¢4 CHR View Schema(A 7|0t E7))& 22I5tH HE7|o|M A7|0HE
= = UsLch
AWS: EXPLORER
~ Canada (Central)
» CloudFormation
» Lambda
» Schemas
~ US East (N. Virginia)
» CloudFormation
» Lambda
~ Schemas
~ = aws.events
£5 aws.autoscaling@AWSAPICallViaCloud...
H ] e
el Download Code Bindings
E0 aws.au )
_ View Schema
=0 aws.au
aws.autoscaling@EC2InstanceTerminat...
ME Jts8t A7|OF 37|
AWS Explorer0i M Ct& & 5tLt O| &2 =&FLICH.
- 3t7 A2 AF|0F O|EE =SIMIL. AWS Explorerd M Ux|E|= A7|0F MSF 0| ZZX EAIFLICH
(ZZ ZEAE N=E Ed{H BXI2AERE SHFAMR)

Schemas ZAEIAE M7 & Y1 Search Schemas(A 7|0} ﬂ7|)% 2lgrL|Ct. EE= Schemas&
Btabslm & A o7 &= Y RAEZ| HEAE HFE 4 CF2 Search Schemas in
Registry(Bl XA E 2|0l AZ|0f #7])E MHEHETLICY. EventBrldge Schemas Search(EventBridge
A7(0F Z7]) CH3F o xtol M &1 412 AF|0F O|§2 =TL|Ct CHl & Xtol| Yx|st= A 7|0k A
0| EAIELICH

A7|0te| =g ME5HH CHEt o Rtofl 2 7(|0k7F EAIELICH

| |

Amazon EventBridge 2 7|0} AFHE
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AWS: EXPLORER [T = EventBridge Schemas Search *
*~ Canada (Central)

> CloudFormation Search "aws.events” registry

» Lambda
Schemas ;
- LETE aws.autoscaling
~ US West {Oregon)

» CloudFormation
» Lambda

aws.autoscalin WSAPICallViaCl
~ Schemas goA

aws_autoscaling@E C2InstanceTermin

v £ aws.events aws autoscaling@EC2Instancel aunch
's.autoscaling@EC2Instance Termin
's.autoscaling@EC2Instance Termin
aws.autoscaling@EC2Instancelaunch
aws.autoscaling@EC2Instancelaunch

Search Schemas in Registry

I
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B aws.autoscaling@EC2I...
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aws.autoscaling@EC2]...
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AWS IAM Access Analyzer

9| IAM AWS Access AnalyzerE Al&35to{ EIZ X!, Terraform 7[& & JSON & EMof M4 El IAM
Z&o] CHEH Identity and Access Management(IAM) Access Analyzer 242 ZJALE AldlE £~ Ql&LICH
AWS Toolkit for Visual Studio Code. AWS CloudFormation

IAM Access Analyzer 2 ZJAtoll= HE AE L AFSKF X1 B A7 ZebELCH B 82
AWS Identity and Access Management At& B Mol /= IAM JSON 2 edo{of 28 2 IAM =X
o] 2ot 2y Abelol XEMIS| MHE EE0 ek IAM HME AB St ol =S 0| ELIC AWS https:/
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Uut Z1 oM™ x|eto| ZeHE LICH

Hot E&=of t2F M M| A0 CHEE AFERF XS
MiAof CHEt 28 AL X|E H3 &elnt odAELIC
Analyzer 22 AO|EE & Z35IMIL. IAM Access Analyzer =& Ao CHEH REAIEH LI 2 AWS
Identity and Access Management A& M| HHM HAE ZA FHE HZEFHAM L.

CtZ FH | M=0 A IAM Access Analyzer S& £ Q12 AtE5t= WS AHELICH AWS Toolkit for
Visual Studio Code.

|

« AWS IAM Access Analyzer = ¢

AWS IAM Access Analyzer X ¢

CtE MMM IAM HA AF L ALSR X|E HM HAALE st S-S dYELIC AWS
Toolkit for Visual Studio Code. XtA|Et LHE 2 AWS Identity and Access Management AFE AHE A 9|
IAM Access Analyzer 2% 745 2l |JAM Access Analyzer Ab2X}F XX &2 &0l =X|E & E5HAM2.
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T 7 7|E0{M IAM Access Analyzer & £901S Al

Python H{%1 3.6 0|42 MX|&fLICH.

- 2 IAM Y= ZHAZ| AWS CloudFormation EE & Python CLI =70l 2351 IAM 2 ZHAL ol X|
ME Terraform& IAM H& HAALZ|E MAXIRFLICEH

« AWS & X4 @S 7+ d&LICt

IAM Access Analyzer 2324 £ 0|

E AL8&3+04 AWS CloudFormation BZ !, Terraform 7|& & JSON =2 2 Aof| CHEH =4 &0l
st = U&LICH AWS Toolkit for Visual Studio Code. AAF b= VS ZE
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https://aws.amazon.com/iam/access-analyzer/pricing/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-checks-validating-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-custom-policy-checks.html
https://github.com/awslabs/aws-cloudformation-iam-policy-validator
https://github.com/awslabs/terraform-iam-policy-validator
https://github.com/awslabs/terraform-iam-policy-validator

AWS VS Code& =T 7|E AR 7H0|E

PROBLEMS 4 OUTPUT DEBUG CONSOLE TERMINAL PORTS Filter (e.g. text, **/*ts, **/node_modules/**)

v I testyaml (4
SECURITY_WARNING: The modified permissions grant new access compared to your existing policy. - Resource name: CFNUserGroup, Policy name: CFNUsers - New acc... [Ln 1, Col 1]
SECURITY_WARNING: The modified permissions grant new access compared to your existing policy. - Resource name: CFNAdminGroup, Policy name: CFNAdmins - New ... [Ln 1, Col 1]
/\ WARNING: MISSING_VERSION - We recommend that you specify the Version element to help you with debugging permission issues. Resource name: CFNUserGroup, Poli... [Ln 1, Col 1]
/\ WARNING: MISSING_VERSION - We recommend that you specify the Version element to help you with debugging permission issues. Resource name: CFNAdminGroup, P... [Ln 1, Col 1]
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Create a thing

Attach a certificate to a thing

» Detach a certificate from a thing

Delete a thing
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» Create a certificate

» Change a certificate status

 Attach a policy to a certificate

» Delete a certificate
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» Create a policy

» Upload a new policy version

Edit a policy version

» Change the policy version defualt

Change the policy version defualt
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XPLORER
4 US East (M. Virginia)
b CloudFormation
b Lambda
b Schemas
4 US West (Oregon)
b CloudFormation

4 Lambda
#\ demo-sam-app-HelloWorldFunction-

A my-function

Ny Invoke on AWS

Delete

2. 7
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= Invoked MyLambdaFunction =

Invoke function MyLambdaFunction

Select a file to use as payload:
[T Mo file chosen

Or, use a sample request payload from a template:
kK

"AWS Lambda”

Invoke

VS CodeE AIE5tE ZTEMEQ} OIRH7IX|2 Lambda & 20| 38 &0lg &= Q&L ch.
) AWS Lambda

PROBLEMS OUTPUT DEBU SOLE TERMINAL

Loading response...
Invocation result for arn:aws:lambda:us-west-2:282147211633: function:MyLambdaFunction

Logs:
START RequestId: 04c5f@9a-508f-4251-bc6d-663023153d7c Version: $LATEST
Input: AWS LambdaEND RequestId: @4c5f@9a-508T-4251-bc6d-663023153d7c

REPORT RequestId: @4c5f@9a-508f-4251-bc6d-663023153d7c Duration: 253.98 ms Billed Duration: 30@ ms Memory Size: 128 MB

Max Memory Used: 86 MB

Payload:
"Hello, AWS Lambda!"
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Visual Studio Code £ AF2$8H API Gateway 7|52 REST APITH X|¥ELICEH HTTP APIZ
‘AP| Gateway V2 API'Et1 £ 27| g L|C}.

ZZ API Gateway 2lAA A8 9l C|HZSHZ

1. CIS Y & 5HLIE MEIS04 AWS SAM API Gateway Z|AA Q9| ARt 2 MHE MMM,
« SM1:AWSSAM ZZ2ZMEO| HEP] AA I E( s, .cs tY)E &=5t04 Lambda £

CC
4= .py
':E-l 2o OfRAE =1 C|H1 7+ CodeLens F7IE MEIT IEP CodelLens & C}S M7

« &M 2:1aunch.jsong +=Hst1 OIS T ES AE5to] M AlZf S HHgLCH

274 Amazon API Gateway 2|44 A% 3l C|HZ 138



AWS VS Code& =T 7|E

"type": "aws-sam",
"request":
"name": "myConfig",
"invokeTarget": {
"target": "api",
"templatePath": "nl2/template.yaml",
"logicalld": "HelloWorldFunction"
1,
"api": {
"path": "/hello",
"httpMethod": "post",
"payload": {
"json": {3}
}
.
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sam" :

{1},
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"templatePath": "nl2/template.yaml",
"logicalIld": "HelloWorldFunction"

},
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"path": "/hello",
"httpMethod": "post",
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},
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.
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"configurations": [
{
"type": "aws-sam",
"request": "direct-invoke",
"name": "my-example:HelloWorldFunction",
"invokeTarget": {
"target": "template",
"templatePath": "template.yaml",
"logicalld": "HelloWorldFunction"
},
"lambda": {
"payload": {3},
"environmentVariables": {}
}
}
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{
"type": "aws-sam",
"request": "direct-invoke",
"name": "my-example:app.lambda_handler (python3.7)",
"invokeTarget": {
"target": "code",
"projectRoot": "hello_world",
"lambdaHandler": "app.lambda_handler"
},
"lambda": {
"runtime": "python3.7",
"payload": {3,
"environmentVariables": {}
}
}
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« Error: "docker.errors.APIError: 500 Server Error ... Z H|0|E 2|0|Eo] EEZH&LICH”

* Error: "500 Server Error: Mounting C:\Users\..."
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samconfig.toml2| | x|& X|I'H&LICt. o & =01 samconfig.toml T+ 0| 24 S7to| 42| o Ut

™
"sam": {
"localArguments": ["--config-file", "${workspaceFolder}/samconfig.toml"],
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docker.errors.APIError: 500 Server Error: Internal Server Error ("toomanyrequests: You
have

reached your pull rate limit. You may increase the limit by authenticating and
upgrading:

https://www.docker.com/increase-rate-limit")
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2019-07-12 13:36:58 Mounting C:\Users\<username>\AppData\Local\Temp\ ... as /var/
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Traceback (most recent call last):

requests.exceptions.HTTPError: 500 Server Error: Internal Server Error ...
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A human-readable description of the state machine.
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| |
Test state X

Test a state in isolation using the TestState API to ensure that it works correctly. Learn more [2

Test input Arguments & Output State definition Basic Advanced
Execution role Task state request
Testing a state requires an execution role. Enter an 1AM role ARN, select an existing 1AM role from the list, or learn how to Request that will be sent to the Task state.

create a new 1AM role with permissions for an optimized service integration [A

1 Start a test to view the output.
(sar @
v Definition substitutions
Enter values for any definition substitutions
Key Value
${topic} { arn:aws:sns:ca-central-1:652323157371:mySnsTi ] Task state response
rrrrrrr d from the Task state.
1 Start a test to view the output.

¥ State input - optional

Enter input values for this state.

1 {
"key": "value"
}
State output
Output that will be passed to the next state.
2
Must be in valid JSON format. 1 Start a test to view the output.

¥ Variables - optional
Enter values for any variables referenced.

1 {

"variableName": "value"

} Variables
Variables at end of test.

1 Start a test to view the output.
Must be in valid JSON format.

Start test

|_|:| Copy TestState API response Apply changes and close
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