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P 0475| H JHo| Ct 2 MH|A 242 EZ 8504 Cha et AWS ElAA0M BFAFLICH TS 2 B 7HX|
o M| I |t

+ Systems Manager Agent: SSM Agent

- Systems Manager I}20|E{: SSM It2}O|E

- Systems Manager AMH|A QIEXZQIE: ssm.region.amazonaws.com

« AWS CloudFormation 2|AA F&: AWS: :SSM: :Document

« AWS Config T+ & A/84X}: EC2_INSTANCE_MANAGED_BY_SSM

« AWS Command Line Interface(AWS CLI) BH&: aws ssm describe-patch-baselines

« AWS Identity and Access Management(IAM) £ 22 %42 O|&: AmazonSSMReadOnlyAccess

« Systems Manager 2|2 A ARN: arn:aws:ssm:region:account-id:patchbaseline/
pb-07d8884178EXAMPLE

Systems Manager MH|A O|§ 7|5 5


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://aws.amazon.com/sdk-for-java/
https://aws.amazon.com/sdk-for-python/
https://aws.amazon.com/sdk-for-ruby/
https://aws.amazon.com/sdk-for-net/
https://aws.amazon.com/mobile/resources/
https://aws.amazon.com/tools/#sdk
https://aws.amazon.com/tools/#sdk
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Systems ManagerZ 2 45t7| ol OS(2Y A, 0S A LU A|AH REHo| #El™E =2 XL
EX| Zelghct.

|

« Systems Manager’} X|2#ElE 2 A

- otolEE|lE & HE|ZEIRE HEAAM XHEE ALH RS

Systems Manager7t X[ El= 24 M A

ChE Mol = Systems Managero M X|#HE[= OS X OS HEO| L& E|o] /J&LICH.

(® Note

e 2 2MHE HESIE S AWS loT Greengrass .04 C|HFO|AE Systems ManagerE At
235to] LML, olz4st Hxl= AWS loT Greengrass2| 2 F AFEHE &F&HofF gfLICH Xt
MIEt LHE2 AWS loT Greengrass 7HEM Al SFLHA{ S| AWS IoT Greengrass Version 2 204 C[H}
O|A MX MIMS &t X 5HA|2.

AWS loT 2! H|-AWS x| C|HIO|AE B2[et F+45tEi= AHl=lo| QICHH, o|28t C|Hto|A
£ 0{7| E59| 2F M2 5F A|740} 5t H Systems Manager .__Eﬂl:ll* HEld ER
T Adz|oof gFL|Ct REMIEH LI 2 Systems ManagerE 3t 9'x| C|HlO|A 22| MME & X
StAlL.

/A Important

Systems Manager2| =7 2! Patch Manager0il A= O FA|of LIFE LE OS HEHO| X|HE
x| &t 2 & A&LICH Patch Managerol| A X|2stE OS T =52 Patch Manager 4 £ 71
MME FERSIMR.

XA Y
e Linux
« macOS(Amazon EC2 QIAEIADF T

« Raspberry Pi OS(=* Raspbian)



https://docs.aws.amazon.com/greengrass/v2/developerguide/setting-up.html
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* Windows Server

OS 3 &S MEistod X[ El= HIO|X & otolLd HE S FHQIghLCt.

Linux

AlmaLinux
EHE x86 x86_64 ARM64
8.3~8.10 v v
9.x v v

Amazon Linux 1

7 x86 x86_64 ARM64
2012.03~2018.03 v v
(® Note

Amazon Linux 12 2015.03 HHEE{ x86_64 HE2SE & A|E/L|C}
Amazon Linux 1& AWS FA E 29| Amazon Linux AMI =% E2 O 0|Eof| M &t E 3t CH

=
2 20204 128 31Y E& X|0| S2E1 2023 128 31U £+ F7|7t SR EIU&LICH
AWSE [ 0|2 o| 24 Aol CHEF Amazon Machine Images(AMIs)E |35t K| et &LILCt.
3t X|2F AWS Systems Manager2 7|& Amazon Linux 1 QIAEA| CHE X[ A& MSE
L|C}.

Amazon Linux 2

EHA x86 x86_64 ARMG64

2.0 O|& HHZ v v

Systems Manager7t X[ El= 2 XA


https://aws.amazon.com/blogs/aws/update-on-amazon-linux-ami-end-of-life/

AWS Systems Manager

Amazon Linux 2023

A x86 x86_64

2023.0.20230315.0 O| v
o 2E HH

Bottlerocket
EHA x86_64
1.0.0 O|&f HHZH v
CentOS
A x86 x86_64
6.x" v v
7.1 0|4 7.x HA v
8.x v

" O|2HE HTE A8 5T SSM Agent@| 3.0.x HHEIE AL&3Hot
Mg AH&3tE 70| Z&LICH SSM Agent 0|4 H{TH(3.1 0ld)2

™ x86 x86_64
8 v
9 v

ARMG64
v
ARMG64
v
ARMG64
v
v

gFLICH SSM Agent2| |41 3.0.x H
X E|X| &t &LICE.

ARMG64

Systems Manager7t X[ El= 2 XA
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Debian Mt
7 x86 x86_64 ARM64
Jessie(8) v
Stretch(9) v v
Buster(10) v v
Bullseye(11) v v
Bookworm(12) v v
Oracle Linux
7 x86 x86_64 ARM64
7.5~7.8 v
8.x v
9.x v

Red Hat Enterprise Linux (RHEL)

7 x86 x86_64 ARM64
6.x v v

7.0~7.5 v

7.6~8.x v v

9.x v v

10.x v v

10|28t HT S Ar&3tE{T SSM Agent2| 3.0.x HHE S A& 35HoF & LICt SSM Agent2| %[ 41 3.0.x H
Mg M8ste Zd0] E&LICH SSM Agent 0|4 HA(3.1 0|4h) 2 K| E|X| b & L.

Systems Manager7t X[ El= 2 XA 9
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Rocky Linux
A x86 x86_64 ARM64
8.x v v
9.x v v

SUSE Linux Enterprise Server (SLES)

HHZ x86 x86_64 ARMG64
12 0|4} 12.x A v
15.x v v

Ubuntu AMH

B x86 x86_64 ARM64
12.04 LTS 2! 14.04 v V4

LTS

16.04 LTS 2! 18.04 v V4
LTS

20.04 LTS 2! 20.10 v v
STR

22.04 LTS v v
23.04, 23.10 v v
24.04 LTS v v
24.10 v v
25.04 v v

Systems Manager7}t X|#HEl= 2 & 10
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macOS(Amazon EC2 QIAEIA D &

EH 7™ x86 x86_64 Mac with Apple silicon
10.14.x(Mojave) v

10.15.x(Catalina) v

11.x(Big Sur) v v

12.x(Monterey) v v

13.x(Ventura) v v

14.x(Sonoma) v v

15.x(Sequoia) v v

® Note

UE AWS 2|0 M= macOS7t R X| & LICH macOS& Amazon EC2 K| #doi CHEF Xt
M8t LH2 2 Amazon EC2 AF2 MH M| Amazon EC2 Mac QIAEAE XML

Raspberry Pi OS(— Raspbian)

HZ ARM32
8(Jessie) v
9(Stretch) V4
F7tHE
« AWS Systems ManagerE At &3l04 Raspberry Pi C|HIO|A ZHE|

Systems Manager7t X[ El= 2 XA 1


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-mac-instances.html
https://aws.amazon.com/blogs/mt/manage-raspberry-pi-devices-using-aws-systems-manager/
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Windows Server

SSM Agent= Windows Server IAEIA (O B|7HA] AWS-ApplyPatchBaseline EA)0AM §7
AWS Systems Manager & A{(SSM £ AM)E A&i5t24™ Windows PowerShell 3.0 O|&f 0| E & L|CtH.
Windows Server 2IAEA 7} Windows Management Framework 3.0 0|42 A3l FQIX| &QlgtL|C}.
O] Z Bl =2 0i= Windows PowerShellO| Z & E£|0{ Q& LICH REAMIEH LI 2 Windows Management
Framework 3.0 M/MZ & E5HM 2.

B x86 x86_64 ARM64
2008" v v
2008 R2' v
2012 2! 2012 R22 v
2016 v
2019 v
2022 v
2025 v

" Windows Server 2008 2! 2008 R2 X|¢4: 2020 1& 14 S £ Windows Server 20082 Microsoft
ol 7|5 E= Eot YO0o|Eof CHall . Ol 4 X[ E|X| 2 &L|CH Windows Server 2008 ! 2008 R2&
2| 7{Al Amazon Machine Images(AMIs)0ll= 0{T15| SSM Agent HHZ 27 At M X|El 4 EHE Z & K|
0{ RUX|Bt Systems Manager= [ 0|4 2008 HTE SAXMo 2 X|#5HX| et O|2{§t Windows
Server & 00|MEE O 0|4 YO|0|ESHK| et&LICH EBH SSM Agent HHT 32 Windows
Server 2008 & 2008 R22| U7 &t S B E|X| b2 £ UELICH Windows Server 2008 B T101| CH
3 SAMo 2 X|E|lE %|F SSM Agent HE 2 2.3.1644.0Q]L|C}.

2 \Windows Server 2012 2! 2012 R2 X|¥4: Windows Server 2012 2! 2012 R2= 202324 102 10! O|
%2 X|o| SREIRELICE ol248t T} &4 SSM AgentE AM& 5248 Microsofto| & & H ot
UC|O|E(ESU)E AFEdt= Aol ELLICE REAIEH LI 2 Microsoft & AHO|E 0| A Windows Server
2012 3 2012 R20]| CHet X|H SEE FESAM L.

Systems Manager7}t X|#HEl= 2 & 12


https://www.microsoft.com/en-us/download/details.aspx?id=34595&751be11f-ede8-5a0c-058c-2ee190a24fa6=True
https://www.microsoft.com/en-us/download/details.aspx?id=34595&751be11f-ede8-5a0c-058c-2ee190a24fa6=True
https://learn.microsoft.com/en-us/lifecycle/announcements/windows-server-2012-r2-end-of-support
https://learn.microsoft.com/en-us/lifecycle/announcements/windows-server-2012-r2-end-of-support
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« Amazon Elastic Compute Cloud(Amazon EC2) QIAEA

A& ZejojAae] MH(2Z8I0]A M)

AWS loT Greengrass 204 C|HIO|A

AWS loT 2! H| AWS S'X| C|HIO|A
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S & Systems Manager &2 CtYe =7 & Z&5t0] AWS Organizations Z%{2| 042 AWS H|H
= AWS 2oL B AE & 2T it = EfATE 2tRdtE O =50l &l §F #
FYUCh ==& EC2 2IAHA 310|EE|E M = HEIZEHPE #E0AM AdEls MHY = U
gLICH S8 2&0ME ==of Cigt MF Q! QIALOIET MSELICH =0 CHEF EnME ddst
1, 44 Exet Z0| = E7} Systems Manager0ilA] ZtE2|5t= CHE 208K R =S 5t UEHE Q!
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https://aws.amazon.com/hybrid-multicloud/
https://aws.amazon.com/hybrid-multicloud/
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Review node insights

Review insights about managed nodes across your organization. Hover over a graphic to access links to more detailed data.

Node summary H ¢ Managed node types
L EC2
16 nodes l Managed hybrid nodes
90%
Managed nodes
140 nodes
[ ] ged nodes [l \ EC2
B Managed EC2 instances
Diagnose unmanaged EC2 instances V3

Managed node operating systems

Microsoft Windows Server 2022 Datacenter
12 nodes

Microsoft Windows Server 2016 Datacenter
18 nodes

Red Hat Enterprise Linux
20 nodes

Microsoft Windows Server 2019 Datacenter
20 nodes

A

Amazon Linux
46 nodes

Ubuntu
24 nodes

W Amazon Linux [l Ubuntu [l Microsoft Windows Server 2019 Datacenter [l Red Hat Enterprise Linux [ Microsoft Windows Server 2016 Datacenter

W Microsoft Windows Server 2022 Datacenter

B Managed hybrid nodes

Managed EC2 instances

120 nodes
%
SSM Agent versions H
3.3.1957.0
3.3.987.0
0 20 40 60 80 100 120
Nodes
%

+ Add widgets

14
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Explore nodes (56)

Explore details about managed nodes in your organization.

Group by
| None w |
e N
Nodes (56) (C) (L Report )
| Q, Find nodes | 1 . > @
Agent Operatin Operating
Node ID Agent type vegrsion Node status Operating system name s Etern ¢ 9 o system Node type Ac
¥ YP version
i-00133d4e1c150843b j?r:izr:m 3312300 Active Ubuntu Linux 2004 EC2Instance
i-00bag9a313b84a821 ;T:iog':m 3.3.1230.0 Active ;gg:s[)o::a":::s;ws SRS Windows 10.0.20348 ECZInstance
i-010e038ef4f248dbd j?r:izr:m 3312300 Active Amazon Linux Linux 2 EC2Instance
i-013d9f572f5e5b6b3 ;T:iog':m 3.3.1230.0 Active r:(;?r:s[)oaf:a\.:z:s;ws S Windows 10.0.14393 ECZInstance
i-018515ec864b6b34d :?:r'::ogr;m 3.3.987.0 Active Ubuntu Linux 24.04 ECZInstance
i-0207b54c36eb4ffac :ST::L;:M 3.3.1230.0 Active Amazon Linux Linux 2 ECZInstance
-02384ada61f42078 2;:’1320;”{ 3.3.1230.0 Ae ’::;T;SDO:;\':ZM?_WS server o Windows 410017763 EComstance
IVr—y— = Sy W ST~ A - U135 Dat S i e -
> ’ e
L - = A
(0] ofq HE U EIR0l =k QU] BY AN U 2ol STt USRS PR B 28
(=) — = A L— = A = o = s A
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UNE T 7|52 HS Fotst U&LICH FHX S8 2£2 AI85t0] =™8E = U= & EfA 301 CH
= = 2= AN S [= 2~ =
& XEMIEH LHE 2 AWS Systems ManagerE AF&35t0] = E 22| E{A T =3 MMZ FESHAMIL.

Ct= FMZ 0|S3+0q Systems Manageroi M 2t2|& = EE& A3 LICt Systems Manager == A%
off CHEt RFM[EH LHE 2 AWS Systems ManagerOf CHEF 22|38 = E MHE MME FZXSIMR. = EE
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REMIEH LI 2 AWS Systems Manager A& MME X SHMIL
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& 7| &9l 32, Systems ManagerE AI& 8§ EC2 QIAEIA EE|o| BHAIE WELICH o] FA|

oM = EC2 QIAEA Tl H| EC2 A|AE|0|| CHEF Systems Manager M HE 2235t HHE =
Aol =M= MdHEEL|C

CHE AWS MHIAE O|0| AF85t= A< O|2{Et A & YR E F= & JLct sHx[g CHE BEHA=
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« Systems ManagerE A& §

- Systems ManagerZ 3t0/E2|E & HE|ZFERE #F0AM = 2

- Systems ManagerE &8t A X| C|HIO|A EE|

- Systems Manager0i| CHEt AWS Organizations ¢ ZH2[XF 24
C

« AWS Systems Manager0| CHEF 2B A

Systems Managerg A&t EC2 QIAEA 2t

O| M/MO| EfA 3 E +&35+04 AWS Systems Manager0i| CHEt 23 %* et 2l 7| B|AAE MAstn
T gLIc. 0| MMM MHSHE T2 UPtHo 2 AWS HIE & A|AR ZE|X7F =-8FLICt Ol
o438t EtAHIE &t2 8 2ol =X 9| AF&X}7} Systems ManagerE AFHE 3109 XFAI| A& 0| A Amazon

Elastic Compute Cloud(Amazon EC2) QIAEAE M | L HAMAE = Q&LICH
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(@ Note
Systems ManagerE At&3t0{ 2 Zhi0|A A|AHRE #E[etD 745248 Systems Manager
2 stolEz|=E L HE|ZEtRE BE0M £ #E|o ™ HAHE MUt stolE2|E &
HE|Z2RE #Z0lM Amazon EC2 QIAEIA 2 H| EC2 A|lAEIE ET AP%%E* ARl E2
MX{ 07|e| EHAH|E mELICt. O] MM M= Systems Manager 2
Kb, HEE Y ET| 2|aAE FHSE HEElE =M HAE M3E |EP.

CHE AWS AMHIAZ o|0| AL 5HE ZQ ol2{8t B & UK E 2ta st ZQLCt. 5tX|BHCHE BHAE
Systems Manager0fl S LICt [HEtM O MM MK & HE 510 ZE Systems Manager T+ & At
88 #H[7t ZIREX| &olstE 2ol E4LCH

LHE

« Systems Manager0i| £ Q8§ QIAEA HEH 74

« Systems Manager& VPC AEZQIEE AL235104 EC2 QIAEAO| HOF JHM

Systems Manager0i| 2R &t QIARA HEE 74

AWS Systems Managere 7|2%o 2 Q|
and Access Management(IAM) &g & At
RIABA £F oM QIAEHA HEE XS

AFE
2l TEE ME5Iod AY s FE ol M HMA HEFHS —?'—043PE Z30| E&LICH

(® Note
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CHEH RIS LIS 2 Amazon EC2 AHS MBMO| QIAEIA HIEHH|OJE] MHIA BT 2 ABOE FEH

™ lo
jo

A ZSIMQ. QIAEIAO Mx|E SSM Agent HF 210l CHEH XFA|EH LIRS SSM Agent {7 5 =
Ol MME BZ SR, SSM Agent HEIO|E 0l CHEH KFAIEH KBS SSM Agent 715 2E0|= HIM1E
FESMR. BEE AAHA0 O/HE OhaT ZaLt

Session ManagerE At&36t04 5t H| QIAE A edZA g LY.

Patch Managerg& At&36t04 A& T x| AZHE =UFLICH

Systems Manager InventoryE A& 3104 QAR A Ot MF HEE SLCt.

Fleet Manager2 At&35t0{ QIAEA

SSM AgentE A5 2 %4 HENZ S X|EFLICH

Fleet Manager, Inventory, Patch Manager, Session Manager= AWS Systems Manager2| &=+ lL|
Cf.

7|82 ZAE ZE| FEES AI85HH QAEA T2 AU AMSSHK| A1 QAABHAE BE[E £+ Qo
[H Systems Manager0ll 2T & A Ho| 2E QIAEAE RE[e = = HEto| U=X| &Y =
AUELICH MBE HEHo| ALE Atzlofl S26HK| §i2 E2 7|2 ZAE e FEuM dME 7|2
IAM gtof] HME FIHE = A&LCh E= 712 IAM G M M35t ZE 7Isoi cHet ™
20| LR5tR| A2 B2 AEXR XY A MM &Y dde = U&LICH 7|2 3AE BE| 7
Aoi CHal MEASH IAM L&l ZE #HE A2 21T L HHe| 2E &2l Amazon EC2 RIAEIA
of MEELICE 7|2 EAE #E| FHM AHE5t= E2Aof CHEF AEAIEH LHE2 AWS 2H2(- A
AmazonSSMManagedEC2InstanceDefaultPolicy MM 2 & ZSIMIR. 7|2 TAE g2 F4oi cH$t
AtME LI 7|2 SAE B2 282 MEF XIS EC2 QIARA | MME FHESAMR.

/A Important
718 SAE BE| FHE MBSl SEE QABAE /lib/amazon/ssm E&
\ProgramData\Amazon C|EEZ|0]| 2EHE S8 HEE MHEFLICL olz{8t CIHEZ| E=
SHE AU KM7HEHH QIAEATL 7|2 SAE ftg| TS AL85H0{ A|AE! 2HE|X}Fof| 125}
= O Z2est 2ot 0152 & S5HK| Z5tH ELCH o|28t B2 QIAHA T2 MUS A8 5

0 QIAEIAO| HRF HEtE MSst7HL QUARAE CHA| st oF ErLCh.
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/instance-metadata-transition-to-version-2.html
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AL 7Hol=
® Note
OIBHE D HUY + 2SIk HEIO| Tl BAS 22 RS RS +TY
£ QTS SSY I 24 HE HMAE FHELICH Amazon EC2 QAHAE IS 2 2

E-LI

stEd= ZF AWS E2|T0M 7|2 ZAE 22| 4 7{0k &fLCt

712 3AE el 7 A" 7471

Fleet Manager Z&0(AM 7|2 ZAE 2| 74 % 4 == J&LICt. AWS Management

Console L= 7|2 BHE T E ALE5t04 O] HAIE gF=5t2{™ GetServiceSetting,
ResetServiceSetting 2! UpdateServiceSetting API o] cigt #8to| Qlofok ghL|ct. =8t

AWSSystemsManagerDefaultEC2InstanceManagementRole IAM €3&0i| CHEt iam:PassRole

T48H0| RLo{oF BFLICH CIE2 oAl HAMULICt 2t example resource placeholderE& AH&XtQ|
MEZ dhELc.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ssm:GetServiceSetting",
"ssm:ResetServiceSetting",
"ssm:UpdateServiceSetting"
1,

"Resource": "arn:aws:ssm:region:account-id:servicesetting/ssm/managed-instance/
default-ec2-instance-management-role"

b
{
"Effect": "Allow",
"Action": [
"iam:PassRole"
1,
"Resource": "arn:aws:iam::account-id:role/service-role/
AWSSystemsManagerDefaul tEC2InstanceManagementRole",
"Condition": {
"StringEquals": {
"iam:PassedToService": [
"'ssm.amazonaws.com"

Systems Manager0f 28t QIAFA HEH 74


https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_GetServiceSetting.html
https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_ResetServiceSetting.html
https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_UpdateServiceSetting.html
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AIEt5t7| ol Amazon EC2 QIAE A HAZEE QARA T2 00| U= F
Lssm:UpdateInstanceInformation 22 585t ZE Ct. SSM Agent= 7|
2 SAE g| 719 HEtS AH86H7| Hof QIAEHA T2 0] HEH ALS S AIE?JL—“:F. °._| HAZZ
It U0 M ssm:UpdateInstanceInformation 24 S 5 RUAE

HetE AL&StX| b&LCt

1. AWS Systems Manager & & (https://console.aws.amazon.com/systems-manager/)2 3L|LC}.

2
=

20l M Fleet ManagerE ME&tL|C}
=

2. EfM

3. AYEEZ EELR20M 7|8 SAE 2| 78 8578 MEiFELICH

4. 7|2 ZLE el 7 g-3E AL

5. QIAE A0 CHEH Systems Manager =T & &3l 5t= O A E[= IAM GE S MEASHLICEH
7182 ZAE g 2E0M M3 ste 7|12 HE 2 Ar&st= R0l E&LICH 07(|0= Systems
Managerg& Al&3t04 Amazon EC2 QIAFAE EE|5t= O R x4 HeEt MET ZE
0 UELICH AEX X A& 2 M8dle WE ME5tes 2 Yol L= HAMof A Systems
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https://console.aws.amazon.com/iam/

AWS Systems Manager AL 7Hol=

Filter policies v Q AmazonSSMManagedinstanceCore Showing 1 result
Policy name « Used as Description
V) » AmazonSSMManagedInstanceCore Permissions policy (6) The policy for Amazon EC2 Role to enab...
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1. https://console.aws.amazon.com/iam/0| A

2. EfM FolM A Myt

"Version": "2012-10-17",
"Statement": [

1
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": [
"arn:aws:s3:::aws-ssm-region/*",
"arn:aws:s3:::aws-windows-downloads-region/*",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage_modify.html
https://console.aws.amazon.com/iam/

AWS Systems Manager AL 7Hol=

arn:aws:s3:::amazon-ssm-region/*",
"arn:aws:s3:::amazon-ssm-packages-region/*",
"arn:aws:s3:::region-birdwatcher-prod/*",
"arn:aws:s3:::aws-ssm-distributor-file-region/*",
"arn:aws:s3:::aws-ssm-document-attachments-region/*",
"arn:aws:s3:::patch-baseline-snapshot-region/*"

iy

"Effect": "Allow",

"Action": [
"s3:GetObject",
"s3:PutObject",

"s3:PutObjectAcl", ©

"s3:GetEncryptionConfiguration" @
1,
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket/*",
"arn:aws:s3:::amzn-s3-demo-

bucket" @
]
}
]
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https://docs.aws.amazon.com/general/latest/gr/ssm.html#ssm_region
https://docs.aws.amazon.com/AmazonS3/latest/dev/using-with-s3-actions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/using-with-s3-actions.html
https://aws.amazon.com/blogs/security/iam-policies-and-bucket-policies-and-acls-oh-my-controlling-access-to-s3-resources/
https://aws.amazon.com/blogs/security/iam-policies-and-bucket-policies-and-acls-oh-my-controlling-access-to-s3-resources/

AWS Systems Manager AL 7Hol=

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucketl/*",
"arn:aws:s3:::amzn-s3-demo-bucket2/*"

]
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/launching_instance.html
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https://docs.aws.amazon.com/eventbridge/latest/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://console.aws.amazon.com/ec2/
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html#attach-iam-role
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/iam-roles-for-amazon-ec2.html#attach-iam-role
https://docs.aws.amazon.com/vpc/latest/userguide/endpoint-services-overview.html
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https://docs.aws.amazon.com/vpc/latest/userguide/
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html#vpc-limits-peering
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https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html#vpc-limits-endpoints
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html#create-VPC-endpoint-for-CloudWatchLogs
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html#create-VPC-endpoint-for-CloudWatchLogs
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-private-dns
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver.html
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1. https://console.aws.amazon.com/iam/0lA IAM &2 LC}.

2. EM EO|M A& (Roles)2 MEATH & 2AF M4 (Create role)= MEAELIC.
3. QAE[E £ Q= AE{E| MEH(Select trusted entity)0l| A CFHS & AMEHEHLIC.
1. MEE = = AEE| R0l AWS AHIAE MESEHLICE
Abed| 0| A Systems ManagerE MEHEFL|CH
3. Systems ManagerE MEHELICH
CHS o|0|X|olHE Systems Manager 49| I%|E Zx EAIELICH

Service or use case

Systems Manager v

Choose a use case for the specified service.

Use case

© Systems Manager

Allows 55M to call AWS services on your behalf
() Systems Manager - Inventory and Maintenance Windows
Allow AWS Systems Manager to call AWS resources on your behalf.
4. Next(CHZ)E MEAELICE
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Filter policies v Q AmazonSSMManagedinstanceCore Showing 1 result
Policy name « Used as Description
V) » AmazonSSMManagedInstanceCore Permissions policy (6) The policy for Amazon EC2 Role to enab...
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7. 48 0|9 AL A IAM Mi{ 2380 O|Z(0f: SSMServerRole)S @l23gtLCt,
® Note
oi8t 0|& 2 7|E48H ELICt 0] 24& 2 Systems ManagerE AFE 35104 #E2l5i2dE M AlA
B2 S5 m MeistA Euict.
8. (ME4 AbE) Mol HAL O IAM ME{ i&tof CHet MH 2 Hoo|EE LI
9. (ME4 AME) Tags(EH2)0A] O f&tol CHEt HMAE 7 M, FX £= Mof& EfT-7| ZF HO{E

o
10. A 4

AWS

Ad
o

MEYRFLICH 2™ A4E m|o|X|= SobZfLCt

CLIZ AL83}04 Systems Manager 3t0|EE2|= & MSIE I8 IAM MH[A

F Al

f= =)

W
0

CtS MRS AF25104 2 IAM AMH|A d&2 MABtLICE o] HRlolME
AmazonSSMManagedInstanceCore %l Systems Manager 204 7|5 & AFEELICH AFHE AbE{o]

stO|EEIE

2 HE|Z 2t E 870l A Systems Managerol] Z 28t IAM AH|A 38 M 36



AWS Systems Manager AL 7Hol=

02l 5H0|2EIE L HE|Z RIS #749| Hl EC2 AIAR0|M 7|EF TF = AWS AH|A0] HMAE

T UAZSE MH[A Aol FIH HHME FItst= W0l E&LICH
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7| 9|8t =4 5 Systems Manager £¢Jo| YL = A EIE S3 HZI2 AF2E H =Lt
Tof| QIAEA EE_FO' Ol CHEF AtEAF Hof 83 HI! HA Ao EHAE +~FLICH s FX <9
S3 HZ! YAol| CHEH M2 EE MH|A dgof M FELIC
AWS CLI
stolEz|E U HE|ZEIRE EZEOl IAM AH|A 248 M4 -#{(AWS CLI)
1. OH%| &tx| gt2 B2 AWS Command Line Interface(AWS CLI)E Mx[st 2 T4 FfLICH
REMEE LEE 2 2[4 HTIO] AWS CLI M| EE= YCI0|EE HESAMIR.
2. 2 AFEOIM CtS AE| HADL 7 SSMService-Trust.jsonlt Z2 0|2 ZE HAE
2 It Q I HY B2 MYslioF FLICH stolEElE #d3tE d

ME x|dstiof gfLICt A ID2F 21T placeholder

-~

"Version":"2012-10-17",
"Statement": [
{
"Sid"."t,
"Effect":"Allow",
"Principal":{
"Service":"ssm.amazonaws.com"
},
"Action":"sts:AssumeRole",
"Condition":{
"StringEquals":{
"aws:SourceAccount":"123456789012"
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1,
"ArnEquals":{

"aws:SourceArn":"arn:aws:ssm:us-east-2:123456789012 :*"

}
}
}
]
}

3. AWSCLIE €1, JSON It U M4det C|HE{Z|0| M create-role BEE AFE5H0{ AHH|A
g2 HMELICE O]l XM= SSMServiceRolet= W& 2 M fLICH ol AR OHE
Ol§& MEE = A&LCt
Linux & macOS

aws iam create-role \
--role-name SSMServiceRole \
--assume-role-policy-document file://SSMService-Trust.json
Windows
aws iam create-role ~
--role-name SSMServiceRole #
--assume-role-policy-document file://SSMService-Trust.json
4, C}21} ZH0| attach-role-policy B AlgHst0d, Bz MAEH AH|A 4&t0| MMH EZS A
& = UTE SHEFLICH MM EZ2 Systems Managerg AH&35t0] WHES MYE = UTS
ZEE £ Hetg FofgL ot
(® Note
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3t= H22 Amazon Elastic Compute Cloud(Amazon EC2) QIAEAE 2|8t QIAFE
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Linux & macOS

aws iam attach-role-policy \
--role-name SSMServiceRole \
--policy-arn arn:aws:iam::aws:policy/AmazonSSMManagedInstanceCore

Windows

aws iam attach-role-policy #
--role-name SSMServiceRole A~
--policy-arn arn:aws:iam::aws:policy/AmazonSSMManagedInstanceCore

MHIA 2382 Q|8 AF2 AL & ol S3 H{Z! ZES MA
Systems Manager Agent(SSM Agent)7t &0 X|H
account-id & amzn-s3-demo-bucketE AWS 7|

& 42 Ots HEs 4™stod AwS
.l

s

= A R
ID 2! 3! O|E o 2 H}ZEL|C}.

Oi

Linux & macOS

aws iam attach-role-policy \
--role-name SSMServiceRole \
--policy-arn arn:aws:iam::account-id:policy/amzn-s3-demo-bucket

Windows

aws iam attach-role-policy #
--role-name SSMServiceRole A~
--policy-arn arn:aws:iam::account-id:policy/amzn-s3-demo-bucket

(MEH) Ot HHPES M50 SSM Agent7t 2218 20| TR =9I @& 2|5 AFE X} CH
£1 AWS Directory Service0l| HMASHE & 5 LICH. ==& Microsoft AD C|HE{2[of £ QI
ot E<08 AMH|A Aol o] H2o| 2 FfL(ct

Linux & macOS

aws iam attach-role-policy \
--role-name SSMServiceRole \
--policy-arn arn:aws:iam::aws:policy/AmazonSSMDirectoryServiceAccess

u]
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Windows

aws iam attach-role-policy #

--role-name SSMServiceRole ~

--policy-arn arn:aws:iam::aws:policy/AmazonSSMDirectoryServiceAccess

(MEH) Ch WS M5t CloudWatch O OIHIE T} HEIH i Eol M MHEITS 518
LICt O] BHE A8stH =M HEE 2411 CloudWatcholl £ = AU &LICE Amazon
EventBridge

mazon CloudWatch Logs S2| MH|AE AIEE BL0iEF MH|A Z2 1Y
of o| H=H0|

>

ne A omo

aws iam attach-role-policy \
--role-name SSMServiceRole \

--policy-arn arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy

Tools for PowerShell

sto|EHE[E & HEIZEIRE #E 2| IAM AH|A g M BEH(AWS Tools for Windows

PowerShell)

1. OFX Mx|3HK| o2 B2 AWS Tools for PowerShell(Tools for Windows PowerShell)2 A x| 5t
o F-ELCE
KEMIEH LH2 2 AWS Tools for PowerShell A x|& X 5HML2.

2. EZ HFE0IM CtZE 412 HAT} &7H SSMService-Trust.jsondt Z2 O|F2E HAE
IS AMELCH U2 L json It P HOE XA SHOF B LICE 5HO|EHE|IE EMHEE A
At ARNOIA AWS HH & AWS 2| E K| 5Hok ghiCt.

{
"Version":"2012-10-17",
"Statement": [
{
IlSidll:llll’
"Effect":"Allow",
"Principal":{
"Service":'"ssm.amazonaws.com"
I,
"Action":"sts:AssumeRole",
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"Condition":{
"StringEquals":{
"aws :SourceAccount":"123456789012"

1,
"ArnEquals":{
"aws:SourceArn":"arn:aws:ssm:region:123456789012:*"

3. &2l 2=0iAM PowerShell€ 1 JSON malg A48t C|=E{2|0]| A New-IAMRole S AlH3H

CtS 1} Z0| MH|A gt MAMELICE O] oMol A= SSMServiceRoleZlE &S MM

o | o o
Lick. #l3te B9 CH2 Ol&2 Mg 4 e

i

New-IAMRole °
-RoleName SSMServiceRole °
-AssumeRolePolicyDocument (Get-Content -raw SSMService-Trust.json)

| Zt0| Register-IAMRolePolicyE AF&3104, MA8H AMH|A A&
FHBELICH MM EZE2 Systems ManagerE AF835t0{ HES Mgt £+ QI & &

Tere FodgfLch.
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) CIS HHg Ao 28 = =7} AWS Systems Manager AH|A &

Register-IAMRolePolicy °
-RoleName SSMServiceRole °
-PolicyArn arn:aws:iam::aws:policy/AmazonSSMManagedInstanceCore
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MH|A dEg Q{8 AHE AL ol S3 HZ! MM MME F2 O HES A&5tod SSM
Agent7t HA0i| A X|&EH HAof| AMAE = QY 2 E
bucket-policy-nameg AWS HH ID & HZ! O|§ 2 2 HtELICEH

Register-IAMRolePolicy °
-RoleName SSMServiceRole °
-PolicyArn arn:aws:iam::account-id:policy/my-bucket-policy-name

MEH) Chg HYE S M350 SSM Agent7t EIE =Eo| M =0l @S i AHS At Y
AWS Di rectory ServiceOl| BMA ST E S ELICtH = EE Microsoft AD C|ZEIE{2[0f =0
= G300 A 2dFtol o HAo| e ghLlct.
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Register-IAMRolePolicy °
-RoleName SSMServiceRole °
-PolicyArn arn:aws:iam::aws:policy/AmazonSSMDirectoryServiceAccess

(MEH) C}2 HHE S MESH0 CloudWatch OO|ME T} ZEE = EoM AMEIEE 58
LICt O] BHE AE5IH =M HEE 211 CloudWatcholl £ = 4 &LICH Amazon
EventBridge E£= Amazon CloudWatch Logs S| MHHIAZE AIE Z20{8F MH|A Z 21}
of o] ¥Xo| HErLICH.
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Register-IAMRolePolicy °
-RoleName SSMServiceRole °
-PolicyArn arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
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gt
HE QS B2 HE

M3t ot2 8 2z g|0|A A|AEIE Systems Managerdll S5& = &= 7(Zte &ErLict i*’SiUF
gt 2 £|0{E Systems Manager0 O|H0l| S& & HHLI VMO= F& 2 FX| E’é%L—lEl-. gM

TH Y HE QIEEE FIIE MBL} VMZ Systems Manager0l|l S5
£ 040F gLt

moTl-
52
N
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00z
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O|Mol| SE¢t & 2=20/A HHet VM BA|IMoZE 55 FAE W7 X| Systems Manager 22|
HLCEZE 0TS SEEUO OIS0 22 YHO R H|EC2 HEIE LEO| SEE 4T = UsL
Ct.

- Systems Manager =& 01| A Fleet Manager2| #2|& == B AFE

« AWS CLI B deregister-managed-instance AF&

« API 2] DeregisterManagedinstance AF&.

REMIEE LI 2

[l

IS 52 BXRSAL.

- HEE LE S8 F4 2 OA| S5 (Linux)
- ZEIE LE S5 F4 2 CHA| S5 (Windows Server)

In

ZE|E = E= AWS Systems Manager2| CH& 22 7 E 2E 2@ ==QlL[Ct AWS Systems
Manager= Amazon Elastic Compute CIoud(Amazon EC2) QIAEA CIX| ClHIO|A, 2Z2|0lA A
H, EE= CE 22tRE 8329 VME Z& et 7t Hal(vM)E K| LICH o|rloe #Eld =
E ZF #alg QlasARtn & LICH O|M QIAEARE 8012 EC2 QIAEHARNE X[EFLIC.
deregister-managed-instance &2 0|2{&t &04 #443 O|T0f 0|F 0| E0o{Xi&LICt
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https://docs.aws.amazon.com/cli/latest/reference/ssm/deregister-managed-instance.html
https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_DeregisterManagedInstance.html
https://docs.aws.amazon.com/cli/latest/reference/ssm/deregister-managed-instance.html
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AWS Command Line Interface(AWS CLI) &=& AWS Tools for Windows PowerShell2 A& 3504 &4
3t MYste Z¢ EfOE XI™E £ JU&Uct Eias 2l4aA0| €Y 5te MER H|EHH| OB ILIC.
E{IE ABSIH 8L, AR EE BE2 7|ECR = S EIAAE CIYE YACZ BERE £ ¢

&LICH OS2 0|17 S57(2st0|2) el &M el e El 24 Linux AlAHE|M Adg AWS
CLI M E FEULICH

aws ssm create-activation \
--default-instance-name MyWebServers \
--description "Activation for Finance department webservers" \
--iam-role service-role/AmazonEC2RunCommandRoleForManagedInstances \
--registration-limit 10 \
--region us-east-2 \
--tags "Key=Department,Value=Finance"
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(® Note
Systems Manager 2& 2 AI&35t01 243 E dM5t= 2 ElOE Heo| &2 = i
L|CH AWS CLI =& Tools for Windows PowerShellE At-83t0{ A4J5HoF & LICt.

|4 Systems Managerg& Al&36t0{ 2 Za|0(A M E= 7He Tl
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« AWS Management Console2 AF&35}04 Systems Manager0i| 2|8 = EE S5357| I8t & 435}

- BHEZ ME5I0{ Systems Manager0i| 22|38 =& S5517| 218 43t 4
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AWS Management Console2 At&35t0{ Systems Manager0l| Z22[&8 =EE
fIet g3 MY

eld e Y3 E ddsted™

1.  AWS Systems Manager & & (https://console.aws.amazon.com/systems-manager/)2 L|LC}.

2. M FoMstolEE|E HE 215S MEELICH

3. HE Qs dds MEigLC
fEe=l
&40 AWS Z|T 9| 3H0|EE|E HE Q1B (Hybrid Activations)oll S22 HMASHE EF HE @
& MM(Create an Activation)S ME{EFLICH.

4. (MEAAE) HE QIS A =|(Actlvatlon description) Z=0i o] E& ¢l&0f CHet HdHS =g
Ch B2 2| M R VME HE 2Esteis B¢ dYS U™st= Wo| E&LIC

ro

o
°
5. Instance limit(QIAEA 8tE)0|MH AWSE O] & d3to| YR ZE AL83t0 S&Eotddies tEQ & ¢
E X|IEgct 7|82t 2 QIARA 174}

6. 1AM 2 (IAM role)| A M2t VMO| EEtRE0] M AWS Systems Manager?t S4E = UESH
st MH|A g SMS MEIELICH

o SM 1 AAEIIM T 718 & AL (Use the default role created by the system)2 M4
501 AWSOIM A|Sote g & 2" HAMS AASELICH

S 2: ol et MENA ALS AL Hol AqE S AHSste{H Eeet HEtS 7HEl 7|E ALERL

| IAM @& MEH(Select an existing custom IAM role that has the required permissions)2

FL|CH O] J&of= "Service": "ssm.amazonaws.com"& K|t AlE| oA HHO|

{0k FLICH IAM & 0| AlZ| 27| HAo| M O] HEIS X|HeHK| o OIS QR 7 Walg

@) |]:0II |0 r

L;EJT"OT_]I

n

An error occurred (ValidationException) when calling the CreateActivation
operation: Not existing role:
arn:aws:iam: :<accountid>:role/SSMRole

O] o3&t MAdof &8t XIMIBH LI 2 slol2 2= 2 HE|Z2IRE 2730{| A Systems ManagerO|
ZIQEH IAM MH|A A8 M MME B XML,
7. HEE Q15 OtE U (Activation expiry date)olAM HE Q15 o2 SME XY LICH =R IRt
Ol2H &mtodok 5tod &+ 30 O|L{o{oF &FLICH 7|27t 24 AlztdLct
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https://console.aws.amazon.com/systems-manager/
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® Note
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MERSFLICE Systems Manager= &A| 283t I =2 IDE &0 Btetghict

WHES AE35H0q Systems Manageroll 22l = EE S55t7| I8 45t M

Ct=2 EXtol M= AWS Command Line Interface(AWS CLI)(Linux 5
H

= Windows Server) EE= AWS
Tools for PowerShell2 AIE35t04 ZE2|&8 L E &/HsE Mdsts WS

MHELICH

mi
—

T

MIZ o|lx2
O L-_O =2

0z
0%
Qll_l
u
ar

1. OFE! 5tK| ef2 AL AWS CLI EEE AWS Tools for PowerShell2 A x|st1 FAIgHLICE
KME g2 %Al A2 AWS CLI x| EE= O|0|E & AWS Tools for PowerShell A x|& &
ZHMI2

(® Note

- C}2 HHOM regiong RHAlo| HEZ HIELICH X|HElE ## 2 S5 2 Amazon
Web Services Yt & X O] Systems Manager MH|A AIEZQIE O Q= B HWg &

ASHMIL2.

« iam-role Ht2tO|E{0] CHEH X|Het= G- o= "Service":
"ssm.amazonaws.com"2 X|H35t= &lZ| 2H 20| Qlofof g LICH. AWS Identity
and Access Management(IAM) G& 0| AlZ| 27| H2of| M O HEIE X|H3stX| et

ChS @/ 7F YA ehLict

An error occurred (ValidationException) when calling the CreateActivation
operation: Not existing role:
arn:aws:iam: :<accountid>:role/SSMRole
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-getting-set-up.html
https://docs.aws.amazon.com/general/latest/gr/ssm.html#ssm_region

AR 7H0|E

AWS Systems Manager
O] g dMof 5t RtMIE LHE2 sto|E 2= 3 HE|ZEIRE Z0f A Systems
Manager0ll 228t IAM MH|A g MY MME HESHMR
« --expiration-datel| B¢ 43l ICT| BtRE= IRME
"2021-07-07T00:00:00" 2t Z2 EtUARE FAlo 2 KNS EFLICH Z|CH 30 o
U&LICH BtE M E NS 5HX| Ao 43t A== 24 A2 =0

SME X|8E + US

Btz ELch

Linux & macOS

aws ssm create-activation \
--default-instance-name name \

--iam-role iam-service-role-name \
--registration-limit number-of-managed-instances \

--region region \
--expiration-date "timestamp" \\
--tags "Key=key-name-1,Value=key-value-1" "Key=key-name-2,Value=key-value-2"

Windows

aws ssm create-activation ~
--default-instance-name name *

--iam-role iam-service-role-name *
--registration-limit number-of-managed-instances "

--region region "
--expiration-date "timestamp" A
--tags "Key=key-name-1,Value=key-value-1" "Key=key-name-2,Value=key-value-2"

PowerShell
New-SSMActivation -DefaultInstanceName name

-IamRole iam-service-role-name
-RegistrationLimit number-of-managed-instances

-Region region
-ExpirationDate "timestamp"
-Tag @{"Key"="key-name-1";"Value"="key-value-1"},@{"Key"="key-

name-2";"Value"="key-value-2"}

=
=
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AWS Systems Manager

Linux & macOS

aws ssm create-activation \
--default-instance-name MyWebServers \

--iam-role service-role/AmazonEC2RunCommandRoleForManagedInstances \
--registration-limit 10 \

--region us-east-2 \

--expiration-date "2021-07-07T00:00:00" \

--tags "Key=Environment,Value=Production" "Key=Department,Value=Finance"

Windows

aws ssm create-activation ~
--default-instance-name MyWebServers #

--iam-role service-role/AmazonEC2RunCommandRoleForManagedInstances ~
--registration-limit 10 »

--region us-east-2 ~

--expiration-date "2021-07-07T00:00:00" ~

--tags "Key=Environment,Value=Production" "Key=Department,Value=Finance"

PowerShell

New-SSMActivation -DefaultInstanceName MyWebServers °

-IamRole service-role/AmazonEC2RunCommandRoleForManagedInstances °
-RegistrationLimit 10 °

-Region us-east-2 °

-ExpirationDate "2021-07-07T00:00:00"

-Tag

@{"Key"="Environment";"Value"="Production"}, @{"Key"="Department";"Value"="Finance"}

gE 2
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Ol §3Hoz WHEIH A|AR0M EE Q15 ZE X ID7H FA| BreHELUch

5t0|E2 2|= Linux ==0i SSM Agent A x|

ol FHoM= stolEElE & HE[ZEIRE

2t 9| H| EC2(Amazon Elastic Compute Cloud) Linux Al
A B0 AWS Systems Manager SSM AgentE A x

|5t= gt AEEHLICH Linux® EC2 QIAEIAO]|
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AWS Systems Manager

SSM Agent A x[0of| CHEt AEAIEH LI 2 Linux& EC2 QIAE AN =522 SSM Agent A x| 2! &7
MMS & TSN,

AlZHat7| ol stolEel= E43HE 45101 Systems Managerofl .= S50i dEE CHE stol= 2
gdst z2MlA Sofl ¥EE g3 3= L A3t IDE FaLich oS YatolM 2= 2 IDE X

E = O OO L- =2 =
ggfuict
sto|EElE & HE[ZEIRE #ZF2| H| EC2 A|AE| 0] SSM AgentE MX|st= Y'Y

1. slojlEElE 2 HE|ZEIRE 849 M == VMo 2 8FL|C}.

2. HTTP E= HTTPS ZEA|E A5t 4% T & MMM http_proxy &= https_proxy
E d-olof ELIC ZRAIE M8%K| 2= 4% Ol HAHE HUE += /U&LICh

export http_proxy=http://hostname:port
export https_proxy=http://hostname:port

HTTPS ZSA| M| B2 BHEEol| Cts BES UMELICH

export http_proxy=http://hostname:port
export https_proxy=https://hostname:port

ZMA Bol 4

3. O BH ES 5 5tLHE 5A50{ SSHoi| 20 E&LICH SlO|EE[E Ed5 =
El #Mdst I= 9 #M43HIDQF SSM AgentE CHREE352{E AWS 2|To| AlERLE Xt 2| E AR}
S Bt I Enter 7|8 F&UICH
/A Important

ChE 22 &2 M5 2o FolghLct

« H| EC2 MX|0 ssm-setup-cliE& AtE 3+ Systems Manager A x| & 7
2 CHsHELICEH

« RE AN8XQ AL sudo7t = iaLch
- Slo|EE|E EM57I MME SUSH AWS B0 ssm-setup-cliE CIHREZEEL
Ct.

manifest-url

¢ ssm-setup-cli®tiM= MO|HMEJ}I CIREEE|E AAE AHSIE
M5tR| L &LC.

5]
SME x|HEUCh Z&olM 27 s5kX| ef= & ol &Ml gt |

5t0|E E|= Linux ‘= =01l SSM Agent A x| 49
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o

« QUAEIAZ SE8 = ssm-setup-cliol CHEH MBS E CIRZ
ssm—setup—cliE LIS A E = JUEE HE 2 HEsiMeE
E

E A23510{ ssm-setup-cli MEHE

3B A ELICH

ca3
oF /Lt
=
o

i

o

g+ A&LICH

##2 0|3 88 (R2350|2) 2|T2| us-east-2 # 0| AWS Systems Manager?}t X|#35t= AWS E|
Mol AlHEXIE LtEFRHLICH XM= ## 2F | F2 Amazon Web Services 2 & X 9| Systems
Manager AMH|A QIEZQIE0] Qe El"" UE FxotMlL.

EESt ssm-setup-clidl= O S ML ZEELICH

« version- §% Zt2 latest L stable®L|C}.

downgrade - SSM AgentE O|™ HMOZE Ct2I2|0|EE 5= U&LICE O™ TS| o o|FE
£ Mx|5t24™ trueE XIHE LICH

 skip-signature-validation-O|O|ME Ct22E 2 Mx| 5o ME A5 =2 AL{ELICH

RHEL 6.x &! CentOS 6.x

mkdir /tmp/ssm

curl https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/3.0.1479.0/1linux_amd64/

amazon-ssm-agent.rpm -o /tmp/ssm/amazon-ssm-agent.rpm

sudo yum install -y /tmp/ssm/amazon-ssm-agent.rpm

sudo stop amazon-ssm-agent

sudo -E amazon-ssm-agent -register -code "activation-code" -id "activation-id" -region
"region"

sudo start amazon-ssm-agent

Amazon Linux 1

mkdir /tmp/ssm

curl https://amazon-ssm-region.s3.region.amazonaws.com/latest/linux_amd64/ssm-setup-cli
-0 /tmp/ssm/ssm-setup-cli

sudo chmod +x /tmp/ssm/ssm-setup-cli

sudo /tmp/ssm/ssm-setup-cli -register -activation-code "activation-code" -id
"activation-id" -region "region"

Amazon Linux 2, RHEL 7.x, Oracle Linux, CentOS 7.x, SLES

mkdir /tmp/ssm

5lO|E E2|E Linux = =0 SSM Agent A x| 50


https://github.com/aws/amazon-ssm-agent/blob/mainline/Tools/src/setupcli_data_integrity_linux.sh
https://docs.aws.amazon.com/general/latest/gr/ssm.html#ssm_region
https://docs.aws.amazon.com/general/latest/gr/ssm.html#ssm_region
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curl https://amazon-ssm-region.s3.region.amazonaws.com/latest/linux_amd64/ssm-setup-cli
-0 /tmp/ssm/ssm-setup-cli
sudo chmod +x /tmp/ssm/ssm-setup-cli

sudo /tmp/ssm/ssm-setup-cli -register -activation-code "activation-code" -activation-id
"activation-id" -region "region"

RHEL 8.x Z! CentOS 8.x

mkdir /tmp/ssm

curl https://amazon-ssm-region.s3.region.amazonaws.com/latest/linux_amd64/ssm-setup-cli
-0 /tmp/ssm/ssm-setup-cli
sudo chmod +x /tmp/ssm/ssm-setup-cli

sudo /tmp/ssm/ssm-setup-cli -register -activation-code "activation-code" -activation-id
"activation-id" -region "region"

Debian Server

mkdir /tmp/ssm

curl https://amazon-ssm-region.s3.region.amazonaws.com/latest/debian_amd64/ssm-setup-
cli -o /tmp/ssm/ssm-setup-cli
sudo chmod +x /tmp/ssm/ssm-setup-cli

sudo /tmp/ssm/ssm-setup-cli -register -activation-code "activation-code" -activation-id
"activation-id" -region "region"

Raspberry Pi OS(7 Raspbian)

mkdir /tmp/ssm

curl https://amazon-ssm-region.s3.region.amazonaws.com/latest/debian_arm/ssm-setup-cli
-0 /tmp/ssm/ssm-setup-cli
sudo chmod +x /tmp/ssm/ssm-setup-cli

sudo /tmp/ssm/ssm-setup-cli -register -activation-code "activation-code" -activation-id
"activation-id" -region "region"

Ubuntu Server

« .deb WZ|X| A+E

mkdir /tmp/ssm

curl https://amazon-ssm-region.s3.region.amazonaws.com/latest/debian_amd64/ssm-setup-
cli -o /tmp/ssm/ssm-setup-cli
sudo chmod +x /tmp/ssm/ssm-setup-cli

3tOIEE|E Linux ==0{ SSM Agent A | 51
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sudo /tmp/ssm/ssm-setup-cli -register -activation-code "activation-code" -activation-
id "activation-id" -region "region"

 Snap I{7|X| A+&

snap B2 Snap Y A E 0{(https://snapcraft.io)0llA OO|MEE XIS 2 CIRZE35H7]| W20
CIREEE ?I5H URLE X|IHE e &= eisLict

Ubuntu Server 20.10 STR 2! 20.04, 18.04 ! 16.04 LTSO| M= Of|O|ME HiO|L2| & 7+ mj S

I3t SSM Agent A x| 2 2|A} I} 0| /snap/amazon-ssm-agent/current/ CIEE{Z|of XH{Z
5.=.'L—|EP. ol C|™E{z|e| 7+ W2 HA5= E<2 /snap CIREZ|MM /etc/amazon/ssm/ C|
HE 22 o|2{et oS SAtetiof gLict 2 I 2tol=22 2| ool HAE|X| 4 fk&LICH/var/
lib/amazon/ssm, /var/log/amazon/ssm).

sudo snap install amazon-ssm-agent --classic

sudo systemctl stop snap.amazon-ssm-agent.amazon-ssm-agent.service

sudo /snap/amazon-ssm-agent/current/amazon-ssm-agent -register -code "activation-
code" -id "activation-id" -region "region"

sudo systemctl start snap.amazon-ssm-agent.amazon-ssm-agent.service

/A Important
Snap Store2| ¥ H2(candidate) ®*{'=oil= %4l H S
'H2 otLict £E xfHo M SSM Agent HH HEE
16.04 LTS 64H|E E2|¥8H =0 CIS HHES AT

SM Agent7} & LICH 2t 2401 =
#5248 Ubuntu Server 18.04 !
L

sudo snap switch --channel=candidate amazon-ssm-agent

0
o

[» on Hu o
H Ju ool
ol

off sto|E2|l= & HEIZEHRE #E2o| sto|EEl= HE 215 AIAE|0| SSM AgentE CH2
x|grLICH HYS S5 SSM AgentE SX|3H ChSoll A|IAES Systems Manager AH|A0i|
fLICE O|X| A|IARIO| #Eld = E.lL|C}. Systems Managerd CH3H 72 43-El Amazon EC2 QA
E+E|%=| L ELct JBqLt Systems Manager Z&£0|M= SH0|EHE|E HE 218 = E= MFA
mi-"2 Amazon EC2 QIAEA QL FHELICE,

A& 5t0|E E|E Windows Server .= =04 SSM Agent A %x|Z O|S M.
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https://snapcraft.io/amazon-ssm-agent
https://snapcraft.io

AWS Systems Manager AL 7Hol=

Zolo|H! 7| AHE mA| AT

Hot EHMIE Z3tet7| IcH sto|ERlE U HEIZEHRE #do Z2to|Y! 7|8 AISeE TASHES
AWS Systems Manager 0| 0| E(SSM Agent)& 78& = AU &LICE SSM Agent H{7 3.0.1031.0 Of
A2 AME35t04 0] 7|50i| HMAE = U&LICE CHE Aol et o] 7|52 ™™g Lot

M

lol=2le U WE|Zates #o] atolY! 7|8 MASHE S SSM AgentE FAIsHs

ol

—

/etc/amazon/ssm/(Linux A|AE]) EE= C:\Program Files\Amazon\SSM(Windows A|AE)
S Z o|SFLct,

2. amazon-ssm-agent.json.templatel| LH&E amazon-ssm-agent.jsonO|Zt= Af Tt
of SAELIC}H amazon-ssm-agent. json.templateO| $x[8 St CI2IE{Z|0f| amazon-
ssm-agent.jsone XMEELIC

Profile, KeyAutoRotateDaysE R&LICH XIS Z2t0|H! 7| A ZHE(Y)S =T LC.

SSM AgentZ ChA| A|ZFEFLICY.

w

0f SSM Agent®| CHE 7158 AR HOIE & USLICH ALS Th58 74 &4
|Al %%8 Config &4 HO|E & ZTstMI

8 L& S5 F4 & Al S5(Linux)

AWS CLI EE= Tools for Windows PowerShell0l| M DeregisterManagedinstance APl 212 3£ 75}04
SO|EZ|IE HE 28 #Eld E S5 Fag = U&LICH OS2 CLI BF Q| of Lt

aws ssm deregister-managed-instance --instance-id "mi-1234567890"

HlO|MEQ| LIHX| S5 HEE MHste{H amazon—ssm—agent json TF0i| A
IdentityConsumptionOrder 7|& ®M7AHELICI O|F MX| o et CtS HHE S st
LCt.

Al
=

i
02
il

Snap I{7|X|E A& 304 SSM Agent7t Ax|El Ubuntu Server = E::
sudo /snap/amazon-ssm-agent/current/amazon-ssm-agent -register -clear
CI2 2 E Linux AX|:

amazon-ssm-agent -register -clear

5lO|E E2|E Linux = =0 SSM Agent A x| 53


https://github.com/aws/amazon-ssm-agent#config-property-definitions
https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_DeregisterManagedInstance.html
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H| EC2 Linux A|AEIO| 22

AMAEI S8 F4 T CHA| S8 = JU&LIC SHX[BH O|™ol| A|AR] SEof| AFS 8 A5 CHE E M5
Lo M3 IDE ALE5HOF ELICH
1. AlAEof edZg LY.
2. CH2 S AWELICH NBVEAIR 22 Bl == 45HE MAE o 4NE g5 2c o
23t IDQF SSM AgentE CHR2 2E 2= 2T ol AERLE HhFof & LICk
echo "yes" | sudo /tmp/ssm/ssm-setup-cli -register -activation-code "activation-

code" -activation-id "activation-id" -region "region

H| EC2 Linux A|A&IS] SSM Agent A x| EX| 514

CHS SE2 & M8stH sto|E 2= 3 HE|Z e E #E0M sto|2 2= HE Q1S Linux AlAH D0
.l

s
SSM Agentg Mx|st= 2XME sHAst= ol ==F0| Euct.
DeliveryTimedOut 27 &

E2X: stLEel AWS HHol| A|ARIZ HE o] AWS A ™o CHEE 2l L =E2 H5ts S CHY AlA
20f SSM AgentE M|t BHES ME F DeliveryTimedOut 2/ 7t EA|ELICH

Ct CHY - =0f SSM

SHZd e DeliveryTimedOut2 O| A|Lt2|0f CHEH oiAF SEF I = Q1L
HAZIQT| HEA AA LE

AgentE M|l Y2 AA LEO| & IDE #HABILICH L=

—
S AY S AL, 88 EE AlZ ZDE oY teo SEE

o
N

1
)

>
C

o 0

EA: Mx| HHS A £ SSM Agent 2F 230{ CHS 2 F 7+ EAIELICH

Unable to load instance associations, unable to retrieve
associations unable to retrieve associations error occurred in
RequestManagedInstanceRoleToken: MachineFingerprintDoesNotMatch:
Fingerprint doesn't match

MEE = AAE ID7F RXIZIX| o= 39 Ol 277+ ZAIE U
SiZ Y: ol 2XME Y52 ot BES AHELICH ol BB MFEE R0l AlAH DI X
E|= = guch

umount /etc/machine-id
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systemd-machine-id-setup

5l 0|2 2|= Windows Server .= =0{| SSM Agent A x|

ol #MoMe= stolEE|= 2 HE[ZEt?
Manager SSM AgentE M x|5t= &

S
MAx[of cit REA[EH LHE 2 SSM Agent&
Mg & ZSAMR.

= #Z49] Windows Server A|AEI0] AWS Systems
MHEELICEH Windows Server& EC2 QIAEIA 0| SSM Agent
EC2 QIAE A0 522 Windows Server Ax| & X|7{ A

HE|lE M5 E M350 Systems Managerdll = £ SEof MHE CHZ o= 2
Eﬁlé S0l dMHE gdst 2= U 43t IDE F&LUCt CHE HitolMd 2= 2 IDE K|

[e]]]
°
in
u
[N
i
=2
m
mju
o
40
[N
o
oy

A 9| H| EC2 Windows Server A|AEI0] SSM AgentE M x|st= W

1. stolHE|E Y HE|ZetRE 39 M == VMO 222 & LCt.

2. HTTP E= HTTPS ZEA|E A5t 42 A & MMM http_proxy &= https_proxy
74 B2 Aot gn,u:f_ ZEANE ABSIX| otE B Ol BHAHE HUHE = &Lt

HTTP ZEA| MHH2| B Lt HEE A™EELICH

http_proxy=http://hostname:port
https_proxy=http://hostname:port

HTTPS ZSA| MHe| B Chg H-E HdEgLICH

http_proxy=http://hostname:port
https_proxy=https://hostname:port

3. &4E(#al) M 2E0|AM Windows PowerShell2 3L|Ct.
=2
[==]

£ 5 Atst0{ Windows PowerShellodl 204 E&LICt Zt example resource
placeholder& AM8XQ| HEZ HIELICH 0 E EW, HEI@ LE HE QIESS dde mf &4
ElHE oI5 3= 2 HE OB IDQ SSM AgentE CIR2ZE5H2{E AWS 2ITo| AlEXIZ HEFof

/A Important

ChEo 22 82 AR 2ol FolgLch
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« H| EC2 MX|0] ssm-setup-cliE& AL 3HH Systems Manager A x| & F149| E02t0|
=CHstELct

« ssm-setup-cli®iM= OO|MEJI CIREEE|E AAE 2BY
SM2 XML 22 7 5tK| et= Bt Ol SM9| 2t 2
« 07|0fl MBE AIRIEE MB350 ssm-setup-cli HES

[ |
« OIARIAE SE2¢ [ ssm-setup-cliol CisH MEBE ClEE
ssm-setup-cli= LIS AI8E £+ IEE HE 2 HHGHIME Q

us-east-2 Z'0| AWS Systems Manager?t X|¢43t= AWS E|
LIEHALICE X|El= ## 2t =52 Amazon Web Services 8t £ X 9| Systems
Manager MH|A QIEZQIEO Qe B W2 XA L.

EESt ssm-setup-cliol= CHE ST ZeHELICH

« version-f9%& #2 latest ! stable®QlL|LC}.
 downgrade - O{O|MEE O|T XS E E[ZEILICH.

« skip-signature-validation-Of0|ME Ct22E & MX| 0| ME 252 HAELICH

64-bit

[System.Net.ServicePointManager]::SecurityProtocol = 'TLS12'

$code = "activation-code"
$id = "activation-id"
$region = "us-east-1"

$dir = $env:TEMP + "\ssm"

New-Item -ItemType directory -Path $dir -Force

cd $dir

(New-Object System.Net.WebClient).DownloadFile("https://amazon-ssm-$region.s3.
$region.amazonaws.com/latest/windows_amd64/ssm-setup-cli.exe", $dir + "\ssm-
setup-cli.exe")

./ssm-setup-cli.exe -register -activation-code="$code" -activation-id="$id" -
region="$region"

Get-Content ($env:ProgramData + "\Amazon\SSM\InstanceData\registration")
Get-Service -Name "AmazonSSMAgent"
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https://github.com/aws/amazon-ssm-agent/blob/mainline/Tools/src/setupcli_data_integrity_windows.ps1
https://docs.aws.amazon.com/general/latest/gr/ssm.html#ssm_region
https://docs.aws.amazon.com/general/latest/gr/ssm.html#ssm_region

AWS Systems Manager

32-bit

"[System.Net.ServicePointManager]::SecurityProtocol = 'TLS12'"

$code = "activation-code"
$id = "activation-id"
$region = "us-east-1"

$dir = $env:TEMP + "\ssm"
New-Item -ItemType directory -Path $dir -Force
cd $dir

(New-Object System.Net.WebClient).DownloadFile("https://amazon-ssm-$region.s3.
$region.amazonaws.com/latest/windows_386/ssm-setup-cli.exe", $dir + "\ssm-setup-

cli.exe")

./ssm-setup-cli.exe -register -activation-code="$code" -activation-id="$id" -

region="$region"
Get-Content ($env:ProgramData + "\Amazon\SSM\InstanceData\registration")
Get-Service -Name "AmazonSSMAgent"

5. Enterg +5L|ct.

(® Note

B0 Ak

ot
N
AL

A2 AlESH=E AWS Tools for PowerShellO| %41 EHEIQIX| &o18tL|C}.

0

He ohg Sye Sy

« SSM AgentE A|AHEI0| CFREEStD AX[ELICEH
« Systems Manager MH|A0| A|[AEIS L

o
- OIS Hixet 82 3o grergrlct

Directory: C:\Users\ADMINI~1\AppData\Local\Temp\2

Mode LastWriteTime Length Name

d----- 07/07/2018 8:07 PM ssm
{"ManagedInstanceID":"mi-008d36be46EXAMPLE", "Region":"us-east-2"}

Status : Running
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Name : AmazonSSMAgent
DisplayName : Amazon SSM Agent

O|Ml A|AEIO| 2™ =EQILICE o248 2™ ==& O|M MFA ‘mi- 2 AEEL|CH AWS CLI
24 describe-instance-information2 AFE 3t 7{L} APl & Describelnstancelnformation2 Al-& 504
Fleet Manager2| 2/ L E HO|X|0|M ZE[E LEE = = U&LICH

Zztol 7| Ais A M

Hot EHMIE Z3tet7| lsh sto|ERlE U HEIZEHRE #d9 Z2tolY! 7|8 AISeE TAStES
AWS Systems Manager 0| 0| E(SSM Agent)& 7 8& = AU &LICE SSM Agent H{7 3.0.1031.0 Of
A2 ME35t0{ 0] 7|50l HMAE == U&LICE CE Aol et o] 7|52 ™ g LIct

ok

lolEE|E X HE|ZERE

(][]

tEo| Zetol8! 7|18 LA|5HES SSM AgentE #+45H= &

r
>

-

/etc/amazon/ssm/(Linux A|AEl) EE= C:\Program Files\Amazon\SSM(Windows Server
AAgho =z o|= 3L},

2. amazon-ssm-agent.json.templatel| LH&E amazon-ssm-agent.jsonO|2t= Af Tt
of S A& LICH amazon-ssm-agent. json.templateO| {x[8 St CI2IE{Z|0f| amazon-
ssm-agent.jsong XMEELICH

3. Profile, KeyAutoRotateDaysE H&LICt XIS Z2t0|8! 7| WA 7+E(Y)S L=AELICt
SSM AgentZ CHA| A|ZFEELICY.

TAHg #HZE mjotct SSM AgentE CHA| A|RFEFLICH

ST HAHE AL&35t04 SSM Agent2| CHE 7|52 AL AL Mol = U&LICH A8 7tsd 74 &

gl 7|E27to| %|Al S22 Config £ Ho|E & ZXstA2.

zZeld L E S5 F 4 3 CHA| S5 (Windows Server)

AWS CLI EE= Tools for Windows PowerShell0l| M DeregisterManagedinstance APl 212 3£ 75t04
oeldE L EE S5 FAE £ U&Ln COhE2 CLI HE o of L.

aws ssm deregister-managed-instance --instance-id "mi-1234567890"

HlO|TME QS| LIHX| S&§ HEE M 7HstE{™ amazon-ssm-agent. json T 04| A
IdentityConsumptionOrder 7|8 M7HgLICH I3 Ch3, OIS HS AlstigtLct.

amazon-ssm-agent -register -clear
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AWS Systems Manager

Windows Server 5t0|EH2|E A|AEIO|M 22|38 L EE CIA| S25t2{H

AMARI S5 F|A F CHA| SEE = A&LICH SHXR[BE 0|0 A|IAE SE0f AFRSH 241 CHE &35
A9 E4st IDE AFE3lHoF EhLCt.

A™AELICH Rt2| EAIRF ZEE 2eld = Edst

= 13
E 2 HE 215 IDQ SSM AgentE CIRZEst2{E= 2ITo| AlY

Illu i
0

'yes' | & Start-Process ./ssm-setup-cli.exe -ArgumentlList @("-register",
activation-code=$code", "-activation-id=$id", "-region=$region") -Wait
Get-Content ($env:ProgramData + "\Amazon\SSM\InstanceData\registration")
Get-Service -Name "AmazonSSMAgent"

Systems Manager& S S!X| C|HtO|A EE|

ol Mol ME A& 2 A|AE ZHE2|XF7F AWS loT Greengrass 204 C|HFO|A Q| 44 Al & 2|2 & A3}
st M3 =hod2 MESHLICH o|2{8t EfAT E £&st £, AWS A& ZHe|Rtol|AH| # &t

°|'7|"I’|°HT H= =2=oH

2o 2 z2[XH= AWS Systems Managerg A& 35 Z X9 AWS loT Greengrass Z0{ C|HIO|A

(=)
=
g Fdst Zelg = A&

(@ Note

« AWS loT Greengrass& SSM Agent= macOS ! Windows 100 M K| /x| et &LICH.
Systems Manager =7 & Ar&35t0{ 0|28t 23 MM E MSst= AX| ClHIO|AE #Elst
1 TFEE = gL

- Systems Manager= AWS loT Greengrass Z0{ C|HIO|AZ FME|X| oF 2 AX| C[HIO|A
= XI'C-"Jg*L—IEP Systems ManagerZ A&3+0{ AWS loT 204 C|HFO|A 2! H| AWS K| C|

HO|AE ZtE|ste{™ StO|EE[E HE 2152 AHE5t0 T8l ok & LICH RtAIEH LHE=
Systems ManagerZ St0|E2|E & HE|ECIRE S E0MH E #e| EHE R ESHAA
2.

« SUX| C|HtO|AO0| A Session Manager ! Mlcrosoft oHE2|70| M IHX|E ArE5tedH 15 2l
AA E|0{E ALESHOF BfLICH REMIEH LHE2 T2 QIAEA E|o{ M HEE B ESHAA
o

AlEst7| &1l A
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AXIClHOIATOHE 7 M E SFst=X| &L/

« AWS loT Greengrass 201 C|HIO|AE FE|2{H, X[ C|HIO|AE= 2T AHEE SF5HoF FLICH

KEMIBE LHE 2 AWS loT Greengrass Version 2 7H&H A} OFLHA 2] AWS 10T Greengrass F.0{ C[H}O]
A MY MME FXSMR.

« SIX| C|HFO|AE AWS Systems Manager 01 0|
2 Systems Manager?t X|HE[= 23 MA| B

r-\O >

E
« OIX| C|HtO|AE 22 E 9| Systems Manager AMH|A QL S AlIgH 4= Qlo{of & LIC} Systems
Manager= 10| #2271 AX| C|HtO|AE X|§5HK| et &LICH.

RAX| ClHiolA HH HE
Systems Manager& AWS loT Greengrass C|HIO|A Mol = CtS Z2 M AT Z&ELICH

® Note

AX| ClHFO|A 0| AL2| SSM Agent A 7{oi| CHEF AFAMIEH LHE 2 AWS loT Greengrass Version 2
FHetxF OFLHA 2] AWS Systems Manager O0|TE M7HE & X 3FHAM2.

SiIX| C|HFO|AOf CHEE IAM AMH|A Q38 A

AWS loT Greengrass 301 C|H}O|A = AWS Identity and Access Management(IAM) MHH|A &g
A& 35t0{ AWS Systems Managert & A8 LICt 23e 0| Systems Manager A{H|A0i| AWS Security
Token Service(AWS STS) AssumeRole 2lZ[& £ o4& LICt. ZF AWS A Zdoi| CHaH 3t BHEF MH|A S
g2 M5t ELICH AWS loT Greengrass C|HFO|A0f SSM Agent T4 @ AE FA46t 1 HHZ & [
RegistrationRole IIZtO|E{E Tt O] A& X|H5HH ELICH sto|EE|E 2 HE|ZEIRE &7
Ol H|EC2 === MAE3IHA] 0] 2482 o|0] AAISHCHH O] EHAIE HLE £ &L

E‘I‘AAE

74
S

(® Note

RX| ClHIO|AE 7|HIS 2 Systems ManagerE AL & E[Al EE= ZEIO| AE X0 A= IAMO|
M Systems Manager APIE S £& = = ™80l F0{x{of &LICt.
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https://docs.aws.amazon.com/greengrass/v2/developerguide/setting-up.html
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AWS Systems Manager
CtZ Atedl & stLtoll sHE El= 32 ol HAHE 2t=5t7| Z10|l Amazon Simple Storage
Service(Amazon S3) HHZ!oi| CHEH AtE Xt H 2| IAM Tt HHE H4dsHof & LICt.

>

« M2 1: VPC AEXZQIEE AIE5t0{ VPCE X[ El= AWS AH|A 2 AWS PrivateLinkod| 2|3H A
SElE VPC AEZQIE MH|2A0f| HIS/HZ AGst 1 U&LICH

« Abgdl 2: S3 HHZ!0| CiEF Run Command B3 E = Session Manager Al419| £232 X{Z&5t7| -r|°|'
2] S Systems Manager 2 40| YR E MY E[= S3 HZIS ASE A= LICt ZI~sHZ| Tof ¢l
AEA T2 Uoi CHEF AFS AL HO| S3 HA! A Mol HHAHIE =~ e Lct siie Fxl2el S3 H-Ii
Ao CHEt ME £ MH|A dghol| M ELCt.

(@ Note
ClHIO|A 7| &tetedo 2 5 T| T Patch ManagerE AFSE 7|20l B, whsled2 mix| 7|
& AMEXZQIE arn:aws:s3:::patch-baseline-snapshot-region/*0| HMHAE 5
gatofF gLct.
##2 0|= S8(2310|2) 2179 us-east-2 Z0| AWS Systems Manager?}t X|&35l=
AWS 2| o] AHEXIE LIEFHALICH X|HE[= ## 2 S /2 Amazon Web Services g+ &
Z 9| Systems Manager AMH|A AIEZQIE 0] Qe 2™ WS &HZXFIAM L.

AWS CLI
AWS loT Greengrass 2 Z(AWS CLI)2 I8t IAM MH|A & MM
1. OFZEl 5l x| gt 722 AWS Command Line Interface(AWS CLI)E A x|5t1 FA48tL|CH.

| E= UH0|EE xSt .

rlo
ﬁ
=
s
2
lo
>
=
w
O
L

I
pell

AME| H& 0t 74 SSMService-Trust.jsondt Z2 O|E2E HAE
UZ .json Ot = HO = X{F5HOF B LICH

® Note
Ol§& 7|83l ELICt. AWS IoT Greengrass 2.0{ C|HFO|A0f| SSM AgentZE Hi
[} O|& RI'EstH ELIct.

i
ok

"Version": "2012-10-17",
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https://docs.aws.amazon.com/general/latest/gr/ssm.html#ssm_region
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html

AWS Systems Manager AL 7Hol=

"Statement": {
"Effect": "Allow",
"Principal": {

"Service": "ssm.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
}
3. AWSCLIE ¥71, JSON I} AMAIs C|HE{ 2|0l M create-role WHE AL 510 MH|A o
b

g2 MMEILICH ZF example resource placeholderE AM&XIe| HEZ HiELICH

Linux & macOS

aws iam create-role \
--role-name SSMServiceRole \
--assume-role-policy-document file://SSMService-Trust.json

Windows

aws iam create-role ~
--role-name SSMServiceRole *
--assume-role-policy-document file://SSMService-Trust.json

4. LS+ Z0] attach-role-policy BEE A st0, F= ST MHH|A A O MMH EEE 4
& = UTE SEFLICH MM EZ2 Systems Managerg AF&35to] WHES MYE = UTS
x| Cldtol& HEhE Fo{gfLct.

(® Note
UX| CIHIO|AE @8 MH|A Z2 T F '% QI8 FItst= HE2 Amazon Elastic
Compute Cloud(Amazon EC2) QIAEAE Q|ft QIARA T2 1telg M= IHI

ASE|= HRaL SAUFLICE CHS E‘§ 5'01| A8 E|l= IAM H&oi| CHEt REMIE LIS
Systems Manager0i| 28t QIAEIA M T2 A XFHAML.

Linux & macOS
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https://docs.aws.amazon.com/cli/latest/reference/iam/create-role.html
https://docs.aws.amazon.com/cli/latest/reference/iam/attach-role-policy.html

AWS Systems Manager AL 7Hol=

aws iam attach-role-policy \
--role-name SSMServiceRole \
--policy-arn arn:aws:iam::aws:policy/AmazonSSMManagedInstanceCore

Windows

aws iam attach-role-policy #
--role-name SSMServiceRole ~
--policy-arn arn:aws:iam::aws:policy/AmazonSSMManagedInstanceCore

MH[A AFEE et AFS AL Ho| S3 HA! Mg Mdet B2 O3 ™S A~sto] AWS
Systems Manager Agent(SSM Agent)7} 2240l M x|t H
account-id % my-bucket-policy-nameg AWS H|S |

Linux & macOS

aws iam attach-role-policy \
--role-name SSMServiceRole \
--policy-arn arn:aws:iam::account_ID:policy/my_bucket_policy_name

Windows

aws iam attach-role-policy #
--role-name SSMServiceRole ~
--policy-arn arn:aws:iam::account_id:policy/my_bucket_policy_name

(M=) ChS BT S L&5t0 SSM Agent7h AX| ClHHO|AZ 2B ZHQI =21 QFE s AL
E Xt CH 4! AWS Directory ServiceOl| HMASHEF &S LICH AX| C[HO|AE Microsoft AD
CIREZ|of ZRlet= Z0BF AMH[A 2d&ol o] HAo| T BfLC.

Linux & macOS

aws iam attach-role-policy \
--role-name SSMServiceRole \
--policy-arn arn:aws:iam::aws:policy/AmazonSSMDirectoryServiceAccess

Windows
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aws iam attach-role-policy ~
--role-name SSMServiceRole *

--policy-arn arn:aws:iam::aws:policy/AmazonSSMDirectoryServiceAccess

=t | oAR| Clutol A0l AYEIT S 5188

E7
4292 Al25tH C|HIO|AOM MEE o1 CIoudWatchoﬂ & £ U&LICt Amazon

Lict o] &
EventBridge = Amazon CloudWatch Logs S2| MH|AE A& Z<0EF MHH|A d&of

o H&o| TR EHLICH

(M=) ctE BE S A stod CloudWatch 00| 7TH
0

aws iam attach-role-policy \

--role-name SSMServiceRole \

--policy-arn arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy

Tools for PowerShell
AWS loT Greengrass 3(AWS Tools for Windows PowerShell)2 9|8t IAM AMH|A 48 MM

1. OF& MX|SHK| &f2 A< AWS Tools for PowerShell(Tools for Windows PowerShell)2 4 x|5t

KFAMIEE LI 2 AWS Tools for PowerShell A x|& & Z5HAMIL2.

[ o
2. EZ AFEOIM CIS A2 HAD} §7H SSMService-Trust.jsondt Z2 O|ESE HAE
oS MAMEHLCH TtUS . json I EEHOoZ X{TSHoF FL|Ct
(® Note

™
ne

O|&& 7|53l ELICH AWS loT Greengrass 201 C|HFO|A0fl SSM AgentE Hi
[} O|& XI5tH| ELICt.

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": {
"Service": "ssm.amazonaws.com"

}I

"Action": "sts:AssumeRole"

SiIX| ClHFO|AO) CHEH IAM AH|A 245t A


https://docs.aws.amazon.com/powershell/latest/userguide/pstools-getting-set-up.html

AR 7H0|E

AWS Systems Manager

}
}
3. #E| Z=0{A PowerShell2 €1 JSON It S 4 det CIAE 2|0 A New-IAMRole= &l2Y sl
CtSot 20| MH|& dgE dEefLict
New-IAMRole °
-RoleName SSMServiceRole °
-AssumeRolePolicyDocument (Get-Content -raw SSMService-Trust.json)
22 4N

5tod, et MH|A G0l MM EE
o324
[N

ofO#

1} 20| Register-IAMRolePolicyE& A
grLICH MM EE 2 Systems ManagerE AHS

FoqgrLct,

=2
o
x| ClHol|& HErE

(® Note
AWS loT Greengrass &
2 EC2 QIAEAE 2|8t 2lA

o 0N
AL
N 1o

oo I

rlo
)]
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E:
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)
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@
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E
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A SHAI
=

1345t04 S X| C|HFO|ATF AWS Systems Manager AH|A

Register-IAMRolePolicy °

-RoleName SSMServiceRole °
-PolicyArn arn:aws:iam::aws:policy/AmazonSSMManagedInstanceCore

7lsE At

MH|A FE S Q{8 AHE AL ol S3 HZ! HAME MME F2 O HES A&5to{ SSM
Agent7t 0| A X[EBH HZIOf| HAMAE = UH SHEELICH account-id X my-
bucket-policy-nameg AWS HH ID & HZ! O|§ 2 2 HtELICEH

Register-IAMRolePolicy °

-RoleName SSMServiceRole °
:account_ID:policy/my_bucket_policy_name

-PolicyArn arn:aws:iam::
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https://docs.aws.amazon.com/powershell/latest/reference/items/Register-IAMRolePolicy.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Register-IAMRolePolicy.html

AWS Systems Manager AL 7Hol=

(MEH) Ch2 WS Assiod SSM Agent7} S| CIHIO|ARHE ZHIQ) E01 22 2Is) Al
& Xt CH&l AWS Directory Servicet| HMA ST F 51 &LICH K| C|HO|AE Microsoft AD
CI3E 2|0 ZQlst= F<0Bt MH|A <3gtof o HAo| 2 ghL|Ct.

= | = =21 d

Register-IAMRolePolicy °
-RoleName SSMServiceRole °
-PolicyArn arn:aws:iam::aws:policy/AmazonSSMDirectoryServiceAccess

(MEH) Chg HHE S M™ 5109 CloudWatch 0| 0| E 7} K| C|HFO|AOAM ABEITS {SE
LICt. O] BHEE ALS5tH ClHto|A0M HEE i1 CIoudWatch01| & == U&LCt Amazon
EventBridge == Amazon CloudWatch Logs S2| MH|AE Al & AR08t MH[A A& of
ol M&o| EErLCt.

Register-IAMRolePolicy °
-RoleName SSMServiceRole °
-PolicyArn arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy

AWS loT Greengrass& ¢t A X| C[HIO|AE T/

AX| C|HFO|AE AWS loT Greengrass Z0{ C|HIO|AZ AAEHLICH Mx| ZZMA0E ClHFO[A0
AWS loT Greengrass 20| AL EQ|0{E Mx|5tD 745t A0 ot X|HEl= G MK L Al
AEl Q7 ALES E0lsteE Uo| ZEEILICH KHAMIEH LH& 2 AWS IoT Greengrass 7HEEAF QHLHA 9]
AWS loT Greengrass Version 2 Z0{ C|HIO|A M MME R ZSHM2.

AWS IoT Greengrass E& w2t A& AO|0|E I X[ C[HO[A 0] SSM
Agent A x|

Systems Manager& AWS loT Greengrass 204 C|HIO|A MY 2l 242 {8t OFX|e EHAMMHE E
2 WE Agolgt: #2= AWS loT Greengrass AWS Identity and Access Management(IAM) C|Ht
OlA& MH|A Ae g ACl|0|ESHOoF 5tH AWS loT Greengrass C|HFO| A0 AWS Systems Manager Of|
O|FE(SSM Agent)E HHEZ&l{oF EHL|Ct. o248t = Z MlA0f CHE REMIEH LI 2 AWS loT Greengrass
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"Version": "2012-10-17",
"Statement": [

{

}I

"Sid": "QuickSetupActions",

"Effect": "Allow",

"Action": [
"ssm-quicksetup:*"

1,

"Resource": "*"

"Sid": "SsmReadOnly",
"Effect": "Allow",
"Action": [
"ssm:DescribeAutomationExecutions",
"ssm:GetAutomationExecution",
"ssm:ListAssociations",
"ssm:DescribeAssociation",
"ssm:ListDocuments",
"ssm:ListResourceDataSync",
"ssm:DescribePatchBaselines",
"ssm:GetPatchBaseline",
"ssm:DescribeMaintenanceWindows",
"ssm:DescribeMaintenanceWindowTasks"

]I

"Resource": "*"

"Sid": "SsmDocument",

"Effect": "Allow",

"Action": [
"ssm:GetDocument",
"ssm:DescribeDocument"

1,

"Resource": [

"arn:aws:ssm:*:*:document/AWSQuickSetupType-*",
"arn:aws:ssm:*:*:document/AWS-EnableExplorer"
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]

"Sid": "SsmEnableExplorer",
"Effect": "Allow",

"Action": "ssm:StartAutomationExecution",
"Resource": "arn:aws:ssm:*:*:automation-definition/AWS-EnableExplorer:

"Sid": "SsmExplorerRds",
"Effect": "Allow",

"Action": [

"ssm:GetOpsSummary",
"ssm:CreateResourceDataSync",
"ssm:UpdateResourceDataSync"

1,

"Resource": "arn:aws:ssm:*:*:resource-data-sync/AWS-QuickSetup-*"

"Sid": "OrgsReadOnly",
"Effect": "Allow",

"Action": [

"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:

"organizations

"organizations:

]I

"Resource": "*"

DescribeAccount",

DescribeOrganization",
ListDelegatedAdministrators",

ListRoots",
ListParents",

ListOrganizationalUnitsForParent",
:DescribeOrganizationalUnit",
ListAWSServiceAccessForOrganization"

"Sid": "OrgsAdministration",
"Effect": "Allow",

"Action": [
"organizations
"organizations
"organizations

1,

"Resource": "*",

"Condition": {

"StringEquals":

:EnableAWSServiceAccess",
:RegisterDelegatedAdministrator"
:DeregisterDelegatedAdministrator"

’
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"organizations:ServicePrincipal": [
"'ssm.amazonaws.com",
"ssm-quicksetup.amazonaws.com",

"member.org.stacksets.cloudformation.amazonaws.com",

"resource-explorer-2.amazonaws.com"

"Sid": "CfnReadOnly",

"Effect": "Allow",

"Action": [
"cloudformation:ListStacks",
"cloudformation:DescribeStacks",
"cloudformation:ListStackSets",
"cloudformation:DescribeOrganizationsAccess"

1,

"Resource": "*"

"Sid": "OrgCfnAccess",

"Effect": "Allow",

"Action": [
"cloudformation:ActivateOrganizationsAccess"

1,

"Resource": "*"

"Sid": "CfnStackActions",

"Effect": "Allow",

"Action": [
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStackResources",
"cloudformation:DescribeStackEvents",
"cloudformation:GetTemplate",
"cloudformation:RollbackStack",
"cloudformation:TagResource",
"cloudformation:UntagResource",
"cloudformation:UpdateStack"

1,

"Resource": [

"arn:aws:cloudformation:*:*:stack/StackSet-AWS-QuickSetup-*",
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"arn:aws:cloudformation:*:*:stack/AWS-QuickSetup-*",
"arn:aws:cloudformation:*:*:type/resource/*"

]

I
{

"Sid": "CfnStackSetActions",

"Effect": "Allow",

"Action": [
"cloudformation:CreateStackInstances",
"cloudformation:CreateStackSet",
"cloudformation:DeleteStackInstances",
"cloudformation:DeleteStackSet",
"cloudformation:DescribeStackInstance",
"cloudformation:DetectStackSetDrift",
"cloudformation:ListStackInstanceResourceDrifts",
"cloudformation:DescribeStackSet",
"cloudformation:DescribeStackSetOperation",
"cloudformation:ListStackInstances",
"cloudformation:ListStackSetOperations",
"cloudformation:ListStackSetOperationResults",

"cloudformation:
"cloudformation:
"cloudformation:

TagResource",
UntagResource",
UpdateStackSet"

1,

"Resource": [
"arn:aws:cloudformation:*:*:stackset/AWS-QuickSetup-*",
"arn:aws:cloudformation:*:*:type/resource/*",
"arn:aws:cloudformation:*:*:stackset-target/AWS-QuickSetup-*:*"

"Sid": "ValidationReadonlyActions",
"Effect": "Allow",
"Action": [

"iam:ListRoles",

"iam:GetRole"

]I

"Resource": "*"

"Sid": "IamRolesMgmt",

"Effect": "Allow",

"Action": [
"iam:CreateRole",

Systems Manager 2 22 & 75



AWS Systems Manager AL 7Hol=

jiam:DeleteRole",
"iam:GetRole",

iam:AttachRolePolicy",

iam:DetachRolePolicy",

"iam:GetRolePolicy",
"iam:ListRolePolicies"

1,

"Resource": [
"arn:aws:iam::*:role/AWS-QuickSetup-*",

"arn:aws:iam::*:role/service-role/AWS-QuickSetup-*"

"Sid": "IamPassRole",

"Effect": "Allow",

"Action": [

"iam:PassRole"

1,

"Resource": [
"arn:aws:iam::*:role/AWS-QuickSetup-*",
"arn:aws:iam::*:role/service-role/AWS-QuickSetup-*"

1,

"Condition": {

"StringEquals": {
"iam:PassedToService": [
"'ssm.amazonaws.com",
"ssm-quicksetup.amazonaws.com",
"cloudformation.amazonaws.com"

"Sid": "IamRolesPoliciesMgmt",
"Effect": "Allow",
"Action": [
"iam:AttachRolePolicy",
"iam:DetachRolePolicy"
1,
"Resource": [
"arn:aws:iam::*:role/AWS-QuickSetup-*",
"arn:aws:iam::*:role/service-role/AWS-QuickSetup-*"
1,

"Condition": {
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"ArnEquals": {
"iam:PolicyARN": [
"arn:aws:iam: :aws:policy/AWSSystemsManagerEnableExplorerExecutionPolicy",
"arn:aws:iam::aws:policy/AWSQuickSetupSSMDeploymentRolePolicy"

}
I
{
"Sid": "CfnStackSetsSLR",
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource": [
"arn:aws:iam::*:role/aws-service-role/stacksets.cloudformation.amazonaws.com/
AWSServiceRoleForCloudFormatlonStackSetsOrgAdmln
"arn:aws:iam::*:role/aws-service-role/ssm.amazonaws.com/
AwWSServiceRoleForAmazonSSM",
"arn:aws:iam::*:role/aws-service-role/accountdiscovery.ssm.amazonaws.com/
AWSServiceRoleForAmazonSSM_AccountDiscovery",
"arn:aws:iam::*:role/aws-service-role/ssm-quicksetup.amazonaws.com/
AWSServiceRoleForSSMQu1ckSetup",
"arn:aws:iam::*:role/aws-service-role/resource-explorer-2.amazonaws.com/
AWSServiceRoleForResourceExplorer"

]

IN
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ssm:*",
"ssm-quicksetup:*"
1,

"Resource": "*"

"Sid": "AllowEC2DescribeActions",

"Effect": "Allow",

"Action": [
"ec2:DescribeInstanceStatus",
"ec2:DescribeInstances",
"ec2:DescribeRegions"

]I

"Resource": "*"

"Sid": "CfnAccess",

"Effect": "Allow",

"Action": [
"cloudformation:ListStacks",
"cloudformation:ListStackSets",
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]I

"Resource":

"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:

i n

ListStackInstances",
ListStackSetOperations",
ListStackSetOperationResults",
DescribeStacks",
DescribeStackSet",
DescribeStackSetOperation",
DescribeOrganizationsAccess",
DescribeStackInstance",
DetectStackSetDrift",
ListStackInstanceResourceDrifts"

"Sid": "OrgsReadOnly",

"Effect":

"Allow"

"Action": [

1,

"Resource":

"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:

"

’

DescribeAccount",
DescribeOrganization",
ListDelegatedAdministrators",
ListRoots",

ListParents",
ListOrganizationalUnitsForParent",
DescribeOrganizationalUnit",
ListAWSServiceAccessForOrganization"

"Sid": "AllowKMSOperations",

"Effect":

"Allow"

"Action": [

]I

"kms:Decrypt",
"kms:GenerateDa

’

taKey"

"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {

"StringEquals":
"aws:Resource

I

"ArnLike": {
"kms:Encrypti

diagnosis-*"

iy

{
Tag/SystemsManagerManaged": "true"

onContext:aws:s3:arn": "arn:aws:s3:::do-not-delete-ssm-
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"StringlLike": {

"kms:ViaService": "s3.*.amazonaws.com"
},
"Bool": {

"aws:ViaAWSService": "true"
}

"Sid": "AllowReadS3BucketFromOrganization",
"Effect": "Allow",
"Action": [

"s3:GetObject",

"s3:ListBucket"
1,
"Resource": "arn:aws:s3:::do-not-delete-ssm-diagnosis*",
"Condition": {

"StringEquals": {

"aws:ResourceOrgId": "${aws:PrincipalOrgId}"

"Sid": "AllowReadS3BucketFromSingleAccount",
"Effect": "Allow",
"Action": [

"s3:GetObject",

"s3:ListBucket"
1,
"Resource": "arn:aws:s3:::do-not-delete-ssm-diagnosis*",
"Condition": {

"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": [
"arn:aws:iam::*:role/AWS-SSM-DiagnosisAdminRole*",
"arn:aws:iam::*:role/AWS-SSM-DiagnosisExecutionRole*",
"arn:aws:iam::*:role/AWS-SSM-RemediationAdminRole*",
"arn:aws:iam::*:role/AWS-SSM-RemediationExecutionRole*"
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1,
"Condition": {
"StringEquals": {
"iam:PassedToService": '"ssm.amazonaws.com"

}
}I

{
"Sid": "IamReadOnly",

"Effect": "Allow",

"Action": "iam:GetRole",

"Resource": [
"arn:aws:iam::*:role/AWS-QuickSetup-*",
"arn:aws:iam::*:role/service-role/AWS- Qu1ckSetup W
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"ssm:Describe*",
"ssm:Get*",
"ssm:List*",
"ssm-quicksetup:List*",
"ssm-quicksetup:Get*",
"cloudformation:Describe*",
"cloudformation:Get*",
"cloudformation:List*",
"iam:GetRole",
"ec2:DescribeRegions",
"organizations:Describe*",
"organizations:List*"
1,
"Resource": "*"
.
{

"Sid": "AllowKMSOperations",
"Effect": "Allow",
"Action": [

"kms:Decrypt"
1,
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {

"StringEquals": {

"aws:ResourceTag/SystemsManagerManaged": "true"
1,
"ArnLike": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::do-not-delete-ssm-
diagnosis-*"
1,
"StringLike": {
"kms:ViaService": "s3.*.amazonaws.com"
.
"Bool": {
"aws:ViaAWSService": "true"
}
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},
{
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:ListBucket"
1,
"Resource": "arn:aws:s3:::do-not-delete-ssm-diagnosis*",
"Condition": {
"StringEquals": {
"aws:ResourceOrgId": "${aws:PrincipalOrgId}"

}
iy

{
"Effect": "Allow",

"Action": [

"s3:GetObject",

"s3:ListBucket"
1,
"Resource": "arn:aws:s3:::do-not-delete-ssm-diagnosis*",
"Condition": {

"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

-
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Review node insights
Review Ihilghls about manageﬂ nodes across your organization. Hover over a graphic to access links to more detailed data.
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Explore nodes (56)
Explore details about managed nodes in your organization.
Group by
| MNone ¥ |
e
Nodes (56) ©) ( report )
| Q@ Find nodes | 1 . > | B
. Operating
Agent . Operating
Node ID ‘ Agent type ‘ version ‘ Node status ‘ Operating system name ‘ system type syst‘em Node type Ac
version
i-00133d4e1c15e843b amazon- 3.3.1230.0 Active Ubuntu Linux 20.04 EC2Instance
— ssm-agent
i-00ba99a313b84a821 Sty 3.3.1230.0 Active Microsoft Windows Server Windows 10.0.20348 ECZInstance
e — ssm-agent 2022 Datacenter
i-010e038ef4f248dbd amazon- 33.1230.0 Active Amazon Linux Linux 2 EC2Instance
B — ssm-agent
= Mi ft Wind, =t
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Explore nodes (56)

Explore details about managed nodes in your organization.

Group by
MNode types ¥

Managed EC2 instances

56

Filter Operating systems C

| Filter data v |

Amazon Linux 17 nodes

Ubuntu 15 nodes

Microsoft Windows Server 2016 Datacenter 12 nodes

Microsoft Windows Server 2019 Datacenter 10 nodes

Microsoft Windows Server 2022 Datacenter 2 nodes

Nodes (56) ©

|. Q, Find nodes | 1 > 1]
Agent Operatin Operating
Node ID Agent type 9 Mode status Operating system name pe 9 system Node type Account ID Region
version system type
version
N amazon- N N
i=00133d4e1c15e8430 . 3.3.12300 Active Ubuntu Linux 20.04 EC2Instance
g
: Microsoft Windows Se
{-00b299a313b84a821 amazon 3312300 Active crosot Wincows Server Windows 10.0.20348 EC2Instance
g 2022 Datacenter
i-010e038ef4F248dbd amazon- 33.1230.0 Active Amazon Linux Linux 2 EC2Instance
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Explore nodes (56)

Explore details about managed nodes in your organization.

Group by

Operating systems W

Amazon Linux Ubuntu

17 15

Microsoft Windows Server 2016 Datacenter

Filter Operating system versions

| Fitter data

2 17 nodes

12

Microsoft Windows Server 2019 Datacenter

10

Microsoft Windows Server 2022 Datacenter
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Nodes (17)
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[ @ Find nodes
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Node ID ‘ Agent type ‘ version MNode status
i-0102038ef4f248dbd amazon- 3.3.12300 Active Amazon Linux
B — ssm-agent
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—_— ssm-agent
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amazon-
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—_———— ssm-agent
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Explore nodes (56)

Explore details about managed nodes in your organization.

Group by
SSM Agent versions ¥

3.3.1230.0 3.3.987.0

48 8

Filter Operating systems c

|. Filter data v |

Amazon Linux 17 nodes

Microsoft Windows Server 2016 Datacenter 12 nodes

Microsoft Windows Server 2019 Datacenter 10 nodes

Ubuntu 7 nodes

Microsoft Windows Server 2022 Datacenter 2 nodes

Nodes (48) ©

| @ Find nodes 1 il
. Operating
Mode ID Agent type ‘“9"'_”' Node status Operating system name Operating system Node type Account 1D Region
version system type .
version

. amazon- . .
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aws ssm list-nodes \
--filters Key=PlatformName,Values='Red Hat Enterprise Linux',6 Type=Equal
Key=PlatformVersion,Values=9.2, Type=Equal

o R = Amazon QE A 2| Red Hat Enterprise Linux QIAEAO| CHEt ETME M504 QIAH
A 2 SE D, Y 2™ 22 HEE LhdgtLct.
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2. AWS Organizations0ll 7+ & CHz ZZ|0f &8t 042 HHollAM ZntE FElsted™ x|™HE & 2™
I E #EIRt A™ol 2318 ok gLICt.

3. =l 2E[XF A M “Li| ZERIO|A” EEE “LH HI 123456789012°2F 22 7 X221 E0{E Al
5to4 =& Mutof| A%l £ A QIAEH AN CHall ZES T U2 S Amazon Q7 O|aHE = JUEF 5t
NL.
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« Amazon QOfl CHSF MZ &E

o XLl R XA O|IE L ZEZE BT

Amazon QOi| CHEF MEZ & &

CI2 EoME L2 ZOE U2 £ /E Amazon Q #HEIE MASHE EH 7IX| HHE HoiFe ME

AEE MBELICH

st ZETEQ| ZEIX M MAHLT|E ListNodes HHEE A= B0 Amazon QUM &5t Z

E{o| | A|= M ZEFL|Ct.

AMZ xlod0q B2 Amazon Q Mg ZH

Show me my Windows managed nodes. PlatformType = Windows

List my managed instances in
account 123456789012.

AccountId = 123456789012

Show me all managed nodes running T

Amazon Linux 1 across my organizat et feaaieien = il

ion.
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AH
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xtedol A
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HO

Show me all managed instances
running Microsoft Windows Server
2019 Datacenter in my organizat
ion.

Can you show me all managed nodes
with SSM Agent version 3.3.1142.0?

List all Amazon Linux 2 managed
instances in account 123456789
012 that have SSM Agent version
3.3.1230.0.

What Microsoft Windows Server 2008
R2 Enterprise managed nodes are
running in the eu-central-1 region
across my entire organization?

Show me all managed instances
running CentOS Linux 7 in ou-d6ty-g
xdma6vm.

What Ubuntu managed instances are
in account 1234567890122

List my Linux managed instances.

Find my macOS managed nodes.

Show me all Amazon Linux managed
nodes in my oxg.

Amazon Q & Z/F

PlatformName = Microsoft Windows
Server 2019 Datacenter

AgentType = amazon-ssm-agent
AgentVersion = 3.3.1142.0

PlatformName = Amazon Linux
PlatformVersion = 2
AccountId = 123456789012
AgentType = amazon-ssm-agent
AgentVersion = 3.3.1230.0

PlatformName = Microsoft Windows
Server 2008 R2 Enterprise
Region = eu-central-1

PlatformName = Cent0S Linux
PlatformVersion = 7
OrganizationalUnitId = ou-d6ty-g
xdmabvm

PlatformName = Ubuntu
AccountId = 123456789012

PlatformType = Linux

PlatformType = mac0S

PlatformName = Amazon Linux
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MZ xo40{ B2 Amazon Q & ZE

List managed nodes running Amazon At oS = MAiemen 1A

Linux 2 . PlatformVersion = 2

List the managed nodes with Ubuntu PlatformName = Ubuntu
16.04 in account 123456789012. et eiersion = 6. 64
AccountId = 123456789012

Find all managed nodes that have _

AgentType = amazon-ssm-agent
an SSM Agent version that is not AgentVersion != 3.3.987.0
3.3.987.0.

List all managed instances that
are not running a Linux operating

PlatformType != Linux

system.

HEe| #2|d =0 CHsH Amazon QM| 22lst= B 0ll= Systems Manager0i 2i|0|Z 0] X
= 2 A ol§2 M3Bste Kol E&LCH HH HE E Ql2i5tod 2o HRE O EE =& U
&LICH 0o E E0{CI2 Eof L}2 2% mac0S 14.5, Microsoft Windows Server 2019
Datacenter, AlmaLinux 9.2 through 9.40 CiEt ZIE AxMHoZ Q& &= QU&LIC.

Olzf3t 222 A 20| obd 4 2o KAIZE MBELICH

macOS
ZHE 0|8 M 3
macOS 11.6.7,11.7.10, 12.6.6, 12.7.6, 13.2, 13.4, 13.7,

14.1,14.5, 14.6.1, 15.0
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Windows
EA X 3
Microsoft Windows Server 2008 Enterprise 6.0.6003

Microsoft Windows Server 2008 R2 Datacenter  6.1.7601
Microsoft Windows Server 2008 R2 Enterprise 6.1.7601
Microsoft Windows Server 2008 R2 Standard 6.1.7601
Microsoft Windows Server 2012 R2 Datacenter  6.3.9600

Microsoft Windows Server 2012 R2 Standard 6.3.9600

Microsoft Windows Server 2012 Standard 6.2.9200
Microsoft Windows Server 2016 Datacenter NG ALY QS
Microsoft Windows Server 2016 Standard 10.0.14393
Microsoft Windows Server 2019 Datacenter S Ate oS
Microsoft Windows Server 2019 Standard N ALY elS
Microsoft Windows Server 2022 Datacenter N ALY GlS
Microsoft Windows Server 2022 Standard 10.0.20348

Linux
Z2E Ol KM HE
AlmaLinux 8.10,9.2,9.3,94
Amazon Linux 2 2.0 O|&f
Amazon Linux 2023 2023.0.20230315.0 O|&f
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Amazon Linux 2015.03, 2015.09, 2016.03, 2016.09, 2017.03,
2017.09, 2018.03
Bottlerocket 1.14.3,1.16.1, 1.18.0, 1.19.1, 1.19.2, 1.19.5,
1.20.0, 1.20.1, 1.20.2, 1.20.3, 1.20.5, 1.21.1,
1.23.0,1.24.0,1.24.1, 1.25.0, 1.26.1,
CentOS 6.7, 6.8, 6.9(%15), 6.10, 6.10(X F)
CentOS Linux 7,7.2.1511,7.2.1511(2.04), 7.3.1611,
7.3.1611(204), 7.4.1708, 7.5.1804, 7.5.1804(
F.04),7.6.1810, 7.7.1908, 7.8.2003, 7.9.20009,
7.9.2009(=.04), 8.2.2004, 8.5.2111
CentOS Stream 8,9
Debian GNU/Linux 8-12
Oracle Linux Server 7.8,8.2,8.3,8.8,8.9, 810,94
Red Hat Enterprise Linux 8.2,8.3,84,8.5,8.6,8.7,8.8, 8.9, 8.10, 9.2,
9.3,94
Red Hat Enterprise Linux AE 6.9(Santiago), 6.10(Santiago), 7.3, 7.6, 7.7, 7.8,
7.9
Rocky Linux 8.6,8.7,8.8,8.9,8.10,9.1,9.2,9.3,94
SLES 12.4, 15, 15.1, 15.2, 15.3, 154, 15.5
Ubuntu 14.04, 16.04, 18.04, 20.04, 22.04, 24.04
Amazon QE AtE #E[d = B A
Systems Manager®@ Amazon Q Developer % SE5tH Amazon Q RIE{H|O|AE MEE = U= AWS
Management Console2| 2 & {|x|0fMH 30| #E|- =of CHsH EEE = U&LICH
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1. 1AM AFE HE M2l JSON HEIZ|E ALE5t0{ & ol EHAIE S LIC.

o MM IEIXO|AM CISS AFR5104 ## ### #2 ROl M HF4t0o{oF & L|Ct.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"
1,
"Resource": "arn:aws:s3:::s3-bucket-name/*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "account-id"

}
.
{
"Effect": "Allow",
"Action": [
"s3:GetBucketAcl",
"s3:ListBucket",
"s3:PutLifecycleConfiguration",
"s3:GetLifecycleConfiguration"
1,
"Resource": "arn:aws:s3:::s3-bucket-name",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "account-id"

}
},
{
"Effect": "Allow",
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"Action": [
"ssm:ListNodes"

]I

"Resource": "*"

}
« OFS BAH0IAM EH LotE = AR Mo o|F 2

A
2. IAM M-S HdBAMofl AFE ALSR XY AZ HAS AL
Ct.

o ATHHO|ME Ct2 A Z| MRS Q2d5t 1 ## #u#t #2 RH4lo| ME 2 HERo{of gfLC}.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "SSMAssumeRole",
"Effect": "Allow",
"Principal": {
"Service": "ssm.amazonaws.com"
1,
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "account-id"
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "QuickSetupConfigurationManagers",

"Effect": "Allow",

"Action": [
"ssm-quicksetup:CreateConfigurationManager",
"ssm-quicksetup:DeleteConfigurationManager",
"ssm-quicksetup:GetConfiguration",
"ssm-quicksetup:GetConfigurationManager",
"ssm-quicksetup:GetServiceSettings",
"ssm-quicksetup:ListConfigurationManagers",
"ssm-quicksetup:ListConfigurations",
"ssm-quicksetup:ListQuickSetupTypes",
"ssm-quicksetup:ListTagsForResource",
"ssm-quicksetup:TagResource",
"ssm-quicksetup:UntagResource",
"ssm-quicksetup:UpdateConfigurationDefinition",
"ssm-quicksetup:UpdateConfigurationManager",
"ssm-quicksetup:UpdateServiceSettings"

P

"Resource": "*"

I
{
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"Sid": "QuickSetupDeployments",

"Effect": "Allow",
"Action": [

"cloudformation:DescribeStackSetOperation",
"cloudformation:ListStacks",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackResources",
"cloudformation:ListStackSetOperations",
"cloudformation:ListStackInstances",
"cloudformation:DescribeStackSet",
"cloudformation:ListStackSets",
"cloudformation:DescribeStackInstance",
"cloudformation:DescribeOrganizationsAccess",
"cloudformation:ActivateOrganizationsAccess",
"cloudformation:GetTemplate",
"cloudformation:ListStackSetOperationResults",
"cloudformation:DescribeStackEvents",
"cloudformation:UntagResource",

ssm:DescribeAutomationExecutions",

"ssm:GetAutomationExecution",

ssm:ListAssociations",

"ssm:DescribeAssociation",

ssm:GetDocument",

"ssm:ListDocuments",

ssm:DescribeDocument",

"ssm:GetOpsSummary",

"organizations:
:DescribeAccount"”,
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:

"organizations

"iam:GetRole",

DeregisterDelegatedAdministrator”,

DescribeOrganization",
ListDelegatedAdministrators",
ListRoots",

ListParents",
ListOrganizationalUnitsForParent",
DescribeOrganizationalUnit",
ListAWSServiceAccessForOrganization",

iam:ListRoles",
jam:ListRolePolicies",

iam:CreatePolicy",

"cloudformation:TagResource"

]I

"Resource": "*"
I
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"Effect": "Allow",

"Action": [

"cloudformation:RollbackStack",
"cloudformation:CreateStack",
"cloudformation:UpdateStack",
"cloudformation:DeleteStack"

1,

"Resource": [
"arn:aws:cloudformation:*:*:stack/StackSet-AWS-QuickSetup-JITNA*",
"arn:aws:cloudformation:*:*:stack/AWS-QuickSetup-*",
"arn:aws:cloudformation:*:*:type/resource/*",
"arn:aws:cloudformation:*:*:stack/StackSet-SSMQuickSetup"

"Sid": "StackSetOperations",

"Effect": "Allow",

"Action": [

"cloudformation:CreateStackSet",
"cloudformation:UpdateStackSet",
"cloudformation:DeleteStackSet",
"cloudformation:DeleteStackInstances",
"cloudformation:CreateStackInstances",
"cloudformation:StopStackSetOperation"

1,

"Resource": [
"arn:aws:cloudformation:*:*:stackset/AWS-QuickSetup-JITNA*",
"arn:aws:cloudformation:*:*:type/resource/*",
"arn:aws:cloudformation:*:*:stackset-target/AWS-QuickSetup-JITNA*:*"

"Sid": "IamRolesMgmt",

"Effect": "Allow",

"Action": [
"iam:CreateRole",

jiam:DeleteRole",
"iam:GetRole",

iam:AttachRolePolicy",

iam:PutRolePolicy",

iam:DetachRolePolicy",
"iam:GetRolePolicy",

jam:ListRolePolicies"

1,

Systems Manager2 JIT(Just-in-Time) A& A& 121



AWS Systems Manager AL 7Hol=

"Resource": [
"arn:aws:iam::*:role/AWS-QuickSetup-JITNA*",
"arn:aws:iam::*:role/service-role/AWS-QuickSetup-JITNA*"

]
},
{

"Sid": "IamPassRole",

"Effect": "Allow",

"Action": [

"iam:PassRole"

1,

"Resource": [
"arn:aws:iam::*:role/AWS-QuickSetup-JITNA*",
"arn:aws:iam::*:role/service-role/AWS-QuickSetup-JITNA*"

1,

"Condition": {

"StringEquals": {

"iam:PassedToService": [
"ssm.amazonaws.com",
"ssm-quicksetup.amazonaws.com",
"cloudformation.amazonaws.com"

]

}

}

},
{

"Sid": "SSMAutomationExecution",

"Effect": "Allow",

"Action": "ssm:StartAutomationExecution",

"Resource": "arn:aws:ssm:region:account id:automation-definition/AWS-

EnableExplorer:*"
I
{

"Sid": "SSMAssociationPermissions",

"Effect": "Allow",

"Action": [

"ssm:DeleteAssociation",

"ssm:CreateAssociation",

"ssm:StartAssociationsOnce"

1,

"Resource": "arn:aws:ssm:region:account id:association/*"

I
{

"Sid": "SSMResourceDataSync",
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"Effect": "Allow",
"Action": [
"ssm:CreateResourceDataSync",
"ssm:UpdateResourceDataSync"
1,
"Resource": "arn:aws:ssm:region:account-id:resource-data-sync/AWS-
QuickSetup-*"
1,
{
"Sid": "ListResourceDataSync",
"Effect": "Allow",
"Action": [
"ssm:ListResourceDataSync"
1,

"Resource": "*"

"Sid": "CreateServicelinkedRoles",
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,
"Condition": {
"StringEquals": {

"iam:AWSServiceName": [
"accountdiscovery.ssm.amazonaws.com",
"ssm.amazonaws.com",
"ssm-quicksetup.amazonaws.com",
"stacksets.cloudformation.amazonaws.com"

iy

"Resource": "*"

"Sid": "CreateStackSetsServicelinkedRole",

"Effect": "Allow",

"Action": [

"iam:CreateServicelLinkedRole"

1,

"Resource": "arn:aws:iam::*:role/aws-service-role/
stacksets.cloudformation.amazonaws.com/
AwWSServiceRoleForCloudFormationStackSetsOrgAdmin"

I
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{
"Sid": "AllowSsmJitnaPoliciesCrudOperations",
"Effect": "Allow",
"Action": [

ssm:CreateDocument",
"ssm:UpdateDocument",
"ssm:UpdateDocumentDefaultVersion",
"ssm:GetDocument",
"ssm:DescribeDocument",
"ssm:DeleteDocument"”
1,
"Resource": [
"arn:aws:ssm:region:account id:document/SSM-
JustInTimeAccessDenyAccessOrgPolicy"
1,
"Condition": {
"StringEquals": {
"ssm:DocumentType": [
"AutoApprovalPolicy"

"Sid": "AllowAccessRequestOpsItemOperations",
"Effect": "Allow",
"Action": [

"ssm:GetOpsItem",

"ssm:DescribeOpsItems",
"ssm:GetOpsSummary",
"ssm:DeleteOpsItem",
"ssm:ListOpsItemEvents"

]I

"Resource": "*"

"Sid": "IdentityCenterPermissions",

"Effect": "Allow",

"Action": [
"sso:DescribeRegisteredRegions",
"sso:ListDirectoryAssociations",
"identitystore:GetUserId",
"identitystore:DescribeUser",
"identitystore:DescribeGroup",
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"identitystore:ListGroupMembershipsForMember"

1,

"Resource": "*"

JIT(Just-in-Time) .= E HAM|A FTEE 2T IAM 2

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowSsmJitnaPoliciesCrudOperations",
"Effect": "Allow",
"Action": [
"ssm:CreateDocument",
"ssm:UpdateDocument",
"ssm:UpdateDocumentDefaultVersion",
"ssm:GetDocument",
"ssm:DescribeDocument",
"ssm:DeleteDocument"”
1)
"Resource": [
"arn:aws:ssm:region:account id:document/*"
1,
"Condition": {
"StringEquals": {
"ssm:DocumentType": [
"ManualApprovalPolicy",

"AutoApprovalPolicy"

"Sid": "AllowSsmJitnaPolicieslListOperations",
"Effect": "Allow",
"Action": [
"ssm:ListDocuments",
"ssm:ListDocumentVersions"

1,

"Resource": "*"
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}I

{
"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": "arn:aws:iam::account id:role/SSM-JustInTimeAccessTokenRole",

"Condition": {
"StringEquals": {
"iam:PassedToService": [

"justintimeaccess.ssm.amazonaws.com"

"Sid": "AllowAccessRequestOpsItemOperations",

"Effect": "Allow",

"Action": [
"ssm:GetOpsItem",
"ssm:DescribeOpsItems",
"ssm:GetOpsSummary",
"ssm:DeleteOpsItem",
"ssm:ListOpsItemEvents"

]I

"Resource": "*"

"Sid": "AllowSessionManagerPreferencesOperation",

"Effect": "Allow",
"Action": [
"ssm:CreateDocument",
"ssm:GetDocument",
"ssm:DescribeDocument",
"ssm:UpdateDocument",
"ssm:DeleteDocument"”

]I

"Resource": "arn:aws:ssm:region:account id:document/SSM-

SessionManagerRunShell",
"Condition": {
"StringEquals": {
"ssm:DocumentType": "Session"
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"Sid": "AllowSessionManagerOperations",
"Effect": "Allow",
"Action": [

"ssm:DescribeSessions",
ssm:GetConnectionStatus",
"ssm:TerminateSession"

]I

"Resource": "*"

"Sid": "AllowRDPConnectionRecordingOperations",

"Effect": "Allow",

"Action": [
"ssm-guiconnect:UpdateConnectionRecordingPreferences",
"ssm-guiconnect:GetConnectionRecordingPreferences",
"ssm-guiconnect:DeleteConnectionRecordingPreferences"

]I

"Resource": "*"

"Sid": "AllowRDPConnectionRecordingKmsOperation",
"Effect": "Allow",
"Action": [

"kms:CreateGrant"
1,
"Resource": "arn:aws:kms:region:account id:key/*",
"Condition": {

"StringEquals": {

"aws:ResourceTag/SystemsManagerJustInTimeNodeAccessManaged":

I
"StringlLike": {
"kms:ViaService": "ssm-guiconnect.*.amazonaws.com"
},
"Bool": {
"aws:ViaAWSService": "true"

"Sid": "AllowFleetManagerOperations",

"Effect": "Allow",

"Action": [
"ssm-guiconnect:GetConnection",
"ssm-guiconnect:ListConnections"”

Iltruell
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]I

"Resource": "*"

"Sid": "SNSTopicManagement",

"Effect": "Allow",

"Action": [
"sns:CreateTopic",
"sns:SetTopicAttributes"”

1,

"Resource": [
"arn:aws:sns:region:account id:SSM-JITNA*"

"Sid": "SNSListTopics",

"Effect": "Allow",

"Action": [
"sns:ListTopics"

1,

"Resource": "*"

"Sid": "EventBridgeRuleManagement",
"Effect": "Allow",
"Action": [
"events:PutRule",
"events:PutTargets"

]I

"Resource": [

"arn:aws:events:region:account id:rule/SSM-JITNA*"

"Sid": "ChatbotSlackManagement",

"Effect": "Allow",

"Action": [
"chatbot:CreateSlackChannelConfiguration",
"chatbot:UpdateSlackChannelConfiguration",

"chatbot:DescribeSlackChannelConfigurations",

"chatbot:DescribeSlackWorkspaces",
"chatbot:DeleteSlackChannelConfiguration",
"chatbot:RedeemSlackOauthCode",

"chatbot:DeleteSlackWorkspaceAuthorization",
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"chatbot:GetSlackOauthParameters"

]I

"Resource": "*"

"Sid": "ChatbotTeamsManagement",

"Effect": "Allow",

"Action": [
"chatbot:ListMicrosoftTeamsChannelConfigurations",
"chatbot:CreateMicrosoftTeamsChannelConfiguration",
"chatbot:UpdateMicrosoftTeamsChannelConfiguration",
"chatbot:ListMicrosoftTeamsConfiguredTeams",
"chatbot:DeleteMicrosoftTeamsChannelConfiguration",
"chatbot:RedeemMicrosoftTeamsOauthCode",
"chatbot:DeleteMicrosoftTeamsConfiguredTeam",
"chatbot:GetMicrosoftTeamsOauthParameters",
"chatbot:TagResource"

]I

"Resource": "*"

"Sid": "SSMEmailSettings",

"Effect": "Allow",

"Action": [
"ssm:UpdateServiceSetting",
"ssm:GetServiceSetting"

1,

"Resource": [

"arn:aws:ssm:region:account id:servicesetting/ssm/access-request/email-

role-mapping",

"arn:aws:ssm:region:account id:servicesetting/ssm/access-request/

enabled-email-notifications"

}I
{

]

"Sid": "AllowViewingJitnaCloudWatchMetrics",

"Effect": "Allow",

"Action": [
"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics",
"cloudwatch:ListMetrics"

]I

"Resource": "*",
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"Condition": {
"StringEquals": {
"cloudwatch:namespace": "AWS/SSM/JustInTimeAccess"

"Sid": "QuickSetupConfigurationManagers",

"Effect": "Allow",

"Action": [
"ssm-quicksetup:ListConfigurationManagers",
"ssm-quicksetup:ListConfigurations",
"ssm-quicksetup:ListQuickSetupTypes",
"ssm-quicksetup:GetConfiguration",
"ssm-quicksetup:GetConfigurationManager"

1,

"Resource": "*"

"Sid": "QuickSetupDeployments",

"Effect": "Allow",

"Action": [
"cloudformation:ListStacks",
"cloudformation:DescribeStacks",
"organizations:DescribeOrganization",
"organizations:ListDelegatedAdministrators"

1,

"Resource": "*"

"Sid": "ManualPolicy",

"Effect": "Allow",

"Action": [
"sso:DescribeRegisteredRegions",
"ssm:GetServiceSetting",

jam:ListRoles"

]I

"Resource": "*"

"Sid": "SessionPreference",

"Effect": "Allow",

"Action": [
"s3:ListAl1MyBuckets"
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]I

"Resource": "*"

"Sid": "AllowIamListForKMS",
"Effect": "Allow",
"Action": [
"iam:ListUsers"
1,

"Resource": "arn:aws:iam::account id:user/*"

"Sid": "KMSPermission",

"Effect": "Allow",

"Action": [
"kms:TagResource",
"kms:ListAliases",
"kms:CreateAlias"

]I

"Resource": "*"

"Sid": "KMSCreateKey",
"Effect": "Allow",
"Action": [
"kms:CreateKey"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/SystemsManagerJustInTimeNodeAccessManaged": "true"
},
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"SystemsManagerJustInTimeNodeAccessManaged"

"Sid": "AllowIamRoleForChatbotAction",
"Effect": "Allow",
"Action": [

"iam:PassRole"
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1,
"Resource": "arn:aws:iam::account id:role/role name",
"Condition": {
"StringEquals": {
"iam:PassedToService": [
"chatbot.amazonaws.com"
]
}
}
"Sid": "AllowIamServiceRoleForChat",
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource": "arn:aws:iam::account id:role/aws-service-role/

management.chatbot.amazonaws.com/AWSServiceRoleForAWSChatbot"

}I
{

"Sid": "CloudWatchLogs",

"Effect": "Allow",

"Action": [
"logs:DescribelogGroups"”

1,
"Resource": "arn:aws:logs:*:account id:log-group
"Sid": "IdentityStorePermissions",

"Effect": "Allow",

"Action": [
"sso:ListDirectoryAssociations",
"identitystore:GetUserId",
"sso-directory:SearchUsers",
"sso-directory:SearchGroups",
"identitystore:DescribeGroup",
"identitystore:DescribeUser"

1,

"Resource": "*"

::log-stream:"
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"Version": "2012-10-17",
"Statement": [

{

"Sid": "AllowAccessRequestDescriptions",

"Effect": "Allow",

"Action": [
"ssm:DescribeOpsItems",
"ssm:GetOpsSummary",
"ssm:ListOpsItemEvents"

1,

"Resource": "*"

"Sid": "AllowGetSpecificAccessRequest",
"Effect": "Allow",
"Action": [

"ssm:GetOpsItem"

1,

"Resource'": "arn:aws:ssm:region:account id:opsitem/*"

"Sid": "AllowApprovalRejectionSignal",
"Effect": "Allow",
"Action": [
"ssm:SendAutomationSignal™
1,
"Resource": "arn:aws:ssm:*:*:automation-execution/*",
"Condition": {
"StringEquals": {

"aws:ResourceTag/SystemsManagerJustInTimeNodeAccessManaged":

"Sid": "QuickSetupConfigurationManagers",

"Effect": "Allow",

"Action": [
"ssm-quicksetup:ListConfigurationManagers",
"ssm-quicksetup:ListConfigurations",
"ssm-quicksetup:GetConfigurationManager",
"ssm-quicksetup:ListQuickSetupTypes",

"true"
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"ssm-quicksetup:GetConfiguration"

1,

"Resource": "*"

"Sid": "QuickSetupDeployments",

"Effect": "Allow",

"Action": [
"cloudformation:ListStacks",
"cloudformation:DescribeStacks",
"organizations:DescribeOrganization",
"organizations:ListDelegatedAdministrators"

1,

"Resource": "*"

"Sid": "AllowSsmJitnaPoliciesCrudOperations",
"Effect": "Allow",
"Action": [
"ssm:GetDocument",
"ssm:DescribeDocument"
1,
"Resource": [
"arn:aws:ssm:region:account id:document/*"
1,
"Condition": {
"StringEquals": {
"ssm:DocumentType": [
"ManualApprovalPolicy",
"AutoApprovalPolicy"

"Sid": "AllowSsmJitnaPolicieslListOperations",
"Effect": "Allow",
"Action": [
"ssm:ListDocuments",
"ssm:ListDocumentVersions"

]I

"Resource": "*"
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"Sid": "IDCPermissions",
"Effect": "Allow",
"Action": [

"sso:DescribeRegisteredRegions",
sso:ListDirectoryAssociations"”,

"identitystore:GetUserId",
"identitystore:DescribeUser",
"identitystore:DescribeGroup",

"identitystore:ListGroupMembershipsForMember"

1,

"Resource": "*"

JIT(Just-in-Time) == HAA AFEXIE 2T IAM 2

"Version": "2012-10-17",
"Statement": [{
"Sid": "AllowJITNAOperations",
"Effect": "Allow",
"Action": [
"ssm:StartAccessRequest",
"ssm:GetAccessToken"

1,
"Resource": "*"
},
{
"Sid": "AllowOpsItemCreationAndRetrieval",
"Effect": "Allow",
"Action": [
"ssm:CreateOpsItem",
"ssm:GetOpsItem"
1,
"Resource": "arn:aws:ssm:*:*:opsitem/*"
.
{
"Sid": "AllowListAccessRequests",
"Effect": "Allow",
"Action": [

"ssm:DescribeOpsItems",
"ssm:GetOpsSummary",
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"ssm:ListOpsItemEvents",
"ssm:DescribeSessions"

]I

"Resource": "*"

"Sid": "RequestManualApprovals",

"Action": "ssm:StartAutomationExecution",
"Effect": "Allow",
"Resource": "arn:aws:ssm:*:*:document/*",

"Condition": {
"StringEquals": {
"ssm:DocumentType": "ManualApprovalPolicy"

"Sid": "StartManualApprovalsAutomationExecution",
"Effect": "Allow",

"Action": "ssm:StartAutomationExecution",
"Resource": "arn:aws:ssm:*:*:automation-execution/*"

"Sid": "AllowManualApprovalAutomationExecutionTagging",
"Effect": "Allow",
"Action": [
"ssm:AddTagsToResource"
1,
"Resource": [
"arn:aws:ssm:*:*:automation-execution/*"
1,
"Condition": {
"StringEquals": {

"aws:RequestTag/SystemsManagerJustInTimeNodeAccessManaged":

},
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"SystemsManagerJustInTimeNodeAccessManaged"

Iltruell
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"Sid": "CancelAccessRequestManualApproval",

"Effect": "Allow",

"Action": "ssm:StopAutomationExecution",

"Resource": "arn:aws:ssm:*:*:automation-execution/*",

"Condition": {
"StringEquals": {
"aws:ResourceTag/SystemsManagerJustInTimeNodeAccessManaged": "true"

"Sid": "DescribeEC2Instances",

"Effect": "Allow",

"Action": [
"ec2:DescribeInstances",
"ec2:DescribeTags",
"ec2:GetPasswordData"

1,

"Resource": "*"

"Sid": "AllowListSSMManagedNodesAndTags",

"Effect": "Allow",

"Action": [
"ssm:DescribeInstanceInformation",
"ssm:ListTagsForResource"

]I

"Resource": "*"

"Sid": "QuickSetupConfigurationManagers",

"Effect": "Allow",

"Action": [
"ssm-quicksetup:ListConfigurationManagers",
"ssm-quicksetup:GetConfigurationManager",
"ssm-quicksetup:ListConfigurations",
"ssm-quicksetup:ListQuickSetupTypes",
"ssm-quicksetup:GetConfiguration"

1,

"Resource": "*"

"Sid": "AllowSessionManagerOperations",
"Effect": "Allow",
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"Action": [
"ssm:DescribeSessions",
"ssm:GetConnectionStatus"

1,

"Resource": "*"
I
{

"Sid": "AllowRDPOperations",

"Effect": "Allow",

"Action": [
"ssm-guiconnect:ListConnections"”,
"ssm:GetConnectionStatus"

1,

"Resource": "*"

},
{

"Sid": "QuickSetupDeployments",

"Effect": "Allow",

"Action": [
"cloudformation:ListStacks",
"cloudformation:DescribeStacks",
"organizations:DescribeOrganization",
"organizations:ListDelegatedAdministrators"

1,

"Resource": "*"

I
{

"Sid": "AllowSsmJitnaPoliciesReadOnly",
"Effect": "Allow",
"Action": [
"ssm:GetDocument",
"ssm:DescribeDocument"
1,
"Resource": [
"arn:aws:ssm:*:account id:document/*"
1,
"Condition": {
"StringEquals": {
"ssm:DocumentType": [
"ManualApprovalPolicy",
"AutoApprovalPolicy"
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}I
{

"Sid": "AllowSsmJitnaPoliciesListOperations",
"Effect": "Allow",
"Action": [
"ssm:ListDocuments",
"ssm:ListDocumentVersions"

1,

"Resource'": "*"

"Sid": "ExploreNodes",

"Effect": "Allow",

"Action": [
"ssm:ListNodesSummary",
"ssm:ListNodes",
"ssm:DescribeInstanceProperties"”

1,

"Resource": "*"

"Sid": "IdentityStorePermissions",

"Effect": "Allow",

"Action": [
"sso:DescribeRegisteredRegions",
"sso:ListDirectoryAssociations",
"identitystore:GetUserId",
"identitystore:DescribeUser",
"identitystore:DescribeGroup"

1,

"Resource": "*"

(® Note
SQ HME MY, AUO|o|E E= AAIst= API 2ol CHet AMAE | BHsted™
AutoApprovalPolicy & ManualApprovalPolicy 2A] f&0i ssm:DocumentType
=7 7|18 A8 ELIC} StartAccessRequest 2! GetAccessToken API 2142 CSot ZF

Mot ZHEAE 7|8 XIfsHR| AL

Mo E

* aws:ViaAwsService
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» aws:MultiFactorAuthPresent
» aws:SourceVpce

+ aws:UserAgent
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principal or resource has attribute

name

};

(principal, action, resource)
when {

permit | forbid

effect
scope
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o E1 - HNAE permit(d12) £ forbid(HE)ELICE.
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=
AWS: :SSM: :Action: :"getTokenForInstanceAccess" lL|C}.

« ZUH-EWI MEE|E HHAEQ|LICH

// Allows users in the Engineering group from the Platform org to automatically connect
to nodes tagged with Engineering and Production keys.

permit (
principal in AWS::IdentityStore::Group::"d4q81745-r081-7079-d789-14dalEXAMPLE",
action == AWS::SSM::Action::"getTokenForInstanceAccess",
resource

)

when {
principal has organization && resource.hasTag("Engineering") &&

resource.hasTag("Production") && principal.organization == "Platform"

};

o424 ™

&& ALFRE

mjn
gl

At8stol EM 2ol 2 HE F 7 ol AEE =+ /U&LICH

// Allow access if node has tag where the tag key is Environment
// & tag value is Development

permit(principal, action == AWS::SSM::getTokenForInstanceAccess, resource)
when {

resource.hasTag("Environment") &&

resource.getTag("Environment") == "Development"

1Y

m>
0
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permit (
principal,
action == AWS::SSM::Action::"getTokenForInstanceAccess",
resource
)
when {
principal has employeeNumber && principal.employeeNumber like "E-1*" &&
resource.hasTag("Purpose") && resource.getTag('"Purpose") == "Testing"
}

=7t ofxl= chE(HA & oA 2 HESHMAIR.
JIT(Just-in-Time) .= E HMA AF|O}

CHZ 2 JIT(Just-in-Time) .= M| A 0] CHEF Cedar A2 7|0FILICH.

namespace AWS::EC2 {
entity Instance tags String;

namespace AWS::IdentityStore {
entity Group;

entity User in [Group] {
employeeNumber?: String,
costCenter?: String,
organization?: String,
division?: String,

i

namespace AWS::IAM {

entity Role;
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type AuthorizationContext = {
principalTags: PrincipalTags,

i

entity PrincipalTags tags String;

namespace AWS::SSM {
entity ManagedInstance tags String;

action "getTokenForInstanceAccess" appliesTo {

principal: [AWS::IdentityStore::User],

resource: [AWS::EC2::Instance, AWS::SSM::ManagedInstance],
context: {

jam": AWS::IAM::AuthorizationContext
}

Clfel Z7E ALE5t0d RiS &2 L= AUMA HE HAo| HAHAE S MAE M= & QAMAIE Al
83501 F7 ZUE FIIE £ UELICEH M ZHo| TR EFHZE FIlste Ol M8E = =
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Ct.
AL 28 2 HEE MEH
! Boolean - Boolean =2 not.
= any - any CHS. &0l YxIsHK| 2= &
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SELICH M2 CHE Rl &
2 43 M2 Zg = glaLict
I= any - any 25, HSo| HECH( & X).
< (long, long) - Boolean Hot =2 HiE He
<= (long, long) - Boolean 7L Z2 HiE M,
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(long, long) - Boolean
(long, long) - Boolean

(entity, entity) -~ Boolean

(entity, set(entity)) -~ Boolean

(Boolean, Boolean) -~ Boolean
(Boolean, Boolean) -~ Boolean
entity - Boolean

(entity, attribute) — Boolean

(string, string) » Boolean
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.hasTag()

.getTag()

.contains()

.containsAll()

.containsAny()
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// Users assuming IAM roles

o
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(set, any) - Boolean HHA S dYEELICHBE A9
QLACIX]).

(set, set) - Boolean AZlgo B e BE 24
7t L0 JEX| EHIAEF
LICt.

(set, set) -~ Boolean A &gol B &gl 247t =
gElo] JU=X| HAEF LT

with a principal tag of "Elevated" can automatically access

nodes tagged with the "Environment" key when the value equals "prod"

permit(principal, action ==
when {

AWS: :SSM: :getTokenForInstanceAccess, resource)

// Verify IAM role principal tag
context.iam.principalTags.getTag("AccessLevel") == "Elevated" &&

// Verify the node has a tag with "Environment" tag key and a tag value of "prod"
resource.hasTag("Environment") &&
resource.getTag("Environment") == "prod"

};

// Identity Center users in

the "Contractor" division can automatically access nodes

tagged with the "Environment" key when the value equals "dev"

permit(principal, action ==
when {
// Verify that the user

AWS: :SSM: :getTokenForInstanceAccess, resource)

is part of the "Contractor" division

principal.division == "Contractor" &&
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// Verify the node has a tag with
resource.hasTag("Environment") &&
resource.getTag("Environment") == "dev"

i

"Environment" tag key and a tag value of "dev"

// Identity Center users in a specified group can automatically access nodes tagged
with the "Environment" key when the value equals "Production"

permit(principal in AWS::IdentityStore::Group::"d4q81745-1r081-7079-d789-14dalEXAMPLE",
action ==

AWS: :SSM: :getTokenForInstanceAccess,
resource)

when {
resource.hasTag("Environment") &&
resource.getTag("Environment") == "Production"

Iy

—
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permit (

principal in AWS::IdentityStore::Group::"e8cl17310-e011-7089-d989-10dalEXAMPLE",
action == AWS::SSM::Action::

:"getTokenForInstanceAccess",

resource
)
when {
principal has costCenter && resource.hasTag("CostCenter") && principal.costCenter
== resource.getTag("CostCenter")
I
permit (
principal in AWS::IdentityStore::Group::"d4q81745-r081-7079-d789-14dalEXAMPLE",
action == AWS::SSM::Action::"getTokenForInstanceAccess",
resource
)
when {
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principal has organization && resource.hasTag("Engineering") &&

resource.hasTag("Production") && principal.organization == "Platform"
};
permit (
principal,
action == AWS::SSM::Action::"getTokenForInstanceAccess",
resource
)
when {
principal has employeeNumber && principal.employeeNumber like "E-1*" &&
resource.hasTag("Purpose") && resource.getTag("Purpose") == "Testing"
};
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forbid (
principal in AWS::IdentityStore::Group::"e8cl1l7310-e011-7089-d989-10dalEXAMPLE",
action == AWS::SSM::Action::"getTokenForInstanceAccess",
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resource
)
when {
resource.hasTag("Environment") && resource.getTag("Environment") == "Production"
};
forbid (
principal,
action == AWS::SSM::Action::"getTokenForInstanceAccess",
resource
)
when {
principal has division && principal.division != "Finance" &&
resource.hasTag("DataClassification") && resource.getTag("DataClassification") ==
"Financial"
I
forbid (
principal,
action == AWS::SSM::Action::"getTokenForInstanceAccess",
resource
)
when {
principal has employeeNumber && principal.employeeNumber like "TEMP-*" &&
resource.hasTag("Criticality") && resource.getTag("Criticality") == "High"
I
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Create a Cedar policy statement that allows a principal to use the
“getTokenForInstanceAccess" action for a resource

that has a tag key “Environment” and tag value of “Testing”. Use the following
example statement for reference to verify the syntax.

permit (
principal in AWS::IdentityStore::Group::"e8cl1l7310-e011-7089-d989-10dalEXAMPLE",
action == AWS::SSM::Action::"getTokenForInstanceAccess",
resource

)
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when {
principal has organization && resource.hasTag("Engineering") &&
resource.hasTag("Production") && principal.organization == "Platform"
13

The Cedar policy statement you create must be valid. Validate the Cedar statement
using the AWS documentation provided for just-in-time node access policy statement
structure and make sure you abide by the schema.

3. O|oN ZEZEE Qladstn C}

Ojo

I Ze a0l waRaLICH

Based on the AWS documentation for Cedar policy statements and the examples
provided, I'll create a valid Cedar policy

statement that allows a principal to use the "getTokenForInstanceAccess" action for
resources with the tag key "Environment" and tag value "Testing".

Here's the Cedar policy statement:

permit (
principal,
action == AWS::SSM::Action::"getTokenForInstanceAccess",
resource

)

when {
resource.hasTag("Environment") &&
resource.getTag("Environment") == "Testing"

};

This policy statement:
1. Uses the permit effect to allow access

2. Applies to any principal (since no specific principal is defined)

3. Specifically targets the "getTokenForInstanceAccess" action

4. Applies to resources that have a tag with key "Environment" and value "Testing"
5. Uses the proper syntax for the condition clause with the hasTag() and getTag()
operators

The statement follows the Cedar policy language structure as documented in the AWS
Systems Manager documentation for just-in-time node access policies.

4. HHM ZE M Cedar It of| E04 g0 =2 ABELICL Cedar playground& Al&stod 22 4
58 sk J&LUch
5. 22 @88 % Cedar tUS XMEELIC

Systems ManagerZ JIT(Just-in-Time) YA A A 154


https://www.cedarpolicy.com/en/playground

AWS Systems Manager

6.

MergdolM s
o

At&3stod 52l

Linux & macOS

aws ssm create-document \
--content file://path/to/file/policyContent.cedar \
--name "SSM-JustInTimeAccessAutoApprovalPolicy" \
--document-type "AutoApproval"

Windows

aws ssm create-document A
--content file://C:\path\to\file\policyContent.cedar *
--name "SSM-JustInTimeAccessAutoApprovalPolicy" »
--document-type "AutoApproval"

PowerShell

$cedar = Get-Content -Path "C:\path\to\file\policyContent.cedar" | Out-String
New-SSMDocument °

-Content $cedar °

-Name "SSM-JustInTimeAccessAutoApprovalPolicy"

-DocumentType "AutoApproval"

® Note
s 5021 HAo| 42 EA 0|E2 SSM-JustInTimeAccessAutoApprovalPolicy0d
of &Lct AWS AH™E & AWS 2|TF 1712 A& &2 HAO IS = U&LICH M A
HE Yol B2 B XM 0|F2 SSM-JustInTimeAccessDenyAccessOrgPolicy0q
OF B LICt. AWS Organizations Z & 1712] 745 HA|A HEOE Qg = o, HA2
Systems Manager2| €| &lEl 22|kt Aol M e x|o{of eL|Ct =& &2l Aol HH
N2 RS CHE SSM A2t SUEFLICH XFM[8H LI 2 CreateDocumentE & X 5tHAll
2.
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® Note

Slack Rf'HOIM EH HMA QEE £ E= HE5t2{™ Slack HEZE FEE IAM A& of
ssm:SendAutomationSignal #&H0| /0 MRS X E5tE AlE HHO| UK =HQIFL
Ct.
{
"Effect": "Allow",
"Principal": {
"Service": "chatbot.amazonaws.com"
1,
"Action": "sts:AssumeRole"
}
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"Sid": "Allow the GUI Connect service principal to access S3",
"Effect": "Allow",
"Principal": {

"Service": "ssm-guiconnect.amazonaws.com"

},
"Action": [
"kms:GenerateDataKey*"

1,

"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "account-id"

},
"StringLike": {
"kms:ViaService": "s3.region.amazonaws.com"

RDP 214 7|5 & 2|8 IAM THEt 74
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* ssm-guiconnect:UpdateConnectionRecordingPreferences
* ssm-guiconnect:GetConnectionRecordingPreferences

* ssm-guiconnect:DeleteConnectionRecordingPreferences

kms:CreateGrant
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JIT(Just-in-Time) L £ HAM|A FHFHO| = RDP 9142 BtE2{H Ct & T™to| e FhLct.

* ssm-guiconnect:CancelConnection

* ssm-guiconnect:GetConnection
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* ssm-guiconnect:StartConnection

* kms:CreateGrant

AlEfst7] T EH| At

og

2 M

Hd 7|58 MY stedH WX S3 HAE £ ’Sﬁh"_ ChE HZA
resource placeholder& Ar&Xto| HEZ HHELIC
(HHZ! & F7tol| CHEr REA|E LH%% Amazon Simple Storage Service AFHE A
£2 AE5tod HZ! HA FIHE FESHMR.)
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ConnectionRecording",
"Effect": "Allow",
"Principal":
"Service": [
"'ssm-guiconnect.amazonaws.com"
]
},
"Action": "s3:PutObject",
"Resource":
"arn:aws:s3:::bucket name",
"arn:aws:s3:::bucket name/*"
1)
"Condition":{
"StringEquals":{
"aws:SourceAccount":"123456789012"
}
}
}
]
}
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aws ssm start-access-request \
--targets Key=Instancelds,Values=i-02573cafcfEXAMPLE
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--reason "Troubleshooting networking performance issue"

ROl g0l HMof el =0 RIS Z HAL|HL =8 £ ZZMATE AIEELICH 5 &
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aws ssm get-access-token \
--access-request-id oi-12345abcdef
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aws ssm start-session \
--target i-02573cafcfEXAMPLE
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"Sid": "EncryptionForSystemsManagerS3Bucket",
"Effect": "Allow",

"Principal": {
"AWS": [
"account-id-1",
"account-id-2",

+

"Action": ["kms:Decrypt", "kms:GenerateDataKey"],
"Resource": "*"

"Condition": {
"StringEquals": {

’

"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::amzn-s3-demo-bucket"
o
"StringLike": {

"kms:ViaService": "s3.*.amazonaws.com"

.
"ArnLike": {

"aws:PrincipalArn": "arn:aws:iam::*:role/AWS-SSM-*"
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyHTTPRequests",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:*",
"Resource": [
"arn:aws:s3:::",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
1,
"Condition": {
"Bool": {
"aws:SecureTransport": "false"
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"Sid": "DenyNonSigV4Requests",

"Effect": "Deny",

"Principal": "*",

"Action": "s3:*",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1,

"Condition": {

"StringNotEquals": {
"s3:SignatureVersion": "AWS4-HMAC-SHA256"

"Sid": "AllowAccesslLog",
"Effect": "Allow",
"Principal": {
"Service": "logging.s3.amazonaws.com"
I
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/access-logs/*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "operational-account-id"
I
"ArnLike": {
"aws:SourceArn": "arn:aws:s3:::amzn-s3-demo-bucket"

"Sid": "AllowCrossAccountRead",

"Effect": "Allow",

"Principal": "*",

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/actions/*/
${aws:PrincipalAccount}/*",

"Condition": {

"StringEquals": {
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"aws:PrincipalOrgID": "organization-id"
}
}
},
{
"Sid": "AllowCrossAccountWrite",
"Effect": "Allow",
"Principal": "*",

"Action": [
"s3:PutObject",
"s3:DeleteObject"
1,
"Resource": "arn:aws:s3:::bucket-name/actions/*/${aws:PrincipalAccount}/*",
"Condition": {
"StringEquals": {
"aws:PrincipalOrgID": "organization-id"
},
"ArnLike": {
"aws:PrincipalArn": [
"arn:aws:iam::*:role/AWS-SSM-
DiagnosisExecutionRole-operational-account-id-home-region",
"arn:aws:iam::*:role/AWS-SSM-DiagnosisAdminRole-operational -
account-id-home-region",
"arn:aws:iam::*:role/AWS-SSM-
RemediationExecutionRole-operational-account-id-home-region",
"arn:aws:iam::*:role/AWS-SSM-RemediationAdminRole-operational-
account-id-home-region"

]
}
}
},
{
"Sid": "AllowCrossAccountListUnderAccountOwnPrefix",
"Effect": "Allow",
"Principal": "*",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket",

"Condition": {
"StringEquals": {
"aws:PrincipalOrgID": "organization-id"
},
"StringlLike": {
"s3:prefix": "*/${aws:PrincipalAccount}/*"
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}
},
{
"Sid": "AllowCrossAccountGetConfigWithinOrganization",
"Effect": "Allow",
"Principal": "*",
"Action": "s3:GetEncryptionConfiguration",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket",
"Condition": {
"StringEquals": {
"aws:PrincipalOrgID": "organization-id"
}
}
}

£l 7| Z4of CHEF Amazon S3 B! &4 =4

TIE HZI2 Y H™HE Systems Managerdll 2 2E5t= B2 Chat 22 7|2 HA HHg A85t
0 Y-oELct.
{

"Version": "2012-10-17",
"Statement": [
{

"Sid": "DenyHTTPRequests",

"Effect": "Deny",

"Principal": "*",

"Action": "s3:*",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1,

"Condition": {

"Bool": {
"aws:SecureTransport": "false"

"Sid": "DenyNonSigV4Requests",
"Effect": "Deny",

Systems ManagerZ 2|8t Amazon S3 HZ! & HZ! Moz &4 199



AWS Systems Manager AL 7Hol=

"Principal": "*",

"Action": "s3:*",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1,

"Condition": {

"StringNotEquals": {
"s3:SignatureVersion": "AWS4-HMAC-SHA256"

Systems ManagerZ 2|8t Amazon S3 HZ! & HZ! Moz &4 200



AWS Systems Manager AL 7Hol=

AWS Systems Manager =7 AFH

Systems Managere =TT & 47}X| HF 2 JE-?FE* LICH Ot B A M= AWS Systems Manager
O| CtEst ot Ol st AHE5te Lol CHaH B erLCt ZF 3= ofeof U= BS MELS
04 Zf =10 CHSH AtAl[S| &rot=LICt.

0|I

2 L E= 5t0|EEE & HE[Z 2R E 8- E0| M Systems Manageret &7 AIEStEE FHE 2
| A

E AlARLICH

Compliance
Compliance& AFE35t01 &2l L= E3/of CHall THX| 7™ &4 L 7 LEHE AW = UE
LICt. 0421 AWS A L AWS Z|To| T|O|EE +=E5tof EAHE = #HE ExdtXx| gte §4 2
AAR EECIRE £ Q&LICE 72X 2 2 Compliance= Patch Manager I x| 2! State Manager
Ao Cist #’d & CIO|EHE E A

s grLCt. _._°+ ITEEE HIRLA QT AFE O] 2 MH|AE A
A XHstD AHA| 7+ H &2+ fEE 0tE = USLICH

Distributor

Distributorg At&3t04 M7 |X|E st 22l = =0f B{EZELICH DistributorE A& 5t AHA]
AL ZER|0{E WZ|F L, AmazonCIoudWatchAgentQ} 20l AWSOIM A28 of0|ME AZE
-r4|0'| I 7| X|E &0} Systems Manager 2|8 =0 Mx|& £ QU&LICH IHF|X|E *S MHx|st
= Distributor2 AF25t0d | THF|X| HAE AMHst T M TH7| K|S CHA| Mx|stHLE M ZHO|L} &
Al o2 FItste 2IED0|A HO[0|EE =& E &= U &LICE Distributor= 2 Z E 9|04 T{7|
X|ot &2 2|AAE Systems Manager 2|8 = =0f H A& LICH

Fleet Manager

Fleet Manager= = E& 202 #ElsteE Ol 20| &l & AFE X QIE{H 0| A UI) B E L
C}. Fleet Managerg At&3tH stLtol 2&0IM A 22X AEf & A

CESt JHE CIHEO|A B QIAEAO|M CIO|EHE =%&lsto] 2&0|AM Letrel EX sHZ
AT E sE = A&LCH =|7|01|= CIEE{2] 2 1Y LI £ 7], Windows BIX|AEE| 2|, A
AMA AHE A g2l Sol ZEE LICH

0
0
orr

)
£
i

Hybrid Activations
stolE2|E 2 HE|Z2RE #F0lAM H EC2 AARIE #E[d tEZ2 MYstedH 5to|E2[=E
= QS8 MMELICH HE Q52 nix|H HE 215 Z=2 IDE &7 ELICH Amazon Elastic




AWS Systems Manager AL 7Hol=

Compute Cloud(Amazon EC2) HA|A ID & Hot &5 F[9t 242 7|52 s=™&sl= 0| ZELLID =
gtoz #E|d QAE A M Systems Manager AH|A0]| QFREHH| M AE £~ Q& LT,

Systems Managerg At&35to{ Zt2[steie B2 AU X| C|uto|Ao] CHE EH5HE BHE =& UEL
Ct.

Inventory
Inventory= HEIE tE0HMH LAZES | '| CIHIER|E s=Elot= HH2 XtSsHELICE. InventoryE
AE35tod o Z2|AH 0| I A @A Tix| Sof CHet HIELH|O|E{E £ g 4 &Lct

mj x| 2F2l&t

Patch Manager& At&36t0{ Eot 224 3l J|El 8ol UU|0|ER 2EIE = EE WR|sts Z2A|
A E XS 3EFLIC} Patch ManagerE AFE35HH 2 ®A|et o ZEZ|ZI0|M RFE 1 ol
L|Ct. (Windows Serverof| A o Z 2710 X| 342 Microsoftoll A Z2[A St off Z 2|7 0| 2]
EZ MgHELICtH)

E
ok
o 1>
>

o
EE*EE' o h ?A%L—IEF Systems Manager S| H EI 7| A
7|Mo 2 I{k|E MER|GHHL AN EX| 2C|HEE #E2|-” =& WR(IE = U&sLct

02 9
1A

Linux 2% Mol ME x| 71Z 0] Y2 A T 5ol AHB 3o sHe EIZXIEEIS Holg 4
UELICH 2® Bl wEof ofH BlEX|EE7 TAEIRE MEsHs BIEXIE 2|0l AE o
OlEE MxI¥ £ &LIC Linuxel 22 2% #xl 29 dolol=z 25

X

2= MH9|XIE °*H|0|E% -
73
o

Run Command

Run Command& AF235t04 28 L Eo| g HASE OHHGHH i 22 2 2|ELICH Run
CommandE AF23I0{ =4 JHL} =4 Jo| CHAM & 2[d == EEroA o Z2|AH 0| Yol E Lt
Linux & A3 Z|E 2! Windows PowerShell 33 Aldint ZH2 2C|HE HA AL S &ELIC}.

MM 22| Kb

Session Managerg& At&3t04 CH3IE HEE Het X 7|8t & EE= AWS CLIE S35 A K| Cldt
0|A 8} Amazon Elastic Compute Cloud(Amazon EC2) QIAEAE BE|& &= Q&LICH Session
Manager= QIHIRE ZEE @1, Bastion HostE FXI5t1, SSH 7| & &2l 2L gio| 2ot

L+ 202



AWS Systems Manager

dA 7t dE & AX| ClHtolA & QIARIA #hE| 7|58 MSELICH E§ Session ManagerE
S5 QIAEA CHE MOo{El HMAE QT o= 3|A EH, A% Hot gtig &4H &5t
QIAEIA HMA ME HETF ZEE 25| Z4AL 7tsE 208 MBSt SAIM =5 AL XHoi|A|
SIX| CIHFO|A & Amazon Elastic Compute Cloud(Amazon EC2) QIAEIA0f CHSH ZHEHSH 24 2 2
JZ2A ZHE HMAE MBELICE Session ManagerE AF235t2dE 12 QIARA E|0{E AFR
Sflof gFLICH AtMlE LHE2 12 QIAEA E[o{ A MME XML,

State Manager

State Managerg At&35t01 22l L E& Ho|E 4E|E R X|ot= 2 HE XHSEHELICEH State
ManagerE At&35t04 #2l& =71 Al A §H AT EQ0{E EEAERME|LE, Windows Z |
2loi| A K| 7LE(Windows Server = =0 5iE), S8 AZEQ| 0 YOOI EE WREIZE & = U

T AA
&LCt.

Change Management &=

Automation

Automation@ 2 UHHx0l R x| 22| 2 HZ EjAT E XIS 3EHLICE AutomationS AHS S

Amazon Machine Images(AMIs)E 4 I H|0|Est, EEIO|H & 0|0|ME UH|O|EE XHE
! x

51, Windows Server LIAEAAM &S E RYAE™HSIT, Linux 2IAEIA 0| SSH 7|E A5
T,0S x| == OHEZ|AHO|M UOI0|EE MEE £ &LICt

Change Calendar

Change Calendare K| 8t 2FQ4(04|: Systems Manager Automation &1& {04 A{)0] AWS A0l M
FHE|HL >R 2E S E*W LU AlZH HY|E Hd™ste ol =&0| ELICH Change Calendaro|
Mz ol @& o|HIEELD B LIC} Change Calendar & =2 M+d35l™ ChangeCalendar &

89| Systems Manager A7t MM ELIC}H Change Calendartl A M= iCalendar 2.0 C|O|E{E
bt BIAE Ao 2 X{ZELICH Change Calendar & 50l £7I6t= O|HEE EA ol 2T} &
LICt. Change Calendar QIE{H|O|A A =52 = OHIEE F7I5t7LE .ics THUS AHE5101 K|

HEl= ME ZtE| ABIHo A O|HIEE 7tXE &+ A&LICH

Change Manager

Change Manager= OHEZ2|AH|0|M 714 & Q1 Btof| CHEF 2F #HE ,
15t7| e AIE{ZElO|= ¥ el 2 FHI JLICt stte] I[E 22|t H-EolMH AwS
OrganizationsE AF& 324 0424 AWS Z2|Toi Q= 042{ AWS Ao
Ct. == 24 HEE A&35t0{ stLte| AWS 7| Zof| CHE #H4E AL
LA 2R OlA 2lAaA 250l CHE HE AL E 2t2|5H2i™ Change ManagergE AFS &FLICEH

Change Management == 203


https://icalendar.org/

AWS Systems Manager AL 7Hol=

Documents

Systems Manager & A{(SSM £ A)E Systems Manager7} +&85t= 2t HolgfL|ct SSM &
M f&8of= State Manager2t Run CommandollA A& &= Command 2 A2t Systems Manager
Automation0| A A& 5H= Automation A& A7t E&HEILICEH Systems Managerdl|= ZEFIo| m}E}
O/EE X501 ArE = JUe AT 4 27 =4 7 28 E|o] UJ&LICH EM= JSON E=
YAMLE E3 7}S5tH AAE X7} X[ st= EHAQ oh2t0|eHE Z&fefLct.

S| &2 7|zt

AR M ZEQ8HEHATE BELHSHX I g:'_ EH

2 A

Quick Setup2(E) AHE5t0 HEEl= 2 Atalol| et Xk Ar&st= AWS MH[A & 7|S8 F
AErLC Quick Setup2 7HE AWS AHI'H0i| A& 3F7HLE AWS Organizations2}t & & 5+04 0421 AWS
HAE U AWS BITHAM AFEE & U&LICH Quick Setup2 38 £&= HE EfATE XHE38}5104
Systems ManagerE Z &gt MH|A M E 7hASHgFL|CE O[2{8t EfA 3 0= E =+ AWS Identity
and Access Management(IAM) QIAEIA T 21l 45 M0 7| ofx| HAF & QIHIEZ| =X}
7te 20f @ Al AX{0| T 3HE(L|C}

OfZ2|FH 0| =

AppConfig
AppConfig& AE3t0o{ OHEE[A 0| 7 L 7|5 ST E 4, 22| L HiEE = JU&Lch
AppConfige ZE 29| ofZ2[AH oMo CHEt Mo{E HiZE K| ELICH. Amazon EC2 QIAE
A, AWS Lambda Z1El|O|L4, 2HI Y o E 27| 0|4 EE= AX| C|HtO|A M EARE|= OHEE|7
O[Moi| M AppConfig& AIEE &= JU&LICH oHEE[A0|M FHE HIZE [ LR E Y X|5t7| {8l
AppConfigtll= & AAZ[7F ZEELICH AE 7| &2 E£= o|0| HAE AM35tod i £ 5ted
= FAo| o= 8t 2 ESstex| #QlgtLIct T4 HiZ S0 AppConfige OHEZ 2|7 0|ME ZL

"'J

E{25t0 BHEZ 7t S HMQIX| & QlELCt AlA”R @77 ehdstHL HiZ 7 ZEE S St off
Z 2|70 ALE X0l CHEr FEE |43t 7| fIsH AppConfigZ7t B8 AL S E#FLICH

Application Manager

Application I\/IanagerE DevOps 2 X|L[0{7} O EE|7H|0|M & 2 EHAE oA AWS 2|4

Ao 2tHE EXE T At slASH= ol =& 0| ElLICh. Application Manager0i| A o & 2| 7|
O|M2 stLt2l E"-r|§ assttiE AWS 2|24 0| =2|M OFLICH ol =2l 282 ¥ 7HX|

o & SH Cher Yol o EE[7H0|M, 2BAte| A7H B = LA #3S LEHE &

oiZz|7o|M 204



AWS Systems Manager AL 7Hol=

A& LICH Application Manager2| 716 0|4 E2{AE{ X[ ¢0ll= Amazon Elastic Kubernetes

Service(Amazon EKS) & Amazon Elastic Container Service(Amazon ECS) 8{AE{7t 25 E &
EILIC}. Application Manager= 0424 AWS MH|A 4! Systems Manager T 28 E{o| 2H HEE

Et2l AWS Management ConsoleZ Z|A|&fLIC}.

ot2to|le AE04

(o)
=

Parameter Store= T4 Cl|O|EH X &= ZE[E [ et™et AE X AEE[X|E M3 &
EI|0|E-| Hio|A 2R, Amazon Elastic Compute Cloud(Amazon EC2) IAEIA |D, Amazon
1 2to|MA I EQt Z2 CIO|E{E metd|H gt 2 MEE = U&LICt

S detHAE = ASEE OOIHZ MEE & A&LICH O3 O S ietd|HE &8 M x|
Yet n7et O|F S AL85t04 (2 B E & U&LCh

CloudWatch Dashboards

Amazon CloudWatch CHA| 2 E &= CloudWatch 2& 0| AF2 X} X|& 0| 758t ©H|o|X| 2, CHE 2
Moi| EME EIAAE H|RSH0{ EHU E7[0M BIAAE DLIERSHE Ol A E &= U&LICH
CloudWatch CHA|EEE AL 3t AWS Z|A A0 CHEr X[ E L ZEO| AFSX| X|H H7 |2 MAJst

T+ U&LICH

Explorer

Explorere AWS ElAA0| CHEt HEE BED5t= A8 X[H 7tS8 2Y tHAIE=]LCt
Explorerol= AWS H/H & AWS 2| 2| 2 O|0|E{(OpsData)l CHEt &A| £7(7F Z AELICY.
Explorer0i| A{ OpsData0il= Amazon EC2 QIAEIAO| CHEt HIEIC|OIE, THX| 7 &+ MF HE
ol 2 =] °*E(Opsltems)0| ZEELICH Explorer2 At = ofZ 2|71 0]M0f Opsltems 7t
HHEZ = &AL AlZH Zobo] [HE FA| 2 3 RHo|™of CHst ZHEIAEE NZELICH Explorer
M HEE JE5t & ZE{25H0] ALSRIQ BHE0| 4T 20| LREt EFo| 2HS HE =
A&LICt 2MEL7t =2 BXE A5t H Systems Manager2| = 7@l OpsCenterE AH8 3104
Automation TS S A5t O|2{Et EXME HEE = U&LICH.

Incident Manager

Incident Manager= AF&Xt7F AWS S AE! o E2|7|0|Moi| &2 O|x|l= QLAITHEE 256t =
Tot= Ol =20| El= QIAIEHE 2| 2&LCt
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OpsCenter

OpsCenter= 2% AX|LI0{}H IT METH7L AWS E|a A0t ZAE 2 2] &5 (Opsitems)=
B3, ZAstn, siEE = Ue &Y fIXIE MSELICH OpsCenter= AWS 2|40 BEE
Olxle 2Mel B sHZ AlztE Bt S AAHEI & LICE O] Systems Manager =+ = 2t
Opsltem, #& Opsltems & &2 2|4 A0] CHEE ZHRIAE AL O|O|E{E MB5HHA MH|A
0l ZH OpsltemsE & AH st EESHELICH EFF OpsCenter= BEXME 11Z25t= Ol AFSE = QU
= Systems Manager Automation TS & M S & LICt Zf Opsitemod CHal A 7Hs8H ALS A XS
HIOIEE X|HE = Q&LICH ME) L AAYZ OpsltemsO CHEH KIS MM QA HTIME E £
U&LICH

Systems Managerg& At&35t0{ = EfA T =

Ol XAt&ME A8 35104 AWS Systems Manager % AIZHSEMI 2. Systems Manager0il M & 2|5t
Amazon Elastic Compute Cloud(Amazon EC2) QIAEAE A|Z5tE Wit #E|Y CIARHAN 44
ot WS uiZLct

Systems Manager= 024 =7 2| 250(7| =0l EF L A[AO|L} REEMZ A MH[AE L7HE =
oi&Lict o]l AAE MM E 2 7t X| EFE Afsh|ct.

At

2

EXe

AlEF5t7| oi| X Systems ManagergE At& 8 EC2 RQIAEIA AE|o| A E Rt =3l of & LICtH

SSM Agent7Z} AR A x| El AMIE AF2610{ QIAEIA A|E}

Hxto| -dHoil 2t AWS Management Console2 A& 301 Amazon EC2 QIARAE AlZHE £
Ct O]l Rt AME & H 2l QIAHAE W2 AESEE 57| 28t Jo|22 JtsEt 2E
CtEX|= b &Lich
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https://console.aws.amazon.com/ec2/H| A Amazon EC2 &8 L|C}.

2. EC2 22 CHAIEE9| QIAEIA A|Z(Launch instance) CHEH & KFof| M QIAEIA A|ZH(Launch
instance)2 MEHEF CHg, EAIZlE SM0i|AM QIAEA AlZH(Launch instance)2 MEHEFLICE

3. O|2 2 Ef1 ol2Ho| O|E 0] QIAEAE AMHFI= 0|2 =2dshL|C}.

=
oHZ2|7i0| M & OS 0|0|X|(Amazon Machine Image)lM CtS 2 =& & LICH.
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10.
11.

12.
13.

W= AR RS MEHEH CHS Amazon LinuxE ME§EFLICH QIARIA O] 2 XA|(OS)LCH.

Amazon Machine Image(AMI)0|A{ Amazon Linux 22| HVM & MEdgHL|Ct

A RO CUAEHA R ST FR0i|M QIATHAS| StER0] &2 MEAFLICH 7|2HMoE

2.micro QIAEA RS MEAFLICE t2.micro QIAEA RS AWS ZE| E[0{2
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AWS Systems Manager 2 & (https://console.aws.amazon.com/systems-manager/)= 3L|C}.

& M 20 M Fleet ManagerE ME&FL|CH
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AWS Systems Manager AL 7Hol=

4. = xd ool ElOl MM ARt MEtEHLICH

5. 91Z(Connect)S ME4EFLIC}.

IAEIA HE|
Ol RH&ABOR MAE Bl QIARIA Xig oM SRELICH UAHAE SR6H ZIH

o= AX|ELICH

RQIAFHAE = 5C{H

1. https://console.aws.amazon.com/ec2/0l Al Amazon EC2 &2 LCt.

2. EfM F0|M Instances(RQIATIA)E MEHSILICEH QIARA SF0|M QIAHAE MEAFHL|CY

3. QIAHA HEH, CIAHA ZEE A2 MESFL|CH

4. EZOQIMHAIRI7} LIEILIH SEE MEAEFLICEH
Amazon EC27} QIAEIAE ZEZELICH QAEAE S22 20T LA Z ZL0|A EAIE
HEfZE FX|E|H, I O|F &S0| XSS E AKELICH BRE QIAHAE Z& C|AET0[0f A

Y MAHE = &L

AWS Systems Manager =E T

AWS Systems Managere= CtES1 Z2 AAMA, #E| W #EE L& 74 7 E XMSELc 2el
LEESolEE|E A HE|ZERE # B0 A Systems Manager@t 74 AF&SIES R HEI ZE AlA
E1011 |},

[==—|

|

* AWS Systems Manager Compliance

+ AWS Systems Manager Distributor

* AWS Systems Manager Fleet Manager
+ AWS Systems Manager §l0|EZ|E HE 215

* AWS Systems Manager Inventory

* AWS Systems Manager Patch Manager

+ AWS Systems Manager Run Command

* AWS Systems Manager Session Manager

* AWS Systems Manager State Manager
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AWS Systems Manager AL 7Hol=

AWS Systems Manager Compliance

AWS Systems Manager2| =7 ¢l Compliance& At&35t0 28 L= E3/0 s WX #H &+ &
T g S AME = U&LICt o{2] AWS HE & 2[Mo| C|o|EHE s=&3to HAS = rHE &
ot X| gt B 2|lAAR EECRE = JA&UCH 7|22 22 Compliance= Patch Manager0| I
%o CHet $XH &= Cl|0|E{E E AlSt1 State Manager0l| 9122 FE A|EfLIC Patch Manager®} State
Manager= 25 AWS Systems Manager2| =7 L|C}. ComplianceE A|Zf35t24™ Systems Manager
=& Guict BM &M ComplianceE ME EFLICEH

Patch Manager0l M I x| #& £ C|0|E{E& AWS Security HubZ 2 & Q& LICH Security HubO|
Me SHE97 52 WOt 97 W7 £4 NEIE ZRNoR motg 4 AUsLIC E3 E30| I

P
x| 4EiE ZLIEHZELICE RHAIEH LI &2 Patch Manager@ AWS Security Hub
Al2.

Complianced|l= Ct&1t 22 FI7tMQl ™ 2 7|s50] [U&LCH
« AWS Config& AF83}04 Patch Manager I x| Ci|O|E{2} State Manager 217Z304| CH
U HE A =XE FLICH

« ITEEHIZLA 2F Mo et 7dE E-E AKX XIEstod KA 778 &+ RES BFE = U

&LiCt.

rot
=1
o
i
1
N
I

- AWS Systems Manager, State Manager 5= Amazon EventBridge2| & C}H& =321 Run
Command& AtE35t0{ X E sHZAELICH.

« Amazon Athena?t Amazon QuickSightZ C|0|E{& Z&/5t0{ EX! A ETMHE MdghLct

EventBridge X|¥

O| Systems Manager == Amazon EventBridge T 2I0AM O|HE Ko 2 X|HE LICt RHAE
L& Amazon EventBridge2 Systems Manager O|HE 2 L|E{3 &! & X: Systems Manager&
Amazon EventBridge O|HIE THE & R& MME & XM L.

Chef InSpec S &

Systems Manager= Chef InSpecit & & ElLICt. InSpec2 GitHub EE= Amazon Simple Storage

Service(S3)01| S¢t IS T2 0SS HMHE = Us LE AA HEFY Z U LCt Systems

ManagerE At&35to A & AME F™stT F+ L HIE
1L

LH& & Systems Manager Compliance2t & 7H Chef InSpec

L E oY & &L/ RhMIE

_JI\_ = T
E0U AE HEE FESHAAIR.
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AWS Systems Manager AL 7Hol=

Compliance= F7t H|& gi0| XM ELICt A& st= AWS E|A&A0| CHSHMEH HIE S X|E6
Ct.

ir
s
o
-

LHE

+ Compliance A|%f3}7|

- 7 Eof CHEF HE F M

« Compliance?| Z|AA C|O|E{ £7|3} MM
- & &0 CHal RtAIS| otE 7]

« Compliance?| Z|AA H|O|E{ 57|35} AFA
- EventBridgeE ME35t0i 7 & =4l sHZ

« AWS CLIE At835t0 MAEA X H 7 £ HIEHIOHE EFELICH

Compliance A|%t&}7|

AWS Systems Manager2| =7 2! ComplianceE A|&35t2{™ CtF EfAIE &= &LCH.

Task REMIEH R

Compliance= Patch Manager2| T{ x| | O| Z X2 2|8 Systems Manager S 2& M™
E{2Q} State Manager2| 12 AFS&FLICI

Patch Manager@t State Manager= 25 AWS

Systems Manager2| =7 &{L|Ct. Compliance

£ Systems ManagerZ At235t04 #2/8 == 9|

ANEXtHo| A & FET AFSFLICE 5to|

2Z|lE 2 HE|Z 2R E #7Z32| Amazon Elastic

Compute Cloud(Amazon EC2) QIAEIA &l H]

EC2 AAHI0| CHE MY F AIE S R ERE

x| golghct.

>

2™ = Eo|M AFE 3= AWS Identity and A Z20f cist Het 1A
Access Management(IAM) G& 2 AC|0|E St
of 7 &4 Het2 M sHefuct.

Wkl 8 &4E ZLIEHESE{E B Patch AWS Systems Manager Patch Manager
Managerg T3 =X| 2 QIFLICt Complianc
eZt x| 7+ &= ClIOIEHE ZEAl5tZ{H Patch
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Task AhAlEt HE

Managerg At&sotod miX| QS +sHofF &
LICE.

&% State AWS Systems Manager State Manager

i 7 £+ 8 ZLERSHH
Manager 912 f
Compliance7}
o{H 42 Ms5HoF g Lct.

g WO g

X-l% _I_.lLX-I

S E4 24 02 O M ALE ST Y|

[

(M= AR P ES
2

27| lah AlAH

MEH ALY MEA XIH AH &+ RE2 01 AWSCLIE AF85t0{ ALEAH XH #HE & O
LIC}. EIC|O|E{E &E&tLCt
(M) 2l4&A HIo|E S7(3HE M4A45H0q CHA Compliance®| E|AA O|0O|E{ 57|53} MM

Amazon Simple Storage Service(Amazon S3)
HZlol M 2E 7 F4 ClolE{S EAgLct

=1

o &0l cigt HE 7

O| API 242 Amazon EC2 QIAEIA L= BE|8 L E9F A2 X|HE ElAAN A H &+ 8 4l 7|

B HE B4 AR HEE SSEUCH

2 Aol|o|E35HoF g LICt Systems ManagerOl A 2|5t EC2 QIAEIAO| QIAEA = 21} loj| CHE
o

KEMIBE LHE 2 Systems Manager0il 28t QIAEA HEF 714 MMZ FZTSHM L. CHE f3of #a|
S LEo B LEMMAIEStE IAM P 2 CH5 Hete = UO|o[EFLICH AtAIEH LIS 2 IAM AL

o

8 dBMe| g Hel YUO0|EE HEStA|

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
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AWS Systems Manager AL 7Hol=

"ssm:PutComplianceIltems"
1,
"Resource": "*",
"Condition": {
"StringEquals": {

"ec2:SourceInstanceARN": "${ec2:SourceInstanceARN}"
}
}
},
{
"Effect": "Allow",
"Action": [
"ssm:PutComplianceIltems"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"ssm:SourceInstanceARN": "${ssm:SourceInstanceARN}"
}
}
}

Compliance8| 2|AA C|0|E 715 44

AWS Systems Manager?2| 2|4&A C|0|E S7(3t 7|s2 AL85t0{ 2 E

E{E CH4 Amazon Simple Storage Service(Amazon S3) HZIS 2 M& & 4= Q|
ME M o4t AWS A, AWS 2[ 2 5t0|EEZ|=E L HE[ZZIRE &EoM #El™E =
= A& J8{H ME2 #d &=+ dlo|H7 =& E wotct 2[4AA dole §7(3H 7t 2 o|o|H
E Xse2 U o|EELICH BE 7 &% Clo|EH7I tHef S3 & ol XE /T4 Amazon Athena®t
Amazon QuickSight Z2 AMH|AE A8 3504 =78 O|o|Eof CHEt H2|E M-S AHLE BME = U&
LICt. Compliancel| 2|44 OB S7(8F T2 L34 2Lt

F2lEd
ol
=

O}E

Compliance®| E|AA |O|E &7(3H= AWS Management Consoledi| A CHS A &toi k2t A8
Ct.

2l44 DlOlE] S7I5HE 215 S3 HZ! M4 U TH(ES)

1. https://console.aws.amazon.com/s3/0l A Amazon S3 &2 Y L|Ct.
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X

AWS Systems Manager ALZ%t 7H0|=

2.

HAE 7 £ ClO|HE MEE HIAS dd&LIc RiME L& 2 Amazon Simple Storage
Service AHE B M| HI! HEE HEstM 2. HA! olF ot HIIE et AwS 2|He 2 X

Of=LICH.

o &Lt ol amzn-s3-demo-bucket &
Account-ID% AEX7t 8t S3 HZ! 0| 2 &8 AWS A IDE HiELICH HE 39
Bucket-Prefix& Amazon S3 S AHGHR| CIRE{Z]) O|§ 22 HIELICH HFAE MAM5HK]
orotChd X4=H o] ARNOIM Bucket-Prefix/E M7t MAIL.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "SSMBucketPermissionsCheck",
"Effect": "Allow",
"Principal": {
"Service": "ssm.amazonaws.com"

1,
"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket"

"Sid": " SSMBucketDelivery",
"Effect": "Allow",
"Principal": {

"Service": "ssm.amazonaws.com"
},
"Action": "s3:PutObject",
"Resource": ["arn:aws:s3:::amzn-s3-demo-bucket/Bucket-Prefix/*/

accountid=Account_ID_number/*"],

"Condition": {

"StringEquals": {

"s3:x-amz-acl": "bucket-owner-full-control"
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AWS Systems Manager AL 7Hol=

2lAaA Oo|E S7(53F M4

1. AWS Systems Manager & & (https://console.aws.amazon.com/systems-manager/)2 3L|LC}.

2. ErM &0l M Fleet ManagerE ME4EFLICEH

3. [H™E &El(Account management)], [2|4 A Ci|O|E 7|8} (Resource Data Syncs)|& ME1EH CHS
[ElAA O|O|E{ 7|3 4 4(Create resource data sync)|& ME4ELICE

4. [&7|3t O|&(Sync name)] ZEO| 7|8 74 0|§S =T LICH

5. [HZ O|&(Bucket name)] HE0f HiE AlZHE M 8t Amazon S3 HZ! 0| & =g LICH.

6. (M) HZ! HEF AHBucket prefix) ZE0{ S3 HZ! HFAHEHR CIRIE2]) 2] 0|§2 =Lt

7. MMM s3 BZ!I0] 3R AWS 2ITol| fx|5HHE B! 2| 2E0oAM o] 21 MEfgFLICE B2 0]

CHE AWS 2T ol flx[5H [CHE 2|T(Another region)]S MEiE 1 2| 0| S QI=2dEtLIC.

® Note
S7|3te} CH4 S3 BHZ!0| MZ CHE 2ol flxlste d<0= HIolE & 20| 21t
Z| £ ol&LICt RHMEH L2 2 Amazon S3 222 XML

8. MMM(Create)S ME4EFLICE.

1

T &40 CHslf XtMIT| otE 7|

AWS Systems Manager2| =7l Compllance._ Patch Manager I x| 2| T{ x| 4 EHQ} State Manager
ol o4 CHet oo|EHE +=&stn EngfLICt Patch Manager®?t State Manager= 25 AWS
Systems Manager@| =T &IL|C}. 8 Compliance= & 2|8 = =0 CH3H X|H8H AL R Ho| 77

Z 8o s 2ogLcH o] MMo= olgEt ™ £ |8 2o OiEt M5 HE 2t Systems
Manager 7’8 £ CIO|EHE 2= Y40l Lot Q&LICH 8t 78 £ Ol HEA ME FHE F

Rlsts Yo WE X ChELCH

(@ Note

Systems Manager= Chef InSpec} & & ElLICt. InSpec GitHub == Amazon Simple
Storage Service(S3)0l| S¢F It T2 oS MMHE = U= AA HEIY T3]
LIC} Systems ManagerE Al235t0 & &4 ZHAE £8s6tT T4 U HIES QIAEAE &
oleh £~ Ql&L|C XFAMISH LI Systems Manager Compliance2t & 7H Chef InSpec Z Z 1}
U AS EHHE TSN AIL.

I
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AWS Systems Manager AL 7Hol=

Wi A ES HE

Patch Managerg& At&35t04 QIAEAO| IX[E MX|stD LI & == AWS Command Line
Interface(AWS CLI) B0 CHEr SEO|Lt ST 5F= Systems Manager API 212 S 78 &+ &

oHd
Effo] CHEt HEE Al 2 = JU&LICH

R E & JEH 2ol CHEF RHMIE 82 TX 78 &+ SE &f MMHE HZshM .

BN

State Manager 2 4 &

!

State Manager @12 S StLt O[4 M5t LI 2& EE= AWS CLI BEof cligt SEolut
Systems Manager AP| g Sall 7 & 4Eljoi CiE '
Compliance= Compliant = Non-compliant@|

= Medium)& 204&LICt.

BEE s oo 7 £4 HEH0|ES EEE 4 &Ltk 18H o| HEIHOEE 78 &4 21
g 9I3H CHE 7% E4 CloIE} B EAHIE & &LICh o8 Sof o220l ZlAvt BEly e

| = AMEECt T 7M1 & LCt 0] 3|AHE A 2.0 3.082 A
OIARATL FHE O|&E45104 HM 4.02 2 EE&Hs6ted & LICH PutComplianceltems AP
AHB3H0] AZER0I X O1H HAS MYste HEIE =28 BAMOE 7S 4 UALICH
AWS CLI, AWS Tools for Windows PowerShell FE= SDKE AL238t04 7 &4 HIEC)|0|E{Dt &ttt
T U&LICH CHS CLI Y ME2 oel™ QaBHAM 7Y £ HEHIOIHE E238tn, 2o 4
Custom: 22 M & 88 X|™HELICH Zt example resource placeholder& AMEXEe| M
HZ "fELct.

o

1l

o |8
im
do
=)
X
{e)

L
1o

Linux & macOS

aws ssm put-compliance-items \
--resource-id i-1234567890abcdef® \
--resource-type ManagedInstance \
--compliance-type Custom:SoftwareXCheck \
--execution-summary ExecutionTime=AnyStringToDenoteTimeOrDate \
--items
Id=Version2.0,Title=SoftwareXVersion,Severity=CRITICAL,Status=NON_COMPLIANT

Windows

aws ssm put-compliance-items ~
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--resource-id i-1234567890abcdefo *

--resource-type ManagedInstance *

--compliance-type Custom:SoftwareXCheck *

--execution-summary ExecutionTime=AnyStringToDenoteTimeOrDate *

--items
Id=Version2.0,Title=SoftwareXVersion,Severity=CRITICAL,Status=NON_COMPLIANT

(@ Note
ResourceType It2tO|E{= ManagedInstanceBt X| @& LICt 2213 AWS loT
Greengrass 201 C|HFO|A 0| AAER X[E 7 &8 F7I5t= B2 ManagedInstance?

ResourceTypeE AlEd5{oF & L|C}.
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CllolE{ 2 7[(AWS CLI)

#Mol #+H &+ ClolE EV|(2&
Systems Manager 2&0|M 7 &4 CIO|E{E EoiH Ctg HAHE WELct

Mol nd &+ EOME EidH

2

Systems Manager 2 £ 01| A

1.  AWS Systems Manager &2 & (https://console.aws.amazon.com/systems-manager/)= 3L|LC}.

2. ErM X0 M ComplianceE MEiELICEH
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AWS Systems Manager AL 7Hol=

MolM 7 &= CIo|EE EEl®sis s MEELIC #E &

=1
02
P
BN
n}
>

3.

HE L@ A MEHS
T Blad o MMol= MElEH ZHEE 7|8te 2 # & 0| 7JH=7t EA|ELICH
4. XMEt L2 27| 26l ElAAR E2ICI262{H ol2iE2 A3 28l 2lA 0] CHet ME HE 7Y
L FAHg MEst Zte[d = =9/ IDE MEfgFLICH
5. QIAEA ID EE&= O|&(Name) MIF HE H O|X|o| M T4 7+ &= (Configuration compliance)
EHg MEHSo] 2l —=of CHE AtMISH 28 7™ &+ B ME Eelg Lt
® Note

N
jo
2k

T8 & X 5ol ciet RtAIEH LHE 2 EventBridgeE At&5tod #8 & 2%l sHZ

#xie| 7+ &4 O|o|E| E7|(AWS CLI)

AWS CLIOIM CFE AWS CLI B™EE Ar83sto] TR M, 4, MEX X|H 7 £+ FZ0oll Tier
Y £ ol 292 2 & J&LICH

list-compliance-summaries

XEe 2Eeo et 8 £ X ™ 0lE
ListComplianceSummaries)

1>
)
i
0%
i
1o
FO
I
]
>
rulm
i

0|I
T
ful
>
T
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1. https://console.aws.amazon.com/events/0{ A Amazon EventBridge 2& 2 JL|C}.
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example resource placeholderg& Ar&Xte| HEZE HHELICH ResourceType IEHOIE{=
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Linux & macOS

aws ssm put-compliance-items \

--resource-id instance_ID \

--resource-type ManagedInstance \

--compliance-type Custom:user-defined_string \

--execution-summary ExecutionTime=user-defined_time_and/or_date_value \

--items Id=user-defined_ID,Title=user-
defined_title,Severity=one_or_more_comma-separated_severities:CRITICAL, MAJOR,
MINOR, INFORMATIONAL, or UNSPECIFIED,Status=COMPLIANT or NON_COMPLIANT

Windows

aws ssm put-compliance-items A
--resource-id instance_ID *
--resource-type ManagedInstance ~
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--compliance-type Custom:user-defined_string *

--execution-summary ExecutionTime=user-defined_time_and/or_date_value *

--items Id=user-defined_ID,Title=user-
defined_title,Severity=one_or_more_comma-separated_severities:CRITICAL, MAJOR,
MINOR, INFORMATIONAL, or UNSPECIFIED,Status=COMPLIANT or NON_COMPLIANT

3. O™ EHAHE gH55t0od stLt Ol 2| =0 AEXL X|H 7 £+ HEHIOHE F7tz S E L

ch. Che TS A8 stod BElY ool x| £k o2 7 £4 HEHOlEE 2502 #TY

Hd 7 £ HEHOlE

Linux & macOS

aws ssm put-compliance-items \

--resource-id instance_ID \

--resource-type ManagedInstance \

--compliance-type Association \

--execution-summary ExecutionTime=user-defined_time_and/or_date_value \

--items Id=user-defined_ID,Title=user-
defined_title,Severity=one_or_more_comma-separated_severities:CRITICAL, MAJOR,
MINOR, INFORMATIONAL, or UNSPECIFIED,Status=COMPLIANT or NON_COMPLIANT

Windows

aws ssm put-compliance-items ~

--resource-id instance_ID A

--resource-type ManagedInstance *

--compliance-type Association A

--execution-summary ExecutionTime=user-defined_time_and/or_date_value *

--items Id=user-defined_ID,Title=user-
defined_title,Severity=one_or_more_comma-separated_severities:CRITICAL, MAJOR,
MINOR, INFORMATIONAL, or UNSPECIFIED,Status=COMPLIANT or NON_COMPLIANT

i x| 78 &= HEC|olE

Linux & macOS

aws ssm put-compliance-items \
--resource-id instance_ID \
--resource-type ManagedInstance \
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--compliance-type Patch \

--execution-summary ExecutionTime=user-defined_time_and/
or_date_value,ExecutionIld=user-defined_ID,ExecutionType=Command \

--items Id=for_example, KB12345,Title=user-
defined_title,Severity=one_or_more_comma-separated_severities:CRITICAL,
MAJOR, MINOR,INFORMATIONAL, or UNSPECIFIED,Status=COMPLIANT or
NON_COMPLIANT,Details="{PatchGroup=name_of_group,PatchSeverity=the_patch_severity,
for example, CRITICAL}"

Windows

aws ssm put-compliance-items A

--resource-id instance_ID

--resource-type ManagedInstance ~

--compliance-type Patch ~

--execution-summary ExecutionTime=user-defined_time_and/
or_date_value,Executionld=user-defined_ID,ExecutionType=Command *

--items Id=for_example, KB12345,Title=user-
defined_title,Severity=one_or_more_comma-separated_severities:CRITICAL,
MAJOR, MINOR,INFORMATIONAL, or UNSPECIFIED,Status=COMPLIANT or
NON_COMPLIANT,Details="{PatchGroup=name_of_group,PatchSeverity=the_patch_severity,
for example, CRITICAL}"

24

>

4. CHS BUS AH50I SH BEH C0| FH ES 2 222 L0 LEE AS5H0] S
A8 &4 dlolelz =2t L,

Linux & macOS

aws ssm list-compliance-items \
--resource-ids instance_ID \
--resource-types ManagedInstance \
--filters one_or_more_filters

Windows

aws ssm list-compliance-items ~
--resource-ids instance_ID *
--resource-types ManagedInstance *
--filters one_or_more_filters

CHS ool M= ZE{Qt &7 ol BHEE At&8sts YHE 2o ELICH
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Linux & macOS

aws ssm list-compliance-items \

--resource-ids i-02573cafcfEXAMPLE \

--resource-type ManagedInstance \

--filters Key=DocumentName,Values=AWS-RunPowerShellScript
Key=Status,Values=NON_COMPLIANT, Type=NotEqual
Key=Id,Values=cee20ae7-6388-488e-8bel-a88ccEXAMPLE
Key=Severity,Values=UNSPECIFIED

Windows

aws ssm list-compliance-items 2

--resource-ids i-02573cafcfEXAMPLE ~

--resource-type ManagedInstance ~

--filters Key=DocumentName,Values=AWS-RunPowerShellScript
Key=Status,Values=NON_COMPLIANT, Type=NotEqual
Key=Id,Values=cee20ae7-6388-488e-8bel-a88ccEXAMPLE
Key=Severity,Values=UNSPECIFIED

Linux & macOS

aws ssm list-resource-compliance-summaries \
--filters Key=0OverallSeverity,Values=UNSPECIFIED

Windows

aws ssm list-resource-compliance-summaries #
--filters Key=0OverallSeverity,Values=UNSPECIFIED

Linux & macOS

aws ssm list-resource-compliance-summaries \
--filters Key=0OverallSeverity,Values=UNSPECIFIED

Key=ComplianceType,Values=Association Key=Instanceld,Values=i-02573cafcfEXAMPLE
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AWS Systems Manager

INE=Y ] Xe] )=
Windows
aws ssm list-resource-compliance-summaries #
--filters Key=0OverallSeverity,Values=UNSPECIFIED
Key=ComplianceType,Values=Association Key=Instanceld,Values=i-02573cafcfEXAMPLE
5. CHe HUS Astod 7 &4 4 92 HUCh LEE A850 5
c2ct2 8ot

o

78 F4 HolE2

CHE o Aol M= &

aws ssm list-resource-compliance-summaries --filters One or more filters
= EE{et & o]

T2 A8t Y™

£ 2o ELC}.
Linux & macOS

aws ssm list-resource-compliance-summaries \

--filters Key=ExecutionType,Values=Command
Windows

aws ssm list-resource-compliance-summaries *

--filters Key=ExecutionType,Values=Command

Linux & macOS

aws ssm list-resource-compliance-summaries \
--filters Key=AWS:InstanceInformation.PlatformType,Values=Windows
Key=OverallSeverity,Values=CRITICAL

Windows

aws ssm list-resource-compliance-summaries *

--filters Key=AWS:InstanceInformation.PlatformType,Values=Windows
Key=0OverallSeverity,Values=CRITICAL

B2 A 7Y T4 KB O AW E4 U AW 0IFS 21440/ 29 H4E B
Lich. EEIE AF85to S8 78 &4 Clols{Z s>t
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aws ssm list-compliance-summaries --filters One or more filters.
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Linux & macOS

aws ssm list-compliance-summaries \

--filters Key=AWS:InstanceInformation.PlatformType,Values=Windows
Key=PatchGroup,Values=TestGroup

Windows

aws ssm list-compliance-summaries ~

--filters Key=AWS:InstanceInformation.PlatformType,Values=Windows
Key=PatchGroup,Values=TestGroup

Linux & macOS

aws ssm list-compliance-summaries \

--filters Key=AWS:InstanceInformation.PlatformType,Values=Windows
Key=Executionld,Values=4adf@526-6aed-4694-97a5-14522EXAMPLE

Windows

aws ssm list-compliance-summaries ~

--filters Key=AWS:InstanceInformation.PlatformType,Values=Windows
Key=ExecutionlId,Values=4adf0526-6aed-4694-97a5-14522EXAMPLE
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« install 2 uninstall A3 & E. Windows Server 7|8t 2t2|& = E0{= PowerShell A3 E(AFE
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SSM Agent7} install 2! uninstall A3 2/ E Q| BS |1 £~&shL|Ct,

. A T, CHY BEIE ool T7|X|E A5 SSM Agent7t O] A% THUS BHobof BLICH

= JSON 84| OiLHAE ot oiLHAE = ZIP Tt Uofl 23 E[o] K| &
ZIP EP.%'J"—P %?E'?_F Amazon Simple Storage Service(Amazon S3) BH{Z!0i| X4

A5t D, 7|X|Q| ZIP T & IZHM ™ = 4o

i—l)oﬂ DH%E LICH OfLIHAEE HMHet= Y2 257 JSSON I 7| K|

:tzcl
N
A
T
rin
I
M
ol
0F

L
ol

I> 0
m
mo 3 mr r|r 9&
_l.:l
E
H:_
>|
rlllo

P
ELICH ofu |
28 MK HH =

OiLTAE 4 &

x
o

g

1z

FH Distributor7F AZE Qo] A& mlel 0|21

Distributor 2 & 0{| A Er&(Simple) TH7|X| MM S MEHS 1
MH A3 EE, It sHA] & JSON I Z|X| OHLIHAEE

[ —
CHAF Z2HE Ol o} F|EIRX{E y|Hlo 2 Mx%| Q! &
cy=iasiay

Distributor 229



AWS Systems Manager AL 7Hol=

X|HxlE m7|x| E2SHE L ot 7|=R

DistributorE AM&3l CHS Systems Manager 2218 == EZS1E0| IF7|XIE AAIE = U&LICH HT
2 CH& 2 A A Amazon Machine Image(AMI)2] & st Z12|A AT L x|dHoF & LICH O] HE

I_ o =
g °._|01| CHeF REMIEE LHE 2 2EF74: JSON T 7| X| OfL|H A E Ao 4B A FZstMA2.

® Note

Systems Manager._ CtZ AWS IoT Greengrass 20{ C|HIO|AE @[&t 23 XA & LEE X
5t K| & LICH REAIBH LI 2 AWS loT Greengrass Version 2 7HEFXF SFLHA{ O] AWS loT
Greengrass 201 C|HIO|A M MME H XM L.

ZHE mUmAE otelol 3= 2k XIMEIE of 7=k
AlmaLinux almalinux x86_64

ARM64
Amazon Linux 1, Amazon amazon x86_64 == x86

Linux 2, Amazon Linux 2023
ARM64(Amazon Linux 2 &

AL2023, A1 QIAEIA 28)

CentOS centos x86_64 EE= x86
Debian Server debian x86_64 EE= x86
openSUSE opensuse x86_64 £ x86
openSUSE Leap opensuseleap x86_64 £ x86
Oracle Linux oracle x86_64

Red Hat Enterprise Linux redhat x86_64 EE= x86
(RHEL)

ARMG64(RHEL 7.6 O|4F, A1 2l
ARA RE)

Rocky Linux rocky x86_64
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https://docs.aws.amazon.com/greengrass/v2/developerguide/setting-up.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/setting-up.html

AWS Systems Manager

- oL HAE nl
SUSE Linux Enterprise Server  suse

(SLES)

Ubuntu Server ubuntu
Windows Server windows

=S|

« Distributor M7

« Distributor {7 |X| &

- Distributor 8 ZAt Y 2Z

- AWS Systems ManagerDistributor £l 512

Distributor 474

AWS Systems Manager2| =7 Q! Distributorg AtS
Moi| = EHHE s~ Lt
Distributor At 274 22

AWS Systems Manager2| =7 Q! Distributorg A&
lgrLct.
Distributor 2~ 274

QT A

SSM Agent

ol AE & K|l ot 7=
ARM64
x86_64 = x86
x86_64 = x86
ARM64(Ubuntu Server 16 0|
A A1 QIAEA RF)
x86_64 &= x86
8 AZEQo] I|F|K|E MAd B2 L HHEZ 57|
st7| Tofl #Zol kg 2F Ag g EFstex &
=L

HiZ st 2eld = & 1i7|X|E M A
ste{= = =04 AWS Systems Manager SSM
Agent H71 2.3.274.0 0|4 0| A x|x|oq Qlo{ok
grLct.
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AWS Systems Manager AL 7Hol=

T Ag L=

AWS CLI (& M) Systems Manager 22 CHAlI AWS
Command Line Interface(AWS CLI)E AI&35}04
7 |X|E 46t Elste{H 24 HFE 0l A
AWS CLIo| z|Al ZIZ|AE Mx|EFL|CH

CLIE Mx|5tHL Ydad|o|Est= grEdod| CHEH
AEAIEE LI 2 AWS Command Line Interface
Al MAEHA 2] AWS Command Line Interface

HXE AxsA L.

AWS Tools for PowerShell (&) Systems Manager 2 CH&!l Tools for
PowerShell2 At83t0{ I 7|X|& A5t 2t
2/5t24M 24 HFE{0d| Tools for PowerShell 2]
x| & 2E|AE ERIFLICH

Tools for PowerShell€ A %[5 7{LF 28
O|=5t= 2ol CHB REAIE LHE 2 AWS
Tools for PowerShell Ab& A 9| AWS Tools
for Windows PowerShell EE= AWS Tools for
PowerShell Core M E & ZE5HML.

@ Note

Systems Manageroilkl= Distributorg A& 3104 Oracle Linux 228 = =01 Z{7|X|& H{Z 5}
= MY X|¥stx| ek&Lct

Distributor &2 AF25104 IAM QIAEIA T 20l &0l F= MM

A& LICE AWS Identity
£ Foqsliof gfLict Q1A
AEAN IAM HE HEE

AWS Systems Manager= 7|2X 2 2 QIAEIAO|M XHlg £&ie #Heto| Q
and Access Management(IAM) QIAEIA T2 TS AFS S0 HMA
BiA T 212 A|ZF A| Amazon Elastic Compute Cloud(Amazon EC2) ¢!
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https://docs.aws.amazon.com/cli/latest/userguide/installing.html
https://docs.aws.amazon.com/cli/latest/userguide/installing.html
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-getting-set-up.html
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-getting-set-up.html
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-getting-set-up.html

AWS Systems Manager AL 7Hol=

® Note
AX| CIHFO|A 7 AWS IoT Greengrass 2.0 AZ EQ0{2} SSM AgentE AT E 7 ME
[ Systems Manager7} A& 8l 2dE st IAM HH|A JYZ2 EHSIMR. QlARHA =

T o
EmAg AEsto{ 22l ol x| ClHIO|A E T EE 2Tt eigLct

Run Command®} State Manager S 2| C}E2 Systems Manager =& 0|0| AF&3t1 Qe &
2 0= Distributor0]l CH3H 28t HEH0| U= QUIAEA T2 00| o|0| LIAE A AL

04 {&LICt. Distributor EHRAIE T E = Q= HEHO| U=X| EQlstE 7HE ZHEHSH 22
AmazonSSMManagedinstanceCore H& & QIAEA Z 21t Qlof| @425t = WLICH XHMIE LIS

Systems Managerd| ZQ 8t QIAEA HEt 42 HXSHAML.

o 7| X|of| CHEt AP R} M| A Ao

AWS Identity and Access Management(IAM) XS AL 5t IH7|X|E 44, HHEZ L #E2[E = UE
AEE FNo{E = UGLICH EdF HE|E = EoM =38E = Q'E Run Command 2! State Manager

APl 242 HMo{g =T A &LICt. Distributor@t OFEF7FX|[2 Run Command & State Manager= 25
AWS Systems Manager2| =+ QILIC}.

ARN 4/
AR Hol mi7|X|E A Amazon ElAA O[S (ARN)I @4Z2Z|of QT ClS1H 242 EAlg &L

Ct.

arn:aws:ssm:region:account-id:document/document-name

CHE2 o LIch.

arn:aws:ssm:us-west-1:123456789012:document/ExampleDocumentName

247k 215 AL8XHeL BEIKHE I8 AWS AIB 71 IAM &2 H0{S AHS 5104 Distributor &redofl Ch2H
HES HoiE £ AUALICH EE W 27 ALgol MAE ALSK Mol IAM BAS MAY £ UL
=3

IAM EH0| A 4 AL Ofl CHE REMIEH LIS 1AM B8 94 4

m|m
ook
b
g'l_l
x
FO
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html

AWS Systems Manager AL 7Hol=

gAg ddstn APRXP FE 50l @dst= S0l CHEh ZtAM[EH LI 2 IAM AHE B S| IAM

= =

Distributor TN 7| X| & X{&E Amazon S3 HZ! M4 fF= AEH

AWS Systems Manager 2&0M Bt QI Z2E ALE6H TH7| XIS M8 < Distributoroi A
AZER|0{E YZE=5HE 7|E Amazon Simple Storage Service(Amazon S3) %S MEEFL|CY
Distributor= AWS Systems Manager2| =7 &lL|Ct. 1= (Advanced) 2 EZ2 0| M= AlEst7| 2o
AZEQo] EE KHAO| ZIP TS Amazon S3 HZl0of (A= =5l of §HL|ct &0l A EHe(Simple)

£ = I Z(Advanced) I EZE MEHGHE, APIE A SHE & 2Hgio] IiF|X| gg% Al2t5tE{™
Amazon S3 HZ!0| ZgtL|Ct. 7| X| MA =2 M AT} AR E|H Distributor7} A%x|& £+ e A X

E9o{ 2 XHAHE O] HZ!0 M LHE Systems Manager 2AE0{Z SAFEILICH AHAHO| LIE AEOIZ =
AE|7| 2o THZ|X| A4S OFR|H Amazon S3 HZ!S AA|SHHLE CHE 8 =2 AFE £ Ql&LICH

C

HZ! M gh ol CHet REMIBH LHE 2 Amazon Simple Storage Service AlZF SHLHM S| HHZ! &S
A ZotM2. AWS CLI BEE adistod HZ!g ddst= Edof e RtM[Et LI 2 AWS CLI
Command Reference2| mb& & ZstM 2.

Distributor IH 7| X| &H24

AWS Systems Manager 2&, AWS BHEZE T (AWS CLI & AWS Tools for PowerShell), AWS
SDKE At&3st0q Distributoroil A TZ|X|& F7t, 22 EEE HIZE & Q&LICH Distributors AWS
Systems ManagerQ| =7 L|C}. Distributoroll TH7|X|E F7}5+7] Hof:

o Mx%| 75 RIAFS MAMEH =S|},
)

o (MEH ALE) THF|X|2| JSON OHLIHIAE mtUE M LICt Distributor 2& 0 M Er&(Simple) TH 7 |
X ME Z2MAE ME5te dR0s HRSHK| A&LCH AE 7 |X| MM T2 M A0 M= JSON
LT AE U0l RIS 2 MY E|7| e ot

OfL|m A E 1Y AWS Systems Manager 22 0|Lt IAE F= JSON HE7|E A28l A4t
= A&Lct.

« MX| 7tSE A EE AZEQ0{E X{EE Amazon Simple Storage Service(Amazon S3) HZ 2
ZH|grLCt. 11 =(Advanced) 7| K| MAl T2 MAE A2 EICHH A|EESHZ| Ao RFAFE Amazon
S3 HAlofl dZ2 =g Lct.

(® Note

7| x| Mo =2 MAO|AM Distributor7t 7| X| LI 2 LS Systems Manager HHZ!0f| X%
St7| HE 7 |X| &2 0tEl & Ol HAE AMKIGHHLE CHE 82 AFSE = &L
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/CreatingABucket.html
https://docs.aws.amazon.com/cli/latest/reference/s3/mb.html

AWS Systems Manager AL 7Hol=

AWSO| M A AlEH T{Z|X|= o|O| 7| & /o] Hr HHZ & 4= &LICH AWSOIAM HAISE THF|X|E &
2l = =0i H{EZ 5t24™ Distributor I 7| X| x| EE= MH|0|E MME BT 3HA2.

AWS H|’H Ztof Distributor {7 |X| & SR & = U&LICH. AWS CLI BE0|M CtE AHoMH 378 o
7|X|E A85tE Z2 m7|X| 0|2 CHAl Amazon 2lA A O|E(ARN) IHZ|X|E AFSEFLICE

ZA

« Distributoroi A THZ|X| £ 7|

« Distributor0i| A IHZ|X| 4 A4

« 220 M Distributor T{7|X| &t H

&

A

o Z£0 M Distributor ZTHZ|X| Ej1 H

« Distributor I{Z|X[0{] H{& F7}

« Distributor I{7|X| AX| £ = O[0|E

o Distributor THZ7|X| X| 7
« Distributor I 7| X| &K

Distributor0f| M ZHZ|X| £ 7|

Mxz| 7hs8t o7 x| 224 AWS Systems Manager 2£0|LF ME 5= AWS HHE TFE AIEE
L|C}. Distributor= AWS Systems Manager2| =7 &/L|C}. Distributorol] 24 M| A 5t2{T AWS Systems
Manager 2& 2 @1 2% A &0l A Distributorg MEAEILICH At 7158t 2E THFIXRIE 2 = QU
&Lct

CHE MMoME MEstE BB E =T E AE5H0d Distributor I 7|X|& E& S S dTELICH

2350 M|Z = H2AS AF2 35109 Distributor IHF | K| 2 E = o]

i
I
—LI
i
_>,'_

ol 44

CHEt
Linux & macOS

Linux0l A AWS CLIE AtE35l04 I 7| X|E Ee{H

. BR I7IXIE Mols 2E I7IXIE Hw ohs e MWL

aws ssm list-documents \
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AWS Systems Manager

--filters Key=DocumentType,Values=Package

* AmazonO| &R ZE W7|X|E EciH Chg BB S ALt

aws ssm list-documents \

--filters Key=DocumentType,Values=Package Key=0wner,Values=Amazon

o ME ZIE|0|M A8t ZE If7|X|E Eo{H OIS W2 ASEHL|CH

aws ssm list-documents \

--filters Key=DocumentType,Values=Package Key=0wner,Values=ThirdParty

Windows

Windows0l| A AWS CLIE Al&35t0o{ Ii7|X| & EE2{H

OH

i 7|X|E Melgh 2 m7|X|E Ei{H oS FE S A~

aws ssm list-documents 2

--filters Key=DocumentType,Values=Package

« AmazonO| &R ZE W7|X|E EcidH Ot FES ALt

aws ssm list-documents 2

--filters Key=DocumentType,Values=Package Key=0Owner,Values=Amazon

. ME TElolM ARE 2E T7IXIE 224 O3 WS AwsLIC

aws ssm list-documents 2

--filters Key=DocumentType,Values=Package Key=0wner,Values=ThirdParty
PowerShell
Tools for PowerShell2 At&3t0{ IH7|X|& E2{™
. B WIIXIE MOIE RE 1j7|XIE Haiw Ot BHS MM

$filter = New-Object Amazon.SimpleSystemsManagement.Model.DocumentKeyValuesFilter
$filter.Key = "DocumentType"
$filter.Values = "Package"
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AWS Systems Manager ALZ%t 7H0|=

Get-SSMDocumentList °
-Filters @($filter)

* AmazonO| 2R3 ZE I7|X|E 2™ O3 BES gLt

$typeFilter = New-Object
Amazon.SimpleSystemsManagement.Model.DocumentKeyValuesFilter
$typeFilter.Key = "DocumentType"

$typeFilter.Values = "Package"

$ownerFilter = New-Object
Amazon.SimpleSystemsManagement.Model.DocumentKeyValuesFilter
$ownerFilter.Key = "Owner"

$ownerFilter.Values = "Amazon"

Get-SSMDocumentList °
-Filters @($typeFilter, $ownerFilter)

« M= TE|0M ARE ZE IF|X|E EeiH OIS BES AdeLict

$typeFilter = New-Object
Amazon.SimpleSystemsManagement.Model.DocumentKeyValuesFilter
$typeFilter.Key = "DocumentType"

$typeFilter.Values = "Package"

$ownerFilter = New-Object
Amazon.SimpleSystemsManagement.Model.DocumentKeyValuesFilter
$ownerFilter.Key = "Owner"

$ownerFilter.Values = "ThirdParty"

Get-SSMDocumentlList °
-Filters @($typeFilter, $ownerFilter)

Distributor0f| M TZHZ|X| A4

I 7|X|E Ysted™H dR| 7tset AZEQ o E= AME 28 MK SSHE0tc ok 1714 EH[Ef L

Ch zb ol 170 ol RlofofRr W7 |X|E & + U&LICt

of] ESHFM SUS TUS A8 stE B US & UK 7 [X[of AZe ZE mp U2 oHL/m|
AEO|Files MMoi LIFE|o{ {o{ok ELICH 2£0iM B HIEZE ALE8l I7(XIE HHst=
F0e HUHAET RISz HYELICH B EM0o Hd8e = Ues ol =|cH 7H+= 2070
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AWS Systems Manager AL 7Hol=

LICH Zf mhdof 2|cH 7= 1GBRILICH X|HEl= E3F0f CiEh RtAMIEH LI 2 XIREl= T7 (X[ =

I AIARIOIM Af SSM A8 MA3BtLICE O] ME AL BEIE ool 1)
L

Cl289Q1 oMl Z{7|X| ExamplePackage.zip2 & AO|EO|M CIR2EEE 5= U&LICH oA TLH?leOﬂ
£ 2t2E JSON OiL|m A E 2} PowerShell v7.0.08 M x| ME:LE:*.' | ZfEl zip Tt 3747t E0{ XU
guct dx| Y NHH AIEEN = F28F BHO| TR E[0] UX| A&LICH TF(Advanced) I E
2oME AZEQ0] UX| TN AJEEE zip THUZ SFaHof W7 XE HMHE = UXIBH B
(Simple) T EZ20| M= EX| 7IsEt AHetE S FS5HX| et&LICh

|
- HEFIEEE M
- I HIEZE M

gf 7| x| 4

=2
o
St 7 [x| 4

Che QI ERE A8 S T7IX 44

M
I

O| Ml440{ A= Distributor 2£ 2 AEdH B = I7|X| & I EZE 4=45109 Distributorol A T 7|
X2 M5t geol sl ot LICH Distributor= AWS Systems Manager2| T QILICH THF|XIE
MMetEdH AX| 7tsE AHtE 22U MA SSHE0tCH T 1744 EHIEFLICH ZFO[ 174 O] {Lo{of
oF Ii 7| K| & MAE £ Ql&LICH EF=(Simple) THF|X| MM T2 MAME M| L AMH AFRIES}

|

2
S OoOE2 T AAHE
o

0} siAl, 22| 2 JSON EAIS| DL AET} AHS o2 MMELICH EH&(Simple) Y2 EE2 L E MY
shed M| TS Y= otod ZIP YR Y& sts ZRMAS M2 Tj7|X|E HIR s 17T ssM
EME MABE T2 AT} HEIELICH KIEElS BHE) Chet M2 LIS XIBEls (%]
SE O o7 K MM FESHML.

AME HMHEE AH83104 I 7| X|E THEH Distributor0il M install 2 uninstall A3 EE 7} MM
= | E ?I8t M7|X|E dHste dRol= YI0|E A3 B E(Update

Ch 2Lt QIZ80|A YOlolE
pt) RO AbA| update 23 BE LIS E MS5HOk & LICH update 23 BIE0f CHEH U2 HAHS
=7 P%E [ Distributor2 install & uninstall A3 & EQ} &4 MMHE zip TF|X|0of 0| AT EE
g ZaEhch

(@ Note
In-place YO|O|E SME AE5I0o] A E Ol EZE2[7|0[ME 2zl = MESHX| 1 E
7|Z mZ|x| dx[of A mtO|Lt HCl|olEE mUS FIHEFLICH
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https://docs.aws.amazon.com/systems-manager/latest/userguide/samples/ExamplePackage.zip

AWS Systems Manager AL 7Hol=

e QI3 E22E Ar8sto{ TH7|X|E HdstedH

—

> w0 Dd

AWS Systems Manager 2 & (https://console.aws.amazon.com/systems-manager/)2 3LI|LCt.

= A 3ol M Distributorg =g LICtH

Distributor & H|O|X|0{| A m{ 7| X| 4 4d(Create package)dt Et#=(Simple)S XtICHZ MENEHLICH.

=
17| X| 4444(Create package) HOIXI0llA] T7|X| O|& S LHBfLICH W7IX| O[S 2K, %7}
OHAIE, CHAl 2 WSS Z 88 4 &L 0] 0182 2E Aol Ii7|X| o120l H8Y 4 IS
MET 2 BE3] YHHH0[ofof 5| WFIX|Q) BN ALY 4 28 HE 2 THI%0]0{of B

Ct.

(ME4 ALE) A O|F(Version name)oil A O|§ 2 UZELICH HT 0|&2 ZICH 512Kt 2 714
LI, o470l = 2RV ZE&E £ l&LICH

?|Xl(Location)0l| Al HZ! O|F X HFALE AFESt7HLE HHZ! URLE AEstod IS MEHEFLICEH

A EQ|o{ (2 = (Upload software)0ll M AZ E Q|| o] F£7}H(Add software)E AMEHSH CHS, . rpm,
i, .deb =H 2 AFE5t0{ MX| 7IS8 AT EQof IS HAELCH EF% O|Foi =0l U
95’._=i A2 7 AIiELICH AZEQo] T2 & Hoi| 171 O Y2 EE = JU&LICH.

CHel Z3HE (Target platform)0oi| M A x| mtUotct EA[E CHY 28 M E =
E 2 A7 R EAL0] Ao EECIR STl et 2S M E MHEHELIC.

Ch&(Simple) H7|X| M I E2 0| AR, Mx| 758 ototct 3t HA H2=3517| IHE o

Distributoro| A Ct=2] 2 &MAof| B oS CHA SR XHSt =& HHE5H7| I8t F7+ ©AH 7t
ZI$tL|Ct o & £01 0|&0| Logtool_v1.1.1.rpm@ AZEQ|o{ M| oS U2 =35 4
0= B (Simple) A EE2ROM 7|22t2 = 7t X| #HE5H0FRE SUEH AZ EQ|0{E Amazon
Linux & M A2t Ubuntu 2 Ao YEEE = A&LIC o2 EHES o2 X|HE m

£ CFE & otLHE s ELC

N
©
=]
ne
S
ul
4>
lo
o
02
=
[k
L]
i
IR
rr
I
>
|0
HU
2
HU
N
1
4>
20
0
fu
0>
(T
Jo
Lu
HH
2
o X
=2
r

24E BiT(Platform version)ol A EAIE 2 MK BHE B0l _any, AUCSIE Fof 2=
alA BE(7Y) £ AZEY0IE MB35 3 29 HA YEIA HHQIX| 2QIEL|
§ MK BHE TS KIBsHs Yol CHEF AFMIBH LIS 2 264 JSON 17| x| ofLim) A

A4 B0l M 4TS &
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https://console.aws.amazon.com/systems-manager/

AWS Systems Manager AL 7Hol=

10. OF7|El%{(Architecture)e| EECI2 SE0o|M Mx| ot otct 2Hst = | 5}
LICE X|HElE Z2 M of7|=xol CHE RtMIEE LI 2 X El= T7|X| E5HE & ot 7|=x A

Mg FEFAMR.

11, (MEH AEH AJZIEE SHEMSt D M| 7HS 8 A EQ)o{ofl CHSH Distributorofl A MAE|l= A5 2
_|

[ |
12. (MEH ALE QIZE0|A YCIO|E| AEE JC0|E A3
T Update script(dCI0|E AT BIE) S MEf OH S,
Systems Manager= AL XHE CHAISHO] UHIO|E AT BIEE WHSIK| ef&LICt

13. AZEQJo{ Mx| n}US F7}5l24H Add software(AZE Qo FIHE MEEFLIC} ofL|™ C}S
CHH 2 o|SELct,

14. (M= ALE) Manifest(OiL|HI A E)E & & 5104 Distributord|l M M x| 7tS 8t A Z Efo{oi| M5t
JSON I{7|X| OHLHAEE AT FLICt Ol HAtE A& e 0|F E3E HM, CHy ESE S 4o
™ Generate manifest(O{L|IHAE M4)E MENSH0{ YC|0|E

= £ 9jofoil CHEH B B WA
I.

- o
E Z|X| oiLHAES #lgL]

o MR U E Ch+ ol 2 Aol = =5t

o L—
'I" —
HEg == U&Lich oA E HEo]| chgt REM[EE LHE2 2E7|: JSON Ii
A % _7E
A

Distributord M ~ZEQfo{ YEE L W7 |X| B S obE W7t x| ZICHEIL|CH ZF MX| ool Y2 E

A E} 7t Distributorol| EA|ELICH Of 22 FItet= W7 |X| =2t I 7(of et B 27X 22 = UE
L|Ct. Distributoroil M MEZ22 mZ7|X|2| [THZ|X| MIF HE (Package details)] I O|X|2 XS E|C|ZHME]
gt AT EQ0{7t YECEE F0o|x O] HO|XIE Y& 2 MENE = &LICt. Distributor7t ZH 7|
X| M Z2 NAE o2 W7HR] (27| K] HI M E (Package details)] H O|X|of miZ|X|oi CHEt 2& X
Hot EAEX] i&LICH M2 I 7 [X]| dd ZTEMAE SK|ste{H FAE ME{gFLCH

ES® |01 x| U2 YECESHX| Zote dRo= [(HEE ATi(Upload
LICH FE2EEE CtA| A|=5t2{™ Retry upload(PEE RA|T)E MEHSHLICE
=X a2 ghedoll chgt XFMIEE LH& 2 AWS Systems ManagerDistributor &

Al

Distributoroil A L& A X
failed)] HIAIX|7F & I.=!
7| x| 4 Aulof &
M S MAMS &t E

= 1l

o|-
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AWS Systems Manager AL 7Hol=

1= 222 MEE I7|X| &Y

o| MMOIME 12 AF2A7F M| L AMH AT ZIEQ JSON DHLHAE mflZ Mx|
F=3lo 4Amazon S3 I 2 Y2 EFt £ Distributoroll A THZ|X|E MAE = = Bredo]| CHaH A
ototE Zi &Lt

H7|X|& dgsted™ AX| 7hser RH&to| zip LU E 28 #MA EHEY stLte| zip LU= =HIEL
Ct. I 7|X|& H&5ted™ stLt o|& el zip mhdo| EefLIct CHE2 2, JSON MHL|HAE S Mg
LICH oHLmAE0 = 7K 2 & mhUoi CHer ZQIE{Tt & ?:.*Eloi AEGLICH ERFIE T

= CIEE S F73 D LB AET SHE 2f2=2 MAT 2 S3 HAo| M7 |XE U2 EEL
Ct.

0od| A 7| X| ExamplePackage.zip2 Amazon ZAIO|ENM CIR2EEEY = U&LICH oA iZ[X|ol=
2t 2 El JSON OHLIHAEQ} zip T 37H7F E04 QU&LICH.

=X

o 1EtAH: ZIP T M A

« 2E7: JSON T 7| X| OfL|H A E

« 3CHAH|: Amazon S3 H{Z/ofl TH7|X| 2 OL|HAE 2=

o 4TtA: Distributorodl THZ| K| F7}

1EHA|: ZIP T A A

At
LS| zip TS AXIE + gl 32 W7|Xx|oe XI°4°PE4" 293 Kﬂﬂl .zip JlF°'OI oH-P‘Al Iz
E

—

. Red Hat Enterprise Linux & Amazon Linux QIAEAE AtXo z SUFH RPM
MY Olg AE £ o8 E F 29 AMAE X|stei™ o] HF| K| zip THUS StLIRH 2433t oF
grLlct
Tl o

install 2 uninstall A3 &/E. Windows Server 7|8t 22| = E 0= PowerShell A3 &I E(AFE
E 0|80|install.psl Y uninstall.ps1)7t EQELIC Linux 7|8 228 =0 & A&
R E(AZIRE 0|&: install.sh Y uninstall.sh)7} 2 &FL|Ct SSM Agent7t install &

uninstall A3 2| E o] g AlSHSHL|C},
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Mzl Z2 3 (of: .rpm EE .msi)S A

ok

update 2AF B EQLICH YCIO|E AT ZEE MB5HH In-place update SMS AHE5t0{ TH 7|
_|

X dxI& = JAaLct 7|& m7[X| x[oi M THUO[Lt YHO|EE HUE FII5tEd= 8 In-
place update SM2 YO|0|EE sdst= SO WF|X| ofEE|AIO|ME LEEIRISE THESHK]

of&LICH Windows Server 7|8t # 2|8 = E0{= PowerShell A3 2| E(update.pslEte 23 E
E)7t L ErLIC Linux 7|8 #2838 == M AJZIE(update.shiete O|EQ| AT RIE)J}L E
QEFLICH SSM Agent2 update 23 ZE Q| B S A&ELICH

I 7|X| dx| EE= LO|o|Eof CHEt RtM|EH L& 2 Distributor I 7|X| x| EE= UO[0|E MMHE X
StAl2.

MZ install & uninstall AR E S E &8 zip 1}2O| 0f & A u{E2{H of|A| THZ|X|2]
ExamplePackage.zip2 CIH22ZESHAMAIL.
2EHAl: JSON THZ|X| DT A E M

Mx| mtdE ZH|sto4 ZIP IHUZE 2 F35t10 JSON OHLHAEE MdgL|ch Eh:% E.:.'% 2Lct. of
Cheo| MAloll= OfLIHAE HEZIo| YR o CHet MBEO| Lot U&LICH JSON HEZIE AHS3H Of
LIHAEE W o| ntUE MAME 4+ U&L|CH =8t I7|X|E MEE M AWS System Manager 2&
oM OHLIHAEE 2de = &Lt
{
"schemaVersion": "2.0",
"version": "your-version",
"publishexr": "optional-publisher-name",
"packages": {
"platform": {
"platform-version": {
"architecture": {
"file": ".zip-file-name-1.zip"
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}
.
"another-platform": {
"platform-version": {
"architecture": {
"file": ".zip-file-name-2.zip"

}
},
"another-platform": {
"platform-version": {
"architecture": {

"file": ".zip-file-name-3.zip"
}
}
}
},
"files": {
".zip-file-name-1.zip": {
"checksums": {
"sha256": "checksum"
}
},
".zip-file-name-2.zip": {
"checksums": {
"sha256": '"checksum"
}
}
}

[T

JSON I{7|X| L HAEE H4stt{H™

1. OHLHAEO AZ|OF HEE FIHELICH O] E2[20M AF7|O0F HEE2 Ed 2. 0LICH

{ "schemaVersion": "2.0",

2. OHUHHAEN ASX Mol I7|X| HEE FIHELICE Distributoroll THZ|X|& F7He M X|[H5t=
[EHZ O|E (Version name)]Q| Zt0I7| = BFLICH O 2t THF|X|E F=7IE [ Distributorodl A 244
Bt AWS Systems Manager = A2 A&7t ElL|CH Edt |4 miZ[X| o]||e| {7 |X| HTHE X
5249 AwWS-ConfigureAWSPackage Aol &{2dZto 2 0| gt MBELCt. version Ztol=
Zl
=

24 =& 2HE, stolZ A OHEEE A8 =+ U2 4ol £[CH 128K ULICH HIZ A| HE St
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H7|X| HE S €A XIEE = AU2edH A0 el =+ Ue WX HHE A8ste WO

Ch CHE2 ol LICh

o
I
C

"version": "1.0.1",

3. (MEf ALE) H AR O|& S FIHELICH TS 2 o LT

"publisher": "MyOrganization",

4. TF|X|E FIIELICE "packages" Etol= THF|X|2Q| zpi THUMM X|&5tE EHE, B ElA H
™ gl ot 7Bl &{oi| CHEF MHO| E0{ U&LICH AHAIEH LI 2 X|HEl= TF[X| E2SF Ll of 7|El X
MME FESHMR
platform-version2 QFUEFIE 7421 _any Y £ U&LICH Of gtE AFEStH zip HUO| B E
Z3E 222 E K|HE 2 LIEtELCH BEE £ HAO| X|RHEIZE F 2 2|A T Flof L=t
EE XIHE £ A&LICHo: 7). Y 2 A HHol| CHEr platform-version &g XY
S5 MEiSt 22 CHA 2 A AMIC| -t 2le(A HH o 2X|5H=X| =elgfLct ChEg2
2 MK SHIE 22 ¢S = UL E Motel= 2lAAdL|ct

« Windows Server 7|8t 2|38 == 0|AM 2 Z2|A HE 2 WMI(Windows Management
Instrumentation) Cl|O|E{2 AI8E &= U&LICH OIS BE ZFZEM BHES A HHE S

HE U2 ClS versiono CHSt A E & EM& = l&LICH

4

wmic 0S get /format:list

* Linux 7|gF 228 LEolM=E 23 MA 2ElAE ME 2760 HEHE &Y + U&LICH
2

(CHS &), VERSION_IDS| Zt S BtotE AA|2,

cat /etc/os-release

g HHEHSIX| o2 AR ClS HHEE A™SH /etc/1sb-release TH0|A LSB &2
7}X{2 1 DISTRIB_RELEASEQ| Zt& &ftotZL|Ct.

1sb_release -a

Ol 20| AlulistH QMo 2 HIZ E 7|Eo 2 ZE[AE &g = UELICL HE &
01, Debian Server0 M= /etc/debian_version It E, Red Hat Enterprise Linux0il M= /
etc/redhat-release IS AZHE = U&LICH
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hostnamectl

"packages": {
"platform": {
"platform-version": {
"architecture": {
"file": ".zip-file-name-1.zip"

}
1,
"another-platform": {
"platform-version": {
"architecture": {
"file": ".zip-file-name-2.zip"

}
Iy

"another-platform": {
"platform-version": {
"architecture": {
"file": ".zip-file-name-3.zip"

CtS2 o 2LICt o] Mol 2E XA ZEHE S amazon0|X, X|&HE|E &E2lA HE2
2016.090|11, Ot 7Bl X{= x86_640|11, O| ESHE S X|¥5t= zip T2 test.zipLICH.

{
"amazon": {
"2016.09": {
"x86_64": {
"file": "test.zip"
}
}
}
},
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o{7|X|7F A

Aol HE BT

12 X|

elste

LHEFLHZ| 2fsl 2t LEFHE 2k

_anyE Ftg = 9!

LD =
&LCt. 01|E = '| I 7| X|7} Amazon Linux2| 2= 2Ig|A oM K| =ICt T LIEFLHE{TE T4 7|
x| 20| CHS T HI%aHoF BLICH BT i OFF|=iX +Z0iM_any HUSIIEE ASsto] &
HEO| DE W, HTO| DE of7|SH T EEO| DE N U of7|HXE XV 4 UL
L|C}.
{
"amazon": {
"_any": {
"x86_64": {
"file": "test.zip"
}
}
}
.

CtZ ool M= _anyE F7H6H & #Hmif T§7|X| datal.zipO| Amazon Linux 2016.092| 2 & O}7|
Elx{of CHal X|HES E0oiELICH F MM T{F|X| data2.zip2 Amazon Linux8| ZE ZZ|A0]
CHEH X|Pd=|X[2F of 7|EAR{7t x86_642! #E[E =0 X|HELICH 2016.09 & _any HEE2 &

CH amazon Ot2Holl /= S LICH 047|0l= XIHEl= HE, ot 7|=* X AZAE zip Tk 0| of

LI2t stLte| Z8H & (Amazon Linux)O0| & LICH.
{
"amazon": {
"2016.09": {
"_any": {
"file": "datal.zip"
}
b
"_any": {
"x86_64": {
"file": "data2.zip"
}
}
}
}
zip ItUO| ESHEES F 7 Ol X|@ets BRol= OHLHAELS| "packages" M40 .zip
oIS F ol FZE £+ &LICH o & 04 Red Hat Enterprise Linux 7.x B2} Amazon
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2 CtZ olAlol| EAIE! AR{H "packages" HMof=
2
=

LinuxZ & C} X|stE zip ool e A
=3t zip Mg JtEl7E E=0| 27H

{
"amazon": {
"2018.03": {
"x86_64": {
"file": "test.zip"
}
}
.
"redhat": {
"7.xm {
"x86_64": {
"file": "test.zip"
}
}
}
.

sha256 SHAl 2k xilﬂ*.:.*OI %‘RE*L—IEL =h
ZE| Rtetoll sha256 sHA| ot Lx|s ok & LICH.

Hx| 7t ES0M HEE AaMdE d7| l6l ChE FES A™-E = U&LICH Linux0i| A
shasum -a 256 flle -name.zip &= openssl dgst -sha256 file-name.zip=2 &
#ErLIct Windows2| B2 PowerShellol A Get-FileHash -Path path-to-.zip-file
cmdletE Al&gfLICH

ok
Uﬁ
b
N
oh
-
1=
N
o
>
r
ful

U EHAES| "files" MMoll= T{7|X[2] Zt .zip TR0 CHEL

"files": {
"test-agent-x86.deb.zip": {
"checksums": {
"sha256":
"EXAMPLE2706223c7616ca9fb28863a233b38e5a23a8c326bb4ae241dcEXAMPLE"
}
},
"test-agent-x86_64.deb.zip": {
"checksums": {
"sha256":
"EXAMPLE572a745844618c491045f25ee6aae8a66307ea9bff0e9d1052EXAMPLE"
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.
"test-agent-x86_64.nano.zip": {
"checksums": {
"sha256":
"EXAMPLE63ccb86e830b63dfef46995af6b32b3c52¢ce72241b5e80c995EXAMPLE™
}
.
"test-agent-rhel5-x86.nano.zip": {
"checksums": {
"sha256":
"EXAMPLE13df60aa3219bf117638167e5bae@a55467e947a363fff0a51EXAMPLE"
}
.
"test-agent-x86.msi.zip": {
"checksums": {
"sha256":
"EXAMPLE12a4abbl0315aa6b8a7384cc9b5ca8ad8e9ced8eflbf@e5478EXAMPLE"
}
.
"test-agent-x86_64.msi.zip": {
"checksums": {
"sha256":
"EXAMPLE63ccb86e830b63dfef46995af6b32b3c52¢ce72241b5e80c995EXAMPLE™
}
.
"test-agent-rhel5-x86.rpm.zip": {
"checksums": {
"sha256":
"EXAMPLE13df60aa3219bf117638167e5bae@a55467e947a363fff0a51EXAMPLE"
}
.
"test-agent-rhel5-x86_64.rpm.zip": {
"checksums": {
"sha256":
"EXAMPLE7ce8a2c471a23b5c90761a180fd157ec0469el12ed38a7094d1EXAMPLE"
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CtE2 2HgE ofLHIAEQ| o LICH O] MM ME ESES 5 7 Ol4 X|Y5HRIEF "files" MM
ol M 8t #HEF F X E|= zip TFY Rl NewPackage_LINUX.zipO| J&LICH
{
"schemaVersion": "2.0",
"version": "1.7.1",
"publisher": "Amazon Web Services",
"packages": {
"windows": {
"_any": {
"x86_64": {
"file": "NewPackage_WINDOWS.zip"
}
}
},
"amazon": {
"_any": {
"x86_64": {
"file": "NewPackage_LINUX.zip"
}
}
b
"ubuntu": {
"_any": {
"x86_64": {
"file": "NewPackage_LINUX.zip"
}
}
}
b
"files": {
"NewPackage_WINDOWS.zip": {
"checksums": {
"sha256":
"EXAMPLEc2c706013cf8c68163459678f7f6daa9489cd3f91d52799331EXAMPLE"
}
},
"NewPackage_LINUX.zip": {
"checksums": {
"sha256":
"EXAMPLE2b8b9ed71e861f39f5946e837df0d38aacdd38955b4b18ffa6fEXAMPLE"
}
}
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}

o{ 7| x| oi A

of| M| I 7| X| ExamplePackage.zip2 Amazon #AO|EM CHR2EEE £ JU&LICE oA T Z|X[o=
ot 2 = JSON THLITIAE 9} zip I 3717+ S0{ & LICH

3EHAl: Amazon S3 BHZ!of I 7| X| & L HAE YZEE

DE zip itYUE E0 E£ CIEEEIZ SAS L 0|Sstod Z|XIE EHIELICH &8 TZ|X|0=
257 JSON 7 || OHLIHAE HE0lM ddet DiLHAE  OiLHAE ot S50 X|HE 2
E .zip Ito| gLt

Amazon S30{| I{Z7|X| L OjLIHAEE YZE52{™

1. OHLHAEOM X[Het 2E zip ot710|E TS E E£= CIREHEZ|E SAStHLE O|SE L
C}. .zip ot7}0[E mHed & nHI—IuﬂAE g o|Sstele EC £ CIMEEIE &56HX| f&L
Ct.

2. HAE HEstHLE 7|&E HAIE MEdELICH REA[EH LI 2 Amazon Simple Storage Service A|%f
OFHLHMOl HZ! M8 HASIMER. AWS CLI BE2 Adsto] HAS st widod| CHEt XhAl
& LI& 2 AWS CLI Command Referencel| mb& & Z=35HA| 2.

3. WAoo ECLE CIEEEIE YEE=FLICH AFMEH LH& 2 Amazon Simple Storage Service A|%F ©F

LHAM S| BHZlof| 24X F7HE FZSHMIR. JSON EIHL—IJHIAEE AWS Systems Manager 2£01 2
o doBiz B HLHAEE UECSHX| A&LICH AWS CLI BEE M™Sd g YEC
ot 2o CHEt XFAIE LIE 2 AWS CLI Command Referencel| mvE FH A HAIL.
4. W7ol & Ho[X|oM Pz = ECLE CIHEEIE ME{ELICH DU E Ml ot 2] ECz Y=
C5tICHH s P: &2 EC L—'lz— FEE & = AUF)E 7IFoHok gfLICH mF|X[E Distributor
[ 257

4THA|: Distributor0d ZHZ| K| F=7}

AWS Systems Manager 2&, AWS BHEZE T (AWS CLI & AWS Tools for PowerShell) E£= AWS
SDKE AF-&73t0q Distributoroll M i 7|X| & F7+e = U&LICE TZ|XIE FIME I M SSM EME F
7HELICH O] EME AIE5HH #EI-”E 2o IZ|XIE HlZE = AU&LICH.

. Eag AZE 7R £}
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« AWS CLIE AHE8F T{7|X| F7}

Z£S MEE WFIX| F7t

AWS Systems Manager 2& 2 A&350 THF|X|E Bt=E
0

LICt 3EHAl: Amazon S3 B{Z!0| T 7|
x| 2 OjLHAE Y2 oM IHF X2 Y2 =8 ! 5t

Distributordl| {7 |X|& F7}5t2AH(EE)

1.  AWS Systems Manager & & (https://console.aws.amazon.com/systems-manager/)= 3L|LC}.

2. ErA 3ol M DistributorE MEHEFLICEH
3. Distributor &I 0| X|0{| A Create package(TiZ|X| &)t 1= 2 RtH|CHE MESSHL|CH
4

Ql24stL|ct mF|X| O|E 2 EX}, =Xt
_/I\_

o
Ct.

5. Version name(H7 0|8)0]| OHLIHAE T+ L] version &S0 H& st Zf2 =dgLct

6. [S3 H{Z! 0|5 (S3 bucket name)]0ll M the section called “3EH7|: Amazon S3 H{Z!of| i 7| x| &I Of
LA E HZE"0) A zip T OHLIHAEE FAZ S8 HZ! | O|§ S MEHEFLICH

7. S3 7| HFAO zip ot OHLIHAEZ MY El= HZlo| ot EHE URELICH

8. .zip tUO| MEHEl Amazon S3 HZ!0l| Y2 =3 OHLITHAEE AFE 524 [OfL| T A E (Manifest)]
of| A [T 7| K]0l A F=ZE (Extract from package)|2 MEiELICE

(S M) zip ItLO| K{EE S3 HHZ!0f| JSON OHL|HAEE Y2 ESHK| AUCHH [ OHLITAE
(New manifest)]S MEHEILICH JSON HA 7| ZHEo|MH MA| OHLHAEE R MH5HHLE 204
= U&LICH JSON DiLHAEE M5t REAEH g2 2EHA: JSON T 7| K| OHL|H A E M

MMPg FESMR.

9. OHLHAE Zdg Otx|™ [IHF|X| (Create package)]= B4 LICY.

10. Distributor7t .zip Tt} OHLIHAE M IHZ7|X|E e W7t x| ZICHRILICH O] Y2 F
7tetE THZIX| =t I 7(of et 2 27t K| 2 = U&LICH Distributordl M A2 2 THF| X[ 2
Package details(Z 7| X| M|F HE) HO|X|2 X5 2|C|HAMEIX|Pt AZEQJo{7t HEEE T
O| H|O|X|E YL & =7 MEHE £~ QI&LIC}. Distributor7t THZ| K| M4 T2 HMAE Ot WH77HK]
[ Z|X| MIE & (Package details)] H O|X|of| Z{Z|X|of CHEt RE HET7I EA|Z[X| S &LICH
Ec Y IF|X| 88 Z2MAE SXI5IE{H FAE MEHFLICE
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AWS CLIE A-&et mi7|X| =7t

LIct. 3EHAHl: Amazon S3 BH{Z!0f| I{Z7|X| & OjL|HAE
URLE AF2E &H|7t EI}A&LICH

AWS CLIZ AI835t0o 7 |X|E d8E = UE
UZ oM TF|XIE U= =3 HEIoA ST

AWS CLIZ A2 3104 Amazon S30i| T 7| X|E F7}t5l2{H

1. AWS CLIE Ar&3dtod I7|X|E ddsteiH Chg -2 A LTt Ol package-nameE di
& mi7|X| O|§ 22 H 1 path-to-manifest-file2 JSON O{LIHAE melo| ot B2
2 HFELICEH amzn-s3-demo-bucket2 & TH7|X|7F XEE Amazon S3 H{Z! 2] URL I L|C}.
Distributor0ll A create-document B&2 A& & M - -document-typed| CH&l Package 22 K|
St

Amazon S3 HZ!0i| OiLIHAE 1t UdE FII5HK| A2 AR --content It2t0|E £t JSON OH
LIHAE mhlof cist ot A2 Q|L|C}

aws ssm create-document \
--name "package-name" \
--content file://path-to-manifest-file \
--attachments Key="SourceUrl",Values="amzn-s3-demo-bucket" \
--version-name version-value-from-manifest \
--document-type Package

Ct&2 of &Lch.

aws ssm create-document \
--name "ExamplePackage" \
--content file://path-to-manifest-file \
--attachments Key="SourceUrl",Values="https://s3.amazonaws.com/amzn-s3-demo-
bucket/ExamplePackage" \
--version-name 1.0.1 \
--document-type Package
2. WF|X|7} FIIEIRE=K| &OlSt

| el 2 A2 M™SE| package-name2 THF|X|2| O|E2Z H}
 Z7|X| oL HAE % EAIE* (

C(@WZIX|e] HHI 2 K| o 2) EMe| §H HTE FelstedH
O | A
=

aws ssm get-document \
--name "package-name"
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m°l'

create-document B}t &7 AAE S = U= CHE SMoi CHet REAIEH LHE 2 AWS CLI Command
Reference2| AWS Systems Manager 440 2{= create-documentE & Z5HM|R. get-document &
nt&

Bt AEE + U= CHE S Mo CHet XEMIEF LIE 2 get-documentE HZRSHAAIL.

Z £ 0{ M Distributor TH7|X| #&t TE

AWS Systems Manager2| =7 QI Distributor0fl I} 7|X|E F 7|8t & Systems Manager 2&0{|A{ T{ 7|
X|o| HetE WEE = UaLct 7 |x[e| HEtol| CHE AWS HHEHE FI7He = JU&LICh S s AWS
2|0 HEH CHE HEa IZ[XIE SR/ = JUELICH ZE2A 2| S®e XHEX| &Lt 7|2
o2 mf7|X| [Z2t0|H(Private)| 22 M |0+ A&LICH &, 7| K| LRt AWS HZHod CHer A
Ml& FHetE 7t AAEXRIE I Z|X| MEE E1 If7[X|E UCIO|E E= AXE = U&LICH ZEtol!
et 2 518 7tset 4% Ol MAtE HdLHE -’F A& LICH.

@ Note

2071 Olste| AEM SREle W7[X|e] HetE UO|O|EE &+ A&LICH

Z£0iM m7|x| Hete HElsiedH™

—

AWS Systems Manager & & (https://console.aws.amazon.com/systems-manager/)2 3 L|LC}.

2. EtA 3tof| M DistributorS MEHEFLICEH

3. IF[X| Ho|X|o M HEtE HEsSIeiE W7 |X|E MEELICH

4. Package details(T 7| X| M5 HE) Rol HEt HES MEdS HEHS ¢HE - LICh

5. Edit permissions(T &t T &!)0i| A Shared with specific accounts(§78 HH1t S FE)E MHEHE L
Ct.

6. [ AMEI SFE(Shared with specific accounts)]HlM AWS H™H ¥15 & §t fHof| 3Lt F7t
ZLICH AU E O™ ME s MEtgrLC

2 &0 M Distributor IH 7| x| E{1 THZE!

AWS Systems Manager2| =72l Distributorti| T{7|X|& F 78t F 0= Systems Manager 2 & 0| A

N W7|x[e| Ef2E WEE £ AU&LICt o|2{8t Eia= mZ|X[of| MEL|DY, 7 |X|E i EstE{= &
2lE LEo| Eja0ls HZEIX| f&LICH El O HAEXAE FFE5te 7|2 74t Ho{=, ZZ|u} ztEdEl
ZIES 2 H7[XIE 288 X EEZste o RS LICH E{OE FII6HK| fegis 42 W7 |XE o
XISHHU M HEE F7te ZH(7F 2 ALt
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AWS Systems Manager AL 7Hol=

Z£0iM m7|x| Ei2 & HElstedH

1. AWS Systems Manager & & (https://console.aws.amazon.com/systems-manager/)2 3L|LC}.

= A Z0i| A DistributorE ME{EHLICEH
7| x| HO|X|o| M EfZE HEE m7|XIE MEHELICE

H7|X| M7 2 ROl Ef20iAM TRIS MEfELICH

o & 0N

Bl 7ol M B Z|LE B 7] & gf Ho{E URiet S FIHE MEELICH B{O & of F7tst

=
b OF2HOIl A EHZOll EAIE! X2 MEHEHL
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H>
Mo
ox
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o
r
o
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IJ
M
e
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Q'I_-
AN
2
024

Ct.

6. mZ|X|ofl B2 F7t7} 22 E|H [MHE (Save)|S MEITLICEH

Distributor I Z|X|0{] BHTH F 7}

I 7|X| HEES F7h6tE{H o 7| K| £ M8 £ DistributorE AFE3H 0|7 HHZTof| o|O| EX5HE AWS
Systems Manager(SSM) 2 Aol &S & F7}+5t0{ I Z7|X| HAE FI7HELICE. Distributor= AWS
Systems Manager®| =7 L|Ct. AlZhE AoF5t7| 2[sH THZ|X|2| O HTof CHEt OHLIHAEE
Cllo|Est D OHLHAEONM version &=9| g2 B8 CHS(04: Test_1.00|A Test_2.022 H
Z) M Q| DL HAEZ XE§L|CE. Distributor 2& 9| ZHEHSH [T F7HAdd version)] {3 EZ
7t DL HAE o2 o0 E g LICH.

. R7H BAES K|V s M2 2 H BUg FobELICH
. B BYEol ofet KIS S5 s BUS AL

M HHZF oA 58t Amazon Simple Storage Service(Amazon S3) HHZ/2 A& £~ QIX|2H 0 &

of ZAIZl= URLS| T+ O|§2 E2tof g LICt Systems Manager 2 & O|Lt AWS Command Line
Interface(AWS CLNE A& 35104 M HTZ FIHe &= U&LICH 7]& 0| Amazon S3 HHZ!0f| K& |04
UAE Mx| ot SUS O|F 2 x| IS UEREY 42 7|E T2 Ho{mH ot dx| ot
L2 0| M MER HTSE SAIE = glgUct M2t ME2 BT F7+5H249 O™ BT
oM Mx| e HZ=38loF gHL|Ct. Distributor7t MZ2 THZ|X| ™ MM OFx|P4 Amazon S3 H
AE MAEHLI CIE T2 AL E £ UELICH Distributor7t M #E]| ZEMAS| YR 2 AX
E9|0{E L& Systems Manager HHZ!0ll 2 AL5H7| HE IL|CH
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® Note
Zt 7| X|= =|CH 2570 HES 2 RX|ELICH  Old HR5HK| o2 HEE AHE = U&L
CH.
S|

ZE&2 AL8E 7 |X| Y =7t

o248t A E £==&st7| o Distributorol| A THZ|X| 2843 0| X|&lof 2t siE e{7dof| CHEt Af ZHZ7|X|
E MdgLct O3 OhE Systems Manager & 2 AFE5t04 Distributoroll Af THZ|X| HEE F7H&L

M
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u
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N
>
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T

I
N

Clo|EE Mx| 7ts8 ot S EH|5tHA
FgfLct. 27 CHS DistributorE Al
7 |C}. Distributor 2 2| ZHEH
SM EAME do|o|EgLCt
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]
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B HIAEZE ALSstod W7|X| HAYE FIhetedH

AWS Systems Manager 2 & (https://console.aws.amazon.com/systems-manager/)= 3L|C}.

£F M 2ol M Distributor® MEHEHLICH.

Distributor & H|O|X|0{| Al CtE HEE FTtsteds W7|X[E ME4RFLICH

Add version(HH™ & 7}) I 0| X|0{ M Simple(Et&)S MEHELICY.

Version name(EHZ O|&)0l|l A O|§ 2 L ELIC ME2 HA 0|&

of BFLICH BT O|&2 Z|CH 512x2 T+ HEIH, 07|ofl 4 BRIt &£

6. S3 HZ! 0|§2o| F50M 7|& S3 HZ!S MEHEfLIC O] HHMM ER| oS MHEME HZ
g J02 Mg £ X2 ol HA| XM E 7|&E dX| ot U S FHo{MX| ot =5 HR| ot
O|&o| &etok grLCt.

7. S3 7| HFAto| AR| 7tsE RHAO| KM ElE HEl| st EHE =gfLich

8. [AZE®|0{YZEE(Upload software)]HIAH ME2 HT0| FIIe AZEQ o MX| ot

Ch 7|1& HTo| EX| U2 MER HESE Xt& SALEX| e&LCH et MER HEo| S

o K~ w0 Dd =
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10.

11.

12.

13.

14.
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15|
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Eoq
°
o >
=S
=)
0%
2
Hu T.
[N
g'l_-
4%
30
>
A
_lTI_

=
(Target platform)oi| A A x| ZbUOtCH EA|E CHA 28 MK S =
MA7E 2R EAE0] Ao EECHR S50l HeEdt 2F MAE HEILICE

>

Do 70 g
u
O

o 0
el |

ro

[0
02

Simple(Et&) HH #E| I EERHME AX| THotch & HA J2=517| MEo| Ctso| 2
HAHMME o2 B mtds Y2 =5{of StotMH F7F EHA|7F 2 FLICH o & 01 0|§0|
Logtool_v1.1.1.rpm@ AZEQ|0o{ MX| LS UZEst= BR0= Simple(Ete) HFIAER
oM 7|22t2 ZH 71X| 43 oF Bt Distributoroll M S U8t AZ EQ0{E Amazon Linux 24
Mot Ubuntu 23 MK YEEE 5= U&LICE Ol2Et M2 Ctg & & 7HX[IE At8dl sHAE

= A& LI

o AIESET| ol I3 HA 22 YABRSE ASH 2 MAl U2 2ip HUR A OHS A
x| U 4ol 2 HMM EYE EE W YREE 4 UATS HUHAES &5 43
LIk, RPMIEH 82 D2 IS E2E AR E T7IX| BE £l BHS HESAAIR.

=
« zip HUO| Ct-o| 2H AN E3E = HECE YEEE = UL S oE FFEZ 0/ M OfL
J 7

HAE Mg Y HE OHL|H A E 2 EFH oA

— =
AEHA Orx|9E R RSHAAL.

[E3E HT(Platform verS|on)]01IA‘| EAE 2Q MA ESHE HHO| _any, ALEFIE Flof 2=
F 2E|A HE(7.Y) Ee AZEQ0{E MEsttie W e 2Y MA 224 HTRIX| =l
Ch ESHE HH £ 2redof| cHEt RhMIBH LI 2 2EH7: JSON I 7| K| oL HAE A B

ot7|Hx{e| EECH2 S50l x| ntUofct HEgh 22 MM 0P5’|E"7<1% MEdgfLICH XK=l
otZ|=4xfol| CHEF REMIEH LIE 2 X El= W7 K| E5HEF & ot 7|[=A MME B AR,

ol
AJRIEE = %5104 Distributorol| M x| 7ts8F AZ EQo{0o] CHEH MM E M|
EE L

AZERo] Mx| LS MER HHO| F7}5t24™H Add software(AZE Q01 F7HE MEAEFLICY
Ct

Ot Ct= EtHIZ o|S & LCt

(M= AHE) Manifest(OHL|H A E )& 25104 Distributorol| A A x| 7k 8 A Z Ejo{of Yoet
JSON {7 |X| OHLHAEE M T{EL[Ct O MR E AR e O|F E3HE HHM, Cie ESHE S
x| 7ts8t AZ EQ oo CiEt HEE HZSHACHM Generate manifest(OfLIH A E )2 MEH
&0 HClo|EE mf7|X| OHLIHAEE & QIEL|CH

9EtAO M MEE WMEH 2ZEQo{ dx| Tt E Cto 2AF Aol YE2=st= Fd<0l= oL
HAEE =822 HEY = JU&LICH OiLHAE HEol CHEt REAM[EH LI =2 25| JSON IH
7| K| OHL|HAE i MME FHESHML
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T & of 7= R] GOl ol CHEF HEH K| OH3ACHH Ol A

15. AZEQ|o| F7IE HIRS
Add version(HHZ F71H)E MEIEFLICEH

16. Distributorofl A AZEQo{ YZ2E L MZL I{F|X| X MM ob& W7t x| Z|ct&uich z2F A
x| ool H= = 2Ef7} Distributor0ll EA|EILICH O] 22 FItst= m7|X| =2 3 7|of [t
o 27 x| A2 £ Ql&LICH. Distributorodl A IHF|X|2| Package details(TH 7| X| M| & &) H O|X|
2 S BC|HMEX|o AT EQ0{7} A2 EE 0T O] HO|X|E Y& &Y MBI = UE
L|C}. Distributor7t TH7|X| A THZ|X| HA 4442 02! W77k K| [Package details(TH 7| K| ME &
)] "lo|x|oil THZ|X|oll CHEt 2 E HEI EAZIX| ef&LICH YEE U THF|X| HE HHE SK
5l24™ Stop upload(PZE SX|)E ME4EFLICY.

17. Distributoroi M L7 AZE Q|0 HX| U E UZESHK| Zst= B0l [UZE A1i(Upload
failed)] HIA|IX|7} EA|EILICH FE2EE CA| A|=6t21H Retry upload([Z2E RHA|T)E MEY
ch 7| K| HE M ool (2 A 512 Yol CHEF AEAIEH LHE 2 AWS Systems
ManagerDistributor =A| 53 MME & E5HM 2.

18. Distibutor} A2 2 347|| B4z 44448 OFx/ed S Bi71x| M 2= HOIxIS| T Holki A
8 Jhs 8 W7IX| HH SH0l MZ 2 HHO| YK HOIFLICH HES F7H OFS 718 HX
I.

Mrg MEfstod Ii7|X|o| 7|2 HMe MAstct.

7|8 HHE Aot x| fo™ =4 miZ7|X]| BHT0| 7|8 T LCH

1= 2EZE MEE F|X| HE FTt

F7t6ted™ 7| x| E M F DistributorE AFE3H 0| BTl EX{SHE SSM &
7tstod WZ|X| A E FIHEFLICE AlZHE HeFst7| f[6H mZ[X|2f 0|7 e oi CHEt
AEE YO|0|ESt D LT AEM|AM version 8520 (2 #4886 CHS(0d: Test_1.004M
_2.022 HE) M HHQ| LM AER XMEFLICH T2 YIZEER0M MER2 7| X[ HH
£ F7tste{H Yoo EE LA EJF E g LY.

12 YABZE A 5H0d 7IX| HES F7hsH2IH

1. AWS Systems Manager & & (https://console.aws.amazon.com/systems-manager/)2 3 L|C}.

2. EFM 3toj| M DistributorS AMEHSHL|CEH

3. Distributor 2 O|X|0{|AM CHE HHE F 71 17| X|2} Add version(H™ F7HE b2 MENE
LICH

4. Version name(H{7d O|F)0l| OfL|HAE Tt UO| version & 5ol U= gt2 =g LCt
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5. S3HZ! O|§o| SF0M 7|&E S3HAE H'Eﬂ”i* LICE O™ HTOIM x| TS MHERNE HZ
2 02 Mefg =5 X[ o= HAo| MEE 7|& EX| IS Ho{MmX| =& HX| ot
O|& 0| &etok gLct.

6. S3 7| YFAtol| Ex| 7tsEt M_POI MEE= HElo otf EHE &

7. zip ItLt #H S3 HZlol| Y2 =8 OfLHAEE AL SE{™H Manifest(Of LT A E)04| A Extract
from package (I 7| X[ 0f| A —’_Fzés)% MEHSFL|CY,

=|oI-|__||:|._

(S4) .zip T L 0| X{E &l Amazon S3 HZ!0f| +=HE JSON OHLIHAEE Y2 =5t X| §IQUCHH
[M OfL|H| A E (New manifest)|& ME{EfLICH JSON HE 7| EE0|AM A OiLHAEE Zdst
ALt 20{EE o U&LICH JSON THLIHAEE A dst= RtAMet S 2 257 JSON T 7| x| Of

= T AA
LA E 4 Mg X5,
8. OHLHAE 2ME 0FxX|H [IHF|X| H™ F7HAdd package version)]& ME4EL|CH

41 10| K| 2| X ROl AR 7HS B TH7IX| BT S 20| M TS SelgLICY,
CH 718 T MRS Meistod Ti7|X|0| 712 HTE MAELIC

9. IHF|XR| M
HHE =7}

ro 0>| J

7|8 HHE A6t x| fo™ =4 o 7| x| BHT0| 7|2 T L|CH

AWS CLIE A& 8t I 7| K| T =7t

AWS CLIZ A+&38t0d Distributoroll M| THZ|X| HT S FIIE =
A

=Ite = U&LICH o|2fet B> E Adstr| ™
off of =X A% FE0IM HHE AXMH M m7|x| HHEE S5l

S3of Y= =afof Lct.

AWS CLIE Ar&3dtod M7 |X| HEE F7hstedH

1. CtE BES Ao M IiZ[X| H™o| Ciet &= 2= AWS Systems Manager 2 HE HEF
LICt. document-nameg =X O|§2 2 HFHELIC}H amzn-s3-demo-bucketg 3EH7|: Amazon
S3 HZ!o Tf7[X| & OfL{HAE U= =M SALEH JSON OiL|HAE S| URLE HEELICEH S3-
bucket-URL-of-packagee= T I Z|X[7} H%El Amazon S3 HHZ! 2| URLILICE. version-
name-from-updated-manifestg& O L|HAEQ| version Z{2 & HIELICt --document-
version LtZtO|E{E $LATESTZ sl o] mi7|X| HEM HAZEE EME 2[M HE EME X[H
gt

aws ssm update-document \
--name "document-name" \
--content "S3-bucket-URL-to-manifest-file" \
--attachments Key="SourceUrl",Values="amzn-s3-demo-bucket" \
--version-name version-name-from-updated-manifest \
--document-version $LATEST
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CHE2 o LIch

aws ssm update-document \
--name ExamplePackage \

--content "https://s3.amazonaws.com/amzn-s3-demo-bucket/ExamplePackage/
manifest.json" \

--attachments Key="SourceUrl",Values="https://s3.amazonaws.com/amzn-s3-demo-
bucket/ExamplePackage" \

--version-name 1.1.1 \

--document-version $LATEST

2. C2 BYES A™Astod 7 (X7 YOOI EEIR=X| & lstn Ii7|X| OHLHAEE EA|IELICH
package-name2 I{7|X|2| O|§2 2 HtF 1, A0 et document-version2 YO|O|EF
MO HA HE (W Z|X| HX ot CHE)E "= Lt o]l Z[X| HE O] E Mol %4l Bt & E

AL ME™ - _document-version TtZtO|E 2| 740l CHE $LATESTE X|[HE &= JU&LICH

aws ssm get-document \
--name "package-name" \
--document-version "document-version"

update-document BE &7 AL £ U= CHE M0l CHEt RHAM[EF LHE 2 AWS CLI Command
Reference2| AWS Systems Manager 4440 Q= update-documentE & ZESHAM 2.

Distributor {7 |X| M x| == LHIO|E

AWS Systems Manager2| =7 2! Distributor& At&3t0{ AWS Systems Manager &2/ ‘= =0 Ij
7|X|E HZ & & Ql&LICt 7 |X[E HiZ3t2{2d AWS Management Console ==& AWS Command
Line Interface(AWS CLI)E AFEELICH BHEY 8t {7|X|o] S StLtE BiEZ e = U&L|Ch M T
7|XIE MERIotHLE 7|&E HXIE QLEB0|A HHIOIEE = UELICH §H HTES tlZ5tE 5 ME45
ALt o 7 |X[e] |4l HTE HHE S & MEHE = QU&LICH AWS Systems Manager2| =7 Q!
State Managerg At&3stod m{7|X|& Mx|5t Z&LICt. State Managerg At&3tH HE[E =
oM &4 2|4 HEO| IH7|X|E AASEH

/A Important

DistributorE AF&3}04 Ax|5t= i 7| X|= DistributorE AF&3t0o{ AM7{aHof ghL|ct 2= | o
© ™M Systems Manager7} OHZ 2|7]0|44E INSTALLED #EHZ SE35t1, 0|2 I3l o|=5IX|

o2 At gde + &Lt
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AWS Systems Manager AL 7Hol=

718 ™ AWS Systems Manager =% It EE
IH7|X|E SA| DAXISHHLE Run Command - 2£8 AM835to{ IiF|X| &
clo|EgtLct. H x| E£&= YCl|olE
« AWS CLIE A% I 7| x|
8 tHH M|

Mxlof g4 7|2 HZF0| & State Manager - 2&2 A85to W7 |X| M

ETE Yr|MoR 17|xIE A| E£= HH0E offoF

MR E= Ydo|EgLICH - AWS CLIE AtE3H T{7|X|
A—|i| o4|0|=

« AWS CLIE AF28t o 7| K|

AO[O|E od|<f

EXMENT E= Bl MEJF Q)
= M 28 c=of mi7|X|
E XAse 2 MXIELICH o E
E£0{ M QIAEIA0| Amazon
CloudWatch (0| MEE M k|
ghct.

State Manager

Ol A 5t7| {8+ & 7+X| &
2 M QIAEAON EfOE M8
8t C}2 State Manager 21730
M3l EfIE ciade =z x|
st 4Lt 12{™ State
Manager E{ 217} & x|5t= €l

AEAOM HAZ WHF|X|IE
s 2 Mx|ELCE State
Manager 937301/ 9] H e
&5 Mofo|s MME HZESH
M.

=
- 222 AM8slod W7|x| B B M| & AYdlo|E
. Z2£2 AN83tod I7|X| Mx| £ Ho|o|E of 2t
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« AWS CLIE ArE3 TH7|X| HH|0|E of|<F

Z£S MEsto W7|X| g 1 HR[ £ UH0IE

AWS Systems Manager 242 AI&36t0{ I{7|X|E 8 HPF M| F & UO|0|EE £ Q&LICH Y3
H MRIE FHs5t= 7='—|— Distributor= AWS Systems Manager2| =72l AWS Systems Manager Run
Command& At&35t04 AX|E & ELICE.

Z£S MEst0 MF|X|E & 1 HR[st7HLE YO0l EstedH

1.

2
3.
4

10.

AWS Systems Manager —=-'—-"*-(https //console.aws.amazon.com/systems-manager/)= 3L|C}.

£f A &0l A DistributorE ME4EHLCE

Distributor & H|O| X[l M EX[& mZ|X|E ME4ELICH

Install one time(8t 12t M X[)S MEAEHLICH

O] B2 Run Command& ¥, BH F A AWS-ConfigureAWSPackage & Distributor IH7|X|
7} o|O| MEHx|of U&LICH.

2 M BT AEE AWS-ConfigureAWSPackage EAQ| HE S ME4FHLICE

oM ER|IE = ErLCt

Installation type(& x| ®&)0|lM Ct& & stLHE MEAEILICEH

Uninstall and reinstall(& 71 & R{Ad%|): THF|X|7} &-45| MHEIQACH | CHA| x| ElL|CH RiA |
7h 22 m7HK| of & EI91|0|A=|° A28 £ el L|C)

- [21Zd|0|A MO0l E (In-place update)]: update 2T RIEO|AM MS&t X|&o 2k A Zk 0]
Lt G oot 7| & Ax|of FIHELICH ofZ 2|7 0[M2 UCI0|E ZEMA 0| AL
& £ Ql&LICH O] M2 AWSEC2Launch-Agent T7|X|E A|Q|8F AWS HA| T 7| X|oi] CHEH
K| HElX| et &Lct.
O|&ofl MEiEt mi7|X| o|F 0| LU EIRA=X] EHlELICt
(ME AR HA O mZ|X[2] T OIF gfS &I=gfLict o] EEE H|? &8 Run Commando A
= Distributor0f| A MEHSH 7|2 T

|'>|
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® Note
S=of BEH L oIt EAIDX| 2 ZR0lE BElE L E 7184 BX SE MM AE
stHl2.

11. Other parameters(CH2 It2+0O|E):

Comment(A&)of B0l CHet HEE =T LICH
A

HEH AIZHE)OIM TH B Aol MIHE WXl AATO| 7IChals AlZhe & B9l x|
Lict

12. & A|0o{(Rate control)0i|A:

S Al (Concurrency)0il M BHEZ S Aol e CHA ol HEE = 78 KI™HEL|CH

® Note
E{OLL Elad OES X'H6t0{ CHAH S MEISHRX|E o2 X|HE #HEld E £
E & 2E B0z HEE2 X[H5I0 SAl0| EME AAE = A= CHY o =& X
gherlct
LF YUAZIMM, BHEO| #HEI- =0 M E= HE M AlmE & CHE CHa ol sHE
Hol| Allg X[ AlzhE XHELICH o & S0 Ml 2FE X|HYotH U Hml 2L FE & AS
[ Systems Manager7t B8 &S SX[ELICH 0715 BHBE X2 S HE[EF EZ 2F

g Ma 4 el

13. (MEH AFE) Output options(E2 S M)A BHE £33 Aol K& 52 Write command
output to an S3 bucket(S3 HHZ!0i| BHE £33 M 7|) & XLE MHEIFLICH &KMo HE! & MFANE

o

) 0|5 & Y= FLICH

® Note

HIO|E{E S3 HAM| M= 7|52 F0{5t= S3 HEH2 0| Y2 St IAM AL RO
TEto| ofL|Et QIAEIAC EFE QUAEA T2 OQEC2 QIARHAE) & IAM AH|A
HE(stolEE|E HE CIE AARS| HEtL|CH RHAMIE LH8 2 Systems Managerod| E!
Qe QIARA HEl Mo 5H0[EE|=E B EE 2[5 IAM MH[A 38 Mg FHESHA
Q. EFt X|IHE S3 H{Z!0| CHE AWS H ™ol e B2 #el™ =9t HAAE QIARHA
ZE20Y E= IAM MH[A &2 ST HZlo| £ 5= = #Etol Qlo{ok g LCt.
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14. SNS notifications(SN
SNS notifications(SN

w wmw

Run Command0i| CH8F Amazon SNS & & F1440i| CHEH RFAM|EH LI 2 Amazon SNS 2 2IE Al
504 Systems Manager & E{ #4734 2 L|E]

r 1=

0
ox Mm m

15. T47|XI& HxI2 FHI7 EIH [A(Run)]
L ol s 1Y 59 B

16. Command status(BE & Ef) Fd2 M s
7t EAIE 7R 2£0| 1% 9l 2

Overall status(Z#| 2 EH) EE= M|F 2 EH
Melol U= M2 TF oto|Z2 S MEFLICH.

MR > Mo |om
O:I:II
Ob Mo mok
HL
kl
9,'1
g =
= M

o
==

17. CH& 2 &34(Targets and output) B0iA 22| E 0|& Aol U= HES UESt F EH E
7|(View output)E ME4EFL|C}.

BE £ Ho|x|ofl BE A ZAntvt EAIFELICH

18. (&4) Amazon S3 HZlof| HHE EUS ML 8 MEH ZR £ 20 H0IEHE 2 = ULE
[Amazon S3]& MEdEILICE

Z&2 ME85to 7|X| x| E= YO|0|E oi|<F

AWS Systems Manager Z& 2 AFE5t0 {7 |X| x| E= YOHO|EE o LE = U&LICH TF[X] M

x| EE'— °'||:-I|O|E £ of|2F&r [l Distributor= AWS Systems Manager State Manager2 AF& 38 AX| &=

Z£S MEst0{ IF|X| ERIE 0ifstedH

-_—

AWS Systems Manager & & (https://console.aws.amazon.com/systems-manager/)= 3 L|LC}.

£t 20i| M Distributor® ME4gFLICH.

Distributor & HO|X|0of M D X| EE= UCIO|EE {7 |X|E MEELICE

B w0 D

=]
Package(Zll 7| X[)0i M Install on a schedule(&&oi| k2 A x|)2 MEHEFLICE,

O| HH2 X522 MME Al @401 CHEt State ManagergE JL|CtH.

5. O|E0i O|&(0i: Deploy-test-agent-package)2 ZI&tL|C} O] MEH ALEO|mH, HE AL
2 otLict 32 o|Fol A8 E = gigLCt.

6. =AM FFol= A O|& AWS-ConfigureAwWSPackage7t 0|0 ME E|0{ QI&LICEH
7. ZtdollM dRI7k MEIElof Q=X QlEhLICh

8. Installation type( x| F&)H|AM CtS & tLIE MEARFLIC.
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AWS Systems Manager AL 7Hol=

« Uninstall and reinstall(M| 74 2! KA x|):
7t 2t2E WX o EEIAO|ME AL

- [2IZd0|A AO|O|E(In-place update)]: update AT EIEMAM XS e XIEI 2t AH I O]
Lt HEE ot 7|&E dx|of FIHELICH ofE 2|02 HO|0|E Z2MHA HAMM A

g+ A&LCH

HZ|X|7¢ 25| M AZIRJCH7E CHA] DRIELICH R
st

- gLt

9. OIEoll H7|X| O&O| YEIRH=x] zfalz.mu:r.
10. 2|41 AIA| B ol9lo| W7|X| HFE A
1. CHOIA O] HBol RE BEIH QIAHA M Bl X = £502 QIABA Meig Maig
Lick B8 AL 3tod BlaA THAS :
L|Ct.

@ Note

ol Aol B E ﬂ+a|°4 ABIA MEH L QIARIA

12. 4 X[HOM H7|Mo 2 ¢S Adstti™ U™HOo| US WME, A2 o i Al=-dsio{d 2y
O| i ME MEHFLICE olzq8t M0 CHE REMIEH LI 2 Systems Manager0l A 94724 ZFed Al
Mg % gt dHE g Mgt

=]
AEstMe. ZEES ALE5H0{ cron & A0 CH
13. E 4% )
14. AZ2 HOIX|oM Y& E Hol| Qe BHFE MEE O, XI5 ¢4 M8 MEFELICH

State Manager= K| El CHAof| CHEH AAE cﬂ’gﬁ i é*l %‘%‘ié*blﬂ. Ay ¢l
CHEF XEMIBE L& 2 4 &Y

x [

O

ATH
x o
10
wn
<<
28
@
3
i
3
Q
)
@
2
x
I'R
JT
]IO
1z
i
mo
ook
P
oh
=

2 M, HIZ Aoq(Rate control) & £24 2 M(Output options)0ll M 2| &M EFdoi| CHEF XEAMIEH LS
2 Systems Managerdl M 24Z 4 MME H XM L.

nx
>

AWS CLIE At&8 mi7|X| B | %

AWS CLI0| M send-command& 4l&H5}104 Distributor I 7| X|E & ¥ M %
0] dx|zlo{ U™ THF|X[7} MIHE| T A B{T10| M| l= S o ZE 2l
=8 |uy

AWS CLIE Ar&3to] W{7|X[E & 1 MR|sted™

«  AWSCLIOIAM CtE1 22 BES A-FLich
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AWS Systems Manager AL 7Hol=

aws ssm send-command \

--document-name "AWS-ConfigureAWSPackage" \

--instance-ids "instance-IDs" \

--parameters '{"action":["Install"],"installationType":["Uninstall and
reinstall"], "name":["package-name (in same account) or package-ARN (shared from
different account)"]}'

(® Note
installationTypeOf Cigt 7|2 S22 Uninstall and reinstall@L|Ct ™
A mZ|XI1E Px[E m o] oM "installationType":["Uninstall and

reinstall" ]S M2Fst £ Ql&LICH

CHS2 ol Lch.

aws ssm send-command \

--document-name "AWS-ConfigureAWSPackage" \

--instance-ids "i-00000000000000" \

--parameters '{"action":["Install"],"installationType":["Uninstall and
reinstall"], "name":["ExamplePackage"]1}"'

m

send-command BHE M A AEE = U= CHE SMof CHEt REMIEH LH& 2 AWS CLI Command
Reference2| AWS Systems Manager MMof = send-commandE & ZHMIL.

AWS CLIE Ar&8t Ij7|X| & 1 Ho|E

AWS CLI0|M send-command2 Al&5tH gtd of Z2[70|MHE @ ZEIIe 2 MEtstX| &1
Distributor 7 |X|& YOIOIEE #= U&LICt THF|X|2| M Tt O|Lt HOE|0|EE! mpPF HFEIL[C}.

AWS CLIE At&3to{ Ii7|X|E & H ACl|o|Este{H
- AWSCLIOM CtZ3t 22 HES Adgct
aws ssm send-command \

--document-name "AWS-ConfigureAWSPackage" \
--instance-ids "instance-IDs" \
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AWS Systems Manager AL 7Hol=

--parameters '{"action":["Install"],"installationType":["In-place
update"], "name":["package-name (in same account) or package-ARN (shared from
different account)"]}'

(@ Note

M ool HAE o2 FIHE e BHEo| "installationType":["In-place
update"]E Z&SHoF ELICH.

CHE2 o LIch.

aws ssm send-command \

--document-name "AWS-ConfigureAWSPackage" \

--instance-ids "i-02573cafcfEXAMPLE" \

--parameters '{"action":["Install"],"installationType":["In-place
update"], "name":["ExamplePackage"]}'

send-command B0 &7 AFE = UE EF% Mof cHst REMIEH LI 2 AWS CLI Command

Reference2| AWS Systems Manager A440f = send-command& & Z=3HAM(L.

AWS CLIE Ar¢8H 7| x| Dx| of ef

AWS CLI0| M create-association2 Al&5t0{ L&Joi| [It2} Distributor T 7| X| &

LICE --name gt &, 2AM O|§2 &4 AWS-ConfigureAWSPackage & LIEP E—I’E 2 7
Instancelds& At835tod CHal #rEl™ = E8 R[™E& L miZ|X|7t o|O] Ax[Elo] L™ T F|X|7t
M7HEln M HE 0| MxIzlE SO ofZ2|F|o|M0| 2 ZEtele 2 MEHE|L|Ct

0 )||
g o
o
o>

aws ssm create-association \

--name "AWS-ConfigureAWSPackage" \

--parameters '{"action":["Install"],"installationType":["Uninstall and
reinstall"], "name":["package-name (in same account) or package-ARN (shared from
different account)"]}' \

--targets [{\"Key\":\"InstanceIds\",\"Values\":[\"instance-IDI\",\"instance-

ID2\"1}1]
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https://docs.aws.amazon.com/cli/latest/reference/ssm/send-command.html

AWS Systems Manager

® Note

installationTypeoﬂ CHEH 7|12 S22 Uninstall and reinstall®L|Ch x| 7| K]
Ax|E i o] BHEo|M "installationType":["Uninstall and reinstall"]2 ‘4

E
e 4 AaLich

CHS2 ol &Lch.

aws ssm create-association \
--name "AWS-ConfigureAWSPackage" \

--parameters '{"action":["Install"],"installationType":["Uninstall and
reinstall"], "name":["Test-ConfigureAWSPackage"]}' \

--targets [{\"Key\":\"InstanceIds\",\"Values\":[\"i-02573cafcfEXAMPLE\",
\"1-0471e04240EXAMPLEN\"]}]

create-association B &7H AL E = U= CHE SM0f CHEt AtMIEH LHE 2 AWS CLI Command
Reference2| AWS Systems Manager M40 Rl= create-associationg & ZE5HA L.

AWS CLIE Ar88t 7| x| YO|0|E of ef

AWS CLI0| M create-association2 A&5tH 2E1 o E 2|7 0|ME LEZIQIS R HMetst x| ot &
Mof 2t Distributor THZ|X|§ UCIO|EE = U&LICH THF|X|Q| A T O|Lt M| O|EE! mpUat
&t A AWS-ConfigureAWSPackage @ILIC} CIS B2 7|

HF2LIC} --name Zt &, BA{ 0|E2
InstanceldsE AF&35t04 CHA QIABIAE X|™HELICE

aws ssm create-association \
--name "AWS-ConfigureAWSPackage" \

--parameters '{"action":["Install"],"installationType":["In-place update"], "name":
["package-name (in same account) or package-ARN (shared from different account)"]}' \

--targets [{\"Key\":\"InstanceIds\",\"Values\":[\"instance-IDI\",\"instance-
ID2\"1}1]

® Note
M otdo|ut ¢HEE mrdg F7t
update"]E E g sHoF gLiCt.

ok

iy

rr

HF0i "installationType":["In-place

CHS2 ol &Lch.
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AWS Systems Manager AL 7Hol=

aws ssm create-association \

--name "AWS-ConfigureAWSPackage" \

--parameters '{"action":["Install"],"installationType":["In-place update"], "name":
["Test-ConfigureAwWSPackage"]1}' \

--targets [{\"Key\":\"InstanceIds\",\"Values\":[\"i-02573cafcfEXAMPLE\",
\"i-0471e@4240EXAMPLE\"]3}]

create-association WA} A AFSE £ Q= CHE S Mo CiEt REM|EH L& 2 AWS CLI Command

Reference 2| AWS Systems Manager 40 Ql= create-association& & Z35HAM L.

Distributor T 7| X| X| 74

AWS Management Console &= = AWS Command Line Interface(AWS CLI)E AF&3104 Run
o

CommandZ AWS Systems Manager # 2|8 = =0l M Distributor T 7|X|E AM7HE 4 AU&LICEH
Distributor2} Run Command& AWS Systems Manager2| =7 ILICt. O] 2 2[A0ME BHEY 17|
x| stLto TS SHLERIRE M7HE = JU&LICH & HTOIL 7|2 TS MHE = /J[&LICh.

/A Important

Distributorg At&3t0{ 4%|5t= IH7|X|= Distributorg Ar&35t0{ M|74{5HoF g LICt 2 x| o
© ™M Systems Manager”| OHZ 2|70|2 INSTALLED #EiZ2 SE3t1, O|2 2l5H o| L5} X|

ofe It YAE £ laLic

|
- 2£2 MEE WIIX| MAH
« AWS CLIE A3 T7|X| X7

&2 AR T7IX| A

Systems Manager 20X Run Command2 At&35t04 TH7|X|& & H XMHE = U&LICH
Distributorol A& AWS Systems Manager Run Command& At&3stoq I 7|X|E M 7HErL|ct.

Z &2 Ar83stod ™7 |X|E M5k

1.  AWS Systems Manager 2 & (https://console.aws.amazon.com/systems-manager/)= LILC}.
2. =M 2ol Run CommandE ME4EFLICY.
3. Run Command & M O|X|0A [Run command]& ME4&FLICEH
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AWS Systems Manager AL 7Hol=

4. AWS-ConfigureAWSPackage HZ EME MEHEFL|CE

5. oM MHE MEFLICH

6. OIS 2]

7. CHY(Target)olM BEIE E& HE SR X|H5t= WAlg MEHFLICH CHa oA 3R5tE Bl

7|9t k2 XIHE = U&LIct ID, EHE 2 SSM Agent
g =L st

8. IZ SME AE5tod 2o CHE HHEE F7t5HHU, [S £ X 0{(Rate control)] 0l A [S A4
(Concurrency)] 2! [Error threshold(2F &HIZL)] BA@5HHLE, £33 S M2 X[H35HHLE, Amazon
Simple Notification Service(Amazon SNS) &2l 748 = U&LCt RHAIEH LIE2 o dEA

o Z£0iM BE HS HESAMAR.

of M7sted= WZ|X| Ol S U=FLICH

9. WZIXIE MHE

[

HI7¢ £|™ [A-(Run)]2 MEHSH & [t 2 7|(View results)|& MEHELICE.

=
10. HY S=ol|M & B AWS-ConfigureAwWSPackage HH S MEFFLICH B0l ot & T S
4 24 28% 9| 2Azlo| M2 T olo|28 Mg LI
A

11. & Eff(Status) Qoi| -d3(Success) EE= A Tl(Failed)7t EA|E|TH E24(Output) &S MEARFLICY.

12. [E™ E7|(View output)|& MEHEFLICH B &3 mf|o|X|of Y A& ZAutut ZAIFLICH
AWS CLIE At& 8t 7| X| &7

AWS CLIO|A Run CommandZ AF23504 22|38 = =0 A Distributor I 7| X | £ AM|7{E 4 Q& L|C}.

AWS CLIE At&3tod mi7|X|E M|7{st2{™

AWS CLIOIA CtExt 22 BFS AeLch

aws ssm send-command \

--document-name "AWS-ConfigureAWSPackage" \

--instance-ids "instance-IDs" \

--parameters '{"action":["Uninstall"],'"name":["package-name (in same account)
or package-ARN (shared from different account)"]}'

CHE2 o LIch

aws ssm send-command \
--document-name "AWS-ConfigureAWSPackage" \
--instance-ids "i-02573cafcfEXAMPLE" \
--parameters '{"action":["Uninstall"], "name":["Test-ConfigureAwWSPackage"]}"
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AWS Systems Manager AL 7Hol=

send-command B} &7H AAEE = U= CHE SM0i CHEt REAIEH LHE 2 AWS CLI Command
Reference2| AWS Systems Manager A440{ RI= send-command& & Z5HA[L.

Distributor I§ 7| X| At K|

ol M2 m7|XIE AXste §HE HBELICH W7|X| HY2 AXE + el

r>|

1A 7| X 2F AFK|

Z &2 ALSE W7 |X| AA

AWS Systems Manager 2& 2 AF&3+04 AWS Systems Manager2| =72l Distributoroi| A I 7| x| &
£ 7K HHES AAE 5= &Lt o] IiF|X|& &AM Distributoroll M 2E TH7|X| BHHEO| AFA]|
ElLct.

Z£ S MEs0{ WF|XIE AAlstedH

1.  AWS Systems Manager & & (https://console.aws.amazon.com/systems-manager/)= L|LC}.
2. ErAH 3o A DistributorE MEHEFLICEH

3. Distributor & H O|X|0{| M AIAME mHZ|X|E ME=4EfLICH

4. HF|X| M HE HO|X|of M IHF|X| A K|E MEREFLICE

5. AM|E #elstete HIAIXK|7F ZEAIEH [T Z]X]| Al (Delete package)]| & B4 LIC}.

248 A T7|X| BT AR

Systems Manager 2& & A8 5104 Distributoro| A TH7|X| HE S AMXIE = Ql&LICH.

=& A85to 7 |X| HEE AMA|StE{H

1.  AWS Systems Manager 2 & (https://console.aws.amazon.com/systems-manager/)= LILC}.

2. EtA 3ol A DistributorS MEHEFLICEH

3. Distributor & H O|X|0{M AIAME mZ|X| HHS ME4TFLICEH

4. THF|X|Q| HH H|O|X[of M ATAME HH S MEHSt D A ATKIE MBS CH

5. AME &olstete HIAIX|IZF E AL (27| K| B{& AFK||(Delete package version)|S A1E4SfL|C}
THES AHS e W7|X] A

ME5lE HHE TFE AFHE35H0q Distributoroll M I 7| K|S AMK|E 4 QU&LIC.
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AWS Systems Manager

Linux & macOS

5lod m{7|X|E AtAl|StE{™
| 2ol M A dlsted=

AWS CLIE At
1. Ch3 BES d™stod & mi7|x[ol CHet EME LILELICEH o] HEL
{7|X|& H&LCH

aws ssm list-documents \
--filters Key=Name,Values=package-name
Y O|§2 2 HiEL

5tod 7| X|E A AMEILICEH package-nameS TF|X| Tt Of

04242 AlSH
= B O

Ct.
aws ssm delete-document \
--name "package-name"
3. list-documents WS CtA| Al&5to] 7 |X|7 A EIRA= | ZQIFLICH AFXE 7 |X|7F 5
Sof Z& /oM o Eulct,
aws ssm list-documents \
--filters Key=Name,Values=package-name
Windows
AWS CLIE A+&38to IH7|X|E AfA|5HEdH
1. Ch2 BB AAstod £ mi7|x|ol Ciet EME LIFefLict o] HHE | AutolM ArA|ste =
mZ7|X[E H&Llch
aws ssm list-documents #
--filters Key=Name,Values=package-name
t O|E2 2 HiEL

5tod 7| X|E A M EILICH package-nameE 7| K| m}

04242 AlSH
= =2 O

aws ssm delete-document A

"package-name
PAe 7| X17L 5

--name

FF

H2d2 CIA| AdStod 7| X|7F A AIEI/UF =

list-documents 'SZ=
£0i Zet|o{ME= o ELCh,
271
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AWS Systems Manager AL 7Hol=

aws ssm list-documents #
--filters Key=Name,Values=package-name

PowerShell
Tools for PowerShell2 Al236l04 I7|X|E AtX|5tE{H

1. OIS BPE ddstod 5 mi7|x|ol CHEl EME LIFELICH o] BE | Aol M AfxstEdE
x

$filter = New-Object
Amazon.SimpleSystemsManagement.Model.DocumentKeyValuesFilter
$filter.Key = "Name"

$filter.Values = "package-name"

Get-SSMDocumentList °
-Filters @($filter)

2. LC}2 HHE AESto] o7 X2 AAMIETLICH package-nameg TH7|X| It O|E 22 HIEL]
Ct.

Remove-SSMDocument °
-Name "package-name"

3. Get-SSMDocumentList & & CtA| Al&istod miZ|X|7} AFK| E|RI= K| &f I LICt AFA|EH i
71X17t S50 Z&E[o{M= e ELICt

$filter = New-Object
Amazon.SimpleSystemsManagement.Model.DocumentKeyValuesFilter
$filter.Key = "Name"

$filter.Values = "package-name"

Get-SSMDocumentList °
-Filters @($filter)

0

BEES MASE WFIX| HT A

T 7 E AH83}0q Distributorof| A I 7| X| S AMK|E &= U&LICEH

rx
Fol
Q'I_l
rr
0F
oy
A
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AWS Systems Manager

Linux & macOS
AWS CLIE Ar&3t0 THF|X| HE AFA|5HE{H

FE Adstod W7|X| HHES LIGE LIt o] BE ol Aol M A xsteds 7| x| HT

o o

F

LIC

—_

sor 00
o> oF

mo f1

aws ssm list-document-versions \
--name "package-name"

2. O3 BHES MASto 7 |X| HE™ S AAELICH package-name2 THF|X| O|E L2 HIF 1

o
o=
versiong HX™ H3E =2 HiEL|CH

aws ssm delete-document \
--name "package-name" \
--document-version version

22 AEshod I7IX| BTH0| AREIE I HQIELIC AR Tf|

3. list-document-versions &
K| HH 2 AME|X| ekofof gfLC}.

aws ssm list-document-versions \
--name "package-name"

Windows
AWS CLIE At&35t0od THF|X| HT™ S AFA|5HE4H

BEE Astod W7 [X| HHE LIFerLIct o]l BE | Aol M AfxstEdE m7|X| T

aws ssm list-document-versions #
--name "package-name"

2. O3 BHES MASto 7 |X| HEX S MM LICH package-name2 THF|X| O|E L2 HIF 1

S Aldl
versiong HX HE = HEL|CEH

aws ssm delete-document *
--name "package-name" "
--document-version version
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AWS Systems Manager

3. list-document-versions BHEZ A&5t04 I 7|X| HFO| A X EIFA=K| 2 QIRFLICE AFA|EH o7 |

K| HT™2 HAE|X| efotok ghLCt,
aws ssm list-document-versions ~
--name "package-name"
PowerShell

Tools for PowerShell2 At&35t04 I{7|X| HHT2 A X[6t2{™

1. Ctg BES Adstod ii7|X| HAS LtFEL|Ct o] B™E ol Anto| M AtA|stEd= 7| K|
2 &Lt

Get-SSMDocumentVersionList °
-Name "package-name"

2. Ch3 BHS AAstod mi7|X| HEIE M XMELICH package-nameg WZ|X| O|§2Z HHF D
2 HH HE 2 "hELct

<
®
N
W0
.
o
S

Remove-SSMDocument °
-Name "package-name"
-DocumentVersion version

3. Get-SSMDocumentVersionList @& & A&5I04 I 7| X| HHO| A M| E[A= K| = IEFL|CE. &

Mgt m7|X| HE 2 HAAME[X| 2fotok g LICt.

Get-SSMDocumentVersionList °
-Name "package-name"

28t £ Ql= CIE S Mo CHst XFAIEH LIS AWS CLI Command

list-documents FE &7 AIEE = U=
Reference2| AWS Systems Manager MIMof| U= list-documentsE& & Z5HM| 2. delete-document &

b B AL E £ Qe CHE SMof CHer REAI8H LH8 2 delete-documentE 2R 5HAA|L.

0

Distributor & ZHAF & 2Z

AWS CloudTrail& AF&3t04 AWS Systems Manager®| =7Q! Distributor2t ZHZ1E 2 &5E ZAHE
A& LICt Systems Managero| CHet AbAEH Z A 2 22 S M2 AWS Systems ManagerdlAd 22 2
ZLUEHZ MME HESML.

Io
N
_,>_
g'l_l
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AWS Systems Manager AL 7Hol=

CloudTrail€ A& 35}04 Distributor &5 ZHA

CloudTrailol M= AWS Systems Manager &, AWS Command Line Interface(AWS CLI) 2! Systems
Manager SDKO|AM =™ El APl &8 ZIAELICE CloudTrail 2&0|AM HEE 2 74Lt Amazon
Simple Storage Service(Amazon S3) HZ!0| HEE X = U&Lct Aol cHst =2 & CloudTrail
23E XMEsts ol HA stLtzt AFSELIg

Run Command 2! State Manager 2 2= M M4, W7(X| x| L HF X MH ESS 2
0{& LICt. Run Command®t State Manager= AWS Systems Manager2| =7 IL|Ct. Systems
Manager & & 2| CloudTrail 21 27| 2! AF&01| i kA8 LI 2 AWS CloudTrailE A& 35104
AWS Systems Manager AP| & 2Z MME & XFM2.

AWS Systems ManagerDistributor 2A| 312

ME = AWS Systems Manager2| =7 Q! Distributor AF2 Al & ME &~ Ql= BX|E Zste Ol

x| Aol )
- 2R OfLIHAEE CHR2 2 E 8 K| RRELICH O|F0| U= EAM7F EXHSHX] f&LICH
- Y=o AmFi&LICH
- 2F: EUES UX| T EE| CHEt OiLIHIAEE 3 E 4 Q18: oracle, HHT 8.9, OF 7=
x86_64

el x| & Systems Managerol| A AFE X} H ol |F m{F|X[2Ct oA AWS AA| 7 |X|E AotE
AAELICH MAEXHol F|X| OIF 0l AWS HA| HZ|X| OIF L S LT B ASAH W7 |X| CHA
AWS i Z|X|7} Mx|E LC

&

0%

% ol EXME mlsted™ m7|X[e] O|& 2 AWS HIA| WZ|X|e| O|F It Ct= 7| X[ sHok &f LICt.

HO
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AWS Systems Manager AL 7Hol=

RF: MHLEAEE =2(6tx| g WZ|X|ef & HHS &

fjo

o4
HA

Ojo

A
T
=AM s 22 277 EAIELICH

Failed to retrieve manifest: ResourceNotFoundException: Could not find the latest

version of package
arn:aws:ssm:: :package/package-name status code: 400, request id: guid

I’jB

21: Distributor0flA{ 2.3.274.0 HHT 0| 2| SSM AgentE At &LICt

£F M: SSM Agent HHEE 2.3.274.0 HX 0|42 2 UO|0|ESHAAIL. RFAIEH LI 2 Run Command
E A835t0{ SSM Agent AH|0|E =& @14: AWS CLIE AF&35+04 SSM AgentE AHE S 2 YH|0|E
MME BZSAR.

Failed to retrieve manifest: ValidationException: 1 validation error detected: Value
'documentArn'

at 'packageName' failed to satisfy constraint: Member must satisfy regular expression
pattern:

arn:aws:ssm:region-id:account-id:package/package-name

I’jB

Ol: Distributor0flA{ 2.3.274.0 HZ 0| 2| SSM AgentE AtS & LICEH

[k

: SSM Agent HHTE 2.3.274.0 M 0|4 22 HO[0|ESt A A2, REA|IEH LH& 2 Run Command
5104 SSM Agent YHIO|E EE= 244&: AWS CLIE AFH83510{ SSM AgentE AHS S 2 H|IO|E

24 11 72
[z (> i
0o

fjo
it
P
9.'—'
=

0

I 7|X|7 X|#H =l X] kS (I Z[X|ol| x| Z 0| i=)

ZAM: g 242 2J77F EA|IELICH
Package is not supported (package is missing install action)

el W7|x| CIME2| + =7t 252 K| et&LCH

ZEE 4 CIHEEIE YFetK| &Lt CHel Mo 3
US é’i*oi LICt. . zip TO| XIEHE MM E|IA=X] =Zelst
CIREZ #Z& AEFLUICH & 501 MX| A3 EE %
AR E /ExamplePackage_targetPlatform/install.shoqof &fL|C}
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AWS Systems Manager AL 7Hol=

0II

RF: MHLHAEE Ct22 5ot x| RR&LICE 0|F0| = EM7E EXMsHR| et&LICH

ZM: ch3a €2 277t EAIFLICH

Failed to download manifest - failed to retrieve package document description:
InvalidDocument: Document with name filename does not exist.

1: CHE H|’H0i| M Distributor 7| X|& &7 & [l Distributor7t T{Z7|X| O|F 22 WF|X|IE &2 =
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Upload failed. At least one of your files was not successfully uploaded to your S3
bucket.
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Platform version: _any
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"Version":"2012-10-17",
"Statement": [
{
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"Effect":"Allow",
"Action": [

"ec2:CreateTags",
"ec2:DeleteTags",
"ec2:DescribeInstances",
"ec2:DescribeTags"

1,

"Resource":"*"

"Sid":"General",
"Effect":"Allow",
"Action":[
"ssm:AddTagsToResource",
"ssm:DescribelInstanceAssociationsStatus",
"ssm:DescribeInstancePatches",
"ssm:DescribelInstancePatchStates",
"ssm:DescribeInstanceProperties"”,
"ssm:GetCommandInvocation",
"ssm:GetServiceSetting",
"ssm:GetInventorySchema",
"ssm:ListComplianceItems",
"ssm:ListInventoryEntries",
"ssm:ListTagsForResource",
"ssm:ListCommandInvocations",
"ssm:ListAssociations",
"ssm:RemoveTagsFromResource"
1,
"Resource":"*"
},
{
"Sid":"DefaultHostManagement",
"Effect": "Allow",
"Action": [
"ssm:ResetServiceSetting",
"ssm:UpdateServiceSetting"

1,
"Resource": "arn:aws:ssm:region:account-id:servicesetting/ssm/managed-
instance/default-ec2-instance-management-role"
3,

"Effect": "Allow",
"Action": [
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"iam:PassRole

1,

"Resource": "arn:

aws:iam: :account-id:role/service-role/

AWSSystemsManagerDefaul tEC2InstanceManagementRole",

"Condition": {
"StringEquals
"iam:Pass
"ssm.

"Sid":"SendCommand",

"Effect":"Allow",

"Action":[
"ssm:GetDocument"
"ssm:SendCommand"
"ssm:StartSession

15
"Resource": [
"arn:aws:ec2:*:ac

arn:aws:ssm:*:ac
"arn:aws:ssm:*:ac

arn:aws:ssm:*:*
"arn:aws:ssm:*:*

arn:aws:ssm:*:*
"arn:aws:ssm:*:*

arn:aws:ssm:*:*
"arn:aws:ssm:*:*

arn:aws:ssm:*:*
"arn:aws:ssm:*:*

arn:aws:ssm:*:*
"arn:aws:ssm:*:*

arn:aws:ssm:*:*
"arn:aws:ssm:*:*

arn:aws:ssm:*:*
"arn:aws:ssm:*:*

arn:aws:ssm:*:*
"arn:aws:ssm:*:*
"arn:aws:ssm:*:*
"arn:aws:ssm:*:*
"

arn:aws:ssm:*:*
"arn:aws:ssm:*:*

", {
edToService": [
amazonaws.com"

’

’
n

count-id:instance/*",
count-id:managed-instance/*",
count-id:document/SSM-SessionManagerRunShell",

:document/AWS-PasswordReset",
:document/AWSFleetManager-AddUsersToGroups",
:document/AWSFleetManager-CopyFileSystemItem",
:document/AWSFleetManager-CreateDirectory",
:document/AWSFleetManager-CreateGroup",
:document/AWSFleetManager-CreateUser",
:document/AWSFleetManager-CreateUserInteractive",
:document/AWSFleetManager-CreateWindowsRegistryKey",
:document/AWSFleetManager-DeleteFileSystemItem",
:document/AWSFleetManager-DeleteGroup",
:document/AWSFleetManager-DeleteUser",
:document/AWSFleetManager-DeleteWindowsRegistryKey",
:document/AWSFleetManager-DeleteWindowsRegistryValue"
:document/AWSFleetManager-GetDiskInformation",
:document/AWSFleetManager-GetFileContent",
:document/AWSFleetManager-GetFileSystemContent",
:document/AWSFleetManager-GetGroups",
:document/AWSFleetManager-GetPerformanceCounters",
:document/AWSFleetManager-GetProcessDetails",
:document/AWSFleetManager-GetUsers",
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arn:aws:ssm:*:*:document/AWSFleetManager-GetWindowsEvents",
"arn:aws:ssm:*:*:document/AWSFleetManager-GetWindowsRegistryContent",
"arn:aws:ssm:*:*:document/AWSFleetManager-MountVolume",
"arn:aws:ssm:*:*:document/AWSFleetManager-MoveFileSystemItem",
"arn:aws:ssm:*:*:document/AWSFleetManager-RemoveUsersFromGroups",
"arn:aws:ssm:*:*:document/AWSFleetManager-RenameFileSystemItem",
"arn:aws:ssm:*:*:document/AWSFleetManager-SetWindowsRegistryValue",
"arn:aws:ssm:*:*:document/AWSFleetManager-StartProcess",
"arn:aws:ssm:*:*:document/AWSFleetManager-TerminateProcess"

"Sid":"TerminateSession",
"Effect":"Allow",
"Action": [
"ssm:TerminateSession"
1,
"Resource":"*",
"Condition": {
"StringlLike":{
"ssm:resourceTag/aws:ssmmessages:session-id": [
"${aws:userid}"

Fleet Manager 27| & HA|A A M

MK

CtE EM2 27| & Fleet Manager 7| S0 CHeF HetE MBELICH ZF example resource
placeholderg& A&Xte| WEZ HbELICH

"Version":"2012-10-17",
"Statement": [

{
"Sid":"EC2",
"Effect":"Allow",
"Action": [

"ec2:DescribelInstances",
"ec2:DescribeTags"
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"Resource":"*"

"Sid":"General",

"Effect":"Allow",

"Action": [
"ssm:DescribelInstanceAssociationsStatus",
"ssm:DescribeInstancePatches",

"ssm:DescribelInstancePatchStates",

"ssm:DescribeInstanceProperties"”,

"ssm:GetCommandInvocation",

"ssm:GetServiceSetting",

"ssm:GetInventorySchema",

"ssm:ListComplianceItems",

"ssm:ListInventoryEntries",

"ssm:ListTagsForResource",

"ssm:ListCommandInvocations",

ssm:ListAssociations"

1,

"Resource":"*"

"Sid":"SendCommand",

"Effect":"Allow",

"Action":[
"ssm:GetDocument",
"ssm:SendCommand",
"ssm:StartSession"

1,

"Resource": [
"arn:aws:ec2:*:account-id:instance/*",
"arn:aws:ssm:*:account-id:managed-instance/*",
"arn:aws:ssm:*:account-id:document/SSM-SessionManagerRunShell",
"arn:aws:ssm:*:*:document/AWSFleetManager-GetDiskInformation",
"arn:aws:ssm:*:*:document/AWSFleetManager-GetFileContent",
"arn:aws:ssm:*:*:document/AWSFleetManager-GetFileSystemContent",
"arn:aws:ssm:*:*:document/AWSFleetManager-GetGroups",
"arn:aws:ssm:*:*:document/AWSFleetManager-GetPerformanceCounters",
"arn:aws:ssm:*:*:document/AWSFleetManager-GetProcessDetails",
"arn:aws:ssm:*:*:document/AWSFleetManager-GetUsers",
"arn:aws:ssm:*:*:document/AWSFleetManager-GetWindowsEvents",
"arn:aws:ssm:*:*:document/AWSFleetManager-GetWindowsRegistryContent"

Fleet Manager

285



AWS Systems Manager AL 7Hol=

}I
{

"Sid":"TerminateSession",
"Effect":"Allow",
"Action": [
"ssm:TerminateSession"
1,
"Resource":"*",
"Condition": {
"StringlLike":{
"ssm:resourceTag/aws:ssmmessages:session-id": [
"${aws:userid}"
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15 QUAHAO CHE 23 LHYS AEFLICH T2 CIAEHAE FF IZXZE 0|8 7tSELICH XHA|
8t LI 2 AWS Systems Manager 2 22 & Z35HM2

AWS Identity and Access Management(IAM)0i| £ & QIAEE E|0{0l|M & QIAEA E|0{Z2 & FS
g8 = A= Heto| U K| HUFLICH ALEAE 38 E= &0l AdministratorAccess IAM

Ho| HAZAEIRI7{Lt Systems Manager & 433t E|0 MH|A MHEHE HEY = = HEro| lo{ofF &
LICt &85t Elo] H2 OFS APl 2 S AP LCH

T
I
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02
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o

» GetServiceSetting

» UpdateServiceSetting

» ResetServiceSetting

CHS HALE AFEst0{ QIEHRl IAM A ALS XL HHol AZ g LICH o] Mg Sall AAS X T &
2lE QlAHA E|lo] dHE & + U&LICH 8 o] M E Sall Ar8Xte XIEE AWS AEe AWS
2™ A dEHE HESHHL REATE + U&LICH

-_—

AWS Management Console0l| 21 215}04 https://console.aws.amazon.com/iam/H| A IAM 2& 2

Lt
2. BN BOIM AL RHE MEYBLICH
3. S20lM WS AU ASK 0|FS MEBLICH
4. B S MeErLCH
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AWS Systems Manager

5. HO|X| LEZ0i = Permission policies(T 8t Z4&)0{| A Add inline policy(I2+2! H& F=IHE
MERFL|CE.

6. JSON B2 MEHgfL|CH

7. 7|2 LIS L2 2 Hi&ELICH

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ssm:GetServiceSetting"

1,

"Resource": "*"

},
{

"Effect": "Allow",

"Action": [
"ssm:ResetServiceSetting",
"ssm:UpdateServiceSetting"

1,

"Resource": "arn:aws:ssm:region:aws-account-id:servicesetting/ssm/

managed-instance/activation-tier"
}
]
}

9. Review Policy(32 HE) H0|X[|2| O|Foi ¢l2tel HH o|F2 =g LICt. o: Managed-
Instances-Tier.

TElRt= ChE QIEtel B E M-SR €T 5tod 87| & HEHE XIHE + U&LIh

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
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"Action": [
"ssm:GetServiceSetting"

1,

"Resource": "*"
},
{

"Effect": "Deny",

"Action": [
"ssm:ResetServiceSetting",
"ssm:UpdateServiceSetting"

1,

"Resource": "*"

}

IAM 2 MM 2l T ZEof| CHEF XM LI 2 IAM User Guidef| Creating IAM PoliciesE & X 35HAML.

T ARA Elof dY(EE)
CtZ ™Ato| M= Systems Manager Z2& 2 AFE5H04 XIHE AWS HE 2 AWS 2ol M B2|™ ela
HA HE Q52 S8l £7El ZE HIEC2 L EE 12 QAHA E|o{ AS22 HASHE Y &

ARIAE B AWS |7H01|k| LBREX| EHQUFLICH 2£2| 2EF oH ZME[0
H

stol=2 2= 2 HE|ZEHRE #1732 Amazon Elastic Compute Cloud(Amazon EC2) QIAEIA 2l H|
EC2 A|ARI0] CHEt B 2F A2 2R =X EIELICH RHAIEH LI 2 AWS Systems Manager
of CHet 228 L E 4 2

m¢
0

/A Important
Che MRHE HA 47 MHS HsE wele MELIT o] ¥ AR Qls] A™ 2
=0| T ELCH

1 QAHEA E[01E HHSE{H(ES)

1.  AWS Systems Manager &2 & (https://console.aws.amazon.com/systems-manager/)= L|LC}.
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AWS Systems Manager AL 7Hol=

2. EM Z 0| M Fleet Managers ME4EILICEH

3
4. CHE} AFRFOIA HIZ A& 84730
5 =

AMAEOM ZE QIAEIAE EZT OIAEA E[0{0 M 12 CIAEA E|02 0|S 5= T2 MA

zote Ol & E0|l £A2F & U&LICH

Il
e

@ Note
EE QIAEA E|0|2 ChA| HZ st WiHol Ci#t RHAIE LIS 13 QIAEA Ejofof M EF
el %

3= &
A E[012 EEE|7| MM E HEtA 2.

1= CIAEA Elo{ MH(AWS CLI)

Ct2 MRIolAHE AWS Command Line Interface® AF& 5104 X[ E AWS A X2 AWS Z|F0i| A 22|
g QIAEA EYSHE Sl FIHE ZE 2= 8(0|A MEHet VME 15 QIABA E|o{ AA 822 ¥HYF
st= ddg Mgt

/A Important

CHE Hite 78 v & d8E HE8sts dHs dFEHLICE ol HE M2 2 2l 7"l 2

= 0| H+ &L

AWS CLIE At&3to] 12 QIARIA E[01E HYsicdH

1. AWSCLIZ Y1 C}S HHS MMBILICEH Zf example resource placeholderE& AH&X}FQ|
HEZ "HhE L

Linux & macOS

aws ssm update-service-setting \

--setting-id arn:aws:ssm:region:aws-account-id:servicesetting/ssm/managed-
instance/activation-tier \

--setting-value advanced
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Windows

aws ssm update-service-setting 2

--setting-id arn:aws:ssm:region:aws-account-id:servicesetting/ssm/managed-
instance/activation-tier A

--setting-value advanced

02

o mo oM

ol 43l E22 d&LCh
=

Al
=

M3

i

o424
[« N

LICE.

mo Ok

01 TR AWS HIH L AWS Z|H 9| ZEIE L =of CHe s MElA dHE

o2
ol
-

o i

Linux & macOS

aws ssm get-service-setting \
--setting-id arn:aws:ssm:region:aws-account-id:servicesetting/ssm/managed-

instance/activation-tier

Windows

aws ssm get-service-setting A
--setting-id arn:aws:ssm:region:aws-account-id:servicesetting/ssm/managed-

instance/activation-tier

E2 st de ™

L
HL
i
T

o
o
r
[u]

"ServiceSetting": {

"SettingId": "/ssm/managed-instance/activation-tier",

"SettingValue": "advanced",

"LastModifiedDate": 1555603376.138,

"LastModifiedUser": "arn:aws:sts::123456789012:assumed-role/
Administrator/User_1",

"ARN": "arn:aws:ssm:us-east-2:123456789012:servicesetting/ssm/managed-
instance/activation-tier",

"Status": "PendingUpdate"
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T CAEA E|o] D (PowerShell)

S QlAaHA Y3 E Soll F7HE ZE 2Z80(A& MR VME T2 QIAEA E|o{ AAE2
F

/A Important
S Hite AY & d8E HEsis SHe dYELICL ol HE AHg oz Qs Ago 2

= 0| H+ELCH

PowerShell& AF&35t0{ 12 QIAEA E[0{E M Sle{H

.

1. AWS Tools for Windows PowerShell2 @1 Ct& @& A™ELICH 2 example resource
placeholder& AMEXt2| HEE HiELICH.

Update-SSMServiceSetting °

-SettingId "arn:aws:ssm:region:aws-account-id:servicesetting/ssm/managed-
instance/activation-tier"

-SettingValue "advanced"

BFo| 938l EH2 A&LICh
2. CI= BHS AAstod T AWS HE L AWS 20| #E[- o CHE 3R MH|A dHE &
QIgrLCH.

Get-SSMServiceSetting °
-SettingId "arn:aws:ssm:region:aws-account-id:servicesetting/ssm/managed-
instance/activation-tier"

0424
[ Ne)

CHe T e %

= o

rlo
ajo
HL
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-
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ARN:arn:aws:ssm:us-east-2:123456789012:servicesetting/ssm/managed-instance/
activation-tier

LastModifiedDate : 4/18/2019 4:02:56 PM

LastModifiedUser : arn:aws:sts::123456789012:assumed-role/Administrator/User_1

SettingId : /ssm/managed-instance/activation-tier
SettingValue : advanced
Status : PendingUpdate
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EE QIAEA E[ofZ EEEI7I(EE)

7C'|i

paLt

OlME Systems Manager 2& & AI&5t04 X[HE AWS AE & AWS E|HollM & QIAE
2 ARSIEE 50[2EC W HE|ZE2C B0 D §0|2EE HE Q15 o8 HZs
£ 2oiELch

bl

CHS
A E|
=

T 2

EE 2

>

A E|012 EEEIAH(E E)

1.  AWS Systems Manager &2 & (https://console.aws.amazon.com/systems-manager/)= L|LC}.

2. EM Z 0| M Fleet ManagerS ME4EILICEH

3. [H™ HE(Account settings)] EECH2 S MEISHT [RIARA E[o{ & (Instance tier settings)] =2
MERShL[CH

4. Change account settings(7I’d MH B43)& MEHFLICH

5, EY o Us HAE dY HE e WEE HESI D 0|8 &¢lste dRole =5 & HS TIY
g UAs SHE MEELIC

EZE QIAEA E|0{2 E|E2|7](AWS CLI)

Mx}o A= AWS Command Line InterfaceE AF& 504 K| E AWS HH L AWS 2| EE
E|0{1E AIESIES 5t0o|EC|E L HE|ZEEIRE 8t 4o RE SolEBlE HE QIS - EE
H

é —_— o1 -O
st WS EoiELIch

-_—

AWS CLIE Y1 C}s HHS A™SLICH Zt example resource placeholderE AFEXE2)
HMEZ HFELICH

Linux & macOS

aws ssm update-service-setting \

--setting-id arn:aws:ssm:region:aws-account-id:servicesetting/ssm/managed-
instance/activation-tier \
--setting-value standazrd

Windows

aws ssm update-service-setting #

--setting-id arn:aws:ssm:region:aws-account-id:servicesetting/ssm/managed-
instance/activation-tier A
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--setting-value standard

T AWS H et Aws 2|Tie| 2rEld QIAB A CHE MY S

o
2. 302 Fof Cts HHEES Aldlsto &
EolshL|ct

Linux & macOS

aws ssm get-service-setting \
--setting-id arn:aws:ssm:region:aws-account-id:servicesetting/ssm/managed-

instance/activation-tier

Windows

aws ssm get-service-setting A
--setting-id arn:aws:ssm:region:aws-account-id:servicesetting/ssm/managed-

instance/activation-tier

L

i¥2 O 22 Y28 greteuct

"ServiceSetting": {
"SettingId": "/ssm/managed-instance/activation-tier",

"SettingValue": "standard",
"LastModifiedDate": 1555603376.138,

"LastModifiedUser": "System",
"ARN": "arn:aws:ssm:us-east-2:123456789012:servicesetting/ssm/managed-

instance/activation-tier",
"Status": "Default"

20| &2z Ei7t 7|8z HEELIDH
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EZF QIAEA E|0{2 E|E2|7](PowerShell)

CH2 MXo| A= AWS Tools for Windows PowerShellE AF23104 K| El AWS A& L AWS 2|70
MEZE QIAEA E|0{1E AIESHES 5t0o|EE|E L HE|ZCIRE 849 51o|lE8|E HE Q5 £ E
£ HZE5 s g Eo{ELICH

PowerShell& Al&35l04 & CIAEA E|0{2 E|=2|2{H

1.  AWS Tools for Windows PowerShell2 Q1 C}S Had2 AlsstL|Ct.

Update-SSMServiceSetting °

-SettingId "arn:aws:ssm:region:aws-account-id:servicesetting/ssm/managed-
instance/activation-tier"

-SettingValue "standard"

BFo| 438l E2 aLitt
2. 308 FolChg BES Asto] 2R AWS H"Het AWS E|Te| 2held QIAE A ChiEF dHE
o

Get-SSMServiceSetting °
-SettingId "arn:aws:ssm:region:aws-account-id:servicesetting/ssm/managed-
instance/activation-tier"
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ARN: arn:aws:ssm:us-east-2:123456789012:servicesetting/ssm/managed-instance/
activation-tier

LastModifiedDate : 4/18/2019 4:02:56 PM

LastModifiedUser : System

SettingId : /ssm/managed-instance/activation-tier
SettingValue : standazxd
Status : Default
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£+2|3t= Amazon Elastic Compute Cloud(Amazon EC2) QIAEIA AWS loT Greengrass .04 C|Ht
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88 #eld =7} Systems Manager 2 2|% = =040f g LIt 5 #E™E = =0f SSM
Agent {71 2.3.668.0 O|4+0| M| /0] Q/0{0F BLICH) SSM Agent Adx| FE& UGl O|E0i CHEF RHA|
8t LI 2 SSM Agent 51 MM E R XML,

- &3 MEE 7|52 AHoM BElE 2o AE8E = UL E D El Session Manager 782 At
S&LICt. [M2kA Session Manager% AE35tdH TR AWS 2| M AHHof| 2 et AP =740]
SE|o{of B LICt REAMIEH LHE 2 Session Manager &7 EHRE B ERSHAAL.

® Note
2Z Y 0/A =0 Ci$ Session Manager k|2 12 QUAEA E[o{0]| 2t M| SELICH &t
Mt LHER2 12 QIAEA E|o] MY HEHE FTSHMAIR.
« USE HASIE AWS AFEXHE siE 22|38 = =0 CisH ssm:SendCommand & 8H0| Q{o{ok gL

5
Ct. REMIEE LI Ef2E 7|89 2 Run Command HA|A X8t T & X SHAAIL.

M| A B

otS 2 MM 4 Qe AI2A HEtg EM ol =2 ANBHe £ st

== = — = 10 -

ssm:StartSession Z210] AWS-PasswordReset SSM A2t &7 X2 &
M 7S ELICH REM[EH LI 2 QIAEI A0 CHEF AR AL MM HMA H0{E R ZFHML.

Session Manager
B 7|8 HAMES AE5t

ClolE & 5 &t

ZEI™E o cist & MY SME AHE5HEI™ Session Manager G| O|E{0d| CH3H AWS Key
Management Service(AWS KMS) 2t f 558 METLIC AFM[EH LHE 2 AlM Cl|0|E{2e] KMS 7|
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J_I-E|o=| ol = o| or& X HAE-UgI

Systems Manager # 2|3 = E9| & 5 = Systems Manager Fleet Manager 2& &= AWS Command
Line Interface(AWS CLI)E At 3l R E £+ QU&LCH.

ZEE =0 s MHE™M(ES)
AWS Systems Manager 2 £ (https://console.aws.amazon.com/systems-manager/)2 iL|C}.

=t M 20| M Fleet ManagerE MEf&rL|CH
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3. MER E37IERF L Ao U= HES MEHFLIC
4 E: o4 O

5

AN —
2 MY S MEfELICH

>
ol
>
o
il
cC
(72
o)
>
Q
3
L
E
ik}
fok
i
=
0
et
=
ol
>
o
i
mo
I°
1
e
r
ful
o
il
H’
n
2
8
]
N
mjo

6. NE&E2 MEgLCt
7. Enter new password(Al & & 124) BH & o| HAIX|of 2t ME2 ¢S5 & X[HeFLICt
(® Note

ZHE|E L =of Mx|E SSM Agent HE0| &5 RiA%IES X|I6HK| o
Systems Manager2| =7 I Run CommandZ& A3 X|§ElE BT
X7t ZAIELICH

mlo mlo

ZA0= AWS
A x|5HEHE A

i
OII

AR oS X H)chj(AWS CLI)

1. HE[S o MEXRYZE
placeholderg& At&XtQ| ™

HI=>.1

MYsted™ Ol g BYES A->ELICH 2 example resource
H

(® Note

AWS CLIE Ar83ll &3 & AHAHE 32 Session Manager Z22{1210| 27 A|ARI| M
x|E|01 J0{oF BFL|C} REM|EH LH& 2 AWS CLIS| Session Manager 224121 Ax|E &

Linux & macOS

aws ssm start-session \

Fleet Manager 303


https://console.aws.amazon.com/systems-manager/
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AR 7H0|E

--target instance-id \
--document-name "AWS-PasswordReset" \
--parameters '{"username": ["user-name"]}'

Windows

aws ssm start-session A
--target instance-id *
--document-name "AWS-PasswordReset" A
--parameters username='"user-name"

2. Enter new password(M 2= 123) B Fo| HAIX|of 2t MER FZ & X|FELICt

ElE 20| o3 ™o [HE EX siE

A3 E MEEtHM L UsteE EMe iR E 25 MEAE M ZHE SF&T si2e = U&LICH
H

= =
O gtolle ohs eI &2 MUY EXME stidste ol ==0l 2 ZYLch
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AWS Systems Manager AL 7Hol=

/A Important

Fleet Manager= CHFSH AL XF 22| 2Hd2 9|81 AWS Systems Manager2| =7 2! Run
Command®} Session ManagerE A& LICH Ao 2 ALXt= 2 A AL XL A

Hof CHE WHo 2= E7tsE HetE F04E = U&LICH Ol AWS Systems Manager
Agent(SSM Agent)7t £ E H&H(Linux) EE= SYSTEM T 8H(Windows Server)2 A& 35}04
Amazon Elastic Compute Cloud(Amazon EC2) QIAEANM A™E|7| HE LICH SSM
AgentE S5l FE & B0 CiE HMA AMEtol| CHE REMIEH LIS S SSM AgentE S8t £
E =F& ol Cigt HMA MEt MM 2 Z5HMIRL. 0] 7|Soll CHEt HBHAE AEteted™H o
o5t &0l ot HAM|AE 5{E3t= AWS Identity and Access Management(IAM) S22 ALK}
ofl CHal MAdstE Zd0| E&LICEH Fleet ManagerOdl CHEH IAM Z42H A Adof| CHEH XEM|IEH LI 2
Fleet Manager0i| CHEF HA|A Ao MME FHEFAML.

A

« Fleet ManagergE AIE5t0{ OS AAEA E= OF ¥d

* Fleet Managerg At&35t0{ ArX E= O & HHA HYOH0|E

 Fleet ManagerE AF&350{ OS AFEXI EE= O & AHA
g

Fleet ManagerE At83l09 OS AHSAt EE= I8 M

(® Note
Fleet Manager= Session ManagerE AF&35t04 M ALEAto| & £ & M T LICE Amazon EC2
QIAEAOM, #EIE QAR AN IZAE QIARHA T 2 U2 Session ManagerZt 0| 7|52
A8E £ Qe HEt2 MB35l ok gLIch QIARA Z 21 l0f Session Manager T8 7104
CHet REMIE LI 2 7|ZE IAM 23&8H0]| Session Manager T8 £7F MM B XML

MEo| 2 225101 AAEA A'E E= I8 2 M/d3st= 4l Fleet Manager 2&£2 AL&35t0{ 8

(][]

Fleet ManagerE At&304 OS AFE AL HHEHE Mt &Y

1.  AWS Systems Manager &2 & (https://console.aws.amazon.com/systems-manager/)= LI|LC}.

2. EfM Zof|M Fleet ManagerE ME4EILICEH

Fleet Manager 315


https://console.aws.amazon.com/systems-manager/

AWS Systems Manager AL 7Hol=

3. MAISAE MHE #HElE L& ol e HES ME{gLIC

4. Mg HE 27|88 Mgt

5. TF AMEX Y IOES MEiFLC

6. [AERH(Users)] &2 MEHEE CHS [AHE AL A 4M(Create user)]2 MEIEFLICH

7. M ALl [0|E(Name)] 22 =dEFLC.

8. (&) [¥= % (Set password)] ol = &olgts MENFHLICH ™RI7F 2L A AL XS] &
= & Y™stel= HAIXK|7F ZAIELICE

9. =3 (Create user)|2 MEIRLICH M AFEXto| 2S5 E M5t7| fl5H =elgts MEis 43

[AFE R} 44
2 et3 gf2 =5t D [RtE(Done)]E ME4SIEHE
Col2H = T Mo XIHE 7 AMES SF5HK

lo

Fleet ManagerE At&35t04 0S 1 &S dMst= W

AWS Systems Manager 2 £ (https://console.aws.amazon.com/systems-manager/)2 iL|C}.
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B3 MR H O8S MEE LT
E ®e MEE Os 08 4ds MegUn

=4 =
£ 9| [0|&(Name)] 2t2 &l=d&Lct.
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1.  AWS Systems Manager 2 & (https://console.aws.amazon.com/systems-manager/)= L|LC}.
2. ErA Eof M Fleet ManagerS ME4EFLICEH

3. YOIo|EsttAE MEXR Aol UE HEIE & ol U= HES MEELICH
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AWS Systems Manager AL 7Hol=

6. ALSA E{S ME{ELICH

Fleet ManagerE AF&35t01 0S O &2 AMAISi= &Y

—

AWS Systems Manager & & (https://console.aws.amazon.com/systems-manager/)= 3L|C}.
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/A Important
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Fleet ManagerZ A& 3104 Windows HIX|AEE| 7|2 MAd5t24H

1.  AWS Systems Manager & (https://console.aws.amazon.com/systems-manager/)= L|LC}.

Fleet Manager 318


https://console.aws.amazon.com/systems-manager/
https://console.aws.amazon.com/systems-manager/

AWS Systems Manager AL 7Hol=

=M 0| M Fleet ManagerE MEHEMLICE
HIRIAEE| 7|5 MAe 2Ed & Gof e HES MEfshL|C.
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AWS Systems Manager AL 7Hol=

7|82 ZAE HE| FEE ASE XS EC2 QIAEHA £

7|12 EAE #e| 7 d MEE Sl AWS Systems Manager0i| A Amazon EC2 QIAEAE XIS 2
2 QIAEHAZ BHE|E £ Y&LICH BElE QAEAE Systems Manager0ll AFFESIEE LA E
EC2 QIAEAQIL|CH

Systems Manager2 QIAEHAE #E|5t= <2l O|™2 Ct&1+ Z&LCh.

- Session ManagerE At&35t04 5t A EC2 QIAE A AZELICH

Patch Manager& At&3t04 XIS IX| &S B LICH

- Systems Manager InventoryE At&3t04 QIAE A CHE MR HEE SLICt

Fleet ManagerE At&3t04 QIARIAE FXst 1 g[8 LI

SSM AgentE AHs2 2 %|A AEHZ R X|EFLICH
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/A Important
7|2 EAE #E| 1EdE AH85t0d SF/E QIAHAS| S8 HE = var/lib/amazon/ssm
IE= C:\ProgramData\Amazon C|EEZ|0| 2EZE HEELICI o|z{8t CIHERZ| = T
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L8 ot Q152 HS5x| 2ot ELICH Ol2{3 2 IAM QIARA T2TAUS AE 504
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et HFESAM L.

« OIAEAE 22|52 SSM Agent version 3.2.582.0 0|42 M x| of &HL|C}.
RQUAEIA O MX|E SSM Agent EHZ = Qloi| CHEF REMIEH LI 2 SSM Agent HHE B1Z 2ol MM g
SEXSYEN

SSM Agent &HIO|E 0 CHEF REMIEH LI 2 SSM Agent AHS AH|0|E MME F XML,

« O]l FAN|o| 2tdE2 +=&5l= B ElX2tH GetServiceSetting, ResetServiceSetting
2 UpdateServiceSetting APl &Fd0i| CHEH &0 QJo{oF B L|Ct. EE&t
AWSSystemsManagerDefaultEC2InstanceManagementRole IAM o] CHEt
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AWS Systems Manager

{
"Version": "2012-10-17"
"Statement": [

{
"Effect": "Allow",
"Action": [
"ssm:GetServiceSetting",
"ssm:ResetServiceSetting"
"ssm:UpdateServiceSetting"
"Resource": "arn:aws:ssm:region:account-id:servicesetting/ssm/managed-

iF
instance/default-ec2-instance-management-role

1,
{
"Effect": "Allow",
[

"Action":
"iam:PassRole"
account-id:role/service-role/

arn:aws:iam

1,
"Resource":
AWSSystemsManagerDefaul tEC2InstanceManagementRole

"Condition": {

"StringEquals": {
"iam:PassedToService": [
SSm.amazonaws.com

}
EC2 QIAEIAO] O|O| IAM QIAEA
Hetg M sHob
57| Hofl QIAEIA T2l HEt A
58 5ta

E stod g
ssm:UpdateInstanceInformation 2& 6100h_
R;

=2

AAE HEIRE AL
L |2 SAE BE| A HES AL
Z 20 UM ssm:UpdateInstanceInformation &2
&5t x| et &LICh.
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HerE A

IAM QIAEIA
s AE BHa| 74
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E
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7l&
A
PowerShell2 AI23510{ 7|E S AE 22| TS M5 s £

Fleet Manager &
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gtLICh SSM Agentofl A
&3dte{ A= ghct.
OIAE

718 5
a3t
£ 0{ A EE= AWS Command Line InterfaceO|Lt AWS Tools for Windows
U&LILCH.
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Amazon EC2 RIAHAE Ol MHo R zizlg Z 2o 7|2 ZEAE EiE| 7 -dE sttt 7ok &

J

7|8 3AE #E| FEE T = QUABATOHS HAt| 5EA|M MEYE AF O Xt H SHE ALS St
£ Ol 2/Ci 302 0| 28 =+ AU&LICH

1. AWS Systems Manager & & (https://console.aws.amazon.com/systems-manager/)= 3L|Ct

2. EM Z 0| M Fleet Managers ME4EILICEH

3. AHAHE I, 7|8 2AE B2 82 MEFLICH

4. 7|8 ZAE gz M 2dstE Aot

5. QIAEAO CH5H Systems Manager =& & 43tst= Ol AF& /= AWS Identity and Access
Management(IAM) G& S MEASILICH 7|2 SAE 2| FHIM MSste 7|12 dEE M85
= X0| EZ&LICt. 047|0f= Systems ManagerE At& 304 Amazon EC2 QIAEAE #2|5t= O
st 2[4 Het METE ZEE|0] UELICH AFER X[H Feg 2 M85t AE MEdte B2 Y
g o| AZ| HE0{ M Systems Managerg AZ|E = = AHEEIZ 5{&3HoF & LICt

6. TS MEsiod s 2 =ELICH

1. OIS A2 A Z2o| Z&E JSON TS 24 HFE{of| Mot

{
"Version":"2012-10-17",
"Statement": [
{
"sid"."n,
"Effect":"Allow",
"Principal”:{
"Service":"ssm.amazonaws.com"
.
"Action":"sts:AssumeRole"
}
]
}
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2.

AWS CLI EE & Tools for Windows PowerShell€ Y1 2Z A|AHIQ| 2 || &0 et S
2 EE 3 5L E ARG AHolM MH[A eE MY
placeholder& MEXtS| HWEE HtELICH

]

LICt 2t example resource

Linux & macOS

aws iam create-role \

--role-name AWSSystemsManagerDefaultEC2InstanceManagementRole \
--path /service-role/ \

--assume-role-policy-document file://trust-policy.json

Windows

aws iam create-role ~

--role-name AWSSystemsManagerDefaultEC2InstanceManagementRole *
--path /service-role/ A

--assume-role-policy-document file://trust-policy.json

PowerShell

New-IAMRole °

-RoleName "AWSSystemsManagerDefaultEC2InstanceManagementRole"
-Path "/service-role/"

-AssumeRolePolicyDocument "file://trust-policy.json"

Cls BHES A™A5t0{ ME MM et 23e ol AmazonSSMManagedEC2InstanceDefaultPolicy
ZelE HAg HAZA8gLICt ZH example resource placeholderE M-8Rl HEZ HFEL|
ct.

Linux & macOS

aws iam attach-role-policy \
--policy-arn arn:aws:iam::aws:policy/AmazonSSMManagedEC2InstanceDefaultPolicy \
--role-name AWSSystemsManagerDefaultEC2InstanceManagementRole

Windows

aws iam attach-role-policy ~
--policy-arn arn:aws:iam::aws:policy/AmazonSSMManagedEC2InstanceDefaultPolicy #
--role-name AWSSystemsManagerDefaultEC2InstanceManagementRole
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4. AWS CLI = Tools for Windows PowerShell€ €1 C}2 W&

PowerShell

Register-IAMRolePolicy °
-PolicyArn "arn:aws:iam::aws:policy/AmazonSSMManagedEC2InstanceDefaultPolicy"
-RoleName "AWSSystemsManagerDefaultEC2InstanceManagementRole"

mo

AELICEH ZF example
resource placeholder& Ar&Xto| HE Z HbELICH

Linux & macOS

aws ssm update-service-setting \
--setting-id arn:aws:ssm:region:account-id:servicesetting/ssm/managed-instance/
default-ec2-instance-management-role \

--setting-value service-role/AWSSystemsManagerDefaultEC2InstanceManagementRole

Windows

aws ssm update-service-setting 2
--setting-id arn:aws:ssm:region:account-id:servicesetting/ssm/managed-instance/
default-ec2-instance-management-role ~

--setting-value service-role/AWSSystemsManagerDefaultEC2InstanceManagementRole

PowerShell

Update-SSMServiceSetting

-SettingId "arn:aws:ssm:region:account-id:servicesetting/ssm/managed-instance/
default-ec2-instance-management-role"

-SettingValue "service-role/AWSSystemsManagerDefaultEC2InstanceManagementRole"

[=N=] o = HA
CtS HES A™stod 27 AWS HHEH & AWS E|-oM 7|2 34 E 22| F/dof cHEt 247 AMH|
A dYE SLC

Linux & macOS

aws ssm get-service-setting \
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--setting-id arn:aws:ssm:region:account-id:servicesetting/ssm/managed-instance/
default-ec2-instance-management-role

Windows

aws ssm get-service-setting A
--setting-id arn:aws:ssm:region:account-id:servicesetting/ssm/managed-instance/
default-ec2-instance-management-role

PowerShell

Get-SSMServiceSetting °
-SettingId "arn:aws:ssm:region:account-id:servicesetting/ssm/managed-instance/
default-ec2-instance-management-role"

B e ™

Hr
i
e
i
o
C
[ul

{
"ServiceSetting": {
"SettingId": "/ssm/managed-instance/default-ec2-instance-management-role",
"SettingValue": "service-role/

AWSSystemsManagerDefaultEC2InstanceManagementRole",
"LastModifiedDate": "2022-11-28T08:21:03.576000-08:00",

"LastModifiedUser": "System",
"ARN": "arn:aws:ssm:us-east-2:-123456789012:servicesetting/ssm/managed-

instance/default-ec2-instance-management-role",

"Status": "Custom"
}
}
7|8 ZAE 2| 7+ A H|gdsEt

Fleet Manager 2 £ 0| X E== AWS Command Line Interface O|L} AWS Tools for Windows
PowerShell2 At&3t04 7|2 ZAE #Z| 78S HIEEsHE = J&LICt

Amazon EC2 QIAEIAE
CF.

£ 0| 7HoZ #E[otx| getdis Z ElToM 7|8 34E #2774 4
HE stL 7HoF B L |

_I
g 2o HIggEtstH 2 E 2|™o M HIZd3t = 20| ot ch.
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7|8 SAE BE| FMHE HIZ M6 Systems Manageroll CH8H M| A E & 5= Amazon EC2 Q!
AERHAN QARA T2 0 QE Q4745 X| oL 2™ Systems Managerdl A s QIARAE = 2|5t
x| et &Lt

-_—

AWS Systems Manager & & (https://console.aws.amazon.com/systems-manager/)= 3 L|LC}.

EF A 2F0f| M Fleet ManagerS ME4SFL|CH.

AH
AY 2El, 7|28 3AE el 98 MERLICH

o & 0N
|

AWS CLI EE= Tools for Windows PowerShell @1 C}S HS ASBLICEH ZF example
resource placeholderg& A+&Xto| HE 2 HbELICH

Linux & macOS

aws ssm reset-service-setting \
--setting-id arn:aws:ssm:region:account-id:servicesetting/ssm/managed-instance/
default-ec2-instance-management-role

Windows

aws ssm reset-service-setting #
--setting-id arn:aws:ssm:region:account-id:servicesetting/ssm/managed-instance/
default-ec2-instance-management-role

PowerShell

Reset-SSMServiceSetting °
-SettingId "arn:aws:ssm:region:account-id:servicesetting/ssm/managed-instance/
default-ec2-instance-management-role"
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AWS Systems Manager

7|12 ZAE 2| Fdol |4 et EA of A

—_ O 1

CtEot 22 ME dMoMdE a5 X0 M7t AHe| 7|8 ZAE el 74 d-E HEsHR| RS
EE st dHE EodELITH

AWS OrganizationsOll CH8F MH|A A|o{ =Y

CtZ B M= A% AWS OrganizationsS| #2|At HEH 7t ot HEH7I 7|2 SAE #E| 74 M
2 UCIo|E&tK| REIEE ste W2 E0dELIC} ZF example resource placeholderE AHE
Ateo| ME =2 HiELct

{

"Version": "2012-10-17",
"Statement": [{
"Effect": "Deny",
"Action": [
"ssm:UpdateServiceSetting",
"ssm:ResetServiceSetting"

]I

"Resource": "arn:aws:ssm:*:*:servicesetting/ssm/managed-instance/default-
ec2-instance-management-role",

"Condition": {
"StringNotEqualsIgnoreCase": {
"aws:PrincipalTag/job-function": [
"administrator"

"Effect": "Deny",
"Action": [
"iam:PassRole"
1,
"Resource": "arn:aws:iam::*:role/service-role/
AWSSystemsManagerDefaul tEC2InstanceManagementRole",
"Condition": {
"StringEquals": {
"iam:PassedToService": "ssm.amazonaws.com"
.
"StringNotEqualsIgnoreCase": {
"aws:PrincipalTag/job-function": [
"administrator"
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"Effect": "Deny",
"Resource": "arn:aws:iam::*:role/service-role/
AWSSystemsManagerDefaul tEC2InstanceManagementRole",

"Action": [
"iam:AttachRolePolicy",
"iam:DeleteRole"

1,

"Condition": {
"StringNotEqualsIgnoreCase": {

"aws:PrincipalTag/job-function": [
"administrator"

ChE Mo H= A5 AWS OrganlzatlonSQ_I IAM 18, 9g £= MAEXVI 7|2 Z2E #E[Fd M
ME YO|o|ESHX| RS T ste= WS HoiELICH Zh example resource placeholderE At
EXto| WEE HtELICEH

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Deny",

"Action": [
"ssm:UpdateServiceSetting",
"ssm:ResetServiceSetting"

1,

"Resource": "arn:aws:ssm:region:account-id:servicesetting/ssm/managed-

instance/default-ec2-instance-management-role"
1,
{

"Effect": "Deny",
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"Action": [
"iam:AttachRolePolicy",
"iam:DeleteRole",

"iam:PassRole"

1,
"Resource": "arn:aws:iam::account-id:role/service-role/
AWSSystemsManagerDefaul tEC2InstanceManagementRole"
}
]

Remote Desktop= A& 3504 Windows Server 2218 QIAE A @12

Remote Desktop ProtocoI(RDP) A& 30 Windows Server Amazon Elastic Compute
Cloud(Amazon EC2) QIAE A0 2145 = Ol AWS Systems Manager2| =7 2! Fleet ManagerE Al
2% £ Q&LIC} Fleet Manager Amazon DCVE Skl ¥4 A3 E0|ME Systems Manager
Z &0 27 Windows Server QIAEIAO] OFHGHAH A = Q&LICH B Het X Fol M 474
THR| SAlof| ZE = JU&LICEH

24X Windows Server 2012 RTM O|& 0| A T|= A AT EAME QIAEAE AIE
Ch ¢4 dlaaSoMMeE Qo =det x| HELICH

ek

L

m>

2 0
_I_A/\I

Fleet Manager H4 ClAI &2 2& & MH|AO|H HEIHE QAHAM CHE BHE HAAS XI5t
X| et&LICH &2 &3l Windows Server 22|38 QIAEIA 0] ¢4725+24T AWS Systems Manager2| &
CHE =72l Session Managerg A& = A &LCt RHAEH L& 2

Manager EHH 2 & Z3HMAIL.

AWS Systems Manager Session

(@ Note
RDP 9173 7|Zt2 AWS Identity and Access Management(IAM) XtZ3 & 7|ztof| 2 ZH |
K| et&LICH CHAl A2 %[0 A (2 E= &7/ Al At & BN E2Ste AI-TR]| £X]

EILICH REMIEF LIS 2 27 214 7|7F &l SA[E ERE ARt AAIL.

O - = 1 =

QIAEIA O] Systems Manager?to| &5 &2 5{&35t= AWS Identity and Access
Management(IAM) T8t 4301 CHEH REMIEH LHE 2 Systems Manager0i| CHE QIARA HEF 724 S
2AXSHNL.

|

F74 A4 %S
o =2 O

[
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. P EIAIE IAM HEH 74

. BT CIAIE A 1B

. 27 I JI7t W SAIM

. P CIAIES ASsto] BHElH a0l od

« TR AL} 2= E Aol CHE HE E 7|

BHE gy

U CIATE ASS AlXHet| Tol CHE T 22 27 A0l BN SFEIEX| HOlstHI2.

- HEE LE 7Y

Amazon EC2 RIAEIA T} Systems Manager0l M 21238 = E2 FME|0] U =X| EHRIGHAM L.

« SSM Agent Z[A H7Z

- E0l M SSM Agent HH7H 3.0.222.0 O|& 0| AME|=X| FHRIHM 2. L E0iA Z|= of0|HE
P

StMI2. SSM Agent A x| EE

g golste wedol et LI8 2 SSM Agent HE #15
Clo|Eoi CHEr REAIEH LHE 2 SSM Agent £f ] MM

ok
- RDP ZE 34

A A4 E #2524 Windows Server .= E ©|] Remote Desktop Services AMH|A0|M 7|& RDP

&oF gL|ct AWSOIM Xﬂ &= Amazon Machine Images(AMIs)2| 7|2 T 412!
Lict HA clA3ES M85tEdxD QlHt2

EZ %AP‘"OE O=Ix| o|. EI|_||_—_|._

- 7|IEE 7|58 {8 PSReadLine 2 & ™

PowerShellol A ZIEE7} MICHE Er S 6t= K| &2151248 Windows Server 20227} A3 E|= L E0f|
PSReadlLine 2 H{7& 2.2.2 0|4 0| QI =X| &QI5tM| 2. O] B{F0o| AR E| 7 QICtH 2 Hade
AE35t0d R E HHME MRIE + U&LIC

Install-PackageProvider -Name NuGet -MinimumVersion 2.8.5.201 -Force

NuGet I§ 7| X| B2 XE MX|$t £ C}=

Install-Module °
-Name PSReadlLine °
-Repository PSGallery °
-MinimumVersion 2.2.2 -Force
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0x

 Session Manager

=
OIAEIA O] @448t AWS HIE & AWS 2|Zof CH
M8t LI& 2 Session Manager A B S B ZSHAAIL.

® Note

Amazon Simple Storage Service(S3)& At&3l01 Session Manager & & E18 7|835l=

Zdeoes ¥4 dla3E HZA9 bucket_name/Port/stderrlM ChE0 22 @&/ 7+ 4

YELICH Ol 2F £ o g k= SE0|H F Al ELICH

Setting up data channel with id SESSION_ID failed: failed to create websocket
for datachannel with error: CreateDataChannel failed with no output or

error: createDataChannel request failed: unexpected response from the service

<BadRequest>
<ClientErrorMessage>Session is already terminated</ClientErrorMessage>
</BadRequest>

e

A A3 & IAM HEt 7

Systems Manager 2! Session Manager0i| 238t IAM T&H Q|0 = AFE 5t A& L= AFSXIO] o

£ Al&E £ = HEho| Fo{k|ofof g Lict

e
Y
jo

3t

AlEFst7|

0
ol

= &0 EC2 QlAE A0 RDPE A A5tE{H CE Teto| EeefLich

* ssm-guiconnect:CancelConnection
* ssm-guiconnect:GetConnection

* ssm-guiconnect:StartConnection

ssm-guiconnect:ListConnections

2 A8 E = 22{™ Session Manager &8 MA| Z=74g 2tz s{oF g LICH 275 O
2 ol JelEl EE Md 7|2 o

74
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CHS2 AL8RH £ HEE HAsd ClY e A LIATE &5 28 RYS 518E = AUc 1AM HH

oI ULICH Zt example resource placeholderE AFEXIS| HEZ HiEL|CH

R4=H

EC2 QIAEIA 4A Sk

o
ro
b
i

&

"Version": "2012-10-17",
"Statement": [
{

"sid": "EC2",

"Effect": "Allow",

"Action": [
"ec2:DescribelInstances",
"ec2:GetPasswordData"

1,

"Resource": "*"

"Sid": "SSM",
"Effect": "Allow",
"Action": [
"ssm:DescribeInstanceProperties"”,
"ssm:GetCommandInvocation",
"ssm:GetInventorySchema"

1,

"Resource": "*"

"Sid": "TerminateSession",
"Effect": "Allow",
"Action": [
"ssm:TerminateSession"
1,
"Resource": "*",
"Condition": {
"StringLike": {
"ssm:resourceTag/aws:ssmmessages:session-id": [
"${aws:userid}"

"Sid": "SSMStartSession",
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"Effect": "Allow",
"Action": [
"ssm:StartSession"
1,
"Resource": [
"arn:aws:ec2:*:account-id:instance/*",
"arn:aws:ssm:*:account-id:managed-instance/*",
"arn:aws:ssm:*::document/AWS-StartPortForwardingSession"
1,
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "ssm-guiconnect.amazonaws.com"

"Sid": "GuiConnect",

"Effect": "Allow",

"Action": [
"ssm-guiconnect:CancelConnection",
"ssm-guiconnect:GetConnection",
"ssm-guiconnect:StartConnection",
"ssm-guiconnect:ListConnections"”

1,

"Resource": "*"

E™ME OVl e EC2 QIAE A0 Q4257 ¢

rol

EE

(@ Note
CHZ IAM ZZ404| A SSMStartSession MMoi= ssm:StartSession & 40f CHEt Amazon
ElAA O|E(ARN)O| EHELICH EAIE CHE, A8 XF7F X[ ARNOIE AWS AH/E ID7} E
QK| et&LICH A IDE K|35 Fleet ManagerdlAH AccessDeniedExceptiong HHet
ot
Ol Al H2H ofEilZof Q= AccessTaggedInstances MMO|E ssm:StartSession0f CHEt
ARNO| E3L|Ct. O] ARNS| B AWS A IDE XI™erLCt.
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"Version": "2012-10-17",
"Statement": [

{

"Sid": "EC2",

"Effect": "Allow",

"Action": [
"ec2:DescribeInstances",
"ec2:GetPasswordData"

1,
"Resource": "*"
IlSidll: IISSMII’

"Effect": "Allow",

"Action": [
"ssm:DescribeInstanceProperties"”,
"ssm:GetCommandInvocation",

"ssm:GetInventorySchema"

1,

"Resource": "*"

"Sid": "SSMStartSession",

"Effect": "Allow",

"Action": [
"ssm:StartSession"

1,

"Resource": [
"arn:aws:ssm:*::document/AWS-StartPortForwardingSession

1,
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "ssm-guiconnect.amazonaws.com"

"Sid": "AccessTaggedInstances",
"Effect": "Allow",
"Action": [

"ssm:StartSession"

1,
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"Resource": [
"arn:aws:ec2:*:account-id:instance/*",
"arn:aws:ssm:*:account-id:managed-instance/*"

1,

"Condition": {

"StringlLike": {
"ssm:resourceTag/tag key": [

"tag value"
]
}
}
I
{

"Sid": "GuiConnect",

"Effect": "Allow",

"Action": [
"ssm-guiconnect:CancelConnection",
"ssm-guiconnect:GetConnection",
"ssm-guiconnect:StartConnection",
"ssm-guiconnect:ListConnections"”

1,

"Resource": "*"

}
]
}
AWS IAM Identity Center AFE X7} EC2 QIAEIA | Q4251 7| 9T A

"Version": "2012-10-17",
"Statement": [

{

"Sid": "SS0",

"Effect": "Allow",

"Action": [
"sso:ListDirectoryAssociations*",
"identitystore:DescribeUser"

1,

"Resource": "*"

},
{
"Sid": "EC2",

"Effect": "Allow",
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"Action": [
"ec2:DescribeInstances",
"ec2:GetPasswordData"

1,

"Resource": "*"

"Sid": "SSM",
"Effect": "Allow",
"Action": [
"ssm:DescribeInstanceInformation",
"ssm:DescribeInstanceProperties"”,
"ssm:GetCommandInvocation",
"ssm:GetInventorySchema"

]I

"Resource": "*"

"Sid": "TerminateSession",

"Effect": "Allow",

"Action": [
"ssm:TerminateSession"

1,

"Resource": "*",

"Condition": {
"StringLike": {

"ssm:resourceTag/aws:ssmmessages:session-id":

"${aws:userNamel}"

"Sid": "SSMStartSession",

"Effect": "Allow",

"Action": [
"ssm:StartSession"

1,

"Resource": [
"arn:aws:ec2:*:*:instance/*",
"arn:aws:ssm:*:*:managed-instance/*",

"arn:aws:ssm:*:*:document/AWS-StartPortForwardingSession"

]I

"Condition": {

L
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"ForAnyValue:StringEquals": {

"aws:CalledVia": "ssm-guiconnect.amazonaws.com"
}
}
},
{
"Sid": "SSMSendCommand",
"Effect": "Allow",
"Action": [
"ssm:SendCommand"
1,
"Resource": [
"arn:aws:ec2:*:*:instance/*",
"arn:aws:ssm:*:*:managed-instance/*",
"arn:aws:ssm: *:*:document/AWSSSO-CreateSSOUser"
]
},
{
"Sid": "GuiConnect",
"Effect": "Allow",
"Action": [
"ssm-guiconnect:CancelConnection",
"ssm-guiconnect:GetConnection",
"ssm-guiconnect:StartConnection",
"ssm-guiconnect:ListConnections"”
1,
"Resource": "*"
}
]
}
AH HAIE AP OB
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Red Hat Knowledge 7|2 ZE0{ HAM[A

Red Hat 2 Z40|2}M AWS Systems Manager2| =72l Fleet Manager& A& 35+04 X|A] 7|8t L Edof|
HM|AE 4= Q&LICH Red Hat Enterprise Linux(RHEL) QIAEBAE AM#EHLE AWSS| RHEL MH|A
£ 0|88t Red Hat TZHo 2 ZHFEILICH Knowledge 712 ZE0|= Red Hat 20| MA 11 ZHof| A|
ot NS Els ARLUE| X[ /gt vtolUE], X4 3/ & EE EHO0| ZF /o] }U&LICH

Knowledge 7|€ Z &0l HAM|ASHE{H Systems Manager?} Fleet Managero| CH8H Z 4= AWS Identity
and Access Management(IAM) T3t 2|0 = 2& 0| HMASH=E Ol AAESt= AFSA EE= HE2
rhelkb:GetRhelURL %S &{83HoF &LILCt.

Red Hat Knowledgebase Z&01 HA|A

1. AWS Systems Manager 2 & (https://console.aws.amazon.com/systems-manager/)= LI|LC}.

2. EfM X 0| M Fleet ManagerE ME4EILICEH
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3. Red Hat Knowledgebase Z &0 4435t = O| AF&35t2d= RHEL QIAEHAE MEHGIMIR.

4. A 2|, Red Hat Knowledgebase HAMAE MEHF04 Red Hat Knowledge 7|2 H|O|X|E L
Ct.

245t K| HElE RHEL I3 222 A3 7| /s AWSOIAM RHELS AF86tE B2, AWS X143 &
B2 AM83l Red Hat ®ALO|EE &3l Red Hat Knowledge 7|&0f HMAE =T QU&LICH

Held e 78 EX sliE

-

Run Command, Distributor, Session Manager2} &2 024 AWS Systems Manager =7 2| 3<% =]

S NMY BEH ECE 4502 MHMHEE ¥ £ AALICH 028 F2 EE £5082 MusE
= AIME % AS MBE 4 ot BElY L= S50| EAIELC,

Ol FMoIME A S W2 &QIE #2l8 L EJ} Systems ManagerQ| 228 = S50i &
Z|X| 2 O|RE TIEHELICE

= =7} Systems Manager0i| A 22|21 #E2[E = E S50|M AHE 7tS5HA st2dH CHS 371HX| 7|2
LT A E SFslok gLct.

« SSM AgentE K|

rr

23 MAM7t Ue =0 dx[=[o] A& Solofok gfLICt.

@ Note
L& AWS 22/ Amazon Machine Images(AMIs)= SSM Agent7t At A X|El QIARAE
ARSIE S M ELICH SSM AgentE O|2| AXISHESE AFS A Ho| AMIE #+8E =&
&LICH RtAMIEH LI 2 SSM Agent7Zt AL A X|El ZEHE AMIs A EHRIE R XsHAAR

« Amazon Elastic Compute Cloud(Amazon EC2) 2IAEI A0 A AWS Identity and Access

Management(IAM) QIAEIA O] CHEF QIABA ugn}o S AMEslof 3tL|CH QIAEIA Z2Olels
A8 35 QIAEIA 7} Systems Manager MH|A QL S A& = QI&LICH QIAEI A QIARA ZZ 1}
U2 5| etom UutQl AlLt2|27} otl 5HO|EE|E HE Q152 MEFI0{ QIABAE S
Sghct

« SSM Agent= MH|A0] RFAIS % 571 215l Systems Manager A= ZQIEof 24Z3%& 4~ Qlo{of &
LICH 1 O|F 0= MH|A0AM 22" = E8 M8F = Rl0{0f 5tMH, Ol= QUAHA HEHE = Qlst
7| 23l 520iCH A5 & ELE MulAo ofal = elE L|Ct

o BE|IE E9| AEf7} 30 0|4 Connection Lost8 £0i= sHE = =7} Fleet Manager 220
M Ol LIYE|X| b2 = UELICH S8R SfstedH o0 #ZI 2XE sidstof g Lict.

Fleet Manager 346



AWS Systems Manager

HEIE =0t A™d SQIX| &l £ CHE BHEE A& 304 SSM Agent?} Systems Manager AH|A
off SEEIR=X| &l = A&LICt o] HHE2 d3XMo 2 SEE K| Z4HE vHetstX| et&Lct
Linux & macOS
aws ssm describe-instance-associations-status \
--instance-id instance-id
Windows
aws ssm describe-instance-associations-status ~
--instance-id instance-id
PowerShell
Get-SSMInstanceAssociationsStatus
-Instanceld instance-id
SE0| 2251 O|AM &2/8 = =EE Systems Manager Zr10] AF8E 4= Q= B HH2 IS |
Aret THE BreretLIch
{
"InstanceAssociationStatusInfos": [
{
"AssociationId": "fa262del-6150-4a90-8f53-d7eb5EXAMPLE",
"Name": "AWS-GatherSoftwareInventory",
"DocumentVersion": "1",
"AssociationVersion": "1",
"InstancelId": "i-02573cafcfEXAMPLE",
"Status": "Pending",
"DetailedStatus": "Associated"
1,
{
"AssociationId": "f9ec7a@f-6104-4273-8975-82e34EXAMPLE",
"Name": "AWS-RunPatchBaseline",
"DocumentVersion": "1",
"AssociationVersion": "1",
"Instanceld": "i-02573cafcfEXAMPLE",
"Status": "Queued",
"AssociationName": "SystemAssociationForScanningPatches"
}
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}
SS0| ot& 2 E|X| f AL Alufst B2 BHH2 CI3 0t fAHSH 20t E HrerghLct
{
"InstanceAssociationStatusInfos": []
}
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- £F M6 ZEld =9/ SSM Agento]| M8t TEA| 74 &0

« ERM T HEIE QAAHAN TLS 215 M MX|

« ssm-cliE AtEstod ZhE[d E 718 EX i Z

SHZ2 e 1: SSM Agent7t 2|8 S of Mx|Elo] A% SQIX| &0l
SSM Agent@| | Al H{ZT0| 28 ol Mdx|zlo{ AE|T QeX| &olgt|ct,

SSM Agent7} #2|& =0l Ax[E|o] A~ SQIX| &l5t2{H SSM Agent & E =1 2! 04[0[HE A
I MME FESHAMR.

ZE|E =01 SSM AgentE AR|57{Lt CHA| DX|sted™ CHE FHE A ESHA L.

ol

Linux& EC2 QIARA N =522 SSM Agent A x| 3! |
+ 5t0|EE|E Linux .= E0{ SSM AgentE A X|5t= W
+ SSM Agent& EC2 QIAE A0 =52 =E Windows Server x| & &7
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Fleet Manager 348



AWS Systems Manager AL 7Hol=

ok

x| & (EC2 QIARAD 5T)

rr

S &ed 2: QIAEIAO] CHEH IAM QIAEIA T 2HAo| X E|RA

d

Amazon Elastic Compute Cloud(Amazon EC2) RIAE A7} Systems Manager API2t & £l5tE
St= AWS Identity and Access Management(IAM) QIAEIA T2 U A E|0{ JYU=X| &0l
St ALSAETE AAE ZHE(RE APIE SAIE = /U= IAM A2 HAOo| Y=z = lELct

—

Zgj0jA M, SUR| ClHFO|A 2 7HAF HA(VM)2 QIAEIA = ZHel CHAL IAM MH|A &
P2 MEFLICH AHME LI 2 StolE2|E & HE|ZEHRE #1F0i A Systems Managero|
o

BHIAM MH|A 48 MM S HEFMS.

1. https://console.aws.amazon.com/ec2/0l Al Amazon EC2 &2 LICt.

2. EM F0|M Instances(QIAEIA)E MEAEFLICY,

3. QUAEA ZZ=UAUZ EFHOIY QIABHAE MEASHLICE

4. otk F ol [-dH(Description)] Bi0|A [IAM & (IAM role)|2 &1 &g o| O|ES MEAFILICEH
5. QIAEA mZmQloi CHEF & [2 2F(Summary)] H O] X| 2| [F4EH(Permissions)] & 01| A

AmazonSSMManagedInstanceCore7| [T8t 2 (Permissions policies)] OF2Hol| LIE =0 Rl=
x| gelgt|ct,

Systems Manager& ¢l Ao CHEt REM[EH LHE =

o i
Systems Manager0l E 5t Q1A

S g 3: MH|A JIEZQIE 947 &0

QIAEIA T} Systems Manager AH|A AIEZQIEOf 94Z2E|0] Q=X| EQIEL|C o248 AR
Systems Manager®ll VPC AIEZQIEE Y I 25t 7{Lt MH|A AEZQIEN CHE HTTPS(ZE
443) O} R HIRE EBfEE {2 ZEM O|Fo{ &Lt
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AWS Systems Manager AL 7Hol=

Amazon EC2 QIAEAN| M=, AWS 2|0 CiEt Systems Manager MH|A QIE XZ Q1E = Virtual
Private Cloud(VPC) 730l A o} ZHIR2E EZf{EE 5{85t= G QUAHAE % ﬁE i AFSEL
Ch. 2Lt QIARATE A|ZFEI VPC T 4301 A OP H2E EEH‘E!% 586t X| 2t HER MH|A =
ZQIEo| CHEt HZAE S{E5tE S 0| FH2 HAE = Qi 82, Tl VPCOH CHEH QIE{m oA Q=
ZQIEE FMatof &LCt.

KEMIEH LI8 2 Systems Manager& VPC AIE ZQIEE AIE36t0 EC2 QIAEIA O] HOl 7| Mg Rt =&t

MERSH 20| LIEE WO 2 ol k= 2EI™ & R0 A-AE = U=K] ElELct

U Systems Manager 2232 Windows QIAEIA = Linux QIAEHAD CHAOZE & £ Q)

&LICH o & £01 Systems Manager(SSM) AWS-InstallPowerShellModule & AWS-
ConfigureCloudWatchE Windows QIAEIAO|M B A&E &~ Ql&LICH [HE A¥(Runa
command)] H O[X|0{| M 0|28t EM & SILIE MENStD [+ 22 QIAFA MEH(Choose instances
manually)]2 ME{5H Windows QIAEIADE LT MEHE &~ Q&L

{72 B 5: Amazon EC2 QIAEIAQ}

O

Ust AWS EITol M Eed FQIX| 2ol

Ol

—_

0|2) Bl (us-east-2) EE= RH(OIYHE) 2T (eu-west-1)
SELICH Ed5ted= Amazon EC2 QIAEIA QL S

Amazon EC2 RIARAE O|F S7(23
al 7|.
Ct. XEMIBH LI 2 AWS Management Console A|%f3}H7|of

T 22 E1 AWS 20 AA Tl AR
AWS E|I™0 A &5t a UE=X| & olghL]

MEI™ MEIE BESAMR.

£FM6: BEI8 ==2| SSM Agentol| 288t ZEA| 7 &0l

el = E9| SSM Agentol| M B8t ZEA| FM40| S2HIEX| QIgLICH ZEA| 40| SHIEX| &
OMH 7 Hedh MH|A AEZQIEN HEE £ gi7HL} Systems Manager7t 2| =E9| 2H
MME R AlHe £+ °'A|—|EP REMIEt LI& 2 SSM AgentE 7435109 Linux oS0 ZEA[AIS &
Windows Server QIAEA M| ZEA|IE AHESHES SSM Agent 74 EHHE FE5HM L.

£FM7: 2 QIAEAN| TLS QIS M MR

AWS Systems Manager2t(dt) &7 At&st= 2 2l QUAHAN TLS(HS HE £Eoh IBMHE M
x|5H{oF & LICH. AWS MH|AZ(=) Ol2HEr Q1B ME AFE35H0d CHE AWS AMH|AM CHE S &2 2335

glct
Amazon Machine Image(AMI)H| A MEl ZF Amazon EC2 RQIAE A= TLS IE M7t 7[2Mo 2
o|o] Mx|x[o] U&LICH CHREE | %[l 2 AMA|ol= &2 7<'|c>_._01| Amazon Trust Services CA2|

Zi4 TLS QI8 M7 &t x|of Ql&LCt
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QIAEAO| LR B ABM7E MAIEI0] USK| HQI5EIH QI ABAC| 2% MAof WE O+ BB

P = =
AFELICH 22l QIAHAT /X[E URL ## 222 AWS Z[ME T A|5HAHL.

=20oHd o

Linux & macOS
curl -L https://ssm.region.amazonaws.com
Windows

Invoke-WebRequest -Uri https://ssm.region.amazonaws.com

O| UnknownOperationException 0|2{E BtetgfL|Ct. CHAl SSL/TLS 2 F HA|X[7} LIEFLEEH
gt QIZE 7L ERIE|X| 22 = AU&LICH

e 0F
Ico ol

L= Amazon Trust Services CA 215 M7t 7|2 243 A A, AmazonO-IlA-I MIZ35FK| o= AMIsOi| A A4
HE QABA £ AhA| 222 0]& MEet VMol dR|E|of UX| &2 B Amazon Trust Services 2|
QIS ME Mx|5to{ & 2l5H7LE AWS Certificate Manager(ACM)E A& 3104 X ElE S8 MH|A
off CHet RIBME ddst [t ok grLict

7t BEl3 QIABIAO| BT 22 TLS(KS HE 2ot B Mt shLt ARIZI0f Qlofof BHLiCt

* Amazon Root CA 1
« Starfield Services Root Certificate Authority - G2
- Starfield Class 2 215 7|&

)

ACM Ao CHE REMIEH L& 2 AWS Certificate Manager User GuideE & X 5HA

GPO(a2 & 8™ i)z ABME &telste ARTE 2ZoletH ol2E 215 M & sty ZEEITS
& EHME Fdgsior gLt

Mm

Amazon Root & Starfield 215 Mol CHet AHAIEH LHE 2 2 23 M AIE How to Prepare for AWS's
Move to Its Own Certificate AuthorityS & Z5HA|2.

ssm-cliE AtE350 ZE|I™ =& 7t8d =Xl sHZE
ssm-clie= SSM Agent &x[0of Z & El ST MAE HHEE T LICH SSM Agent 3.1.501.0 O|&f 2
AFEof dxlsts B2 s HFE0|A ssm-cli BHES A AU&LICE O|2{EF Yol &
A|AEI0| AWS Systems Manager0il A 2 2|%/&= Amazon EC2 QIAEIA

O O—

i n|>

[
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