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Application Insights (0) o (® View Ignored Problems ‘ Add an application
Problems detected by severity
Q. Find problems ‘ | Last 7 days W | ‘ & ‘ 1 &
v Severity ¥ Source v | starttime v | Insights ¥

Problem su... ¥ Status

Advanced monitoring is not enabled

When you onboard your first application, a service-linked role (SLR) is created in your account. The SLR is predefined by CloudWatch Application
Insights and includes the permissions the service requires to monitor AWS services on your behalf.

‘ Auto-configure Application Insights |

SRE7F LEEFELICH

FASHE| D CHE AT E] o

utok
0%

O|x| oiZ 2|70l ELIE{Z 0|

= Application Insights CHA|2 =

|0II

H3MQ ZLEHZ g3 HAIXIE EoiF

oo™ =
Overview Resources Provisioning Compliance Monitoring Opsltems Logs Runbooks Cost
Application Insights (0) nfo (® View Ignored Problems ‘ Add an application
Problems detected by severity
Q. Find problems | | Last 7 days ¥ | | &; | 1 &
v | starttime v | Insights W

Problem su... ¥ Status v Severity ¥ Source

(® Application monitoring has been successfully enabled. It will take some time to display any results. Please use the refresh button to

view results.
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Application Cost At& Xt Ef F7t 3tHE HoiF= A3 24

View resource costs per application using AWS Cost Explorer.

el

To enable cost tracking, add the "AppManagerCFNStackKey" user tag to your CloudFormation
stack.

Adding the user tag will require redeployment of the stack.

Add user tag

5. AEA B2 F7t HO|X|0IM confirmE =Tt CHS M-SR BT FIHE MEELICEH

M3l T2 MATF 25T Ef Cl|loIE{7} EAIE|E O ZICH 24A|2F HE 2! £ Ql&LC.
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6. Configure stack options(AE Z44 F14J) H|O| X[l M Next(CHZ)E MEIEFLICH
7. 4E ©|0|X|o| M MAHS HAES T &lstLct

8. HIZZ/0| IAM El&AE MME =SS &Qlste 4XHE MEfELICH

0. HA ME 27|58 M5t 1 7 Atgg =olgLct

104 Y8 S =5t ARIS HYZELICH
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https://console.aws.amazon.com/cloudformation/
https://solutions-reference.s3.amazonaws.com/distributed-load-testing-on-aws/latest/distributed-load-testing-on-aws.template
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Conditions:
DLTCommonResourcesAppRegistryConditionCCEF54F8:
Fn::Equals:

- "true"

- "true"

4. 5 BT true Zt 2 false2 B1AELICT

Conditions:
DLTCommonResourcesAppRegistryConditionCCEF54F8:
Fn::Equals:
- Iltruell
- "false"
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway.html
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AWS #Z| 2£0M E= AWS BHE QIE{HO[AE AFE5t0{ AWSHIM B4t EE HIAEE XMAHE
£ Ql&LICH o] £F Mol M8t 24, AILIEIL 2 Amazon Simple Storage Service(Amazon S3)
HZ 2E4E =522 MX|slof FLICH AWS £FM 2H2 EEE H0|HE XEE 84 AsS2E

APH|E| K| ef & LI

(® Note

Bl ARYS HIZ S B2 7|8 AHE Aty Tol siE 2ITiollM A=HES AfK|st oF & LICE

L
2. AEH HO|X|0|MO| &R Mo| Mx| ABRS MEABILICEH

3. Delete(& M) & ME4ELICEH

AWS BEE QELO[A AL

EHZ0l M AWS BHE QEIH|0|A(AWS CL)E AFS'E 4 U x| ZHQIfLICh x| X[ AWS CLI
Holst # Ohg WHe AusLn

$ aws cloudformation delete-stack --stack-name <installation-stack-name>

Amazon S3 H{Z! AHK|

£2M2 M2 O|o|E{7 &4 |X| =5 AWS CloudFormation ABIE AX|57|2 AY S <
F M0l Yt Amazon S3 HZ(ZEQ! E[™0 HIZ8)E RXIst=SF FEELICH £F 42 MAH
F OIOIHE 2 L7t 9ls BR0ISIHAE #8522 A4ME & U&LICH CHS BrAlof et

1. Amazon S3 20 2 22lgLCl.
>

2. 215 B ZolM HAlE MEHE LI
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https://console.aws.amazon.com/cloudformation/home
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://console.aws.amazon.com/s3/home
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AWS CLI

$ aws s3 rb s3://<bucket-name> --force
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https://gettaurus.org/docs/Reporting/
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a. 212 ErM & 9| Container Insightstil A & ZLIE{ZS MEHFLICE.

b. &5 ZLIEHZ Ho|X|e| 21F EECH2 UM ECS E2BAEE ME4ELICH
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L|Ct.
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https://console.aws.amazon.com/cloudwatch/home
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SAlof ETElo BF HIAEO| CHE ZlAA AR E X|E 7 E-ESHELICE

AEIC At X EZdod CHet AEMIEH LI 2 BlazeMeter AEMO| EIRFA E|AE EXHE X 5HAM 2.
2to|E d|O|E]
ElAEE M#E o 210/ HlOIE|E Moz malsio] YA ARtof CiEH AAIZH IAOIE
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U2 + U&LICt Fargate EfA3 9] CloudWatch 21 I &0f= 20| C|0|E SM0| Z & & EﬂﬁE
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Core FH|0f H A= Lambda & =& AIRELICE & 242 FHE #5511 A O|IO|EHE =415t
H1x ¢tz HAE HOIEE JeHZ2 RAIRLICH & 2&0s B2 85 Al 7Hd MAEX}E o
S A Almfo| 47t x| aefz 7t ZFE[o] l&LICt

(® Note
HIO|E{= Al CIlO|EO|H E|AEJ ML= SOt &dste o4& 2 2elst= ot AFSEL
Ch. HIAE7 2R EH E£F M2 A0 O|0|E{E DynamoDB 2! Amazon S304| & & L|Ct ¢
Z2£2 z|c 5,0007H2] Clo[E{ ZQ |E% s Xlst0, O o|=F o= 7t 2elE Clo|E 7t =&l O
O|EHZ CHAIEL|Ct HOo|X|7t M2 DAX[H J2f= 7} H|of {1 AHE 7ts¢8F CFE Cllo[H =
PIE M A|ZHEIL|CY.
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1. F|A 2%0| microservices APIZE M&EL|C}
£ ol EXIE x| 2Hde FAsE task-

2. microservices APIE Xl A|ZHEl 2
canceler Lambda &+& S &&LICE.

3. task-runner Lambda &+ & *8 E&& F 0|k task-canceler Lambda &7} Hl& A
E[™ 24| A& AlZFELICEH k-runner Lambda &7} gt 2 =/ AWS Step Functions&
Cancel Test EHHZ & TI&5104 task-canceler Lambda & +& CHA| A&5tod LHX| 2F
2 SX[guct.
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https://guide.blazemeter.com/hc/en-us/articles/360000864389-Calibrating-a-Taurus-Test-Calibrating-a-Taurus-Test

AWSO| EM ZE HAE T34 oFLH A

JHEEKE OFLHA

ol Mol &M

™
>
21
II'I
.

7k AHE R RIHE MSELICH
A FIE
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AERtet SR ELICH

ZElo|LA o|O|X| ArE R X|H

O] £F M2 AWSH| A & 2|5t= = 2! Amazon Elastic Container Registry(Amazon ECR) O|0[X| 2|
ZXEEIE AE5to FEE HAEE A™st= O AHEEl= O|0|X|E XMEELICH ZiE|0[L o|0|X]
£ MEXt XIH5tedH o|0|X|E ChA| =5t AFA| AWS HIZH 2| ECR O|O|X| 2| ZX|EEIZ FAIE

=

LTt

Ol £7442 ALSXF XI5t 2T 7|2 ZHE|OIL] O|0IXIE AFSSHAHLE TR0l 20| ZE0|L4E HE
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#!/bin/bash

export REGION=aws-region-code # the AWS region to launch the solution (e.g. us-east-1)
export BUCKET_PREFIX=my-bucket-name # prefix of the bucket name without the region code
export BUCKET_NAME=$BUCKET_PREFIX-$REGION # full bucket name where the code will reside
export SOLUTION_NAME=my-solution-name

export VERSION=my-version # version number for the customized code

export PUBLIC_ECR_REGISTRY=public.ecr.aws/awssolutions/distributed-load-testing-on-
aws-load-tester # replace with the container registry and image if you want to use a
different container image export PUBLIC_ECR_TAG=v3.1.0 # replace with the container
image tag if you want to use a different container image

ZiE|o|L] o|O|X|E AFE Xl X|HStE & MENSH AL = 2to|8! o|0|X| 2|ZX|EE| =& AWS HH
o H{£2 o|0|x| ZIZXIESIM SAEIE 4 QaLich o[0[X| Bl4AE FE Ho]A0f Rl
deployment/ecr/distributed-load-testing-on-aws-load-tester C|EE{Z2|0] Q&LICH.

O|0|X|E LESIo] ZAE CHY S 2 FAIE = &L

« Z7l0|H! Amazon ECR 2lZ X|E2| & 0|0|X|= Amazon ECR A2 AHA{ 2| Amazon ECR Z 20|
Hl 2|ZX|EZ2 2 Zz}o|E! o|0|X|E &EFHMIL.
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https://github.com/aws-solutions/distributed-load-testing-on-aws
https://docs.aws.amazon.com/AmazonECR/latest/userguide/Repositories.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/Repositories.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/images.html
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« I{E2| Amazon ECR Z|ZX|E2| & 0|0|X|= Amazon ECR HE 2! A& M A O| Amazon ECR T4
£8 2[=X|E2| Y HEZ O|O0|X|E #ZFHAM L.
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#!/bin/bash

export PUBLIC_ECR_REGISTRY=YOUR_ECR_REGISTRY_URI # e.g. YOUR_ACCOUNT_ID.dkr.ecr.us-
east-1.amazonaws.com/YOUR_IMAGE_NAME

export PUBLIC_ECR_TAG=YOUR_ECR_TAG # e.g. latest, v2.0.0

CHE ofxol M= ZdEl|o|d mtdE EoiELCt.

FROM public.ecr.aws/amazonlinux/amazonlinux:2023-minimal

RUN dnf update -y && \

dnf install -y python3.11 python3.11-pip java-2l-amazon-corretto bc procps jq
findutils unzip && \

dnf clean all

ENV PIP_INSTALL="pip3.11 install --no-cache-dir"

# install bzt
RUN $PIP_INSTALL --upgrade bzt awscli setuptools==70.0.0

# install bzt tools

RUN bzt -install-tools -o modules.install-
checker.exclude=selenium,gatling, tsung,siege, ab,k6,external-results-
loader, locust, junit, testng, rspec,mocha, nunit, xunit,wdio

RUN rm -rf /root/.bzt/selenium-taurus

RUN mkdir /bzt-configs /tmp/artifacts

ADD ./load-test.sh /bzt-configs/

ADD ./*.jar /bzt-configs/

ADD ./*.py /bzt-configs/

RUN chmod 755 /bzt-configs/load-test.sh

RUN chmod 755 /bzt-configs/ecslistener.py
RUN chmod 755 /bzt-configs/ecscontroller.py
RUN chmod 755 /bzt-configs/jar_updater.py
RUN python3.11 /bzt-configs/jar_updater.py

ZiE|o|Ld o|Ofx| AFE At XY 44


https://docs.aws.amazon.com/AmazonECR/latest/public/public-repositories.html
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# Remove jar files from /tmp
RUN rm -rf /tmp/jmeter-plugins-manager-1.7*

# Add settings file to capture the output logs from bzt cli
RUN mkdir -p /etc/bzt.d && echo '{"settings": {"artifacts-dir": "/tmp/artifacts"}}' > /
etc/bzt.d/90-artifacts-dir.json

WORKDIR /bzt-configs
ENTRYPOINT ["./load-test.sh"]

o| C|AE| 2|0l ZH|0|L] Tt 2|0l = Taurus/Blazemeter T2 12 A5t 7| F10{ Amazon S30|
ME|IAE TS CIREZESHE CFS bash A3 R E 7| X &[0 /I&LICEH

#!/bin/bash

# set a uuid for the results xml file name in S3
UUID=$(cat /proc/sys/kernel/random/uuid)
pypid=0

echo "S3_BUCKET:: ${S3_BUCKET}"

echo "TEST_ID:: ${TEST_ID}"

echo "TEST_TYPE:: ${TEST_TYPE}"

echo "FILE_TYPE:: ${FILE_TYPE}"

echo "PREFIX:: ${PREFIX}"

echo "UUID:: ${UUID}"

echo "LIVE_DATA_ENABLED:: ${LIVE_DATA_ENABLED}"
echo "MAIN_STACK_REGION:: ${MAIN_STACK_REGION}"

cat /proc/self/cgroup
TASK_ID=$(cat /proc/self/cgroup | grep -oE '[a-f0-9]{32}' | head -n 1)
echo $TASK_ID

sigterm_handler() {
if [ $pypid -ne @ ]; then
echo "container received SIGTERM."
kill -15 $pypid
wait $pypid
exit 143 #128 + 15
fi
}
trap 'sigterm_handler' SIGTERM

echo "Download test scenario"
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aws s3 cp s3://$S3_BUCKET/test-scenarios/$TEST_ID-$AWS_REGION. json test.json --region
$MAIN_STACK_REGION

# Set the default log file values to jmeter
LOG_FILE="jmeter.log"

OUT_FILE="jmeter.out"

ERR_FILE="jmeter.err"

KPI_EXT="jtl1"

# download IMeter jmx file

if [ "$TEST_TYPE" != "simple" ]1; then
# setting the log file values to the test type
LOG_FILE="${TEST_TYPE}.log"
OUT_FILE="${TEST_TYPE}.out"
ERR_FILE="${TEST_TYPE}.err"

# set variables based on TEST_TYPE
if [ "$TEST_TYPE" == "jmeter" ]; then
EXT="jmx"
TYPE_NAME="JMeter"
# Copy *.jar to JMeter library path. See the Taurus JMeter path: https://
gettaurus.org/docs/IMeter/
JMETER_LIB_PATH="find ~/.bzt/jmeter-taurus -type d -name "1lib""
echo "cp $PWD/*.jar $IMETER_LIB_PATH"
cp $PWD/*.jar $IMETER_LIB_PATH

fi

if [ "$FILE_TYPE" != "zip" ]1; then
aws s3 cp s3://$S3_BUCKET/public/test-scenarios/$TEST_TYPE/$TEST_ID.$EXT ./ --
region $MAIN_STACK_REGION
else
aws s3 cp s3://$S3_BUCKET/public/test-scenarios/$TEST_TYPE/$TEST_ID.zip ./ --region
$MAIN_STACK_REGION
unzip $TEST_ID.zip
echo "UNZIPPED"
1s -1
# only looks for the first test script file.
TEST_SCRIPT="find . -name "*.${EXT}" | head -n 1°
echo $TEST_SCRIPT
if [ -z "$TEST_SCRIPT" 1]; then
echo "There is no test script (.${EXT}) in the zip file."
exit 1
fi
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sed -i -e "s|$TEST_ID.$EXT|$TEST_SCRIPT|g" test.json

# copy bundled plugin jars to jmeter extension folder to make them available to
jmeter
BUNDLED_PLUGIN_DIR="find $PWD -type d -name "plugins" | head -n 1°
# attempt to copy only if a /plugins folder is present in upload
if [ -z "$BUNDLED_PLUGIN_DIR" 1; then
echo "skipping plugin installation (no /plugins folder in upload)"
else
# ensure the jmeter extensions folder exists
JMETER_EXT_PATH="find ~/.bzt/jmeter-taurus -type d -name "ext"’
if [ -z "$IMETER_EXT_PATH" 1; then
# fail fast - if plugins bundled they will be needed for the tests
echo "jmeter extension path (~/.bzt/jmeter-taurus/**/ext) not found - cannot
install bundled plugins"
exit 1
fi
cp -v $BUNDLED_PLUGIN_DIR/*.jar $IMETER_EXT_PATH
fi
fi
fi

#Download python script
if [ -z "$IPNETWORK" ]; then
python3.11 -u $SCRIPT $TIMEOUT &
pypid=$!
wait $pypid
pypid=0
else
aws s3 cp s3://$S3_BUCKET/Container_IPs/${TEST_ID}_IPHOSTS_${AWS_REGION}.txt ./ --
region $MAIN_STACK_REGION
export IPHOSTS=$(cat ${TEST_ID}_IPHOSTS_${AWS_REGION}.txt)
python3.11 -u $SCRIPT $IPNETWORK $IPHOSTS
fi

echo "Running test"

stdbuf -i@ -00 -e® bzt test.json -o modules.console.disable=true | stdbuf -i@ -00 -e0
tee -a result.tmp | sed -u -e "s|~|$TEST_ID $LIVE_DATA_ENABLED |"
CALCULATED_DURATION="cat result.tmp | grep -ml "Test duration" | awk -F ' ' '{ print

$5 }' | awk -F ':' '{ print ($1 * 3600) + ($2 * 60) + $3 }'°

# upload custom results to S3 if any
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# every file goes under $TEST_ID/$PREFIX/$UUID to distinguish the result correctly
if [ "$TEST_TYPE" != "simple" ]; then

if [ "$FILE_TYPE" != "zip" ]1; then

cat $TEST_ID.$EXT | grep filename > results.txt
else

cat $TEST_SCRIPT | grep filename > results.txt
fi

if [ -f results.txt ]; then
sed -i -e 's/<stringProp name="filename">//g' results.txt
sed -i -e 's/<\/stringProp>//g' results.txt
sed -i -e 's/ //g' results.txt

echo "Files to upload as results"
cat results.txt

files=( 'cat results.txt’)

extensions=()

for f in "${files[@]}"; do
ext="${fH#*.}"

if [[ ! " ${extensions[@]} " =~ " ${ext} " ]11; then
extensions+=("$ext")
fi
done

# Find all files in the current folder with the same extensions
all_files=()
for ext in "${extensions[@]}"; do
for £ in *."$ext"; do
all_files+=("$f")
done
done

for f in "${all_files[@]}"; do
p="s3://$S3_BUCKET/results/$TEST_ID/${TYPE_NAME}_Result/$PREFIX/$UUID/$F"
if [[ $f = /* 1]; then
p="s3://$S3_BUCKET/results/$TEST_ID/${TYPE_NAME}_Result/$PREFIX/$UUIDS$F"
fi

echo "Uploading $p"
aws s3 cp $f $p --region $MAIN_STACK_REGION
done
fi
fi
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if [ -f /tmp/artifacts/results.xml ]; then

# Insert the Task ID at the same level as <FinalStatus>

curl -s $ECS_CONTAINER_METADATA_URI_V4/task

Task_CPU=$(curl -s $ECS_CONTAINER_METADATA_URI_V4/task | jq '.Limits.CPU')
Task_Memory=$(curl -s $ECS_CONTAINER_METADATA_URI_V4/task | jq '.Limits.Memory')
START_TIME=$(curl -s "$ECS_CONTAINER_METADATA_URI_V4/task" | jq -r
'.Containers[@].StartedAt"')

# Convert start time to seconds since epoch

START_TIME_EPOCH=$(date -d "$START_TIME" +%s)

# Calculate elapsed time in seconds

CURRENT_TIME_EPOCH=$(date +%s)

ECS_DURATION=$( (CURRENT_TIME_EPOCH - START_TIME_EPOCH))

sed -i.bak 's/<\/FinalStatus>/<TaskId>'"$TASK_ID"'<\/TaskId><\/FinalStatus>/"' /tmp/
artifacts/results.xml

sed -i 's/<\/FinalStatus>/<TaskCPU>'"$Task_CPU"'<\/TaskCPU><\/FinalStatus>/"' /tmp/
artifacts/results.xml

sed -i 's/<\/FinalStatus>/<TaskMemory>'"$Task_Memory"'<\/TaskMemory><\/
FinalStatus>/' /tmp/artifacts/results.xml

sed -1 's/<\/FinalStatus>/<ECSDuration>'"$ECS_DURATION"'<\/ECSDuration><\/
FinalStatus>/' /tmp/artifacts/results.xml

echo "Validating Test Duration"
TEST_DURATION=$(grep -E '<TestDuration>[0-9]+.[0-9]+</TestDuration>' /tmp/artifacts/
results.xml | sed -e 's/<TestDuration>//' | sed -e 's/<\/TestDuration>//'")

if (( $(echo "$TEST_DURATION > $CALCULATED_DURATION" | bc -1) )); then
echo "Updating test duration: $CALCULATED_DURATION s"
sed -i.bak.td 's/<TestDuration>[0-9]*\.[0-9]*<\/TestDuration>/
<TestDuration>'"$CALCULATED_DURATION"'<\/TestDuration>/' /tmp/artifacts/results.xml
fi

if [ "$TEST_TYPE" == "simple" ]; then
TEST_TYPE="jmeter"
fi

echo "Uploading results, bzt log, and JMeter log, out, and err files"

aws s3 cp /tmp/artifacts/results.xml s3://$S3_BUCKET/results/${TEST_ID}/${PREFIX}-
${UUID}-${AWS_REGION}.xml --region $MAIN_STACK_REGION

aws s3 cp /tmp/artifacts/bzt.log s3://$S3_BUCKET/results/${TEST_ID}/bzt-${PREFIX}-
${UUID}-${AWS_REGION}.log --region $MAIN_STACK_REGION
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aws s3 cp /tmp/artifacts/$LOG_FILE s3://$S3_BUCKET/results/${TEST_ID}/${TEST_TYPE}-
${PREFIX}-${UUID}-${AWS_REGION}.log --region $MAIN_STACK_REGION

aws s3 cp /tmp/artifacts/$OUT_FILE s3://$S3_BUCKET/results/${TEST_ID}/${TEST_TYPE}-
${PREFIX}-${UUID}-${AWS_REGION}.out --region $MAIN_STACK_REGION

aws s3 cp /tmp/artifacts/$ERR_FILE s3://$S3_BUCKET/results/${TEST_ID}/${TEST_TYPE}-
${PREFIX}-${UUID}-${AWS_REGION}.err --region $MAIN_STACK_REGION

aws s3 cp /tmp/artifacts/kpi.${KPI_EXT} s3://$S3_BUCKET/results/${TEST_ID}/kpi-
${PREFIX}-${UUID}-${AWS_REGION}.${KPI_EXT} --region $MAIN_STACK_REGION

else
echo "An error occurred while the test was running."
fi
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https://console.aws.amazon.com/cloudformation/home
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https://github.com/aws-solutions/distributed-load-testing-on-aws/blob/main/CHANGELOG.md
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https://www.apache.org/licenses/LICENSE-2.0
https://www.apache.org/licenses/LICENSE-2.0
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