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AWS &8 M 71X

HAl Emt: 2021 5€(EM =8)

AWS £8M X (E) =AWS Cloud Development Kit (AWS CDK)E & 7ts3t1 gts 7t 2
ZotE BHE7| fld =0 £F M2 AMESHH Holstr| {8t ChEs MH|A, & HAHE THEHE M3 E
LiCt S E &= JHY ATt of 7Bl X0l CHEE THE (8t HolE ALE5t01 2E A 2o &R ME8 g +
UE BEE 7H58ste ALt

AWS £ M T2 E2 A85t0 =8t Z2 a2 Q1012 £ R M2 HoFLICH AWS &R M LER
$4XH TypeScript, JavaScript, TtO|M & XHHIE K| & LICEH

C zZHlo|e| Al Sof et 2 ALEIE 21 o|sHstH Futol A SHt2 A 75
EE & B3NS 72 0f 0242 &= UELICH FHE ME5HH 2 JisstD otrst Walo2 Zet
AE AE5t0{ YPHQl 2 g £&ste A R0 & AT EHD ALS AMEIE ZE

= 2[4l 224 AHofol CHE 2to|2R{EIE MSHER £FME 915

St Aol Z7[E 7HY 7|t FisE =7 E HMEE + /UL

« AWS Cloud Development Kit (AWS CDK) & AA AT ELQ0] 7HY ZH$ ko 2 &L
Ct.

- 2R MIEZZIE HOlF W =2l (if £, for-loop ) & AFEEFLICE

- A X|E 7= ArE35to A|lAEe| 2RI BHELICEH

« e eZE FYIE HolstT SRSHH B, 3|A E= FHFLIE|o| HIAIRLICE

- ERME =2M 2EE FESAAIR

- £F M2 EIo|EEEIZ SRotD CHA| AHEE == U&LICEH

- YA EZE ZEEES ME5t0{ QZet IEE HAEFLICEH

- 712 ZE HE I EEE ASELICH
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AWS £F M4 719 A% 67|

O] &= 0= AWS CDK (Cloud Development Kit), AWS £ M 282 x| L + M85t AWS & F
M IS IEHE AF835t0{ & | AWS CDK ¢S Bt= &= o cHal| A ghict
(@ Note

® Tip
o Zo| ot A&L7? AFSSHE 7|CDK I &follAM AlX| Z2MEof CHEt AEX QI F0{E
NS ghct.
® Tip
AWS CDK (AWS Cloud Development Kit) A|Z5t7|od| CHEF AFAMIEH LHE 2AWS CDK 7HE At
OHLHA.

Prerequisites

AWS £ M 722 AWS CDKE 7|dte 2 FE|2 2 TypeScript A3 & E E = JavaScript 0/2/9]

02 23t BRI Node.js (>= 10.3.0) & Ax|3HoF g LICt O| I{EHAWS CDKE! AWS £F
peScript E{2 72 £|A 204 Node.js (M A>E LICH X|El= CHE 2do{oi CHEr bRl

e 2l =3 E2 AFSELICH

A 3 W 2™ xI™oll dHEE CHE AWS CDK CLIE A8 5t 124 5H1 AWS 2IXg HS 3l
7|t ™A =2 ST Z ol Jie dojol| mat CHELICH

o A=A

: Python 3.6
s P



https://cdkworkshop.com/
https://docs.aws.amazon.com/cdk/latest/guide/getting_started.html
https://docs.aws.amazon.com/cdk/latest/guide/getting_started.html
https://github.com/aws/aws-cdk
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https://docs.aws.amazon.com/cdk/latest/guide/getting_started.html#getting_started_install
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Ol At&MUMHE Z2ME £7|2E Z1t AWS CloudFormation BlZZ! HiEZ 0l O|Z 7|7 K| AWS &£ F
MFzolmEHE M%ﬁff ZHEFE “Hello Constructs” AWS CDK 42 BHE T B Z5h= Y S g
LICt. Hello #4 88 T 22 Ct30t 22 7ZHEE &8 M BtELCH

GET https://endpoint invoke

' 3

response

Amazon AP| Gateway AWS Lambda

} !
ya ya

Role Role

Access Lok CS /Monitoring Logs

)

Amazon CloudWatch

@ Note
o|Zd20| MZ £3QlL|CkHello CDK!( AHR)CDK $3&. AWS CDKE S Al235tE AL
O| AT &FEH A& & CDKE 85104 AlX Z2EMEE &= WS HEELICH

ofEZZ|7o|MH CIHER| A L AWS CDK =713}

CDK ol C|HE2|E M4 3t O} sl CI2 E 2|0l AWS CDK 42 AAdstL|ct.

Hello +Z 5


https://cdkworkshop.com/

AWS £F M TR

TypeScript

mkdir hello-constructs
cd hello-constructs
cdk init --language typescript

Python

mkdir hello-constructs
cd hello-constructs
cdk init --language python

® Tip
O|X| £o0}5t= IDEOM Z2ME

ME S Qi EfAH
B APAIE LIS 2 siT 2aE M

E—T,— =
L|Ct.

Mok
>
0
rir
O
rlo
>
L
°
r
ful
|
HU
2
|m
>I

T 7o CH

i}

 TypeScript
 Python

ZZHME 7|gh T&54 UO(o|E

/A Warning

M 7| HxErsl7| 28 AWS £ M 2410 AWS CDK I 7| R | Z2XME LHoMHq S
A

t&3HoF ELIct ol & OUNBET_?OMT&DEM sh= 742 AWS
CDK v.1.52.0 AF&3H{oF SFLict.

=
M HEE



https://cdkworkshop.com/20-typescript/20-create-project/300-structure.html
https://cdkworkshop.com/30-python/20-create-project/300-structure.html

AWS &
® Tip
AWS £ M 40| 2[4 HXME M2 5t sHE ™ 15 EVERSION_NUMBERAIZ| EA|RIE
2AZSHAAI2 (AWS 22 M 7 2 AWS CDK I{Z|X| 2o CHaH). 744 2tol=2E{2|el R E
S B2IAE &0l5tE{H0{7|E 285 AAIR
TypeScript
Idq K|

HMZlpackage.jsonitdol ChZ HE I} ZEHELICH

"devDependencies": {
"@aws-cdk/assert": "VERSION_NUMBER",
"@types/jest": "7A24.0.22",
"@types/node": "10.17.5",

"jest": "724.9.0",
"ts-jest": "A24.1.0",
"aws-cdk": "VERSION_NUMBER",
"ts-node": "78.1.0",

"typescript": "~3.7.2"
1,

"dependencies": {

"@aws-cdk/core": "VERSION_NUMBER",
"source-map-support": "7@0.5.16"

install_requires=[
"aws-cdk.core==VERSION_NUMBER",



https://github.com/awslabs/aws-solutions-constructs/releases

AWS &2 M | AWS &
TypeScript
npm install
Python

source .venv/bin/activate

pip install -r requirements.txt

A Lot M™st Hl ABS MMSHEX] 2 lg LI

TypeScript
npm run build
cdk synth
Python
cdk synth
CtS 1 ZHo| AE40| F A||0{0F & LICH.CDK-VERSIONE CDKe| HEQILICEH (E242 047]0i EAIE
[ap ofZt CHE = U&LICH)
TypeScript
Resources:
CDKMetadata:
Type: AWS::CDK::Metadata
Properties:
Modules: aws-cdk=CDK-VERSION, @aws-cdk/core=VERSION_NUMBER, @aws-cdk/cx-
api=VERSION_NUMBER, jsii-runtime=node.js/10.17.0
RHE 7|¢t S5 HOlolE




Python

Resources:
CDKMetadata:

Type: AWS::CDK::Metadata

Modules: aws-cdk=CDK-VERSION, @aws-cdk/core=VERSION_NUMBER, @aws-cdk/cx-

Properties:
api=VERSION_NUMBER, jsii-runtime=Python/3.7.7

Lambda SHE ZE
AWS Lambda S1E2{ I ERE A|ZH5HZ&LICH
Cl2HE2| MMlambdaZ E2EXME EZ|o| R EOf F7tEHLIC
TypeScript
g Z&7}gtL|Ch1ambda/hello. jsCtS ol 287} =& EL|CH

olzte md

exports.handler = async function(event) {
console.log("request:", JSON.stringify(event, null, 2));

return {
statusCode: 200,
headers: { "Content-Type": "text/plain" }
body: ‘Hello, AWS Solutions Constructs! You've hit ${event.path}\n

I
};
2F gLt

Python
olgte mdg F7+grLchlambda/hello. pyCtS

import json

re
mn
kU
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def handler(event, context):
print('request: {}'.format(json.dumps(event)))
return {
'statusCode': 200,
'headers': {
'Content-Type': 'text/plain'

},
'body': 'Hello, CDK! You have hit {}\n'.format(event['path'])
}
O|Hi= HAEE BrHEhst= ZHEHE Lambda Bf = @ILICH “OHEStM|2, TR [URL BE] & sX&U ot
ol £E240l= HTTP #Ef T =2 HTTP SllC{ T Z & ELICt API Gateway 0| A AL XL H| HTTP
82 348tst= ol AHSELICH

0| Lambda JavaScript Ml ZE|LIC. MEiSt 2H0{Z Lambda & +£ Zrdste Yol CHS REMIEH LIS
2AWS Lambda A A.

Ay
OFA
1P

g AR

AWS CDK 2 AWS £ F M 7
?.

AWS &34 TR ZHIst X 2ol alet 7 MIZELICH 2oleRals T AAIE 2t o)
CH3H éH—W' 2 EZ LHELCE 0o & £0{ AWS Lambda & 401l Amazon API Gateway ZIIAE APIE S

o|5tedE ZBSRaws-apigateway-lambdaIliEl 2tO|EE{E|E MAIELICH.

£ 8t AWS CDKO{| A AWS Lambda 2! Amazon API Gateway 7% 2t0|E2242[& F7t35HoF & LICt.

AWS Lambda ZE1 D E S&5He T 2MEo ™AX(|ELICE

I

(® Note
AWS £FM FE2I AWS CDK Z5F0f AA8E SHHE YR| HTISVERSION_NUMBERZf B
ofl CHEr xtE| Z AR E=L|ch 7 [X| Zholl i 0| YRIsHR| Sfe™ @ 77F &l = A&
L{ct.
TypeScript

npm install -s Eaws-cdk/aws-lambda@VERSION_NUMBER

AWS CDK 2 AWS &2 M 32

A
O

59 dx 10


https://docs.aws.amazon.com/lambda/latest/dg/welcome.html

AWS £F M TR

AWS &2 M
Python
pip install aws_cdk.aws_lambda==VERSION_NUMBER
172 CHE Amazon AP| Gateway 220t R & 4542 Z2ME| HX[SHAAIL
TypeScript
npm install -s Eaws-cdk/aws-apigateway@VERSION_NUMBER
Python
pip install aws_cdk.aws_apigateway==VERSION_NUMBER
OFX|2to 2 AWS £F M T2 S MR|gLICtaws-apigateway-lambda 2 EX ZE SSHMHE T2
MEof| FIHerLct.

TypeScript

npm install -s Eaws-solutions-constructs/aws-apigateway-lambda@VERSION_NUMBER

Python

pip install aws_solutions_constructs.aws_apigateway_lambda==VERSION_NUMBER

AWS CDK ' AWS £ M 715 354 4R




A EH0{| Amazon API 7 O|E9O|/AWS & Ct THEd F7t

O|X| AWS Lambda Z & A|E AIE310{ Amazon APl Gateway 73151 7| 8t AWS £€F M 7 IEHE
Holsh E7&Lct

TypeScript

melg WEgLICH1ib/hello-constructs. tsOlAM CH=2 S AL EFLICE

import * as cdk from 'eaws-cdk/core’;

import * as lambda from 'eaws-cdk/aws-lambda';

import * as api from 'e@aws-cdk/aws-apigateway';

import { ApiGatewayTolLambda, ApiGatewayTolLambdaProps } from '@aws-solutions-
constructs/aws-apigateway-lambda’';

export class HelloConstructsStack extends cdk.Stack {
constructor(scope: cdk.Construct, id: string, props?: cdk.StackProps) {
super(scope, id, props);

// The code that defines your stack goes here
const api_lambda_props: ApiGatewayTolLambdaProps = {
lambdaFunctionProps: {
code: lambda.Code.fromAsset('lambda’'),
runtime: lambda.Runtime.NODEJS_12_X,
handler: 'hello.handler'
},
apiGatewayProps: {
defaultMethodOptions: {
authorizationType: api.AuthorizationType.NONE
}
}
};

new ApiGatewayToLambda(this, 'ApiGatewayTolLambda', api_lambda_props);
}

Python

ntlg HWEIELICHhello_constructs/hello_constructs_stack.pyOlMd CHE S AFSEL
Ct.

=401 Amazon APl HlO|E¥|0|/AWS ZrCh T & F=7} 12



from aws_cdk import (
aws_lambda as _lambda,
aws_apigateway as apigw,
core,

from aws_solutions_constructs import (
aws_apigateway_lambda as apigw_lambda

class HelloConstructsStack(core.Stack):

def __init_ (self, scope: core.Construct, id: str, **kwargs) -> None:
super().__init_ (scope, id, **kwargs)

# The code that defines your stack goes here

apigw_lambda.ApiGatewayToLambda(

self, 'ApiGatewayToLambda',

lambda_function_props=_lambda.FunctionProps(
runtime=_lambda.Runtime.PYTHON_3_7,
code=_lambda.Code.asset('lambda’'),
handler="'hello.handler',

),

api_gateway_props=apigw.RestApiProps(
default_method_options=apigw.MethodOptions(

authorization_type=apigw.AuthorizationType.NONE

17| ctok AWS Lambda

2 E AlSHE API Gateway X 2|517| 2[5 st 2
= xt0{Q|L|Ct AH2 S AEH 7

TypeScript

npm run build
cdk diff

=H0{ Amazon API H|O|E 9 Ol/AWS ZfCt T{E =7t 13
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Python
cdk diff
Z242 21 Zrofof gfLct

Stack HelloConstructsStack
IAM Statement Changes
B AR R R R H HH HHHHHHHHHH R R R

# # Resource # Effect # Action # Principal
# Condition #
HHHH TR RS TR R RS R RS S RS R S R TS R RT3
# + # ${LambdaFunction.Arn} # Allow # lambda:InvokeFunction #
Service:apigateway.amazonaw # "ArnLike": { #
# # # # # s.com
# "AWS:SourceArn": "arn:${AW #
# # # # #
# S::Partition}:execute-api:${ #
# # # # #
# AWS::Region}:${AWS: :AccountI #
# # # # #
# d}:${RestApi@C43BF4B}/${Rest #
# # # # #
# Api/DeploymentStage.prod}/*/ #
# # # # #
# {proxy+}" #
# # # # #
# 1 #
# + # ${LambdaFunction.Arn} # Allow # lambda:InvokeFunction #
Service:apigateway.amazonaw # "ArnLike": { #
# # # # # s.com
# "AWS:SourceArn": "arn:${AW #
# # # # #
# S::Partition}:execute-api:${ #
# # # # #
# AWS::Region}:${AWS: :AccountI #
# # # # #

# d}:${RestApi@C43BF4B}/test-i #

AEHO{| Amazon API 70| E|O0l/AWS ZfCt D& £ 7} 14
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# # # # #
# nvoke-stage/*/{proxy+}" #
# # # # #
# } #
# + # ${LambdaFunction.Arn} # Allow # lambda:InvokeFunction #
Service:apigateway.amazonaw # "ArnLike": { #
# # # # # s.com
# "AWS:SourceArn": "arn:${AW #
# # # # #
# S::Partition}:execute-api:${ #
# # # # #
# AWS::Region}:${AWS: :AccountI #
# # # # #
# d}:${RestApi@C43BF4B}/${Rest #
# # # # #
# Api/DeploymentStage.prod}/*/ #
# # # # #
# " #
# # # # #
# } #
# + # ${LambdaFunction.Arn} # Allow # lambda:InvokeFunction #
Service:apigateway.amazonaw # "ArnLike": { #
# # # # # s.com
# "AWS:SourceArn": "arn:${AW #
# # # # #
# S::Partition}:execute-api:${ #
# # # # #
# AWS::Region}:${AWS: :AccountI #
# # # # #
# d}:${RestApi@C43BF4B}/test-i #
# # # # #
# nvoke-stage/*/" #
# # # # #
# } #
Eedigigigidi oo gogid oo igifode b i gogi S oo g gogiF i gogi F oo g fofeF i gogi F oo igi fogaFediigogiF oo g gogiFedigigogi F oo gogiFedigigogiFeiF g fogiFidigigogiFeigog gy
# + # ${LambdaFunctionServiceRole # Allow # sts:AssumeRole #
Service:lambda.amazonaws.co # #
# # .Arn} # # # m
# #
HUHHHHHH RS HHH SR TR SRR S SRR RS SRR S HH RS HHHSEHHHH HHHHHHEHHH SRS SRS RS SRS RT3
# + # ${LambdaRestApiCloudWatchRo # Allow # sts:AssumeRole #
Service:apigateway.amazonaw # #
# # le.Arn} # # # s.com
# #

AEHO{| Amazon API 70| E|O0l/AWS ZfCt D& £ 7} 15
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HAHBHHBEHHAHBRHBHHAHBEHHAH BB HBH BB HBHHBHBRHBHHBHBRHBH BB HBHHRHRRHBHHRH R R HERHBH B HRRHBH B HBHHRH RS

# + # arn:aws:logs:${AWS::Region} # Allow # logs:CreatelLogGroup # AWS:
${LambdaRestApiCloudwat # #
#  # :${AWS::AccountId}:* # # logs:CreatelLogStream # chRole}
# #
# # # # logs:DescribelogGroups #
# #
# # # # logs:DescribelogStreams #
# #
# # # # logs:FilterLogEvents #
# #
# # # # logs:GetLogEvents #
# #
# # # # logs:PutLogEvents #
# #
HHAHH SRR SRR SRR SRR SRR SRR SRR SRR SRR SRR SRR SRR SRR SRR SRR SRR SRR SRR SRR SRR SRR R SRR R H SRR R SRR R H SRR
# + # arn:aws:logs:${AWS::Region} # Allow # logs:CreatelLogGroup # AWS:
${LambdaFunctionService # #
# # :${AWS::AccountId}:log-grou # # logs:CreatelLogStream # Role}
# #
# # p:/aws/lambda/* # # logs:PutLogEvents #
# #

edigigigi i i gogid oo g fodid i gogiF oo g fegiF i g g F oo g fofeF i gogs F oo g g fogeFedipigogiFeiF g fogiF oo gogi F oo iggigiFedigigogi FeiF g fogiFidigigogiF oo gig gy
(NOTE: There may be security-related changes not in this list. See https://github.com/
aws/aws-cdk/issues/1299)

Parameters
[+] Parameter AssetParameters/
ba9l1444ebd644d9419e8cfee4sl17f3aaa728507dd428788a2fc40574646¢c4340a/S3Bucket
AssetParametersba9l444ebd644d9419e8cfeest17f3aaa728507dd428788a2fc40574646c4340aS3Bucket9780A3E
{"Type":"String", "Description":"S3 bucket for asset
\"ba91l444ebd644d9419e8cfee417f3aaa728507dd428788a2fc40574646¢c4340a\""}
[+] Parameter AssetParameters/
ba9l444ebd644d9419e8cfee4l17f3aaa728507dd428788a2fc40574646¢c4340a/S3VersionKey
AssetParametersba9l444ebd644d9419e8cfeest17f3aaa728507dd428788a2fc40574646c4340aS3VersionKey37F
{"Type":"String", "Description":"S3 key for asset version
\"ba91444ebd644d9419e8cfees17f3aaa728507dd428788a2fc40574646¢c4340a\""}
[+] Parameter AssetParameters/
ba9l1444ebd644d9419e8cfee417f3aaa728507dd428788a2fc40574646¢c4340a/ArtifactHash
AssetParametersba9ls444ebd644d9419e8cfeesl7f3aa2a728507dd428788a2fc40574646c4340aArtifactHash801
{"Type":"String", "Description":"Artifact hash for asset
\"ba91l444ebd644d9419e8cfee4l17f3aaa728507dd428788a2fc40574646¢c4340a\""}

Conditions

AEHO{| Amazon API 70| E|O0l/AWS ZfCt D& £ 7} 16
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[+] Condition CDKMetadataAvailable: {"Fn::0r":[{"Fn::0r":[{"Fn::Equals":
[{"Ref":"AWS::Region"}, "ap-east-1"1},{"Fn::Equals":[{"Ref":"AWS: :Region"}, "ap-
northeast-1"]1}, {"Fn::Equals":[{"Ref":"AWS: :Region"}, "ap-northeast-2"1},{"Fn::Equals":
[{"Ref":"AWS::Region"}, "ap-south-1"]1},{"Fn::Equals":[{"Ref":"AWS: :Region"}, "ap-
southeast-1"]1}, {"Fn::Equals":[{"Ref":"AWS: :Region"}, "ap-southeast-2"1},{"Fn::Equals":
[{"Ref":"AWS::Region"}, "ca-central-1"1}, {"Fn::Equals":[{"Ref":"AWS: :Region"}, "cn-
north-1"1}, {"Fn::Equals":[{"Ref":"AWS::Region"}, "cn-northwest-1"1]},
{"Fn::Equals":[{"Ref":"AWS: :Region"}, "eu-central-1"]13}13},{"Fn::0r":[{"Fn::Equals":
[{"Ref":"AWS::Region"}, "eu-north-1"1},{"Fn::Equals":[{"Ref":"AWS: :Region"}, "eu-
west-1"13}, {"Fn::Equals":[{"Ref":"AWS: :Region"}, "eu-west-2"]}, {"Fn::Equals":
[{"Ref":"AWS::Region"}, "eu-west-3"]1},{"Fn::Equals":[{"Ref":"AWS: :Region"}, "me-
south-1"13}, {"Fn::Equals":[{"Ref":"AWS: :Region"}, "sa-east-1"]1},{"Fn::Equals":
[{"Ref":"AWS::Region"}, "us-east-1"]1},{"Fn::Equals":[{"Ref":"AWS: :Region"}, "us-
east-2"13},{"Fn::Equals":[{"Ref":"AWS: :Region"}, "us-west-1"1}, {"Fn::Equals":
[{"Ref":"AWS::Region"}, "us-west-2"1}1}1}

Resources

[+] AWS::Logs::LogGroup ApiGatewayTolLambda/ApiAccesslLogGroup
ApiGatewayTolLambdaApiAccessLogGroupE2B41502

[+] AWS::IAM::Role LambdaFunctionServiceRole LambdaFunctionServiceRole@C4CDE®@B
[+] AWS::Lambda: :Function LambdaFunction LambdaFunctionBF21E41F

[+] AWS::ApiGateway::RestApi RestApi RestApi@C43BF4B

[+] AWS::ApiGateway::Deployment RestApi/Deployment
RestApiDeployment180QEC503d2c6df3c8dc8b7193b98cladbff4e677

[+] AWS::ApiGateway::Stage RestApi/DeploymentStage.prod
RestApiDeploymentStageprod3855DE66

[+] AWS::ApiGateway::Resource RestApi/Default/{proxy+} RestApiproxyC95856DD

[+] AWS::Lambda::Permission RestApi/Default/{proxy+3}/ANY/

ApiPermission.HelloConstructsStackRestApiFDB18C2E.ANY. . {proxy+}
RestApiproxyANYApiPermissionHelloConstructsStackRestApiFDB18C2EANYproxyE43D39B3
[+] AWS::Lambda::Permission RestApi/Default/{proxy+}/ANY/

ApiPermission.Test.HelloConstructsStackRestApiFDB18C2E.ANY. . {proxy+}
RestApiproxyANYApiPermissionTestHelloConstructsStackRestApiFDB18C2EANYproxy@B23CDC7
[+] AWS::ApiGateway::Method RestApi/Default/{proxy+}/ANY RestApiproxyANY1786B242
[+] AWS::Lambda: :Permission RestApi/Default/ANY/

ApiPermission.HelloConstructsStackRestApiFDB18C2E.ANY..
RestApiANYApiPermissionHelloConstructsStackRestApiFDB18C2EANY5684C1E6

[+] AWS::Lambda: :Permission RestApi/Default/ANY/

ApiPermission.Test.HelloConstructsStackRestApiFDB18C2E.ANY..
RestApiANYApiPermissionTestHelloConstructsStackRestApiFDB18C2EANY81DBDF56

[+] AWS::ApiGateway::Method RestApi/Default/ANY RestApiANYA7C1DC94

[+] AWS::ApiGateway: :UsagePlan RestApi/UsagePlan RestApiUsagePlan6E1C537A

[+] AWS::Logs::LogGroup ApiAccesslLogGroup ApiAccesslLogGroupCEA70788

[+] AWS::IAM::Role LambdaRestApiCloudWatchRole LambdaRestApiCloudWatchRoleF339D4E6

AEHO{| Amazon API 70| E|O0l/AWS ZfCt D& £ 7} 17
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[+] AWS::ApiGateway::Account LambdaRestApiAccount LambdaRestApiAccount

Outputs

[+] Output RestApi/Endpoint RestApiEndpoint®551178A: {"Value":{"Fn::Join":["",
["https://",{"Ref":"RestApi@C43BF4B"},".execute-api.",{"Ref":"AWS: :Region"},".",
{"Ref":"AWS: :URLSuffix"},"/", {"Ref":"RestApiDeploymentStageprod3855DE66"},"/"1]1}}

a4 Z2 Uolok Aws &M Tx0IM B MAE mH StLEE ALS S of ZHEFEH of K= Aio] 217Y
Ol MER E|AAE FIIRHELICH
cdk HH &
® Tip
Lambda &7} Z&E & ¢Hm| AWS CDK 42 HiZ5tE{m HA] AWS StE2 EEAERY
3H oF o+|,||:+ O|= 7| 3t AWS CDK7} RIS Z & 5l= ABE HIE5HE O AFRSHE A&
ElO|& H{Zlo| MAE/LICE AWS CDKE AF23510{ AHAHE HHESHE Z30| M2 @l B cdk
bootstrapE AtE35t0{ CDK EZ! ABHE AWS & E0f| HHEZ & = A&LICH
E0f, HiZ & EH|7t ZMLIR?
cdk deploy
LB S2

Outputs:
HelloConstructsStack.RestApiEndpoint®551178A = https://xxxxxxxxxx.execute-api.us-
east-1.amazonaws.com/prod/

Ol AWS &2 M 74 Ti&dofl ofs X522 F7HElE A= £210|0 API Gateway A= EQIE 9|
URLS E & gct

HEHAE

Ol BHE AS5t2{T B AICk.curl. URLS SAMSIT Al#5HAIAIR (M ALS X[d0| OHE 4 U)




curl https://xxxxxxxxxx.execute-api.us-east-1.amazonaws.com/prod/
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ws £FM T4

GET https://endpoint

8 % > invoke x invoke
& HTTP response h response h resporjse

AWS Lambda AWS Lambda
(Hit Counter) (Hello)

Ri)Ie Role

Amazon Amazon A

DynamoDB mazon

CloudWatch

CloudWatch
AWS Solutions Constructs

aws-lambda-dynamodb
Pattern

Lambda ZE J|E

X 5|E FI2E{ AWS Lambda & =0i CHet I EE 2 Mel| E7&LICt Ol &= CHE2 &L
Ct.

« £ Amazon DynamoDB E|0|2 2| AP| ZZ 9} B E FIREE SIIAI7|1

« CR2AEZ Hello AWS Lambda &+& S &8LICtH

- B ZE5tD %|FT AEXtol|AH 8E S BtetELCt.

TypeScript

Ol2te mWlg F7&LICtlambda/hitcounter. jsCh2 2| 2E

const { DynamoDB, Lambda } = require('aws-sdk');

20

Lambda ZE FIE



AWS £F M TR

u

[p

exports.handler = async function(event) {
console.log("request:", JSON.stringify(event, undefined, 2));

// create AWS SDK clients
const dynamo = new DynamoDB();
const lambda = new Lambda();

// update dynamo entry for "path" with hits++
await dynamo.updateItem({
TableName: process.env.DDB_TABLE_NAME,
Key: { path: { S: event.path } 3},
UpdateExpression: 'ADD hits :incr',
ExpressionAttributeValues: { ':incr': { N: '1' } }
}).promise();

// call downstream function and capture response
const resp = await lambda.invoke({
FunctionName: process.env.DOWNSTREAM_FUNCTION_NAME,
Payload: JSON.stringify(event)
}).promise();

console.log('downstream response:', JSON.stringify(resp, undefined, 2));

// return response back to upstream caller
return JSON.parse(resp.Payload);

olzte Wg F7I&LICtlambda/hitcounter. pyCt2 2| 2E

import json
import os
import boto3

ddb = boto3.resource('dynamodb')

table = ddb.Table(os.environ[ 'DDB_TABLE_NAME'])
_lambda = boto3.client('lambda')

def handler(event, context):

|
N
Hel
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»
i
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print('request: {}'.format(json.dumps(event)))
table.update_item(
Key={'path': event['path']},
UpdateExpression="'ADD hits :incr',
ExpressionAttributeValues={':incr': 1}

)

resp = _lambda.invoke(
FunctionName=os.environ['DOWNSTREAM_FUNCTION_NAME'],
Payload=json.dumps(event),

)

body = resp['Payload'].read()

print('downstream response: {}'.format(body))
return json.loads(body)

M B&d AR
® Note

AWS £ M 21} AWS CDK 25 0f AFRE 2HIE YUX| HHESVERSION_NUMBERZ &=
of CHer Xt2| EAIRF ZE o] &2 A Huf HE20|M SS5 M0 A E HX HE 9 S U5l of
groich mHZ|X| Ztof| B{T0| Uk|GHK| o™ @ 77} e aish £~ Ql&L|CH

HAae Zo| £F M HO[o|Eo] ERFt FEMHE T MX|SHOFRLICH T1X{ DynamoDB #4 2t0|E
H2|E XISt of gLct.
TypeScript

npm install -s aws-cdk/aws-dynamodb@VERSION_NUMBER

Python

pip install aws_cdk.aws_dynamodb==VERSION_NUMBER

=
O
1
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OFX[2f o2 AWS £F M T EE Mx|ELICtaws-1ambda-dynamodb2E ZE SH5ME T2 X
Eof F7tELCt.

TypeScript

npm install -s @aws-solutions-constructs/aws-lambda-dynamodb@VERSION_NUMBER

Python
pip install aws_solutions_constructs.aws_lambda_dynamodb==VERSION_NUMBER
E —
Bl AAE Ho|ghL|ct

=

O|M Mz 2 ot7 ™% E +85t7| lsll 2= I =& HO|0|Es] 27 &LICH

A, 22l eI MER FE542 7HX 2 M 2R 9| ot 7|52 olSstE{n & LICtaws-
apigateway-lambda<Zl7} ZHE 10{M BHE THE.

TypeScript

mtelg WAIgHLICH1ib/hello-constructs. tsCt2o| A&} B4 = L|C}.

import * as cdk from 'e@aws-cdk/core';

import * as lambda from 'eaws-cdk/aws-lambda';

import * as api from 'e@aws-cdk/aws-apigateway';

import * as dynamodb from '@aws-cdk/aws-dynamodb';

import { ApiGatewayTolLambda, ApiGatewayTolLambdaProps } from 'e@aws-solutions-
constructs/aws-apigateway-lambda';

import { LambdaToDynamoDB, LambdaToDynamoDBProps } from '@aws-solutions-constructs/
aws-lambda-dynamodb';

export class HelloConstructsStack extends cdk.Stack {
constructor(scope: cdk.Construct, id: string, props?: cdk.StackProps) {
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super(scope, id, props);

// The code that defines your stack goes here

const helloFunc = new lambda.Function(this, 'HelloHandler', {
runtime: lambda.Runtime.NODEJS_12_X,
code: lambda.Code.fromAsset('lambda’'),
handler: 'hello.handler'

1);

const api_lambda_props: ApiGatewayTolLambdaProps = {
lambdaFunctionProps: {
code: lambda.Code.fromAsset('lambda’'),
runtime: lambda.Runtime.NODEJS_12_X,
handler: 'hello.handler'
I
apiGatewayProps: {
defaultMethodOptions: {
authorizationType: api.AuthorizationType.NONE

}
}
I
new ApiGatewayTolLambda(this, 'ApiGatewayTolLambda', api_lambda_props);
}
}
Python

mtelg MEELICHhello_constructs/hello_constructs_stack.pyChSo| WED} HEE
LICH

from aws_cdk import (
aws_lambda as _lambda,
aws_apigateway as apigw,
aws_dynamodb as ddb,
core,

from aws_solutions_constructs import (
aws_apigateway_lambda as apigw_lambda,

BlAAE HOolghLot. 24
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aws_lambda_dynamodb as lambda_ddb

class HelloConstructsStack(core.Stack):

def __init_ (self, scope: core.Construct, id: str, **kwargs) -> None:
super().__init_ (scope, id, **kwargs)

# The code that defines your stack goes here

self._handler = _lambda.Function(
self, 'HelloHandler',
runtime=_lambda.Runtime.PYTHON_3_7,
handler='hello.handler’,
code=_lambda.Code.asset('lambda’),

apigw_lambda.ApiGatewayToLambda(

self, 'ApiGatewayToLambda',

lambda_function_props=_lambda.FunctionProps(
runtime=_lambda.Runtime.PYTHON_3_7,
code=_lambda.Code.asset('lambda’'),
handler="'hello.handler',

),

api_gateway_props=apigw.RestApiProps(
default_method_options=apigw.MethodOptions(

authorization_type=apigw.AuthorizationType.NONE

)
)
)
C2ez, 2l F7F g ZWelL|Cltaws-1ambda-dynamodbIHE12 AF23H0{ 40| E El oF 7 [E&{ o]
CHEt S1E 7H2E MHIAE 75 & = U&LICH

BlAAE HOolghLot. 25



i
rx
0%

AWS & T

| AWS £

AWS Lambda AWS Lambda
(Hit Counter) (Hello)

o Role
&) —
Amazon Amazon ‘
CloudWatch DynamoDB . Amazon
CloudWatch

AWS Solutions Constructs
aws-lambda-dynamodb
Pattern

CHS UClo|E& of2hel £ 42 Holaws-1ambda-dynamodbINEI 2 A& 304 S|E FH2E X E|7|
£ AI23+04 AWS Lambda & +& Xo|gtL|C}. B8 Amazon DynamoDB Ef|0|2 2Hits 2| TtE|M
Z|path.

TypeScript

meleg WAISLICH1ib/hello-constructs.tsCt2o| A&}t B4ZE = L|C}.

import * as cdk from 'e@aws-cdk/core';

import * as lambda from 'eaws-cdk/aws-lambda’;

import * as api from 'e@aws-cdk/aws-apigateway';

import * as dynamodb from 'eaws-cdk/aws-dynamodb';

import { ApiGatewayTolLambda, ApiGatewayTolLambdaProps } from '@aws-solutions-
constructs/aws-apigateway-lambda’';

import { LambdaToDynamoDB, LambdaToDynamoDBProps } from '@aws-solutions-constructs/
aws-lambda-dynamodb';




export class HelloConstructsStack extends cdk.Stack {
constructor(scope: cdk.Construct, id: string, props?: cdk.StackProps) {
super(scope, id, props);

// The code that defines your stack goes here

const helloFunc = new lambda.Function(this, 'HelloHandler',6 {
runtime: lambda.Runtime.NODEJS_12_X,
code: lambda.Code.fromAsset('lambda’'),
handler: 'hello.handler'

1)

// hit counter, aws-lambda-dynamodb pattern
const lambda_ddb_props: LambdaToDynamoDBProps = {
lambdaFunctionProps: {
code: lambda.Code.asset( lambda’),
runtime: lambda.Runtime.NODEJS_12_X,
handler: 'hitcounter.handler',
environment: {
DOWNSTREAM_FUNCTION_NAME: helloFunc.functionName

},
dynamoTableProps: {
tableName: 'Hits',
partitionKey: { name: 'path', type: dynamodb.AttributeType.STRING }
}
I

const hitcounter = new LambdaToDynamoDB(this, 'LambdaToDynamoDB',
lambda_ddb_props);

const api_lambda_props: ApiGatewayTolLambdaProps = {
lambdaFunctionProps: {
code: lambda.Code.fromAsset('lambda’'),
runtime: lambda.Runtime.NODEJS_12_X,
handler: 'hello.handler'
.
apiGatewayProps: {
defaultMethodOptions: {
authorizationType: api.AuthorizationType.NONE
}
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new ApiGatewayTolLambda(this, 'ApiGatewayTolLambda', api_lambda_props);

Python

=

Il WEIELICHhello_constructs/hello_constructs_stack.pyCtSol ZJE1 HAEE
|CH.

C

from aws_cdk import (
aws_lambda as _lambda,
aws_apigateway as apigw,
aws_dynamodb as ddb,
core,

from aws_solutions_constructs import (
aws_apigateway_lambda as apigw_lambda,
aws_lambda_dynamodb as lambda_ddb

class HelloConstructsStack(core.Stack):

def __init_ (self, scope: core.Construct, id: str, **kwargs) -> None:
super().__init_ (scope, id, **kwargs)

# The code that defines your stack goes here

self.hello_func = _lambda.Function(
self, 'HelloHandler',
runtime=_lambda.Runtime.PYTHON_3_7,
handler='hello.handler’,
code=_lambda.Code.asset('lambda’),

# hit counter, aws-lambda-dynamodb pattern
self.hit_counter = lambda_ddb.LambdaToDynamoDB(
self, 'LambdaToDynamoDB',
lambda_function_props=_lambda.FunctionProps(
runtime=_lambda.Runtime.PYTHON_3_7,
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code=_lambda.Code.asset('lambda’),
handler='hitcounter.handler’,
environment={

'DOWNSTREAM_FUNCTION_NAME': self.hello_func.function_name

),
dynamo_table_props=ddb.TableProps(

table_name="'Hits"',
partition_key={
'name': 'path',
"type': ddb.AttributeType.STRING

apigw_lambda.ApiGatewayToLambda(

self, 'ApiGatewayToLambda',

lambda_function_props=_lambda.FunctionProps(
runtime=_lambda.Runtime.PYTHON_3_7,
code=_lambda.Code.asset('lambda’'),
handler="'hello.handler',

),

api_gateway_props=apigw.RestApiProps(
default_method_options=apigw.MethodOptions(

authorization_type=apigw.AuthorizationType.NONE

CIEo R, RE|lz0lM MY E §|E 7I2E &+ 8 F 0430k LICtaws-1ambda-dynamodbIEH2 £

22| Hello & +E £ & & == HEt flol FItEU}&LICH
TypeScript

el WESLICH1ib/hello-constructs.tsCt2 2| ZdE 1}t B4ZEE LT}

import * as cdk from 'e@aws-cdk/core’;
import * as lambda from 'eaws-cdk/aws-lambda';
import * as api from 'e@aws-cdk/aws-apigateway';
import * as dynamodb from '@aws-cdk/aws-dynamodb';
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import { ApiGatewayTolLambda, ApiGatewayTolLambdaProps } from 'e@aws-solutions-
constructs/aws-apigateway-lambda"';

import { LambdaToDynamoDB, LambdaToDynamoDBProps } from '@aws-solutions-constructs/
aws-lambda-dynamodb';

export class HelloConstructsStack extends cdk.Stack {
constructor(scope: cdk.Construct, id: string, props?: cdk.StackProps) {
super(scope, id, props);

// The code that defines your stack goes here

// hello function responding to http requests

const helloFunc = new lambda.Function(this, 'HelloHandler', {
runtime: lambda.Runtime.NODEJS_12_X,
code: lambda.Code.fromAsset('lambda’'),
handler: 'hello.handler'

1);

// hit counter, aws-lambda-dynamodb pattern
const lambda_ddb_props: LambdaToDynamoDBProps = {
lambdaFunctionProps: {
code: lambda.Code.asset( lambda’),
runtime: lambda.Runtime.NODEJS_12_X,
handler: 'hitcounter.handler',
environment: {
DOWNSTREAM_FUNCTION_NAME: helloFunc.functionName

1,
dynamoTableProps: {
tableName: 'Hits',
partitionKey: { name: 'path', type: dynamodb.AttributeType.STRING }
}
};

const hitcounter = new LambdaToDynamoDB(this, 'LambdaToDynamoDB',
lambda_ddb_props);

// grant the hitcounter lambda role invoke permissions to the hello function
helloFunc.grantInvoke(hitcounter.lambdaFunction);

const api_lambda_props: ApiGatewayTolLambdaProps = {
lambdaFunctionProps: {
code: lambda.Code.fromAsset('lambda’'),
runtime: lambda.Runtime.NODEJS_12_X,
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handler: 'hello.handler'

.

apiGatewayProps: {
defaultMethodOptions: {

authorizationType: api.AuthorizationType.NONE

}

}

I

new ApiGatewayTolLambda(this, 'ApiGatewayTolLambda', api_lambda_props);

ntelg HWEIELICH hello_constructs/hello_constructs_stack.pyCtS ol ZJE1 HAEE

from aws_cdk import (
aws_lambda as _lambda,
aws_apigateway as apigw,
aws_dynamodb as ddb,
core,

from aws_solutions_constructs import (
aws_apigateway_lambda as apigw_lambda,
aws_lambda_dynamodb as lambda_ddb

class HelloConstructsStack(core.Stack):

def __init_ (self, scope: core.Construct, id: str, **kwargs) -> None:
super().__init_ (scope, id, **kwargs)

# The code that defines your stack goes here

self.hello_func = _lambda.Function(
self, 'HelloHandler',
runtime=_lambda.Runtime.PYTHON_3_7,
handler='hello.handler’,
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code=_lambda.Code.asset('lambda’),

# hit counter, aws-lambda-dynamodb pattern
self.hit_counter = lambda_ddb.LambdaToDynamoDB(
self, 'LambdaToDynamoDB',
lambda_function_props=_lambda.FunctionProps(
runtime=_lambda.Runtime.PYTHON_3_7,
code=_lambda.Code.asset('lambda’),
handler='hitcounter.handler’,
environment={
'DOWNSTREAM_FUNCTION_NAME': self.hello_func.function_name

)
dynamo_table_props=ddb.TableProps(

table_name="'Hits"',
partition_key={
'name': 'path',
"type': ddb.AttributeType.STRING

# grant the hitcounter lambda role invoke permissions to the hello function
self.hello_func.grant_invoke(self.hit_counter.lambda_function)

apigw_lambda.ApiGatewayTolLambda(

self, 'ApiGatewayTolLambda',

lambda_function_props=_lambda.FunctionProps(
runtime=_lambda.Runtime.PYTHON_3_7,
code=_lambda.Code.asset('lambda’'),
handler='hello.handler’,

),

api_gateway_props=apigw.RestApiProps(
default_method_options=apigw.MethodOptions(

authorization_type=apigw.AuthorizationType.NONE
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el WESLICH1ib/hello-constructs.tsCt22o| ZdE 1}t B4ZE = L|C}.

import * as cdk from 'e@aws-cdk/core';
import * as lambda from 'eaws-cdk/aws-lambda’;
import * as api from 'e@aws-cdk/aws-apigateway';
import * as dynamodb from 'eaws-cdk/aws-dynamodb';
import { ApiGatewayTolLambda, ApiGatewayTolLambdaProps } from '@aws-solutions-
constructs/aws-apigateway-lambda’';
import { LambdaToDynamoDB, LambdaToDynamoDBProps } from '@aws-solutions-constructs/
aws-lambda-dynamodb';

export class HelloConstructsStack extends cdk.Stack {
constructor(scope: cdk.Construct, id: string, props?: cdk.StackProps) {
super(scope, id, props);

// The code that defines your stack goes here

// hello function responding to http requests

const helloFunc = new lambda.Function(this, 'HelloHandler',6 {
runtime: lambda.Runtime.NODEJS_12_X,
code: lambda.Code.fromAsset('lambda’'),
handler: 'hello.handler'

1)

// hit counter, aws-lambda-dynamodb pattern
const lambda_ddb_props: LambdaToDynamoDBProps = {
lambdaFunctionProps: {
code: lambda.Code.asset( lambda’),
runtime: lambda.Runtime.NODEJS_12_X,
handler: 'hitcounter.handler',
environment: {
DOWNSTREAM_FUNCTION_NAME: helloFunc.functionName

},
dynamoTableProps: {
tableName: 'Hits',
partitionKey: { name: 'path', type: dynamodb.AttributeType.STRING }

[
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const hitcounter = new LambdaToDynamoDB(this, 'LambdaToDynamoDB',
lambda_ddb_props);

// grant the hitcounter lambda role invoke permissions to the hello function
helloFunc.grantInvoke(hitcounter.lambdaFunction);

const api_lambda_props: ApiGatewayTolLambdaProps = {
existinglLambdaObj: hitcounter.lambdaFunction,
apiGatewayProps: {
defaultMethodOptions: {
authorizationType: api.AuthorizationType.NONE

}
}
I
new ApiGatewayTolLambda(this, 'ApiGatewayTolLambda', api_lambda_props);
}
}
Python

mtelg MEELICHhello_constructs/hello_constructs_stack.pyCtSo| WED} HEE
LICH

from aws_cdk import (
aws_lambda as _lambda,
aws_apigateway as apigw,
aws_dynamodb as ddb,
core,

from aws_solutions_constructs import (
aws_apigateway_lambda as apigw_lambda,
aws_lambda_dynamodb as lambda_ddb

class HelloConstructsStack(core.Stack):

def __init_ (self, scope: core.Construct, id: str, **kwargs) -> None:
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super().__init_ (scope, id, **kwargs)
# The code that defines your stack goes here

self.hello_func = _lambda.Function(
self, 'HelloHandler',
runtime=_lambda.Runtime.PYTHON_3_7,
handler='hello.handler’,
code=_lambda.Code.asset('lambda’),

# hit counter, aws-lambda-dynamodb pattern
self.hit_counter = lambda_ddb.LambdaToDynamoDB(
self, 'LambdaToDynamoDB',
lambda_function_props=_lambda.FunctionProps(
runtime=_lambda.Runtime.PYTHON_3_7,
code=_lambda.Code.asset('lambda’),
handler='hitcounter.handler’,
environment={
'DOWNSTREAM_FUNCTION_NAME': self.hello_func.function_name

),
dynamo_table_props=ddb.TableProps(
table_name="'Hits"',
partition_key={
'name': 'path',
"type': ddb.AttributeType.STRING

# grant the hitcounter lambda role invoke permissions to the hello function
self.hello_func.grant_invoke(self.hit_counter.lambda_function)

apigw_lambda.ApiGatewayTolLambda(
self, 'ApiGatewayTolLambda',
existing_lambda_obj=self.hit_counter.lambda_function,
api_gateway_props=apigw.RestApiProps(
default_method_options=apigw.MethodOptions(
authorization_type=apigw.AuthorizationType.NONE
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npm run build
cdk diff
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Stack HelloConstructsStack
IAM Statement Changes
BH AR RS HH R R HHH R HHHHSH R R R R R

#  # Resource # Effect # Action #
Principal # Condition #
HHAHHH S H A S S S S S S S S S S S S
# + # ${HelloHandler.Arn} # Allow # lambda:InvokeFunction #
AWS:${LambdaFunctionServiceRole} # #
HHH SR S S S S S S S
# + # ${HelloHandler/ServiceRole.Arn} # Allow # sts:AssumeRole #
Service:lambda.amazonaws.com # #
HHAHHH S H A S S S S S S S S S S S S
# + # ${LambdaToDynamoDB/DynamoTable.Ar # Allow # dynamodb:BatchGetItem #
AWS:${LambdaFunctionServiceRole} # #
# # n} # # dynamodb:BatchWriteItem #
# #
# # # # dynamodb:DeleteItem #
# #
# # # # dynamodb:GetItem #
# #
# # # # dynamodb:GetRecords #
# #
# # # # dynamodb:GetShardIterator #
# #
# # # # dynamodb:PutItem #
# #
# # # # dynamodb:Query #
# #
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# # # # dynamodb:Scan

# #
# # # # dynamodb:UpdateItem #

# #
edigigigidi i gogid oo g foded i g g S oo g fogiF i gogi F oo g fofeF i gogi F oo g g fogaFeiprgogiFeiF g gogiF oo gogi F oo g g gigiFedigigogiFeiF g fogiF i gogiF oo gig gy
IAM Policy Changes
Eedigigigi i i gogid oo igifoded i gogiF oo g fogiF i gogi FediFigi fofaF e gogiF oo g fogaFedipigogiFeiFiggogiFediigogi F oo i gigiFeigigogiFeiF g fogiFidigigogiFeigig gy
#  # Resource # Managed Policy ARN

#

HHHHHHHH RS HHH S TR SRR S SRR SRR H SRR RS SRS RS RS RS RS RS RS RT3
# + # ${HelloHandler/ServiceRole} # arn:${AWS::Partition}:iam::aws:policy/service-role/
AWSLambdaBasicExecutionRole #
edigigigi i i gogid oo igifoded i gogiF oo g gogiF i g g F oo g fofeF i gogs F oo g g fogaFedipigogiFe i g g fogiFedigigogi F oo g g gigiFedigigogi FeiF g fogiFidigigogif oo gog gy
(NOTE: There may be security-related changes not in this list. See https://github.com/
aws/aws-cdk/issues/1299)

+*

Resources
[+] AWS::IAM::Role HelloHandler/ServiceRole HelloHandlerServiceRolellEF7C63
[+] AWS::Lambda: :Function HelloHandler HelloHandler2E4FBA4D
[+] AWS: :DynamoDB::Table LambdaToDynamoDB/DynamoTable
LambdaToDynamoDBDynamoTable53C1442D
[+] AWS::IAM::Policy LambdaFunctionServiceRole/DefaultPolicy
LambdaFunctionServiceRoleDefaultPolicyl126C8897
[~] AWS::Lambda: :Function LambdaFunction LambdaFunctionBF21E41F
## [+] Environment
# ## {"Variables":{"DOWNSTREAM_FUNCTION_NAME":
{"Ref":"HelloHandlexr2E4FBA4D"}, "DDB_TABLE_NAME":
{"Ref":"LambdaToDynamoDBDynamoTable53C1442D"}}}
## [~] Handler
# ## [-] hello.handler
# ## [+] hitcounter.handler
## [~] DependsOn
## @@ -1,3 +1,4 @@
[ 1L
[+] "LambdaFunctionServiceRoleDefaultPolicy126C8897",
L] "LambdaFunctionServiceRole@C4CDEQ@B"
[ 11
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cdk deploy
ARy EE

Outputs:

HelloConstructsStack.RestApiEndpoint®551178A = https://xxxxxxxxxx.execute-api.us-

east-1.amazonaws.com/prod/

Ol 2HM& 4= Rltdn =™ AICH URLE SAtstn AllstAAI (IF ALt R[S0 CHE +

curl https://xxxxxxxxxx.execute-api.us-east-1.amazonaws.com/prod/

24
=3

CHS1h Zrobof gfLC.

K]
rlo

Hello, AWS Solutions Constructs! You've hit /

O|M| AE 3l EZI&LICHHitsAmazon DynamoDB DB E|O|2

DynamoDB 2& £ O|S & L|C}.
E|o|& ct'*é'?i 2| o] QJEX| E—f‘&'ﬂl—lq.
SelectE{| O]

(Tl
l'l1

) J:’T:
0
=)
x
T
@
i
ru|_|I
mjo
0z
0x
o
rC
[ul

ole e Un YEE HHANL

o kD~

38



Hits Close

Overview Items Metrics Alarms Capacity Indexes (

Create item Actions -

Scan: [Table] Hits: path A

m [Table] Hits: path

© Add filter
path €@ -  hits .
/ 1
/hello 1
/hello/konstruk 1
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https://github.com/awslabs/aws-solutions-constructs/tree/master/source/use_cases/aws-s3-
static-website
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https://github.com/awslabs/aws-solutions-constructs/tree/master/source/use_cases/aws-
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 JavaScript, TypeScript (Node.js = 10.3.0)
. TO|M (TI}O[|4M > 3.6)
+ RtdF (RHEF 1.8 0|4

Modules

Mk

AWS £F M A E2 ot ZE2E FHE[of J&LICH 2&2 Ch3a 2ol BEELICH

2/ AWS CDK MH|A REES Z&5t= +20| T&ELICE
o xxx: ABE[X| o= I 7| X aws-¢ B 2to|EE{2| LHOM AR ElE MH|A S| 2 AME| 7|24 E

« AWS-xxx: EA|El MH|A0f CHEH 2 AAH|E mHE m7|X]. o] WZ|X|of= X|HEE EHE 5= 0
5
=1
TFHste O MAEElE A &S FEELICH

TEIS MR (L) 443 TIES AFSEILICH 443 TiEH (U BRE 44 FEh & Eiol 24 1

O|X|oM & + A&LICH.

H
mn

41



ZeiAt BYs| Y F0/0 B3 HiTol M OfF BIFIDE B8 EIX| o HZ £E K H 4 9
c}. olEe M EIX| & Lictolnl A BN BEle YU AESHAAIL. B, o H7|XIE AR E
E

=
QIX|Et O] W7|x|e| 2|4l HFo 2 YaBl0I=E I A4 FEE YUElolEsHoF & 25 lasLic

K

2™MEO| AWS £ M A IiF| X2 AWS CDK IH7|X|7t 58t

o HHet 7|se EYstcdH
z P

Q104 i 7| x|

f' aws_solutions_constructs.aw
s_apigateway_dynamodb

Python

@aws-solutions-constructs/aws-

apigateway-dynamodb

software.amazon.awsconstruc

ts.services.apigatewaydynamodb

Overview

O] AWS £F M 7142 Amazon DynamoDB Ei|0|£ 01 2174 El Amazon APl 7|0/ E|0| REST APIE
T

CH= 2 TypeScript E12| |4 HIE 7hs 38 THE HollL|Ct.

import { ApiGatewayToDynamoDBProps, ApiGatewayToDynamoDB } from "@aws-solutions-
constructs/aws-apigateway-dynamodb";
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https://semver.org/

new ApiGatewayToDynamoDB(this, 'test-api-gateway-dynamodb-default', {3});

Initializer

new ApiGatewayToDynamoDB(scope: Construct, id: string, props:
ApiGatewayToDynamoDBProps);

o2to|E

» scopeConstruct
* idstring
» propsApiGatewayToDynamoDBProps

mE
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https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_core.Construct.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-dynamodb.TableProps.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-apigateway.RestApiProps.html
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new ApiGatewayToIot(this, 'ApiGatewayToIotPattern', {
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Architecture

Device AP Gateway
Cloudwatch
Examples
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CI=S8 £algh £ Q& LIChcurl2 22!5t09 HTTPS APIE AF23504 CHE MQTT FA|ol HIAIRIE Al
AlgrLict. olziel o =of HIAIXIE 71| |&tL|Cldevice/fooFEME EHX5AAI.

curl -XPOST https://<stage-id>.execute-api.<region>.amazonaws.com/prod/message/device/
foo -H "x-api-key: <api-key>" -H "Content-Type: application/json" -d '{"Hello":
"World"}'

o

F1: 2 CHA|ELIChstage-id,region, Rapi-keyO{7i H4+E HIE ZtS 2 HIE L|CY

URLOIAM FA| O|E 2 od4E &= U2 APIE HAIE = Ues 5t FAE Z|CH 7747 K| S48 & LICt
o€ £04, otehel ofl= FA|of| HAIXIE HAIELICtdevice/foo/bar/abc/xyz.
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curl -XPOST https://<stage-id>.execute-api.<region>.amazonaws.com/prod/message/device/
foo/bar/abc/xyz -H "x-api-key: <api-key>" -H "Content-Type: application/json" -d
'{"Hello": "World"}'

OfFl T BT MES EME ACIOIE52{R AFS OB S AR50 MES AE| 288 Auy
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b AtE 2BIAHE Yolo|Edsts ol CHE CHS oA E HZEsta A2,

curl -XPOST https://<stage-id>.execute-api.<region>.amazonaws.com/prod/shadow/devicel -
H "x-api-key: <api-key>" -H "Content-Type: application/json" -d '{"state": {"desired":
{ "Hello": "World" }}}'
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ES AIE5I0d MER HE| 2™HE AYE £+ USLICH HHE MELRE UOI0O|ESe &2 CHS of
ME &ESHAAIR

curl -XPOST https://<stage-id>.execute-api.<region>.amazonaws.com/prod/shadow/devicel/

shadowl -H "x-api-key: <api-key>" -H "Content-Type: application/json" -d '{"state":

{"desired": { "Hello": "World" }}}'

ol Hol2E ™M&
HFO|L{Z| HO|ZEE ZZ A| APIZ AWS loT )H |¢§ MEE = U&LIch o Z dxo M= 2o LY
22 EUL|C} README .mdO| RS T} i = Id 2 X2|E) device/fooE A3}

Odapplication/octet-stream=ZEl

curl -XPOST https://<stage-id>.execute-api.<region>.amazonaws.com/prod/message/device/
foo/bar/baz/qux -H "x-api-key: <api-key>" -H "Content-Type: application/octet-stream"

--data-binary @README.md

od|A:
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Overview

O| IHEdE Amazon Kinesis C|0|E{ A E Zl0j| 21Z2El Amazon API HO|EQJ|0| REST APIE F34&fL|
C}.

Ct=2 TypeScript E{2| |4 HHEZ 7+sE THE Mot

import { ApiGatewayToKinesisStreams, ApiGatewayToKinesisStreamsProps } from 'eaws-
solutions-constructs/aws-apigateway-kinesisstreams';

new ApiGatewayToKinesisStreams(this, 'test-apigw-kinesis', {3});

Initializer

new ApiGatewayToKinesisStreams(scope: Construct, id: string, props:
ApiGatewayToKinesisStreamsProps);
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Python
. @aws-solutions-constructs/aws-
TS apigateway-lambda
Elo|x ZE
& software.amazon.awsconstruc
= ts.services.apigatewaylambda
Java

Overview

Ol AWS £€F M /42 AWS Lambda & +0{ 24ZE Amazon API Gateway REST APIE &g LICt.

CHS2 TypeScript 12| Z|4 HYZ 7tS 8 miE HoldLct.

import { ApiGatewayToLambda } from 'eaws-solutions-constructs/aws-apigateway-lambda';

new ApiGatewayToLambda(this, 'ApiGatewayTolLambdaPattern', {
lambdaFunctionProps: {
runtime: lambda.Runtime.NODEJS_14_X,
// This assumes a handler function in lib/lambda/index.js
code: lambda.Code.fromAsset( ${__dirname}/lambda’),
handler: 'index.handler'
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Initializer

new ApiGatewayToLambda(scope: Construct, id: string, props: ApiGatewayTolLambdaProps);
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Python
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& software.amazon.awsconstruc
= ts.services.apigatewaysagem
Java akerendpoint
Overview
O] AWS £ M F 42 Amazon SageMaker A= EIE0f 21Z3E Amazon APl H|O|ES0| REST API
g FEBLIC

Ct=2 TypeScript E{2| #|4 HHEZ 7tsE THE Ho|lu|ct.

import { ApiGatewayToSageMakerEndpoint, ApiGatewayToSageMakerEndpointProps } from
'@aws-solutions-constructs/aws-apigateway-sagemakerendpoint';

// Below is an example VTL (Velocity Template Language) mapping template for mapping
the Api GET request to the Sagemaker POST request
const requestTemplate =
{
"instances": [
#set( $user_id = $input.params("user_id") )
#set( $items = $input.params("items") )
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#foreach( $item in $items.split(",") )
"in@": [$user_id], "inl": [$item]}#if( $foreach.hasNext ), #end
$esc.newline
#end
]
I

// Replace 'my-endpoint' with your Sagemaker Inference Endpoint

new ApiGatewayToSageMakerEndpoint(this, 'test-apigw-sagemakerendpoint', {
endpointName: 'my-endpoint’,
resourcePath: '{user_id}"',
requestMappingTemplate: requestTemplate

1)

Initializer

new ApiGatewayToSageMakerEndpoint(scope: Construct, id: string, props:
ApiGatewayToSageMakerEndpointProps);
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* idstring
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import { ApiGatewayToSqs, ApiGatewayToSqsProps } from "@aws-solutions-constructs/aws-

apigateway-sqs";

new ApiGatewayToSqs(this,

Initializer

'ApiGatewayToSqsPattern’,

new ApiGatewayToSqs(scope: Construct, id: string, props: ApiGatewayToSqsProps);
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Python
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cloudfront-apigateway

software.amazon.awsconstruc

ts.services.cloudfrontapiga
Java teway

Overview

Ol AWS £ F M 242 Amazon API HO|E9||0| REST API &0{ Amazon CloudFront HiZ & +
LIC}.

o
c]

CtZ 2 TypeScript 12| %A HHZE 7hs 8 THE A ollL|Ct.

import * as api from 'e@aws-cdk/aws-apigateway';

import * as lambda from "@Eaws-cdk/aws-lambda";

import { CloudFrontToApiGateway } from '@aws-solutions-constructs/aws-cloudfront-
apigateway'’;

const lambdaProps: lambda.FunctionProps = {
code: lambda.Code.fromAsset( ${__dirname}/lambda’),
runtime: lambda.Runtime.NODEJS_12_X,
handler: 'index.handler'

i
const lambdafunction = new lambda.Function(this, 'LambdaFunction', lambdaProps);

const apiGatewayProps: api.LambdaRestApiProps = {
handler: lambdafunction,
endpointConfiguration: {
types: [api.EndpointType.REGIONAL]
},
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defaultMethodOptions: {

authorizationType: api.AuthorizationType.NONE

};

const apiGateway = new api.LambdaRestApi(this, 'LambdaRestApi', apiGatewayProps);

new CloudFrontToApiGateway(this, 'test-cloudfront-apigateway', {

existingApiGatewayObj: apiGateway
1)

Initializer

new CloudFrontToApiGateway(scope: Construct, id: string, props:

CloudFrontToApiGatewayProps);
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Python

@aws-solutions-constructs/aws-

cloudfront-apigateway-lambda

; software.amazon.awsconstruc
. ts.services.cloudfrontapiga

Java tewaylambda
Overview
O| AWS &£F M 742 Amazon API HO|ER0| & C} X|& REST API &0l Amazon CloudFront Hi 3
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CH= 2 TypeScript E12] |4 HIE 7hs 38 THE HollL|Ct.

import { CloudFrontToApiGatewayTolLambda } from '@aws-solutions-constructs/aws-
cloudfront-apigateway-lambda';

new CloudFrontToApiGatewayToLambda(this, 'test-cloudfront-apigateway-lambda', {
lambdaFunctionProps: {

runtime: lambda.Runtime.NODEJS_14_X,
// This assumes a handler function in lib/lambda/index.js

code: lambda.Code.fromAsset( ${__dirname}/lambda’),
handler: 'index.handler'
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Initializer

new CloudFrontToApiGatewayToLambda(scope: Construct, id: string, props:
CloudFrontToApiGatewayTolLambdaProps);
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Python

. @aws-solutions-constructs/aws-

TS cloudfront-mediastore

software.amazon.awsconstruc
ts.services.cloudfrontmedia
Java store

Overview

0| AWS £ M T2 AWS Elemental MediaStore Z1E{|0|L-{0d 24Z2E Amazon CloudFront H{Z &
T34grLCt.

Ct=2 TypeScript E{Q| |4 HHEZ 7+ 8 THE Ho|lu|ct.

import { CloudFrontToMediaStore } from '@aws-solutions-constructs/aws-cloudfront-
mediastore';

new CloudFrontToMediaStore(this, 'test-cloudfront-mediastore-default', {});

Initializer

new CloudFrontToMediaStore(scope: Construct, id: string, props:
CloudFrontToMediaStoreProps);
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import { CloudFrontToS3 } from 'eaws-solutions-constructs/aws-cloudfront-s3';

new CloudFrontToS3(this,

Initializer
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Python
. @aws-solutions-constructs/aws-
TS cognito-apigateway-lambda
Elolz A3 EE
& software.amazon.awsconstruc
= ts.services.cognitoapigatew
Java aylambda
Overview

0| AWS 23 M A2 Amazon APl HO|EQ 0| &C} x| REST APIE &
T848L|C}.

Fol

3t= Amazon Cognito&

Ct= 2 TypeScript 12| #|4 HHE 7hS8F THE HollL|ct.

import { CognitoToApiGatewayTolLambda } from '@aws-solutions-constructs/aws-cognito-
apigateway-lambda’;

new CognitoToApiGatewayTolLambda(this, 'test-cognito-apigateway-lambda', {
lambdaFunctionProps: {
runtime: lambda.Runtime.NODEJS_14_X,
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// This assumes a handler function in lib/lambda/index.js
code: lambda.Code.fromAsset( ${__dirname}/lambda’),
handler: 'index.handler'
}
1)
APIOIM El&aALt HAEE Holste 89 (04| proxy = false) & S&35HoF &L
Ct.addAuthorizers()APIZ} &2t835| Ho| &l & HIMEQILICH O|ZEAI5IH APIC| ZE HAETE

kA =[]}

CHS 2 TypeScript E{12] 0| L|C}.

import { CognitoToApiGatewayTolLambda } from '@aws-solutions-constructs/aws-cognito-

apigateway-lambda’;

const construct = new CognitoToApiGatewayTolLambda(this, 'test-cognito-apigateway-

lambda', {

lambdaFunctionProps: {
// This assumes a handler function in lib/lambda/index.js
code: lambda.Code.fromAsset( ${__dirnamel}/lambda’),
runtime: lambda.Runtime.NODEJS_12_X,
handler: 'index.handler'

.

apiGatewayProps: {

proxy: false

1)

const resource = construct.apiGateway.root.addResource('foobar');
resource.addMethod('POST');

// Mandatory to call this method to Apply the Cognito Authorizers on all API methods

construct.addAuthorizers();

Initializer

new CognitoToApiGatewayTolLambda(scope: Construct, id: string, props:
CognitoToApiGatewayTolLambdaProps);
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import { DynamoDBStreamTolLambdaProps, DynamoDBStreamTolLambda} from '@aws-solutions-
constructs/aws-dynamodb-stream-lambda’;

new DynamoDBStreamToLambda(this, 'test-dynamodb-stream-lambda', {
lambdaFunctionProps: {
runtime: lambda.Runtime.NODEJS_14_X,
// This assumes a handler function in lib/lambda/index.js
code: lambda.Code.fromAsset( ${__dirname}/lambda’),
handler: 'index.handler'
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Initializer

new DynamoDBStreamTolLambda(scope: Construct, id: string, props:

DynamoDBStreamToLambdaProps);
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Ct= 2 TypeScript E{2| |4 HHE 7+S8H THE Mot

import { DynamoDBStreamTolLambdaToElasticSearchAndKibana,
DynamoDBStreamToLambdaToElasticSearchAndKibanaProps } from 'eaws-solutions-constructs/
aws-dynamodb-stream-lambda-elasticsearch-kibana';

import { Aws } from "eaws-cdk/core";

const props: DynamoDBStreamTolLambdaToElasticSearchAndKibanaProps = {
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lambdaFunctionProps: {
runtime: lambda.Runtime.NODEJS_14_X,
// This assumes a handler function in lib/lambda/index.js
code: lambda.Code.fromAsset( ${__dirname}/lambda’),
handler: 'index.handler'

},

domainName: 'test-domain',

// TODO: Ensure the Cognito domain name is globally unique
cognitoDomainName: 'globallyuniquedomain' + Aws.ACCOUNT_ID;

};

new DynamoDBStreamTolLambdaToElasticSearchAndKibana(this, 'test-dynamodb-stream-lambda-
elasticsearch-kibana', props);

Initializer

new DynamoDBStreamTolLambdaToElasticSearchAndKibana(scope: Construct, id: string, props:
DynamoDBStreamToLambdaToElasticSearchAndKibanaProps);
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import * as cdk from 'e@aws-cdk/core';

import { EventsRuleToKinesisFirehoseToS3, EventsRuleToKinesisFirehoseToS3Props } from
'@aws-solutions-constructs/aws-events-rule-kinesisfirehose-s3';

const eventsRuleToKinesisFirehoseToS3Props: EventsRuleToKinesisFirehoseToS3Props = {
eventRuleProps: {

schedule: events.Schedule.rate(cdk.Duration.minutes(5))
}
};

108


https://semver.org/

AWS £F M TR

new EventsRuleToKinesisFirehoseToS3(this,

eventsRuleToKinesisFirehoseToS3Props);

Initializer

new EventsRuleToKinesisFirehoseToS3(scope:

EventsRuleToKinesisFirehoseToS3Props);
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Python

. @aws-solutions-constructs/aws-

TS events-rule-kinesisstreams

software.amazon.awsconstruc
== ts.services.eventsrulekines

Java isstream

Overview
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O 2 H|0|E& M&ELICH
Ct=2 TypeScript E{2| #|4 HHEZ 7tsE THE Mot
import * as cdk from 'e@aws-cdk/core’;
import {EventsRuleToKinesisStreams, EventsRuleToKinesisStreamsProps} from "@aws-
solutions-constructs/aws-events-rule-kinesisstreams";
const props: EventsRuleToKinesisStreamsProps = {

eventRuleProps: {
schedule: events.Schedule.rate(Duration.minutes(5)),

I

new EventsRuleToKinesisStreams(this, 'test-events-rule-kinesis-stream', props);

Initializer

new EventsRuleToKinesisStreams(scope: Construct, id: string, props:
EventsRuleToKinesisStreamsProps);
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Overview
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aws_solutions_constructs.aw

s_events_rule_lambda

@aws-solutions-constructs/aws-
events-rule-lambda

software.amazon.awsconstruc
ts.services.eventsrulelambda

I AWS Lambda & +& #&igfLICH.

& HollLct.

const { EventsRuleTolLambdaProps, EventsRuleTolLambda } from '@aws-solutions-constructs/

aws-events-rule-lambda';

const props: EventsRuleTolLambdaProps

lambdaFunctionProps: {

runtime: lambda.Runtime.NODEJS_14_X,

// This assumes a handler function in lib/lambda/index.js
code: lambda.Code.fromAsset( ${__dirname}/lambda’),

handler: 'index.handler'

iy

eventRuleProps: {

schedule: events.Schedule.rate(Duration.minutes(5))

};

new EventsRuleTolLambda(this,

'test-events-rule-lambda', props);
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Initializer

new EventsRuleToLambda(scope: Construct, id: string, props:
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Overview

O| ZHEI2 Amazon CloudWatch Events Tt 2! Amazon SNS FA[of|

b
rol-

Ct

0jo
rlo

|4

POl Hi X 7ts

7| x|
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s_events_rule_sns

@aws-solutions-constructs/aws-
events-rule-sns

software.amazon.awsconstruc
ts.services.eventsrulesns
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import { Duration } from 'eaws-cdk/core';
import * as events from 'eaws-cdk/aws-events';
import * as iam from 'e@aws-cdk/aws-iam';

import { EventsRuleToSnsProps,

EventsRuleToSns } from "@Eaws-solutions-constructs/aws-

events-rule-sns";

const props:

EventsRuleToSnsProps

={

eventRuleProps: {

schedule:

};

const constructStack =

events.Schedule.rate(Duration.minutes(5)),

new EventsRuleToSns(this, 'test-construct', props);

// Grant yourself permissions to use the Customer Managed KMS Key

const policyStatement
["kms:Encrypt",
iam.Effect.ALLOW,

actions:
effect:

principals:

resources:

new iam.PolicyStatement({
"kms:Decrypt"],

[ new iam.AccountRootPrincipal() 1,

L "*" ]
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constructStack.encryptionKey?.addToResourcePolicy(policyStatement);

Initializer

new EventsRuleToSNS(scope: Construct, id: string, props: EventsRuleToSNSProps);
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import { Duration } from 'e@aws-cdk/core';
import * as events from 'eaws-cdk/aws-events';
import * as iam from '@aws-cdk/aws-iam';

import { EventsRuleToSqsProps, EventsRuleToSqs } from "@aws-solutions-constructs/aws-
events-rule-sqgs";

const props: EventsRuleToSqsProps = {

eventRuleProps: {
schedule: events.Schedule.rate(Duration.minutes(5))

i

const constructStack = new EventsRuleToSqs(this, 'test-construct', props);
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// Grant yourself permissions to use the Customer Managed KMS Key
const policyStatement = new iam.PolicyStatement({

actions: ["kms:Encrypt", "kms:Decrypt"],

effect: iam.Effect.ALLOW,

principals: [ new iam.AccountRootPrincipal() 1,

resources: [ "*" ]

1)

constructStack.encryptionKey?.addToResourcePolicy(policyStatement);

Initializer

new EventsRuleToSqgs(scope: Construct, id: string, props: EventsRuleToSqsProps);
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Python
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Java unction
Overview
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import { EventsRuleToStepFunction, EventsRuleToStepFunctionProps } from 'eaws-

solutions-constructs/aws-events-rule-step-function';

const startState new stepfunctions.Pass(this, 'StartState');

const props: EventsRuleToStepFunctionProps =
stateMachineProps: {
startState

{

definition:
},
eventRuleProps: {

schedule: events.Schedule.rate(Duration.minutes(5))

1Y

new EventsRuleToStepFunction(this, 'test-events-rule-step-function-stack'

, props);
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Initializer

new EventsRuleToStepFunction(scope: Construct, id: string, props:

EventsRuleToStepFunctionProps);
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e aws_solutions_constructs.aw
s_iot_kinesisfirehose_s3

Python

. @aws-solutions-constructs/aws-

TS iot-kinesisfirehose-s3

software.amazon.awsconstruc

_ ts.services.iotkinesisfireh
Java oses3

Overview

Ol AWS &£F M A= AWS IoT MQTT £X| #&E 7345104 Amazon S3 B{Z!0]| @1 Z2El Amazon
Kinesis Data Firehose & AEZl0f GIO|E{E T™&ELIC

Ct=22 TypeScript E1Q| Z|4 HHEZ 7+ EF THE HollL|ct.

import { IotToKinesisFirehoseToS3Props, IotToKinesisFirehoseToS3 } from 'eaws-
solutions-constructs/aws-iot-kinesisfirehose-s3';

const props: IotToKinesisFirehoseToS3Props = {
iotTopicRuleProps: {
topicRulePayload: {
ruleDisabled: false,
description: "Persistent storage of connected vehicle telematics data",
sql: "SELECT * FROM 'connectedcar/telemetry/#'",
actions: []

};

new IotToKinesisFirehoseToS3(this, 'test-iot-firehose-s3', props);
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Initializer

new IotToKinesisFirehoseToS3(scope: Construct, id: string, props:
IotToKinesisFirehoseToS3Props);
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Python

. @aws-solutions-constructs/aws-

TS iot-lambda

software.amazon.awsconstruc
= ts.services.iotlambda
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CHS2 TypeScript 12| Z|4 HYZ 7tS 8 miE HoldLct.

import { IotToLambdaProps, IotTolLambda } from '@aws-solutions-constructs/aws-iot-
lambda';

const props: IotToLambdaProps = {
lambdaFunctionProps: {
runtime: lambda.Runtime.NODEJS_14_X,
// This assumes a handler function in lib/lambda/index.js
code: lambda.Code.fromAsset( ${__dirname}/lambda’),
handler: 'index.handler'
},
iotTopicRuleProps: {
topicRulePayload: {
ruleDisabled: false,
description: "Processing of DTC messages from the AWS Connected Vehicle
Solution."
sql: "SELECT * FROM 'connectedcar/dtc/#'",
actions: []
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new IotTolLambda(this, 'test-iot-lambda-integration', props);

Initializer

new IotTolLambda(scope: Construct, id: string, props: IotToLambdaProps);
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https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-lambda.Function.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-lambda.FunctionProps.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-iot.CfnTopicRuleProps.html
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https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-iot.CfnTopicRule.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-lambda.Function.html
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https://github.com/awslabs/aws-solutions-constructs/tree/master/source/patterns/%40aws-solutions-constructs/aws-iot-lambda
https://semver.org/
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f' aws_solutions_constructs.aw
s_iot_lambda_dynamodb

Python

. @aws-solutions-constructs/aws-

TS iot-lambda-dynamodb

software.amazon.awsconstruc
= ts.services.iotlambdadynamodb

Java
Overview
Ol AWS £ M2 |4 HEt0| U= AWS loT A 72!, AWS Lambda &4 2! Amazon DynamoDB

CHS2 TypeScript 12| Z|4 HYZ 7tS 8 miE HoldLct.

import { IotTolLambdaToDynamoDBProps, IotTolLambdaToDynamoDB } from '@aws-solutions-
constructs/aws-iot-lambda-dynamodb';

const props: IotTolLambdaToDynamoDBProps = {
lambdaFunctionProps: {
runtime: lambda.Runtime.NODEJS_14_X,
// This assumes a handler function in lib/lambda/index.js
code: lambda.Code.fromAsset( ${__dirname}/lambda’),
handler: 'index.handler'
},
iotTopicRuleProps: {
topicRulePayload: {
ruleDisabled: false,
description: "Processing of DTC messages from the AWS Connected Vehicle
Solution."
sql: "SELECT * FROM 'connectedcar/dtc/#'",
actions: []
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new IotTolLambdaToDynamoDB(this, 'test-iot-lambda-dynamodb-stack', props);

Initializer

new IotTolLambdaToDynamoDB(scope: Construct, id: string, props:
IotTolLambdaToDynamoDBProps);
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import { KinesisFirehoseToS3 } from 'eaws-solutions-constructs/aws-kinesisfirehose-s3';

new KinesisFirehoseToS3(this, 'test-firehose-s3', {1});

Initializer

new KinesisFirehoseToS3(scope: Construct, id: string, props: KinesisFirehoseToS3Props);

ul2}0|E

» scopeConstruct
* idstring
» propsKinesisFirehoseToS3Props

Props & ++d

Ol& *3 MNH
HZ! AE? s3.BucketProps MEHR AFEXFTL S3 HHE! 9| 7|
B AEE MHosls AES
M3=i& L
HZIE H 7| Zof1? s3.IBucket S3 HZ!0| MEE 7| Z ol
ABA O|RO|MBElE E
LbucketProps £ 2F L]
Ct.
7|1ZEZ2ZHERJ? s3.IBucket miEdof 2|3l +dEl S3 Ao
CH8H S3 2! 22 7|&E QIAHE
A (MEH AR
F|HAAT}O|O{EAZRZEIA?  kinesisfirehose.Cf Kinesis I}0|0{E A HiE AE
nDeliveryStreamPro 2ol 7|2 A& FAleH7| €
ps_[any

o|L|A 2}0|x 148


https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_core.Construct.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-s3.BucketProps.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-s3.IBucket.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-s3.IBucket.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-kinesisfirehose.CfnDeliveryStreamProps.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-kinesisfirehose.CfnDeliveryStreamProps.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-kinesisfirehose.CfnDeliveryStreamProps.html

AWS £ 24 F-H|

AWS £8 M

Ol&

ZE3&Props?

=
i
&
0%

ol

i[]

7| AlATtofo]E A

7| AlATtolo{E A A

=

7| AlATtoloE A

S3Bucket?

s32Z 31?2

=0
0%

logs.LogGroupProps

o2

o
T

kinesisfirehose.Cf

nDeliveryStream

logs.LogGroup

iam.Role

s3.Bucket

s3.Bucket

nx
Cl
ATH

|'>~0

{EiR] AR K7} MZ B A
L|C}.

D rok
I°

MEHZ AL X7} CloudWatc
hLogs 23 g0l chEt 7=

&2 MEelst= A&E A

x
0%

F20IM BHE FIUIAl2THO|of
BA, cnt:IH':F AE2|0| QIAE

Kinesis Data Firehose & A
EZo cier F 20l M d-gE
Logs.logGroup2| QIAEAE
dh2kgt L C.

Kinesis Data Firehose ™&
AEZIE 20| A AAISEH
IAM.role QIAEIA S HHEHEHL
C}.

+Z0f o|s M4 El S3.bucket
O| CIARIAE EB{ELICI

T Z0f o|s MM E! S3.bucket
O| CIARHAE 7|2 HZIQ 2
4d HZle 2 BretshL|ct,

El

rm
I
0x

149


https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-logs.LogGroupProps.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-kinesisfirehose.CfnDeliveryStream.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-kinesisfirehose.CfnDeliveryStream.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-logs.LogGroup.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-iam.Role.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-s3.Bucket.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-s3.Bucket.html

AWS £8 M

Amazon Kinesis Firehose

« Kinesis I}0|0{Z A0f CHEt CloudWatch 224 & M3}

« Amazon Kinesis Firehose Ci8t Z|A HEH HMA IAM A& LA
Amazon S3 H{Z!

« S3 H{Zlof| CHEF HMA 22 T

- AWS ZEZ|38 KMS 7|2 AF835104 S3 3ol LSt M & ¢ 535} 243}

« S3 HZ!of CHEF 7 22| 747

- S3 HHZ!o CHEE B8 AMA HE o &

« CloudFormation AEHZ AKX & I S3 HHZ! ||

- M& SR ol =35t ZA Al™

« 90 =of H|%|Al ZHH| HHME Glacier AEE|X|Z 0|SslE =Y F7| A2 MLt

150



AWS £F M TR

AWS £ M
Architecture
»
Amazon Kinesis Amazon Simple Storage
Data Firehose Service
Amazon CloudWatch Amazon Simple Storage
Service (Access Logs)
GitHub
O| HEo| I EE HedH &4 & Bo{27| 2EE &4/Z3|6t= S2| &S - &Lt
O @aws -£F M - 4/AWS-Z|HAlATHO[0{E
A-s3
AWS F|H[A|ATIO[0{EA-S3 & T A[AR A

STABILITY EXPERIMENTAL

TE ZEjAE BU3| N FOIH FF HHolM OIF HEI} = BHEIX| ofs HZ £ MH E 4
&Ltk olse

2 T
M E|x| et LICtolOl M HH BE|B Y. , o H7|XIE ASE +E AUKIE O] Tf
7|1X1e| z[Al HH o2 HOB0|EE [ AA FEE WO|O|ESloF & =% U&LICH

=
AA EH

cC

AT MR 7|52 BEASEIH ZEMEO| AWS 25 A 17| X9t AWS CDK I 7|X|7} St
E{Z10|o{oF &LCt,

O} 7| Edl % 151


https://github.com/awslabs/aws-solutions-constructs/tree/master/source/patterns/%40aws-solutions-constructs/aws-kinesisfirehose-s3
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Overview

0| AWS &5 M FAA|= Amazon S3 HHZ! 1} Amazon Kinesis O 2| ElA O Z 2|7 0]4A104 947

I 7| K|

aws_solutions_constructs.aw
s_kinesisfirehose_s3_and_ki
nesisanalytics

@aws-solutions-constructs/a
ws-kinesisfirehose-s3-and-k
inesisanalytics

software.amazon.awsconstruc
ts.services.kinesisfirehose
s3kinesisanalytics

Amazon Kinesis I} 0|0{Z A M& AERIS F3ELICT

CH2 2 TypeScript E12| %A HIZ 7ts

import { KinesisFirehoseToAnalyticsAndS3 } from '@aws-solutions-constructs/aws-
kinesisfirehose-s3-and-kinesisanalytics';

new KinesisFirehoseToAnalyticsAndS3(this,
kinesisAnalyticsProps: {

inputs:

inputSchema: {
recordColumns:
'ticker_symbol',
'"VARCHAR(4)"',
'$.ticker_symbol'

'sector’,
'VARCHAR(16) "',
'$.sector’

'change’',

& HolglLct.

'FirehoseToS3AndAnalyticsPattern', {

4
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mapping: '$.change'

[ PE
name: 'price’,
sqlType: 'REAL',
mapping: '$.price’

1,

recordFormat: {
recordFormatType: 'JSON'

},
recordEncoding: 'UTF-8'

iy
namePrefix: 'SOURCE_SQL_STREAM'
1]

1)

Initializer

new KinesisFirehoseToAnalyticsAndS3(scope: Construct, id: string, props:

KinesisFirehoseToAnalyticsAndS3Props);
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* scopeConstruct
* idstring
* propsKkinesisFirehoseToAnalyticsAndS3Props
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https://github.com/awslabs/aws-solutions-constructs/tree/master/source/patterns/%40aws-solutions-constructs/aws-kinesisfirehose-s3-and-kinesisanalytics
https://github.com/awslabs/aws-solutions-constructs/tree/master/source/patterns/%40aws-solutions-constructs/aws-kinesisfirehose-s3-and-kinesisanalytics
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A aws_solutions_constructs.aw
s_kinesis_streams_gluejob

Python

@aws-solutions-constructs/aws-

kinesisstreams-gluejob

software.amazon.awsconstruc
= ts.services.kinesisstreamsg
Java luejob

Overview

Ol AWS £ M 7 @ A= Amazon Kinesis CIO|E{ AEZIS HHEStD 435 28 Ll Hotg I8 M
M 2lan/S5dE AESH0 AL AL XI'H ETL #HEH2 &5t 5 AWS Glue
AWS Glue Job & Python A3 ZEE UZE & £ Q= Amazon S3 HZ!S MAdgtL|Ct

C}2 2 TypeScript E{2] %A HHZE 7Hs 8t oEd X o|QlL|C}

import * as glue from 'e@aws-cdk/aws-glue';

import * as s3assets from '@aws-cdk/aws-s3-assets';

import { KinesisstreamsToGluejob } from 'eaws-solutions-constructs/aws-kinesisstreams-
gluejob';

const fieldSchema: glue.CfnTable.ColumnProperty[] = [

{

name: 'id',

type: 'int',

comment: 'Identifier for the record’,
},
{

name: 'name',

type: 'string',

comment: 'Name for the record',
.
{
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name: 'address',
type: 'string',
comment: 'Address for the record',

I
{

name: 'value',

type: 'int',

comment: 'Value for the record’,
},

1;

const customEtlJob = new KinesisstreamsToGluejob(this, 'CustomETL', {
glueJobProps: {
command: {
name: 'gluestreaming',
pythonVersion: '3',
scriptLocation: new s3assets.Asset(this, 'ScriptLocation', {
path: '${__dirname}/../etl/transform.py’,
}).s30bjectUrl,
I
},
fieldSchema: fieldSchema,

1)

Initializer

new KinesisstreamsToGluejob(scope: Construct, id: string, props:
KinesisstreamsToGluejobProps);

u}2}0|E

* scopeConstruct
* idstring

* propsKinesisstreamsToGluejobProps
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import { KinesisStreamsToKinesisFirehoseToS3 } from '@aws-solutions-constructs/aws-
kinesisstreams-kinesisfirehose-s3';

new KinesisStreamsToKinesisFirehoseToS3(this, 'test-stream-firehose-s3', {});

Initializer

new KinesisStreamsToKinesisFirehoseToS3(scope: Construct, id: string, props:
KinesisStreams...ToS3Props);
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import { KinesisStreamsTolLambda } from 'eaws-solutions-constructs/aws-kinesisstreams-
lambda';

new KinesisStreamsToLambda(this, 'KinesisTolLambdaPattern',6 {
kinesisEventSourceProps: {

startingPosition: lambda.StartingPosition.TRIM_HORIZON,
batchSize: 1
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lambdaFunctionProps: {
runtime: lambda.Runtime.NODEJS_14_X,
// This assumes a handler function in lib/lambda/index.js
code: lambda.Code.fromAsset( ${__dirname}/lambda’),
handler: 'index.handler'

1)

Initializer

new KinesisStreamsTolLambda(scope: Construct, id: string, props:
KinesisStreamsTolLambdaProps);
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https://github.com/awslabs/aws-solutions-constructs/tree/master/source/patterns/%40aws-solutions-constructs/aws-kinesisstreams-lambda
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Java
Overview
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import { LambdaToDynamoDBProps, LambdaToDynamoDB } from '@aws-solutions-constructs/
aws-lambda-dynamodb';

const props: LambdaToDynamoDBProps = {
lambdaFunctionProps: {
runtime: lambda.Runtime.NODEJS_14_X,
// This assumes a handler function in lib/lambda/index.js
code: lambda.Code.fromAsset( ${__dirname}/lambda’),
handler: 'index.handler'

};

new LambdaToDynamoDB(this, 'test-lambda-dynamodb-stack', props);

Initializer
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import { LambdaToElasticSearchAndKibana } from 'eaws-solutions-constructs/aws-lambda-
elasticsearch-kibana';
import { Aws } from "eaws-cdk/core";

const lambdaProps: lambda.FunctionProps = {
runtime: lambda.Runtime.NODEJS_14_X,
// This assumes a handler function in lib/lambda/index.js
code: lambda.Code.fromAsset( ${__dirname}/lambda’),
handler: 'index.handler'

};

new LambdaToElasticSearchAndKibana(this, 'test-lambda-elasticsearch-kibana', {
lambdaFunctionProps: lambdaProps,
domainName: 'test-domain',
// TODO: Ensure the Cognito domain name is globally unique
cognitoDomainName: 'globallyuniquedomain' + Aws.ACCOUNT_ID;

1)
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Initializer

new LambdaToElasticSearchAndKibana(scope: Construct, id: string, props:
LambdaToElasticSearchAndKibanaProps);
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Python
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ts.services.lambdas3

Overview

Ol AWS £F M X = Amazon S3 HHZ!0d| A E! AWS Lambda & +& 7 & ELICH

C}2 2 TypeScript E12] %A HHZE 7Hs 8t oEd X o|QlL|C}

GitHub 184


https://github.com/awslabs/aws-solutions-constructs/tree/master/source/patterns/%40aws-solutions-constructs/aws-lambda-elasticsearch-kibana
https://github.com/awslabs/aws-solutions-constructs/tree/master/source/patterns/%40aws-solutions-constructs/aws-lambda-elasticsearch-kibana
https://semver.org/

import { LambdaToS3 } from 'eaws-solutions-constructs/aws-lambda-s3';

new LambdaToS3(this, 'LambdaToS3Pattern’', {

lambdaFunctionProps: {

runtime: lambda.Runtime.NODEJS_14_X,
// This assumes a handler function in lib/lambda/index.js

code: lambda.Code.fromAsset( ${__dirname}/lambda’),

handler: 'index.handler'

1)

Initializer

new LambdaToS3(scope: Construct, id: string, props:
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* idstring

 propsLambdaToS3Props
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Python
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Java parameter

Overview
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const { LambdaToSsmstringparameterProps, LambdaToSsmstringparameter } from '@aws-
solutions-constructs/aws-lambda-ssmstringparameter"';

const props: LambdaToSsmstringparameterProps = {

lambdaFunctionProps: {
runtime: lambda.Runtime.NODEJS_14_X,
// This assumes a handler function in lib/lambda/index.js
code: lambda.Code.fromAsset( ${__dirname}/lambda’),
handler: 'index.handler'

3,

stringParameterProps: { stringValue: "test-string-value" }

1Yy

new LambdaToSsmstringparameter(this, 'test-lambda-ssmstringparameter-stack', props);
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Initializer

new LambdaToSsmstringparameter(scope: Construct, id: string, props:
LambdaToSsmstringparameterProps);
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Python
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Java endpoint
Overview
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import { Duration } from 'e@aws-cdk/core';
import * as lambda from 'eaws-cdk/aws-lambda';
import {
LambdaToSagemakerEndpoint,
LambdaToSagemakerEndpointProps,
} from 'eaws-solutions-constructs/aws-lambda-sagemakerendpoint';
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const constructProps: LambdaToSagemakerEndpointProps = {
modelProps: {

primaryContainer: {
image: '{{AccountId}}.dkr.ecr.{{region}}.amazonaws.com/linear-learner:latest’,
modelDataUrl: 's3://{{bucket-name}}/{{prefix}}/model.tar.gz’,
.
},
lambdaFunctionProps: {
runtime: lambda.Runtime.PYTHON_3_8,
// This assumes a handler function in lib/lambda/index.py
code: lambda.Code.fromAsset( ${__dirname}/lambda’),
handler: 'index.handler',
timeout: Duration.minutes(5),
memorySize: 128,

}I
};

new LambdaToSagemakerEndpoint(this, 'LambdaToSagemakerEndpointPattern’,
constructProps);

Initializer

new LambdaToSagemakerEndpoint(scope: Construct, id: string, props:
LambdaToSagemakerEndpointProps);
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Overview

O|AWS €8 M 74 @4 = 2|Afto| MBS 2 AWS Lambda &4+ & AWS Secrets Manager &2 &
gL ct.

CtZ 2 TypeScript E{2| %4 HHZE 7h58F THE & ol lL|ct.

const { LambdaToSecretsmanagerProps, LambdaToSecretsmanager } from 'eaws-solutions-
constructs/aws-lambda-secretsmanager';

const props: LambdaToSecretsmanagerProps = {
lambdaFunctionProps: {
runtime: lambda.Runtime.NODEJS_14_X,
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// This assumes a handler function in lib/lambda/index.js

code: lambda.Code.fromAsset( ${__dirname}/lambda’),

handler: 'index.handler'

3},
i

new LambdaToSecretsmanager(this, 'test-lambda-secretsmanager-stack', props);

Initializer

new LambdaToSecretsmanager(scope: Construct, id: string, props:

LambdaToSecretsmanagerProps);
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import { LambdaToSns,

LambdaToSnsProps } from "@aws-solutions-constructs/aws-lambda-
sns";

new LambdaToSns(this, 'test-lambda-sns', {
lambdaFunctionProps: {

runtime: lambda.Runtime.NODEJS_14_X,
// This assumes a handler function in lib/lambda/index.js

code: lambda.Code.fromAsset( ${__dirname}/lambda’),
handler: 'index.handler'
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Initializer

new LambdaToSns(scope: Construct, id: string, props: LambdaToSnsProps);

ul2}0|E

» scopeConstruct
* idstring
+ propsLambdaToSnsProps

T 7

Ol& 7 ME

gCted Z[EQIIR? lambda.Function Lambda &= 272 7|E
QIAEAA 0| Y1ambdaFun
ctionProps £ Z1}s5lH
QF 7t ehghLCt

LTS AE? lambda.FunctionProps Lambda g2| 7|2 &4
2 MY olste MEHM ALE
A A3 SHYLIct o F
? FAIElLCHexistingl
ambdaObj 7} M3 E of &
L|C}.

ZIEEEZH|? sns.Topic SNS Topic Zi&l|Q| 7|&E QUAE
A2 topicProps & Z=1+5l
o © =7} whANEFL|C}.

FHAZE? sns.TopicProps SNS A9 7|2 £d2 M
OlstE MEAM AR M3 &
Aeduct

7|EVPC? ec2.IVpc O| THE S b= &f{of 5t= M
EH ALE QI 7|E VPC JLCt.

oILTE 2rolA] 210


https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_core.Construct.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-lambda.Function.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-lambda.FunctionProps.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-sns.Topic.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-sns.TopicProps.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-ec2.IVpc.html

>

P

>

k! 4

0x

| AWS &

Hu
;

AWS £F

Ad404
=o

ol

i
=0
0%

VPC PCO{| Hi 2 £|P Lambda
g+ VPC2| ENIE AF&3t
o HERZ 2|AA0 HA
A5t QIE{H|0|A = ZQ
E &= Amazon SQS & VPC
of MgE Lt 7|1&E vPC 7t
NS E|HdeployVpe &7
2 2 = @&t true. O]
ec2.IVpcE AI&735}0d
O|HETI AES Q& 0f
VPCE XM3E = JUx
c2.Vpc.fromLookup
) HMEE AFE gLt

Ju 30 myu >
rr ™ oo

)

N

VPCE HiZStA|IZI& LI boolean E 7[gto 2 M VPC EMEX|
0{=vpcPropsO| THEIS HY
&+ &Lct ol 2 AH
LIChtrues H{EE A5t
I8l z|ABto| CHREE Q| Z 2}

o|E! VPC H{ =Z & L|C}.

He

F

— ]I0||

e 2t 718 FHoA CDK Z 2
0| M AL St SHLES]
AZ|E HELL .

* enableDnsHostnames

SlenableDns
Support &= & Cltrue.

0| £M0|trueg MEHS C}

(=) =

SexistingVpc £ X|H

g+ igUCh 7|22

falseQL|C}.

211

i=
rm
Bl
0%


https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-ec2.Vpc.html#static-fromwbrlookupscope-id-options
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-ec2.Vpc.html#static-fromwbrlookupscope-id-options

AWS £ 24 F-H|

AWS £8 M

Ol&

vPCProps?

=]
i1

LambDop

snsTopic

vPC?

o

o
T

ec2.VpcProps

string

string

0%

o
T

lambda.Function

sns.Topic

ec2.1IVpc

Ad404
=o

MVPC 7|2 £4d M
o|st= B4 ALS KL K|

3 &8It .enablebns
Hostnames ,enableDns
Support ,natGatewa

ys ZsubnetCon
figuration &£ IHEO] 9
3 MHE2 2 o470 MS
E Sdof oigt 2 Zfol 2
HEto|=ELICt Tt 2el &F
< deployVpc 7} ObElL
ChtrueO| &2 FAIELICH

Lambda & =01 Cii8t SNS =
Ml ARN £t = M| E of 41EH
M o|E Lt

Lambda & £=0i| CH8F SNS F
X O|E &t7d B4~ M| E o] AEH

A o|&lLct.

&l SNS =X
gtk

rm
=)
>

0
r
<
v
O
ro
[>
rm
[>

i
(2l B2) B HrerstLc o

Slofl ofsH M44E VPC EE T

El

m
on
Ju
o
T

212


https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-ec2.VpcProps.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-lambda.Function.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-sns.Topic.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-ec2.IVpc.html

AWS £F M - AWS &F M
o|& Y AN

B Ydxtol WS E vPCcY
U&Lict

718 A

MHEo7IgiE 80| 7|12 TS OIS 7|22t AdHEELCt

AWS Lambda &=

« Lambda & 01 CHEh A[8HE THE HMA IAM L& S A -EELICH

« NodeJS Lambda &0 CHEt A RX|2t 1S RHALR & £+ UYU&LICH

 SNS_TOPIC_NAME (default)
« SNS_TOPIC_ARN (default)
« AWS_NODEJS_CONNECTION_REUSE_ENABLED(:=E= 10.x O|4 & =9o| ZA2)

Amazon SNS =X

* SNS FX[ofl CHEF X[ THEH A
« AWS Z2|3 KMS 7|8 AFE 304 AH
- & Sl CIoIEe| =3 T Al

213



AWS £F M TR AWS £8 M

Architecture

v

G

AWS Lambda Amazon Simple
Notification Service

AN

Role
GitHub
Ol HiEio| FEE Ee{H BA & Bo{27| 82 HM/Z3(5ts 52 e st
O @aws -£FM - F4/aws - ECt - SNS

2 CH A7 0]

STABILITY EXPERIMENTAL

DE AL TUS| N FOIH ¥ BH0IM OIF HED S BEIX| o HZ EE MHE 4 2
&LICH OS2 MBE|x| gt&LIColn] M HH #E2WS MLICH 5, 0] TH7|XIE AT 4
= QUKIEH O] T|X|Q| 2|4l HHCZ YIPOISH I A4 =S U O|EHOF # £ YLt

MEO| AWS &7 M T4 I7|X|2 AWS CDK T7|X|7} & Y&

2404 7| x|

'g aws_solutions_constructs.aw

s_lambda_sqs
Python

OF7|=ll 214


https://github.com/awslabs/aws-solutions-constructs/tree/master/source/patterns/%40aws-solutions-constructs/aws-lambda-sns
https://semver.org/

Q104 o 7| x|
. @aws-solutions-constructs/aws-
TS lambda-sqgs

software.amazon.awsconstruc
=) ts.services.lambdasqs

Overview

11
-
rOI'
m
r
n

0| AWS £ F M A2 Amazon SQS CH7|Fof 242 E!I AWS Lambda &%

CH= 2 TypeScript E12] |4 HIE 7hs8F THE HollL|Ct.

import { LambdaToSqs, LambdaToSqsProps } from "@aws-solutions-constructs/aws-lambda-

sgs";
new LambdaToSgs(this, 'LambdaToSqgsPattern', {
lambdaFunctionProps: {
runtime: lambda.Runtime.NODEJS_14_X,
// This assumes a handler function in lib/lambda/index.js

code: lambda.Code.fromAsset( ${__dirname}/lambda’),
handler: 'index.handler'

1)

Initializer

new LambdaToSqs(scope: Construct, id: string, props: LambdaToSqgsProps);
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import { LambdaToSqsToLambda, LambdaToSqsTolLambdaProps } from "@aws-solutions-
constructs/aws-lambda-sqs-lambda";

new LambdaToSqsTolLambda(this, 'LambdaToSqsTolLambdaPattern', {
producerLambdaFunctionProps: {
runtime: lambda.Runtime.NODEJS_14_X,
// This assumes a handler function in lib/lambda/producer-function/index.js
code: lambda.Code.fromAsset( ${__dirname}/lambda/producer-function”),
handler: 'index.handler'

.

consumerLambdaFunctionProps: {
runtime: lambda.Runtime.NODEJS_14_X,
// This assumes a handler function in lib/lambda/consumer-function/index.js
code: lambda.Code.fromAsset( ${__dirname}/lambda/consumer-function'),
handler: 'index.handler'

1)

Initializer

new LambdaToSgsTolLambda(scope: Construct, id: string, props: LambdaToSqsTolLambdaProps);
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import { LambdaToStepFunction } from '@aws-solutions-constructs/aws-lambda-step-
function';

import * as stepfunctions from 'eaws-cdk/aws-stepfunctions';
const startState = new stepfunctions.Pass(this, 'StartState');

new LambdaToStepFunction(this, 'LambdaToStepFunctionPattern', {
lambdaFunctionProps: {
runtime: lambda.Runtime.NODEJS_14_X,
// This assumes a handler function in lib/lambda/index.js

code: lambda.Code.fromAsset( ${__dirname}/lambda’),
handler: 'index.handler'
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stateMachineProps: {
definition: startState
}
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Initializer

new LambdaToStepFunction(scope:

LambdaToStepFunctionProps);
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import { S3TolLambdaProps, S3TolLambda } from '@aws-solutions-constructs/aws-s3-lambda’;

new S3TolLambda(this, 'test-s3-lambda', {
lambdaFunctionProps: {

runtime: lambda.Runtime.NODEJS_14_X,

// This assumes a handler function in lib/lambda/index.js
code: lambda.Code.fromAsset( ${__dirname}/lambda’),
handler: 'index.handler'
.
});
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Initializer

new S3ToLambda(scope: Construct, id: string, props: S3ToLambdaProps);
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Initializer

new S3ToSqs(scope: Construct, id: string, props: S3ToSqsProps);
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® Note

O| #Z &= olo}E EventBridge (Amazon CloudWatch Events) £ AF&3t04 AWS Step
Functions E2|7{& LICt. EventBridge = R 21430| 5[0{LI X|EF S3 O|HIE 2 E O = Step
Functions E2|7{5tH X|2d A[Zt0] E0{E 1 H|E =24 0| ZotELICH H|E L/E= 7| Al
ZHo| EXQl AR aws-s3-1ambdaXlaws-lambda-stepfunctionsO| 7t CHAIL

C}2 2 TypeScript E{2] #|A HHE 7Hs 8t miEd X o|QlL|C}

import { S3ToStepFunction, S3ToStepFunctionProps } from '@aws-solutions-constructs/aws-
s3-step-function';

import * as stepfunctions from 'eaws-cdk/aws-stepfunctions';

const startState = new stepfunctions.Pass(this, 'StartState');

new S3ToStepFunction(this, 'test-s3-step-function-stack', {

stateMachineProps: {
definition: startState

1)

Initializer

new S3ToStepFunction(scope: Construct, id: string, props: S3ToStepFunctionProps);

u}2}0|E

* scopeConstruct
* idstring

* propsS3ToStepFunctionProps
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Python

@aws-solutions-constructs/aws-

sns-lambda

software.amazon.awsconstruc

ts.services.snslambda

Overview
O] AWS £ F M A2 AWS Lambda & £0f 24ZEl Amazon SNS F348tL|C}.

CH= 2 TypeScript E12] |4 HIE 7hs8F THE HollL|Ct.

import { SnsToLambda, SnsToLambdaProps } from "@aws-solutions-constructs/aws-sns-
lambda";

new SnsToLambda(this, 'test-sns-lambda', {
lambdaFunctionProps: {
runtime: lambda.Runtime.NODEJS_14_X,
// This assumes a handler function in lib/lambda/index.js
code: lambda.Code.fromAsset( ${__dirname}/lambda’),
handler: 'index.handler'

1)

Initializer

new SnsTolLambda(scope: Construct, id: string, props: SnsTolLambdaProps);

247



* scopeConstruct
* idstring

* propsSnsTolLambdaProps

THEd T

o|& 2

02

lambda.Function

ACH|ISAE? lambda.FunctionProps

N
P
Hm
il
kU
o

S

a
>
B
I

N

sns.Topic

sns.TopicProps

A4
= o

Lambda &+ 2o 7|&
CIAEAA 0| L1ambdaFun
ctionProps & AIE5tH

QB wMY 4 aLic

Lambda & 2| 7|82 &4
MHEelst= MEX ALE R}

Xﬂ-?'s & M8elLct of Z=of

P AlELICHexistingL
ambdaObJ M3 o &g
Ct.

SNS Topic Zi&{|2| 7|& QIAE

AR topicProps £ AI835

0 Q=7 diAlishk 4~ ol& O}

SNS FA|e| 7|2 £d& M-
olste MEIH MEX XS &
gLt

k

i=
rm
Bl
0%

248


https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_core.Construct.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-lambda.Function.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-lambda.FunctionProps.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-sns.Topic.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-sns.TopicProps.html

AWS £F M TR AWS £8 M

— o
(off= & A
Lambda &l lambda.Function IHEdof ol M4 El Lambda
ol QIAEHAE EC{EL
Ct.
snsTopic sns.Topic o ofal M+dEl SNS FXA
O| QIAEIAE "rEHEHL|CE
72 MY

- AWS 223 KMS 9|§ Ar o|'0=| HtH é tS 347t &St Lt
- & S CIOE S &S5t ZA| Al

AWS Lambda & %+

 Lambda &==0f CHEF M|EHEl HBE HMA IAM &2 g8 Lc
« NodeJS Lambda & ==0i| CHEt 012 FX[2t 21AS MALE & = U&LICh
- X-Ray &g g3l gfLct.

=
- B8 HeE HYELICH

« AWS_NODEJS_CONNECTION_REUSE_ENABLED()t= 10.x O|&F & 49| &)

:t;-é
rm
I
0x

249


https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-lambda.Function.html
https://docs.aws.amazon.com/cdk/api/latest/docs/@aws-cdk_aws-sns.Topic.html

AWS £F M TR

Architecture

e

Role

G5
Lambda

function

|

o

Amazon CloudWatch

O @aws -£F M - #4/aws - SNS - &t

AWS-SNS-A 3|0

2E 2dhs| Y ol EF HHM O] Dt S8t xlX| ol HE E= MAH E =
&LICH 0|2 MEE|X| t&LIcto| 0] M7 HE #E|REE MEFLICH &, o]l WZIXIE A8E +
T UXIEE o]l Z|X|e] 2[M HMe =z Haeol=8 M &4 FEE AO|0|Eslo & T JU&LICH
xF =

MEO|AWS £ M T W 7|X|2H AWS CDK T 7|X|7} & L&t

= -

250


https://github.com/awslabs/aws-solutions-constructs/tree/master/source/patterns/%40aws-solutions-constructs/aws-sns-lambda
https://semver.org/

2104 o 7| x|

f' aws_solutions_constructs.aw
S_sNns_sqs

Python

. @aws-solutions-constructs/aws-

TS sns-sqgs

software.amazon.awsconstruc

ts.services.snssqs

Overview
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import { SnsToSqgs, SnsToSqsProps } from "@Eaws-solutions-constructs/aws-sns-sqgs";
import * as iam from '@aws-cdk/aws-iam';

const snsToSgsStack = new SnsToSqs(this, 'SnsToSqsPattern', {});

// Grant yourself permissions to use the Customer Managed KMS Key
const policyStatement = new iam.PolicyStatement({

actions: ["kms:Encrypt", "kms:Decrypt"],

effect: iam.Effect.ALLOW,

principals: [ new iam.AccountRootPrincipal() 1,

resources: [ "*" ]

1)

snsToSqgsStack.encryptionKey?.addToResourcePolicy(policyStatement);

Initializer
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Python
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TS sqs-lambda
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: software.amazon.awsconstruc
=] ts.services.sqgslambda
Java
Overview
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CH=Z 2 TypeScript E1Q| %4 HiE 7+ 8 THE Hollu|ct.

const { SqgsToLambda } = require('e@aws-solutions-constructs/aws-sqs-lambda');
new SqsTolLambda(stack, 'SqsToLambdaPattern', {
lambdaFunctionProps: {
runtime: lambda.Runtime.NODEJS_14_X,
// This assumes a handler function in lib/lambda/index.js

code: lambda.Code.fromAsset( ${__dirname}/lambda’),
handler: 'index.handler'

1)

Initializer

new SqgsTolLambda(scope: Construct, id: string, props: SgsToLambdaProps);
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encryption: s3.BucketEncryption.S3_MANAGED,
versioned: true,

blockPublicAccess: s3.BlockPublicAccess.BLOCK_ALL,
removalPolicy: RemovalPolicy.RETAIN,
serverAccesslLogsBucket: loggingBucket

}
7|2 &4 ’E2

F01 Btol=E{Elof ofs MHE 712 442 ALK KT 40 ols MKl B £ UBLICH HIE 5
of NBRHE ST 2F AES £557| 9/oi Amazon 53 HE2 HMA REH SMS RIEIE 4 9

&Lt

const stack = new cdk.Stack();

const props: CloudFrontToS3Props = {
bucketProps: {
blockPublicAccess: {
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blockPublicAcls: false,
blockPublicPolicy: true,
ignorePublicAcls: false,
restrictPublicBuckets: true

}
i

new CloudFrontToS3(stack, 'test-cloudfront-s3', props);

expect(stack).toHaveResource("AWS::S3::Bucket", {
PublicAccessBlockConfiguration: {
BlockPublicAcls: false,
BlockPublicPolicy: true,
IgnorePublicAcls: false,
RestrictPublicBuckets: true
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Of| M| HIA|X|AWS_CONSTRUCTS_WARNING: An override has been provided for the
property: BillingMode. Default value: 'PAY_PER_REQUEST'. You provided:
"PROVISIONED'.

MRS dx et

FAEdn HAIRIE 7|8 Mo 2 M43l E|o] QX|BtoverrideWarningsEnabledshell B8 K| &

LICH.

- BAXMoZNT|ZAD FA|, Al¥export overrideWarningsEnabled=false.
- WAMo 277|410 FA|, A#export overrideWarningsEnabled=true.

- 7|2 222 E|E2|24Hunset overrideWarningsEnabled.
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