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{
"Effect": "Allow",
"Principal": {
"Service": [
"social-messaging.amazonaws.com"
]
},
"Action": "sns:Publish",
"Resource": "arn:{PARTITION}:sns:{REGION}:{ACCOUNT}:{TOPIC_NAME}"
}

Amazon Connect0l CHEF IAM & 2H

AWS End User Messaging Social0llA 7|& 1AM
AWS End User Messaging Social0ll A =@J&h ¢ =
7|1E& Mz #HE =5t Yol CHE REMIEH LHE 2 IAM ALE B M
&2 O|HIEE E L1 AWS End User Messaging Socialoll A<l Amazon ConnectZ M3tHE E 71
Q= ol AASELCt

QI5t2 MEFTE 5t7LE A QI8HE MAI5E{H
o C L

|
PUN

MIAM Mg ddsiedd ChES AL

Amazon SNS FA|of CHEH IAM Z424 35


https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage.html

AWS 2|5 AEX HAIE &4 AEXt7tol=

1. 1AM ALS HBAM [ JSON HEITZ|E ALS 610 M2 Mol xX|Fof et M Het HRE A
AErLICt. https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-
console.html#access_policies_create-json-editor

«  S5EAIME IAM Ao CHE HEH HAE ALE 5104 Amazon Connectol] HIAIE & JUITSH
S LICH.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowOperationsForEventDelivery",
"Effect": "Allow",
"Action": [
"connect:SendIntegrationEvent"
1,
"Resource": "*"
3,
{
"Sid": "AllowOperationsForPhoneNumberImport",
"Effect": "Allow",
"Action": [
"connect:ImportPhoneNumber",
"social-messaging:GetLinkedWhatsAppBusinessAccountPhoneNumber",
"social-messaging:TagResource"
1,
"Resource": "*"
}
]
}

2. 1AM ALS HBAX | ALS A XIE ME| ME ALEst0d AE Hdo| x|Fo et M Az EAME

A EHLICE. https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-custom.html

a. AEAONME IAM g0l Cit AMZ| HAE ALS T CH

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {

Amazon Connectod| CHSH IAM 2424 36


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-custom.html

AWS 2|5 AEX HAIE &4 AEXt7tol=

"Service": [
"social-messaging.amazonaws.com

]
iy

"Action": "sts:AssumeRole"

}

b. 10Er7[0l M O Er7A[ol|l M ddet Her ™S FIHerLict

CHs H

_,_
=

Amazon SNS FX|& MHe Follgs AEZQIENM FXE LS55l oF & LCt. ?i|E£T£°|Et g E
ZHof HAIE HAIRIE £=AI517| AlZHELICH =X 250 Ci8t REMIBF LI 2 Amazon SNS 7HEH A}
OFLHA 2| Amazon SNS X 5 & & Z=35tM 2. Amazon SNS

A
al

0%

AWS End User Messaging Social2| HA|X| & O|HE

Ol Eofl CHEH JSON ZiAllofl= AWS O|HIE &l|C{9F WhatsApp JSON HO|2 =7} Z&HEL|CH JSON
WhatsApp &2 HO|Z2E L gt 5= WhatsApp Business Platform Cloud API & X o] Webhooks &

2 Ho|2E FXE U HAIX| 4EHE HAESIML. WhatsApp

AWS End User Messaging &4 O|H E 3|

O|HIE o] CHEF JSON ZHA||0l = AWS O|HIE &|H2F WhatsApp JSONO| Z &HE LICt Sl
WhatsApp Business Account(WABA) 2! 3t % o] AWS Al X9} ARNsO| E & E|0] Ql&LCt.

{
"context": {
"MetaWabalIds": [
{
"wabaId": "1234567890abcde",
"arn": "arn:aws:social-messaging:us-east-1:123456789012:waba/
fb2594b8a7974770b128a409e2example”
}
1,
"MetaPhoneNumberIds": [

{
"metaPhoneNumberId": "abcdel234567890",

oS A 37


https://docs.aws.amazon.com/sns/latest/dg/sns-create-subscribe-endpoint-to-topic.html
https://docs.aws.amazon.com/sns/latest/dg/sns-create-subscribe-endpoint-to-topic.html
https://developers.facebook.com/docs/whatsapp/cloud-api/webhooks/components
https://developers.facebook.com/docs/whatsapp/cloud-api/webhooks/components
https://developers.facebook.com/docs/whatsapp/conversation-types#message-status

AWS 2|5 AEX HAIE &4

AR 7H0|E

arn":
id/976c72a700aac43eaf573ae@50example”
}
]
},
"whatsAppWebhookEntry": "{\"...JSON STRING...."
"aws_account_id": "123456789012",

"message_timestamp": "2025-01-08T23:30:43.2712793917",

"messageld": "6d69f07a-c317-4278-9d5c-6a84078419%ec"

}
//Decoding the contents of whatsAppWebhookEntry

{
//WhatsApp notification payload

}

oFo| oi|Al| O|H E 0 A:

1234567890abcde= Metal| WABA IDYL|C}.
abcdel1234567890= Metal| F3tE1E IDQIL|CE.

HIAIR| =418 28t WhatsApp JSON 04| Al

CtZ 2 WhatsApp0l| A = 4lE|l= HA|X|2| O|HIE B[R EE Ho{ELICt 2 WhatsApp0il A —’F—
JSONwhatsAppWebhookEntry2 JSON BAIPEZ £ AIE|H JSONSZ B8t
£} 1 o|0|&= WhatsApp Business Platform Cloud APl & Z 2| Webhooks & & HO|ZE & X

"arn:aws:social-messaging:us-east-1:123456789012:phone-number-

A Ol
g+ Us

StMI2. WhatsApp

"context": {
"MetaWabalIds": [

{
"wabald": "1234567890@abcde",

arn":
tb2594b8a7974770b128a409e2example"
}

15
"MetaPhoneNumberIds": [

"arn:aws:social-messaging:us-east-1:123456789012:waba/

£b2594b8a7974770b128a409e2example WhatsApp HIELIA H&(WABA)S| IDLILICH.
976c72a700aac43eaf573ae050example MatH S o IDRILICY.

AlSH
|_|_

o

=

b J

==
xR E R}
=T\

HIAIX|od| CHEF WhatsApp JSON Ol A|
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https://developers.facebook.com/docs/whatsapp/cloud-api/webhooks/components

AWS 2|5 AEX HAIE &4

{
"metaPhoneNumberId": "abcdel234567890",

arn": "arn:aws:social-messaging:us-east-1:123456789012:phone-number-
id/976c72a700aac43eaf573ae@50example”
}
]

1,

"whatsAppWebhookEntry": "{\"...JSON STRING....",

"aws_account_id": "123456789012",

"message_timestamp": "2025-01-08T23:30:43.2712793917",

"messageld": "6d69f07a-c317-4278-9d5c-6a84078419%ec"

jgo Z2 TTE AS5to] JSON 2AHUS JSONSE HEHE & UALICH CHS2 JSON A9l 2l |
ClwhatsAppWebhookEntry.

o 11—l |

"id": "503131219501234",
"changes": [
{
"value": {
"messaging_product": "whatsapp",
"metadata": {
"display_phone_number": "14255550123",

"phone_number_id": "46271669example"
},

"statuses": [
{
"id": "wamid.HBgLMTkxNzM50TI3MzkVAgARGBIBMTM4NDAGRENEREISRexample",
"status": "sent",
"timestamp": "1736379042",
"recipient_id": "©1234567890",
"conversation": {
"id": "62374592e84cb58e52bdaed3lexample”,
"expiration_timestamp": "1736461020",
"origin": {
"type": "utility"
}
.
"pricing": {
"billable": true,
"pricing_model": "CBP",
"category": "utility"

HIAIX|od| CHEF WhatsApp JSON Ol A| 39


https://jqlang.org/
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}

]
iy

"field": "messages"

OlClo] HIAIX| =218 2

Ct=22 =4l 0|c|o HIAIX|e] O|HIE &=

=21— T -

GetWhatsAppMessageMedia APl S3=

E JEII-ZC_% PN~ °|.A-||O

{

|8t WhatsApp JSON 04| A]|

HoiEL
gfoict 2

C=
el —
IS AR

//AWS End User Messaging Social header

}

//Decoding the contents of whatsAppWebhookEntry

{

"id": "365731266123456",

"changes": [

{

"value": {

"messaging_product": "whatsapp",

"metadata": {

"display_phone_number": "12065550100",

"phone_number_id": "321010217760100"

1,
"contacts": [
{
"profile":
"name": "Diego"
},
"wa_id": "12065550102"
}
1,
"messages": [
{

"from": "14255550150",

Ilidll:

Ct.
ALl

-IHJE

Clo{ ot
==l ]

ol
E
o0

74 Al
=
| —

—

H3leq4
Webhooks & & H|0|2

"wamid.HBgLMTQyNTY50DgzMDIVAgASGCBDNzBDRjM5MDU20DEWMDkwREY40DBDRDE@ARjVGRkexample",

"timestamp":

"1723506230",

o|c|o{ MIA|X|odl CHEF WhatsApp JSON Od|A|


https://developers.facebook.com/docs/whatsapp/cloud-api/webhooks/components
https://developers.facebook.com/docs/whatsapp/cloud-api/webhooks/components

AWS 2|5 AEX HAIE &4

"type": "image",

"image": {
"mime_type":
"sha256":
"id": "530339869524171"

"image/jpeg",

]
+

"field": "messages"

WhatsApp HIA|X| AFEH

HAIXIE ELHH HIAIX|of CHEH &FEf KLCO|E T}

= AELICH ol ¢ &l
g M3stafof FLCE MME & ESHMRAWS End User Messaging Social2
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warning
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=7} 2lAA

REMIEH L& 2 WhatsApp Business Platform Cloud AP & Z 9| HIA|X| A EfE & ZE M L. WhatsApp

EVIESS 42


https://developers.facebook.com/docs/whatsapp/conversation-types#message-status

AWS %|B AFSAHHIAIE &M ARt 7H0l=

WhatsAppL 2 M&EE O|C|0 It Y2

Olc|o] I M& st =418 e Amazon S3 EHHZ! 0l X{%& 6t T WhatsAppoll M A2 =5t 7H-LE A
M5HoF g LICH Amazon S3 B{Z!2 WhatsApp Business Account(WABA) AWS 2|71 9F st AWS

H & ofl Qlofok EfLIC CHE X|E2 Amazon S3 HZ!S MAdstn, Mg Y= =5tm, ool URL
2 e ste Y2 20o{ELICt Amazon S3 B0l CHEH XHAEH LI 2 AWS CLIOIA é,%l TE£(s3)

HH A S HZSIHIL. F0 ciEt REMIEH LI 2 AWS Command Line Interface AHS M A 9|
AWS CLI 744, Amazon S3 A& MEBEAMO| HZ! 4 & 24X YE= 8 AWS CLIFESHA L.
(® Note

WhatsApp2 O|C|0] Tt E AFA|5H7| ™ol 30 S0 A& & LICEH WhatsApp Business
Platform Cloud APl & Z 9| O|C[0{ JEE & & T A 2.

x [

Olc|of mhdof 0|2 MEE URLE d&e += J&LICH 02| MEE URLE A8 StE CHE AT
AWS EoF X124 3 E= HErS 7HE 2R ¢lo| Aol CHEr Alzh Mg HM|A HerE Foistn U=z

c g = &L|Ct.

-_—

Amazon S3 HZ!2 MAI5t2d™ create-bucket AWS CLI S AI2EfL|CH HWHEof Cl2 HY
£ =dghLct.

aws s3api create-bucket --region 'us-east-1' --bucket BucketName

oF o] B0 A

e Us-east-12 WABA7Z} AWS 2|H™ /= 2 HtEL|C}.
« BucketName2 M H{Z!Q| O|E 2 2 H}ELILCH.

2. IYUES Amazon S3 HHZ!0| S| ALSHEZ{™ cp AWS CLI B-ES M SELICH By Eof ots Hyés &
=ighLct

aws s3 cp SourceFilePathAndName s3://BucketName/FileName

o] BHA:

« SourceFilePathAndNameg& SAtE melo| e A=Z 4l 0|§2Z HiEL|CH

« BucketNameg HZ! O|§ 22 HIZLICI
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https://docs.aws.amazon.com/cli/latest/userguide/cli-services-s3-commands.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-services-s3-commands.html
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/upload-objects.html
https://developers.facebook.com/docs/whatsapp/cloud-api/reference/media#upload-media
https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-presigned-url.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3api/create-bucket.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-services-s3-commands.html#using-s3-commands-managing-objects-copy

AR 7H0|E

AWS 2|5 AEX HAIE &4

e FileNameg Ut

s3://BucketName/FileName

02| MEE URLES MM SIE{™ #a# ## ## #aa# Rpplo| MER HEEL|CEH

aws s3 presign s3://amzn-s3-demo-bucketl/mydoc.txt --expires-in 604800 --region af-

south-1 --endpoint-url https://s3.af-south-1.amazonaws.com

HheHEl URL CHSOF Z4&LICH https://amzn-s3-demo-bucketl.s3.af-

south-1.amazonaws.com/mydoc.txt?{Headers}
3. post-whatsapp-message-media & E A& 3504 O|C|0{ I UE WhatsApp0l| YEE=FLICH H3
Mo 2 2R E|H HH2 0|C|o] HIAIXIE Eie ol 28 {(MEDIA_ID}E HHErefLCh.

aws socialmessaging post-whatsapp-message-media --origination-
phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --source-s3-file

bucketName={BUCKET},key={MEDIA_FILE}

elo] BHOIAM CHEE T LICH

« {ORIGINATION_PHONE_NUMBER _ID}E TslEiZ 9| IDZ HtELICE.
« {BUCKET}& Amazon S3 HHZ!Q| O|E o 2 H}ELLC}.

{MEDIA_FILE}E O|C|o{ Q| O|§ 2= HiEL|CH

stodedzcst £ Q)

ot

--source-s3-presigned-url CHAIE ALE 5104 AFH ME URLE AHS
&LICt--source-s3-file. headers ZE0{ Content-TypeE F7al{oF & LICH = Ct ALS
7} Bt&tInvalidParameterException®&LIC.

--source-s3-presigned-url headers={"Name":"Value"},url=https://BUCKET.s3.REGION/

MEDIA_FILE
H i ] Ojcfod m}

2MOo 2 &R E|H MEDIA_ID7} BtEtEILICH MEDIA_ID= O|C|of HIA|X|E
2 2 Zx5t= o AF=2E L}

4. o
ol
=
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-presigned-url.html
https://docs.aws.amazon.com/cli/latest/reference/socialmessaging/post-whatsapp-message-media.html

AWS 2|5 AEX HAIE &4

WhatsAppOll A X|&El= O|Clo Y & &

Olc|o] HIAIX|E ®E AL =41" e I Y RFO0| %[cH ot 3 7|2 K|
£ 2 WhatsApp Business Platform Cloud APl & X 9| x| Z|= O|C|o] RS

OiC|od ot 7

or|e HAl

Ll 7Y 25y
AAC .aac
AMR .amr
MP3 mp3
MP4 2C|2 .m4a
OGG 2C|2 .0gg

2M 88 ek
BIAE text
Microsoft Excel Xls, .xlsx
Microsoft Word .doc, .docx

Tjofok gfLict REMIEF LK

HZESAL.

MIME R &
2LC|2/AAC
QLC|2/amr
QLC|2/mpeg
QLC|2/mp4

2C|2/0gg

MIME |3

text/plain

application/vnd.ms
:/lexcel, application/
vnd.openxmlform
ats-officedocument
.spreadsheetml.sheet

application/msword

, application/vnd.op
enxmlformats-offic
edocument.wordproc
essingml.document

Z|cf 37
16MB
16MB
16MB
16MB

16MB

Z|CH =27
100MB

100MB

100MB

X|p=lE Olejof ot R
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https://developers.facebook.com/docs/whatsapp/cloud-api/reference/media#supported-media-types

AWS 2T AHERF HIAIE &4

0%

M

Mo

Microsoft PowerPoint

PDF

ol0lx| &4
ololx| &8
JPEG

PNG

AEI BA

AEIH 8

OfL|mio]4d AE|H

3GPP

MP4 H|C|2

FxF
o

ot

.ppt, .pptx

pdf

=
vl

JPeg

-png

FRk

gl

.webp

.webp

MIME |3

application/vnd.ms://-
powerpoint, applicati
on/vnd.openxmlform
ats-officedocument
.presentationml.pr

esentation

application/pdf

MIME |3
image/jpeg

image/png

MIME §&
o|O|x|/&

o|0|x|/&

MIME |
HIC|2/3gp

HIC|2/mp4

Z|CH =27

100MB

100MB

Z|CH =27
5MB

5MB

=|C 37|
500KB

100KB

Z|C 27|
16MB

16MB

oIl e 78
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WhatsApp HA|X| F&

Ol FHMoME XIHElE HAIX| 2 oY AtSol CHEt MES LILELICH HAX| /8 =52
=
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WhatsApp Business Platform Cloud API & Z 0| H|A|X|E

HIAIR| &3 ==

EAE T Z0i#H EAF HIAIX] EE£ URLE ELICE.

g|c|od QLC|2, &AM, O|0|X|, AE|H E& H|C|2 Tt
£ M&shLict O|c|o{ mtelo| 23 E HY =
U&LICH

S O|ZE|Z2& UX|XEH HAIX|of CHE HIE S =2
HeL|ch

= HZ2! HAIXIE HESELICH

2| x| 2XIE HMESELICH

Contacts A2t FIEE TS ELICH

CH3H CHalE MIAIXR|E MESELICH

=7t 2laa

WhatsApp HIA|X| Z4&| =5 2 WhatsApp Business Platform Cloud APl 2 Z 0| HA|X|E FHESHMIR.



https://developers.facebook.com/docs/whatsapp/conversation-types/
https://developers.facebook.com/docs/whatsapp/cloud-api/reference/messages#message-object

AWS 2|5 AEX HAIE &4 AEXt7tol=

AWS %5 M SR HAIE 28 E ME5H0{ WhatsAppS &3H
HAIX| HE

HAIX|E ELHZ| T1ol WhatsApp HIZL|A 7=II7"'(WABA)% M7E4soF 5HH, At

sg

SIS ZEE M
ARIE s Alst= 5 S EQIsHoF gfLICH RtMIEr LIS 2 Het = ot

J|°_|'

SES

rjg
mio

A R7E HIAIRIE 2LHH 12 MHIA BOl2HE 24A12H EFOITHZH AIBHEILE MZ DM Z
5! AIXIE HSIE D€ BAX| RE2 M489t A8 2ol 02 Afuls Fol Uz 2ls
MEE 4 AALICH BES HAIKIE ALRRIL ASKIZLE HAIXIE +45E8 SE0

=
X & = A&LICH

0
Mk

rn rx

M&EotHLE = alstE 2 HIAIXK]Iof CHall HIAIK] SEi7F ddx[o] O|HE CHY 2 TMSELICH T
WhatsAppOill 7t 5t x| £ 2 F<2? HIAIX| &Ef7F 2l O|HIETL G ELICHail. HAIX] SEHE =
o MIAIX| 2 o[HIE CHE & 740k BfLICH 277

HAIX| & S22 WhatsApp Business Platform Cloud API £ Z 0| H|A|X|E & Z3HMIL. WhatsApp

/A Important

Meta/WhatsApp =4

« WhatsApp HIZL|A £ M AL&0|= WhatsApp HIZL|A MH|A 2k WhatsApp HIZ L
A ESEM okt WhatsApp HIZ LA HIA|Z! B2 WhatsApp HIAIA X|& A &#x2 SEHE
7|Et 2 E of g, M £ = X|F0| MEELICH o8t HE= A2 YOo|IEE = JU&L

. |

« Meta =& WhatsApp2 AKX E X| WhatsApp HIZEL|A £FM A2 2X|E £ A&LICH
=
Xx=

» WhatsApp HIZL|A £F 4 ALE1 2250 23 W& = 7780 et B E
Lt MgtsHof st= 2B, HE E= H0|HE MEStK| 2

|

« AWS End User Messaging Socialoll A BE1EZ! HIAIX|E 2 L= oA

« AWS End User Messaging SocialH|A O|C|0{ HIAIX|E E L= of
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https://developers.facebook.com/docs/whatsapp/conversation-types/
https://www.whatsapp.com/legal/business-terms
https://www.whatsapp.com/legal/business-solution-terms
https://www.whatsapp.com/legal/business-solution-terms
https://business.whatsapp.com/policy
https://www.whatsapp.com/legal/messaging-guidelines

AWS 2|5 AEX HAIE &4 AEXt7tol=

3

AWS End User Messaging SocialollAd Bl Z 2! HIAIX|E ELHE oA

MEE = Ue HAIX| HES ol CHEt AFMIEH LHE 2 WhatsApp Business Platform Cloud API &
ZO|HAIX| HEZ S HAFMQ. MEE &= U= HAIX| R8 552 WhatsApp Business Platform
Cloud API & Z= 9| HAIX|E B =SR2

CHS ool E RHEZESIE AL25101E AFE5Iod oA HAIX|E ELE YWHe EodFLIC AWS
CLI. Mo chi#t AtAIEH LI 2 AWS Command Line Interface AF& MM O] A4S AWS CLI AWS

CLIFZSIM 2.

(® Note

AWS CLI HHZ 28 AL = base64 Q12 E 2 K|35l oF & LICH. AWS CLI O|&= mtet
0|8 £7I --cli-binary-format raw-in-base64-out == AWS CLI M 724 o}
U HZE2 Sall Y = UELICH XME U2 HT 28 BHPE QIHH 0|4 AFS T
Mcli_binary_formatQ| MME &HZ3HML. AWS

aws socialmessaging send-whatsapp-message --message

'{"messaging_product":"whatsapp", "to":"'{PHONE_NUMBER}'" 6 "type":"template", "template":
{"name" :"statement", "language":{"code":"en_US"}, "components":

[{"type":"body", "parameters":[{"type":"text", "text":"1000"}]1}]1}}' --origination-phone-
number-id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version v20.0

ol Ho M S A LICH

« {PHONE_NUMBER}E T ZHo| M3lti5 2 HfE&LICt.
« {ORIGINATION_PHONE _NUMBER_ID}E F3ltH5 o| IDE HfELIC}H

CHS dXoME 8 471 & EIX| i 2 HER HAIXIE Eis §¥E 2oiELICH

aws socialmessaging send-whatsapp-message --message '{"messaging_product":
"whatsapp", "to": "'{PHONE_NUMBER}'",6 "type": "template", "template":

{"name":"simple_template", "language": {"code": "en_US"}}}' --origination-phone-number-
id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version v20.0

« {PHONE_NUMBER}E 1 ZHo| M3lHE 2 HfEL|Cl.
« {ORIGINATION_PHONE_NUMBER_ID}E F3tEH5 o| IDE HiEL|CH

HEZ3 AR S

49


https://developers.facebook.com/docs/whatsapp/cloud-api/guides/send-message-templates
https://developers.facebook.com/docs/whatsapp/conversation-types/
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_SendWhatsAppMessage.html
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html#cli-configure-files-settings

AR 7H0|E

AWS z|E AR HIAIE &4
AWS End User Messaging SocialollA O|C|o{ HIA|X|E ELH= o
04&F L|Ct AWS CLI. F+40f

Ho
=2 AWS CLI AWS CLIE =3t Al
M AIBEIE Diciof T 83

CtZ oK M=E AF&35H0{ ZZHof A O|C|o] HIAIXIE ELisE WS
EH%F XEM| B LI 2 AWS Command Line Interface AFE AT 74
|

Q. X|HE|= Dlc|o] ot /R SE2 MME F XML WhatsAppo]

E—J 37I.

(® Note
U S AFA|5HZ| Tof 302 &¢F MEELICH WhatsApp Business
(=]

WhatsApp2 O|C[0{ T} Al
Platform Cloud API & Z= 9| O|C|0{ Y2 EE FZFHM 2.

x [

2 WhatsApp2 2 &4 e 0jc|o] u}

O|C|od TS Amazon S3 HZIM| Y2 =g L|CH RbMEH LIS

ol o= = CHIS A XSl AIAID.

2. post-whatsapp-message-media &2 A& 3t0{ WhatsAppd| O|C|0] TS F2EFLICH HS
E Bl ol 28t {MEDIA_ID}E BHEHErLICH.

Moz 2z k| BHE2 O|C|of HIAIXIE

aws socialmessaging post-whatsapp-message-media --origination-
phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --source-s3-file

bucketName={BUCKET},key={MEDIA_FILE}

el BHo M CHEE s> LICH

 {ORIGINATION_PHONE_NUMBER_ID}E T3slgH= 9ol IDE HtELIC}H
« {BUCKET}& Amazon S3 HHZ!2| O|E 2 2 H}EL|CH

« {MEDIA_FILE}E O|C|o{ m}o| O|§ 2= HiEL|CE

>~_

--source-s3-presigned-url CHAIE AFE5H0{ A ME URLE AIE5I0i HEEEY =& §
&LICH--source-s3-file. headers EE0{ Content-TypeE F7}&loF & LICt E C} AR St

ELCt.

M7t BtetInvalidParameterException
--source-s3-presigned-url headers={"Name":"Value"},url=https://BUCKET.s3.REGION/

MEDIA_FILE
3. send-whatsapp-message BEE AF&35t04 O|C|04 HIA|XIE ™SELICH
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://developers.facebook.com/docs/whatsapp/cloud-api/reference/media#upload-media
https://docs.aws.amazon.com/cli/latest/reference/socialmessaging/post-whatsapp-message-media.html
https://docs.aws.amazon.com/cli/latest/reference/socialmessaging/send-whatsapp-message.html

AWS 2|5 AEX HAIE &4 AEXt7tol=

aws socialmessaging send-whatsapp-message --message
'{"messaging_product":"whatsapp", "to":"'{PHONE_NUMBER}'","type":"image", "image":
"id":"'{MEDIA_ID}'"}}' --origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID}
--meta-api-version v20.0

(® Note
AWS CLI HZ 28 AL & M= base64 QF S K| sHok &LICH AWS CLI Ol= Tzt
0|8 £7I --cli-binary-format raw-in-base64-out == AWS CLI M 714 o}
U HE 2 Sall TAE = U&LCH XME 2 HT 28 BHE QIEHH0|A AFS AT
Mcli_binary_formatQ| MME FHZ3F M. AWS

aws socialmessaging send-whatsapp-message --message
'{"messaging_product":"whatsapp","to":" "' {PHONE_NUMBER}'" ,"type":"image", "image":

{"id":"'{MEDIA_ID}'"}}' --origination-phone-number-

id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version v20.0 --cli-binary-

format raw-in-base64-out

ol BHo M S sAELICH

« {PHONE_NUMBER}E 1Zio| M35 2 HtELICI
« {ORIGINATION_PHONE_NUMBER_ ID}% Mt o IDE HFELICY.
« {MEDIA_ID}E O|X Et7|of A EHEHEl O|C|o{ IDE HbELICEH
4. 0O|Cclo{ ztYo| f o4& ER3IX| of2 B2 delete-whatsapp-message-media WS AH& 5104

WhatsAppOil A &K & = & LICH O|ZE A 3t Amazon S3 EHHZ!0| Ot =l WhatsApp0il A2 O|C|
o{ It ol M7HELICEH

aws socialmessaging delete-whatsapp-message-media --media-id {MEDIA_ID} --
origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID}

flo| BHAAM CHES s ELICH

« {ORIGINATION_PHONE_NUMBER ID}E TslEHZ 9| IDZ HtELICE.
« {MEDIA_ID}Z 0O|C|04IDE H}EL|C}.
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https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html#cli-configure-files-settings
https://docs.aws.amazon.com/cli/latest/reference/socialmessaging/delete-whatsapp-media-message.html

AWS 2|5 AEX HAIE &4 AEXt7tol=

AWS End User Messaging Social2| HIA|X|of S&

EX E= Olcio] HIAIXIE 2o EdH HX] WhatsApp HIZLIA HZ(WABA)ZH OJHIE CHA S HHsH
of R LICE =&l HIAIXIE &2 o|HIET} O|HIE CH& Amazon SNS FA|of KMEELICH LEg e
248 Amazon SNS FX| JIEZQIEE F 538l of & LCH

= AIE O|C|o HAIX|S| oA O|HE = MME FZESHM0O|C|0f HAIX| =412 2|8t WhatsApp
JSON Of|Al|. 72440 CHEF REAMIBH LEE 2 AWS Command Line Interface AFS AMHEAMO| A4S AWS
CLIAWS CLIZZ3M|2. X|#¥ElE OlC|o] Y /8 S52 MMe HE5tMWhatsAppoil A |2
Il= O0clo ot ¥ 2 37|

/A Important
A HA|IRIE 4152424 WABAOI CH3H OHIE CHA O] %’éiPElOi Q40{0F B L|Ct ARAMIEH LK
82 AWS End User Messaging Socialoil HA|X| &/ O|HIE CHY F7I EHE HEFAAIL.

AWS End User Messaging SocialollAd 1= 5 HIA|X| AEHE #4145t
= oA

HAIX| 4EHE 2 H™readstod (S AFE X0 &tEdo mEtM M3 EA| 27HE EAIE = JU&LCH

ETAAE

aws socialmessaging send-whatsapp-message --message
'{"messaging_product":"whatsapp", "message_id":"'{MESSAGE_ID}'","status":"read"}"' --
origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version v20.0

el BHo M CHEE L

« {ORIGINATION_PHONE_NUMBER_ID}E T&ttHS O IDE HtFE LICEH

« {MESSAGE_ID}E MAIX|S] I AIHXIZ HFELICEH Amazon SNS FA|2| HIAIX| Z4A|0f id EE
ke AH8EHLCt

AWS End User Messaging Socialol M Bt 2 2 HA|X|o| SE5t=

S| &7 *H HAIXK|o] gFEE FI7te = U&LICH
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html

AWS 2|5 AEX HAIE &4 AEXt7tol=

aws socialmessaging send-whatsapp-message --message
'{"messaging_product":"whatsapp", "recipient_type":"individual", "to":" ' {PHONE_NUMBER}'","type":
"reaction","reaction": {"message_id": "'{MESSAGE_ID}'","emoji":"\uD83D\uDC4D"}}"' --
origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version v20.0

olo| HolM CHg 2 + ¥t

r
o

« {PHONE_NUMBER}E T ZHo| M35 2 HfEL|C}.

« {MESSAGE_ID}E MA|X|S| T ) AIHXIZ HFELICE Amazon SNS FA|2| HIA|X| ZHX|0f id EHE
ke AHELCt

« {ORIGINATION_PHONE_NUMBER_ID}ZE T3t#H5 9| IDE diEL|Ct.

WhatsApp0il A Amazon S3Z O|C|0{ I} CIREE

%

olc|of IS ZHA45t0{ Amazon S3 HZ! 0| K& 5HE{H get-whatsapp-message-media BEE AtHE
L|C}.

aws socialmessaging get-whatsapp-message-media --media-id {MEDIA_ID} --
origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --destination-s3-file
bucketName={BUCKET} ,key=inbound_

{

"mimeType": "image/jpeg",
"fileSize": 78144

flo| BHUAM CHES s ELICH

« {BUCKET}& Amazon S3 HHZ!2| 0|§2 2 H}EL|LC}.

« {MEDIA_ID}E £=IEI O|HIEQ| id EE Zto 2 HELICH £Al O|C|o{ OHIES| of &= MME & =X
stM0[C|o HIAIX| =412 2|8t WhatsApp JSON 0i[A.

« {ORIGINATION_PHONE_NUMBER_ID}E& T3tfHZ O IDE HtE LICEH

Amazon S3 HZ!0i|AM O|C|o{E AM5te4H .t

mlo
0%
o
mjo
>
ol
o
r
o

aws s3 cp s3://{BUCKET}/inbound_{MEDIA_ID}.jpeg

ol FBHo M CrEE s LCH
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https://docs.aws.amazon.com/cli/latest/reference/socialmessaging/get-whatsapp-message-media.html

AWS 2|5 AEX HAIE &4 AEXt7tol=

« {BUCKET}& Amazon S3 HHZ!2| O|E 2 2 H}EL|CH
« {MEDIA_ID}E O|™ EtH oM EtEHEl MEDIA_IDE HFELICEH

7| =4l &l SEHoZE HAIX|o| 8H 3= o

O| ofloil M= 1242l Diego7t "etdst M ElE HIAIXRIE B, o{2{E 2 20iH e47| S+t
flol2 o|ZE[2o= SHEELICH

2
In

A =

Diego7t HIAIX|E EXiCtE 222 grop{™ O|HIE CHA Amazon SNS M E M™HstD FX| =
RIEE F53lofF &Lct.

H

SrCt
o -
1. Diegol| HIA|X|7} &= {IE|H O|HIET} FH|of A= ZQIE O HAIELICH OS2 FAMTtE AASHE

Li& ol =z lLct.

(® Note
Diego= CHEIE AR FHIOE 2 H|ELIA AR CHStO| T &0l ZREE|X| ef&Lct
O| (| MlwhatsAppWebhookEntry2|= JSON E7|Ho 2 FE AIELICt & JSON
stingwhatsAppWebhookEntry0Al JSONS 2 #Et5tE ofA|lE MME ZH=SHHMH Al
x| =412 2|8 WhatsApp JSON OfA]|.

"context": {
"MetaWabaIds": [
{
"wabaId": "1234567890abcde",
"arn": "arn:aws:social-messaging:us-east-1:123456789012:waba/
fb2594b8a7974770b128a409e2example"
}
1,
"MetaPhoneNumberIds": [
{
"metaPhoneNumberId": "abcdel234567890",
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AR 7H0|E

AWS £|E ALERF HIAIE AN
"arn": "arn:aws:social-messaging:us-east-1:123456789012:phone-number-
id/976c72a700aac43eaf573ae@50example”
}
]
3,
"whatsAppWebhookEntry": "{\"...JSON STRING....",

"aws_account_id": "123456789012",
"message_timestamp": "2025-01-08T23:30:43.2712793917"
}
//Decoding the contents of whatsAppWebhookEntry
{
"id": "365731266123456",
"changes": [
{
"value": {
"messaging_product": "whatsapp",
"metadata": {
"display_phone_number": "12065550100",
"phone_number_id": "321010217712345"
I
"contacts": [
{
"profile": {
"name": "Diego"
},
"wa_id": "12065550102"
}
1,
"messages": [
{
"from": "14255550150",
"id":

"wamid.HBgLMTQyNTY50DgzMDIVAgASGCBDNzBDRjM5MDU20DEWMDkwREY40DBDRDEORjVGRkexample",

"timestamp": "1723506035",
"text": {
"body": "Hi"
},
"type": "text"

]
+

"field": "messages"
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AWS 2|5 AEX HAIE &4

}

2. HAIX|E &2 DiegoE EAlottd{H SEE = HYELICtread. Clo = C|HIO|A S| HIA|X] &
off m2kM A3 EA| 2717 EAIELICH

(® Note
AWS CLI HH 28 AL E = baseb4 21Z S x|HsHof ELICH. AWS CLI Ol= et
O/&{ &7t --cli-binary-format raw-in-base64-out == AWS CLI ™ 74 mf
U HEE Soll =Y = ASLICH XpAMEH LI 2 HT 28 TBHE QHH 0|4 A Y

o= S 2o
Mcli_binary_formato| MMEZ FHESIMH L. AWS

aws socialmessaging send-whatsapp-message --message

'"{"messaging_product":"whatsapp", "message_id":"'{MESSAGE_ID}'","status":"read"}'

--origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version
v20.0

el BHo M CrEE s> L

« {ORIGINATION_PHONE_NUMBER_ID}E DiegoZ} HIA|X|E0i EH MSIHS IDE HE L

—_. = =

Ctphone-number-id-976c72a700aac43eaf573ae050example.

« {MESSAGE_ID}E H|A|X|S| T AHXIZ HIELICH £AE HAIX|C] id EE 2t SLeL|

=
Clwamid.HBgLMTQyNTY50DgzMDIVAgASGCBDNzBDRjM5MDU20DEWMDkwREY40DBDRDE®R jVGRke:
3. ClozoiA £m B8 Edl = A&LICH

aws socialmessaging send-whatsapp-message --message
'{"messaging_product":"whatsapp", "recipient_type":"individual","to":"'{PHONE_NUMBER}'", "ty

"reaction","reaction": {"message_id": "'{MESSAGE_ID}'","emoji":"\uD83D\uDC4B"}}"'
--origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version
v20.0

elo] BHOIM CHEE T LICH

« {PHONE_NUMBER}& Diegol| M&lt& 2 HHELICH14255550150.

o {MESSAGE_ID}E HIAIX|S| T AMHEXIZE HELICH =AE HAIX[C] id EE Zf1t S e

=— H

Ctwamid.HBgLMTQyNTY50DgzMDIVAgASGCBDNzBDRjM5MDU20DEWMDkwREY40DBDRDE®@RjVGRke:
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https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html#cli-configure-files-settings

AR 7H0|E

AWS z|E AR HIAIE &4
« {ORIGINATION_PHONE_NUMBER_ID}ZE Diego’} MAIX|E EH FSIHS IDZ HIE L

Ctphone-number-id-976c72a700aac43eaf573ae@50example.
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https://developers.facebook.com/docs/whatsapp/cloud-api/reference/messages#message-object
https://developers.facebook.com/docs/whatsapp/cloud-api/reference/messages#message-object
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AWS %|F AR HIA|E AA0] CHE WhatsApp ZA & AFE BT Moll= F 71X 80| J&LICH
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® Note

2025'4 728 1245 E{ AWS End User Messaging Social2 MIEFS| 817 AL o]l k2t WhatsApp
HAIX|od CHEt CHE CHAl HIAIRIE @32 FatgLich &, [0k ConversationFee M|Ef

Q= MetaTemplateMessageFee CHAIZ}F AWS T EILICIMessageFee. 0|28t 8473 ALE
2 20257 8&of| 2h2 20250 78 R MEE &HE EFMof| ZEELICH HAIXIE 2F0[ 2

o2 ] A L AR B0 Ao ciEt XEM[EF LHE 2 MM E B X 5HM| 2the section called “HI Al
NE ez £1p.

AWS End User Messaging &4 AHE2 FAS 2 5700 LWEJ Z&EAME & Mg
CtRegion code-MessagingType-ISO-FeeDescription-FeeType. Zt WhatsApp CHEloi| CH3H
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HEZ2! HAIX|IE & 35t0d CHSHE AIZHSHH WhatsApp StLtConversationFee2t AWS & 5tLES| 2
=0| 7 ELICIMessageFee. 22 SYUSt TZHoZRE| ELHHL 8= ZF HIAIXI7FAWS & 2 &
TE[= 24 A|2F F 0| FEILICIMessageFee.

WhatsApp |:H§+ 78 Y 2 HMF HE = WhatsApp HIZLIA E34E JHE R LA o] CH3E 7[EF 2
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= AWS & Xx|HEL
CtMessageFee .
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, Service, Utility,
Standard
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« Service- 1 Eo|E &
st ol A2 ElLCt.
AEXF AlZ Conversat
ionFee HF
« Service-1Z E29o|E 4
st ol AFZELICt.
MessageFee HF
« Standard - & = 4
E HAIRE 22 L|Ct
HZ 2 HA|X|E 45104 CHEFE A|ZHSHE StLtConversationFee®t StLES|of CHEF R 20| HFE
LICtMessageFee. 22{M S nZoiH Ei= 2 RIE2! HAIX[7t 7HE 2 HF &= 24 A|7H & 0|
UZlL|CIMessageFee. 24A|7H St RIES] HAIX|= L3d0|o{of EL|Ct. 2= K| etomd A CH
St7F Al2HEILICE
o€ E0{ nZof|A oAIE "’HIES HAIXIE L ConversationFee 2/0f CHEt 20| T

ElL|CtMessageFee.

Marketing Template Message 1: APS1-WhatsApp-CA-ConversationFee-Marketing
Marketing Template Message 1: APS1-WhatsApp-CA-MessageFee-Standard
Marketing Template Message 2: APS1-WhatsApp-CA-MessageFee-Standard

ZHo| HIAIXIE 2L SESHH M Service T3t & HIA|IX|E of= O CHEt 2

Service Message 1: APS1-WhatsApp-CA-ConversationFee-Service

Service Message 1: APS1-WhatsApp-CA-MessageFee-Standard
Service Message 2: APS1-WhatsApp-CA-MessageFee-Standard

= 0| HFELICH.

CHeteE &7
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AWS 2|5 AEX HAIE &4 AEXt7tol=

Service Message 3: APS1-WhatsApp-CA-MessageFee-Standard

Authentication-International FeeTypeO| M Z|= A|7|

Authentication-International FeeTypeO| U= 7t ST F2 AWS 2T ALK HAIE F2
WhatsAppE & ZESHAIL.

=7} 83%F ZE0] Authentication-International FeeTypeO| Q= WhatsApp AH&X}2t
Authentication CHEHE @M CHE 22 42 Y Z 72| Authentication-International
Q0| EFE Lt

1. LIAE Authentication-International 20| ME&|= 271oi CHst 27t S8 I =7}
WhatsApp AFE X7} Q= 2 E WhatsApp HIZLIA HEHo|AM 30 S0 750K 74 0|4k o] CHEt
FEFLICEH REMIEE LHE 2 WhatsApp Business Platform 702 &} OtLHA{ Q| At74 BHE & = 5tAl

> |

A

FO M 30 T

/A Important

MetaZ} H|ZL|AO| XZ45ICt THEHSIEH SHE = 7HQF 0|5 30 7|2+ AIEF AlZto] = & &
oMY &2l B2 A|EAuthentication-InternationalgfL|C}.

2. HIZL|&7F CHE =710]l Z7|8hE 51 Q&LICH HIZL|A || 22|l CHEE RHAMIEE L2
WhatsApp HIZL|A Z3HE I AF QFLHA L] 7|2 HIZLIA 2[XE HZshML.
Q

2
=
3. ol F7te| AlE AlZ G U EE& O|=0f CHEt7F ERE&LICH

oA 1: OHAIE RES HIAIXK] TE

ol A oHAIE "HEZS! HIAIXIE ElE B2 WhatsApp StLtConversationFee®t AWS
20| @ ELICIMessageFee.

Marketing Template Message 1: APS1-WhatsApp-CA-ConversationFee-Marketing
Marketing Template Message 1: APS1-WhatsApp-CA-MessageFee-Standard

oAl 2: MH|A CHal Q7|

MH[A CHE =2 = 7(40| HIZLAM|AM AlZFEF 2 24 A7 CHSE 712HS Bd0{Lt= AFERFL| 2t
2C HA|X|o] 8 ] M=lL|CH o] AlL2|0| M= CIHFRE ConversationFee 2! O} H}E
= H|A|X|OCH WhatsApp stLEQE7F AWS MessageFee BT ELICH
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AWS 2T AHERF HIAIE &4

Service Message 1:
Service Message 1:
Service Message 2:
Service Message 3:

APS1-WhatsApp-CA-ConversationFee-Service
APS1-WhatsApp-CA-MessageFee-Standard
APS1-WhatsApp-CA-MessageFee-Standard
APS1-WhatsApp-CA-MessageFee-Standard

AWS Z|Z AFEAF HIAIE &AM ZA| 1ISO ZE 2 WhatsApp CHSH 2= O1E

A== =7t
2xt2[1S0 =7t 2=
AF

AX

AL

DZ
AS
AD
AO
Al

AQ
AG
AR

AM

AW

AC

=7} ol&
Afghanistan
Aland Islands

Albania

Algeria

American Samoa
Andorra

Angola

Anguilla

Antarctica

Antigua and Barbuda
Argentina

Armenia

Aruba

Ascension Island

WhatsApp CHst Z2A| 2|
Rest of Asia Pacific
Other

Rest of Central & Eastern
Europe

Rest of Africa
Other

Other

Rest of Africa
Other

Other

Other
Argentina

Rest of Central & Eastern
Europe

Other

Other

ZM1s0 2=

64



AWS 2T AHERF HIAIE &4

2XI2| 1ISO 27} 2 E
AU
AT

AZ

BS
BH
BD
BB

BY

BE
BZ
BJ
BM
BT
BO
BQ
BA
BW
BV

BR

=7t O|l&
Australia
Austria

Azerbaijan

Bahamas
Bahrain
Bangladesh
Barbados

Belarus

Belgium

Belize

Benin

Bermuda

Bhutan

Bolivia

Bonaire

Bosnia and Herzegovina
Botswana

Bouvet Island

Brazil

WhatsApp CHSH ZA| 2|1
Rest of Asia Pacific
Rest of Western Europe

Rest of Central & Eastern
Europe

Other
Rest of Middle East
Rest of Asia Pacific
Other

Rest of Central & Eastern
Europe

Rest of Western Europe
Other

Rest of Africa

Other

Other

Rest of Latin America
Other

Other

Rest of Africa

Other

Brazil

ZM1s0 2=
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2Xt2[1SO =7t 2 E
10
VG
BN

BG

BF
Bl

KH
CM
CA
CcVv
KY
CF
TD
CL
CN
CX
CC
CcO
KM

CK

=7t Ol&

British Indian Ocean Territory
British Virgin Islands

Brunei Darussalam

Bulgaria

BurkinaFaso

Burundi

Cambodia

Cameroon

Canada

Cape Verde

Cayman Islands
Central African Republic
Chad

Chile

China

Christmas Island
Cocos(Keeling) Islands
Colombia

Comoros

Cook Islands

WhatsApp CHsH ZA| 2™
Other
Other
Other

Rest of Central & Eastern
Europe

Rest of Africa

Rest of Africa

Rest of Asia Pacific
Rest of Africa

North America
Other

Other

Other

Rest of Africa

Chile

Rest of Asia Pacific
Other

Other

Colombia

Other

Other

ZM1s0 2=
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2XI2| 1ISO 27} 2 E
CR
Cl

HR

Cw
CY

Cz

CD

DK
DJ

DM
DO
EC
EG
SV
GQ
ER
EE

ET

SZ

=7t O|l&
Costa Rica
Cote d'lvoire

Croatia

Curacao
Cyprus

Czech Republic

Democratic Republic of the
Congo

Denmark

Djibouti

Dominica
Dominican Republic
Ecuador

Egypt

El Salvador
Equatorial Guinea
Eritrea

Estonia

Ethiopia

Eswatini

WhatsApp CHSH ZA| 2|1
Rest of Latin America
Rest of Africa

Rest of Central & Eastern
Europe

Other
Other

Rest of Central & Eastern
Europe

Rest of Africa

Rest of Western Europe
Other

Other

Rest of Latin America
Rest of Latin America
Egypt

Rest of Latin America
Other

Rest of Africa

Other

Rest of Africa

Rest of Africa

ZM1s0 2=
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2Xt2[1SO =7t 2 E
FK
FO
FJ
Fl
FR
GF
PF
TF
GA
GM

GE

DE
GH
Gl

GR

GL
GD
GP

GU

=7t Ol&
Falkland Islands
Faroe Islands

Fiji

Finland

France

French Guiana
French Polynesia
French Southern Territories
Gabon

Gambia

Georgia

Germany
Ghana
Gibraltar

Greece

Greenland
Grenada
Guadeloupe

Guam

WhatsApp CHSH ZA| 2|1
Other

Other

Other

Rest of Western Europe
France

Other

Other

Other

Rest of Africa

Rest of Africa

Rest of Central & Eastern
Europe

Germany
Rest of Africa
Other

Rest of Central & Eastern
Europe

Other
Other
Other

Other

ZM1s0 2=
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2Xt2[1SO =7t 2 E
GT
GG
GN
GW
GY
HT
HM
HN
HK

HU

JM

JP

=7t Ol&

Guatemala

Guernsey

Guinea

Guinea-Bissau

Guyana

Haiti

Heard and McDonald Islands
Honduras

Hong Kong

Hungary

Iceland
India
Indonesia
Iraq
Ireland

Isle of Man
Israel

Italy
Jamaica

Japan

WhatsApp CHSH ZA| 2|1
Rest of Latin America
Other

Other

Rest of Africa

Other

Rest of Latin America
Other

Rest of Latin America
Rest of Asia Pacific

Rest of Central & Eastern
Europe

Other

India

Indonesia

Rest of Middle East
Rest of Western Europe
Other

Israel

Italy

Rest of Latin America

Rest of Asia Pacific

ZM1s0 2=
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2Xt2[1SO =7t 2 E
JE

JO

KZ

KE

KI

XK

KW

KG

LA

LV

LB
LS
LR
LY
LI

LT

LU
MO

MK

=7t Ol&
Jersey
Jordan
Kazakhstan
Kenya
Kiribati
Kosovo
Kuwait
Kyrgyzstan
Lao PDR

Latvia

Lebanon
Lesotho
Liberia

Libya
Liechtenstein

Lithuania

Luxembourg
Macao

Macedonia

WhatsApp CHSH ZA| 2|1
Other

Rest of Middle East
Other

Rest of Africa

Other

Other

Rest of Middle East
Other

Rest of Asia Pacific

Rest of Central & Eastern
Europe

Rest of Middle East
Rest of Africa

Rest of Africa

Rest of Africa
Other

Rest of Central & Eastern
Europe

Other
Other

Rest of Central & Eastern
Europe

ZM1s0 2=
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2Xt2[1SO =7t 2 E
MG
MW
MY
MV
ML
MT
MH
MQ
MR
MU
YT
MX
FM

MD

MC
MN
ME
MS
MA

MZ

=7t Ol&
Madagascar
Malawi
Malaysia
Maldives
Mali

Malta
Marshall Islands
Martinique
Mauritania
Mauritius
Mayotte
Mexico
Micronesia

Moldova

Monaco
Mongolia
Montenegro
Montserrat
Morocco

Mozambique

WhatsApp CHsH ZA| 2™
Rest of Africa
Rest of Africa
Malaysia
Other

Rest of Africa
Other

Other

Other

Rest of Africa
Other

Other
Mexico
Other

Rest of Central & Eastern
Europe

Other

Rest of Asia Pacific
Other

Other

Rest of Africa

Rest of Africa

ZM1s0 2=
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2Xt2[1SO =7t 2 E
MM
NA
NR
NP
NL
NC
NZ
NI
NE
NG
NU
NF
MP
NO
oM
PK
PW
PS
PA

PG

=7t Ol&

Myanmar

Namibia

Nauru

Nepal

Netherlands

New Caledonia
New Zealand
Nicaragua

Niger

Nigeria

Niue

Norfolk Island
Northern Mariana Islands
Norway

Oman

Pakistan

Palau

Palestinian Territory
Panama

Papua New Guinea

WhatsApp CHSH ZA| 2|1
Other

Rest of Africa

Other

Rest of Asia Pacific
Netherlands

Other

Rest of Asia Pacific
Rest of Latin America
Rest of Africa

Nigeria

Other

Other

Other

Rest of Western Europe
Rest of Middle East
Pakistan

Other

Other

Rest of Latin America

Rest of Asia Pacific
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2Xt2[1SO =7t 2 E
PY
PE
PH
PN

PL

PT
PR
QA
CG
RE

RO

RU
RW
SH
KN
LC
PM
VC

BL

=7t Ol&
Paraguay
Peru
Philippines
Pitcairn

Poland

Portugal

Puerto Rico

Qatar

Republic of Congo
Reunion

Romania

Russian Federation

Rwanda

Saint Helena

Saint Kitts and Nevis

Saint Lucia

Saint Pierre and Miquelon
Saint Vincent and Grenadines

Saint-Barthelemy

WhatsApp CHSH ZA| 2|1
Rest of Latin America
Peru

Rest of Asia Pacific
Other

Rest of Central & Eastern
Europe

Rest of Western Europe
Rest of Latin America
Rest of Middle East
Other

Other

Rest of Central & Eastern
Europe

Russia

Rest of Africa
Other

Other

Other

Other

Other

Other
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2Xt2[1SO =7t 2 E
MF
WS
SM
ST
SA
SN

RS

SC
SL
SG
SX

SK

Sl

SB
SO
ZA

GS

KR

=7t Ol&

Saint-Martin

Samoa

San Marino

Sao Tome and Principe
Saudi Arabia

Senegal

Serbia

Seychelles
Sierra Leone
Singapore
Sint Maarten

Slovakia

Slovenia

Solomon Islands
Somalia
South Africa

South Georgia and the South
Sandwich Islands

South Korea

WhatsApp CHsH ZA| 2™
Other

Other

Other

Other

Saudi Arabia

Rest of Africa

Rest of Central & Eastern
Europe

Other

Rest of Africa

Rest of Asia Pacific
Other

Rest of Central & Eastern
Europe

Rest of Central & Eastern
Europe

Other
Rest of Africa
South Africa

Other

Other

ZM1s0 2=
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2Xt2[1SO =7t 2 E
SS
ES
LK
SR

SJ

SE
CH
TW
TJ
TZ
TH
TL
TG
TK
TO
1T
TA
TN
TR

™

=7t Ol&
South Sudan
Spain

Sri Lanka
Suriname

Svalbard and Jan Mayen
Islands

Sweden
Switzerland
Taiwan
Tajikistan
Tanzania
Thailand
Timor-Leste
Togo

Tokelau

Tonga

Trinidad and Tobago
Tristan da Cunha
Tunisia

Turkey

Turkmenistan

WhatsApp CHSH ZA| 2|1
Rest of Africa

Spain

Rest of Asia Pacific
Other

Other

Rest of Western Europe
Rest of Western Europe
Rest of Asia Pacific
Rest of Asia Pacific
Rest of Africa

Rest of Asia Pacific
Other

Rest of Africa

Other

Other

Other

Other

Rest of Africa

Turkey

Rest of Asia Pacific
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2Xt2[1SO =7t 2 E
TC
TV
UG

UA

AE
GB
us
Uy
UM
uz
VU
VA
VE
VN
VI

WF
EH
YE
ZM

Z\W

=7t Ol&

Turks and Caicos Islands
Tuvalu

Uganda

Ukraine

United Arab Emirates
United Kingdom

United States

Uruguay

US Minor Outlying Islands
Uzbekistan

Vanuatu

Vatican City State
Venezuela

Vietnam

Virgin Islands

Wallis and Futuna Islands
Western Sahara

Yemen

Zambia

Zimbabwe

WhatsApp CHsH ZA| 2™
Other

Other

Rest of Africa

Rest of Central & Eastern
Europe

United Arab Emirates
United Kingdom
North America

Rest of Latin America
Other

Rest of Asia Pacific
Other

Other

Rest of Latin America
Rest of Asia Pacific
Other

Other

Other

Rest of Middle East
Rest of Africa

Other

ZM1s0 2=
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« Standard - M& =
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ME HAXIE
Ct.

HZ2 HAIXIE 2™ 3tLtMetaTemplateMessageFee®t 5tLt2|of CHEH @ Z 0| HTEL
CiMessageFee. A7 HAI0| X HAIXIE ELHHL QIHI2E HAIX|E ZoHo| CiE 20| T+
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=27 &3t 3 =0 Authentication-International FeeTypeO| /= WhatsApp AFE X}
ol Al Authentication MHIAIX|E ELHHE CtS0F 242 A< Y 3 7+2| Authentication-
International 20| HFELICE.

1. 7|0 M= Authentication-International 20| ME&|= 27tof| Cist 27} E5 I =7}
A= WhatsApp AF& X7 = 2 E WhatsApp HIZL|A HZHolM 30 S 750K 71 O 40| HIA|
X|E GLIct. KtMIEH LHE 2 WhatsApp HIZELIA EHE JHL R} QHLHA{C| At ZHE FHESHAML.

/A Important
MetaZ| HIZL|A0| MASICt T EEFSHH SE =712 0|8 30 7|7 A|=F AlZto| =& E

| S

OlHY &l ELigdT A|=Authentication-International&L|Ct.

2. HIZL|A7F CHE S710f| Z7|8HE 51 &LICH HIZL|A 2] f'-FE|01| CHEE REAIEH LIE 2
WhatsApp HIZL|A Z3HE I R}F QFLHA L] 7|2 HIELIA 2IXE HZEsHML.

3. HIAIXIE siiE =712 30 7[zZtel A% Al E Y == o|Fofl MESE}&LICH

A

oA 1: Or7AE EEZ HIAIX|

Ot

0o € S0f oA OtAIE HER HAIXIE ELHE B2 WhatsApp MetaTemplateMessageFee 1
7Het AWS F 1710l CiEt R Z 0] @FE LICIMessageFee.

Marketing Template Message 1: APS1-WhatsApp-CA-MetaTemplateMessageFee-Marketing_Regular
Marketing Template Message 1: APS1-WhatsApp-CA-MessageFee-Standard

ol X 2: MH|A CH3l ¥ 7|

MH[A CH3t= 7(40| AFSRE AIZF HIAIXRIE =218 = 24 A|Zt O|L{ol| AF&XES| RIHFR2 E HIAIX|o &
e YEELICH o] AlLt2[oiMHE ZF QlH2E X ot R HE2 E H|A|X|0f MessageFee CHEH StLE
O| MetaTemplateMessageFee-Service_Regular =17t AWS HFEILICE 0 & S04 AFE A}

7t HIAIX| StLEE AlZFStD, HIZLIATE 8ESHT, AFEXIJt CHA| 8E 8 B2 Al HIAIX|of CHEF 2F

2 Chga Z&Lct

User Initiated Message 1: APS1-WhatsApp-CA-MessageFee-StandardService

Business Initiated Message 2: APS1-WhatsApp-CA-MetaTemplateMessageFee-Service_Regular
Business Initiated Message 2: APS1-WhatsApp-CA-MessageFee-StandardService

User Initiated Message 3: APS1-WhatsApp-CA-MessageFee-StandardService
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AWS 2T AHERF HIAIE &4

AWS End User Messaging 2~ 24| 1ISO Z £ &
MetaTemplateMessageFee O &

x|Els 271

2XEl1SO =71 A= =7t Ool&

AF Afghanistan

AX Aland Islands

AL Albania

DZ Algeria

AS American Samoa
AD Andorra

AO Angola

Al Anguilla

AQ Antarctica

AG Antigua and Barbuda
AR Argentina

AM Armenia

AW Aruba

AC Ascension Island
AU Australia

AT Austria

WhatsApp CHSH ZA| 2|1
Rest of Asia Pacific
Other

Rest of Central & Eastern
Europe

Rest of Africa
Other

Other

Rest of Africa
Other

Other

Other
Argentina

Rest of Central & Eastern
Europe

Other
Other
Rest of Asia Pacific

Rest of Western Europe

ZM1s0 2=
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2XI2| 1ISO 27} 2 E

AZ

BS
BH
BD
BB

BY

BE
BZ
BJ
BM
BT
BO
BQ
BA
BW
BV

BR

VG

=7t 0l&

Azerbaijan

Bahamas
Bahrain
Bangladesh
Barbados

Belarus

Belgium

Belize

Benin

Bermuda

Bhutan

Bolivia

Bonaire

Bosnia and Herzegovina
Botswana

Bouvet Island

Brazil

British Indian Ocean Territory

British Virgin Islands

WhatsApp CHSH ZA| 2|1

Rest of Central & Eastern
Europe

Other
Rest of Middle East
Rest of Asia Pacific
Other

Rest of Central & Eastern
Europe

Rest of Western Europe
Other

Rest of Africa

Other

Other

Rest of Latin America
Other

Other

Rest of Africa

Other

Brazil

Other

Other

ZM1s0 2=
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2XI2| 1ISO 27} 2 E
BN

BG

BF
Bl

KH
CM
CA
CcVv
KY
CF
TD
CL
CN
CX
CC
CO
KM
CK
CR

Cl

=7t O|l&
Brunei Darussalam

Bulgaria

BurkinaFaso

Burundi

Cambodia

Cameroon

Canada

Cape Verde

Cayman Islands
Central African Republic
Chad

Chile

China

Christmas Island
Cocos(Keeling) Islands
Colombia

Comoros

Cook Islands

Costa Rica

Cote d'lvoire

WhatsApp CHSH ZA| 2|1
Other

Rest of Central & Eastern
Europe

Rest of Africa

Rest of Africa

Rest of Asia Pacific
Rest of Africa

North America
Other

Other

Other

Rest of Africa

Chile

Rest of Asia Pacific
Other

Other

Colombia

Other

Other

Rest of Latin America

Rest of Africa
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2XI2| 1ISO 27} 2 E

HR

cw
CcY

Cz

CD

DK
DJ

DM
DO
EC
EG
SV
GQ
ER
EE
ET
SZ
FK

FO

=7t 0l&

Croatia

Curacao
Cyprus

Czech Republic

Democratic Republic of the

Congo

Denmark

Djibouti

Dominica
Dominican Republic
Ecuador

Egypt

El Salvador
Equatorial Guinea
Eritrea

Estonia

Ethiopia

Eswatini

Falkland Islands

Faroe Islands

WhatsApp CHSH ZA| 2|1

Rest of Central & Eastern

Europe
Other

Other

Rest of Central & Eastern

Europe

Rest of Africa

Rest of Western Europe

Other

Other

Rest of Latin America
Rest of Latin America
Egypt

Rest of Latin America
Other

Rest of Africa

Other

Rest of Africa

Rest of Africa

Other

Other

ZM1s0 2=
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2XI2| 1ISO 27} 2 E

FJ

Fl

FR

GF

PF

TF

GA

GM

GE

DE

GH

Gl

GR

GL

GD

GP

GU

GT

GG

=7t Ol&

Fiji

Finland

France

French Guiana

French Polynesia

French Southern Territories
Gabon

Gambia

Georgia

Germany
Ghana
Gibraltar

Greece

Greenland
Grenada
Guadeloupe
Guam
Guatemala

Guernsey

WhatsApp CHSH ZA| 2|1
Other

Rest of Western Europe
France

Other

Other

Other

Rest of Africa

Rest of Africa

Rest of Central & Eastern
Europe

Germany
Rest of Africa
Other

Rest of Central & Eastern
Europe

Other
Other
Other
Other
Rest of Latin America

Other
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GN
GW
GY
HT
HM
HN
HK

HU

JM
JP
JE

JO

=7t Ol&

Guinea

Guinea-Bissau

Guyana

Haiti

Heard and McDonald Islands
Honduras

Hong Kong

Hungary

Iceland
India
Indonesia
Iraq
Ireland
Isle of Man
Israel
Italy
Jamaica
Japan
Jersey

Jordan

WhatsApp CHSH ZA| 2|1
Other

Rest of Africa

Other

Rest of Latin America
Other

Rest of Latin America
Rest of Asia Pacific

Rest of Central & Eastern
Europe

Other

India

Indonesia

Rest of Middle East
Rest of Western Europe
Other

Israel

Italy

Rest of Latin America
Rest of Asia Pacific
Other

Rest of Middle East
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KE

KI

XK

KW

KG

LA

LV

LB
LS
LR
LY
LI

LT

LU
MO

MK

MG

MW

=7t Ol&
Kazakhstan
Kenya
Kiribati
Kosovo
Kuwait
Kyrgyzstan
Lao PDR

Latvia

Lebanon
Lesotho
Liberia

Libya
Liechtenstein

Lithuania

Luxembourg
Macao

Macedonia

Madagascar

Malawi
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Other

Rest of Africa

Other

Other

Rest of Middle East
Other

Rest of Asia Pacific

Rest of Central & Eastern
Europe

Rest of Middle East
Rest of Africa

Rest of Africa

Rest of Africa
Other

Rest of Central & Eastern
Europe

Other
Other

Rest of Central & Eastern
Europe

Rest of Africa

Rest of Africa
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MY

MV

ML

MT

MH

MQ

MR

MU

YT

MX

FM

MD

MC

MN

ME

MS

MA

MZ

MM

NA

=7t Ol&
Malaysia
Maldives
Mali

Malta

Marshall Islands

Martinique
Mauritania
Mauritius
Mayotte
Mexico
Micronesia

Moldova

Monaco

Mongolia

Montenegro

Montserrat

Morocco

Mozambique

Myanmar

Namibia

WhatsApp CHsH ZA| 2™
Malaysia
Other

Rest of Africa
Other

Other

Other

Rest of Africa
Other

Other
Mexico
Other

Rest of Central & Eastern
Europe

Other

Rest of Asia Pacific
Other

Other

Rest of Africa

Rest of Africa
Other

Rest of Africa
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NR
NP
NL
NC
NZ
NI
NE
NG
NU
NF
MP
NO
oM
PK
PW
PS
PA
PG
PY

PE
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Nauru

Nepal

Netherlands

New Caledonia
New Zealand
Nicaragua

Niger

Nigeria

Niue

Norfolk Island
Northern Mariana Islands
Norway

Oman

Pakistan

Palau

Palestinian Territory
Panama

Papua New Guinea
Paraguay

Peru

WhatsApp CHSH ZA| 2|1
Other

Rest of Asia Pacific
Netherlands

Other

Rest of Asia Pacific
Rest of Latin America
Rest of Africa

Nigeria

Other

Other

Other

Rest of Western Europe
Rest of Middle East
Pakistan

Other

Other

Rest of Latin America
Rest of Asia Pacific
Rest of Latin America

Peru
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PH
PN

PL

PT
PR
QA
CG
RE

RO

RU
RW
SH
KN
LC
PM
VC
BL
MF

WS

=7} Ol&
Philippines
Pitcairn

Poland

Portugal

Puerto Rico

Qatar

Republic of Congo
Reunion

Romania

Russian Federation

Rwanda

Saint Helena

Saint Kitts and Nevis

Saint Lucia

Saint Pierre and Miquelon
Saint Vincent and Grenadines
Saint-Barthelemy
Saint-Martin

Samoa

WhatsApp CHSH ZA| 2|1
Rest of Asia Pacific
Other

Rest of Central & Eastern
Europe

Rest of Western Europe
Rest of Latin America
Rest of Middle East
Other

Other

Rest of Central & Eastern
Europe

Russia

Rest of Africa
Other

Other

Other

Other

Other

Other

Other

Other
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SM
ST
SA
SN

RS

SC
SL
SG
SX

SK

SI

SB
SO
ZA

GS

KR
SS

ES

=7t Ol&

San Marino

Sao Tome and Principe
Saudi Arabia

Senegal

Serbia

Seychelles
Sierra Leone
Singapore
Sint Maarten

Slovakia

Slovenia

Solomon Islands
Somalia
South Africa

South Georgia and the South
Sandwich Islands

South Korea
South Sudan

Spain

WhatsApp CHsH ZA| 2™
Other

Other

Saudi Arabia

Rest of Africa

Rest of Central & Eastern
Europe

Other

Rest of Africa

Rest of Asia Pacific
Other

Rest of Central & Eastern
Europe

Rest of Central & Eastern
Europe

Other
Rest of Africa
South Africa

Other

Other
Rest of Africa

Spain
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LK
SR

SJ

SE
CH
TW
TJ
TZ
TH
TL
TG
TK
TO
1T
TA
TN
TR
™
TC

TV

=7t O|l&
Sri Lanka
Suriname

Svalbard and Jan Mayen
Islands

Sweden

Switzerland

Taiwan

Tajikistan

Tanzania

Thailand
Timor-Leste

Togo

Tokelau

Tonga

Trinidad and Tobago
Tristan da Cunha
Tunisia

Turkey
Turkmenistan

Turks and Caicos Islands

Tuvalu

WhatsApp CHSH ZA| 2|1
Rest of Asia Pacific
Other

Other

Rest of Western Europe
Rest of Western Europe
Rest of Asia Pacific
Rest of Asia Pacific
Rest of Africa

Rest of Asia Pacific
Other

Rest of Africa

Other

Other

Other

Other

Rest of Africa

Turkey

Rest of Asia Pacific
Other

Other

ZM1s0 2=

93



AWS 2T AHERF HIAIE &4

2XI2| 1ISO 27} 2 E
UG

UA

AE
GB
us
uy
UM
uz
VU
VA
VE
VN
VI
WF
EH
YE
ZM

ZW

=7t Ol&
Uganda

Ukraine

United Arab Emirates
United Kingdom

United States

Uruguay

US Minor Outlying Islands
Uzbekistan

Vanuatu

Vatican City State
Venezuela

Vietnam

Virgin Islands

Wallis and Futuna Islands
Western Sahara

Yemen

Zambia

Zimbabwe

WhatsApp CHSH ZA| 2|1
Rest of Africa

Rest of Central & Eastern
Europe

United Arab Emirates
United Kingdom
North America

Rest of Latin America
Other

Rest of Asia Pacific
Other

Other

Rest of Latin America
Rest of Asia Pacific
Other

Other

Other

Rest of Middle East
Rest of Africa

Other
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-manage-costs.html#cloudtrail-lake-manage-costs-pricing-option
https://aws.amazon.com/cloudtrail/pricing/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/cloudtrail/pricing/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events-console
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#creating-data-event-selectors-with-the-AWS-CLI
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https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_DeleteWhatsAppMessageMedia.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_DeleteWhatsAppMessageMedia.html
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https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_PostWhatsAppMessageMedia.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_PostWhatsAppMessageMedia.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_SendWhatsAppMessage.html
https://docs.aws.amazon.com/awscloudtrail/latest/APIReference/API_AdvancedFieldSelector.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-management-events-with-cloudtrail.html#logging-management-events
https://docs.aws.amazon.com/social-messaging/latest/APIReference/
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"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "GR632462JDSBDSHHGS39:session",
"arn": "arn:aws:sts::123456789101:assumed-role/Role_name/Session_name",
"accountId": "123456789101",
"accessKeyId": "12345678901234567890",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "GR632462JDSBDEXAMPLE",
"arn": "arn:aws:sts::123456789101:assumed-role/Role_name/
Session_name",
"accountId": "123456789101",
"userName": "user"
.
"attributes": {
"creationDate": "2024-10-03T17:25:0872",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2024-10-03T17:25:237",
"eventSource": "social-messaging.amazonaws.com",
"eventName": "SendWhatsAppMessage",
"awsRegion": "us-east-1",
"sourceIPAddress": "1.x.x.x",
"userAgent": "agent",
"requestParameters": {
"originationPhoneNumberId": "phone-number-id-

23012345678901234567890123456789",
"metaApiVersion": "v20.0",
"message'": "Hi"

I
"responseElements": {
"messageld": "message_id"
1,
"requestID": "request_id",
"eventID": "event_id",
"readOnly": false,
"resources": [{
"accountId": "123456789101",
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"type": "AWS::SocialMessaging: :PhoneNumberId",
"ARN": "arn:aws:social-messaging:us-east-1:123456789101:phone-number-id/
phone-number-id-aa®12345678901234567890123456789"
11,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "123456789101",

"eventCategory": "Data",
"tlsDetails": {
"clientProvidedHostHeader": "social-messaging.us-east-1.amazonaws.com"
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"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
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.
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"Sid": "NavigateInConsole",
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"Action": [
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"iam:ListUsers"
1,
"Resource": "*"
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"Statement": {
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"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Service": "social-messaging.amazonaws.com"
1,
"Action": "social-messaging:ActionName",
"Resource": [
"arn:aws:social-messaging:::ResourceName/*"

1,
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:social-messaging:*:123456789012:*"
},
"StringEquals": {
"aws:SourceAccount": "123456789012"
}
}
}
}
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{

"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"social-messaging:DeleteWhatsAppMessageMedia",
"social-messaging:PostWhatsAppMessageMedia",
"social-messaging:SendWhatsAppMessage"

QIEZOlE XAHS AHA 135


https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html

AWS 2|5 AEX HAIE &4 AEXt7tol=

"Resource":"*"
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WhatsApp Business Account(WABA) 2™ 2574
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Operation 7182 S EEE(ELY 2 )
SendWhatsAppMessage 1,000
PostWhatsAppMessageMedia 100
GetWhatsAppMessageMedia 100
DeleteWhatsAppMessageMedia 100
DisassociateWhatsAppBusinessAccount 10
ListWhatsAppBusinessAccount 10

TagResource 10

UntagResourceRate 10

ListTagsForResourceRate 10
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