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® Root user

Account owner that performs tasks requiring
unrestricted access. Learn more

"IAM user

User within an account that performs daily tasks
Learn mora

Root user email address

username@example.com
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Sign in to a different account
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Security check

Root user signin o
Email: username@example.com

Password Forgot password?

Sign in to a different account

Create a new AWS account
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https://docs.aws.amazon.com/accounts/latest/reference/connect-ai-coding-tool.html
https://docs.aws.amazon.com/accounts/latest/reference/connect-ai-coding-tool.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/SignInLocalDevelopmentAccess.html
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https://docs.aws.amazon.com/powershell/v5/userguide/creds-idc.html
https://docs.aws.amazon.com/powershell/v5/userguide/creds-idc.html
https://docs.aws.amazon.com/sdkref/latest/guide/access.html
https://docs.aws.amazon.com/sdkref/latest/guide/access.html
https://docs.aws.amazon.com/signin/latest/userguide/sign-in-aws_builder_id.html#regions-aws_builder_id
https://docs.aws.amazon.com/cli/latest/userguide/sso-configure-profile-token.html#sso-configure-profile-prereqs
https://docs.aws.amazon.com/cli/latest/userguide/sso-configure-profile-token.html#sso-configure-profile-token-auto-sso
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-authentication.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-authentication.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-authentication.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-authentication.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
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https://docs.aws.amazon.com/signin/latest/APIReference/API_dataplane-signin_CreateOAuth2PublicClient.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_signin.html
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_signin.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_signin.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_signin.html
https://docs.aws.amazon.com/signin/latest/APIReference/API_dataplane-signin_IntrospectOAuth2TokenWithIAM.html
https://docs.aws.amazon.com/signin/latest/APIReference/API_dataplane-signin_RevokeOAuth2TokenWithIAM.html

AWS 2719 Add a permission2|

- U318 el Fo{ ZEQ 3|8 ME 1F EZE WA|sto Ml 3HS YXRIELICEH

« OAuth APIs. AWS PrivateLink=2 (&) & Z3tM 2.

« DCRO{AM AlZ|E £ /&= 2IC|3M URIs X| & EFLICE.
olg{st 7|s& &5 ZElXt= o|0| AA83tE Zdt SUSHIAM HEt Bof ZEHIE A& 510 OAuth T
Ho{E oelg £+ U&LICH AWS.

AWS 219012 C} 21} ZH2 OAuth YIEZQIEE K| Z&hct.

ol ZO|E A2 AMOd

— — o = O

T8t 204 /vl/authorize CHateE et 204 &2 Al&FELICE

EZ /v1l/token OAuth EZ0f CHEF HEt o 2=, MZ 1 F
EZ = ZP0|ME X1 Z3HE ettt

LHE ZA /vl/introspect OAuth E&0] Cist HIEtH|O|E & BtEtgr Lt

PN /v1l/revoke MZ & EES FAFLICH

X 22I0|ME 88  /vl/register AWS Sign-In0i| £21E OAuth EcI0|01EE &
E&LIct & S50l U= 2IC|=M URIsE 5
S ELIC.

AP gLICthttps://{region}.oauth.signin.aws. 7}

(o] OAuth S20j0| ZlM M=EZQIES
elole ool Bl Ug HESAMR.

el SE2AWS 2O

E
=

—

OAuthE& X|Hst= MH|A&

AWS 2391 OAuthE= OAuth 2158 X|2I5t= AWS AMH|AO| AFRE £~ Q& LICH CF= AWS AMH|A
= #X AWS 210212 &3l OAuthE K| LCt.

« AWS MCP AH{ - OAuth T8t £ 0{E AWS AI&3504 Al 0|0|ME &l JHe A} = E0i AZZELICT
AWS MCP MHEZ(E) HZ3HAM L.

OAuth QIEZQIE 71


https://docs.aws.amazon.com/general/latest/gr/signin-service.html

AWS 2719 Add a permission2|

AWS MCP A0 CiEF OAuth UM A T4

e

AWS MCP AH{= AWS 21912 S35 OAuth 9152 X|EfLICH OAuth HEt 50iZ S5 of 0|FE
= AWS Management Console 20{M O|O| AtE5t Q= [t S AtE FH, HEF & He{HdA
DEHE AWS AL 5toof HMAE = Q&LICH AWS CLL O|0|MEE 4Q15tH of|0|ME 7| AFEXIE
CHAISH0{ AWS MCP MEH{O]| HM|AE = Q&LICH HE F0{= OO|HENH =7 AWS HEHES £04
St x| et &LCt.

o] 7+o||:E AE304 AWS MCP AMB{od| CHEF OAuth HMIAE FAEFLICEH X|HE|= HeH Ho{ 2 E,
Ll |JAM THEF OAuth HMAE Mo{stn BLIERSHE W2 CHELICH

AWS 21021 Al OAuth X|¢dof| CHEH AFAM|SH LHE 2 MME XM 0Auth 2.022 2191,

aws iam attach-role-policy \
--role-name MyRole \
--policy-arn arn:aws:iam::aws:policy/AWSMCPSignInOAuthAccessPolicy

* signin:AuthorizeOAuth2Access

* signin:CreateOAuth2Token

AWS HH R E AEXIE ¢l A2 FIHIAM HEro| Ee 8t x| et &Lch

Ol
ol
HF

AWS MCP Mt 72


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSMCPSignInOAuthAccessPolicy.html
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https://docs.aws.amazon.com/agent-toolkit/latest/userguide/getting-started-aws-mcp-server.html
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aws signin create-oauth2-token-with-iam \
--grant-type client_credentials \
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--region us-east-1
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 AuthorizeOAuth2Access
* CreateOAuth2Token

0of - AuthorizeOAuth2Access O|HIE:

"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLE:testuser",
"arn": "arn:aws:sts::111111111111:assumed-role/Admin/testuser"”,
"accountId": "111111111111",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLE",
"arn": "arn:aws:iam::111111111111:role/Admin",
"accountId": "111111111111",
"userName": "Admin"
.
"attributes": {
"creationDate": "2026-06-09T05:06:39Z",
"mfaAuthenticated": "false"

}
}
.
"eventTime": "2026-06-09T05:09:00Z2",
"eventSource": "signin.amazonaws.com",
"eventName": "AuthorizeOAuth2Access",
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"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.1",
"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) ...",
"requestParameters": {
"resource": "https://aws-mcp.us-west-2.api.aws/mcp",

"redirect_uri": "http://127.0.0.1:60432/0auth/callback",
"code_challenge_method": "S256",
"client_id": "arn:aws:signin:us-west-2::external-client/dcr/
b3f2c8al-9d4e-4f7a-8c6b-2e1f5a3d9b7c"
.
"responseElements": null,
"additionalEventData": {
"success": "true"
.
"requestID": "4fb4ff7b-6yu7-9090-78i9-9c0088a65134",
"eventID": "bb@5b222-31lec-4237-b8e7-8eb26d4fd48b",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111111111111",
"eventCategory": '"Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "us-west-2.oauth.signin.aws

0i - CreateOAuth2Token O|HIE:

"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLE:testuser",
"arn": "arn:aws:sts::111111111111:assumed-role/Admin/testuser"”,
"accountId": "111111111111",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLE",
"arn": "arn:aws:iam::111111111111:role/Admin",
"accountId": "111111111111",
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"userName": "Admin"

.

"attributes": {
"creationDate": "2026-06-09T05:06:39Z",
"mfaAuthenticated": "false"

I
"signInSessionArn": "arn:aws:signin:us-west-2:111111111111:session/
daffo60f-7871-4ab6-92cd-a@7bbdabe6la”
}
I
"eventTime": "2026-06-09T05:10:04Z2",
"eventSource": "signin.amazonaws.com",
"eventName": "CreateOAuth2Token",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.1",
"userAgent": "curl/8.7.1",
"requestParameters": {

"resource": "https://aws-mcp.us-west-2.api.aws/mcp",
"client_id": "arn:aws:signin:us-west-2::external-client/dcr/
b3f2c8al-9d4e-4f7a-8cbb-2elf5a3d9b7c"

},
"responseElements": null,
"additionalEventData": {
"signInSessionArn": "arn:aws:signin:us-west-2:111111111111:session/
daffo60f-7871-4ab6-92cd-a@7bbdabe6la",
"grant_type": "refresh_token",
"success": "true"
I
"requestID": "44d6d7ce-e4r5-4cbf-0909-bfb8a8295a76",
"eventID": "f79cc63f-b383-4e3c-ale5-97c7dblab833",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111111111111",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "us-west-2.oauth.signin.aws"
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"Version":"2012-10-17",
"Statement": [
{
"Sid": "PreAuthOrgRestriction",
"Effect": "Allow",
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"Principal": "*",
"Action": "signin:Authenticate",
"Resource": "*",

"Condition": {
"StringEquals": {
"aws:ResourceOrgID": "o-XXXXXXXXXXX"

"Sid": "PostAuthOrgRestriction",

"Effect": "Allow",

"Principal": "*",

"Action": [
"signin:AuthorizeOAuth2Access",
"signin:CreateOAuth2Token"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:PrincipalOrgId": "o-XXXXXXXXXXX"

—

Ol AWS 2191 VPC HEZQIE AL 5ol 22 AL 50{ AR Q15 U A% QI Tl 250l

o
o —
EX AWS A™H S Eo0f CHEt OAuth ZHd

"Version":"2012-10-17",
"Statement": [
{
"Sid": "PreAuthAccountRestriction",
"Effect": "Allow",
"Principal": "*",
"Action": "signin:Authenticate",
"Resource": "*",
"Condition": {
"StringEquals": {
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"aws:ResourceAccount": [ "123456789012", "210987654321" ]

}
}
.
{
"Sid": "PostAuthAccountRestriction",
"Effect": "Allow",
"Principal": "*",
"Action": [
"signin:AuthorizeOAuth2Access",
"signin:CreateOAuth2Token"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": [ "123456789012", "210987654321" ]
}
}
}
]
}
of: 5% 22I0|ME S5 localhost 2|C|12M URIs A&
Ol AWS 2192l VPC AEXQIE HH2 S%| ZEI0|MUE SFE localhost 2|C|HM URISs.
{

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowDCRLocalhostOnly",
"Effect": "Allow",
"Principal": "*",
"Action": "signin:CreateOAuth2PublicClient",
"Resource": "*",
"Condition": {
"StringlLike": {
"signin:0AuthRedirectUri": "http://localhost:*"
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"Statement": [
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1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:PrincipalAccount": [ "123456789012", '"210987654321" ]
}
}
}
]
}
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"Version":"2012-10-17",
"Statement": [

{
"Sid": "AllowAccountSignup",
"Effect": "Allow",
"Principal": "*",
"Action": "signin:CreateAccount",
"Resource": "*"

}

]
}
el =X
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Principal": { "AwS": "*" },
"Action": ["signin:Authenticate"],
"Resource": "*",
"Condition": {
"ArnNotEquals": {
"signin:PrincipalArn": "arn:aws:iam::123456789012:root"
},
"NotIpAddress": {
"aws:Sourcelp": "203.0.113.0/24"
I
"StringEquals": {
"aws:ResourceAccount": "123456789012"

"Effect": "Deny",
"Principal”: { "AWS": "*" 3},
"Action": ["signin:CreateOAuth2Token", "signin:AuthorizeOAuth2Access"],
"Resource": "*",
"Condition": {
"ArnNotEquals": {
"aws:PrincipalArn": "arn:aws:iam::123456789012:root"

iy
"NotIpAddress": {

"aws:Sourcelp": "203.0.113.0/24"

},

"StringEquals": {
"aws:ResourceAccount": "123456789012"
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of - S5 £ OAuth 22I0[AE L HE:

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"signin:AuthorizeOAuth2Access",
"signin:CreateOAuth2Token"
1,
"Resource": "arn:aws:signin:*:*:service-principal/aws-mcp.amazonaws.com",
"Condition": {
"StringEquals": {
"signin:0AuthClientId": "arn:aws:signin:us-east-1::external-client/
dcr/08le@aeb-e779-4dfe-9648-bd5bf6ebafas”
}
}
}
]
}
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"signin:AuthorizeOAuth2Access",
"signin:CreateOAuth2Token"

1,

"Resource": "arn:aws:signin:*:*:service-principal/aws-mcp.amazonaws.com",
"Condition": {
"StringlLike": {
"signin:0AuthRedirectUri": "http://localhost:*"

1,
"StringEquals": {
"signin:0AuthGrantType": [
"authorization_code",
"refresh_token"

signin:OAuthGrantType

signin:0AuthGrantTypeE& Ar&35t0 O EZ|7H0[MH0| AAEE £ /U= OAuth HEt 2o RHEE A
O{ & LICt.

X|H=lE Zholle chsol 2 ELCH

 authorization_code
« refresh_token

* client_credentials
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* signin:CreateOAuth2Token
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": "signin:CreateOAuth2Token",
"Resource": "*",
"Condition": {
"StringEquals": {
"signin:0AuthGrantType": [
"authorization_code",
"refresh_token"

Signin:OAuthClientAuthentication

signin:0AuthClientAuthentication® AF&35t04 OAuth ECt0|HEJ HMA EES QHE
ANEE = U= EEI0|ME 215 WS FMo{FLICH.

34Xl K|HEl= 2L

* none

* signin:CreateOAuth2Token

o - OAuth 2ol CHet HE 2! Z2t0|UE H&F:

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Deny",
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"Action": "signin:CreateOAuth2Token",

"Resource": "*",

"Condition": {
"StringEquals": {

"signin:0AuthClientAuthentication": "none"

}

}

}
]
}

signin:OAuthTokenType

signin:0AuthTokenTypeE& AI&35t0 LHR HAISHHLE FAE = U= OAuth EZ 82 ANo{#
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* access_token

« refresh_token
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* signin:IntrospectOAuth2Token
* signin:RevokeOAuth2Token

of - M2 & EZ 0| AP FEEL|Ct.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "signin:RevokeOAuth2Token",
"Resource": "*",
"Condition": {
"StringEquals": {
"signin:0AuthTokenType": "refresh_token"
}
}
}
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X|#El= =7 7 aws:Sourcelp, aws:SourceVpc, aws: SourceVpce, aws:VpcSourcelp,
aws :RequestedRegion, signin:PrincipalAzrn.
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signin:AuthorizeOAuth2Access
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X|#El= =7 7 aws:Sourcelp, aws:SourceVpc, aws: SourceVpce, aws:VpcSourcelp,
aws :RequestedRegion, aws:PrincipalArn, aws:PrincipalAccount.

signin:CreateOAuth2Token

O| 215 £ Zr2 OAuth EZ MA L W Etof AFSEILICH O] 22 HMA EZ0o Cist HEt 5
0 IEE MESIHU, EES ME T x|HLH EZ nE &g i ) E2|7{ELICH o] BHA|of
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X|HE|= 27 7|: aws:Sourcelp, aws:SourceVpc, aws:SourceVpce, aws: VpcSourcelp,
aws :RequestedRegion, aws:PrincipalArn, aws:PrincipalAccount.
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- A4 35Y 7|8HQIE £ A ): aws:PrincipalArn, aws:PrincipalAccount.

o MHIAYE(AI™ 2158 3HE): signin:PrincipalArn.
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AWS 29| Mol @B E M 7| 210 --region us-east-1CHHE X|AHELICH=0| 2IFHAM &
Mo 2 HAMZ AWS SAELICE el7| &d2 2 E 2lF2 iy o2 & &= &L

1E|-7:||; E|_/IK_A 7 St =2 AH AH

HMA MO{E Holste Het 22 YEeL ot ZE M7 &Ho=7t ERELICH--region us-
east-1( AWS 21921 MH|A=0| 2| AP P ¢4 S 2. LI K| ZH2t0|E{(- -source-

VpC, --source-ip, --requested-region, --excluded-principal)E Mo T7HE Holgt
LICt 0 & E01,= us-west-2 2| 2O AEEZQIEN 2212 X|Etst=E ZHE --requested-
region us-west-2 F7}gL|CH.

o - AL VPCOI| CHEF HAMIA KB

aws signin put-resource-permission-statement \
--source-vpc vpc-0abcl23def456789 \
--requested-region us-west-2 \
--excluded-principal "arn:aws:iam::123456789012:user/EmergencyAdmin" \
--client-token unique-request-id-12345 \
--region us-east-1

of - Ed IP HeIZ AMAE XMEtefLich

aws signin put-resource-permission-statement \
--source-ip "IP_ADDRESS" \
--excluded-principal "arn:aws:iam::123456789012:role/BreakGlassRole" \
--region us-east-1

@ Note
--excluded-principal TItEtOIEIE HET MEtS 23/t M= 2ot TS XK 35t
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/A Warning
Z& et F0iE gd&stH HERIZ 20| R FEEHLE 7IE MH[A |
0 H=(SCP) EEE 2|lA A Ao HH(RCP)O| AWS 221 34 g MRS 8
< Eot FA7E & # &L 2& 158 gdEstr| Mol HEH 20| St
EX| &Ql5tn , == signin:AuthenticateE® 75 3t= SCP === RCPE A|

7{signin:AuthorizeOAuth2Accessét7{Lt Z&EELICtsignin: CreateOAuth2Token.
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HEo| E<:

aws signin put-console-authorization-configuration \
--target-id <your-aws-account-id> \
--region us-east-1

AWS Organizations 3%

aws signin put-console-authorization-configuration \
--target-id <your-aws-organization-id> \
--region us-east-1

aws signin get-console-authorization-configuration \
--target-id <your-target-id> \
--region <your-region>

H
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[lg

F0i 7 ES AXELICH

rot

aws signin delete-console-authorization-configuration \
--target-id <your-target-id> \
--region us-east-1

aws signin list-resource-permission-statements \
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--max-results 50 \
--region <your-region>
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aws signin get-resource-policy \
--region <your-region>
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Z£& 20212 M &Ug =AM R 25 S1stE OAuth 2.02 AME3H7| EN & BHEO| 2F
ZeFrLict 20| sttt el M2 ot BAlE ES E|X| of&LICH signin:PrincipalArne R E
AR, IAM AHE R} B 24E
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CtS 2laA XMof HMRCP)2 =& L 2E A™O| FA HER{T 2[F 0l AWS Management
Console 21°0I5t= W2 HEFLUICH X[HE XMl 2ot A= 718 HMAM MLlEL/ct vPC
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EnforceNetworkPerimeterPreAuth & signin:PrincipalArnE AL 35t0{ A

Q1B EHH oM M2lE 2o FXHE MlgLIct EnforceNetworkPerimeterPostAuth

=2 aws:PrincipalArnE AtE35t0{ Q& F A& Eot FAE A l&LCt.
EnforceSourceVPCRegion 22 Q7% 2I™0| VPC 2™t Ux|5t= K| & 2l5to] X|HE VPCL| of
& 2|0 CHEt HMAE MBHEFLIC.

"Version": "2012-10-17",
"Statement": [

{
"Sid": "EnforceNetworkPerimeterPreAuth",
"Effect": "Deny",
"Principal": "*",
"Action": ["signin:Authenticate"],
"Resource": "*",
"Condition": {
"ArnNotEquals": {
"signin:PrincipalArn": [
"arn:aws:iam::111122223333:roo0t",
"arn:aws:iam: :444455556666:r00t",
"arn:aws:iam::777788889999:user/EmergencyUser",
"arn:aws:iam::777788889999:r0le/0OrgBreakGlassRole"
]
I
"NotIpAddressIfExists": {
"aws:Sourcelp": "<my-corporate-cidr>"
},
2 o Al
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"StringNotEquals": {

"aws:SourceVpc": "<my-vpc>"
}
}
},
{
"Sid": "EnforceNetworkPerimeterPostAuth",
"Effect": "Deny",
"Principal": "*",
"Action": ["signin:CreateOAuth2Token", "signin:AuthorizeOAuth2Access"],
"Resource": "*",
"Condition": {
"ArnNotEquals": {

"aws:PrincipalArn": [
"arn:aws:iam::111122223333:roo0t",
"arn:aws:iam: :444455556666:r00t",
"arn:aws:iam::777788889999:user/EmergencyUser",
"arn:aws:iam::777788889999:r0le/0OrgBreakGlassRole"

]

I

"NotIpAddressIfExists": {
"aws:Sourcelp": "<my-corporate-cidr>"

},

"StringNotEquals": {

"aws:SourceVpc": "<my-vpc>"

}
}
I
{
"Sid": "EnforceSourceVPCRegion",
"Effect": "Deny",
"Principal": "*",

"Action": [
"signin:Authenticate",
"signin:CreateOAuth2Token",
"signin:AuthorizeOAuth2Access"

1,

"Resource": "*",

"Condition": {

"StringEquals": {

"aws:SourceVpc": "<my-vpc>"

1,

"StringNotEqualsIfExists": {
"aws:RequestedRegion": "<my-vpc-region>"
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A& LICH.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Principal": { "AwS": "*" },
"Action": ["signin:Authenticate"],
"Resource": "*",
"Condition": {
"ArnNotEquals": {

"signin:PrincipalArn": "<excluded-principal-arn>"
1,
"NotIpAddress": {

"aws:Sourcelp": "<my-corporate-cidr>"
I

"StringEquals": {
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"aws:ResourceAccount": "<my-aws-account-id>"

"Effect": "Deny",
"Principal": { "AwS": "*" },
"Action": ["signin:CreateOAuth2Token", "signin:AuthorizeOAuth2Access"],
"Resource": "*",
"Condition": {
"ArnNotEquals": {
"aws:PrincipalArn": "<excluded-principal-arn>"
},
"NotIpAddress": {
"aws:Sourcelp": "<my-corporate-cidr>"
.
"StringEquals": {
"aws:ResourceAccount": "<my-aws-account-id>"

JEE

S CtSoF Z&Lch

rlo

- IP HR[o|M @125t X| et = B 2E 2ot FAof CiEt HMAE HEFLIC<my-corporate-
cidr>.

« (M Q18) Y signin:PrincipalArn (Ataws:PrincipalArn¥ QI5)E AI&35t0{ HEX A A
ol M MelE 2ot FHE F|lELCE.

o ElAaA 7|8 HAMo| 2EE & AHHEoBt MEELICHE MY E<my-aws-account-id>).
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TEELICH AFE Q15 EHA[0IM signin:PrincipalArn 27 7| FE AFEXE IAM Al
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2. HME jgto| A g AME| HAo| MFAZF 28 LC.

3. XMelE XtH 5Ho| 718 =70 23 &4 Mo 2oLt
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« AWS K| 57 RE AR A O|H Y U MetHE E %4 o EHE R K| LICE excluded-
principal 2! iEJEHE‘,‘ A HNAE ZF MEEE £ gl B2 AWS Supporte AHE SH &Rl =
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Ed E2oF =A|of et 2& AMA XE
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- A0l z[Z 0ol HOO|EL|IRS M HE AF0| ot X MAXM oz S K| eft&LICH

sid &&:
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aws signin get-resource-policyE Af%ﬁ@ 2 M FEE AEELICH

. AF2XI| HIE QT Q|7F MMo| AT} Ux|st=x| &olst

e AR HIEQIT FMBHM RQIElo{oF 3t 22 MIQIE Hot =7t SHIEH A E|9= K| &
QIgrLct.

24 QB2 THND AH O O[4 HMAY 4 gt B HAMS B st7| Holl MIT =t Fx
g 75| ofore 4 ULt

SM 1 Z2 )Y YAl HA AR (AWS CLI EE= SDK)

Z& et Fo M2 sty 2& 2o MEELIT Sigv4= MEBE API 2F0= X
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E A835tod AT HME 5 &signin: DeleteConsoleAuthorizationConfiguration%}
1 MHELICH Ar85te At E SHO=E S8 = U= HEH0| U0oq

OF &fL|Ctsignin:DeleteConsoleAuthorizationConfiguration.

AWSSignInResourcePolicyManagement & 2|3 H#0i=0| permission. AWS recommds7t & 7|

IAM AL S AF HA|A Fof CHEF AAl Rt BHS ZEefLIch HH A ™o F<2 el AY 2Elxtes H

H #Al"H0rganizationAccountAccessRoleOHE +=&l510 LAl Rt BHE U2 = YUSLICH

ol d&gte =&of 7t U= & ZCHE! AHM RIS 2 HMHE|X| et&Lct.

aws signin delete-console-authorization-configuration \
--target-id <your-aws-account-id> \
--region us-east-1
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B E AAIE LI
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# First, list statements to get the statement ID
aws signin list-resource-permission-statements \
--region us-east-1

# Then delete the problematic statement

aws signin delete-resource-permission-statement \
--statement-id <statement-id> \
--region us-east-1

S M 2: AWS Supportof £

2O A HMA HEHO| Qi HAIY HMAOrganizationAccountAccessRoleOl|E A2 E
T 9le B2 AWS Supportol| £2|5t04 &3 57 ZEMAE AZHELICEH
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U F4 20l M5h 2Ol S5 ST = AW Hot WS of ChEt Er#ol TaHE 4 et

2. AWS X2 2& HHA BH7L B4 T8 B FZOR Ols) YARSS SHelEL

3. AWS Support= 57 Z&H 2132 Z{ELICL o] 213 E AIE35l0d
signin:DeleteConsoleAuthorizationConfiguration #&H0|
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=27 ZYS BE BlAA HE B2 EEsto] AR Chet TH 24 Mt Rod TAS ®AE
LICH 27 T2 AWS 2101 ElaA 7|8 HAMo| 7L MH 2 §85HX| 2E

S z& 213 = AWS Supportoll M SR8 & 72A1ZF Fof EREILICEH i 7|2t Lo 27 E 2t=
StX| et 2™ AWS Supportol| E2/5t04 T2 MAE CHA| AZGHAIL.

HMIA HEHE CHA| EIS8H &
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« 2& QS E CHA| 243157 Tol|l ol HEX oM 2 HMAE HAEELICH
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B AL 0| O A EAIEl= A2 obELCt
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« Mg HASH: ZEYH SXMJ A2 E WK E 2 M 7L

« get-resource-policy BHES ALE350{ 4G ALY

aws signin get-resource-policy --region <your-region>
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https://docs.aws.amazon.com/accounts/latest/reference/sign-up-for-aws.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_enable-console-custom-url.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_enable-console-custom-url.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc.html
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https://support.aws.amazon.com/#/contacts/aws-account-support/
https://aws.amazon.com/premiumsupport/knowledge-center/sign-in-account/
https://aws.amazon.com/premiumsupport/knowledge-center/sign-in-account/
https://www.amazon.com/gp/help/customer/contact-us/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#id_root-user-access-management
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#id_root-user-access-management
https://console.aws.amazon.com/
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https://support.aws.amazon.com/#/contacts/aws-account-support/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_lost-or-broken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_lost-or-broken.html
https://aws.amazon.com/premiumsupport/knowledge-center/reset-mfa-device/
https://aws.amazon.com/premiumsupport/knowledge-center/reset-mfa-device/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable.html
https://support.aws.amazon.com/#/contacts/aws-mfa-support

AWS 2719 Add a permission2|

@® Note
IAM AFZ AHE B E2|XFo| A 222|504 MFA C|HFOo|A 0 CHE X| S Brotof & LICt =
MFA C|HIO|A 2X|of CHEH IAM AF2AHE K|2E X2 £ ¢

lII>
o
fu]

AWS Management Console 2121 I O|X|0f] HMAE £ & LICH.

23091 HOo|X|7F EAIE|X| &t= B2, TH Qo] &30 o5l AEEIRE = UE&LICH HERXZ &
X0l H E22ol5t0d ArEXAF ¥ 2001 &edol 2l & 28= eI £FMH 58 S50 Ot =H ¢!
C=EURLAEEZQIEE FIISHMR.

FE MEX L IAM AFE R} * signin.aws.amazon.com

Amazon.com 7| 219l WWW.amazon.com

IAM Identity Center AF& X} 2! K}AF Of Z 2|7 0] « *.awsapps.com (http://awsapps.com/)
H =230 + *.signin.aws

e

210l 2lAA J|H HHMO| EQT ZHOE I EQIE & ¢

o

|

S 27 HAIX| & stLE7E ZEAIEH 2301 2[44 7|8 HM = 2[4 A Ko HH(RCP)O| LIES
3 fAx[oll et HMAE MEHE + JA&LICH

- 1015 I} HREUSLICH CHI AZSHL.

L 0I5 AT HRE 2

+ 0I5 AT HEol HM A CHE LIEIZ0NM 201 AHL BEIROIH RHAIE LSS B
olstMIR.”

REMIEE BRI 7 EAE BEIROIH ROl AL 200l 24K |8 Mol HEQIS EHOE ol

208 4 98 MMS BESHML.

AWS Management Console 212! H O|X|0f| HMAE = Qi&LICH 124



AWS 2719 Add a permission2|

Z& et o1& Fd3e = A Eo| &L

ME35t7| o MelE

Z2& QS S FED A ™o [ 0|4 HMAE = gl B2 HMS
Hot FA Ee 712 57 HHAE FHSIX| kU S = UELICH AWS CLI EZ MHH|A,
OrganizationAccountAccessRole2! AWS X[ SMS Z & st siE BHHe AME FZstMl

£ Het F0iE FHstet = AEol HZA&LICEH.

_ N -
A HE AL ol MEEI|X| eF 2

2 HE R0 T WEAA HE 2ol THE M AP HONoR SHEH MU R E
T H 4 UALICH 47| $ HZ AZO| EAISIR| ot ZS 2H 12 B HZ A0l 0fH S A
EAIElE 22 oblLich MME BESHMR

AWS A ID == EEE 2™ o{=EH| sfiok & LI7t?

IAM AFSRHR] B 21QI5HK| Ot BHEIROIH AWS A ID EE WAS QUMEL. BEIRHE
Uutso = FE 0| CHE T4 AWS HIE Briol THEt of £2 +Z0] Mete 7HE 2 7|&(T) X
QILICH 0] THRIS F5tol AIHS BHEUT ASRIOIH 221 4 U= HMA 2ot 215 KBt

CH.

off HMAE &= Q= |IAM AFEXIQ! Z 2321 URLOIA AWS Management Consoled|™ IDE %
g £ QlaLic #EX7F B ojH Yol 2391 URLE EQISHM . AE IDE 2391 URLS| ®S
12XI2|L|Ct o 2 E0{ CHS URLMIM https://111122223333.signin.aws.amazon.com/
console AWS AH IDE 111122223333 &]LL}.

of 2I2I%t = T 2[™ Fo| B 2Zo M AY HEE &E AWS Management Console AU&L|
Cl. o & E0 CIE A BIAF0| M IAM AFR Rl Carlos2|= AWS A 1111-2222-3333]L|C}.

Z& HE F0iE FYstE = AYo| HURELICH 125



AWS 2710l Add a permission2|

Account ID
0 1111-2222-3333

IAM user
[C] carlos

Account

Organization

Service Quotas

Billing and Cost Management

Security credentials

Role history
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https://docs.aws.amazon.com/IAM/latest/UserGuide/console_account-alias.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/console_account-alias.html
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Sign in

® Root user
Account owner that performs tasks requiring

unrestricted access. Learn more
() |AM user
User within an account that performs daily tasks

Learn more

Root user email address

usemame@example.com

(@ Note

AWS Management Consoledl| IAM ALE X} 2ot QI5 S ALE5tod 2018t Z<2, 210}
oo FE ASK AZE KHAYE = USLICH Y AH| IAM AR 2221 T 0]

7t EAEH, HO|X| 5tEto]| U= FE HY XtE SHE AF& 8 221(Sign-in using root

account credentials)2 MEHELICH T3t A2 A o|HY FAE st g2 M

EH3104 Root user sign in(FE AL At 2221) H 0| X|of| HM[AZFLICEH
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_access.html#orgs_manage_accounts_access-as-root
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_access.html#orgs_manage_accounts_access-as-root
http://signin.aws.amazon.com/console/
http://signin.aws.amazon.com/console/

AWS 2710l Add a permission2|

2. Forgot Password?& ME4EIL|CE

Root user sign in

Email: username@example.com

Password Forgot password?

3. ¥ZFFUAEAESMR Eot HME Y + gl 2 QLIRE EHU ESt AME M
EIMMERMHMEE HoMAR. &5 57 1 0]X|e] ofAl= CHZ o|O|X|of Ltet A& LICH.

Password recovery X

Email address

username@example.com

Type the characters seen in the image
below

i
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Reset password

New password

Confirm new password
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Password reset successful

Your password has been updated successfully, Sign in
to access AWS properties.
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https://aws.amazon.com/premiumsupport/knowledge-center/recover-aws-password/
https://aws.amazon.com/premiumsupport/knowledge-center/recover-aws-password/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_user-change-own.html
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Sign in as IAM user

Account ID (12 digits) or account alias

111122223333

|AM user name

Password

[ Remember this account

Sign in using root user email

FFurgnt password?

Account owners, return to the main sign-in page and
sign in using your email address. |1AM users, only your
administrator can reset your password. For help,
contact the administrator that provided you with your
user name. Learn more
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https://aws.amazon.com/premiumsupport/knowledge-center/recover-aws-password/
https://aws.amazon.com/premiumsupport/knowledge-center/recover-aws-password/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_admin-change-user.html

AWS 2719 Add a permission2|

Cl. &S E AAA™SHE wdoll CHSE RFM[SH LHE 2 ZHE|XFo| A 2Ql5tMIL. BEIRIE Yo Z T &
o|CtE A AWS HIX EChof CHet O] 2 £Z 0| Het2 717 HE 7|=(1T) 2 Lict. o] 742l
2 H5tel AEES TrE/R D AFSXRoH 2a1E = U= HAMA 2ot 2152 MSLct

StLto| AWS A S E AL Xlolo H4ZAE 4 Q& LICH R E AFSR HXHE B
2 F 90 o] EF2 BR0| AYut HAZEE o|HY FAE AWS HHE AHE5H0] HEE CHA] L7HLE M

O| ZEXE sl ZstciH M AME S5E M A AESte o|HIY F4 Flo HsHZ| Z7IZE(+HE =
7tstE 5hel T4 XIHE A8E = U&LICH 57| 71&(+) Floll= CHEXRLE AR AF £

7|E} SMTP(Simple Mail Transfer Protocol) X|# EAt7F € = U&LICH 6E S04, B4 AL
&t= O|HYO| email@yourcompany.com@! Z? email+l@yourcompany.com == email
+tageyourcompany.com2(E) AAEE = U&LICE Ol FAE BA MESte O|HY FAL% SUE
ARl Ao UEHEIE M FAR ZHFEILICH M AHEE S55t7| ™ol FIHE O|HY FA2 E1|
AE OHEYE 2B O|HY SZAt7L 52 T4 XI™2 X[5t=X| &Qlsts Hol E&LCH

LA SX|EE CHA| Ed3tatiof & LICH AWS H™

\OII

Fst2d0d o{d 74| sH{oF &L}

AWS 7’8 7t LAl BXIZ|o] SHsteis B2 LA SKIEE CHAIEH
AWS AE?E B ZsHHL.

202 2XME 2ls x| of E2fsHoF & LICH

DEAS Me 82 2 H AE X[H 2FE 2z X[ 5tofolM =2 &2 = U&LIT

of 21218 £ 911 AWS Biling ZX 2M 20l 22| AWS A stEies 42 Z2XM LAY XH ¥
Eo O=2HA & £ U&sLct 22 & AN a2 AWS Z2A| 2 H|2 2|2 e sto{of CHEF AFAIEF L2
2 T2 7|2 AWS Billing Z#Z35HAMI2.

7I1E0 2aQle = AWS A gleH SYUE o|HIY FAZE M AWS HH & dde = ei&Lch 131


https://aws.amazon.com/premiumsupport/knowledge-center/reactivate-suspended-account/
https://aws.amazon.com/premiumsupport/knowledge-center/reactivate-suspended-account/
https://support.aws.amazon.com/#/contacts/aws-account-support/
https://support.aws.amazon.com/#/contacts/aws-account-support/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-get-answers.html
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https://www.amazon.com/gp/help/customer/display.html?nodeId=GSD587LKW72HKU2V
https://www.amazon.com/gp/help/customer/display.html?nodeId=GSD587LKW72HKU2V
https://docs.aws.amazon.com/accounts/latest/reference/troubleshooting_other.html
https://docs.aws.amazon.com/accounts/latest/reference/troubleshooting_other.html
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you recover this information.
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Sign in

Username

Jane_Doe

Remember username
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Sign in

Username: Jane_Doe (not you?)

Password
Show password Forgot password

| Cancel ‘

3. & ST EHAE AERFAML.

Forgot password

Verify that you're a real person. Enter the
characters from the image below.

Username: Jane_Doe
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HIAIXI7} CHE T 20| EAIELICH
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(@) Reset password email sent

Please check your inbox. If you did
not receive a password reset email,
confirm that your username is
correct, or ask your administrator
to check your registered email.
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https://en.wikipedia.org/wiki/Network_Time_Protocol
https://console.aws.amazon.com/singlesignon/
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ad_connector_update_creds.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ad_connector_update_creds.html
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