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in JSON or YAML

Organize portfolios Manage product portfolios Distribute portfolios using

, Maintain catalog
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Add, delete, or deprecate products and versions
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across accounts and regions u
Product Y Product Z - Conlral tagging ners Product X

TagOption Library

Use the TagOption Library to ensure
consistent taxonomy and tagging of
|provisioned resources.
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End User
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Provide parameter inputs
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Manage product
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https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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b. AFEXl 0|0l ServiceCatalogAdming 238fL|C}.

> wn

c. ZZIgfQ ghAl HAMA 2 AWS Management Console HAMA S MEHSEF [T}

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"ec2:CreateKeyPair",
"iam:AddRoleToInstanceProfile",

iam:AddUsexrToGroup",

iam:AttachGroupPolicy",

iam:CreateAccessKey",

iam:CreateGroup",

iam:CreateInstanceProfile",
"iam:CreatelLoginProfile",

jam:CreateRole",
"iam:CreateUser",

iam:Get*",
"iam:List*",
na

iam:PutRolePolicy",

iam:UpdateAssumeRolePolicy"

]I

"Resource": [

"

[
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e 23 . g st & oh2: HEE Mg
f.  ZAE HO|X|o|M ALER} MM MEFHLICEH At BHE CIREZEE7LE SASE £ [Close]
g Mgt

Terraform Z2H|A'd AT Hx| L 7+

0l Terraform ME 2 H3MZE ALE5t24™ Terraform ME2 #2lg AHn S HHof
Terraform ZZ2H|X{'d AZTIS M x|5tD 7450k AWS Service Catalog&r LIt A|ZF35H2{TH AWSO| A
XMEst= Terraform Z2H|X'd ATIS ALE5HH Terraform Z 2 H|X'E °1I7<IO| Nsste o Eest 3
cetol=ZatE Mx|stn 7 8E = A&t AWS Service Catalog. 0| ¥ 3| 4H2 oF 3020 A
LICH= Terraform Z2H|XM'E AT Hx[etT F4dst= Lol g X[E ol & E GitHub 2|ZX|
E 2|2 AWS Service Catalog M&%&fLICH

Terraform Z2H|xX'd AT Mx| L 7o 13



https://console.aws.amazon.com/iam/
https://github.com/aws-samples/service-catalog-engine-for-terraform-os

AWS Service Catalog 22Xt etLiA

oh71 2%

H 0|2 = MHIA|X|E AWS

IZZ2H|MY &Y s E5tHe T2H|M lFlo| ad rfy|dz MaE
Ao CHEF ARN2 2 E3H7| ?/3 AWS Service Catalog = CHS1F 2

o

=
Service Catalog &HI|&LICt. CH7|
2 71’8g gt

- ZRH|IXE TS ME AKX A™EA U&LICH

- ZZ2H|MY AdEl20l| Ciet 2£0| A E 2T SUst 2[Fol| U&LICH AWS Service Catalog .
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& E0{ Al™ 11111111110 MHE X ES AFESH04 7|7H 0000000000000us -east-10]

M ProvisionProduct® £ Z£5t= 39 2HIE SQS ARNO| 2t AWS Service Catalog 7+ &L
Clarn:aws:sqs:us-
east-1:0000000000000:ServiceCatalogTerraformOSProvisionOperationQueue.

DescribeProvisioningParametersOiAl &8t Lambda & ol SUSt 2=/0| M E LI
Terraform T2 H|X{ QIFlol| ES = CH2|RF F=7t

lambda:Invoke Ze0] CHEt M AE MEHst= AEXZQIEQS ESE CHE|RF ZHEIA
E 7|

AWS Service CatalogXl|E 2 EIo| A 445t mieto|e 2 2447| Lambda & +=0{= AWS Service
Catalog MH|A 2ot F|0| AT mxt A1 1ambda: Invoke HEHE 2045t HMA HAO| U&L
Ct.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "servicecatalog.amazonaws.com"
.
"Action": "lambda:InvokeFunction",
"Resource": "arn:aws:lambda:us-
east-1l:account_id:function:ServiceCatalogTerraformOSParameterParser"
}
]
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{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Service": "servicecatalog.amazonaws.com"
.
"Action": "lambda:InvokeFunction",
"Resource": "arn:aws:lambda:us-

east-1l:account_id:function:ServiceCatalogTerraformOSParameterParser",
"Condition": {
"StringlLike": {
"aws:SourceAccount": ["000000000000", "111111111111"]

sqs:SendMessage Z40f| CHSF M AE HEH5tE AEEZQIES ESE CHElXF ZHE
AE 7|

Z 2 H[M'F Y2 XS AWS Service Catalog! £l10i| A 2438 Amazon SQS CHZ |0l AWS Service

Catalog MH|A 2o FA|of A B TAF H|&sqs: SendMessage(R! #&4 KMS) HeHE Foiste AA|
A YMS MBELIC
{

"Version": "2008-10-17",
"Statement": [
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{
"Sid": "Enable AWS Service Catalog to send messages to the queue",
"Effect": "Allow",
"Principal": {
"Service": "servicecatalog.amazonaws.com"
I
"Action": "sqgs:SendMessage",

"Resource": [
"arn:aws:sqs:us-
east-1:account_id:ServiceCatalogTerraformOSProvisionOperationQueue"
]
I
{

"Sid": "Enable AWS Service Catalog encryption/decryption permissions when
sending message to queue",

"Effect": "Allow",
"Principal": {
"Service": "servicecatalog.amazonaws.com"
},
"Action": [
"kms:DescribeKey",
"kms:Decrypt",
"kms:ReEncrypt",
"kms:GenerateDataKey"
1,

"Resource": "arn:aws:kms:us-east-1l:account_id:key/key_id"

oto| && 0| MCHZ AWS Service Catalog 2 &35t24H0| H8tEF 2 gLt st X|Tt

g O Migte == J&Lct 7t of
X< AZ ol IDE AWS Service

{ AEE AEIE AESHEF 5

E—|°F CH7| 2ol HIAIX|E AWS Service Catalog 2L E 7
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2 AtE35t0{ 000000000000 & 11111111111104| A A|ZHEl  HEH 5183t

d
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"Version": "2008-10-17",
"Statement": [
{
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"Sid": "Enable AWS Service Catalog to send messages to the queue",
"Effect": "Allow",

"Principal": {

"Service": "servicecatalog.amazonaws.com"
},
"Action": "sqgs:SendMessage",
"Resource": [

"arn:aws:sqs:us-

east-1l:account_id:ServiceCatalogTerraformOSProvisionOperationQueue"

1,
"Condition": {

"StringlLike": {

"aws:SourceAccount": ["000000000000", "111111111111"]

}
},
{
"Sid": "Enable AWS Service Catalog encryption/decryption permissions when
sending message to queue",
"Effect": "Allow",
"Principal": {
"Service": "servicecatalog.amazonaws.com"

},

"Action": [
"kms:DescribeKey",
"kms:Decrypt",
"kms:ReEncrypt",
"kms:GenerateDataKey"

1,

"Resource": "arn:aws:kms:us-east-1l:account_id:key/key_id"

Terraform ZZ2H|X{< M Tlof| ESE IR F7}
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M|k

O| Rtg Mol M3 E HE HEZ! development-environment.template hiips:/
awsdocs.s3.amazonaws.com/servicecatalog/development-environment.template 0l A AFE & = Q&
L|CH.

ZEL Rl

{
"AWSTemplateFormatVersion" : "2010-09-09",
"Description" : "AWS Service Catalog sample template. Creates an Amazon EC2 instance
running the Amazon Linux AMI. The AMI is chosen based on the
region

in which the stack is run. This example creates an EC2 security

group for the instance to give you SSH access. **WARNING** This

template creates an Amazon EC2 instance. You will be billed for the
AWS resources used if you create a stack from this template.",

"Parameters" : {
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"KeyName": {
"Description" : "Name of an existing EC2 key pair for SSH access to the EC2
instance.",
"Type": "AWS::EC2::KeyPair::KeyName"

},
"InstanceType" : {
"Description" : "EC2 instance type.",
"Type" : "String",
"Default" : "t2.micro",
"AllowedValues" : [ "t2.micro", "t2.small", "t2.medium", "m3.medium",
"m3.large",

"m3.xlarge", "m3.2xlarge" ]

iy

"SSHLocation" : {

"Description" : "The IP address range that can SSH to the EC2 instance.",
"Type": "String",
"MinLength": "9",
"MaxLength": "18",
"Default": "0.0.0.0/0",
"AllowedPattern": "(\\d{1,33)\\.(\\d{1,33)\\.(\\d{1,33)\\.(\\d{1,3})/(\\d{1,2})",
"ConstraintDescription": "Must be a valid IP CIDR range of the form x.x.x.x/x."

}

},

"Metadata" : {
"AWS: :CloudFormation::Interface" : {

"ParameterGroups" : [{
"Label" : {"default": "Instance configuration"},
"Parameters" : ["InstanceType"]

ol
"Label" : {"default": "Security configuration"},
"Parameters" : ["KeyName", "SSHLocation"]

1,

"ParameterLabels" : {
"InstanceType": {"default": "Server size:"},

"KeyName": {"default": "Key pair:"},
"SSHLocation": {"default": "CIDR range:"}

}
iy

"Mappings" : {
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"AWSRegionArch2AMI" : {

"us-east-1" { "HvVM64" : "ami-08842d60" 3},
"us-west-2" { "HVM64" : "ami-8786c6b7" 1},
"us-west-1" { "HvVM64" : "ami-cfa8al8a" 3},
"eu-west-1" { "HVM64" : "ami-748e2903" 1},
"ap-southeast-1" { "HVM64" : "ami-d6elc584" 1},
"ap-northeast-1" { "HVM64" : "ami-35072834" },
"ap-southeast-2" { "HVM64" : "ami-fd&724c7" 1},
"sa-east-1" { "HVM64" : "ami-956cc688" 1},
"cn-north-1" { "HVM64" : "ami-ac57c595" },
"eu-central-1" { "HVM64" : "ami-b43503a9" }
}
.
"Resources" : {
"EC2Instance" : {
"Type" : "AWS::EC2::Instance",
"Properties" : {
"InstanceType" : { "Ref" : "InstanceType" },
"SecurityGroups" : [ { "Ref" : "InstanceSecurityGroup" } 1],
"KeyName" : { "Ref" : "KeyName" },

"ImageId" : { "Fn::FindInMap" : [ "AWSRegionArch2AMI", { "Ref"
"AWS::Region" }, "HVM64" ] }

}
1,
"InstanceSecurityGroup" : {
"Type" : "AWS::EC2::SecurityGroup",
"Properties" : {
"GroupDescription" : "Enable SSH access via port 22",
"SecurityGroupIngress" : [ {
"IpProtocol" : "tcp",
"FromPort" : "22",
"ToPort" : "22",
"CidrIp" : { "Ref" : "SSHLocation"}
11
}
}
1,
"Qutputs" : {
"PublicDNSName" : {
"Description" : "Public DNS name of the new EC2 instance",
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"Value" : { "Fn::GetAtt" : [ "EC2Instance", "PublicDnsName" ] }

1,
"PublicIPAddress" : {
"Description" : "Public IP address of the new EC2 instance",
"Value" : { "Fn::GetAtt" : [ "EC2Instance", "PublicIp" ] }
}
}
}
HEZ 2l
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStackEvents",
"cloudformation:DescribeStacks",
"cloudformation:GetTemplateSummary",
"cloudformation:SetStackPolicy",
"cloudformation:ValidateTemplate",
"cloudformation:UpdateStack",
"ec2:*",

"servicecatalog:*",
"sns:*"
1,
"Resource": "*"
},
{
"Effect":"Allow",
"Action":[
"s3:GetObject"
1,
"Resource":"*",
"Condition":{
"StringEquals":{
"s3:ExistingObjectTag/servicecatalog:provisioning":"true"
}
}
}
]
}
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variable "bucket_name" {
type = string
}
provider "aws" {
}
resource "aws_s3_bucket" "bucket" {
bucket = var.bucket_name
}
output regional_domain_name {
value = aws_s3_bucket.bucket.bucket_regional_domain_name

o 7t M&E AWS Service Catalog ZEH|XA'IJE M HHe E[AAE MAGLICE O HES!
2 Chg Mo 2 FE LI

o S (MEHALE - BEIRE AFSAHEIE AT BEIRNTE TAS ALS A KIEE| Qs HTE 4 U
2t MolQLich M4 RIME PO T WAIS HHY 4+ Ak YE QIE{H0|AE MTELICH
4 7]9i= ol Blolge W40l 0lFolH, SUS BE0| BE M4 FHME nRsHok BT
ol 0|2 W40l 9I% 22 BT 5T 2E LHoIM ¥4 gte A= ste ol ALSELIC

¢ %Exf(t“'i'l" AI'go}.) - ElAé EEHIX-IL—|§ °|' E-EI-O -||:||ﬁ —g—axl.g,l_ g__;LXI'AWSEAWS AWS
Service Catalog 2tE X|&gLIC [2FM Terraform ZZH|X{'E AZTI2 AwSol| LIFE CHE S 2 X}
I=||:|. 0A—|oI-L_||:|__

o SlAAES) - ZZHIXLS QI8 AWS 21z al 2lAAQILICEH O] AF& AMOIAME Terraform 743 el
2 Amazon S3E& X|HELICH

o E3 (MEH ALY - BHRtEI HE E= o2, T2 Y dofof| M BhetE Ziat s ALELICH &3 O
O|EE AME3loi AiS3t 72 QEZI YA EEE FHE = U&LCH

2CHA|: Terraform M| E A4

Terraform T2 H|X'd QIEIE M x|8 & HashiCorp Terraform MEZ& MMH& &H|7t
Service Catalog. O| At&AMO|AME ZHEFSH Amazon S3 HHZ! 2 Z & 6t= Terraform A

M Terraform MES BtEE 4

1. https://console.aws.amazon.com/servicecatalog/ AWS Service Catalog 2&2 @1 Z2|X2 2
]

2CHA|: Terraform A|ZE A4 36


https://console.aws.amazon.com/servicecatalog/

AWS Service Catalog 22Xt etLiA

2.
3.

M=

el Moz o|SE Cha ME S5 M=E L
x.”_g._ AOHA-|2 A-|EH%I-L_||:|._

ME MF EE Mo KE dd mo|X|of M 2F EE= Terraform Cloud M&E RS ME{gfLICH

Service Cataloge 835104 Terraform Community Edition A& & K| g LIt

Ir
o
_|
T
30
0o
mo
>.

CHE ME MR HEE =g

« M& O|& - Simple S3 bucket

« M& MY - Amazon S3 HZ!0| Z & El Terraform X[ &.

« ARK-IT

o H{EX}- (SH)

A M HE FolM =
o

| Z
Terraform 78 I} CI2=

i - Base Version

=
X MF HE MMolM ChE S Y= Ohs ME dds M=igLich

« O|MH ?1=F*{ - ITSupport@eexample.com
23 - https://wiki.example.com/IT/support

- X|¥d &4 - Contact the IT department for issues deploying or connecting
to this product.

g2 MIZxoz MAstHI}L M E mo|Xx|oi 2l HiLIE AWS Service Catalog E AlfLICH.

3EHA|: AWS Service Catalog ZEEZEZ|Q A4

AWS Service Catalog 21Xt HH(3{E HE)oMH TEZERQLE MH50 ME 74 L 2|5 AS X}
7;||x-|(Ai5_ 7;||7<-|)o§ 2174 HjZ & £ Q&L C}.
ZEEDQ MM

1.

Q

AL

mo
1l

Kl
rl--l

https://console.aws.amazon.com/servicecatalog/ AWS Service Catalog 2& H2|xtE 2

JQlghL|c,

3TtA ZEEZZ|R BHEY| 37


https://console.aws.amazon.com/servicecatalog/

AWS Service Catalog 22Xt etLiA

2. B EMIYIMH ZEEZQE MESICIS, TEEC|Q MMHS MEISHLICE
3. CtS gt Y=gt
« ZEZP|Q O0|& -S3 bucket

c
- ZEEZZ|Q &M -Sample portfolio for Terraform configurations.
« &9X-IT (iteexample.com)
A
[N )

(Create)2 ME4FLICE

s

ACHA|: TEZZ|Q0 NE F7}

H
m
M
T
to
M
ra
rn
ok

2Et7A 0l A BHE HashiCorp Terraform Cloud ME& F7He £+ Ql&LICh

ZEZC|0| MEE F7tstedH

MNMZ =5 mo|X|2 o|sELCt.

2. 2EtH|o| M BHE Simple S3 HHZ! Terraform Cloud M&& MEisH CIS 24 MEASILICH E&
CI2 S50 ZEZE(Q0 ME F7HE MEHFLICE. AWS Service Catalog = ZEZ 2|20
Simple S3 HZ! &7+ &2 EAlgLICH

3. SIHI ZEEZIQE MENFCIZ AIZ XM Mg JLch LHS0of o] Rk& Mol A AR X =

12 gLt

—

& Z Amazon S3 HHZ! Terraform X Z0f| A%t KMF 22 ST 5tE IAM A (A[Z HE)ol= Ot
St &2 Herol [lofoF Lot

Terraform MZ2| 7|2 AWS B|A A0 HHATLICH O] A& A= s3:CreateBucket*,
s3:DeleteBucket*, s3:Get*, s3:List* & s3:PutBucketTagging Amazon S3 E¢iof CHst
OHM|A 7} ZEHEILICE

« AWS Service Catalog2~® Amazon S3 H{Z!2| Amazon S3 B Z3!01| CHEE 247| AHMA

ATA: ZEEZE|Q0 ME F7t 38



TR} OFLU A

AWS Service Catalog

- CreateGroup, ListGroupResources, DeleteGroup & Tag 2l&4 1

ol CHEF HMIA

= &
Olzet 22 S8l AWS Service Catalog = EZl4&4A I8 Y EfOE #EIE = U&LICH

AWS Service Catalog # 2IXt HEHH M A|EF AE S dM4d5t2{™

1.

AWS Service Catalog ZZ|Xt HZHof| 23215 2 EfO| M IAM AFHE HEA{S| JSON oM A &

F

A 4d XIEE WELCH

—

0>

\d

|Z Amazon S3 B{Z! Terraform M| &0 CHEt HaHg MMHELICH O] HA2 Al 4F
Mo M dsHof 5, CHE 1t 242 Hetez A EL|CH

| ™

I4, 47|, 7|, Z2H|M L Ej X|HE £+ 2= AWS Service

s3- Amazon S3ANES L
&LCt

Catalog ZE T8t2 &1

¢ s3-7} 288t Amazon S3 HHZ!ol| CHEF HMIA S {2 EFLICH AWS Service Catalog NMEZ2 Hi
| o

2 5t2{ AWS Service Catalog = Z2H|X{'d OtE|HEof CHEt HMA HEHO| EELICEH

{15}
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@® Note
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditorQ",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "*",
"Condition": {
"StringEquals": {
"s3:ExistingObjectTag/servicecatalog:provisioning": "true"
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c. ™ ZE 5 0|X|0o{M O|& S3ResourceCreationAndArtifactAccessPolicyS 2|43

"Action": [
"s3:CreateBucket

* 10
’

"s3:DeleteBucket*",

"s3:Get*",
"s3:List*",
"s3:PutBucketTagging"
1,
"Resource": "arn:aws

"Effect": "Allow"

"Action": [
"resource-groups
"resource-groups
"resource-groups

"resource-groups:

1S3 x",

:CreateGroup",
:ListGroupResources",
:DeleteGroup",

Tag"

]I

"Resource": "*",
"Effect": "Allow"

"Action": [
"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"tag:TagResources",
"tag:UntagResources"

1,

"Resource": "*",

"Effect": "Allow"
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5. AEE =+ U AEHE[ MEHoM MAEX XIE AZE| XS MEEt = CFS JSON S UL
Ct.

"Version": "2012-10-17",
"Statement": [

{
"Sid": "GivePermissionsToServiceCatalog",
"Effect": "Allow",
"Principal": {
"Service": "servicecatalog.amazonaws.com"
I
"Action": "sts:AssumeRole"
I
{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::account_id:root"
1,
"Action": "sts:AssumeRole",
"Condition": {
"StringLike": {
"aws:PrincipalArn": [
"arn:aws:iam::accounti_id:role/TerraformEngine/
TerraformExecutionRole*",
"arn:aws:iam::accounti_id:role/TerraformEngine/
ServiceCatalogExternalParameterParserRole*",
"arn:aws:iam::accounti_id:role/TerraformEngine/
ServiceCatalogTerraformOSParameterParserRole*"

]
}
}
}
]
}
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7. Hx 2Z0jM PHE S3ResourceCreationAndArtifactAccessPolicyS ME4EHLICE
8. Next(CtZ)E MEHELICE.
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"servicecatalog:accountLevel”: "self"

of: TEH|XMY
che B
gt {EFLIC
{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":[
"servicecatalog:*"
1,
"Resource":"*",
"Condition": {
"StringEquals": {
}
}
}
]
}

"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",

AccesslLevelFilterKeyE
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roleLevel2 ‘AH& AP 2| userLevel
2 Amazon OpenSearch Service JHetXF LM E EEFHAAIL.
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"Action": [
"servicecatalog:*"
1,
"Resource":"*"
}
]
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"servicecatalog:DescribeProduct",
"servicecatalog:DescribeProductView",
"servicecatalog:DescribeProvisioningParameters",
"servicecatalog:DescribeRecord",
"servicecatalog:ListLaunchPaths",
"servicecatalog:ListRecordHistory",
"servicecatalog:ProvisionProduct",
"servicecatalog:ScanProvisionedProducts",
"servicecatalog:SearchProducts",
"servicecatalog:TerminateProvisionedProduct",
"servicecatalog:UpdateProvisionedProduct"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"servicecatalog:userLevel": "self"
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{
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"Action": [
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"servicecatalog:ListLaunchPaths",
"servicecatalog:ProvisionProduct",
"servicecatalog:SearchProducts",
"servicecatalog:TerminateProvisionedProduct",
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"Resource": "*",
"Condition": {
"StringEquals": {
"servicecatalog:userLevel": "self"
}
}
}
]
}
{

"Version": "2012-10-17",
"Statement": [
{
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"Effect": "Allow",

"Action": [
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"Resource": "*",
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"servicecatalog:accountLevel”: "self"
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Catalog AWSSe

"Version"
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tity and Access Management (IAM) &S
tMEE LR clIZXIEC|e HER ool S7I3t

: "2012-10-17",

"Statement": [

{

"Sid": "CodeStarAccess",
"Effect": "Allow",
"Action": [

"codestar-connections:UseConnection",
"codestar-connections:PassConnection",

"codestar-connections:CreateConnection",
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"codestar-connections:DeleteConnection",
"codestar-connections:GetConnection",
"codestar-connections:ListConnections",
"codestar-connections:ListInstallationTargets",
"codestar-connections:GetInstallationUrl",
"codestar-connections:StartOAuthHandshake",
"codestar-connections:UpdateConnectionInstallation",
"codestar-connections:GetIndividualAccessToken"
1,
"Resource": "arn:aws:codestar-connections:*:*:connection/*"

},

{

"Sid": "CreateSLR",

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/

sync.servicecatalog.amazonaws.com/AWSServiceRoleForServiceCatalogArtifactSync",

"Condition": {

"StringlLike": {

"iam:AWSServiceName": "sync.servicecatalog.amazonaws.com"

}

-
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$ aws servicecatalog describe-product-as-admin

$ aws servicecatalog describe-provisioning-artifact
$ aws servicecatalog search-product-as-admin

$ aws servicecatalog list-provisioning-artifacts
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oA $ aws servicecatalog update-product HZS AWS CLIAZEL|CH
ConnectionParameters 20| X|HE 122 M7HFLICH

CodeConnections API EE=& AI&3504 ¢idE AMX||SHE{2d AWS CLI

CodeConnections APl EE=0{lA $ aws codestar-connections delete-connection @HE
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AWS CLI & A+&3+04 AWS Service Catalog M&2 ArA[& [ CLI force-delete-productd&E
A3l Disassociate APIE 3 Z&3l09 DeleteProduct Z&& Wallste 2lAA 0| 42 SHA
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AWS CLI 7t ZH0fl alias I+ A4

1. AWSCLI 2£0M 7+ ECZ O|SELICE 7|IBMoZ 7+ £ AZ &= Linux & macOS2|
~/.aws/ = Windows SUSERPROFILE%\ .aws\0i /& L|C}.

2. mEME MEstHL MEshE BHOID CHE BEE 2345101 0|F 2 cliz X|YE o2l

Mt

$ mkdir -p ~/.aws/cli
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Atz MMElE c1i ZE0o| 7|2 B2 E Linux 2! mac0Se| ~/.aws/cli/ EEE Windows2|
%USERPROFILES\.aws\cli®lL|C}.

3. MERcli EHol|M ot =5H gi0| 0|F 0] alias? HAE WS T
A3t HLE ME5t= EOlFo] CHE B™-EE =36t0 alias TS HMHE = U&LICH

$ touch ~/.aws/cli/alias

4, X |Hmf £0i [toplevel] S B4EFLICY.

5. mAUS MYELICH

acktg HiE AJRIEE o] 522 E04E7LE B0l HolM HHEE AHE 5104 force-delete-
product 832 alias LU0l FI7H& = JU&LCt

force-delete-product &2 alias ItU0| 522 F7135}7|

1. AWS CLI 220 AWS CLI T+ Z{2 0|5 35l0

1a
2. OOl [toplevel] & ofcHol CHE ZE WEE Ql=4gfLCt

[command servicecatalog]
force-delete-product =
O {
if [ "$#" -ne 1 ]; then
echo "Illegal number of parameters"

exit 1

fi

if [[ "$1" != prod-* ]]; then
echo "Please provide a valid product id."
exit 1

fi

productId=$1
describeProductAsAdminResponse=$(aws servicecatalog describe-

product-as-admin --id $productId)
listPortfoliosForProductResponse=$(aws servicecatalog list-

portfolios-for-product --product-id $productId)
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tagOptions=$(echo "$describeProductAsAdminResponse" | jq -r
'.TagOptions[].Id')

budgetName=$(echo "$describeProductAsAdminResponse" | jq -r
' .Budgets[].BudgetName"')

portfolios=$(echo "$listPortfoliosForProductResponse" | jq -r
'.PortfolioDetails[].Id")
provisioningArtifacts=$(echo "$describeProductAsAdminResponse" | jq

-r '.ProvisioningArtifactSummaries[].Id')
provisioningArtifactServiceActionAssociations=()

for provisioningArtifactId in $provisioningArtifacts; do
listServiceActionsForProvisioningArtifactResponse=$(aws
servicecatalog list-service-actions-for-provisioning-artifact --product-id
$productId --provisioning-artifact-id $provisioningArtifactId)
serviceActions=$(echo
"$listServiceActionsForProvisioningArtifactResponse" | jq -r
'[.ServiceActionSummaries[].Id] | join(",")"')
if [[ -n "$serviceActions" ]]; then
provisioningArtifactServiceActionAssociations
+=("${provisioningArtifactId}:${serviceActions}")
fi
done

echo "Before deleting a product, the following associated resources
must be disassociated. These resources will not be deleted. This action may take
some time, depending on the number of resources being disassociated."

echo "Portfolios:"

for portfoliold in $portfolios; do
echo "\t${portfolioId}"

done

echo "Budgets:"

if [[ -n "$budgetName" ]1]; then
echo "\t${budgetName}"

fi

echo "Tag Options:"

for tagOptionId in $tagOptions; do
echo "\t${tagOptionId}"

done

echo "Service Actions on Provisioning Artifact:"
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for association in
"${provisioningArtifactServiceActionAssociations[@]}"; do
echo "\t${association}"
done

read -p "Are you sure you want to delete ${productId}? y,n "
if [[ ! $REPLY =~ A[Yy]l$ 11; then

exit
fi

for portfoliold in $portfolios; do
echo "Disassociating ${portfolioId}"
aws servicecatalog disassociate-product-from-portfolio --product-
id $productId --portfolio-id $portfoliold
done

if [[ -n "$budgetName" ]1]; then
echo "Disassociating ${budgetName}"
aws servicecatalog disassociate-budget-from-resource --budget-
name "$budgetName" --resource-id $productId
fi

for tagOptionId in $tagOptions; do
echo "Disassociating ${tagOptionId}"
aws servicecatalog disassociate-tag-option-from-resource --tag-
option-id $tagOptionId --resource-id $productId
done

for association in
"${provisioningArtifactServiceActionAssociations[@]}"; do
associationPair=(${association//:/ })
provisioningArtifactId=${associationPair[0]}
serviceActionsList=${associationPair[1]}
serviceActionIds=${serviceActionsList//,/ }
for serviceActionId in $serviceActionIds; do
echo "Disassociating ${serviceActionId} from
${provisioningArtifactId}"
aws servicecatalog disassociate-service-action-from-
provisioning-artifact --product-id $productId --provisioning-artifact-id
$provisioningArtifactId --service-action-id $serviceActionId
done
done

echo "Deleting product ${productId}"
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aws servicecatalog delete-product --id $productId

E{0ld & & AL 35104 force-delete-product &S alias ol F7}&HL|CEH

$ cat >> ~/.aws/cli/alias

2. H¥ 23EEE HO|E Fofl E0{E2 C}S Ctrl+DE =i cat BHFE S=LICH

force-delete-product & 5 &

1. EOld oM CtEs BB S ddstod ME EE AME SEELICH

OlzH iM|= force-delete-product HE WAt J0f [HE SEHE Eo{FLICH

$ aws servicecatalog force-delete-product prod-123

Before deleting a product, the following associated resources must
be disassociated. These resources will not be deleted. This action may take some
time, depending on the number of resources being disassociated.

Portfolios:

port-123
Budgets:
budgetName
Tag Options:
tag-123

Service Actions on Provisioning Artifact:

pa-123:act-123

Are you sure you want to delete prod-123? y,n
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2. yE U™stod ME AXE FlgfLch

MEE 8322 AxetHE EHOId #ol oS 27t ZAIELICH

Disassociating port-123
Disassociating budgetName
Disassociating tag-123
Disassociating act-123 from pa-123
Deleting product prod-123
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ol §H VPCH| /USE &QlstE 7AI2 OE £+ UELICH et AA8RH7E VPCE RIH5HHE AEH
2 M5 AL MOl|lo|ESHT| ™o o M2 AWS CloudFormation E7t5t0o4 M= ut2t0|E] 20| &Y
g2 vPCo| Q=X &olgtLct otetole| Zfol R&5HK| &to ™ AWS CloudFormation AEHS Z A| A

MSHHLE YO0l ESHK| 2ELICH AFRXE7F VPCE XIHEHXR| ¢t MEU! nt2t0|E Zf2 &2l AWS
CloudFormation 5t X| St & L|C}.

=N}

2 E219| Rules M442 7| 01& Rules9t 1 Floil Olofxl= BE 3LtZ THELICL FL 27t BE
TE MUIE SALICH FAS o2 7 MiE B AEZ TEELIC 2 FRlof Chsh 28 £2 ool
=25 0|81 1 Flof 2= B8, 18|1 7A ZHT 0{MMS BE SYSE MBI

T2lof= RuleCondition £40| Z&E = /2, Assertions 40| Z & E|ofof gL|ct. Z
Zlof| CHal #& Z742 StLEPE HOlf &= RIS M, Assertions &4 LHO| A 5tLt O| & o ofMME H
olgh = &Llct chZ 7he RES/of Lot 4T 0| & 2HE LHE &8 ASs5tod 73 =71t oM
ME HolgfLct
"Rules":{
"Rule@l":{
"RuleCondition":{
"Rule-specific intrinsic function"
},
"Assertions":[
{
"Assert":{
"Rule-specific intrinsic function"
}
"AssertDescription":"Information about this assert"
}
{
"Assert":{
"Rule-specific intrinsic function"
}
"AssertDescription":"Information about this assert"
}
]
}
"Rule@2":{
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"Assertions": [

{
"Assert":{
"Rule-specific intrinsic function"
},
"AssertDescription":"Information about this assert"
}
]
}
}
7ta RIE22 Rule0l 2 Rule@22t= F 7He| HE|0| Z & El Rules AME E0{ELICt Rule0l0]
£ B3 Z7 stLbot 04 T W7 Z BRI QLI TA E719| BTt trueR TIHEIH, 2t ofAd
Mol = 27t "WotE|D MEELICH 72 Z740| falseO|™ #2l0| M E[X| A &LICH Rule@20l=
TE Z4do| gi7| WEol g MEELICH Ol o{dM sttt & BItElDT MEEE SELCH
TE AT oM ™Molste 7= gHad LA &40 CHEt AFAIEH LK AWS CloudFormation AHZ
MMl AWS TFA| B4 MMS HESAAIR

Ct2 % 722 InstanceType LWEtOIE{Q] g2 & EE*LIEP. 23 nt2t0|E{(test == prod)o| 2t
a

of 2l AFERt= InstanceType THEtO[E{0d| CHEH m1.small == ml.largeE X|%5HoF & LICH.
InstanceType 2 Environment Zt2t0|E & OE?J' S Z210| Parameters MMO| M MA3Hof &
L|C}.

"Rules" : {

"testInstanceType" : {
"RuleCondition" : {"Fn::Equals":[{"Ref":"Environment"}, "test"]},

"Assertions" : [
{
"Assert" : { "Fn::Contains" : [ ["ml.small"], {"Ref" : "InstanceType"} ] },
"AssertDescription" : "For the test environment, the instance type must be
ml.small"
}
]
.

"prodInstanceType" : {
"RuleCondition" : {"Fn::Equals":[{"Ref":"Environment"}, "prod"]l},
"Assertions" : [

{
"Assert" : { "Fn::Contains" : [ ["ml.large"], {"Ref" : "InstanceType"} ] },
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"AssertDescription" : "For the prod environment, the instance type must be
ml.large"
}
]
}
}
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(@ Note

AWS Service Catalog £ Terraform Open Source 5 £ Terraform Cloud A& 0| CHEH MH|A
A X|¥etK| t&LCt

AWS Service Catalog £ AIE35IH FH &4 U EHOt TX|E E46IHM B2 X el 2 2T A2
Aneg =&Y 4 QaLct BE|Rte MH|A B2 AF23510d, X|E AF2XHT} AWS Service Catalog
oM 28 2y &t AHL, 2XE AstHLE, £2lE HWHEE ™S HL, HEtE LEFEE &
88 £ Q&LIcH MH|A 242 M o|5t2{T AWS Systems Manager EA1E & Z5HMAI2. AWS
Systems Manager &M= Amazon EC2 SX| & R{FE &0t Z2 AWS 2 AlE|E F3sts AT Ho|
Z 2rdof Ciet AMAE MSSHH AFER XE UL Holg = JU&LICt

Ol Rt&MAIME %5 AF Ko H Amazon EC2 QIAEIAE CHA| AlEH6tE 7|58 MEB¢gLc Zest
HetE Ftetn, MH[A 2dg Holst D, MH|A 2 YE MED @6t n, Z=2H|X'FE MEof cHet
A UES ALSsto] %3 MEXR B E2 E1|/\E°*I—IEP

A =

O| Ak M= A AWS 2[R HEHo| !, o|O0] & &1 204 AWS Service Catalog, 0(0] 7|
=2 ME, ZEEC|IR U ALSK AE 0| JCk 7HEELICH & B2 = FR0| RHEME A8 S| Tof
A U AIE5H7| B4 2 AWS Service Catalog2t 2 5HAMI 2.

=M

« 1EHA|: 2|5 ALS A Het 74

« 20HAH!: MH[A Erd MY

« 3EA: MH|A B2 ME B 44

o ATHAH!: 2|5 AIA} Bt A EIAE
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Z|E AER AEH2 EE MHlA 2HE B0 +-d5t= o 28 #Heto| /o{ok =LCt of off&|of A
%|EZ AFEXHE AWS Service Catalog AMH|A ZQ] 7|501 HMA ST Amazon EC2 RHA|RHS 4=&lEt
£ Qe HeEto| Egfuch.
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Ct.

2. MHFHAMAISA &S F&LICH

3. %|EZ ALEXH7F AWS Service Catalog 2| AA 0| HMASHE O AAEE 2ES MEAELICE O] oflof
Me 2| AHEA 2§ S MEELICH AX o ME, Y 213 AASAI7L AHS5tE 282 ME
SHAAIL.

4. 38 N5 HE Ho|x|o| M BiolMq A HMES BtE7HL, 7|E HME2 WEE LI o] oAl M
= 15 2| AWS Service Catalog Z2H|X'd & S& FHEtof CHsH MHEE ALERH XIH HA S =4
5tod 7| & H&ol| Het2 FIHELICH

5. EA H0|XIofA, BA HEIS Mestod TRt MEHe F7HLICH AIZH HE7| E JSON B
2718 AL sto] HAS HAY £ USLICH 0] HHoIAIS JSON HEI7IE AL sto] HEtg &
JFBELICH O] At MollAE B0l Chg HEte F7HELICH

{

"Version": "2012-10-17",
"Statement": [
{

"Sid": "Stmtl1536341175150",

"Action": [
"servicecatalog:ListServiceActionsForProvisioningArtifact",
"servicecatalog:ExecuteprovisionedProductServiceAction",
"ssm:DescribeDocument",

"ssm:GetAutomationExecution",
"ssm:StartAutomationExecution",
"ssm:StopAutomationExecution",
"cloudformation:ListStackResources",
"ec2:DescribeInstanceStatus",
"ec2:StartInstances",
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"ec2:StopInstances"

1,
"Effect": "Allow",
"Resource": "*"
}
]
}
MM TS 3 WMol Che M7 ALY S HESID SQBLICH 2|5 ASX 218 0| ALSAHE O
M| AWS Service Catalog0|A{ Amazon EC2& CHA| Al&tst= O et HetE # A E L ct.

2CFA|: MH|A EHod AHM

0|0{M Amazon EC2 QIAEIAE CIA| A|EHsHE MH|A EHJS MAIEHLICE.

> w0 b

9.
10.

https://console.aws.amazon.com/sc/ AWS Service Catalog 2&2 dL|CH

H50ll M MHE|A ZHele MEHSH|C}.
MH|A EHe] I 0| K|of| A A BHe] AAdS AdEHSH |C}.
7(

] MM mo| X0l M MH|A EFdE & o|E AWS Systems Manager EAE MESEHL|C}H QIAE
A CHA| AJEf 2H40| AWS Systems Manager M| Holz|1, EECIR HIFHM 7| SM2
Amazon EC2 EME OCHZE AFS &L L.

AWS-RestartEC2Instance &2 M3t MEEHL|CE

AEXLO| B @ Blof 2 A B
2 AEX7L ofH Zdg2 =S|
t2tolE 2 oy e = P

E{o| CHA& S MENEFLICE F7I met0|E{ & F715t24™ Add parameter(Zt2tO|E{ F7HE MEHEHL
Ct.

Permissions(T48H 0| A & & MEHELICE O] oMM E 712 HEtE AH85tn Q&LICH CHE
et T8k 7s3HH o] H o X[l M = olgfLct.

THS ASHOM B MHS MeBLICH

o
51e10| MAEID A SE 4
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1.  AMH|A Zred o] X|ofl A AWS AWS-RestartEC2instanceE MEHSH £ ZrQd o442 MEHSHL|CT

x|
2. Associate action("*O‘I 1) J_11|0|7<|01|)\‘| 2B ALER7F MHH[A g =St

ﬁl:l
3. ME TS ME{ELICE B 2|9 HQIEE AFEstod 2 E HTE MEE +~ AU&LICH

[ —]
4. Fredeizg MeBtLICH
5. Chg mo|xlofl 5l I AIXI7F LbebetLic

O|X| AWS Service Catalog0ll AH|A 40| HELIRELICEH O] Rk MLl CFE B AIE 28 ASXR
M MH|A HHE ArE st LT

ACHA: =|E AFEX B E HAE

x|E MEXtE EEI:H?H'—'E._' MZol chell MH|A HHE e + Q&LICH Ol A& MolME 2T AL
SXtoi| A =4 8t 7H o|¢ o MZE ol Z=H|X{'Fx|o{oF B LICH Z2H|MIE ME2 0T EF7[0i M A

2 BHeit o:léér HE EHF0] A AlgsHoF BLICE

Z|E AHSKE MH[A Z ol HAl|AStE{H

1.  AWS Service Catalog 2Z&0i| =5 AISAIZ2 23 QI LICE.

2. AWS Service Catalog CHA[Z E 2| B M FolM Z2H|XIE ME S5 MEELICH S50 %
S AERe| AEo| Z2H|X'FE ME ol ZAIELICH

3. EZZRHIMIE ME S5 Ho|X|[oMH Z2H|X'IE QIAHAE MEdEFL|CE

4. ZZHIMYE ME ME HE Ho
RestartEC2instance 22 ’.ﬂEﬂ”E*L—lEP.

5. ASX R Adg A WOIx| 2oIBtLICH &eio| H&EIRICHS 2ol tIAIXIZE LiEhLICH
5CtH:E AF2610{ MH|A E] 22| AWS CloudFormation

MH|A & Al g|AAQtol A MAME = AWS CloudFormation 4 &LICH RHMIBH LI 2 AWS
CloudFormation User Guide2| C}S MM EXSHAAI2.

« AWS::ServiceCatalog::CloudFormationProduct ProvisioningArtifactProperties

« AWS::ServiceCatalog::ServiceActionAssociation
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® Note

AWS CloudFormation 2|44 20| MH|A Q] A E 2tE|5t= F<? AWS Command Line
Interface E=& Sl AMH|A Z LS FI7HetHLE M7HsHX| Ot A|2 AWS Management
Console. 2B {H|0|EE &5} AWS CloudFormation 2|50 O|F0{Z! AMH|A o]
CHEH = 'HE AFE ol A ELct

6CEHAl: 2X| s

MEIA 5] M30| MY Z9 ZZHIXEE B HOIX|Ql AMHIA 5] A% 0|HE O] £31 M40
M 2% HAIXIE &2 4 aLICh ofgiol M EAIZ £ /= UBEQl 0% HAIX|| CHet MBS &

=
= A&Lch

—

(® Note

9F HAIKIQ) MEs HAEE HAT £ 9002 BE ERO AEHE TRAAAE Of
£ A& 3t grotof BLICt

TER-E]

AWS Service Catalog 0ff LHF @77t Y MM ELICH LSO CHA| A|Zd FAAL. 277 HESE 38
? D74 x| MEol| 2ol AAIL.
o

StartAutomationExecution 242 £ &35t= & 2 F(ThrottlingException) 7t & & LICtH

1 Zr2 e MH|A0] ofs AMH|A 2 A&o] MErE[i&LICt

A =Y T HMATH HREIRISLICH
AWS Service Catalog 7t AMH|A 2] Holol| X|HE dg S =g = igLct
servicecatalog.amazonaws.com 29t F&{| &£ serwcecatalog us-east-1.amazonaws.com@t Z 2 g

M HOF =R 7} 238t o] AlE| XEHo|M SIO|EBAER K|AHE|QI=X| &olstL|C}
StartAutomationExecution 22 5 £5l= & 2/ (AccessDeniedException)7| &4 &LICtH AFHZ XL
7t 2l A A0l A ssm:StartAutomationExecution2 &g Heto| Qi& LIt

MH|A 2 Holo| M K| El 2480l ssm:StartAutomationExecution2 &8 #&Ho| gigLct g

=
of &8t SSM HEto| A= K| ZelgL|ct

L
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z 2 H|XMLE MEBOM TargetType RE2| EIAAE &S £ glaLIC

Z2H|XM'IE MEFol= AWS SSM E A0l X[ EEl Che & LR[st= EI_/.\_/\7P ZE o] UX| et &
L|C}. of::EC2::Instance. Z2H|X'JE AMEZFo o248t 2|4 R Qlst7LE M 7¢ 2HPEKI
EolgfL|ct

|>
Al
39
rr
Ral
J|0|'

s ol§ 2| 27t EMstR] ef&LICH

MH|A 2] Holof X|™HEl EA7t EXHSHR] ek &LICH

AWS Service Catalog 0l M X|IHE A& S TUE M & = gl LR 7 LdRi&gLICH

I2FO|E{ol|l {ValidValuel}, {ValidValue2}OlM && = Qi= 4L "InvalidValue"O| U&LICH.

off MEE mzto|E Zkol Mol A E 2 S50l gi&Lich M3 E uetole7F &8 K| &lsto C}
Al A= &FLCH
oetolEe §8 285 AL|C ParameterName2L 2 NZE Zt0o| K58 XG0 ofL|Ct,

Ssmol ME & mtetolE 2fol E Mol e Rl R&ESHX| f&LIch

2t O/E 7t MH|A 2] ool Ho|x|of K| pb&LICt
MH|A =] X ojof Zo|Z|X| AWS Service Catalog of2 m2tO|E{7tof| MY A& LICH MH[A &
Holof Ho|E metolEe AASE = U&LICH.

51o] AB/AIA Al EHAITE ATHEILICH ¢ s, REMISH B SRS XS5 MEIA 28 o1 SHLIA
=

0II

SSM At &3t EA0] U= EA7E AIHRH&LICH RHMEH EME sHZAsted™ HAIXIS 2 F & &6t

>

CS mietolE gt Z2H|IMYE MEo| gien 2 55| K| &t&LICt InvalidResourceId
MEX7F T2 H|IKLE MEFol Qe SlAA0 CHEH 22 XM&LICE

SSM A5 3F 2 A0 CHEH TargetTypeO| HO|Z| K| o & LICH
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MHIA Zt40]| TargetType2 A 9O|5l24T SSM A58 EA7F ERELICH SSM RIS 3t B XM
LICt.

i
ok

FO|
el

o

E Z 2|20 AWS Marketplace X Z 27}
ZEEE|20] AWS Marketplace MES F7t5t01 2|5 AEX7t s MES AEE = UEE &
A& LICH AWS Service Catalog .

AWS Marketplace = Ct et AZEQ|0] U MH|AE &1, 5510, FAAMEE =2

Eo{QiLCh o| MZE R0l Clo|E{H|0|£, OHEEI71IOIA=| MH, EﬂAE T, 2LEZE

=
el =+ 2 H|ELA QI-IE[HA A X EQ0{7} AWS Marketplace Z & ElLICH. AWS Marketplace &

oM A E £ U &LIChhttps://aws.amazon.com/marketplace. OlAM 2 AHH|AE A Z E Q)0{(SaaS)
MEZg =7 £ Q&LICH AWS Marketplace AWS Service Catalog.

to

HEZ2E ALE 5104 AWS Marketplace M & S0l S A AWS Service Catalogst CHE ME2 ZEEE]
off &715t04 AWS Service Catalog %|5 AtE X017 M| ZS AWS CloudFormation H{Z & L|C},

(® Note

AWS Service Catalog = Terraform & A A EE= Terraform 222 E AWS Marketplace A|

Z HIZ38l2 AI835104 AWS Service Catalog =I5 AL X0l MES HIZSHE Z2 XIHEHK]
or&LCt.
Ls H

AWS Marketplace = =& M2 AL&35+04 MIES2 AWS Service Catalog 2% £&= 55t F7HE

to
T UES X|HefLIch §85| AE 7|5 AL85tod MEE F7tst= 0| E&LICHAWS Service
Catalog.

E A83104 AWS Marketplace A& & 2| AWS Service Catalog

A% XM QIE{H| 0|AE AWS Service Catalog AF& 5104 725 AWS Marketplace MZ 201 =%
Z7te 4 Ql&LIch AWS Marketplace M MH|A FIEF2 28 MENSHLICE REAMIEH LIS AWS

= - 14

Marketplace =22 3! FAQO|A AWS Service CatalogZ AMZ SA AME FHZEFHAAIL.

T892 AWS Marketplace ME 2| & F7}

= BtHE & 23104 AWS Marketplace ME2 +5 AWS CloudFormation 3t &lZ 30l M aliE X
£ o8t CHZ AWS Service Catalog ZEZZ|20] HIZSIE FII&LICH
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AWS Marketplace MZ& T 5624

1. AWS Marketplace 2| 2 O|& & L|Cthttps://aws.amazon.com/marketplace.

2. HNES 2ot2 7Lt 4245104 AWS Service Catalog ZEEZZ|201| F7t5te{s MES & &LICH
e ME2 MEiSto] A& AT HE HO|X|E SLiCt.
A

3. A& MEsto A HOIX|E &QlEt £ =& AR B MEHELICH

o8 m|o|x|e] HE o= K| El= Amazon Elastic Compute Cloud(Amazon EC2) QIAEA &
g, XIHEl= AWS 2™ ME0| ZF AWS Z2|T 0| AF& 3= Amazon Machine Image(AMI) ID7+
ZEELICH Y5 MEd AtE o= H|E 0| 2otELICEH O] HEE At&35tod 0|F EHAH|0l M AWS
CloudFormation B EZ 32 AL A X|IG & LICH.

4. Z=U S U MEE FSELICH

MEg T=8 2ol 2AZEY0{E ME8 O} 2 ME S MEH50{ AWS Marketplace 1K EX|2
MNZ ol mHo|X|ol| U= HEf| HMAE = U&LICY.

AWS CloudFormation & & !0 A AWS Marketplace MZ 2 Holst2{H

Ct2 EHAHE 2t252{8 AWS CloudFormation MZ EIZ2] & LIS
& AEXt X[H5to MEF S LtEHHLICH AWS Marketplace . 24
CloudFormation AF& MEAMO| ME HZS! MME & ZSHAAIR

1. AWS CloudFormation AF& MM MEZ =HEZ3! H{ 0| X|of M ME 2| AWS 2|2 MHEdFFLICE.
{z|0{oF & L|Ct. AWS Marketplace2| ME AlSH m|

AWS 2|2 AWS Marketplace MZ 0| X|&
O|X|oM R|HElE 2I™E &QlE = &Lt

2. S 2ITof XErsk MH|A ME HIZSI0| S5 HE{H MH|A I3 & MEisrL|CH

3. QF0 MEst MES AZHoZE AIEE £ &Lt o] ™i EAHME 22 18 L Amazon
EC2 QIAEA HESIS AIZELICH ME HESE HE{H E7|8 MEisH & HEE = U E
ZSAE S 240 MEELICH 24 IO & H2  templateO|0{0ofF & LICH

4. BHIAE WHETJ||M ®HES oS qLct.

5. HEZS! MEo| MBS ALEAF X[HELICH MHES2 OIS oot e £ U&Lich

"Description": "Launches a LAMP stack from AWS Marketplace",
6. MEOIM X|st= EC2 QIAEIA QD X561 T2 InstanceType WEIO|E{S AL A} RIS
Lich. RIZ 300l X|HEIX| O EC2 QIABIA RHO0| ZHE WP, 25 ASKE MBS AIXE

= &LCH
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a. 9| MZ ofdl Ho|X[oM 23 MF HE MMM X|#El= EC2 QIARHA RES AWS
Marketplace® @18t L|C}.

On-Demand Plans for Amazon EC2

Select a region, operating system, instance type, and vCPU to view rates

Region Operating system

US East (N. Virginia) v Linux v
Instance type vCPU

All v All v

Viewing 364 of 364 available instances

Q 1 2 3 4 5 6 7 .. 19 >
Instance On-Demand hourly Network
name A rate v vePU @ Memory ¥ Storage ¥ performance v
al.medium $0.0255 1 2 GiB EBS Only Up to 10 Gigabit
al.large $0.051 2 4 GiB EBS Only Up to 10 Gigabit
alxlarge $0.102 4 8 GiB EBS Only Up to 10 Gigabit
al.2xlarge $0.204 8 16 GiB EBS Only Up to 10 Gigabit
al.4xlarge $0.408 16 32GiB EBS Only Up to 10 Gigabit
al.metal $0.408 16 32 GiB EBS Only Up to 10 Gigabit
t4g.nano $0.0042 2 0.5 GiB EBS Only Up to 5 Gigabit
b. HIEZM 7|2 QAHA FHEE et XIBEIE EC2 QAHA fEo 2 HAFLICH
c. HMEBoM X|¥H5tE EC2 QIAEA B 235 S AllowedValues S5 HEFLICH

d. %3 AMEBRIIAMEE AIRE [ AFESHK| 26HH & EC2 QAERA %S AllowedValues
E0{|M MAHELICE.

InstanceType It2t0|E] HEIS 2t2 50 ChS of| M9 HILE 27 L|cH.

"InstanceType" : {
"Description" : "EC2 instance type",
IlTypell : IlStIingll’
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"Default" : "ml.small",
"AllowedValues" : [ "tl.micro", "ml.small", "ml.medium", "ml.large",

"ml.xlarge", "m2.xlarge", "m2.2xlarge", "m2.4xlarge", "cl.medium", "cl.xlarge",
"c3.large", "c3.large", "c3.xlarge", "c3.xlarge", "c3.4xlarge", "c3.8xlarge" ],

7. HE
AWST

o

"ConstraintDescription" : "Must be a valid EC2 instance type."

iy

29| Mappings MMM X|El= EC2 QIAEA & 2 o} 7[HIXDt ZEFIES

nstanceType2Arch O

OH
mjo
1~
ta}
o
c
[l

InstanceType It2}0|E{0d CHSH AllowedValues S50i| Z&E[X| ot2 EC2 QIARHA &
He 2% ®AHstod 2 S22 WAL

MEZ0AM X[H5tE of7|EIX R&0| EI=5 ZF EC2 QIAEA S| CHE Arch 22 THEIE

LICt $ &8t k2 PV64, HVM6G4, HVMGZO'LIEP NMEZ oM X[5t= ot 7|HIMHE ot = 2dH

AWS Marketplacel| MZ ME HE H0|X|E & X3 H;!AIO EC2 QIAEA TAZ|oM K|
ste ofZ|EIXE 2 otEE{™ Amazon Linux AMI QIAEIA L3 OIEEIAE A XSHAAIR

AwSInstanceType2Arch OHE HEE 22 5tH CHS ofXQF HIRE RALICt.

8. H

ol

i

ol M

"AWSInstanceType2Arch" : {

"tl.micro" : { "Arch" : "Pves4" 1},
"ml.small" : { "Arch" : "PVe4" 3},
"ml.medium" : { "Arch" : "Pves4" 1},
"ml.large" : { "Arch" : "PVe4" 1},
"ml.xlarge" . { "Arch" : "Pves4" 1},
"m2.xlarge" : { "Arch" : "PVe4" 1},
"m2.2xlarge" : { "Arch" : "PVe4" 1},
"m2.4xlarge" : { "Arch" : "PVe4" 1},
"cl.medium" . { "Arch" : "Pves4" 1},
"cl.xlarge" : { "Arch" : "PVe4" 1},
"c3.large" . { "Arch" : "Pves4" 1},
"c3.xlarge" : { "Arch" : "PVe4" 3},
"c3.2xlarge" : { "Arch" : "PVe4" 1},
"c3.4xlarge" : { "Arch" : "PVes4" 3},
"c3.8xlarge" : { "Arch" : "PVe4" }
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a. 9 MEZE ol HO|X|HAM CtS oAt 2ol MEZEF 0| ZF AWS 2|T0f| AL&SH= AMIIDE AWS
Marketplace® @18t L|C}.

Region D

US East (N. Virginia) ami-4 1
US West (Oregon) ami- -
US West (M. California) ami-%
EU (Frankfurt) ami-
EU (Ireland) ami-
Asia Pacific (Singapore) ami-
Asia Pacific (Sydney) ami-
Asia Pacific (Tokyo) M- a———
South America (Sao Paulo) ami- -

b. HES0M X|HK| &= AWS 2ITe| ofE S A|7{E LICH

|ElX(PV64, HUM64 EE= HVMG2) & A E AMI IDE MHSES 2 2T

X|HELIc AWS Marketplace.

2

AWSRegionArch2AMI OHE HMEE =2 5tH I =7t CHF od| A2t HIx & Lt

"AWSRegionArch2AMI" : {

"us-east-1" : {"PV64" : "ami-nnnnnnnn"},
"us-west-2" : {"PV64" : "ami-nnnnnnnn"},
"us-west-1" : {"PV64" : "ami-nnnnnnnn"},
"eu-west-1" : {"PV64" : "ami-nnnnnnnn"},
"eu-central-1" : {"PV64" : "ami-nnnnnnnn"},
"ap-northeast-1" : {"PV64" : "ami-nnnnnnnn"},
"ap-southeast-1" : {"PV64" : "ami-nnnnnnnn"},
"ap-southeast-2" : {"PV64" : "ami-nnnnnnnn"},
"sa-east-1" : {"PV64" : "ami-nnnnnnnn"}
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AWS Service Catalog ZE Z 2|20 AWS Marketplace M &

1. o 232l AWS Management Console St11 https://console.aws.amazon.com/servicecatalog/
AWS Service Catalog #2|Xt 2£Z 0|S&fLC}.

ZEEZ7|2 HO|X|odH AWS Marketplace MES F7lsteds ZTEEZEIQLE MEELIC.
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HE Ho|X|olM Dol SHIEX HQlet Cfs & U UZE ©E MEELICH ZEEE(Q0] X
&0l F7HELICH o|M ZEEE|20]| HMAE £ U= 2T ASKI7LAISE = UA&LICH

AWS CloudFormation StackSets Al2

(® Note
AutoTagsE $& AWS CloudFormation StackSetsOll M X[ Z|X| e &LICEH

AWS CloudFormation StackSets& At&35t0{ 042 AWS Z2|T & H[Z0i| A AWS Service Catalog M &

AlEHE = et AWS 2T MES =AM 2 25t = MHE RI™E &= JUauch A

ol MEZ2 HHEE = ELICH A Al AEXIE LHIZAE M U HAUZE =& 2(0H AE =8 RIH
o

3 &
HUE HZxshM L.

vl
£ Ql&L|CH REAMIEH LI 2AWS CloudFormation StackSets &F

mor o m

AR NEQL AR QIARIA H|I

AEH N EE AI26HH EHY AWS CloudFormation Bl Z2!/2 AF235104 2|1™ ZFH AWS AWS H|I oM A
EHg MAMSH £ Q&L

AE QIAEIAL AWS BIF LHo| QI CHY AlRo| AB4E olnjsta, T stLtol A% MEo|gh ¢

LICH.

REMIEE LIS 2 AE MIE JEE st AIL.
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AEH M E X|SF

OflAM AEH ME XNMef RS ALE5H04 ME HHE SMHS 4 AWS Service Catalogs A& LICEH

AWS Service Catalog = AWS GovCloud (US) Regions AWS GovCloud(O|= M%) & AWS
GovCloud(O|= &8)2| 5 7 x| MZoil CHet A8 ME Wef ZAE X[ ELCH.

KEMIBE LI 2 AWS Service Catalog 2B ME 7H'HE & ESHAAIL.

of &k 2+ 2|

AWS Budgets& At&3t04 LH MH|A HIE & AL S FXE & U&LICH AWS Service Catalog. O
A2 AWS Service Catalog M& L ZEZZ(Qet HAAE = U&LICH

(® Note
AWS Service Catalog £ Terraform @& AA X|Zof Cish o &2 X|235HK| of &Lt

AWS Budgets& AtE5tH H|& = ALEF 0| ottt FHE ZoH(E= Zoter A
BHE = AP XIH o dh2 AHEE £ U&LICH AWS Budgetsof| CHEH HE =0f
Chhttps://aws.amazon.com/aws-cost-management/aws-budgets.

o Oofl&F 94Z SHA|

Rl

=

AWS Budgets& At&3st7| ol AwWs Zx| & HIE 2| 2&£0iM HIS &F Ei2 & & d3tsifor &L
CH B g0l CHEr XEAMIEH LIS 2AWS ZX & HIE &2l AFS dBMoM AAEX ol HIS &EF
BT EEsE RS AAR.
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https://aws.amazon.com/aws-cost-management/aws-budgets
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activating-tags.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activating-tags.html
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Ei27h &3t zl= ol Z|CH 24Al1ZFo] A2 ELICH

8t o4 7SS AL MBS EE TS0l Chal AWS ZH| W HIS BHE| 240] T A8 R HAlA
S x

—1
£ gdstaliof gLICH AEAE fIet M HME ddstH 0|§ e = U&LICH

2} Z+0| Amazon SNS 222

JSON 'a.*% Ad';"% 1 ChS JSON EA EMoIM HAEE SAELICH O IAE S JSON BIAE

"Version": "2012-10-17",
"Statement": [
{

"Sid": "Stmtl1435216493000",

"Effect": "Allow",

"Action": [
"aws-portal:ViewBilling",
"aws-portal:ModifyBilling",
"budgets:ViewBudget",
"budgets:ModifyBudget"

1,

"Resource": [

min

"Sid": "Stmtl1435216552000",
"Effect": "Allow",
"Action": [
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https://console.aws.amazon.com/iam/
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TR} OFLU A

"'sns:*"
1,
"Resource": [
"arn:aws:sns:us-east-1"
]
}
]
}
5. EMHO| 2EE|H Y AEE MEELICH M HMIJI 2E & QLFE EDFLIC
6. AE HO|X|olAM AHE T2l HHof 0|F S XIEELICH HA @S HESto] HAo| Foigh Het
£ EQlg Ch S HA My S MEYstod 2hds XM ELICH
M EHo| Zr2lE HA of ZEAZIH AHEA YO58 A EH|7} 22 FLICH REMIEE LY
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AYo| Z2H|IMEE MES M2 2elsttiH sie Z2HIMIE ME 47| 2ol it
AWSServiceCatalogAdminFullAccess HMA HHEHO|LE 20i 4 85H= IAM A
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« AWS CloudFormation At8 A& A{9|
AWS::ServiceCatalog::CloudFormationProvisionedProduct.

« AWS Service Catalog 7H& X} 2tLHA{ 2| DescribeProvisioningParameters
(ProvisioningArtifactOutputKeys).
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https://docs.aws.amazon.com/servicecatalog/latest/userguide/enduser-viewstack.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_UpdateProvisionedProductProperties.html
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7. UOIO|EE MEHEILICH

ZEHIMIE ME MT E20IM UClo|EQ| MF HEE & £ l&Lch Z2HIM'ZE X
& 0|52 HAEIX| ofx|gh OIM| Z2H|IKMIE ME2 CHE HEAE 7

K& M: AP A Bl AA STt Al

AWS Service Catalog 2& 2 AI26t0 MZED HAEE XME U Z|AAE ZTZH|XISH AIEXIE Al
g = UAGLICH O] & ME & X504 O] o & RHAM|AHRl EH Z2H|X'FE MEo MEE £+ U&L

Ct.

AHHEo| ZEH|MIE ZE MES HEIStE{H sl ZEHIHIE ME 27| 2o
AWSServiceCatalogAdminFullAccess T&HO|Lt O|0f &8 5t= HEHO| HFLIC
2 AWS Service Catalog & 2|A} PHLHA O X175 5F 2 HAlA 22| E ZF_ﬁPéMI_CP_.
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L HAE BAAE Z2H[X'IE AFSAIE AlEotedH

1. https://console.aws.amazon.com/servicecatalog @3 & jL|C}.
2. 1% @M HlFolM Z2H|IMIE MES MEdELICH
= A

3. YUMA ZE EECt HFAM HXN

]I

MEYRFLICEH

Service Catalog Provisioned products
Provisioned products (0) info | @] H Actions ¥ |
Q Access Filter | Account & 1 {
User
Product Versio
Name v Created V¥ ID v Status
name name
Role

¢}

4. HAE EI[0M Z2HIMEE MES M=t T Hoi MF HEE EAIRLICH

Provisioned products (1/6) info

Q Access Filter | Account v
Name Created v Product name Version name Status
Thu, Mar 25, 2021
3bucket-03252118 ! ! ! 3bucket 2 Availabl
(o] s3bucke £58:40 PM EDT s3bucke © Available
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https://docs.aws.amazon.com/servicecatalog/latest/adminguide/controlling_access.html
https://console.aws.amazon.com/servicecatalog
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Provisioned product details

Product description

Provisioned product ID User name Status

pp-* . . Adrvervadiow © Available

Product name User ARN Version name
test arn:aws:iam:: $058:user/SCAdminAllow

Created

Thu, Jul 15, 2021, 9:49:54 AM PDT

¥ More details

Product ID Type Support email contact
prod- . CFN_STACK

Version ID Product owner Support link

pa- ahjrpyr gl v

Support description

5. Of2iZ 0|=35tof O|HIE MMS i—f’gﬂL—IEL Provisioned product ID &
CloudformationStackARN gt

Events (4) info

Q Sort by | Newest v 1 @

¥ UPDATE_PROVISIONED_PRODUCT

Date created CloudFormationStackARN Status

Thu, May 27, 2021, 5:06:38 PM EDT Copy to clipboard @ Succeeded
Record ID Product name Product version
rec-| ssmimport 1

Provisioning artifact ID

pa-
Qutput key Output value Output description
CloudfermationStackARN arn:aws:cloudformation:us-east- stack/SC- The ARN of the launched Cloudformation Stack

-11eb-b851-
038204804744 [A

6. ZZH|MIE ME IDE Ar&35040| A|ZH0] 3iE 3= AWS CloudTrail Z|ZEE Al 7 At
SXE AlEELICHYUEIM O 2 HH2|0|M S0i O|HY FAE =dF. O] ool M E "steve" &L
Ct.

"eventVersion":"1.03","userIdentity":

{
"type":"AssumedRole",
"principalId":"[id]:steve",
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arn":"arn:aws:sts::[account number]:assumed-role/SC-usertest/steve",
"accountId":[account number],
"accessKeyId":[access key],

"sessionContext":
{
"attributes":
{
"mfaAuthenticated":[boolean],
"creationDate":[timestamp]
.
"sessionIssuer":
{
"type":"Role",
"principalId":"AROAJEXAMPLELH3QXY",
"arn":"arn:aws:iam: :[account number]:role/[name]",
"accountId":[account number],
"userName" : [username]
}
}
.

"eventTime":"2016-08-17T19:20:582", "eventSource":"servicecatalog.amazonaws.com",
"eventName":"ProvisionProduct",
"awsRegion":"us-west-2",
"sourceIPAddress":[ip address],
"userAgent":"Coral/Netty",
"requestParameters":
{
"provisioningArtifactId":[id],
"productId":[id],
"provisioningParameters":[Shows all the parameters that the end user entered],
"provisionToken":[token],
"pathId":[id],
"provisionedProductName" :[name],
"tags":[1,
"notificationArns":[]
I

"responseElements":

{

"recordDetail":
{
"provisioningArtifactId":[id],
"status":"IN_PROGRESS",
"recordId":[id],
"createdTime":"Aug 17, 2016 7:20:58 PM",
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"recordTags":[],
"recordType" :"PROVISION_PRODUCT",
"provisionedProductType":"CFN_STACK",
"pathId":[id],
"productId":[id],
"provisionedProductName":"testSCproduct",
"recordErrors":[],
"provisionedProductId":[id]
}

.

"requestID":[id],

"eventID":[id],

"eventType":"AwsApiCall",

"recipientAccountId":[account number]

}

7. CloudformationStackARN Zf2 AF235104 AWS CloudFormation O|HEE AlEd5t0 MM E 2|
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Portfolio 1 TERMINATE!
LAUNCH!
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Product 1 launch, but is not required to
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CostCenter, 70 Product 1 Product 1

CS

CostCenter, 72

v

Portfolio 2 TERMINATE!
The user picked 70 for the cost
center. This tag is part of the
running instance.

Product 1
The user is given a choice of two
cost centers and can pick one
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CostCenter, 65

CostCenter, 70 Product 1
CostCenter, 72
( CostCenter, 73

Portfolio 2 AN D

CostCenter, 70
CostCenter, 72

4

Product 1

AMD logic is used to
combine the values with the
same key from Portfolio
and Product tag sets.

The user is given a choice of two
cost centers and can pick one
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CostCenter, 65

A CostCenter, 70
CostCenter, 72 Product 1
( CostCenter, 73
Portfolio 2 AN D

A CostCenter, 327
( CostCenter, 115

CostCenter is not set on the
Product 1 instance, but the conflict is flagged

in several locations. User still can
launch the preduct. Tag conflict
should not prevent products from
being launched.
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{
"artifact": {
"path": "string",
"type": "string"
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"launchRoleArn": "string"
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]
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"token": "string",
"operation": "string",
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"provisionedProductName": "string",
"productId": "string",
"provisioningArtifactId": "string",
"recordId": "string",
"launchRoleArn": "string",
"artifact": {

"path": "string",

"type": "string"

1,

"identity": {
"principal": "string",
"awsAccountId": "string",
"organizationId": "string"
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"parameters": [
{
"key": "string",
"value": "string"
}
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"tagS": [
{
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}
]
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"token": "string",
"operation": "string",
"provisionedProductId": "string",
"provisionedProductName": "string",
"productId": "string",
"provisioningArtifactId": "string",
"recordId": "string",
"launchRoleArn": "string",
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"path": "string",

"type": "string"
.
"identity": {

"principal": "string",

"awsAccountId": "string",

"organizationId": "string"
},
"parameters": [

{

"key": "string",
"value": "string"

1,
"tagS": [

"key": "string",
"value": "string"
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"provisionedProductName": "string",
"recordId": "string",
"launchRoleArn": "string",
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"principal": "string",
"awsAccountId": "string",
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}
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"Effect": "Allow",

"Action": [
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"Resource": "*"

1,
{

"Effect": "Allow",

"Action": [
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"tag:GetTagKeys",
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"tag:TagResources",
"tag:UntagResources"
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"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "account",
"arn": "arn:aws:iam::12345789012:user/dev-haw",
"accountId": "12345789012",
"accessKeyId": "keyId",

"userName": "dev-haw"
},
"eventTime": "2020-09-23T21:07:587",
"eventSource": "servicecatalog-appregistry.amazonaws.com",
"eventName": "CreateApplication",

"awsRegion": "us-east-1",
"sourceIPAddress": "205.251.233.48",
"userAgent": "aws-cli/1.18.140 Python/3.6.11
Linux/4.9.217-0.1.ac.205.84.332.metall.x86_64 botocore/1.17.63",
"requestParameters": {
"name": "hawTestCT",
"clientToken": "6f36d650-a086-47cf-810a-fbfab2f8ad33"
},
"responseElements": {
"application": {
"applicationArn": "arn:aws:servicecatalog:us-
east-1:12345789012:application/app-02ocuq2cie2328pv64ya78e22f",
"applicationId": "app-02ocuqg2cie2328pvb4ya78e22f",
"creationTime": 1600895277.775,
"lastUpdateTime": 1600895277.775,
"name": "hawTestCT",
"tags": {}

iy

"requestID": "1b6ad353-3b06-421b-bcb4-00075a782762",
"eventID": "@a2ca224-cdfd-4c4b-a4ed-163218ff5e2d",
"readOnly": false,
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"eventType": "AwsApiCall",
"recipientAccountId": "12345789012"

fol]]
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