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https://aws.amazon.com/serverless
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide
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2. 2Z0|M ElAE. sam local invoke Z/EE sam local start-apiZ AFE3H0o{ 2Z0fM of
ZZ|70|ME ElAEFLICE o|2{8t HHES ALE5HH Lambda & 7t EZHoM EEEIHEHE AWS
Z2IRE9| AWS Z|AA0AM o1 #ALC}.

3. I{7|X|. Lambda & 4=0f BtESHE AFE5t0{ Lambda &4, AWS SAM HIZES! U 2E F&HH
2 CloudFormation HHE {7 |X|0f| HE AR LIClsam package. O| Et7AH|0| M= AWS Serverless
Application Repositoryoll A= =& o £ 2|71 0| Mof| CHet HE T Z & AIZLICt

4. HIAl. sam publish& AF&3t04 AWS Serverless Application Repository 01l O Z 2|71 0| & H|A|
gtLICt o] 2AIE Olx|HolM o Z2|AHo|ME2 B E AFE5H0d AWS 221 =04 AWS Serverless
Application Repository HHZ & == & LICH AWS Serverless Application Repository.
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« BH™ 1.16.77 O|& 2|7} AWS CLI A x|x|0o{ Qlo{oF &rL|CE AWS Command Line Interface x| & %
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1. AWSSAMCLI BE ZEZEAMCIE BHS AAFLICE

2. HAS S5 HHE ClHEEl(sam-app/)2l LIS HEFLICEH

 template.yaml - Hello World OHZ 2|70 Moi| ER2 8t 5 7tX| AWS E[&A, & Lambda &<
ol GET 22 X|¥3tE APl Gateway YIEZQIEE 2
o| ofEE HolgfLct.

* Hello World O{Z2|7/|0|d Z=of rHE LiS:

« hello world/ C|EE{2| - ofZ 2|70l T EE x&5tH, A8 hello world A|7} BHetst
LIC}.



https://docs.aws.amazon.com/lambda/latest/dg/setup.html
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-sam-cli-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
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® Note

O| A& 0|ME OHEEIFH0IM ZET} Python2 2 FHE|T init THoM HEIAS XY
gLct= o EE[A 0| ZE MEE 2t F7t ¢10{E AWS Lambda X|#HEfLICH X[ E]
= 2 HEIY 2 X™HE B init B0l X|™HE 2do{2 ZFMEl Hello World 2 =2} 5l
= ool 2k & ZE 4= 2= README.md It 22 M3 ELIct X|El= HEFol CHSt
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AFMIEH LSS Lambda A3 #1282 A8 JHS 8 BHol=EiElE BESHAIAIL.
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HA: 242 ol Z2|7H 0| HAE

O|X| 2Z A|AE0f AWS SAM o Z2|7i0|M0| ez 2 ofelf EHAof et 2Z ol o E 2|7 oM
EHAEELICE

ZZ=z ol EE[7o|ME BHAEStE{H

1.

API| Gateway AEZQIEE 2HE AR LICH template.yaml IU0| £04 U= CIREZ|0]
M Chg BHE M™sHoF gt

sam-app> sam local start-api --region us-east-1

AP| Gateway= HEXZQIETJ} OHEE|E= Lambda & +& 2ZZHE S EFLICL. Lambda &+ 24
Docker Z1E|O|L40| M A E| T E HtEtELICthello world. APl Gateway= BIAEJ ZTEE &

HE 2o grrgrct.

2EHA:

ZEZ4Z ojEC|F0|M EHAE 4


https://docs.aws.amazon.com/lambda/latest/dg/current-supported-versions.html
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1. /hello_world/app.py Tt 2 TEIGt0{ HIAIX| EXFEE 'hello world'MA 'Hello
World!'Z HZEELICE
2. HElRXOMEHAE URLE CtA| EE3510{ M| 2XHES & elghLct.

sam local ZEMAE CIA| A|ESHX| LD M| ZEJ SXMoZ2 ZEEE|E W8 £ £+ U&LICH

3ErAl: o Z 2|7 0] mHF|F

O Z2|7o|MHME B0 E|AE T & AWS SAM CLIE AF25104 HE mi7|X|2t THF|X| AWS SAM
HEZslg MMHELICH
@ Note
CtS EAME o ZE2I70|M =T} L8 El hello_world/ CIEEZ| WS zip TtYUZ

BtSLICH O] .zip T2 MEHE|A ofZEE[A 02| HiE THF| XLt RFMIEH LIE2 AWS
Lambda 7H& At QHLHA{ Q| HHAE THZ|X| 244 (Python)E & Z5HMIR.

Lambda H{E 1{Z|X| 4435l 7|

m

1. EL& ofZZ|7o|M HEE MB35HE Metadata MM S AWS SAM B E 2! mpof| F=7}EFLICH.
AWS SAM B Z 2! Metadata MMof| CHEF XEA[EH LIE 2 AWS Serverless Application Model 7H
gt XF FLHA{ Q] AWS SAM Bl E ! Metdata MM £ 42 R ZSHAIR.

Ct2 2 of|Xl| Metadata AL |Ct.

Metadata:
AWS: :ServerlessRepo: :Application:

Name: my-app
Description: hello world
Author: userl
SpdxLicenselId: Apache-2.0
LicenseUrl: LICENSE.txt
ReadmeUrl: README.md
Labels: ['tests']
HomePageUrl: https://github.com/userl/my-app-project
SemanticVersion: 0.0.1
SourceCodeUrl: https://github.com/userl/my-app-project

3EFA: of Z (70l 7| E 5


https://docs.aws.amazon.com/lambda/latest/dg/lambda-python-how-to-create-deployment-package.html
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-sam-template-publishing-applications-metadata-properties.html
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LicenseUrl 2 ReadmeUrl £4&2 24 utof CHet = 0|HLH(R oA & =) o[O] o248t of
E[HEE 3 ARSE Amazon S3 HZO CiEH /I3 Y =~ Q&L

2. WF|YEI IEE XMYE x|0 S3 HAS M EELICH 7|& S3HAIS AI8StE{H O| HHAHE A
L4t

sam-app> aws s3 mb s3://bucketname

3. [Ct= package AWS SAM CLI BHE 2 AI=5t0{ Lambda & Hi X {7 |X|E A erL|Ct

sam-app> sam package \
--template-file template.yaml \
--output-template-file packaged.yaml \
--s3-bucket bucketname

0424
[ Ne)

_,_
o}

Ct

rlo
mjo

Xtoi=2
=

g sELICH

« aws-sam/hello_world/ C|EEZ|ol Liee &

_I|)|I

5104 Amazon S30i| Y2 = &L}

« HHE m{7|X|, README I}l 2! LICENSE Il (&€ --s3-bucket &40 X|HE Amazon S3 B
Zlo| 2=t

- ME2 HEZ% 1t packaged.yamlE 23§ LICt O I U2 Chg EHAHOIM of Z [ 0|M
2 AWS Serverless Application Repository0ll | A|5t= | AF& ElLIC} packaged.yaml EE
2 ol el *HES ot (template.yaml)Dt FAFSHX|2E 7| %+0|7} Q& LICH CodeUri,
LicenseUr1%! ReadmeUrl £432 Amazon S3 HZ!1} &Y OlE[HE 7} ZEHE 2K E 7|2
ZILICH od|M| packaged.yaml HIE3! I Uo| ChE FE T2 CodeUri £4E 204 ELICH

HelloWorldFunction:
Type: AWS::Serverless::Function # For more information about function
resources, see https://github.com/awslabs/serverless-application-model/blob/
master/versions/2016-10-31.md#awsserverlessfunction
Properties:
CodeUri: s3://bucketname/fbd77a3647a4f47a352fc0bjectGUID

3EFA: of Z (70l 7| E 6
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4EH7|: o E 2|7 0] HA]

O|Ml HHE m7|X|E dEM 222 o] WF|X|E ArE35H0{ AWS Serverless Application Repository0i| OH
Z 2|70l e HAlIELICE.

MH{E|A o Z 2|71 0|20l HIAI5tE{2d AWS Serverless Application Repository

- [C}2 B2 Al351040.0.10I|2HE %|= HEIS 2 Af OfZ2|71|0|442 AWS Serverless Application
Repository 01 7| A|&fLIC}.

sam-app> sam publish \
--template packaged.yaml \
--region us-east-1

(® Note

ofEE|7olME 7IEMez HIS/= YHEELICH CHE AWS Aol ofZE|7H0|MdE E 1 Hi
T 5 5{8stc{H HX ofEE|FH 0lMdE HoF B LICt o Z 2|7 0l S50l CHEF RbA
gf L2 otehol Li2 oS BAHIE HZst

OH
=)
(o]

>

Al

o

CHE B

O|X| MZ ofZCIF0|dE HAIRI2 2 2 o Z2|7i|o]Mof CHEH ChEat Z2 XY E e
CH.

- 0ol A ofZE|710|M E 7] AWS Serverless Application Repository - sam publish B&io| &
o Zc|7o|Mel ME HE mo|X|ofl CHEF AWS Serverless Application Repository 214 @37} Z &
EILICt. AWS Serverless Application Repository & HO|X|Z 0|5 35t0{ O EE|F|0|MHE A
= A&Lct

- OfECIFH0lM S - oHEEFH0|ME2 7|IEMez ZEtol8lez dEE|0] leaz OHE AWS A

AN —

of ZAIZ|X| ef&LICH o ZEIFH0|ME CHE MERISE S fRstti™ oHEE|FH 0lMdE SIHetHL &H

= O
AWS HH S50 HEt2 F2o{slof g LICH & ALE35to{ o EE|7H|0|ME S5t ol CHEt RHA
3t LI 2 MME AWS CLI & ZE M 2AWS Serverless Application Reposﬂory O Z 2|7 0|44 74 =M
oA 2&2 ME88 ofZ (A 0| S0l CHEt REMIBH LHE 2 ofZ 2701 S 7 HaS & =6ty
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https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-sam-template-publishing-applications.html
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-sam-template-publishing-applications.html
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Of = 2|71 0]4d H| Al

MHE{Z|A o Z 2|71 0] M0l HIAl AWS Serverless Application Repositoryg [ CHE AFEXF7F 5F 10 HY
Z28 4 QTS gt

THX{ AWS Serverless Application Model (AWS SAM) EIZ /2 A& 35t04 O Z 2|70l HolgrLCt.
oHEE|7|o|ME Holg = o E 2|70l M| AHIRIZE ofEE|FH0|M2| 7|5 S &ldtof
E Dodslior #LICH 7l AHS AWS SAM & &Qlof CHet REA[EH LHE2 MM E FFZSHA
SAM & 7H AHE AWS Serverless Application Repository.

AWS Management 2&, AWS SAM B ZE QIE{H| 0| A(AWS SAM CLI) & AWS SDKE AL 35104
MH{E|A ofZ2|7H0|ME HAIR &= JU&Lct of ofZ2|7Ho|ME HAlstE =&t CHEF REAIEH LIS
2 MM 2 AWS Serverless Application Repository2 ZstM L OHZ E2[FH| 0|2 H AlGHE Ehe.

0

OfZE|7[0|ME HAlstH MEol= Zetoltlez HYELICH &, ofZE|70|MdES HHEh AWS AHE
o MEF o EE|F0IHE AL E = JU&LICH oiEEIFH 0[S CHE AERIL SRsted® o E2[7Ho|M
2 HIZZ S/(5E AWS AE HF I S/)otHLE SIHHez SR(ZE MERIL SR)SIES
Ao gfLICH.

O Z Z|7lo|MZ0i HIAl AWS Serverless Application Repository 5t 0 THHE2I2 2 M3 MH|A
2[o| AH[X7t OHEZ|FH0|ME MEEE = UZT &LCE AH[XHZE o E 2|7 00| MF
HAAIE 2|1 o|le] 2T H{E 2| oHE 2|7 0|2 HiZ 5t = ofE2|7H|0[Mo| HHZE OotE|HEE CH
A 2| 2] Amazon S3 H{Z!0l AWS Serverless Application Repository S AHEFLICH CHAI CHAF 2| 9|
Amazon S3 HZ!0l| = IYUES H XS E T OlE[HEE ALE5t= AWS SAM HERo| 2 E 2|4
AE UO|O|EFLICH HHE OFE|HEO|= Lambda & ZE, API Ho| ot S0| Z&E =+ JU&LICH

Zgto|d! & EEFOH' =3 ofEZEZFHo|M2 MM E AWS BT MEF AL E £~ Q&LICH B
HHo 2 SRE OHEEIFAOIME ZE AWS 2T AASE = /J&LICt oHE2|7H0|lMH 37
of| CHEH REA| Bt LHo: AWS Serverless Application Repository OiZ 2|71 0|44 2= of xf| EH¢

=S|
« 9 AWS SAM & 71 AF& AWS Serverless Application Repository
- OHE2|7|0|ME A AlSt= &
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- A8 E HER HiX|

e« Lambda AS 2&

o AWS SAM & 71 AF& AWS Serverless Application Repository

WS Serverless Application Model (AWS SAM)_ ol M MEHE|A ofZ2[7H |04

>

of AAIE o EE[A0|ME LUEE e MEE = U= X[BEl= AWS ElaA L HM IS NEE
1243l OF AWS Serverless Application Repository &
BerLct.

olM X|HEl= AWS E2lAA AWS Serverless Application Repository

= B2 AWS SAM 2! CloudFormation 2|AAZ M=l MB{E|A ofE 2|7 0[S AWS Serverless
Application Repository X[ ELICt 0| M X|5t= AWS BlAAQ MA| S5 Ee{ MMHE AWS
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 AWS::AccessAnalyzer::Analyzer
* AWS: :AmazonMQ: :Broker
* AWS::AmazonMQ: :Configuration
* AWS: :AmazonMQ: :ConfigurationAssociation
* AWS: :ApiGateway: :Account
* AWS: :ApiGateway: :ApiKey
 AWS::ApiGateway::Authorizer
* AWS: :ApiGateway: :BasePathMapping
AWS: :ApiGateway::ClientCertificate
AWS: :ApiGateway: :Deployment
AWS: :ApiGateway: :DocumentationPart
AWS: :ApiGateway: :DocumentationVersion
AWS: :ApiGateway: :DomainName
AWS: :ApiGateway: :GatewayResponse
AWS: :ApiGateway: :Method
AWS: :ApiGateway: :Model
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
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},
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"StringEquals": {
"aws :SourceAccount": "123456789012"
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MyFunction:
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Properties:
Handler: index.handler
Runtime: python3.7
CodeUrl: source/app-code/
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- arn:aws:lambda:us-east-1:012345678901:1layer:shared-layer:1
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https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-sam-template-nested-applications.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

AWS Serverless Application Repository JHEER}E 710l =

HAME AE5H0] AAMA B2

MRS AWS MASHT A2 B EiE 2|2 200 AZI5H AWS 0llM AHAE RofErLICH HAS At

=3 4 a 2= l S = = e 2ot A7t @EE M olz{8 EAE AWS H
7hetL|ct cHE 20| X2 0] JSON 2 AWS 2 X EHE/L|CH JSON X2 2 Mdof| CHt AFAMIBH L2
IAM AL XF M HA 2| JSON HA 7He MME R XML

Zelxh= o™ °"E4E|7P 0= EI’V\Oﬂ CHoll 0FH 70l M XS +-E = U=X]
o
A

Holstod £7h 2

Jl25o2 AR W B0l OfIHE HET SALICH IAM ZHEIRHS IAM HAS AT ALS R
7h2UE £ 9l Aol 0|8 FIIHLICH IAM e Sig £8st7| Qs A8 st W EAlg
ol HEtg HoltLict

E = dg)ol| AdZ5t= JSON Het H& 2 M ULct ol2{8t
2l 3ofol 28t =S Mo{ghLIch ID 7|8 HHE dYstE

7
o x4

= = o 1=

412 QobE BT IAM AHS ATMOIM T2 BElE HMO 2 AR I IAM HEH HOIE A x5
o

D 7Iuh S Qlatel BA(EHY XHZ S Toll XA E 8 £ Bald M0 A1 ST HEE
S3 AME B 4 QaLch HEE BM £ Qlotel HMS Mess WS YobHEw 1AM

2lAA T8 HAM2 glAAo] 916 JSON M2 MHMRILICH o & §04, IAM A& AlZ| H2 gl
Amazon S3 HZ! Zz0| QI&LICH BlAaA 7| MM x|stE MHIAMM MH|A 2|kt olz{st
HEHME A85to EH 2|laA0] CHEt HHMAE SHE = JU&LICH 2[4 7|8 HEo| M AEE|E K|

P MH[A0 = 2Rl HARILICE 2|AA (g HAo| M= IAMLe] AWS 22|

AN|& R0| SB(ACL)R OfE 2ot FA(HIT Wi, AR EE &7} El2A0] HNAE 4 i
#EH2 7Hx|T YIS Mo{ZLICH ACLE JSON BM 2 SHAIZ ALSohX| SHXIBH BlAA 7| &
R0 R AFELICH

FHE Asstol AL Bl 23


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/intro-structure.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS Serverless Application Repository JHEER}E 710l =

AWS Serverless Application Repository ID 7|8t %4
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "CreateApplication”,
"Effect": "Allow",
"Action": [
"serverlessrepo:CreateApplication”
]I
"Resource": "*"
}I
{
"Sid": "CreateApplicationVersion",
"Effect": "Allow",
"Action": [
"serverlessrepo:CreateApplicationVersion"
]I
"Resource'": "arn:aws:serverlessrepo:us-
east-1:111122223333:applications/application-name"
}
]
}

ol X0z & BHE0| U&LICH

- R EHm 22 ddeste EXHY)E X|HE CHE 2 E AWS Serverless Application Repository 2|4
Aserverlessrepo:CreateApplication0 CH&l AWS Serverless Application Repository &4
of CHgt HetE FofgLICtResource.
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E(ARN)2 At83l04 B|AAserverlessrepo:CreateApplicationVersiond| CHEt AWS
Serverless Application Repository Zf 401l CH3t #HetE R o{gLICt. o ZE(71|0[M2 Resource 42
2 X|-EELct.
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E XIMSIX| et &LICH HAE AEXI0|H HZEE B AR L AIARl Eot FHLICH IAM &
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5 E AWS Serverless Application Repository APl 241} sHE 2Hef0| M E[= AWS E|AAE Eo{F
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ZE[XH= AWS JSON HHE Ar83to F71 Foof HMAE £ JEX| XIEE £+ J&LICH F, o
AEE|7} 0FH B[ A0 O ZZ0M AU S +-AE &+ JUEXIE XHY = U&LICH

JSON HZOo| Actiona e HH|M BMAE HE5HHLE HESI= Ol AISE £ Ue &S MY
LCH HAAE 2YSE s-E = Us HEH2 204517 fIF YA Y2 ZE5HML.

O Ml Ei2 Xt ofof| H{FAFE AWS Serverless Application Repository A2 8L
Clserverlessrepo:. 0 & S04 APl SearchApplications X2 Z AWS Serverless Application
Repository QIAEIAE AWS Serverless Application Repository A8igt 4= Q= Hetg Fo045l24H Sl
& Z&0] serverlessrepo:SearchApplications S Z&gLICH HE 20oi= Action
NotAction 47 Zgfk|o{of & LICH =0| MHIAZ =T = /U= z
MEZ AWS Serverless Application Repository 23 Q| &fL|C}.
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HIE otLtof odd] A3 E X|HstedH ChE 20| 22 FEELICH

"Action": [
"serverlessrepo:actionl",
"serverlessrepo:action2"

—_

SUETHE()E AHS5H0d ofEd Sl KIFE 4+ UBLICH OB S04, ListEHs HO{Z AlStete 2
X O X

"Action": "serverlessrepo:List*"
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"Resource": "*"

0l A AWS Serverless Application Repository7 |2 AWS E2|AA = CHS E2F AWS Serverless

Application Repository Z Ol application. AWS Serverless Application Repository applications0i| &
8t Amazon ElA A O|&(ARNs)O| @14 E[0] Q&L L}

AWS Z|AA 83 Amazon E|AA O|E(ARN) &4

o Z 2|7 o|M arn:partition :serverlessrepo:region:account-id :applicat
ions/application-name

ARN EAlof CHEt XEMIEH LI 2 Amazon 2lAA O|§(ARNs) & AWS MH|A L AAHO|AE & &5t

d

2 E AWS 2lAA0 CH5H serverlessrepo:ListApplications & 4ol CHEt HEt2 &2
Aol of LICt TR M= L2 API 2 40f AWS 2|4 A ARNs(E2|AA =F HEHO|

22 AHE5t0od EH AWS E2lAAE AlHESt= [AE X[ 5HK| AWS Serverless Application
Repository ¥ &L|Ct. 0| B2 QUEFIE EXH(*)E X|HstoF & LICt.

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "ListExistingApplications",

HFA|
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsserverlessapplicationrepository.html#awsserverlessapplicationrepository-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsserverlessapplicationrepository.html#awsserverlessapplicationrepository-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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"Effect": "Allow",
"Action": [
"serverlessrepo:ListApplications"

1,

"Resource": "*"
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MME B 5HM 2 AWS Serverless Application Repository APl 8t ZFe4 4l
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XtZ4 AWS Serverless Application Repository &3 7|8t Z420| 0 & Ei2{MH MMg XM LAWS
Serverless Application Repository XtZ4 £ 7|8 Z4=H of .

AWS Serverless Application Repository OHZ 2|71|0] M &4

OHEE|IFo|M HMe X|HE 2ot F&| == principalOrg7h AWS Serverless Application Repository
OHZ Z|FO| Mol M =-E = U= ZYS A™ELICH

AWS Serverless Application Repository O Z 2[71|0|44 1t ¢1ZAEl AMof| HEtE FIHe = /&Lt
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
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AWS Serverless Application Repository OiZ 2|70 M & 2t2|o| o § Ei{™ MM E T HA
2 AWS Serverless Application Repository O Z 2|71 0] =4 of x].

AWS Serverless Application Repository Ef1 7|8t T8+ £ 04

AWS Serverless Application Repository = Ef1E 7|HO 2 2|AA E= 2dof CHE HMA o2
K|St R| et &LiCt.

AWS Serverless Application Repository IAM 23&f
IAM I8f 2 5§73 Heto| /e AWS HE L IEE[ LT

oA Al Rk4 BH AFHE AWS Serverless Application Repository

UAl AHH ZSHE AE5Hod M o|ME S8 2aRUEHHLE, IAM A& S =5 HLE, mxF HE 98
2 £ g + Q&LICH AssumeRole EE = GetFederationTokenZt ZH2 AWS STS API 242 3 &5t
o Al Hot X3 ZBHE Ld&LCt

£ Al Rt BH AF8 2 AWS Serverless Application Repository X| ¢4 & LICtH

AWS Serverless Application Repository = AH|A @143 &g X|5HK| &f&LiCh

AWS Serverless Application Repository = AH|A &2 X|5HK| oE&LICH.
AWS Serverless Application Repository XtZ3 S 7|2F Z=H of| ]|

Mo Z |AM AFE R} 2 2482 AWS Serverless Application Repository 2| AA S MM HLE =X
& = Q= T80l &L =8 AWS Management 2& AWS CLIE= AWS APIE AF835H0{ i g
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
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0|48t of| Xl JSON H& EME AIE35104 IAM XIZ4 5 J|ut MAM g MAMSHE w8 Aol Ep{H
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» AWS Serverless Application Repository

=
. AR} AHRlO| HEtlS 2 £ olz 2 58

A8 5F 7[g A2 of @ Z=-FLICH HEo| M AFE X7 AWS Serverless Application Repository
SIAAE MY HMA L= MXE = UK | E AHEELICE ol248 ZHHo 2 AWS 2131 H Ko
HISO| e ME = &Lt A4 38E 7|8 WS MYstHL HEE = ChS KRS HE Arg S
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- ZQ8 &Moo CHall MFA & 43t - 2ot2 Z3t5t7| IH IAM AF8 X7 B2 F 2|44 = AP Y
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ol M HE| TE| QIE(MFA) A2 2 EH X SHMI2.

- HotLSE ol WM 2 ME - ANME 7IsE E* AHE BF 7| HHO| 2|0l CHE M A
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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Serverless Application Repository OHZE[7|0|ME Bt 2|st= O T Heto| ERet 7Isd I3 22
E M3 & LICIAWS Serverless Application Repository API #8H: &4 &l 2[AA B X,

AWS Serverless Application Repository Z2& & A& st= O 28t Hetol CHet XtAleh LHE2 MM E
AR Sl A|Q T 7H BHE|ad XA of,

AEA7H RHAIO| HEHE B 4+ AT 5

oo

Ol tlXlE IAM AFERE 7 RFAIQ| ALS R} IDOH| 244 S
Mg dysts $HE 2oiELICt ol YAMol= 2£0|M EEE AWS CLI B
| =

Z2aY wAoRO| HYUS SRE 4+ U Mol ZHELIL

| olgtol ol ot 3 MAe

H*"

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:username}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
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19| IAM AF2XIE= serverlessrepo:ListApplications ¢4 HEH0| Qlo{ofBt & 0| LHEES
g = UAELICH 0[2{8F HEHE FoistH Z&0i| ALSX7E &8 &7 AWS 2|10l M HHE AWS
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "ListExistingApplications",
"Effect": "Allow",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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"Action": [
"serverlessrepo:ListApplications"

1,

"Resource": "*"

AMRE AK| 2: AAKFO| A o ZE2[7i|0|M EEE oHEE|FH 0] HTH MF HE BT 518

A& K= AWS Serverless Application Repository O Z2|7|0| & MBS 1 of Z2[7| oM
SlNREHEEE = QAIQI’IEI- Olg{et M2 HEo|= 2HdAt, M3, HHY & 7|et 4 HE

7t Z&ELICEH 0|8 =3 5tEd™ AL XHoi| 7| AWS Serverless Application RepositoryOll CHE
serverlessrepo:GetApplication 2 serverlessrepo:ListApplicationVersions ¢4
TEto| 2 gfuct.

CtS oMol A Amazon 2lAA O|&(ARN)O| Resource 2t 2 X|HE &7 o Z2|7i0|0| CHEH O]
2{gt MEtol 2oLt

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "ViewApplication",

"Effect": "Allow",

"Action": [
"serverlessrepo:GetApplication”,
"serverlessrepo:ListApplicationVersions"

1,

"Resource": "arn:aws:serverlessrepo:us-

east-1:111122223333:applications/application-name"
}
]
}
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HAIRE oAl M| 3: HIAIXFOA| H| O Z2[ZH 0|4 EE= OHEE[AH 0| HE M &S
A& XE7FH AWS Serverless Application Repository OfZ 20|/ M8 e = Qe TEt

2 AT & 5185t2i™ Ch2 HA™I 20| serverlessrepo:CreateApplication &

serverlessrepo:CreateApplicationVersions &feioi Hst2 Fo4dloF & LIC}.

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "CreateApplication”,

"Effect": "Allow",

"Action": [
"serverlessrepo:CreateApplication”,
"serverlessrepo:CreateApplicationVersion"

]I

"Resource": "*"

}
]
}

A AR oA 4: HARFA A oHZ 2[7H 0| HH e S ofEE|7H0|1d 37 58
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JSON

"Version":"2012-10-17",
"Statement": [

1 Zo| o E 2|

{
"Sid": "ShareApplication",
"Effect": "Allow",
"Action": [
"sexrverlessrepo:PutApplicationPolicy",
x4 B 718k HA of & 54
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"sexrverlessrepo:GetApplicationPolicy"

1,

"Resource":

myn

2H|RE od|A| 1: AH[XFOI[7H| oHE 27| 0] HM 5

ol

AH|XE7E ol Z 2|7 ol g A st T AH[RtOA| CHE #HEHE Fodsior & LICH.

r

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "SearchApplications"”,
"Effect": "Allow",
"Action": [
"serverlessrepo:SearchApplications"
]I
"Resource": "*"
}
]
}

ol
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AE&XH= AWS Serverless Application Repository OfZ (7| 0|2 MES T R X}, AAH, B &
7|Et o HEQ Z2 ofZEE[AHo|Me ME HEE = = USLICH Ol A 3te{™ AL Xtol| A Ct&
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AWS Serverless Application Repository 2F40i| CHEH 50| Qlo{oF & LICt.
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"Version":"2012-10-17",
"Statement": [

{
"Sid": "ViewApplication",
"Effect": "Allow",
"Action": [
"serverlessrepo:GetApplication”,

"serverlessrepo:ListApplicationVersions"

1,

"Resource": "*"

[¢]

2H|RF 0d|A| 3: AH[XHO|7H| oHZ 27| 0| HHE 31&

AHIXE7} OHEEIZ OIS HIZ 5124 AHIKHOIA 0f2] BQIg +3et st
M AgRtolA Tt

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "DeployApplication"”,

"Effect": "Allow",

"Action": [

"serverlessrepo:CreateCloudFormationChangeSet",

"cloudformation:CreateChangeSet",
"cloudformation:ExecuteChangeSet",
"cloudformation:DescribeStacks"

1,

"Resource": "*"
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® Note
OHZ A0S HHESIE{H T 7 AWS EIAAE AI2E Heto| s £ JaLICH =9 S
st 7|2 HiZ HIFL|E S AWS Serverless Application Repository AFS 522 REA|8H LIS 2
AWS Identity and Access ManagementE A&t M| A X|0{E CloudFormationE = 5tM| L.

et HEh i HiE EXo] 30| EI=5F EA s E: IAM HEF 252 HXE + &Lt

rot
K

I

AHIZE X 4: BHE Rp&toi| CHEH HAM[A 7
ofZ2[7[0|M0] AWS AHIt HISIHZ SRElE B2 7IEMeZ ofg A™He ZE MERE SY
g Ao e CHE ZE ALSXEel HHAE Rf&tof HMAE o+ QJU&LICH CHE HA2 HHe| AL AL

=
9| Amazon S3 H{Z!oi| K& &l HHZE Ktakol| HMASHK| ZSHE S & LICH AWS Serverless Application

Repository.
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "DenyDeploymentAssetAccess",
"Effect": "Deny",
"Action": [
"s3:GetObject"
]I
"Resourxce": [
"arn:aws:s3:::awsserverlessrepo-changesets*/*"
]
}
]
}

bl

AH|RF A 5: AH|RFC| Z7H of = 2|7|0|A A 3 Hif = & K|

StX| RotH & = UA&LIcH

m
1
0%

AZRE7F o E2|FH| oMo CHAl EH =

serverlessrepo:applicationTypeS public2Z X|&3t0{ C}S HAS B o EE[AH 0lMHE
MEELICH J8{™ AF8 X7t EffectE DenyZ X|H5t04 24t E 2tdg &6t x| 25HAH ELICH AFS
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-template.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html#troubleshooting-errors-insufficient-iam-permissions
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7ts8t =74 7)ol CH8 REMIBH LHE 20 CHeh &, 2|AA & =74 7|E AWS Serverless Application
Repository& = 5tM| 2. AWS Serverless Application Repository

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Condition": {
"StringEquals": {
"sexrverlessrepo:applicationType": "public"
}
}I
"Action": [
"serverlessrepo:SearchApplications"”,
"serverlessrepo:GetApplication”,
"serverlessrepo:CreateCloudFormationTemplate",
"serverlessrepo:CreateCloudFormationChangeSet",
"sexrverlessrepo:ListApplicationVersions",
"serverlessrepo:ListApplicationDependencies”
]I
"Resource": "*",
"Effect": "Deny"
}
]
}
(® Note
Ol M2 MH2 MHIA Mo MO 2 ASE0] AWS ZE/ofl MSH £ & Q&LITH MHlA R
o Z=Hof CHEF XM LHE 2 AWS Organizations AFHE MM 9| MH|A o] =S & Zx 5
M.
A4 &9 7[8t =3 of x| 58


https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsserverlessapplicationrepository.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scp.html
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AWS Serverless Application Repository O Z 2|71 0|44 = of A

AWS Serverless Application Repository OfZ 2|7 0| Moi| A2 &l Mt HRE o ZE2(71[ 0|4 HR 0|2}
T gLIC ofE2|7o|M HAE X|HE 2ot F&| EE= principalOrg7t AWS Serverless Application
Repository O Z2|AH| 0| M| =& e = = &dS A™EeLICH

AWS Serverless Application Repository O Z 2|7 0[M2 2| 7|2 AWS Z|AAIL|CE AWS Serverless
Application Repository. AWS Serverless Application Repository O ZZ2|7|0|M H22 FZ HAIX7}
A H[RtO|H OHE 2|0 E HIZE £ e HEtS F0o45t1 i oHE 2|7 0| Mol ME HEE A

o
ot Ee= Sofl 2 HYE Fodste ol AFSELICH
HARH= ChE 242 37HX| HF 2 ol Z2(70| Hetg dEE + U&LC
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« S SF - HAAXIF ZE ME I SREF OHEEAHOIMELICH ZE AH|IAE 71X 3| oHEE/7
O|M& Hix g = Q= Heto| U&Lch
® Note

HIZ 71 S5 ofZ2I7H 0|AM2] B2 AWS Serverless Application Repository BF AWS AHE &
ot FH 2 XIHFLICH AXKHE AWS AE L ZE MEXHE ofEEZ(ZojMol| L IES 2
H o048t 7L} HE & 4 AWS Serverless Application Repository QL& LICH HAIXFHE AWS A
M Lol 7HHE AFEXtof| Al o Z 27| 0| 4Mod| CHEF HEHS F ot 7HLE HEE 4= AWS Serverless
Application Repository Q& LI|C}.

E Ar835to{ ofZEl7o|M HErE
StMIROoHEE[ZI0lME SR,

02
[o]]]
-
rir
T
=
T
-1
o

dreHof| CHEt X2 MME AWS Management 228X

AWS CLI & 0i|M| & At 3tod o Z2[7i0lMd Hete ddste Lol Ciet X|IH2 Chs MMHE & =xdt
M.
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https://docs.aws.amazon.com/organizations/latest/userguide/
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JHeER 7Hol=

O EZ 2|70l HEHAWS CLI & AWS SDKs)

AWS CLI EE&= AWS SDKs

74

Tete ddste 4

xHod
-1 |

GetApplication
CreateCloudFormati
onChangeSet
CreateCloudFormati
onTemplate

ListApplicationVersions

ListApplicationDep
endencies

SearchApplications

HiE

Of = 2[7i|0]4d 2 of| x|

4o
jul
mjo

OfZE|70o|M A HEE £ &+ U= TetE FoiFLIch
ofZ2|7|o|MHo| tiZE HetS FogLCh.

10 o] A2 HiZ 2ol oftHEr Het: Foist K| Sk & LICH

rot

O Z 2|7{|0| 0]l CHEt CloudFormation ElZ3!2 MAIsH 4= Ql= H
£ Fo{gLct.

OfZE|FHO|Me| HH =5 &d HEHE Fo{gLIch

rot
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Elo|'d o Z 2|7 0]4ofl BH oiZ2|7|o[Me| S5
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of Z2|7olM0| HAME HEHS Fo{gLICH

ol Zo| Qlofl LIYE BE B JhisatA| BLICH 5, ofB2|A 0l
I, HE ST, FMNED, HH S22 HAE 4 s HEtS Roid

L|CH.

CHS oMo A= AWS CLIE AF8sto HEFE Foiste Y S 20 FLICH & AL835t0] HEhS F0d

ot ol CHer XEAMIEE LY

o| MMo| B E ofMl= CF2 AWS CL
Z|A| 0| M} oA A=l HEH FIAH
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 put-application-policy

 get-application-policy

|

g #elge

2 MME AWS Management 2& & ZsHMOfEZE[F0|MH SR

HHE S AFE 504 AWS Serverless Application Repository OHZ
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OHE2|7i0f4 A ofl x|
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https://docs.aws.amazon.com/cli/latest/reference/serverlessrepo/put-application-policy.html
https://docs.aws.amazon.com/cli/latest/reference/serverlessrepo/get-application-policy.html
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« oAl 1: CHE AEY oiEE|7HolE SR

« X 2: oHEE|ZHOIME FINHSZE SR

« Of|Xl| 3: of E2|7i[0]4d HIS 7N

(Al

« oAl 4: of] AY 3 HEF %]
VN

« 0K 5: AWS ZXlo| 2 E A ofZE[AH0|MH S &

- OiX| 6: Z%|o| AT AH AWS It oOHEE|FH0|MH SR

« X 7: oHE 2|7 0| Y= HM

« ox 8: EE ALEoIAM oHEEIFOIME SHE = UES

ol
0

oAl 1: CHE AIEDt ofEE|701E S/

ofE2|7o|ME CtE &Y HHEnt 3fatx|E CHE AEM SREX| LS SteiH 2o FH=E 3R
g AWS AH IDE XI'EELICH CHA| &al| ol ZE(7H0lME HISIH SR=E HEELICH o|F A st
CtS AWS CLI BEE ArS Lot

aws serverlessrepo put-application-policy \
--region region \

--application-id application-arn \

--statements Principals=account-id,Actions=Deploy

(@ Note

Zzto|s! 37 ofEE|F 0l4d2 o Z 2|7 o|M0| BT E 2Tt S Ut AWS EITH0|MEF AL

g+ A&LICH

oAl 2: o E |70l E SIHez SR
OfZ2[7lo|4dE SIHeted™ ChF ofxi|et Z ol 2ot FA|= ™"& X|Hsto] ZF2t SRELICH S7HA
O ZRE[= ofEC|F0|M2 BE EI™M AISE = U&LICH

aws serverlessrepo put-application-policy \
--region region \

--application-id application-arn \
--statements Principals=*,Actions=Deploy

OHE2|7i0f4 A ofl x| 61



AWS Serverless Application Repository JHEER}E 710l =

® Note
OfE2|AH0|ME B2 2KR5t2{M SemanticVersion 2! LicenseUrl £40| & Ct A
X z|oq Qlo{of &FL|Ct.

oAl 3: of Z 2|71 0| HIS7H

OfZEE|F0lME HISIZ UEY = U=z OHE MET SREIX| 2 ofEE|FH 0lME A7E
|

AWS AZol MBF B Z & & QU&LICH O A st2dB HAMol M 2o FA|et 2t S XIZLIch 28{™
AWS ZZ| L CHE H™HO| MEtE XN|7{E[of o E 2|7 0|ME HHZE &= gi&LICt

aws serverlessrepo put-application-policy \
--region region \

--application-id application-arn \
--statements '[]'

(® Note
zZctolsl ofZ (7| o442 o Z 2|7 0|0 YEE 2|Hnt S LT AWS 2|0l MEE ALEE
A& LICH

oAl 4: ofd AE & HEF x|H

o2 HErE Foig =+ U2 & Holl F AWS 7 0|4 2| A|'Hol| Foie 4 AU&LICt O|FH| otedH
CHS ot 2ol 2ot A X Aoz S5 X[GELCH

aws serverlessrepo put-application-policy \

--region region \

--application-id application-arn \

--statements Principals=account-id-1,account-
id-2,Actions=GetApplication,CreateCloudFormationChangeSet

of|M| 5: AWS ZZ|o| B & HH3t ofEEI7HOIM S &

AWS ZE L) E AL RHol et RoiE 4+ QlaLict 02 o9t 20| £ IDE XIHstH ELICH

aws serverlessrepo put-application-policy \
--region region \

OHE2|7i0f4 A ofl x|
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--application-id application-arn \
--statements Principals=*,PrincipalOrgIDs=o0rg-id,Actions=Deploy,UnshareApplication
AWS ZZof| CHF RFM|EH LHE 2 AWS Organizations AFHE MM E R ZEHAMI2.
(® Note
AWS HHo| £8F AWS ZX|EF X|HE = USLICH AFS A7 "7t ot AWS ZE|E |
sted st @ F 71 e MshL|Ct.
OfZE2[7H0]ME AWS X1t ZRSIE{H LIS SFE F 8ok st A< E CiH|stod
UnshareApplication 2o CHEt Het2 Z EH5HoF &LCt.
oAl 6: =Z|o| U2 HHE AWS It o E2|7H0|MH S &
AWS ZZ| L} &7 Ao HEtE Foig = JU&LICH CHS oAt Z 0] AWS HH S5 2ot A
2 X85t =& IDE X|'H35t040| & YE s->ELICH

aws serverlessrepo put-application-policy \

--region region \

--application-id application-arn \

--statements Principals=account-id-1,account-id-2,PrincipalOrgIDs=o0rg-
id,Actions=Deploy,UnshareApplication

® Note
AWS 70| £8F AWS ZZ|0F X[HE = U&LICH AFS A7 HE{7} of il AWS =2 K|
Sto4D ot @ F b e MistL|Ct
OHEZE|F0|ME AWS =21t SR5tE{H LIS 3RE FA6H0F st= F<E CHH|st0d

x|
UnshareApplication &0 CHEH HEH2 L EH5HoF B LICH

oAl 7: o= 2|7H| 0] HA HM

X SR HEHQIX| iR E EOI5 7| £
get-application-policy B¥ES AP%E L|Ct.

o_|-
==
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o
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o

aws serverlessrepo get-application-policy \
--region region \
--application-id application-arn

M EME 2o ChE ol x| ek 20
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https://docs.aws.amazon.com/organizations/latest/userguide/
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o x| 8: £ AHollM ol ZE|F0|ME X

ok
ol

HE2 oiE2l70|ME FFLE SHE = U&LICH oiZ2l7o|dE 5 AHM &Y
51&sted™ ChZ ol Aol L2 ZAXH z[ABHe| AL HEHE M- sHoF 2 LICH

el
1
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i
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aws serverlessrepo put-application-policy \

--region region \

--application-id application-arn \

--statements Principals=account-id-1,account-
id-2,Actions=GetApplication,CreateCloudFormationTemplate

AWS Serverless Application Repository APl T48H: 2ted &l g|AA & X

| = HMA KMo I M7 HEF HMALE 5 7 HA)S JHE mf o
2 EE AZTE AEE == A&LICH Ho|Eo= U&LICE AWS Serverless Application Repository
X ActionZEMM 22 X|H35t1, HAO| ResourceEENM BlAaA ZH2 X|HELICEH

Y2 X|™H5t2d™ serverlessrepo: HFA CHS0| API 2] BES AFSELICHO:

serverlessrepo:ListApplications).

Operation URI HME AWS Z|AA(ARNSs)
=+Q: ListApplications  /OHZ 2|7|0|M GET *
ZIQ 8t M8t serverles

srepo:ListApplications

ZQd: CreateApp /O Z 2|70l POST *
lication

[ls]

(@]
o

r°l'

b Tt serverles
srepo:CreateApplic

ation
211 GetApplication /applicat GET arn:aws:serverless
2o 8t ions/application- repo:region:account-
IO S S
== A id id :applicat
srepo:GetApplication ions/application-
name

AWS Serverless Application Repository APl T8t &&= 64
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JHeER 7Hol=

Operation

Xt 4: DeleteApp
lication

ZI @ 8+ HMl: serverles
srepo:DeleteApplic
ation

Xtd: UpdateApp
lication

Izl @ 8t M8t serverles
srepo:UpdateApplic
ation

ZtQ4: CreateClo
udFormationChangeS
et

Ll Q8 Mt serverles
srepo:CreateCloudF
ormationChangeSet

Ztd: GetApplic
ationPolicy

ZIQ 8t Bt serverles
srepo:GetApplicati
onPolicy

Zt4: PutApplic
ationPolicy

ZIQ Bt MEt: serverles
srepo:PutApplicati
onPolicy

URI

/applicat
ions/application-
id

/applicat
ions/application-
id

/applicat
ions/application-
id/changesets

/applicat
ions/application-
id/policy

/applicat
ions/application-
idl/policy

HAME

DELETE

PATCH

POST

GET

PUT

AWS 2|4 A(ARNS)

arn:aws:serverless
repo:region:account-
id :applicat
ions/application-
name

arn:aws:serverless
repo:region:account-
id :applicat
ions/application-
name

arn:aws:serverless
repo:region:account-
id :applicat
ions/application-
name

arn:aws:serverless
repo:region:account-
id :applicat
ions/application-
name

arn:aws:serverless
repo:region:account-
id :applicat
ions/application-
name

AWS Serverless Application Repository APl T4+ &=
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Operation URI HAME AWS Z|AA(ARNS)
Ard: ListAppli /applicat GET arn:aws:serverless
cationVersions ions/application- repo:region:account-
o8 4 sorverles id/versions id :applicat

ss e ions/application-
srepo:ListApplicat name

ionVersions

2. CreateApp /applicat PUT arn:aws:serverless
licationVersion ions/applicati repo:region:account-
o8 - sorverlos on-id /versions id :applicat

ses e /semantic- ions/application-
srepo:CreateApplic version name

ationVersion

A ListAppli /applicat GET arn:aws:serverless
cationDependencies ions/application- repo:region:account-
o8 2 sorverlos id/dependencies id :applicat

saes e ions/application-
srepo:ListApplicat name

ionDependencies

ZtQ4: SearchApp e At Q1S S AtE Qi *

lications

ZI @ 8+ HMet: serverles
srepo:SearchApplic
ations

=<
CIS HEE AIE83510 L IAML 2 2fdeh il whME £~ e et ol EX|E ZIE AWS Serverless

=
Application Repository 3t =& = U &LICH.

|

« AWS Serverless Application Repository0ll A 5t elS +=8g Heto| s

 iam:PassRoleE =85l & QIS L|X| IS
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« ZE[XIQIC CHE ALEOlof HMIASIHES 5185t A& LICE AWS Serverless Application
Repository

« LH AWS HHE Q£ 9| AlEFo| L AWS Serverless Application Repository 2lA A0 HMASHE S F
g5t Al&LCh

Ol 4

2

AWS Serverless Application Repository| A 2fdg &g ™

Ojo

oM e &gt #M8to| QiCHE AWS Management 2 HIA|X|7F EAIZ|H 2H2|KHol| Al 22|5t04
dtotof gfL|Ct EE[Xt= AFSAL O|§ 2t HIZHS B XMF & AR dLCt.

CHE oAl 27 = mateojackson IAM AL A7 2£ & ALE5H0{ O E |7 0]4dof| CHE MF HEE
2241 5 X|0F serverlessrepo:GetApplication TEH0| Qi B0l LhAghL|CH.

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
serverlessrepo:GetApplication on resource: my-example-application

<

O] B2 Mateo= serverlessrepo:GetApplication XIS AF&304 my-example-
application E|AA0 HMASIEE 515t HAME HHIO|EY W2 &EIRIAH 2™ ELICH
iam:PassRole2 T&st= & QIS [X| I3

iam:PassRole 2l E s&ish £~ Ql= HEHO|
x| Ctat x4

QiCteE @7/ 7F = 41=/H AWS Serverless Application
Repository0 23&2 MEE OlE

sHfok &f LICH.

Q= AWS MH|A OIME M| MH|A Q38 EE= MH|A 9478 odst2 MM S E CHAl 7|1E e sliE M
HIZ 0| FIZFE 4 USLICH O A 5124 AL R MEIA0| AYE 7
24040F EL|Ct.

CtZ ol 27 = marymajortes IAM AFE A7 2&£E AFE5H0] AWS Serverless Application
Repository0llA 2fd g —’F—?ﬁoF 2410 ot= B0l Ll LICH SHR[EE 22 s-&SiE{™ AMH|A JE0|
2048t HEHO| AMH|A0]| Qoo BLICE Marye= AH|AO JEE HMEE = JUe HEHS 7tX(1 UK
el&Lct.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

O| B2, Mary7| iam:PassRole &S A& = UL F Mary2| B E AC|0|E sl ofF & L|C}.

|_|-|
o

o st B2 AWs ZERtolA ZolstMR. BElRtE 2Ol X4 ZHE MS 8 At Lot

R]
Pl
ol
M

67



AWS Serverless Application Repository JHEER}E 710l =

ZE|AtRIH| CHE AL OO HM[ASHE S §{&5t 4l&LICEH AWS Serverless
Application Repository

CHE AL X7t HMAGES 518 5H2{H M AT EHRF AAEX EE= ofZ2[7H o|Mof HEt2
OF AWS Serverless Application Repository&f LICt. AWS IAM Identity Center & AF& 3104 AFEX
Zz70|ME BElote A M8 E= O80l| HEt MEE &350 HMA =FS Holgfuct. ™
gt ME= IAM HME XIS 2 MM5tT AF& XL EE= ofE 2|7 o|Ma HAZAE 1AM &0l EFEfL

Ch. XEAISH LI 2 AWS IAM Identity Center AFE MMM HEt HEE X SHA|

F

IAM Identity CenterE Al 6tX| ot B A | 7t 23t AHEXt = ol E2[7| o] Mof| CHEH 1AM 2l
EHE[AMS X EE= AHEHE ddsoF & L|C a7 CHS AWS Serverless Application RepositoryOdl CHEt
ZHIE HEtS Roist= HAME AE{E[o 04740H0|= gLct Mol 20oiE[H ARt EE= o E 2|7 0]
M IR A AtE BHE MBELICH O|F2 Of Xt B3HE AL&5H01 AWSOf| HAM| AT LICE IAM

AR, OE, EM, M Mol cHE XhMIE LI 2 IAM AFS ME MOl IAM ID & IAM EAH0E HEts

XM L.

LH AWS HI™H QI o] AF&Fo| LH AWS Serverless Application Repository 2|4 204 QHAf|
ASHE S &5t Al&LCh

EPE HEO| AEA E= ZE| QIR 0| AR O| ElAA0| HAHAE HASE = U HES d8E =
ELICH dg 2 =g AEE = Us AR E XHY = UELICH 2|44 J[H M2 £ = HAA K
SE(ACL)2 X|¥5HE MHlAL| B2, Olz{8t HAZS ALE5t0{ CHE AR A| 2lA 20 CHEE AA|
A i@% Bofg = JU&LIct

7} ole48t 7|5 & AWS Serverless Application Repository X|#st=X| 042 & otEe{H MMHE &
Z35tMIL 7 IAMZF AWS Serverless Application Repository 2F &S5t & 4]

« &% AWS Al Btol 2laAof CHE AMA HEts MSste d-SE
AR AWS AE B CHE 2| IAM ALE R0 Al AM|A HEF MBS HZESHAMIL.

« EfAtoll 2[a2o0f CHE AMA HEtE MSste S-S LotEedH IAM AFE DB A2 EFAF AWS H|
M AR CHEE HAMA HEH MSS AWS AP ZTSML.

« ID H{2ol4dE Sall AMlA Hets MSste S LotEedH IAM ALE A 2| 2|F0f A 2l
SE ALE XA AM A HeF MS(ID WS ol[4)E FEetM L.

C AR A HMAO CHE QBT BlAA J|H M ALSO| OIS YO IAM AHS A
Kol IAMO] S2A AHH BlAA HNAE HEFAL.
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https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
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"eventVersion": "1.05",
"userIdentity": {
"type": "Root",
"principalId": "999999999999",
"arn": "arn:aws:iam::999999999999:root",
"accountId": "999999999999",
"accessKeyId": "ASIAUVPLBDH76HEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-07-30T16:40:42Z"

iy

"invokedBy": "signin.amazonaws.com"
I
"eventTime": "2018-07-30T17:37:3772",
"eventSource": "serverlessrepo.amazonaws.com",
"eventName": "CreateApplication",
"awsRegion": "us-east-1",
"sourceIPAddress": "72.21.217.161",
"userAgent": "signin.amazonaws.com",
"requestParameters": {
"licenseBody": "<content of license>",
"sourceCodeUrl": "<sample url>",
"spdxLicenseId": "<sample license id>",
"readmeBody": "<content of readme>",
"author": "<author name>",
"templateBody": "<content of SAM template>",
"name": "<application name>",
"semanticVersion": "<version>",
"description": "<content of description>",
"homePageUrl": "<sample url>",
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"labels": [
"<labell>",
"<label2>"

},
"responseElements": {
"licenseUrl": "<url to access content of license>",
"readmeUrl": "<url to access content of readme>",
"spdxLicenseld": "<sample license id>",
"creationTime": "2018-07-30T17:37:37.045Z",
"author": "<author name>",
"name": "<application name>",
"description": "<content of description>",
"applicationId": "arn:aws:serverlessrepo:us-
east-1:999999999999:applications/<application name>",
"homePageUrl": "<sample url>",
"version": {
"applicationId": "arn:aws:serverlessrepo:us-
east-1:999999999999:applications/<application name>",
"semanticVersion": "<version>",
"sourceCodeUrl": "<sample url>",
"templateUrl": "<url to access content of SAM template>",
"creationTime": "2018-07-30T17:37:37.027Z7",
"parameterDefinitions": [
{
"name": "<parameter name>",
"description": "<parameter description>",
"type": "<parameter type>"

},

"labels": [
"<labell>",
"<label2>"

I

"requestID": "3f50d899-941f-11e8-ab18-01063f863be5",
"eventID": "a66a6490-d388-4a4f-8c7b-9d6ec6lab262",
"readOnly": false,

"eventType": "AwsApiCall",

"recipientAccountId": '"999999999999"
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{
"Statement": [
{
"Principal": "*",
"Effect": "Allow",
"Action": [
"serverlessrepo:CreateApplication"
1,
"Resource":"*"
}
]
}
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"readmeBody": "string",
"readmeUrl": "string",

"labels": [

"string"
1,
"homePageUrl": "string",
"semanticVersion": "string",
"templateBody": "string",
"templateUrl": "string",

"sourceCodeUrl": "string",
"sourceCodeArchiveUrl": "string"
}
SEH =&

ApplicationPage A 7|0}

-~

"applications": [
{

"applicationId": "string",
"name": "string",
"description": "string",
"author": "string",
"spdxLicenseId": "string",
"labels": [

"string"
1,

"creationTime": "string",

"homePageUrl": "string"

}
1,

"nextToken": "string"

Application 2 7|0}

"applicationId": "string",
"name": "string",

"description": "string",

"author": "string",
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"isVerifiedAuthor": boolean,

"verifiedAuthorUrl": "string",
"spdxLicenseId": "string",
"licenseUrl": "string",
"readmeUrl": "string",
"labels": [

"string"
1,
"creationTime": "string",

"homePageUrl": "string",

"version": {

"applicationId": "string",
"semanticVersion": "string",
"sourceCodeUrl": "string",
"sourceCodeArchiveUrl": "string",
"templateUrl": "string",
"creationTime": "string",
"parameterDefinitions": [

{

"name": "string",

"defaultValue": "string",
"description": "string",

"type": "string",

"noEcho": boolean,
"allowedPattern": "string",
"constraintDescription": "string",

"minValue": integer,
"maxValue": integer,
"minLength": integer,
"maxLength": integer,

"allowedValues": [

"string"
1,
"referencedByResources": [
"string"
]
}
1,
"requiredCapabilities": [
enum
1,

"resourcesSupported": boolean
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}

BadRequestException £ 7|0}

{
"message": "string",
"errorCode": "string"
}

ForbiddenException & 7|0}

{
"message": "string",
"errorCode": "string"
}

NotFoundException £ 7|0t

{
"message": "string",
"errorCode": "string"
}

ConflictException 2 7|0}

{
"message": "string",
"errorCode": "string"
}

TooManyRequestsException £ 7|0}

{
"message": "string",
"errorCode": "string"
}
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InternalServerErrorException £ 7|0}

{
"message": "string",
"errorCode": "string"
}
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-policy.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-permission.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-policy.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-applicationautoscaling-scalingpolicy.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-s3-policy.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-sqs-policy.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-sns-policy.html
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CHE AFZ . A& shM2.

210{ AWS SDKs & &= & otLtolA{0] APIE
M.

ListApplications

« AWS HHEE CIE{H|0|A V2

* AWS SDK for .NET

* AWS SDK for C++

+ Go v2& AWS SDK

* AWS SDK for Java V2

 JavaScript V3& AWS SDK

+ Kotlin& AWS SDK

+ AWS SDK for PHP V3

+ AWS SDK for Python

+ AWS SDK for Ruby V3

CreateApplication

« AWS BHE QIFmo[A V2

+ AWS SDK for .NET

« AWS SDK for C++

+ Gov2& AWS SDK

« AWS SDK for Java V2

- JavaScript V3& AWS SDK
+ Kotlin& AWS SDK

+ AWS SDK for PHP V3

+ AWS SDK for Python

+ AWS SDK for Ruby V3
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2Lrhss

F

It

=35t

107



AWS Serverless Application Repository JHEER}E 710l =

O Z 2|71 0| applicationld

URI
/applications/applicationId

HTTP HALE

GET

Xt ID: GetApplication

X|HEE o E2|7H 0| THR{S L.
A2 mietole

o= AdDH

=0
0%
1]
1>

= O
applicationId String True O Z2[#H|0|M Q]
Amazon Z|AA 0|&
(ARN) I L|C}.
2| 2t 0lE
Ol& 7 e =LS
semanticVersion String False 7tX 2 o E2[7 0|
ol ol0| MH HHUL
Ct.
oct
o-d
MEfIE SE ME
200 Application Success
400 BadRequestException Ho| wzto|e & stz &

O Z 2|71|0|4 applicationld 108
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MEfIC SE D& =ES
403 ForbiddenException Z20|HET} QB EX| AUE
L|C.
4Q4 NotFoundException QLA XIHE BIAA: HA|
A YA dE)7F EXSHR] b &
L|C.
429 TooManyRequestsExc Z2t0|AET}L AlZh EFRE 5
eption ST ™ T8 Zotstod ™S
st A&LCH
500 InternalServerErro AWS Serverless Application
rException Repository AMH|AMAM LI 2
FOt A& LICH
DELETE
%94 ID: DeleteApplication
XM E ofE2|70|lMME AFA|ELICEH
Z=Z ni2tolE
Ol& 7 e =LS
applicationId String True O EZ 2|7 0|M 2]
Amazon EZ|AA 0|&
(ARN) I L|C}.
oct
o-d
MEfICE SE & ME
204 None Success
400 BadRequestException Zo| wtzto|e & stz &
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MEf 2= SE D& =ES
403 ForbiddenException Z20|HET} QB EX| AUE
L|Ct.
404 NotFoundException LA™ X[HE 2| AA0]: HA|
A YA dE)7F EXSHR] b &
L|Ct.
409 ConflictException 2| AA 7t o|lO| EAY L ct.
429 TooManyRequestsExc SCIO|HET} Azt Bl 5
eption S Q™ & Ztsto ME
st A& LCH
500 InternalServerErro AWS Serverless Application
rException Repository AMH|AMM LIF 2
JO Y MMSLICH
OPTIONS
Z2 nehole
Ol& 7 e =LS
applicationId String True O Z 2|7 0|M 2]
Amazon 2|4 A 0|F
(ARN) L Ct.
oot
o-d
MEf 2= SE & ME
200 None S 20074
PATCH

%t ID: UpdateApplication

HTTP HAE 110
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X8 E ol ZE|7 0[S Ho|o|ERFLICH

Z=Z migho|E

Ol& 73 b LS
applicationId String True O EZ 2|7 0|9
Amazon 2|AA O|&
(ARN) &I L|C}.
84
MEfIE SE o8 ME
200 Application Success
400 BadRequestException Aol ut2to|e| & stLtzt &
ZER&LICH
403 ForbiddenException ZCIOo|MET} QB EIX| AA%E
L|Ct.
4LO4 NotFoundException LA X[HE Sl (0f: HA|
A MM Pt EXHSHK| b &
L|Ct.
409 ConflictException 2| A AT} o|O| EAHEFLICY.
429 TooManyRequestsExc ZCI0|HET} Azt EHRF
eption ST ™ & Z0tstod ™S
st A& LICH
500 InternalServerErro AWS Serverless Application
rException Repository MH|A0M LIF 2
FL e dl&LICH
A 7|0
QLEEE
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PATCH A 7|0t

"description": "string",

"author": "string",

"readmeBody": "string",
"readmeUrl": "string",

"labels": [
"string"
1))
"homePageUrl": "string"

[

o5&

0l0
MO

Application 2 7|0}

{

"applicationId": "string",
"name": "string",
"description": "string",
"author": "string",
"isVerifiedAuthor": boolean,
"verifiedAuthorUrl": "string",
"spdxLicenseId": "string",
"licenseUrl": "string",
"readmeUrl": "string",
"labels": [

"string"
1,
"creationTime": "string",

"homePageUrl": "string",

"version": {

"applicationId": "string",
"semanticVersion": "string",
"sourceCodeUrl": "string",
"sourceCodeArchiveUrl": "string",
"templateUrl": "string",
"creationTime": "string",
"parameterDefinitions": [

{

"name": "string",

"defaultValue": "string",

A7|of
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description": "string",
"type": "string",
"noEcho": boolean,

"allowedPattern": "string",
"constraintDescription": "string",

"minValue": integer,
"maxValue": integer,
"minLength": integer,

"maxLength": integer,
"allowedValues": [

"string"

1,

"referencedByResources":

"string"

}
]I

"requiredCapabilities":

enum

1,

"resourcesSupported": boolean

BadRequestException 2 7|0}

{
"message": "string",
"errorCode": "string"
}

ForbiddenException & 7|0t

{
"message": "string",
"errorCode": "string"
}

NotFoundException 2 7|0}

L
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"message": "string",

"errorCode": "string"

ConflictException 2 7|0}

{
"message": "string",
"errorCode": "string"
}

TooManyRequestsException 2 7|0}

{
"message": "string",
"errorCode": "string"
}

InternalServerErrorException & 7|0}

{
"message": "string",
"errorCode": "string"
}
2 Ad
= o
Application

o Z 2|7 o] Mof| CHEH MIF HE iLC.
applicationld
OHZ 270|144 Amazon 2|44 O[S (ARN).

N

e 0
Rl

1ol
=

ue
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name

of Z2[7[0]M 2| o] & LICt.

b
b

|4 ZJol: 1. =/CH Z00]=140
I E: "[a-zA-Z0-9\\-]+";

N

ue

e 0
Rl

o
-

description
of Z 2[7{[o]4doi| CHEF A ILICE.

Z|4 Z20l: 1. Z|ci Z0[=256

author

HE HAlst= EEXe| o|F ULIC

bk
b

|2~ Zol: 1. z[c Z0]: 127.
I £ "A[a-z0-9](([a-z0-9]|-(?!-))*[a-z0-9])?$"

N

e o
MO

1ol
=

ue

isVerifiedAuthor

O| of Z 2|70l o] 2 Xt} = ¢l S 2!
SSAEZM XL MBSt 78_‘?'_% **E%MI = E?k'QEH QUKL A 5FOo| HFE HZYE &
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verifiedAuthorUrl

zrolEl &hadxtol HE2 =2 Eol Ch# URLYILICH Of URLE XHRI7} MBS ELICH

https://spdx.org/licenses/ & & Al XFIL|C}

licenseUrl
O Z 2|71[0]M o] spdxLicenselD Zf1t L x|5t= ol 2to|MA melof CHEH &3 IL|Ct

%|CH 37| 5MB

readmeUrl

OfZ 2|70l Mo1 CHE RbMIEF DBt S Y AS Lefst= Oh2CH2 210{2] readme THOf| CHEF B2
olL|c}
= .

Z|C 37| 5MB

A ZTbol M A S TS| 913 BolEILict

ﬁ
>
N
o
ﬂ

Z0l: 127. %|cH BllolE £=: 10
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S8 89 stringQ| HIY
v

o
O
Z| - False

creationTime

Ol Elaa7t Y& Mt & AlZFL|cH

o

A
: False

e 50
Rl

T

homePageUrl

o Z 2|7i|o|Mof CHEt GitHub EIZ X|EE|2| x| Z2 o Z2|AH o|Mof CHEr AEMIEH HE 7 = &=l
URL&ILC}.

N

: False

e 40
MO

a2

version

Of Z (70| Mof CHEr X HE Lt

78 HH
i HA
BadRequestException

2o otetd|e & stLk7t A X EIELICH
message

Fo| ntetilE & otut7h AR EIELICH

errorCode

400

I
0%
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Capability
UL o EE|7Ho| M b Z5t7| 2f8H X

CAPABILITY_IAM
CAPABILITY_NAMED_IAM
CAPABILITY_AUTO_EXPAND
CAPABILITY_RESOURCE_POLICY

ConflictException
2|47 o0l ERiELC
message

2|47t ol0] EXHELICH

409

ForbiddenException
ZEto|UET QB EIX| Lt &LICH.
message

ZEto|UET QB EIX| it &LICH.

=k ‘E‘”‘%

4> ot

o
|
=

iolfoF St= 2L

2LICt.

I
0%
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errorCode

403

e 5o
Ho
Rl
ne

o

: False

InternalServerErrorException

AWS Serverless Application Repository A{H|AOM LIS 27 7+ & dzi&LCt.
message

AWS Serverless Application Repository AHIAMAM LIS @7 7| S MM&LICEH

N

: False

e o
MO

o

errorCode

500

e 50
MO
Pal
ne

o

: False

NotFoundException

LN X[HE BlAA 0] HMA HM Z)7F EXMSHR| A& LICH
message

LEO X|IHE Elaa(of: HMA HH 2)7F EXfSHX| k& LT

S9.

AL

MO

N

: False

e o

o
A
T

errorCode

404

I
0%
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N

e 0
Rl

o

: False

ParameterDefinition

O Z 27| 0|01 A K| st mhekOle L|Ct
name

u}2t0|E{ef o|F LICh.

N

I 0
MO

o
-

ue

defaultValue

AR WE Al XIEE Zhol el B0l AASE "HES o MEet ol 2t LICt metolE{ol| CHEt X
%2 Holots F2 OleHet MFE Eote atS X|HsHok gLt

description

oi2t0|EE MESHE Z|CH 4,000AHS| EAFAILICH
LY BAY
Ll False

type

ut2tolE el RELICH
$ &4k String | Number | List<Number> | CommaDelimitedList
String: 2|E{™E 2Rt LY.

olE E0{ A ER=E X|HE = U&LICH"MyUserName".

I

AM
(=}
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Number: 2% EE= float. CloudFormation valid= It2t0|E] 2t <<XI2 & QlstL|Ct. Lt §lES!9|
CHE oM ot2t0|eHE AF8 5t B (0: Ref LIE & AF) mi2t0|H Zf2 EXFE 0| EU|Ct

& S0{ AISX=E X|HE = U&LICH"8888".

List<Number>: &lEE FEE H4 = 28 A4-™O| HIY)LICE CloudFormation = It2t0|E] gk
2 A2 dagLct ag{Lt HE2o Ot E 2olM TEtOIEE AH2 5t FR(0d: Ref LHE &4 At
) o2t 72 2xE S50| ELct

OI S0f AHBRHE "8020" KT CHR B Ref MAIE 4 ULITH["80", "20"].

CommaDelimitedList: &lEZ FEE 2EH 29 Q]

StL} O Bfotof &Lt =8 2t Mg XY Zeio =z ZrElL|Ch.

0 E E04 AFHE A= "test,dev,prod"E X|H8t CHS E Ref MHE = U&L
E-l'["test", lldevll, "pIOd”].

 EAFA

: False

AShg MESHE $52 ¥ UH0hCH THRt0IE] 2 DFAZIE K| AR QLICH BS true® ABSHE TfE}
DIE{ 2ol WE (2 ohAZELICH

allowedPattern
String g0l ${EE WEHE LIEIL = H A L[C.

34. 22 X|.O=|

L =

e o

o
£ False

constraintDescription

oiom [A-Za-z0-9]+ i

Mef ek Al Sl Mefge MYESHE EAFFQULICH o & S0 A2k MHO| 7
I ZH2 92 HA|X|7F EAIEIL

A Od
o

T10| o1& & metOlE ol AFS AL &6t X| 2 24f 2 XIEE W ChS2

Ct.

I
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Malformed input-Parameter MyParameter must match pattern [A-Za-z0-9]+

-

P ChE 242 AFS A X|1E

[e][]

"CHEXFeF A2 A A AHEF ZEFoloF &t 22 Mof =2 4

LFE HAIXIE EAIE = J&LCt

fjo
i

7t

Malformed input-Parameter MyParameter must contain only uppercase and
lowercase letters and numbers.

minValue

Number K80 & 7% &2 =Xt 442 2H5t= A kLIt

i o
02
SRS

o
X

maxValue

Number R0l 518 7t& & =&t 22 BYst= Ak 2L

R
02
SRR

Trood
¥

minLength

String R0 58 2|4 X +& AHsts H 2Lt

i o
0
SRS

o
i

maxLength

String R0l {8 zIcH EXt +& EHste E kLt

O—:I. K-l/\
_I_I_O . -
AL K

I
0%
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allowedValues

ut2tolEof 518 &l 2t S5 £ & st o{alofLCt.

: R& string2]| HA

e 50
4> o

: False

referencedByResources

O| t2tO|EHE AHEStE AWS SAM ElAA =

f&: 98 string2| Y
Tl

True

TooManyRequestsException
Zolo|HE T} AlZH EHRIE F2E 9 42
message

Zelo|ET AlZF EHRIE HE=E 2™ 5

UpdateApplicationinput
OHEEI7|0|MH @FE Yolo|EFLICY.
description

o Z 2|70l o1 cHer MHLCt.

Seluch.

AM
(=}

I
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%4 Z0l: 1. Z|ci Z0[=256

N

: False

e 50
Rl

ot

author

HE HAltE 2 IRt o|F LIt

b

|4 Zlol: 1. =[cH Zol: 127.

IHEA "A[a-z0-9](([a-20-9]|-(?!-))*[a-20-9])?$";

readmeBody

OfZ 2|70l Moi CHE AbAMIEE DBt &S W AS L est= Ob3CH2 0o MIAE readme THU 2L
Ct.

Z|C 27| 5MB

N

: False

ik 4o
Mo

o2

readmeUrl

OfZ 2|70l Mdo1 CHE RbAMIE DBt S Y AS Lefst= OhaCH2 210{2] readme THOf| CHEF B2
olL|ct
= .

Z|CH 27| 5MB

oy
1=
Y
A
=3
x
2
oy
1=
mjo
X
rx
Q'I_l
N
Jo

|gF 2lol= Lct.
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%4 Zol: 1. Z|cH Zol: 127. 2|C &ilo|& £=: 10
I{E: "Ma-zA-Z0-9+\\-_:\W@]+$";

: R& string2| HAS

e 5o

&
o
£ False

homePageUrl

O Z 2|7i|o|Mof CHEt GitHub EIZ X|EE|2| x| Z2 o Z 2| o|Mof CHEr REM|IEH HE 7 =&t =l
URL&ILC}.

Version

OHEZ|70|M HE M[F HELICEH
applicationld

OHZ 2|7]0|d Amazon 2|4 A O|F(ARN).

N

ue

e 0
Rl

o
-

semanticVersion
OHZ2|7|0|M el o|Of A|7H| HZ:

https://semver.org/

At

ue

MO

e 0

o
_|

sourceCodeUrl

EX GitHub 7{9!2| URLZ} Z'2 ofZ 2|7|o|Me] AA T Eof CHet HEZ! 2|Z X|E2|of CHet &3 Y
L|C}.
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sourceCodeArchiveUrl

O| tHof of Z 2|7 0|Md0d| CHEr Ax I E

o| zIP otz7to|E 7} Z & E
Z|CH 27| 50MB

N

: False

e 50
Rl

b

templateUrl
ofZZ|A|0|M ol Ii7| & E AWS SAM EE=loi| CHEH &3 lLCt.

N

ue

e 50
MO

1o

—
-

creationTime

O| 2laATt HHE Imtet AlZhLCt.

o

q
=

Ny
ue

e 40
gl

>

—
-

parameterDefinitions
O EE[7| 0| Mof| M X[ 5t= meEt0|E fEol HfE L(Ct.

ParameterDefinition2| Hfd

requiredCapabilities

S o EElA 0ol i ZE S| o X|HStof st= 2t 55
Identity and Access Management (IAM) AFEXIE MH3st=
= 2l&AT7F ZEE = JU&LICH o248t ofE 2|7 olMe] 3

AXMe =z selstiok ZLct.

| S3 Zix|of CHEr &3

(o]|
=

dgs

LICH.

lLict & ofZz|7i|o|MolE M AWS
S AWS HHo| Hstof
0| ot2tO/EE XI-Hs5tod s 7 |ls2 &

A

|:||7<I

AM
(=}

I
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LUSHH fE8H Zt2 CAPABILITY _IAM, CAPABILITY_RESOURCE_POLICY,
CAPABILITY_NAMED_IAMZ! QIL|CFCAPABILITY_AUTO_EXPAND.

CIS 2IAA0|E CAPABILITY_IAM EE= CAPABILITY_NAMED_IAMES X|&&Hok gHLct.
AWS::IAM::Group, AWS::IAM::InstanceProfile, AWS::IAM::Policy, and AWS::IAM::Role. O &
2|70|M0f| IAM 2lAAT ZEE R CAPABILITY_IAM & & 5HLIE XIHE £+ QlaL]
CtCAPABILITY_NAMED_IAM. o E 27| 0[Mol| Ar& Xt X|H O|& 2 7H¢! IAM BlAATF ZEE[0] /U=
742 CAPABILITY_NAMED_IAMZ X|&3HofF & L|C}.

AWSCAPABILITY_RESOURCE_POLICYAWS::Lambda::Permission, AWS::IAM:Policy,
AWS::ApplicationAutoScaling::ScalingPolicy, AWS::S3::BucketPolicy, AWS::SQS::QueuePolicy &!
AWS::SNS::TopicPolicy 2IAAE X|Z&fof & LC}.

M o EC|Fo|ME & 7H ol Z&St= ofEZ 2702 CAPABILITY_AUTO_EXPANDE K|35l ok
LIC}.

I Off

-

OHE BIAHO1M MBS0l 9l0| BlAATH ZEHE HD HHZ 57| Hof OZE|H0|MT HHE BE H
2 HEsts 20| EALICH 7150| TR 3 ofZ 2|7 0lMol CH3HO| mHatOIEIS X|SsHx| oo
ol Amjgtict.

M|kl

fok
T

AL

o354 ©
T o. T
L

b k-5 Cagabilitx_oJ HHd
Z| 2~ True

resourcesSupported

O| o Z|7i|o| Mol ZEE ZE AWS E|AA T HME|= B[ X|BE[=X] oF Lct.

o AWS SDKs L &= & 3tLI0I MO APIE AF8SHE Yol CHEt REMIBH LHB =2 S8
Ne.

o2k

b2 St

GetApplication

« AWS HHEE QIE{H|0|A V2
« AWS SDK for .NET

CF2 AFEE SEatAL. >


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-iam-group.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-instanceprofile.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-policy.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-permission.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-policy.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-applicationautoscaling-scalingpolicy.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-s3-policy.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-sqs-policy.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-sns-policy.html
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AWS SDK for C++

Go v2& AWS SDK

AWS SDK for Java V2
JavaScript V3& AWS SDK
Kotlin& AWS SDK

AWS SDK for PHP V3
AWS SDK for Python

AWS SDK for Ruby V3

DeleteApplication

AWS BZE QIEH0|A V2

AWS SDK for .NET

AWS SDK for C++

Go v2& AWS SDK

AWS SDK for Java V2
JavaScript V3& AWS SDK
Kotlin& AWS SDK

AWS SDK for PHP V3
AWS SDK for Python

AWS SDK for Ruby V3

UpdateApplication

AWS BHEE QIE{H 0|4 V2

AWS SDK for .NET

AWS SDK for C++

Go v2& AWS SDK

AWS SDK for Java V2
JavaScript V3& AWS SDK
Kotlin& AWS SDK
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+ AWS SDK for PHP V3
« AWS SDK for Python
* AWS SDK for Ruby V3

O = 2|71|0| M applicationld H443 M E

URI

/applications/applicationId/changesets

HTTP HAE

POST

%1 ID: CreateCloudFormationChangeSet

X|HE ofE 2|7 0|M0i CHEF AWS CloudFormation

Bz mtetolE
Ol

applicationId

0lo
L

403

Jo
od

String

e
1

True

oo

0l

ChangeSetDetails

BadRequestException

ForbiddenException

HE MEE ddELict

A 04
= o

OfZ |7 0| M Q]
Amazon 2|AA 0|2
(ARN) I L|C}.

O Z 2|71|0| applicationld #3173 ME
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ME| I

Ct EE—”

0lo

=] =
429 TooManyRequestsExc
eption
500 InternalServerErro
rException
OPTIONS
Z= nztole
Ol& 7 2
applicationId String True
=2 i
o -
HdE I 8 2d
200 None
A 7|0}
¥ es
POST A& 7|0t
{
"stackName": "string",
"semanticVersion": "string",

"templatelId": "string",

"parameterOverrides"

{

3 [C

nx
0%

ol 0fo My
koo
F

AWS Serverless Application
Repository AMH|AMAM LI 2

For L AELICH

A4
= o

O Z2|70|MH 9]
Amazon Z2|AA 0|
(ARN) &I L|C},

A7|of
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"name": "string",
"value": "string"
}
1,
"capabilities": [
"string"
1,
"changeSetName": "string",
"clientToken": "string",
"description": "string",
"notificationArns": [
"string"

1,
"resourceTypes": [
"string"

1,

"rollbackConfiguration": {
"rollbackTriggers": [
{

Ilﬁll: Ilstringll’
"type": "string"
}
1,

"monitoringTimeInMinutes": integer

}I

"tags": [
{
"key": "string",
"value": "string"

[}
| M-
[}

o5&

0[0
MO

ChangeSetDetails £ 7|0}

{
"applicationId": "string",
"semanticVersion": "string",
"changeSetId": "string",
"stackId": "string"

}
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BadRequestException 2 7|0}

{
"message": "string",
"errorCode": "string"
}

ForbiddenException 2 7|0}

{
"message": "string",
"errorCode": "string"
}

TooManyRequestsException 2 7|0}

{
"message": "string",
"errorCode": "string"
}

InternalServerErrorException & 7|0}

{
"message": "string",
"errorCode": "string"
}
4 A4
= o
BadRequestException

2ol neti|e & stutrt & E &L
message
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ChangeSetDetails
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semanticVersion
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stackld

stackName
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semanticVersion
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Ll False

capabilities

S ofZZIAH 012 HHZ 57| ol X|'H5Hof 5t 2 S = LICH U o Z 2|7 o|Mol= M AWS
Identity and Access Management (IAM) At X E HM5t= S AWS A o| Heto P& 0IE = U
= BlAaA7t Z8E £ JU&LIct olz{Et o E 2|7 0]M e O| mWatn|EE X|™gstod s 7[s2 B
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O
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(=)

QUSAH &8 ZE= CAPABILITY_IAM, CAPABILITY_RESOURCE_POLICY,
CAPABILITY_NAMED IAMZ! @|L|CFCAPABILITY_AUTO_EXPAND.

C2 2lAA0]E CAPABILITY_IAM EE= CAPABILITY_NAMED_IAMS X|%isHok & L|C}.
AWS::IAM::Group, AWS::IAM::InstanceProfile, AWS::IAM::Policy, and AWS::IAM::Role. O Z
2lZo|Mof IAM BIAATF TEE 32 CAPABILITY_IAM = & SILIE X|HE = &L
CtCAPABILITY_NAMED_IAM. o Z 2|7 0|0l ArE At X|H O|F 2 7HE IAM E[AA T ZFE[0] U=
A< CAPABILITY_NAMED_IAMS X|&3HoF &LICt

AWSCAPABILITY_RESOURCE_POLICYAWS::Lambda::Permission, AWS::IAM:Policy,
AWS::ApplicationAutoScaling::ScalingPolicy, AWS::S3::BucketPolicy, AWS::SQS::QueuePolicy &
AWS::SNS:TopicPolicy E|AAE K| 3HoF &L|C}

S o Z2|7io|ME &+ 7l O|4 Z&St= OHE 2| 0|2 CAPABILITY_AUTO_EXPANDE X|Z &l oF
L|C}.

0]
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clientToken

0| £42 AWS CloudFormation CreateChangeSet API0{| CHal &t Ol 2| mt2tno|E{of sHE &L
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0| £42 AWS CloudFormation CreateChangeSet APIO]| CHall & &t Ol 2| mtztalE{ofl s &L

notificationArns

0| 442 AWS CloudFormation CreateChangeSet API0{| CH&l S8t 0| 2| mt2to|E{of S &L
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resourceTypes

0| £42 AWS CloudFormation CreateChangeSet APIO]| CHal & 8t Ol 2| mtztalE{ofl s &L
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tags
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InternalServerErrorException
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N
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e 40
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£ CloudFormation AFgtL|C}.
A

ue

e 50
gl

o
-

value
ot 2tO|E et 2= =g ZhlLct.
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RollbackConfiguration

o
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A2 CloudFormation RollbackConfiguration C|O|E{ & 4lof S gtL|Ct.

rollbackTriggers
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arn
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Ll True

TooManyRequestsException
ZEI0|UET Azt BT 8T R +& Z1tsto{ &t U&LICH

message
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o1o{d AWS SDKs 2! 2t = = 5tLI0J| A O| APIE AFR 5= ditdol| CHE REM|BH LIRS cte e 2t x5t
Me.

CreateCloudFormationChangeSet

« AWS HHE QIEm 0|4 V2
» AWS SDK for .NET

« AWS SDK for C++

» Go v2& AWS SDK

+ AWS SDK for Java V2

« JavaScript V3& AWS SDK
* Kotlin& AWS SDK

» AWS SDK for PHP V3

+ AWS SDK for Python

CF2 AFEE SEatAL. 70



AWS Serverless Application Repository JHEER}E 710l =

« AWS SDK for Ruby V3

Applications applicationld Dependencies

URI

/applications/applicationId/dependencies

HTTP HAE

GET

A ID: ListApplicationDependencies

2t El ol EZE2[7H o]0l SHE o E2l7olMd =52 AMELICH

Z=z mtetolE

Ol& =8 e ME

applicationId String True OHZ2|#H0|M Q]
Amazon ElAA 0|8
(ARN) &I L|C}.
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Ol& =8 = ME

nextToken String False | O|X| DH&E AlZE
Iz XIHs7| {IEt
EZ L.

maxItems String False HhEte & g5 U
Ct.

semanticVersion String False 7tXE2 ofZ2[7 0|4
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Ct.
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400

403

404

429

500

OPTIONS
A2 uzo|E
O|l&

applicationId
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o
aT

String
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0lo

ApplicationDepende
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BadRequestException

ForbiddenException

NotFoundException

TooManyRequestsExc

eption

InternalServerErro

rException

e
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True

LA X|IHE SIAA(0f: HA|
A

g™ 2)7t EXst x| &L

AWS Serverless Application
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SH
MEf ZE SEH g
200 None

A 7|0}

ApplicationDependencyPage £ 7|0t

{
"dependencies": [
{
"applicationId": "string",
"semanticVersion": "string"
}
1,
"nextToken": "string"
}

BadRequestException 2 7|0}

{
"message": "string",
"errorCode": "string"
}

ForbiddenException A 7|0t

{
"message": "string",
"errorCode": "string"
}

NotFoundException £ 7|0t

A7|of
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"message": "string",
"errorCode": "string"

TooManyRequestsException 2 7|0}

{
"message": "string",
"errorCode": "string"
}

InternalServerErrorException & 7|0}

{
"message": "string",
"errorCode": "string"
}
2 A4
— o

ApplicationDependencyPage

O Z 2|7 0| Mol S =l o EEIF 0| Rof FELICEH
dependencies

of Z 2|7 0|40l ZSHE! ofZEA 0| 2 oF B IL|C.
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ApplicationDependencySummary
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InternalServerErrorException
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Ll False
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ListApplicationDependencies

« AWS HHEE QIE{H 0|4 V2
AWS SDK for .NET

AWS SDK for C++

Go v2& AWS SDK
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JavaScript V3& AWS SDK
Kotlin& AWS SDK

AWS SDK for PHP V3
AWS SDK for Python

AWS SDK for Ruby V3
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URI
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GET
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A 7|0}
LY EE
PUT & 7|0}
{
"statements": [
{
"statementId": "string",
"principals": [
"string"
1)
"actions": [
"string"
1,
"principalOrgIDs": [
"string"
]
}
]
}
SH E&

ApplicationPolicy 2 7|0}

~

"statements": [

{
"principals": [

"string"
1,
"actions": [

"string"

1,
"principalOrgIDs": [

"string"

"statementId": "string",
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}

BadRequestException £ 7|0}

{
"message": "string",
"errorCode": "string"
}

ForbiddenException & 7|0}

{
"message": "string",
"errorCode": "string"
}

NotFoundException £ 7|0t

{
"message": "string",
"errorCode": "string"
}

TooManyRequestsException £ 7|0}

{
"message": "string",
"errorCode": "string"
}

InternalServerErrorException & 7|0}

{
"message": "string",
"errorCode": "string"
}
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« AWS SDK for .NET

* AWS SDK for C++

+ Go v2& AWS SDK

+ AWS SDK for Java V2

« JavaScript V3& AWS SDK
+ Kotlin& AWS SDK

* AWS SDK for PHP V3

+ AWS SDK for Python

* AWS SDK for Ruby V3
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PutApplicationPolicy

« AWS HHEE OIE{H|0|A V2

* AWS SDK for .NET

« AWS SDK for C++
« Gov2& AWS SDK
* AWS SDK for Java V2
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+ Kotlin& AWS SDK
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+ AWS SDK for Python
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A 7|0t

onE

MO

POST A 7|0t

~

"semanticVersion": "string"

[

o5 =

0l0
MO

TemplateDetails 2 7|0}

{
"templatelId": "string",
"templateUrl": "string",
"applicationId": "string",
"semanticVersion": "string",
"status": enum,
"creationTime": "string",
"expirationTime": "string"

}

BadRequestException 2 7|0}

{
"message": "string",
"errorCode": "string"
}

ForbiddenException & 7|0}

{
"message": "string",
"errorCode": "string"
}
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NotFoundException 2 7|0}

{
"message": "string",
"errorCode": "string"
}

TooManyRequestsException A 7|0}

{
"message": "string",
"errorCode": "string"
}

InternalServerErrorException £ 7|0}

{
"message": "string",
"errorCode": "string"
}
2 A
= o
BadRequestException

errorCode

400
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NotFoundException

0| X|HE S[AA(0f: UL HE HH)7} ZRfStR| & LICH
message

LA X[HE ElaA(0f: HMA MM HAHE)7F EXR{SHK| ef&LCH

{8 EXY
IL

Edl

22| T HE QL.

13

templateld
CreateCloudFormationTemplate0il A BH&HSH UUID I LICE.
THEA: [0-9a-fA-F]{8)\-[0-9a-fA-F]{4]\-[0-9a-FA-F {4 )\-[0-9a-fA-F|{4)\-[0-9a-fA-F]{12}
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templateUrl

E A83dto of Z2|7|0| M2 HiE st = O AHE
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Ll True

expirationTime

Ol HIZSl0| R E|= M L AIZFQILICH BEIESI2 MM F 1A|ZF £of B2 EILICH
7 EXtd
Ll True

ZCIO|HET} Azt HRIY S El ™ =& ZT1tsto] MESHD ULt
message

Zet0|UETL AZF BT 518 E 2% +& Zotstod M& st AU&LICH

CHS M xS L.

210 AWS SDKs & HZ & otLI0|A{0| APIE ALEst= Yol CHEr RbAMIEH LIS 2 TS 2 H X6t
M.

CreateCloudFormationTemplate

« AWS HHEE QIE{H 0|4 V2
AWS SDK for .NET

AWS SDK for C++

Go v2& AWS SDK
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+ AWS SDK for Java V2
 JavaScript V3& AWS SDK
+ Kotlin& AWS SDK

« AWS SDK for PHP V3

+ AWS SDK for Python

+ AWS SDK for Ruby V3

Applications applicationld Templates templateld

URI

/applications/applicationId/templates/templateld

HTTP HAE

GET

%] ID: GetCloudFormationTemplate

X|ZE AWS CloudFormation ElZ2!/E 71X SLICl.
A2 mteto|E

O|& A4 04

=0
o
]
>

= O
applicationId String True O Z 2|7 0|9

Amazon Z|A A 0|F

(ARN) &I L|C}.
templateld String True CreateCloudFormati

onTemplateOf| A BHE
st uuIDY LIt

IHEA: [0-9a-FA-F]{8)\-
[0-9a-fA-F{4)\-[0-9a-
fA-F]{41\-[0-9a-fA-F]
{4)\-[0-9a-FA-F]{12}

Applications applicationld Templates templateld
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403

404

429

500

OPTIONS
A2 uzto|E
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applicationId

templateld
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String

String

s¢ 2d

TemplateDetails

BadRequestException

ForbiddenException

NotFoundException

TooManyRequestsExc

eption

InternalServerErro

rException
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True
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A K
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A4 04
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O = 2|7io|M 2]
Amazon 2|AA 0|8
(ARN) &I L|C},

CreateCloudFormati
onTemplateOf| A{ BHEH
st UUID L Ct.

I{E: [0-9a-fA-FJ{8)\-
[0-9a-fA-FJ{4)\-[0-9a-

HTTP HAE

166



AWS Serverless Application Repository

JHeER 7Hol=

JE = e
orct
[«3—|
HE| I E St 2y
200 None
A 7|0}
SER

TemplateDetails 2 7|0}

{
"templatelId": "string",
"templateUrl": "string",
"applicationId": "string",
"semanticVersion": "string",
"status": enum,
"creationTime": "string",
"expirationTime": "string"

}

BadRequestException 2 7|0}

{
"message": "string",
"errorCode": "string"
}

ForbiddenException 2 7|0}

A 04
= o

fA-FJ{41\-[0-9a-fA-F]
{4)\-[0-9a-fA-F{12}
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"message": "string",
"errorCode": "string"

NotFoundException £ 7|0t

{
"message": "string",
"errorCode": "string"
}

TooManyRequestsException 2 7|0}

{
"message": "string",
"errorCode": "string"
}

InternalServerErrorException & 7|0}

{
"message": "string",
"errorCode": "string"
}
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BadRequestException
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errorCode
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ForbiddenException
ZEto|HET} QB EIX| EA&LICE
message
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errorCode

InternalServerErrorException
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NotFoundException
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CreateCloudFormationTemplate0il A EBH&HSH UUID I LICE.
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applicationld
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TooManyRequestsException
ZEI0|UET Azt BT 8T @ +& Z1tsto{ &t U&LICH
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CHE AFZ . A& shM2.

210{%d AWS SDKs 2! X & 35lLI0l MOl APIZ AL 5HE wedofl CHE REMISH LI 2 Ot & X6
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GetCloudFormationTemplate

« AWS BHE QIE{H0|A V2
» AWS SDK for .NET

* AWS SDK for C++

¢ Gov2& AWS SDK

« AWS SDK for Java V2

- JavaScript V3& AWS SDK
« Kotlin& AWS SDK

* AWS SDK for PHP V3
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« AWS SDK for Python
* AWS SDK for Ruby V3

Applications applicationld Unshare

URI
/applications/applicationId/unshare
HTTP HAE

POST
ZtQ4 ID: UnshareApplication
AWS Z 20| M o E2|70|M2 3= aHAIELICH.

ol Ztede xx|o| wa| HHolMet =

My
ek
+4>
30
o>
C
ful

ZAZ migho|E

Ol& =3 e ME
applicationId String True OHZ2|FH0|M Q]
Amazon 2|4 A 0|8
(ARN) &I L|C},
ot
[=2 — |
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204 None Success
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403 ForbiddenException Zo0|AETL QUBEIX| i AE
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MEfIC SE D& =ES
404 NotFoundException LA™ X[HE 2| AA0]: HA|
A YA dE)7F EXSHR| b &
L|C.
429 TooManyRequestsExc Z2t0|AET}L AlZh EFRE 5
eption ST ™ T8 Zotsto ™MS
st A&LCH
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"organizationId": "string

[}

o5 =

0lo
Eli

BadRequestException £ 7|0}

{
"message": "string",
"errorCode": "string"
}

ForbiddenException & 7|0}

{
"message": "string",
"errorCode": "string"
}

NotFoundException £ 7|0t

{
"message": "string",
"errorCode": "string"
}

TooManyRequestsException 2 7|0}

{
"message": "string",
"errorCode": "string"
}

InternalServerErrorException £ 7|0}

"message": "string",
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"errorCode": "string"
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InternalServerErrorException
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UnshareApplication

« AWS BHE QIE{H 0|4 V2
+ AWS SDK for .NET

* AWS SDK for C++

+ Go v2& AWS SDK

+ AWS SDK for Java V2

« JavaScript V3& AWS SDK
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* Kotlin& AWS SDK

« AWS SDK for PHP V3
« AWS SDK for Python

» AWS SDK for Ruby V3

O Z 2|71 0| applicationld ™
URI
/applications/applicationId/versions
HTTP HAE

GET
A ID: ListApplicationVersions
X ™ E ofE2|7A oMo HHE LIFELICY.
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SE EF

ApplicationVersionPage £ 7|0}

{
"versions": [
{
"applicationId": "string",
"semanticVersion": "string",
"sourceCodeUrl": "string",
"creationTime": "string"
}
1,
"nextToken": "string"
}

BadRequestException £ 7|0}

{
"message": "string",
"errorCode": "string"
}

ForbiddenException A 7|0t

{
"message": "string",
"errorCode": "string"
}
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NotFoundException 2 7|0}

{
"message": "string",
"errorCode": "string"
}

TooManyRequestsException 2 7|0}

{
"message": "string",
"errorCode": "string"
}

InternalServerErrorException 2 7|0}

{
"message": "string",
"errorCode": "string"
}
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ListApplicationVersions
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» AWS SDK for .NET

* AWS SDK for C++

« Go v2& AWS SDK

+ AWS SDK for Java V2
 JavaScript V3& AWS SDK
+ Kotlin& AWS SDK

* AWS SDK for PHP V3

*+ AWS SDK for Python

+ AWS SDK for Ruby V3
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URI

/applications/applicationId/versions/semanticVersion
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PUT
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BadRequestException
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ConflictException
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OPTIONS
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applicationId String

semanticVersion String
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200 None
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"templateBody": "string",
"templateUrl": "string",

"sourceCodeUrl": "string",
"sourceCodeArchiveUrl": "string"
}
SH =&

Version A 7|0t

{
"applicationId": "string",
"semanticVersion": "string",
"sourceCodeUrl": "string",
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"sourceCodeArchiveUrl": "string",
"templateUrl": "string",
"creationTime": "string",
"parameterDefinitions": [

{

"name": "string",
"defaultValue": "string",

"description": "string",

"type": "string",

"noEcho": boolean,
"allowedPattern": "string",
"constraintDescription": "string",

"minValue": integer,
"maxValue": integer,
"minLength": integer,
"maxLength": integer,

"allowedValues": [

"string"
1,
"referencedByResources": [
"string"
]
}
1,
"requiredCapabilities": [
enum
1,

"resourcesSupported": boolean

BadRequestException 2 7|0}

{
"message": "string",
"errorCode": "string"
}

ForbiddenException 2 7|0}

"message": "string",

"errorCode": "string"
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}

ConflictException 2 7|0}

{
"message": "string",
"errorCode": "string"
}

TooManyRequestsException £ 7|0}

{
"message": "string",
"errorCode": "string"
}

InternalServerErrorException £ 7|0t

{
"message": "string",
"errorCode": "string"
}
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