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AWSTemplateFormatVersion: 2010-09-09
Transform: AWS::Serverless-2016-10-31
Resources:
getAllItemsFunction:
Type: AWS::Serverless::Function
Properties:
Handler: src/get-all-items.getAllItemsHandler
Runtime: nodejs20.x
Events:
Api:
Type: HttpApi
Properties:
Path: /
Method: GET
Connectors:
MyConn:
Properties:
Destination:
Id: SampleTable
Permissions:
- Read
SampleTable:
Type: AWS::Serverless::SimpleTable

r
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"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"getAllItemsFunction": {
"Type": "AWS::Lambda::Function",
"Metadata": {

"SamResourceId": "getAllItemsFunction"
1,
"Properties": {
"Code": {
"S3Bucket": "amzn-s3-demo-source-bucket-la4x26zbcdkqr",
"S3Key": "what-is-app/a6f856abflb2c4f7488c09b367540b5b"
1,
"Handler": "src/get-all-items.getAllItemsHandler",
"Role": {
"Fn::GetAtt": [
"getAllItemsFunctionRole",
"Arn"
]
1,
"Runtime": "nodejsl2.x",
"Tags": [
{
"Key": "lambda:createdBy",
"Value": "SAM"
}
]
}

iy
"getAllItemsFunctionRole": {

"Type": "AWS::IAM::Role",
"Properties": {
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"sts:AssumeRole"
1,
"Effect": "Allow",
"Principal": {
"Service": [
"lambda.amazonaws.com"

AWS SAM Z 2 M E o} AWS SAM EIZ3/0|2t FodL7t?
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}

]

1,
"ManagedPolicyArns": [

"arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole"

1,
"Tags": [
{
"Key": "lambda:createdBy",
"Value": "SAM"
}
]

}
I
"getAllItemsFunctionApiPermission": {
"Type": "AWS::Lambda: :Permission",
"Properties": {
"Action": "lambda:InvokeFunction",
"FunctionName": {
"Ref": "getAllItemsFunction"
},
"Principal": "apigateway.amazonaws.com",
"SourceArn": {
"Fn::Sub": [
"arn:${AWS: :Partition}:execute-api:${AWS: :Region}:${AWS: :AccountId}:
${__ApiIld__}/${__Stage__}/GET/",

{
" Apild__ ": {
"Ref'": "ServerlessHttpApi"
I
Il_Stage_ll: nmn
}

}
I
"ServerlessHttpApi": {
"Type": "AWS::ApiGatewayV2::Api",
"Properties": {
"Body": {
"info": {
"version": "1.0",
"title": {
"Ref": "AWS::StackName"

AWS SAM Z 2™ E o AWS SAM HIZ2lo|2t fodelL|}? 7
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}
I
"paths": {
WARER!
"get": {
"X-amazon-apigateway-integration": {
"httpMethod": "POST",
"type": "aws_proxy",
"uri": {
"Fn::Sub": "arn:${AWS::Partition}:apigateway:
${AWS: :Region}:lambda:path/2015-03-31/functions/${getAllItemsFunction.Arn}/invocations"
I
"payloadFormatVersion": "2.0"

iy

"responses": {}

}
1,
"openapi": "3.0.1",
"tags": [
{
"name": "httpapi:createdBy",
"'x-amazon-apigateway-tag-value": "SAM"

}
I
"ServerlessHttpApiApiGatewayDefaultStage": {
"Type": "AWS::ApiGatewayV2::Stage",
"Properties": {
"ApiId": {
"Ref'": "ServerlessHttpApi"

.

"StageName": "$default"”,

"Tags": {
"httpapi:createdBy": "SAM"

.

"AutoDeploy": true
}
1,
"SampleTable": {
"Type": "AWS::DynamoDB: :Table",
"Metadata": {

AWS SAM Z 2™ E o AWS SAM HIZ2lo|2t fodelL|}? 8
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iy

"SamResourcelId": "SampleTable"
I
"Properties": {
"AttributeDefinitions": [
{
"AttributeName": "id",
"AttributeType": "S"

}
1,
"KeySchema": [
{
"AttributeName": "id",
"KeyType": "HASH"
}
1,

"BillingMode": "PAY_PER_REQUEST"
}

"getAllItemsFunctionMyConnPolicy": {

"Type": "AWS::IAM::ManagedPolicy",
"Metadata": {
"aws:sam:connectors": {
"getAllItemsFunctionMyConn": {
"Source": {

"Type": "AWS::Serverless::Function"

iy

"Destination": {

"Type": "AWS::Serverless::SimpleTable"

}
I
"Properties": {
"PolicyDocument": {
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"dynamodb:GetItem",
"dynamodb:Query",
"dynamodb:Scan",
"dynamodb:BatchGetItem",
"dynamodb:ConditionCheckItem",

AWS SAM Z 2 M E o} AWS SAM EIZ3/0|2t FodL7t?
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"dynamodb:PartiQLSelect"

1,
"Resource": [
{
"Fn::GetAtt": [
"SampleTable",
"Arn"
]
},
{
"Fn::Sub": [
"${DestinationArn}/index/*",
{
"DestinationArn": {
"Fn::GetAtt": [
"SampleTable",
"Arn"
]
}
}
]
}
]
}
]
.
"Roles": [
{
"Ref": "getAllItemsFunctionRole"
}
]
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-+ what-is sam init

You can preselect a particular runtime or package type when using the “sam init" experience.
Call “sam init --help” to learn more.

Which template source would you like to use?
1 - AWS Quick Start Templates
2 - Custom Template Location
Choice: 1
Choose an AWS Quick Start application template
Hello World Example
Multi-step workflow
Serverless API
Scheduled task
Standalone function
Data processing
Infrastructure event management
Serverless Connector Hello World Example
Multi-step workflow with Connectors
10 - Lambda EFS example
11 - Machine Learning
Template: 1

1
2
3
4
)
6
7
8
9

Use the most popular runtime and package type? (Python and zip) [v/N]: I

KM LHE 2 oA o Z 2|7 0| M MA AWS SAM MMHE

HiIZ E @{8F oiE 2|70l =
#4354 22 17|Ystn z2ME 3= U EC PRE T4l HEE EHELIC

017|ME sam build WHES AL 5104 O Z2|70|MHE HiZ & £H|E & LICH AWS SAMCLIE
sam C|HE{Z|E CrE 10 HIEZE /5 047[0of o Z 2|70l S&H L mtelg T HEHLICH
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=+ sam-app sam build

Building codeuri: /Users/evzz/Demo/what-is/sam-app/hello_world runtime: python3.9 metadata: {} archit
ecture: x86_64 functions: HelloWorldFunction

Running PythonPipBuilder:ResolveDependencies

Running PythonPipBuilder:CopySource

Built Artifacts : .aws-sam/build
Built Template ¢ .aws-sam/build/template.yaml

Commands you can use next

[*] Valldate SAM template sam validate

[*]1 Invoke Function: sam local invoke

[*] Test Function in the Cloud: sam sync --stack-name {{stack-name}} --watch
[*] Deploy: sam deploy --guided

= sam-app cd .aws-sam

+ .aws-sam 1s

build build. toml

» .aws-sam |}

KEMEH LHE 2 o EE|710|M 2 MME AR otM 2.

27 2 WEAE £
27 ZREIM OJHES AIBHOIM5H T, APIE BIAEST, B48 21 $E5Hs S ChY 8 5
2 +#stol ofEEIAHOIMS CIHY L HAES + UBLIC

2Z40{ A HelloWorldFun t10n§ 2t S EELICE O
%—1 oFJ\E |:|I|:5|.—| |-
A

ARl M ZHE|O|L{E Aldlist £ Ql&Lch

047|A£ sam local invoke H& 2 A2 35t0
E 2|5l AWS SAMCLIE 2Z ZAH|0|LHE
Ct. Docker?t 22 OHEEZ|F0|ME AFE SO
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=+ sam-app sam local invoke HelloWorldFunction

Invoking app.lambda_handler (python3.9)

Local image was not found.

Removing rapid images for repo public.ecr.aws/sam/emulation-python3.9
Building image

Using local image: public.ecr.aws/lambda/python:3.9-rapid-x86_64.

Mounting /Users/evzz/Demo/what-is/sam-app/.aws-sam/build/HelloWorldFunction as /var/task:ro,delegated
inside runtime container

START RequestId: 6f8347ce-6b04-4246-a@de-6dc37f@eefS51 Version: $LATEST

END RequestId: 6f8347ce-6b@4-4246-a0de-6dc37f0eef51

REPORT RequestId: 6f8347ce-6b@4-4246-a0de-6dc37fB@eef51 Init Duration: 1.23 ms Duration: 639.26 ms B

i1lled Duration: 640 ms Memory Size: 128 MB Max Memory Used: 128 MB

{"statusCode": 200, "body": "{\"message\": \"hello world\"}"}l

KEMEH LHE 2 ofEE|70| M E|AE I OHEE[Z0]4 CIHZ S RS,

o Z2[7| 0|44 HH &=

OHEE|AO|Mol i Z MHES T35t AWS 28R =0 HHE S0 E|AAE T2 H|X'IELICH

07| M= sam deploy --guided BHE2 AL&35t0{ CHSIE S &2 S5 oHEE(7H 0|2 i Z&LICEH
II:I_:|

= OfEZ2[7o|Mdel Hij = MHE 75t HHE AWS SAMCLI SHLlist D, HIZSIE 2
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=+ sam-app sam deploy --guided

Configuring SAM deploy

Looking for config file [samconfig.toml] : Not found
Setting default arguments for 'sam deploy’

Stack Name [sam-app

AWS Region [us-west-2]:

#Shows you resources changes to be deployed and require a 'Y' to initiate deploy
Confirm changes before deploy [y/N]:

#SAM needs permission to be able to create roles to connect to the resources in your template
Allow SAM CLI IAM role creation [Y/n]:

#Preserves the state of previously provisioned resources when an operation fails
Disable rollback [y/N]:

HelloWorldFunction may not have authorization defined, Is this okay? [y/N]: vy
Save arguments to configuration file [Y/n]:

SAM configuration file [samconfig.toml]:

SAM configuration environment [default]:

Looking for resources needed for deployment:
Managed 53 bucket: aws-sam-cli-managed-default-samclisourcebucket-1a4x26zbcdkqr
A different default S3 bucket can be set in samconfig.toml

KEMEH LHE 2 o EE|70[M S ElAA HixZ MMEE A ESHAM L.

CIl/CD Hi® mlo|=Z=gQl 7+

ol

X|HElE CI/ICD AlA-E AE5tod RF e X4 S A MS(Cl/CD) mho|ZE2tlE d-dgLict

sam pipeline init --bootstrap WA At& 35101 O Z2[A| 0|44 2|8t CI/CD HiZ TO|Z2tQl
S TAELICH & S48 AWS SAMCLI ©HLHSHT CIICD AIAEIT} E7H AFRE AWS 2|44 A 74
A
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[3] Reference application build resources

Enter the pipeline execution role ARN if you have previously created one, or we will create one for y

ou [1:

Enter the CloudFormation execution role ARN if you have previously created one, or we will create one
for you []:

Please enter the artifact bucket ARN for your Lambda function. If you do not have a bucket, we will ¢
reate one for you []:

Does your application contain any IMAGE type Lambda functions? [y/N]: n

[4] Summary
Below is the summary of the answers:
Account: 513423067560
Stage configuration name: dev
Region: us-west-2Z2
Pipeline user: [to be created]
Pipeline execution role: [to be created]
CloudFormation execution role: [to be created]
Artifacts bucket: [to be created]
ECR image repository: [skipped]
Press enter to confirm the values above, or select an item to edit the value:

This will create the following required resources for the 'dev' configuration:
- Pipeline IAM user
- Pipeline execution role
- CloudFormation execution role
- Artifact bucket
Should we proceed with the creation? [y/N]: I

REMEH LHE 2 CI/CD AIAR] 2 THO|ZEtRIS AHE 5104 HIZ MMES HESML.

et =0l ol EZEI7 0l BLIEE X 22X siZ

HEE 2l4c0) CfEt 28 HEE 21 208 £7shT, AWS X-Rayt Z2 7/ M3 2UIER
E7E ¥

07| sam list BHES ALE 504 HZE 2lAAE HOIELICH API IS ZOIEE JhMSHA 24 &
S5 47 E2IHELICH 27 T2 sam logs B AL 5H0f B0 218 HOIELI
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=+ sam-app sam 1095 -stack-name sam-app

LATEST] dc 2023-03-13T721:06:42.075000 INIT_START Runtime Ve

rsion: python 3.9.v16 Runtime Version ARN: arn:aws:lambda:us-west-2::runtime:@7a48df201798d627f2b95
0f03bb227aab4a655a1d@19¢3296406f 959372525

\TEST @04 8 - 2023-03-13T21:06:42.180000 START RequestId: 778e

4226 908@-445F 929b 5b19292ed9a? Ver510n

\TE! dc 2023-03-13T721:06:42.181000 END RequestId: 778e42
26~ 908@ 435f- 929b 5b19292ed90?

j LATEST |@a43 > dc 2023-03-13T721:06:42.182000 REPORT RequestId: 778
e4226-0a80-435f-929b-5b19292ed9%a7? Duration: 1.69 ms Billed Duration: 2 ms Memory Size:
128 MB Max Memory Used: 36 MB Init Duration: 104.13 ms

KEMEH LHE 2 o EEI70|M ZLIEE MM E H st L.

e ool 24 HE MY E et S7(E
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LodeTrlgger not cruated as CodeUri or DefinitionUri is missing for ServerlessRestApi.
a Function HelloWorldFunction
Manlfest 1s not changed for (HelloWorldFunctlon), running incremental build
Building codeuri: /Users/evzz/Demo/what-is/sam-app/hello_world runtime: python3.9 metadata: {} archit
ecture: x86_64 functions: HelloWorldFunction
Running PythonPipBuilder:CopySource

[

ZPIRE0|M X E|= 2|lAA EHAE

OHIEE 7H

S to 2EtREL| XIHElE Elaa0f MEFLICH

fok
M
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=+ lambda-streaming-app sam remote invoke StreamingFunction --stack-name lambda-streaming-app
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AWS Cloud Development Kit(AWS CDK)
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https://docs.aws.amazon.com/cdk/v2/guide/testing-locally.html

AWS Serverless Application Model JHEER}E 710l =

® Note
O| 7}0|E= AWS UH|O|E|E |aC =70 3 FXI2, Terraform2 AHZ|A oOHE 2|7 0]
ME MolstE Ol Al2%E £ Qe EE CHE Q17| 9IE 1aC £F MHLICt AWS SAM CLIZ
(£) Terraform0ll HO|El Lambda & 42| ZZ E|AEE X|
SAM CLI Terraform X|& MME B XFHM 2.

i

KEM|G| &otE 7|

« AWSZ2| DevOps 2ol CHaH RtA|| 2otEe{td AWSO]| CHEr DevOps A7HE & ESHAIL.
« ChEr 1aC =72t &7 Lambdag A& st= Y=ol CHer RHM|EH LIS 2 2= Q1L El(1aC)2t B

Lambda AFS 2 & X5HAL.

RHAlIE] ot 7| 23


https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/infrastructure-as-code.html
https://docs.aws.amazon.com/lambda/latest/dg/foundation-iac.html
https://docs.aws.amazon.com/lambda/latest/dg/foundation-iac.html
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https://docs.aws.amazon.com/toolkit-for-vscode/latest/userguide/sam-get-started.html
https://docs.aws.amazon.com/toolkit-for-vscode/latest/userguide/sam-get-started.html
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com//singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sso.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started-emergency-iam-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started-emergency-iam-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started-emergency-iam-user.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
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https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sign-in.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sign-in.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-login.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-login.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
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https://docs.aws.amazon.com//cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html#cli-configure-sso-configure
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html#cli-configure-sso-configure
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AWS Access Key ID [None]: AKIAIOSFODNN7EXAMPLE
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Default output format [None]: json

£0| HE2E credentials & config ItYo| T2 0t (MM 2 S)defaulto AWS CLI MHE & L|C}.
I UL | aws CIEE{Z|of RIELICH 7|E2Xo 20| Z2LO| MEE A2 Z2 LS HAMe=R
X|H3t K| &f= AWS CLI B2 A&E mf A& ELIC credentials THY ARSof| CHEF RHAIEH LIS

2 AWS Command Line Interface AF& Xl 740|290 #+4d 2 Hot 015 el M E FESIAL.

7& 7+ 2 2ot OIE T AL ot Q15 o CHEh AHM|EH LIE 2 AWS Command Line

=
= -
Interface ALE X} 7H0|= 2| titfE MHE HESHM L.

6THA|: (MEH AFE) VS Code& AWS =7 7|E Mx|

Sy #Ee MEsts JHLRE 28 AWS Toolkit for VS Code= AlZHA] C|HZ, CodeLens &
B UHASEI HIE T EZE S5 MHE|A 7S QEt Z42dst 7|52 MBELIch

« AlAEl0] Visual Studio Code(H{& 1.73.0 0|47} Mx|=[o{ QJo{oF & L|C}

« VS Code2 YAML @104 X|¢d &7t

6EtA|: (MB4 AIE) VS Code AWS =7 7|E M% 29


https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-quickstart.html#cli-configure-quickstart-creds
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-quickstart.html#cli-configure-quickstart-creds
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-quickstart.html#cli-configure-quickstart-region
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-quickstart.html#cli-configure-quickstart-format
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-quickstart.html
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https://docs.aws.amazon.com/toolkit-for-vscode/latest/userguide/setup-credentials.html
https://docs.aws.amazon.com/toolkit-for-vscode/latest/userguide/setting-up.html
https://docs.aws.amazon.com/toolkit-for-vscode/latest/userguide/setting-up.html
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https://github.com/aws/aws-sam-cli/releases
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https://github.com/aws/aws-sam-cli/releases/latest/download/aws-sam-cli-linux-x86_64.zip
https://github.com/aws/aws-sam-cli/releases/latest/download/aws-sam-cli-linux-arm64.zip
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EH — aws-sam-cli-macos-arm64.pkg

(® Note

Mx| Moj| Mx|&2|At Z2a3o| 2AMS
Atgh: AWS SAM CLI Mx|gElxt Z2 T3

2. CIRERC8hos AT stmof LIEH X|&lof et A7, Read Me 2! 2HO|MA EHAIS
A= gLt
3. CHAN MEHO|AM O| HEE|Q| ZE AFRAFE QI8 Adx|= MEHSFL|CH
4. Mz 23530 AWS SAM CLIS Mx|& Q%2 MEHstT Mx|2 ==L c HEE= 7|2 9
X|& /usr/local/aws-sam-clilL|C}
® Note
sam WHOE AWS SAMCLIE 7t 3 &35t7| @laf Mx|elxt Z2334 /usz/

local/bin/sam® /usr/local/aws-sam-cli/sam E= 757+ MHE4E HX| &
= 5t ZHof| A2 E R so 2 MASHL|Ct.

0]

AWS SAMCLIS| M x| 34


https://github.com/aws/aws-sam-cli/releases/latest/download/aws-sam-cli-macos-x86_64.pkg
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5. AWS SAM CLI7t dx|st™H Hx| & HAIX|7F ZAIELICH &7|& +&LICH

HEHo 2 ERI=IUREX| ElstEdH
- [CI3E Ad5t04 AWS SAM CLI7t MICHE EX|EIRD A3 7 &0 U=X| & elghLct.

$ which sam
/usr/local/bin/sam

$ sam --version

SAM CLI, <latest version>

GUI - Current user

AWS SAM CLIE CI2=2E35t0{ Mx|5l2{H

(® Note
0|70l Homebrew £ 2 pipE S35 AWS SAM CLIE Mx|8t A, 0|8 HX| A|7HsHofF &
L|C}. X|&l2 AWS SAM CLI M7 MME 2 x5HML.

o Intel Z2MME A= Macl| B x86_64 ME — aws-sam-cli-macos-x86_64.pkg

« Apple Silicon2 A& 3t= Macl| B2 arm64 ME — aws-sam-cli-macos-arm64.pkg

(@ Note
Mx| Hof| Mx|2E|AF T2 00| FHEME EQlstE %AdOI U&LICH X|ES MEH
ALE: AWS SAM CLI Mx|ZE|At =2 330| £ AN

3. CHY MEHOA] LiEFS @8t DX|IE MEHEFLICE O] S440| EAIE|X| fo™ CFE BAHE T

AWS SAMCLIS| A%


https://github.com/aws/aws-sam-cli/releases/latest/download/aws-sam-cli-macos-x86_64.pkg
https://github.com/aws/aws-sam-cli/releases/latest/download/aws-sam-cli-macos-arm64.pkg
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MEHSHLICH 7|2 Qx| /usr/local/aws-sam-cli®l

1. AWS SAM CLIE M| *IXI& M=F
A& MEELICH dX| /IRIE HEseH 2HE M=t AR

LICE 27| HEto| U= 2
2

S MEgLC SREH ASS F2AAlR
2. OIF EtA(Of A LHE I8t AdxIE Meste 440 EAIEIR| o2 ZS MAl /x| #7 > U
B A HEHT ASE 2 AL

3. dR|§ F&EUICL

5. AWS SAMCLI7} A

NLIERTPE

« sam BB E AWS SAMCLIE 7td Z&5t24H AWS SA
olof A3 E =522 BtEo{of &LCt Cfg BH

CH.
$ sudo 1n -s /path-to/aws-sam-cli/sam /path-to-symlink-directory/sam

x| & &LCh.

rlo
1}

(@]
I

ol

« sudo — Ar&XHol| Al $PATHO CHEE AL 7| #HEHO| /= B 0= sudo

O X| 4o f sudoO| ZRErL|C}.

LS —

« path-to-AWS SAM CLI Z2 g Mx|et ¥x|e| B=. 0 & E0{ /Users/myUser/

DesktopILILC}.
« path-to-symlink-directory — 75t2| $PATH
local/bin@lL|CH.

B4 wHlLct 7|8 {IXIE Just/

=
o

g3Mez HdRAZR=X] Flstt{H
MRIER D MBI FEE[0] U=X| # el

$ which sam
/usr/local/bin/sam

$ sam --version

SAM CLI, <latest version>

AWS SAMCLIS| Mx
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Command line - All users

AWS SAM CLIE CI22E35t0{ Mx|5l24H

® Note

0|7 0f Homebrew £ &
L|Ct. X|&2 AWS SAM CLI A7 M'M% 7.'5 M.

£ MRI|gt B2, 0|& HX X|7HsHo} &

MERSE C|ZE{ 2|0 macOS pkgE CH2Z2 =8 L|CH

5t= Macl| B x86_64 418 — aws-sam-cli-macos-x86_64.pkg

o Intel ZEMME A

Al E Mace| Z

« Apple SiliconE A& 3 arm64 MEH — aws-sam-cli-macos-arm64.pkg

® Note
AR| ol MR|IBEIR T2 O] FAMS EQlstE SM0| AUaLICH XIES M=
Mx|EEA T2 I3o| 224 gol MME HEFML

Ate: AWS SAM CLI %

HEst ALt

2. Mx|AzEE

$ sudo installer -pkg path-to-pkg-installer/name-of-pkg-installer -target /
Package name is AWS SAM CLI

installer:
installer: Upgrading at base path /
installer: The upgrade was successful.
(@ Note
i HHoZ AWS

/usr/local/bin/sam /usr/local/aws-sam-cli/sam sam
sheded, MIZEIR ZROS o Ztol YIS A2 MY

SAMCLIE 7tH 3 &
gLt

& Ql5te{H

MRIER D M7 FEE[0] UEX

AWS SAMCLIS| Mx


https://github.com/aws/aws-sam-cli/releases/latest/download/aws-sam-cli-macos-x86_64.pkg
https://github.com/aws/aws-sam-cli/releases/latest/download/aws-sam-cli-macos-arm64.pkg
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$ which sam
/usr/local/bin/sam

$ sam --version

SAM CLI, <latest version>

Command line - Current user

AWS SAM CLIE CI2 25104 Mk|5tE{H

@ Note

0|Z10{| Homebrew & & pipE S35l AWS SAM CLI
LICt X|&2 AWS SAM CLI M|7H MME B ZESHA|

1]
o

MR

r

P 3<%, 0|& HX X|7{stioF &

;

1. MEist C|=E 20 macOS pkgE CHRZEFLCY.

« Intel Z2MME A= Macl| B x86_64 MEH - aws-sam-cli-macos-x86_64.pkg

« Apple Silicon2 A& 3t= Macl| B2 arm64 ME — aws-sam-cli-macos-arm64.pkg

(® Note

HR| ™o x|t 2ol FEEE Helste SM0| gL X[EES M
AtE: AWS SAM CLI Mx|Z 2[Rt Z2 330

o
2o FAE Ol MEE HERSMR.

2. FstolA 47| HEto| 2 x| CIMEIRIE PYSHUAIR. I CHS HEXS ABstof xnl
TjQg BHE D x| CIMECIE HUSES S+ EeHAIR. CIMER|E olo| EXfsfo BLICk
g §

01, path-to-my-directory& /Users/myUser/DesktopZ HtHH, aws-sam-
cli Z213 ZE7F H7|ofl Ax|ELICt.

<?xml version="1.0" encoding="UTF-8"7?>

<IDOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/
PropertylList-1.0.dtd">

<plist version="1.0">
<array>
<dict>
<key>choiceAttribute</key>

AWS SAMCLIS| M x| 38


https://github.com/aws/aws-sam-cli/releases/latest/download/aws-sam-cli-macos-x86_64.pkg
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<string>customLocation</string>
<key>attributeSetting</key>
<string>path-to-my-directory</string>
<key>choiceldentifier</key>
<string>default</string>

</dict>
</array>
</plist>
3. xmloUS XM st OS2 A-dsto] ool R eHX| &elshu|ct

$ installer -pkg path-to-pkg-installer \
-target CurrentUserHomeDirectory \
-showChoicesAfterApplyingChangesXML path-to-your-xml-file

£2{ 7T} AWS SAM CLI T2 120 Mg 7|2 50| EAIE/odof FLich

02
e}

10
4. AWS SAM CLIE MR|stedH Ot BE S AlAeLIct.

$ installer -pkg path-to-pkg-installer \
-target CurrentUserHomeDirectory \
-applyChoiceChangesXML path-to-your-xml-file

# Example output

installer: Package name is AWS SAM CLI

installer: choices changes file 'path-to-your-xml-file' applied
installer: Upgrading at base path base-path-of-xml-file
installer: The upgrade was successful.

NLIERIPE

« sam BHSZE AWS SAMCLIE 7t Z&5t2{™H AWS SAM CLIZZ 224} 52| $PATH Al
Olofl NYZE £SO 2 BHE0{0F BLICH O+ WS £HstT AHstol YIS HAEL

Ct.

sudo2 EQR3tX| et&LCt.

rr

« sudo — AL XA $PATHO]| CHEH 7| HEHO| e B0
% X| oo f sudoO| R ErL|Ct.

AWS SAMCLIS| M x| 39
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+ path-to- AWS SAM CLI Z2 IS Mx|3t 9Ixlo] 2. of& S04 /Users/myUser/
Desktop®lLICt.

« path-to-symlink-directory - T#&t2| $PATH &3 H=L|Ct 7|2 ?IXl= /usz/
local/bin@lL|CH.

d3Hez ARIZU=X] Flstt{H™

- [C}S2 A&s504 AWS SAM CLIZF MCHE MX|2[R{D Al2lT37F FEE|of (=X| ZelghL|Ct.

$ which sam
/usr/local/bin/sam

$ sam --version

SAM CLI, <latest version>

Windows

Windows Ax|Z2|XF Z 23 (MSI) TFY2 Windows 2 #MAe| miZ|X| Mx| Z2 a2 U lL|C}.
MSI I} S A2 50JAWS SAM CLIZE Mx|etEdH CIS BHIE M2 MA2.

1. AWS SAMCLIG4H|EE CIREESIAAIL.

2. (MEM AL Ax| Mol Mx|2ERF Z2 339
AWS SAM CLI dx[gt2[Xt Z=2 30| F A4 20l MME FE5HA|

3. HMRIE FHIeLCh

MZ|E 2Eet 5 M B TEZE = PowerShell ZEZEE Qo BT LICH samS BHE
oM 2+ =& & lo{ok &Lch

sam --version

1]
hTR
N
1L
=l

AWS SAM CLIE 83Xz MX[stH Ch3 22 &3 27t R A[ELICH

SAM CLI, <latest version>

4. 71 B2 E &3t Lch(Windows 10 O &8k 3.

AWS SAMCLIS| A%

40


https://github.com/aws/aws-sam-cli/releases/latest/download/AWS_SAM_CLI_64_PY3.msi
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/A Important
AWS SAM CLI= Windows Z|CH A2 M2 Ttst= Tt 29t &5 288 = A&
LIt O|2 QI3 sam init& A& E M Windows 10 MAX_PATH XM[8tE Z=1t5t0 @ F
7h eraer 4 olesLich O] 2RIE s1Z5t| QIsHAE MER 7l Z2 S3g TAsof &
LICE.
7l B2 E &/935}5H24™ Microsoft Windows @4 7Her AR A 0| Windows 10, EHT1 1607 O] 4504 A
B2 A8 ZE3E HRstMR

sam init BHE AtEsto{ ME Ol ZE|F0[ME 22 =5ted™ Git™ RISt oF BrLICH KHAlIEH

Linux

AR ‘A OEo HAZEE = ei&LICH docker HIE0| Ol ZAEO|M MBE|T USLITH?
A0 M2t M= ec2-user?t Docker CHEO| HMAE = = HELE MB35H7| I QIAHAE Ry
FEollof g = UELICH 0| 2F 7} YlstH QIAHAE XF-FLICH

AR FES s +8

Ol 277t L5t o] ZZ20|M AWS SAM CLI M& T US &2 == 9= RULICH AWS SAM CLI
A otde MRIE CIME 2ol /XIE &Qlet ohE CIAME 27 =0l QleX| &gt

AWS SAM CLI error: “/lib64/libc.s0.6: version ‘GLIBC_2.14’ not found (required by /usr/local/aws-
sam-cli/dist/libz.so0.1)”

Ol LF/7I EAIE|™ X|HE[X| b= Linux HEE AR5t /1 7|2 AS glibc HE O] 2EHE! 231U
Ct. CHS & StLIE AIE35HAMI2.

« Linux ZAEE CentOS, Fedora, Ubuntu EE= Amazon Linux 2 %| &l HHZ E Q| 64H|E o2
Jg|o|=E& L},

« AWS SAM CLI & x[of chsiA{= o] X[HE WwELICH

Mzl &7 =X sH4 41


https://learn.microsoft.com/en-us/windows/win32/fileio/maximum-file-path-limitation?tabs=powershell#enable-long-paths-in-windows-10-version-1607-and-later
https://learn.microsoft.com/en-us/windows/win32/fileio/maximum-file-path-limitation?tabs=powershell#enable-long-paths-in-windows-10-version-1607-and-later
https://git-scm.com/book/en/v2/Getting-Started-Installing-Git
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macOS

MR A

An error occurred during installation.

Introduction

Read Me

License
Destination Select

Installation Type The installation failed.

Installation
The Installer encountered an error that caused the

® Summary installation to fail. Contact the software manufacturer
for assistance.

Close

AHSRHE AWS SAM CLIE AJ&|5tT 47| #8H0| 91 Mx| CIHEIZIS M3 B9 0 277t YAE
& LT T3 3 SIS AL SHAIR.

1. 7| HEho| Q= ChHE AR CIEEE]

=
= =
2. dx| Z=O3E AMELICH OJH O3 oA 22 =50 Ao

CI= EHA|

0jo
[0
o2
M
g'l_l

t2dE ot

ol

AWS SAM CLIO| CHEF REM|EH LI RHA| MB{2lA oHEE|FH|0|M /S AIE
HL.

« AF&AM: AWS SAMOI M Hello World OHZ 2| 0|M HHZ— 7|& MHE|A OHEEIAHO|ME CIREE,
dle S HYESHY| QI8 EHAIE X|E

Cre oAl 42
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« M AWS SAM 213 & - AWS SAM7t MBstE ofe] 2 7152 dYst7| flol Otz AT &
LICH

i 4 s ARLIE| ARt ME ofE 2|

oo
[e][]

« AWS SAMOA| o ZE|70[M H I’ - =7tz A
ol A miH

MEH AR AWS SAM CLI Mx|zt2|Xt 2324 o| F 44 =0l
o 7| K| Mx|E|XF T2 IS A8 35104 AWS Serverless Application Model B ZE QIE{mH 0| A(AWS
SAMCLIE Mdxl|st= 8% x| dol| FEHE &g = UELICH (O] A= ME AF-O|H, HE A

&2 ofLct)

A&

ok

%+ 9
+ 7R Rzl 22O MHE HelE

- W7|X| DR2E|Rt 2= Al 22 ==Lt

SUENM AIBE = U= B2 AB ot 542 Helste W0l E&LICH ol M2 7| 2kol o47(o]

= ol |
HAEIT GitHub 2IZX|E 2]t BE2 #E|F2 2 F7+ 2o 8|0

FA
. MIBEIR M TS ol

MREEIRE ME otdS =l

Linux

AWS SAME GnuPGE A&3t0JAWS SAM CLI .zip Mx| Z2a2of| MEELICE &0l g BHAE
L|C

_|_

1. 718 37 71§ Ar835tod MBXL 371 7|1€ FHlgLict

2. MERt 37K 7|18 AF&35tod AWS SAM CLI IH7|X| Mx|E2|At Z2 S SelghLct

MEf AFEH AWS SAM CLI Mx[2alxt Z2 33 2ol 43


https://catalog.workshops.aws/complete-aws-sam/en-US
https://serverlessland.com/patterns?framework=AWS+SAM
https://www.gnupg.org/
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MBxRH 374 71e] F2H &2

1. 7|12 37 718 SAstod #stel 24 7|71 . txt U2 MY ELICH Hliprimary-public-
key.txt

Version: GnuPG v2.0.22 (GNU/Linux)
@ohetPb02Z jWv+MaqrZOmUIgKbA4RpWZ/fU97P5BWOy1wmIDB
sWy@cMxg8M1lvSdLytPieogaM@gMg3u5qXRGBreWmevkty@qgnmpGGe5zPiUbtOES
CnFFqyxBpj5I0nGOKZGVihvn+iRxrv6GO7WW092+Dc6m94UQEEiBR7QiOWwARAQAB
tDRBV1IMgUOFNIENMSSBQcmltYXJI5IDxhd3Mtc2FtLWNsaS1lwecmltYXI5QGFtYXpv
bi5jb20+iQI/BBMBCQApBQJIkbkszAhsvBQkHhM4ABwsJCAcDAgEGFQgCCQoLBBYC
AwECHgECF4AACgkQQvlfenOtiFqTuhAAzi5+ju5UVOWGHKev0ISO08T4QB8HCAE
SV03mY6/j29knkcL8ubZP/DbpV7QpHPI2PB5qSXsiDTP3IYPbeY78zHSDjljaIkK3
njJLMScFeGPyfPpwMsuY4nzrRIgAtXShPA8N/k4ZJcafnpNgKj7QnPxiC1lKaIQWm
pOtvb8msUF3/s@UTa5Ys/1NRhVC@eGg320gXGdojZA2kHZWdmOudLo4CDxDcxrQT7
NtDcJASapXSQLE63XTAS3snEc4el941YxcjfYZ331rel8K9juyDZfils1WR/L3Avil
QFIaqSHzyOtPloinUkoVwL8ThevkKD3Ag9CZf1ZLzNCV7yqlF8R1hEZ4zcE/3s9EL
WzCFsozb5HfE1AZonmrDh3SyOEIBMcS6vG5dWnvIrAuSYv2rX38++K5Pr/MIATOX
DOI1lrtA+XDsHNvO1SwSy@1t+iClawZANO9IXCiN1r0YcVQlwzDFwCNWDgkwd0qS®Q
gOA2f8NF91E5nBbeEuYquo011Vy8+ICbgOFs9LoWZ1nVh7/RyY6ssowilU9vGUnHI
L8f9jqRspIz/Fm3ID86NntZxLVGkeZUz62FqErdohYfkFIVcv7GONTEyrz5HL1npv
FIOMROHjrMrZrnOVZnwBKhpbLocTsH+3t5It4ReYEXQf1DIOL/KRwPvjMvBVkXY5
hb1RVDQoOWc=

=d90G

$ gpg --import primary-public-key.txt

gpg: directory “/home/.../.gnupg' created
gpg: new configuration file "/home/.../.gnupg/gpg.conf' created

AMEH AFEH: AWS SAM CLI A x|Z 2Rt =223 240l
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3

gpg: WARNING: options in “/home/.../.gnupg/gpg.conf' are not yet active during this

run

gpg: keyring “/home/.../.gnupg/secring.gpg' created

gpg: keyring “/home/.../.gnupg/pubring.gpg' created

gpg: /home/.../.gnupg/trustdb.gpg: trustdb created

gpg: key 73AD885A: public key "AWS SAM CLI Primary <aws-sam-cli-
primary@amazon.com>" imported

gpg: Total number processed: 1

gpg: imported: 1 (RSA: 1)

Version: GnuPG v2.0.22 (GNU/Linux)

mQINBGgrxIgBEADGCTudveeeVbWpZDGXIONi57mBRMVSIwQI6F/PC34jw@DozxTtd
H+ZPsXLvLwerN/DVXbK8E1qNZ5RGptak8j7MPz+MC3n4txibEJpB61vpjIIM+9cC
7whaMLDT/SbykHYXdrnHqa8KsUJ17rPLJIcaRN722NSxvYVMIOA9ffVXV7cfEyZi5
MbYF2Gc9LNbKaknImIva7EKeeh2/wI6YCqC5yytyfWU5dL60HXsgTnFLO9mhziMxv
WhyzawyJG6EJZsJ3WL1bIKApN6XZSXyCx0v1BrebYZjD5v@nA+TJaQ7is8atjt0I
DGe@AViw7k08ChTpjA7YG/Uu7n/Fy7qLF/3Nz0b6cBNjemjBazQ3A3KNCpi5hgFM
UolWpoVLr5CXQnc@®B3fBUNTIoxi@Sk5MKjHOAbYxfgqEX0ZIBIhALc6LIEYOYTUub
MMBrIHE86IM11INfE/DelLnCdPG23+1Pttwy0t3+9z5QwmPe3VPpEfCySPcdxHKZSP
rLile8qDznEv1PDvQ@gkBxdMtVa2yct5VIkdqy6UrN2xa@dpspHjRUjHh/EY/xMt
fwMUjOKohaZ/1pjotCcksAsZWUxCNcFvLYxuxeytVk4F@9Es1hj4ihhLUI+43/ic
3DHSEiext7Q8/UccNArkhSCT7UOvvL7QTuP+pjYTyiC8Vx6g/Y5Ht5+qywARAQAB
tDBBV1MgUOFNIENMSSBUZWFtIDxhd3Mtc2FtLWNsaS1zaWduZXJAYWlhemSuLmNv
bT6JAj8EEWEJACKFAmgrxIgCGy8FCQPCZWAHCwWk IBWMCAQYVCAIJCgsEFgIDAQIe
AQIXgAAKCRBAlKuxvt/atJo6EAC/5C8uls76W5f5V5XNAMzwBFiZuYpop3DRReCo
P68Z2Zyl1okAC9ShRZNIOujpDItINS7T/GOOBzmcpspkYYE531ALaXcHWmMbOXVOAjg
J8iboAVBLYQ@C7mhL/cbJ3v9QlpXXjyTuhexkJCV8rdHVX/OH8WqTZplEaRuzZ7p8q
PMxddg4ClwstYuH30/dmNd1Gqfb4Fqy8MnV1yGSXRs5]1f+sD1IN2UO4mbpyk/mrlc
f/jFxmx86IkCWIVvdXWCVTe2AFy3NHCdALtdnEvFhokCOQd9wibUWX@j9vq4cVRZT
gamnpAQa01H31X0wrjqo8blAIPoRWSTMtCYvh6kA8BMAIv4CcAZzZNzXILSLtOE@mzaU
gp5qoy37wNIjeztX6c/q4wss@5qT1lIhnNu4s3nh5VHultooaYpmDxp+ala5TWeuM
KZDI4KdAGF4z@Raif+N53nd0YIiXkY@goUbsPCnVrCwoK9Pjjyolncq7cl4wN150
IQUZEjyYAQDGZqs5XSTY4zW2cCXatrfozKF7R1kSU14DfIwPUyksoNAQEQezfXyq
kr@gfIWK1r2nMdqS7wWgSx/ypS5kdyrHuPZdaYfEVtuezpoT21QQx0SZqqlp5hI4R
ngmPte53WXJhbCOtgTIJWn+Uy/d5Q/aSIfD608gNLS1BDs1j1ku@XKulsFCHUCZG
aerdsIkCHAQQAQkABgUCaCvFeAAKCRBC/V96c62IWt3/D/9g0LzWtz621qIRCsri
wcA/yz88ayKb/GUv3FCT5Nd91Zt8y1tW+AE3SPTdcpfZmt5UN2sRz1j061mpKIzp
eBvYQ90g/34ZrRQqeg8bz02u34LKY11gDOXYObWtB7TGIXIZZYqZECOPRODp6ZZB

MEX 74 7|12 SAet0d 24 A|AE0] . txt U2 MHEELICH 0dl:signer-public-
key.txt

AMEH AFEH: AWS SAM CLI A x|Z 2Rt =223 240l
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4.

X|22 tt

N

abzkRSsJkEk@vbZzIhfWFYs98qfp/GAsuFSBE7908Am33DB2jQ/S0ol11h1VmNE6GSY
EOgR6+2yEkS2D@+msIMa/V82v9gBTPnxSINV1d8Dduvt9rbM3LoxiNXUgx/s52yY
U6H3bwUcQ3UY6uRelUWo5QnMFcDwfg43+q5rmjB4xQyX/BaQyF5K0hZyG+42/pHL
EMw18gN617FTx03hvQUi/cBahlhQ8EVYsGnHDVXxLCisbq5iZvp7+XtmMy1Q417gT
EQRo8feJh31elGWlccVR2pZgImlPQ69dzzseHnnKkGhifik@bDGo5/IH2EgI1KFn
SG399RMU/qRz0OPLVP3i+zSImhMqG8cnZaUwE5V4P21vQSclhhd2Hv/C4SVKNgA2i
+0ZbHj2vAkuzTTLO75A0ANebEjPGqwsKZi5mWUE5Pa931JeiXxWZ1EB7rkgQ1PAB
fsDBhYLt4MxCWAhifLMA6UQ4BhXu2RuX0gNfSbqa8jVF6DB6cD8eAHGpPKfI0130
LtZng+n4STfeNbZjD2FQWZR4CrA==

=1Hfs

MR HE22 7|1E Flstel 7|1Z2 2 7K Z LI

$ gpg --import signer-public-key.txt

gpg: key 4094ABB1BEDFDAB4: public key "AWS SAM CLI Team <aws-sam-cli-
signer@amazon.com>" imported

gpg: Total number processed: 1

gpg: imported: 1 (RSA: 1)

gpg: no ultimately trusted keys found

$ gpg --fingerprint 4094ABB1BEDFDAB4

pub rsa4096 2025-05-19 [SCEA] [expires: 2027-05-19]
EF46 3E86 CA31 933B B688 CCl1lA 4094 ABB1 BEDF DAB4

uid [ unknown] AWS SAM CLI Team <aws-sam-cli-signer@amazon.com>

ajo

1 2 x[sHok grLICH,

I

EF46 3E86 CA31 933B B688 CC1lA 4094 ABB1 BEDF DAB4

ﬁE%Ol Exlol-xl L

HD

6. MEIX 374 712 MBS HstAAIL

$ gpg --check-sigs 4094ABB1BEDFDAB4

Lo AWS SAM CLI AR E|XHE AE5HX| oAl
GitHub Z|ZX|E2[0f O|FE 4415109 AWS SAMEISE 0| AZE|0| M5t AA|L.

. aws-sam-cli

REEPE:

:AWS SAM CLI Ax|22|Rt =2 33 =0l
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https://github.com/aws/aws-sam-cli/issues/new?assignees=&labels=stage%2Fneeds-triage&projects=&template=Bug_report.md&title=Bug%3A+TITLE
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rsa4096 2025-05-19 [SCEA] [expires: 2027-05-19]

pub
EF463E86CA31933BB688CC1A4094ABB1BEDFDAB4
[ unknown] AWS SAM CLI Team <aws-sam-cli-signer@amazon.com>

[self-signature]

uid
sig!3 4094ABB1BEDFDAB4 2025-05-19
sig! 42FD5F7A73AD885A 2025-05-19 AWS SAM CLI Primary <aws-sam-cli-

primary@amazon .com>
HHE gh=stod 7]

1 signature not checked due to a missing keyO| &QlZ|™ O™ Hl

2l MEX 27 7|2 7|22 71K A L.

M 7|2k MERE S 7] 25 2| 7| 2kol EA|=[0{ R{0{oF FLICH

2 Ol MRt 227l 7|2 AF250{ AWS SAM CLITHZ| K| Ad

MEX 274 7|2 24
et 22O E =elE

AWS SAMCLI T{Z|X| x|&2|At =233
1. AWS SAMCLITHZ|X| MY o} 7K 7| - CIS HZS AF2504 AWS SAM CLI THZ| K| A x|&H2|
A 20| ME U2 CHRE=FLC
$ wget https://github.com/aws/aws-sam-cli/releases/latest/download/aws-sam-cli-
linux-arm64.zip.sig
2. MY oUS &OI-CIRZEFE .sig X .zip ItY ZFE gpg WO metO|e{ 2 HME LI
Ct=22 ol M dLct

gpg: Signature made Mon 19 May 2025 ©1:21:57 AM UTC using RSA key ID

4094ABB1BEDFDAB4
gpg: Good signature from "AWS SAM CLI Team <aws-sam-cli-signer@amazon.com>"

gpg: WARNING: This key is not certified with a trusted signature!
gpg: There is no indication that the signature belongs to the owner
Primary key fingerprint: EF46 3E86 CA31 933B B688 CC1lA 4094 ABB1 BEDF DAB4
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« WARNING: This key is not certified with a trusted signature! HIA|X|E F
A ElLICt o|Zd2 Fstel 72l PGP ZI(E R 5hal 7='°)£+ AWS SAM CLI PGP 7| Alo]o|
2E| XM elo| 17| M=Eoll s ZdALCt KFAMIEH LHE 2 Web of trustE FE35HAML.

0 BAD signature 277t Z&E 4 Fst7t HXE SHIZAH ™M =X| =l
F = A& gto ™ gws-sam-cli GitHub 2| Z X|E 2|0 0|#E X|7|5t04 AWS SAME!
of 22|10 CIREESH It U2 AIE5HKR| OFAMA|2.

Good signature from "AWS SAM CLI Team <aws-sam-cli-signer@amazon.com>"
HAIX|= MEO| EQIE|ReM FHote MX|E TI™E + UCt= 2|0/ dL|ct,

x86_64 - BHE LX[HE|x

AWS SAM2 GnuPGE AI83l0JAWS SAM CLI .zip M| =2 3ol MHEELICH &ol2 S EHAHE

1. 718 37 71§ Ar83tod MBXL 371 7|1& EelgLict

2. MEXt 27K 7|12 AF256104 AWS SAM CLI I 7| X| %[22kt =233 &olsh|ct.

MR 274 7|0] 224 =0l

1. 7|12 37 71§ SAstod #stel 24 7|71 . txt U2 MY ELICH Hliprimary-public-
key.txt

Version: GnuPG v2.0.22 (GNU/Linux)

mQINBGRuSzMBEADsqiwOy78w7F4+sshaMFRIWRGNRm94p5Qey2KMZBxekFtoryVD
D9jEOnvupx4tvhfBHz5ECUHCEOd14MTqdBy6vVAshozgxVbORE8IpECN51w7XC69
4Y7Gy1TKKQMEWtDXE1kGXxIFdUWVW]jSnPlzfnoXwQYGeE93CUS3h5dImP22Yk1Ct6
eGGhlcbglX4L8EpFMj7GvcsU8f7ziVI/PyC1Xwy39Q8/167ip5eU5ddx0/xHgrblL
YC7+8pJPbRMej2twT2LrcpWWYAbprMtRoabWfEQ/thoo3xhHpIMHAPfAA86ZNGIN
kRLjGUg7jnPTRW40in3pCc8nT4Tfc1QERKHM641gTC/jUvpmQsM6h/FUVP2i5iE/
JHpJcMuL2Mg6zDo3x+3gTCf+Wqz3rZzxB+wQT3yryZs6efcQy7nROiRXYBxCSXXO
2cNYzsYLb/bYaW8ygWIHD5IgKhw269gp2E5Khs60zgS3CorMb5/xHgXjUCVgcu8a
a8ncdf9ofjl3wWS5p@ohetPb02Z jWv+MaqrZOmUIgKbA4RpWZ/fU97P5BWOy1wmIDB
sWy@cMxg8M1lvSdLytPieogaM@gMg3u5qXRGBreWmevkty@qgnmpGGe5zPiUbtOES
CnFFqyxBpj5I0nGOKZGVihvn+iRxrv6GO7WW092+Dc6m94UQEEiBR7QiOwARAQAB
tDRBV1IMgUOFNIENMSSBQcmltYXJ5IDxhd3Mtc2FtLWNsaS1wecmltYXI5QGFtYXpv

MEf AFEH AWS SAM CLI Mx[2alxt Z2 33 2ol 48


https://en.wikipedia.org/wiki/Web_of_trust
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3

bi5jb20+iQI/BBMBCQApBQIkbkszAhsvBQkHhM4ABws JCAcDAgEGFQgCCQoLBBYC
AwECHgECF4AACgkQQvlfenOtiFqTuhAAzi5+ju5UVOWGHKev0ISO08T4QB8HCAE
SV03mY6/j29knkcL8ubZP/DbpV7QpHPI2PB5qSXsiDTP3IYPbeY78zHSDjljaIkK3
njJLMScFeGPyfPpwMsuY4nzrRIgAtXShPA8N/k4ZJcafnpNgKj7QnPxiC1lKaIQWm
pOtvb8msUF3/s@UTa5Ys/1NRhVC@eGg320gXGdojZA2kHZWdmOudLo4CDxDcxrQT7
NtDcJASapXSQLE63XTAS3snEc4el941YxcjfYZ33rel8K9juyDZfils1WR/L3Avil
QFIaqSHzyOtPloinUkoVwL8ThevkKD3Ag9CZf1ZLzNCV7yqlF8R1hEZ4zcE/3s9EL
WzCFsozb5HfE1AZonmrDh3SyOEIBMcS6vG5dWnvIrAuSYv2rX38++K5Pr /MIATOX
DOI1lrtA+XDsHNvO1SwSy@1t+iClawZANO9IXCiN1r0YcVQlwzDFwCNWDgkwd0qS®Q
gOA2f8NF91E5nBbeEuYquo0l11Vy8+ICbgOFs9LoWZ1nVh7/RyY6ssowilU9vGUnHI
L8f9jqRspIz/Fm3ID86NntZxLVGkeZUz62FqErdohYfkFIVcv7GONTEyrz5HL1npv
FIOMROHjIMrZrnOVZnwBKhpbLocTsH+3t5It4ReYEXQf1DIOL/KRwPvjMvBVkXY5
hb1RVDQoOWc=

=d90G

$ gpg --import primary-public-key.txt

gpg: directory "/home/.../.gnupg' created
gpg: new configuration file "/home/.../.gnupg/gpg.conf' created

gpg: WARNING: options in “/home/.../.gnupg/gpg.conf' are not yet active during this

run
gpg: keyring "/home/.../.gnupg/secring.gpg' created

gpg: keyring “/home/.../.gnupg/pubring.gpg' created

gpg: /home/.../.gnupg/trustdb.gpg: trustdb created

gpg: key 73AD885A: public key "AWS SAM CLI Primary <aws-sam-cli-
primary@amazon.com>" imported

gpg: Total number processed: 1

gpg: imported: 1 (RSA: 1)

Version: GnuPG v2.0.22 (GNU/Linux)

mQINBGgrxIgBEADGCTudveeeVbWpZDGXINi57mBRMVSIwQI6F/PC34jw@DozxTtd
H+ZPsXLvLwerN/DVXbK8E1qNZ5RGptak8j7MPz+MC3n4txibEJpB61vpjIIM+9cC
7whaMLDT/SbykHYXdrnHqa8KsUJ17rPLJIcaRN722NSxvYVMIQA9ffVXV7cfEyZi5
MbYF2Gc9LNbKaknImIva7EKeeh2/wI6YCqC5yytyfWU5dL60HXsgTnFLO9mhziMxv
WhyzawyJG6EJZsI3WL1bIKApN6XZSXyCx0Ov1BrebYZjD5v0OnA+TJaQ7is8atjt0I

MBX 71 7|18 SA5t0d 24 A|AERI| | txt THUZ MHEELICE ol:signer-public-
key.txt

AMEH AFEH: AWS SAM CLI A x|Z 2Rt =223 240l
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4.

DGe@AViw7k08ChTpjA7YG/Uu7n/Fy7qLF/3Nz0b6cBNjemjBazQ3A3KNCpi5ShgFM
UolWpoVLr5CXQnc@®B3fBUNTIoxi@Sk5MKjHIOAbYxfgqEX@ZIBOhALc6LIEYQYTu6
MMBrIHE86IM11NfE/DeLnCdPG23+1Pttwy0t3+9z5QwmPe3VPpEfCySPcdxHKZSP
rLile8qDznEv1PDvQ@gkBxdMtVa2yct5VIkdqy6UrN2xa@dpspHjRUjHh/EY/xMt
fwMUjOKohaZ/1pjotCcksAsZWUxCNcFvLYxuxeytVk4F@9Es1hj4ihhLUI+43/ic
3DHSEiext7Q8/UccNArkhSCT7UOvvL7QTuP+pjYTyiC8Vx6g/Y5Ht5+qywARAQAB
tDBBV1MgUOFNIENMSSBUZWFtIDxhd3Mtc2FtLWNsaS1zaWduzXJAYW1lhemOuLmNv
bT6JAj8EEWEJACKkFAMgrxIgCGy8FCQPCZWAHCwWk IBWMCAQYVCAIJCgsEFgIDAQIe
AQIXgAAKCRBAlKuxvt/atJo6EAC/5C8uls76W5F5V5XNAMzwBFiZuYpop3DRReCo
P68ZZy10okAC9ShRZNIOujpDItINS7T/GOOBzmcpspkYYE531ALaXcHWmbOXVOAjg
J8iboAVBLYQC7mhL/cbJ3v9QlpXXjyTuhexkJCV8rdHVX/@OH8WqTZplEaRuZ7p8q
PMxddg4ClwstYuH30/dmNd1Gqfb4Fqy8MnV1yGSXRs5]f+sD1IN2UO4mbpyk,/mrlc
f/jFxmx86IkCWIVvdXWCVTe2AFy3NHCdLtdnEvFhokCOQdOwibUWX@j9vq4cVRZT
gamnpAQa0l1H31X0wrjqo8blAIPoRWSTMtCYvhEkA8MAIv4cAznzXILSLtOEOmzaU
gp5qoy37wNIjeztX6c/q4wss@5qT1IhnNu4s3nh5VHultooaYpmDxp+ala5TWeuM
KZDI4KdAGF4z@Raif+N53nd0YIiXkY@goUbsPCnVrCwoK9PjjyoJncq7cl4wN150
IQUZEjyYAQDGZgs5XSTY4zW2cCXatrfozKF7R1kSU14Df JwPUyksoNAQEQezfXyq
kr@gfIWK1lr2nMdqS7wWgSx/ypS5kdyrHuPZdaYfEVtuezpoT21QQx0SZqqlp5hI4R
ngmPte53WXJhbCOtgTIIWn+Uy/d5Q/aSIfD608gNLS1BDs1j1ku@XKulsFCHUcCZG
aerdsIkCHAQQAQkABgUCaCvFeAAKCRBC/V96c62IWt3/D/9g0LzWtz621gIRCsri
wcA/yz88ayKb/GUv3FCT5Nd9]Zt8y1tW+AE3SPTdcpfZmt5UN2sRz1j061mpKIzp
eBvYQ90g/34ZrRQqeg8bz02u34LKY11gDOXxYObWtB7TGIXIZZYqZECOPRODp6Z2zB
abzkRSsJkEk@vbZzIhfWFYs98qfp/GAsuFSBE7908Am33DB2jQ/S0ol11h1VmNE6SY
EOgR6+2yEkS2D@+msIMa/V82v9gBTPnxSINV1d8Dduvt9rbM3LoxiNXUgx/s52yY
U6H3bwUcQ3UY6uRelUWo5QnMFcDwfg43+q5rmjB4xQyX/BaQyF5K0hZyG+42/pHL
EMw18gN617FTx03hvQUi/cBahlhQ8EVYsGnHDVXxLCisbq5iZvp7+XtmMy1Q417gT
EQRo8feJh31elGWlccVR2pZgImlPQ69dzzseHnnKkGhifik@bDGo5/IH2EgI1KFn
SG399RMU/qRz0OPLVP3i+zSImhMqG8cnZaUwE5V4P21vQSclhhd2Hv/C4SVKNgA2i
+0ZbHj2vAkuzTTLO75A0ANebEjPGqwsKZi5mWUE5Pa931JeiXxWZ1EB7rkgQ1PAB
fsDBhYLt4MxCWAhifLMA6UQ4BhXu2RuX0gNfSbqa8jVF6DB6cD8eAHGpPKfI0130
LtZng+n4STfeNbZjD2FQWZR4CrA==

=1Hfs

MR HE2 7|1E Flstel 7|Z2 2 7K Z LI

$ gpg --import signer-public-key.txt

gpg: key 4094ABB1BEDFDAB4: public key "AWS SAM CLI Team <aws-sam-cli-

signer@amazon.com>" imported

gpg: Total number processed: 1

gpg: imported: 1 (RSA: 1)
gpg: no ultimately trusted keys found

AMEH AFEH: AWS SAM CLI A x|Z 2Rt =223 240l
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. 04:4094ABB1BEDFDAB4

E3 2ol 7| 2k 7IS6 FAAL
5. 7| 2tE Ar83tod MEXL 371 7| EHZEIEE &St &elgLich

$ gpg --fingerprint 4094ABB1BEDFDAB4

rsa4096 2025-05-19 [SCEA] [expires: 2027-05-19]

pub

EF46 3E86 CA31 933B B688 CC1A 4094 ABB1 BEDF DAB4
uid [ unknown] AWS SAM CLI Team <aws-sam-cli-signer@amazon.com>
X222 ot Yx[sHoF &Lt

EF46 3E86 CA31 933B B688 CC1lA 4094 ABB1 BEDF DAB4

X2 AEZ0| Yx|SIK| o™ AWS SAM CLI Mx|ZE|XIE A2 6HK| OFA A2, aws-sam-cli
GitHub 2|Z X|E2|0f O|HE MAI5l04 AWS SAMEICZ o AZH|O|MEHAAIL.

6. MBS 72| MBS &t

$ gpg --check-sigs 4094ABB1BEDFDAB4

rsa4096 2025-05-19 [SCEA] [expires: 2027-05-19]

pub
EF463E86CA31933BB688CC1A4094ABB1BEDFDAB4L

uid [ unknown] AWS SAM CLI Team <aws-sam-cli-signer@amazon.com>

sig!3 4094ABB1BEDFDAB4 2025-05-19 [self-signature]

sig! 42FD5F7A73AD885A 2025-05-19 AWS SAM CLI Primary <aws-sam-cli-

primary@amazon.c0m>
1 signature not checked due to a missing keyO| &Qlz|™ O|™ EHHE B 350d 7|
2ol MBEXA 27 7|18 7|22 JIKHMR.

—

7I2 370 718 MBA S 7| ZF2| 7| 2Lol E Al=|o{ Rlo{oF BfLIC.

MEX 274 7|0 FAME #olsiooz oA MEXF Z7H 7|2 AF235104 AWS SAM CLITHF | X| M x|

2 QIRH
TER Z2OE #elE + A&LICH

74 Ad

AWS SAMCLI I{7|X| x| 2|XI T2 22o| R AN 24

fjo
Jur
ro
ol

1. AWS SAMCLITZ|X| MY ot 7KL 7| - CIS HHEE A& 50{ AWS SAM CLI T{Z| x| A x[Et2|

A ZzOfol ME s ch2 = =7 L ch
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https://github.com/aws/aws-sam-cli/issues/new?assignees=&labels=stage%2Fneeds-triage&projects=&template=Bug_report.md&title=Bug%3A+TITLE
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$ wget https://github.com/aws/aws-sam-cli/releases/latest/download/aws-sam-cli-
linux-x86_64.zip.sig

tU2 2Rl -OR2EEE .sig ¥ .zip Y EFE gpg BF Q| ufetolEz HEELICH

oS
[¥]
i
[t
-
[u]l

Ct2a 2

gpg: Signature made Mon 19 May 2025 ©1:21:57 AM UTC using RSA key ID

4094ABB1BEDFDAB4

gpg: Good signature from "AWS SAM CLI Team <aws-sam-cli-signer@amazon.com>"
gpg: WARNING: This key is not certified with a trusted signature!

gpg: There is no indication that the signature belongs to the owner.
Primary key fingerprint: EF46 3E86 CA31 933B B688 CC1lA 4094 ABB1 BEDF DAB4

« WARNING: This key is not certified with a trusted signature! HA|X|E F
ASHE ElLICt o|Zde #stel 7HRl PGP ZI(E )5t Al 74%)9 AWS SAM CLI PGP 7| Ato|o|

AE| X210 @i7| W2 of rAst ZdL|CH KEM|IBH LH2 2 Web of trustE X 5HAMI2.
- &2 Z410{ BAD signature 277} Z&E A F5t7F HXAE SHIZA =X EQIE
L|C}t. o] 2E 2 H & vro™ gws-sam-cli GitHub 2|Z X|E2|0f 0|HFE A 7|5t04 AWS SAME!

P
of 22| Ct2Z =8 It U2 AFESHK| OFAAIL.

Good signature from "AWS SAM CLI Team <aws-sam-cli-signer@amazon.com>"
HAIX|= HEBo| &R Fst= HRIE T + Ucte 2l0lLIch

GUI & BHEE dx[eAt Z2 32

pkgutil =T & AL83t7{L} =822 AWS SAM CLI THZ|X| x| E|At MY o] FHEMS &l

g = Asuct
pkgutilZ At&3t0q & Ql5tE4H™

1. TFstel 24 77|10 Ch2 2 =8 dR|2EIXt B2 E KIS stod ChE BBS AdstMA2.

0

MEf AFEH AWS SAM CLI Mx[2alxt Z2 33 2ol 52


https://en.wikipedia.org/wiki/Web_of_trust
https://github.com/aws/aws-sam-cli/issues/new?assignees=&labels=stage%2Fneeds-triage&projects=&template=Bug_report.md&title=Bug%3A+TITLE
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$ pkgutil --check-signature /path/to/aws-sam-cli-installer.pkg

CtS2 oAl JLch.

$ pkgutil --check-signature /Users/user/Downloads/aws-sam-cli-macos-armé64.pkg

2. &3 Z21tol M Developer ID Installer: AMZN Mobile LLCE I3 SHA256 fingerprintE & &L|CH.
CH22 of| Al ILC.

Package "aws-sam-cli-macos-arm64.pkg":
Status: signed by a developer certificate issued by Apple for distribution
Notarization: trusted by the Apple notary service
Signed with a trusted timestamp on: 2023-05-16 20:29:29 +0000

Certificate Chain:
1. Developer ID Installer: AMZN Mobile LLC (94KV3E626L)

Expires: 2027-06-28 22:57:06 +0000

SHA256 Fingerprint:
49 68 39 4A BA 83 3B F@ CC 5E 98 3B E7 C1 72 AC 85 97 65 18 B9 4C

BA 34 62 BF E9 23 76 98 C5 DA

2. Developer ID Certification Authority
Expires: 2031-09-17 00:00:00 +0000

SHA256 Fingerprint:
F1 6C D3 C5 4C 7F 83 CE A4 BF 1A 3E 6A 08 19 C8 AA A8 E4 Al 52 8F

D1 44 71 5F 35 06 43 D2 DF 3A

3. Apple Root CA
Expires: 2035-02-09 21:40:36 +0000

SHA256 Fingerprint:
BO B1 73 QE CB C7 FF 45 05 14 2C 49 F1 29 5E 6E DA 6B CA ED 7E 2C

68 C5 BE 91 B5 Al 10 01 FO 24

3. Developer ID Installer: AMZN Mobile LLC SHA256 fingerprint2 Ct& 2ot & x|5HoF & LICt.

49 68 39 4A BA 83 3B F@ CC 5E 98 3B E7 C1 72 AC 85 97 65 18 B9 4C BA 34 62 BF E9 23
76 98 C5 DA

1 AWS SAM CLI Ax|&Z[XFE AFRSHX| O A|2. aws-sam-cli
504 AWS SAMEISZ of|AZB0|MHSIAAIR. XIE AERIO|

A 74
2ORE ALEstod 7|& e +~ AU&LICH

MEH ALEH: AWS SAM CLI x| E|At =2 a3 &0l 53


https://github.com/aws/aws-sam-cli/issues/new?assignees=&labels=stage%2Fneeds-triage&projects=&template=Bug_report.md&title=Bug%3A+TITLE

AWS Serverless Application Model JHEER}E 710l =

{7 |X| AX|EXt 22O8E +S2 2 = QlsicdH

*  Apple X|H EAMO|ENM =52 = CI2Z =8 Apple £2ZE 2|0 HUH[0|ES| HE 045 E =I5t

Windows
AWS SAMCLIA x| 22Xt T2 3242 Windows 24 XA MSI Tt 2 17| X|ElL|C}.
X|BEIR 22O 2 &l

1. Mx|EEA ZZIo|2 0I*A E
C|X|= M (Digital Signatures) &2 MEiSHLICT

MY S Z 0l M Amazon Services Web Services, Inc.E MEiSH £ M8 HEE ME{EHLICH

B
T
rim
0
Hu
!
L
ol
=
0%
0x
o
o
I2
r
In}

40
=3
>.

o > DN
o)

N5 & BE MEfet OFE, MEjElo] X[ 8f2 B

=1
2k 0| MEHE|0] K| 2foT O] Mg MEHEH & QIE M 2 7|(View Certificate) & A= BHLICH
H X

-
| EECIR SEoM ZF(AINE ME4F

6. X|IE(Thumbprint) Z=7} 2 mi77+X| o222 AT E 8 £ X|2(Thumbprint)S ME4EFL|CH T

T ot Foll ™A XIE Zfol EAIELICEH

7. X2 g2 oS gt LXIAZLICH gho| Rt MX[E TR LICH a-R| 2
sam-cli GitHub 2|Z X|E 2|0i| A o|TrE i17135t04 AWS SAMEI0] ofl AZE|o|MEfLiCt.

cd62479397f09d72a04c7399a254b0a91da53d6c

CHS BYEE AEst0{ sllA| 2t 2 ddstod 2z =8t dR[E|R oo FAE A MEdE &

54


https://support.apple.com/en-us/HT202369
https://support.apple.com/en-us/HT202369
https://github.com/aws/aws-sam-cli/issues/new?assignees=&labels=stage%2Fneeds-triage&projects=&template=Bug_report.md&title=Bug%3A+TITLE
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<64-character SHA256 hash value> aws-sam-cli-linux-x86_64.zip

64X 2| SHA-256 SHA| Zf2 GitHubol| 28t AWS SAMCLI 2 Z2|A = Eof /= &5l AWS SAM CLI
HZ Q| Zf1f H|m & L|Ct.

=

GUI & BEE dxlzelxt Z2 a3

CHS BES A8stod sliAl 2t 2 ddstod Ci2ze 8t dR|gElxtel FEA4 A dlz[de &g

$ shasum -a 256 path-to-pkg-installer/name-of-pkg-installer

# Examples
$ shasum -a 256 ~/Downloads/aws-sam-cli-macos-armé64.pkg
$ shasum -a 256 ~/Downloads/aws-sam-cli-macos-x86_64.pkg

H3st2| 64XF2| SHA-256 SHA| 22 AWS SAMCLIZ E|A = E GitHubZ2|ZX|EE|2| sHE Ztot H|m &t
LIC}.

K& A: AWS SAMOI A Hello World OZ 2|71 0| HiZ

0| AF X|EIMoAE AWS Serverless Application Model & & QIE{H| 0| A(AWS SAMCLNE Al
sto{ClS 2 &t2 &Lt

« ME Hello World OHZZ|AH|0|ME =78}, Y= L H{EZ & L|C}.

0H1

« 2Z40{ M BdZ@3t 1 AWS CloudFormation0l| S 7|8t &FL|CT.

- Y BAENM ZHEIAE &

« AWS 2R E0|AM M E ofEE|7|0IMHE A LICEH

MEZ Hello World OHZ 2|7 0|42 7|2%01 AP #AE & THELICH O 2l4AR FAELICH

« Amazon AP| Gateway - & +& 7t S &5t O AHSE API =X QIEQ|L|C}
« AWS Lambda - HTTP APl GET &2 %{2|5t1 hello world HIA|X|E dt&tst= &4QlL|C}.
A o

=
« AWS lIdentity and Access Management(IAM) 23& — MH[A 7} Ot H &5 & 8F = U= TS
M-S gk,
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https://github.com/aws/aws-sam-cli/releases/latest
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JHEER} 70| =

CtZ Ctolo{a 2 o] o EEIAolMel 7 @A F HoiFLICH

! Cloud

Permissions
(1AM role)
Request Invoke
Response
‘.—
APl endpoint HelloWorldFunction
(Amazon APl Gateway) (Lambda function)

|

A =

1Et7|: Hello World M E o E2|AH|0|MH = 7|5}
2ttA: #te| ol EE(Fo|M EE

3EHAH: AWS Zet o ChEt of Z 2|71 0|44 HHE
4THH|: o E2|7| 0| Mo| M

5EtAH: AWS EEtREoM B ot 43585
6EtAH: OHEEIAI0|ME =5t AWS EEIRE0
7EHA: (MEH AR EZ oM oHEEIAI0|M EAE
8EHA|: AWS 22+ =0l A O Z 2| 0|M ALK
=X sZ

KbAIS] erotE 7|
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® Note

MH{E|A 702 2|8l Visual Studio Code AF2E MS 8T, VS Code
co

EtAH Y X|El2 VS Code® AWS Toolkit AFZ A} 710

StAlR.

1EtA|: Hello World MZ o Z 2|7 0|M

OlE{H|o|A
| MEH2lA o Z 2|7 0|M ’éé’% &=

x713t

O| EFA|0 A= AWS SAM CLIE At&35t0o{ THste|l 2Z 7|7(0ofl MZ Hello World O Z2|7i[0|4d Z=

EE g
£ Hello World oOfZ 2|7{|0|44E = 7|3} 624
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$ sam init

@ Note

O| B2 AMHE|A o EE(7oldE Z=7(8tst

HE{Z|0l = template.yaml IS
AWS SAM HIZ3!elL]ct.

P AIEF CIEE 2| M Che BE S gL/

#5tod o U Bt

Mx|El Python {2 template.yamlol X|=HEl Runtime %431}
2EM 3 2E 0| A2, AWS B ZE0M &3] K| E[E Python 3.1

MEE AE HEFLICH Python H{T0]
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https://docs.aws.amazon.com/toolkit-for-vscode/latest/userguide/sam-get-started.html#serverless-apps-create
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4. Ol A+E X|EMOIM= AWS X-Ray FHE SEOIRELICE RtAIEH LHE2 AWS X-Ray 7HE R}
7t0|=E0{ M AWS X-RayEt FUULITH?E HEFHAM L.
5. 0| AH& X|&IMol M= Amazon CloudWatch Application InsightsE A8 ZLIEIRIS S
EOFRErLICH RFMIEH LI 2 Amazon CloudWatch AFHE M A 2| Amazon CloudWatch
Application Insights& & Z=3IMIR.

6. O Xt& M| M= Lambda & =0{A JSON E4|o| x5t &l 24 HHEE SEOIZELICH

ﬁ m
ol

7. OiE2|7]0|M O|E S sam-app2 £ X|H gLt

tEq2:

[o][]

AWS SAMCLICHE}IE S EE A2

- CHE3([ 1= 7I=eS LIELICH 7|22f2 MEfstedH T 2 HISELICH

« oflofl yE =5t otL|0i nE = gfLic

CHE2 sam init CHEHE S &of CHE of A Lct

$ sam init

Which template source would you like to use?
1 - AWS Quick Start Templates
2 - Custom Template Location

Choice: 1

Choose an AWS Quick Start application template
1 - Hello World Example

2 - Data processing

3 - Hello World Example with Powertools for AWS Lambda
4 - Multi-step workflow

5 - Scheduled task

6 - Standalone function

7 - Serverless API

8 - Infrastructure event management

9 - Lambda Response Streaming

10 - GraphQLApi Hello World Example

11 - Full Stack

12 - Lambda EFS example

13 - Serverless Connector Hello World Example
14 - Multi-step workflow with Connectors

15 - DynamoDB Example

16 - Machine Learning
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https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-application-insights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-application-insights.html

AWS Serverless Application Model JHEER}E 710l =

Template: 1
Use the most popular runtime and package type? (Python and zip) [y/N]: y

Would you like to enable X-Ray tracing on the function(s) in your application? [y/
N]: ENTER

Would you like to enable monitoring using CloudWatch Application Insights?
For more info, please view https://docs.aws.amazon.com/AmazonCloudWatch/latest/
monitoring/cloudwatch-application-insights.html [y/N]: ENTER

Would you like to set Structured Logging in JSON format on your Lambda functions?
[y/N]: ENTER

Project name [sam-app]: ENTER

3. AWSSAMCLIE= AlZtEIZ2I2 25t H5tel 2Z 7|7|of ofE 2|70l ZEME |
El2| X & ptELCt 22 AWS SAM CLI £239] od| Al LC}.

Cloning from https://github.com/aws/aws-sam-cli-app-templates (process may take a
moment )

Name: sam-app

Runtime: python3.9

Architectures: x86_64

Dependency Manager: pip

Application Template: hello-world

Output Directory:

Configuration file: sam-app/samconfig.toml

Next steps can be found in the README file at sam-app/README.md

Commands you can use next

[*] Create pipeline: cd sam-app && sam pipeline init --bootstrap

[*] Validate SAM template: cd sam-app && sam validate

[*] Test Function in the Cloud: cd sam-app && sam sync --stack-name {stack-name} --
watch

1EtA|: Hello World & o Z2[#H 0| 7[5t
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4. BHEM MZ BHE sam-app C|HEZ|2 0[S & LICH CHE2 AWS SAM CLIOIA BFHE LIE 2|
off &Lt

(® Note
tree BHO| XIS E MHR|Z[X| gi2 B2 Ol B 4

tree

FMIR: brew install

(o]l

$ cd sam-app
$ tree

### README.md
### __init__ .py
### events
# ### event.json
### hello_world
# ### __init__ .py
# ### app.py
# ### requirements.txt
### samconfig.toml
### template.yaml
### tests
### __init__ .py
### integration
# ### __init__ .py
# ### test_api_gateway.py
### requirements.txt
### unit
### __init__ .py
### test_handler.py

6 directories, 14 files

=

i OF

ot

BRI EL

o

-

ol

« hello_world/app.py - #5t2| Lambda &+ =7t L& E|0{ QYU&LICEH

« hello_world/requirements.txt — Lambda &0 2% ZE Python SEE2 Z8F
LIC}.
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« samconfig.toml — AWS SAM CLI0|| o|&l AFE El= 7|2 metD|EHE K& st ofE 2|7 0|M
o T+ W,

« template.yaml - F#/5t2| o Z2|7i[0|M QlZ= 2} I =T

mm

04 9l= AWS SAM EIZ 21l |C}.

Ol 24 H#FEof 23| 2dE MHelA ofE2|7|o|MH0] & LICH

2EHA|: F5te| ofE 2|7 ol HE

0| EtH|0 AME AWS SAM CLIE Al235t0{ O EZ2|7{o|Me &l
AWS SAM CLI7} .aws-sam C|HEEZ|E OtE 11 047|0f &%=
g FeLIC

SH0 BHEZE FHIBrLICH WE S
= E |

L=
=
[= 2]

Tlstel oiE 2|70l e UEstedH

HIIO
i
o
T
fal

- HHE0|A sam-app Z2HE C|HEZIZEE LIS

$ sam build

® Note

2Z 71710 PythonO| A x|E|0{ U K| &2 ZF<L, sam build --use-container H>o{E
A AL ELICH AWS SAMCLI= g 9| HE N ZL£E 2 Z & 5t= Docker Z4E|O|LHE

s |
MMsHLICEH o] HEe 24 7|70l DockerE ZR2=Z g L|Ct Docker?| A x|E Docker A
%2 BEESHAAIL

I_I

CtZ2 AWS SAM CLI £219| o A|]L|C}.

$ sam build

Starting Build use cache

Manifest file is changed (new hash: 3298f1304...d4d421) or dependency folder (.aws-
sam/deps/4d3dfad6-a267-47a6-a6cd-e@7d6fae318c) is missing for (HelloWorldFunction),
downloading dependencies and copying/building source

Building codeuri: /Users/.../Demo/sam-tutoriall/sam-app/hello_world runtime:
python3.9 metadata: {} architecture: x86_64 functions: HelloWorldFunction

Running PythonPipBuilder:CleanUp

Running PythonPipBuilder:ResolveDependencies

Running PythonPipBuilder:CopySource

Running PythonPipBuilder:CopySouzrce
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Ay
(=]

o

Build Succeeded

Built Artifacts : .aws-sam/build
Built Template : .aws-sam/build/template.yaml

Commands you can use next

Validate SAM template: sam validate

Invoke Function: sam local invoke

Test Function in the Cloud: sam sync --stack-name {{stack-name}} --watch
Deploy: sam deploy --guided

CI=2 AWS SAM CLIZF A48t . aws-sam CIEE2|o| &2FEl o lL|C}.

.aws-sam
### build

# ### HelloWorldFunction

# # ### __init__ .py

# # ### app.py

# # ### requirements.txt
#  ### template.yaml

### build.toml

ZatoF & H 7t X| L E mhl:
build/HelloWorldFunction - Lambda &4 3£ L & ¢ =50| L& (o AU&LICH AWS
SAM CLI= o EE[7|o|Mel Zt &0 CHEt CIREEIE M -ELICt

build/template.yaml — HiZ A| CloudFormationO| & Z=3t= AWS SAM EIZ3! AHE 0| E0 U
&LCt.

build.toml - OHZ2|AH|0|ME Bl=E 51 HiEE I AWS SAM CLIO| 2= 35t= 7|2 ul2to|E Zfe
MEste 74 oL duct

M Aws 2t =of Hotel oiZEAH 0|ME i e FH|7I E[R&LICH
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3EHAl: AWS Z2IE0i CHEF o EZ 2|71 0] Hi

@® Note
o| EtAHIE AWS Hotols Mol & 2 AWS SAM At 7404 M 5E

k0 0P

O| EtH|0i = AWS SAM CLIE AtE35t04 ofE 2|70l E AWS EEHR E0f B Z & L|CH AWS SAM
CLIE Ot Z2 e sdect

- H{ZE 23 ofE 2|70l HHE FH5t= BtE S eHLiELICH
« Amazon Simple Storage Service(S3)| 7{5t2| ofZ2[AH| 0| TS Y2 =EFFLICEH

« AWS SAMEIZZ!E CloudFormation BlZ5/0 2 HEISIAAR. OH CIS HIZESIE
CloudFormation AMH|A0| Y42 =504 AWS 2|4

ofZ2|7| 0[S HiZstedH

1. BHBEOM sam-app ZEME C|HEZ|2ZRE OS2 A~ LICEH

$ sam deploy --guided

goil et ol E 27 olM dHE F MM . OhEE FgELih

Jor

2. AWS SAMCLI CH3}&

1. CloudFormationAE4 O|& - ABMO|Zt 5tLFO| BHRIE TE[E £ U= AWS ElAA 9| 2L
Ch. XtM|S| <ot 2 24 AWS CloudFormation AF2 X} 7}0|E Q| AEH ZH12 X SIHM|2.

2. CloudFormationA B2 HiZ & AWS 2|7 RFM|EH L2 AWS CloudFormation AH& X} 7}0]|
EO

E 9| CloudFormationIEZQIEE EH XM 2.

3. Ol AL R|AIMAIME HIE ™ BHZE ALE & 0I2 S EOoRELC

4. IAM g HM 5L - 0|2 S35 AWS SAM7} API Gateway 2lA A9 Lambda & ElAATL
A% A5te O ZHRE 1AM g2 MMHE + &Lt

5. 0| At& X|EMHME E8 HIZEHSHE S EORELICH

6. Ho|El et F04 20| HelloWorldFunction $1& — API Gateway AEZQIET} £ gi0| S7H
Moz HMAE £ QEE FMH|o] Q7| HEo o] HIAIX|7F EAIEILICE 0]Z30] Hello World

OHEz|FHlo|ME I8t o|=E F40|=2 2 AWS SAM CLI7} A& TIME|= 5 gL|ct Het £od

M&ol chet REMIE LIS 22 R ZSHMHIQAWS SAM BEIZSI2 2 API HMA X|0]

3EAl: Aws 22t =0l CiEt ofE2|7 0l HiZ


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacks.html
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7. 78 oo 2l ME - J™ s Z 24 d™of| et ofZ2[AH 0|42 samconfig. toml Tt
20| H4olo|EFLIC.

8. 7|2 & T o|§ & MEFLICH
A

9. 7|2 T+ #ES MEFLICHL

Ct22 sam deploy --guided CHSHE

00|'
Mk
HU
+0
1o

39| oi| M| L.

$ sam deploy --guided

Configuring SAM deploy

Looking for config file [samconfig.toml] : Found
Reading default arguments : Success

Setting default arguments for 'sam deploy'

Stack Name [sam-app]: ENTER

AWS Region [us-west-2]: ENTER

#Shows you resources changes to be deployed and require a 'Y' to initiate
deploy

Confirm changes before deploy [Y/n]: n

#SAM needs permission to be able to create roles to connect to the resources in
your template

Allow SAM CLI IAM role creation [Y/n]: ENTER

#Preserves the state of previously provisioned resources when an operation
fails

Disable rollback [y/N]: ENTER

HelloWorldFunction may not have authorization defined, Is this okay? [y/N]: y
Save arguments to configuration file [Y/n]: ENTER

SAM configuration file [samconfig.toml]: ENTER

SAM configuration environment [default]: ENTER

3. AWS SAMCLIE CtSE +¥st0{ o E2[7H0| M-S B Z & LICt

« AWS SAM CLI= Amazon S3 HHZ!E MAStT FI5t2| . aws-sam CIAEEZ|E YEZ =& LICT

[e]]}

« AWS SAM CLI= #H5te| AWS SAMEIEZ Z!E CloudFormationZ 2483504 CloudFormation A
H|A0 L2 EEL|C}.

+ CloudFormation2 #5t2| 2| AAE Z 2 H|X{EEL|C.
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=2

HiZ Soi= AWS SAM CLI= T5te| ZI™ &&S EAIELICH

1

M

240 of A LI C}.

Looking for resources needed for deployment:

Managed S3 bucket: aws-sam-cli-managed-default-samclisam-s3-demo-
bucket-1la4x26zbcdkqr
A different default S3 bucket can be set in samconfig.toml

Parameter "stack_name=sam-app" in [default.deploy.parameters] is defined as a
global parameter [default.global.parameters].

This parameter will be only saved under [default.global.parameters] in /
Users/.../Demo/sam-tutoriall/sam-app/samconfig.toml.

Saved arguments to config file
Running 'sam deploy' for future deployments will use the parameters saved
above.
The above parameters can be changed by modifying samconfig.toml
Learn more about samconfig.toml syntax at
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/
serverless-sam-cli-config.html

File with same data already exists at sam-app/da3c598813f1c2151579b73ad788cac8,
skipping upload

Deploying with following values

Stack name : sam-app

Region : us-west-2

Confirm changeset : False

Disable rollback : False

Deployment s3 bucket : aws-sam-cli-managed-default-samclisam-s3-demo-
bucket-1la4x26zbcdkqr

Capabilities : ["CAPABILITY_IAM"]

Parameter overrides : {3

Signing Profiles : {3

Initiating deployment

File with same data already exists at sam-
app/2bebf67c79f6a743cc5312f6dfclefee.template, skipping upload
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Waiting for changeset to be created..

CloudFormation stack changeset

Operation LogicalResourceld

ResourceType Replacement

* Modify HelloWorldFunction

AWS: :Lambda: : Function False

* Modify ServerlessRestApi

AWS: :ApiGateway: :RestApi False

- Delete AwsSamAutoDependencylLayerNestedSt
AWS: :CloudFormation: :Stack N/A

ack

Changeset created successfully. arn:aws:cloudformation:us-
west-2:012345678910:changeSet/samcli-deployl1678917603/22e05525-08f9-4c52-a2c4-
f7f1fd055072

2023-03-15 12:00:16 - Waiting for stack create/update to complete

CloudFormation events from stack operations (refresh every 0.5 seconds)

ResourceStatus ResourceType
LogicalResourceld ResourceStatusReason
UPDATE_IN_PROGRESS AWS: :Lambda: : Function
HelloWorldFunction -
UPDATE_COMPLETE AWS: :Lambda: : Function
HelloWorldFunction -
UPDATE_COMPLETE_CLEANUP_IN_PROGRE AWS: :CloudFormation: :Stack sam-app
SS
DELETE_IN_PROGRESS AWS: :CloudFormation: :Stack
AwsSamAutoDependencylLayerNestedSt -

ack
DELETE_COMPLETE AWS: :CloudFormation: :Stack
AwsSamAutoDependencylLayerNestedSt -

ack
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UPDATE_COMPLETE AWS: :CloudFormation: :Stack sam-app

Outputs

Key HelloWorldFunctionIamRole

Description Implicit IAM Role created for Hello World function
Value arn:aws:iam::012345678910:role/sam-app-

HelloWorldFunctionRole-15GLOURSOLMT1W

Key HelloWorldApi

Description API Gateway endpoint URL for Prod stage for Hello World
function

Value https://<restapiid>.execute-api.us-west-2.amazonaws.com/Prod/
hello/

Key HelloWorldFunction

Description Hello World Lambda Function ARN

Value arn:aws:lambda:us-west-2:012345678910: function:sam-app-

HelloWorldFunction-yQDNel71r9maD

Successfully created/updated stack - sam-app in us-west-2

O|A| #&tel o Z 2|7 0|M0| BiZZ|o{ AWS 22t =M A=~ SLICH

AEHA|: o EC|FH O] M| A

Ol A= API AIEZQIE 0| GET REE EL1 Lambda &+ £3& 2 lgLICH.
APIIEZQIE Zt2 7t 2E{H

1. O EtAIM AWS SAM CLIoi| 25 EAIE HEM 0 Ct. O A0 A
HelloWorldApi E2|AAE FOIHTTP AEZQIE 72 O MAIR. OS2 £ 9| of ALt
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Key HelloWorldApi

Description API Gateway endpoint URL for Prod stage for Hello World
function

Value https://etslgv8lxi.execute-api.us-west-2.amazonaws.com/Prod/
hello/

2. CIE &40 2 &= sam list endpoints --output json B-ES ALE35104 O] HEE 7t = U&Lich
2 e &29| of MY LICt.

$ sam list endpoints --output json
2023-03-15 12:39:19 Loading policies from IAM..
2023-03-15 12:39:25 Finished loading policies from IAM.

[

"LogicalResourceId": "HelloWorldFunction",

"PhysicalResourceId": "sam-app-HelloWorldFunction-yQDNel7r9maD",
"CloudEndpoint": "-",

"Methods": "-"

"LogicalResourceId": "ServerlessRestApi",

"PhysicalResourceId": "etslgv8lxi",

"CloudEndpoint": [
"https://etslgv8lxi.execute-api.us-west-2.amazonaws.com/Prod",
"https://etslgv8lxi.execute-api.us-west-2.amazonaws.com/Stage"

1,

"Methods": [

"/hello['get']"

—

oo
1
1]
N
I
fo
M
ol
o
2

HUES AR 510{ AP A= ZQIE0f GET 248 2HLICH ChHa curl BHS A

%

2 10
Rl
kA

O |T
I°
L
oo

$ curl https://etslgv8lxi.execute-api.us-west-2.amazonaws.com/Prod/hello/
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{"message": "hello world"}

5EHH|: AWS ZEIRXE0M &2t 45 EESHAAIL.

O] EHA| = AWS SAM CLIE At&sto{ AWS 22t E0|M Fst 2| Lambda & +& ¢tH 3 &8 L
Ct.

Lambda &+& SIE0M 7t S &5l2{H

1. O|M EtH| 9| =9 LogicalResourceld2 7|83 FMHAIR. OXRE
HelloWorldFunction©O|0{OF EfL|C}.

2. HAZ0|A sam-app ZTEME C|EZ2RE CtSS AsstLC

$ sam remote invoke HelloWorldFunction --stack-name sam-app

3. AWS SAMCLIE 22t Fste| &+& 71 &5t SHE HEgLCh Che2 €39

Ol M| &L CF.

$ sam remote invoke HelloWorldFunction --stack-name sam-app

Invoking Lambda Function HelloWorldFunction

START RequestId: d5ef494b-5f45-4086-86fd-d7322falalf9 Version: $LATEST

END RequestId: d5ef494b-5f45-4086-86fd-d7322falalf9

REPORT RequestId: d5ef494b-5f45-4086-86fd-d7322falalf9 Duration: 6.62 ms
Billed Duration: 7 ms Memory Size: 128 MB Max Memory Used: 67 MB Init
Duration: 164.06 ms

{"statusCode":200, "body":"{\"message\":\"hello world\"}"}%

T

6EHAH: O Z 2|7 0|2 £X5t1 AWS 2R E0| S7|3HE L Ct.

0

T

s )

=2
[=)

fjo

O| EtAHI0| M= AWS SAM CLI sam sync --watch BE2 AL&3t0{ 24 BH4E L AWS ZE2Eo0]

S7|3t&Lc.
sam syncE A+&3l2{H

1. HBEO0|M sam-app ZEME C|HEZ|ZRE CIS2 A™ELICH

$ sam sync --watch
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2.

AWS SAM CLI= ZEZEE Sall THst7t 7Y ABE S7I3tet U=X| &g FELCH o
0 H 7

sam sync --watch 3E2 224

o —
B Ao MEt AL SHE Zdol E&LICH

AWS SAM CLIE 2Z HZ ZLIEZIS AIESH7| Mol 7| HHEZE s&ELICH CHS2 &340 of
M ct.

$ sam sync --watch

The SAM CLI will use the AWS Lambda, Amazon API Gateway, and AWS StepFunctions APIs
to upload your code without

performing a CloudFormation deployment. This will cause drift in your
CloudFormation stack.

**The sync command should only be used against a development stack**.

Confirm that you are synchronizing a development stack.

Enter Y to proceed with the command, or enter N to cancel:

[Y/n]: y
Queued infra sync. Waiting for in progress code syncs to complete...
Starting infra sync.

Manifest is not changed for (HelloWorldFunction), running incremental build
Building codeuri: /Users/.../Demo/sam-tutoriall/sam-app/hello_world runtime:
python3.9 metadata: {} architecture: x86_64 functions: HelloWorldFunction

Running PythonPipBuilder:CopySouzrce

Build Succeeded

Successfully packaged artifacts and wrote output template to file /var/
folders/45/5ct135bx3fn2551_pt15g6_80000gr/T/tmpg3x9vh63.

Execute the following command to deploy the packaged template

sam deploy --template-file /var/folders/45/5ct135bx3fn2551_ptl5g6_80000gr/T/
tmpg3x9vh63 --stack-name <YOUR STACK NAME>

Deploying with following values

Stack name : sam-app
Region : us-west-2
Disable rollback False

Deployment s3 bucket
bucket-1la4x26zbcdkqr
Capabilities
"CAPABILITY_AUTO_EXPAND"]

: aws-sam-cli-managed-default-samclisam-s3-demo-

["CAPABILITY_NAMED_IAM",

6CHAH: oHZ2|AH0|ME =5t AWS ECtR =0 S7(3HELCH.
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Parameter overrides : {3
Signing Profiles : null

Initiating deployment

2023-03-15 13:10:05 - Waiting for stack create/update to complete

CloudFormation events from stack operations (refresh every 0.5 seconds)

ResourceStatus ResourceType
LogicalResourceld ResourceStatusReason
UPDATE_IN_PROGRESS AWS: :CloudFormation: :Stack sam-app
Transformation succeeded

CREATE_IN_PROGRESS AWS: :CloudFormation: :Stack
AwsSamAutoDependencylLayerNestedSt -

ack
CREATE_IN_PROGRESS AWS: :CloudFormation: :Stack
AwsSamAutoDependencylLayerNestedSt Resource creation Initiated

ack
CREATE_COMPLETE AWS: :CloudFormation: :Stack
AwsSamAutoDependencylLayerNestedSt -

ack
UPDATE_IN_PROGRESS AWS: :Lambda: : Function
HelloWorldFunction -
UPDATE_COMPLETE AWS: :Lambda: : Function
HelloWorldFunction -
UPDATE_COMPLETE_CLEANUP_IN_PROGRE  AWS::CloudFormation::Stack sam-app
SS
UPDATE_COMPLETE AWS: :CloudFormation: :Stack sam-app

Outputs

Key HelloWorldFunctionIamRole

Description Implicit IAM Role created for Hello World function
Value arn:aws:iam::012345678910:role/sam-app-

HelloWorldFunctionRole-15GLOURSLMT1W

6CHA: ofZ 2|70l £=Hstm AWS 2t =0l S7|3HefLCt 71
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Key HelloWorldApi

Description API Gateway endpoint URL for Prod stage for Hello World
function

Value https://etslgv8lxi.execute-api.us-west-2.amazonaws.com/Prod/
hello/

Key HelloWorldFunction

Description Hello World Lambda Function ARN

Value arn:aws:lambda:us-west-2:012345678910: function:sam-app-

HelloWorldFunction-yQDNel7xr9maD

Stack update succeeded. Sync infra completed.
Infra sync completed.

CodeTrigger not created as CodeUri or DefinitionUri is missing for
ServerlessRestApi.

CI=So 2 #5l= Lambda &4 ZEE £=XEL|CH AWS SAM CLI= 0] B4Z3 AtE
T oEZ|FH o|lME AWS EtRE0| S7|8HELCt.

fjo

AAso=z ZEK|

P

[o][]

O & 2|70l

jo

S35t T 5755t 2T
1. FH5t7} MEHSH IDEOIAM sam-app/hello_world/app.py THEE dLICtH
2. message2 HAStD WUS MEFLICH CFE2 oMl L|Ct
import json
def lambda_handler(event, context):
return {
"statusCode": 200,

"body": json.dumps({
"message": "hello everyone!",

1),
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3. AWS SAM CLI= Tlotel #HE At E A Xlst ofEE|70|MHE AWS 2EHR =0 S7[=HELICH

Ctee =249| o ML ct.

Syncing Lambda Function HelloWorldFunction...
Manifest is not changed for (HelloWorldFunction), running incremental build

Building codeuri: /Users/.../Demo/sam-tutoriall/sam-app/hello_world runtime:
python3.9 metadata: {} architecture: x86_64 functions: HelloWorldFunction

Running PythonPipBuilder:CopySouzrce
Finished syncing Lambda Function HelloWorldFunction.

4, HZBMNES ZHl5i2{H API A EZQIEN| GET LEE CHA| ELHAAIL.
$ curl https://etslgv8lxi.execute-api.us-west-2.amazonaws.com/Prod/hello/

{"message": "hello everyone!"}
72 (ME] AtEh) 2ol A ofE 2|7 0| EHIAE

(® Note
O Et7A[= =4 AbE ILCH.

/A Important
Ol BtAl= 2Z 7[7[0f Dockerg ER 2 &LICH 24 EH|AEE 2[5 AWS SAM CLI%( )
(o]

&otedH DockerO|(7h) A&l & T & E[0{ {010k ELICE RtAM[EH LHE 2 Docker Hx| MM E

SEL FSINL-S

ofZ2|7H0|ME =ZHolM EHAEFLICE O]

O| EtA|0f M E AWS SAM CLI sam local B2 2 A& 5104
342 otSL|Ct o]l 2Z 732 Lambda & 49|

£ 2|3 AWS SAM CLI= DockerE Al235to1 2Z4
2ot E 7|8t A B EE o Zglo|MEFLICt

8o
o

|
o

1. Lambda &+ & I8t 24 42 HMst1 0| 2t = E&LcH
2. 2O HTTP API JIEZQIEE S AEISIT Lambda &8 7t &35t ol AFSELICH.
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Lambda &4+ 2ZoM 2t £&5tc{H

1. HEO0|M sam-app ZEME C|HEZ|ZRE CISS AdsLIC
$ sam local invoke
2. AWS SAM CLI= ZZ Docker ZIE|O|LHE M5t T Plstel g€ 7t S EFLICH OS2 &3
o| of M L.
$ sam local invoke
Invoking app.lambda_handler (python3.9)
Local image was not found.
Removing rapid images for repo public.ecr.aws/sam/emulation-python3.9
Building image.......... ...,
Using local image: public.ecr.aws/lambda/python:3.9-rapid-x86_64.
Mounting /Users/.../Demo/sam-tutoriall/sam-app/.aws-sam/build/HelloWorldFunction
as /var/task:ro,delegated inside runtime container
START RequestId: b046db@1-2a00-415d-af97-35f3a02e9eb6 Version: $LATEST
END RequestId: b046db01-2a00-415d-af97-35f3a02e9eb6
REPORT RequestId: b@46db01-2a00-415d-af97-35f3a02e9eb6 Init Duration: 1.01 ms
Duration: 633.45 ms Billed Duration: 634 ms Memory Size: 128 MB Max
Memory Used: 128 MB
{"statusCode": 200, "body": "{\'"message\": \"hello world\"}"}
APIE 2Z0M A ESE{H
1. HE0|A sam-app ZEME C|HEZZRE| 22 AMELICH
$ sam local start-api
2. AWS SAMCLI= Lambda &+& |8t ZZ Docker ZIE{|0|L{E M5t APIJIEEZQIEE AlE
20|15t 7| QI8 22 HTTP MHHE MaJEHLICH Ch22 B39 ofRlLch.
$ sam local start-api
Initializing the lambda functions containers.
Local image is up-to-date
Using local image: public.ecr.aws/lambda/python:3.9-rapid-x86_64.
Mounting /Users/.../Demo/sam-tutoriall/sam-app/.aws-sam/build/HelloWorldFunction
as /var/task:ro,delegated inside runtime container
7EHA|: (ME4 ALEH) 2ol M o Z2IFH 0| EIAE 74
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Containers Initialization is done.

Mounting HelloWorldFunction at http://127.0.0.1:3000/hello [GET]

You can now browse to the above endpoints to invoke your functions. You do not
need to restart/reload SAM CLI while working on your functions, changes will be
reflected instantly/automatically. If you used sam build before running local
commands, you will need to re-run sam build for the changes to be picked up. You
only need to restart AWS SAM CLI if you update your AWS SAM template

2023-03-15 14:25:21 WARNING: This is a development server. Do not use it in a
production deployment. Use a production WSGI server instead.

* Running on http://127.0.0.1:3000

2023-03-15 14:25:21 Press CTRL+C to quit

3. 7ot 2K = HHES AHE350{ Z2Z API ¢ EO| GET de EL|C Cl2e
curl HHE AL EH o ILICE.

$ curl http://127.0.0.1:3000/hello
{"message": "hello world"}

8EH7|: AWS St E0i| A ol ZE|71|0]M AfA|

O| EtAH[o| M= AWS SAM CLI sam delete BHEE AtE5t0{ AWS 2 E0{AM OHE2[AHO|ME AfK|
gt

AWS 2t E0|M Tste| o E 27044 E A X|shedH

1. BHEOM sam-app ZEME C|HEZZRE CISS A->AELICH

$ sam delete

2. AWS SAM CLI= é elg & ZdelL|ct ae{™ ol Z 2|7 02| Amazon S3 B!}
CloudFormation AEH0O| AFKN|EILICEH CFHE 2 &390 of A lLICH.

$ sam delete

Are you sure you want to delete the stack sam-app in the region us-west-2 ? [y/
N]: y

Are you sure you want to delete the folder sam-app in S3 which contains the

artifacts? [y/N]: y

Deleting S3 object with key c6ce8fa8b5a97dd022ecd@@6536eb5a4
Deleting S3 object with key 5d513a459d062d644f3b7dd0c8b56a2a.template
Deleting S3 object with key sam-app/2bebf67c79f6a743cc5312f6dfclefee.template
Deleting S3 object with key sam-app/6b208d0e42adl5dlcee77d967834784b.template

8EHA|: AWS St 0l M O Z 2|7 0| M AFK| 75
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- Deleting S3 object with key sam-app/da3c598813f1c2151579b73ad788cac8
- Deleting S3 object with key sam-app/f798cdd93ceel88a71d120f14a035b11
- Deleting Cloudformation stack sam-app

Deleted successfully

=X 2

ol

AWS SAM CLI M| E sHZA5tEd™ AWS SAMCLI =4l sHZ MMg FZotMR.

AEMIS] ot 7|
AWS SAMO]| CHal 7| ot X} BICHH Chg E|AAE HASHAHIR.

« M AWS SAM 213 & - AWS SAM7t MBstE ole] 2 7152 dYst7| flol OrzdE HI &
LICH

o SAMIFO| MM — ZALO] AWS MHE{E|A JHENAL X|74 BIO| M|ZE 8 AWS SAMO| A 0] 38t SH 4
Al2|l=]Lct.

- MHE[A E - AWS MHE|A0] Cist 2[4 HE, 221
=2 AlO|EQIL|C}.

Sos 2E W aa Bl4AE B Do}

Lambda &5 AWS SAM O Z Z|AH0|MHMo 2 B48t5} 7|
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https://s12d.com/sam-ws-en-intro
https://www.youtube.com/playlist?list=PLJo-rJlep0ED198FJnTzhIB5Aut_1vDAd
https://serverlessland.com/
https://docs.aws.amazon.com/lambda/latest/dg/foundation-iac-local-development.html
https://docs.aws.amazon.com/lambda/latest/dg/debugging.html
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SAM CLIZ #Z3SIMIR.

« Infrastructure Composerg At
Infrastructure Composer 7H& Xt QHAME B EFHMIL.

KEM|G| &otE 7|

AWS SAMO]| CH3EH 7<%

o A AWS SAM &3& - AWS SAM7E A2

L
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LICH
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Al2| =L Ct.

o MHZ|A BHE — AWS ME{Z|A0] CH

=2 AOIE LT

Al 4

25104 MHIZIA OF7 S A

= ElAAE

St 04

rlIIII

oL,

&3t AWS SAMO| AL o] et S B

21,82

2c g

22 AWS Lambda 7HEF &b OFLY

Aolo|ERLICH RtAM[EF LIE2 AWS

Ztxo 2 MA|EL|CH RIM|SH LHE2

=2 7l dYst7| flsl otzE K&

-

19
m>

2| AAE §td| 2o}

=

KEMIE| 2ot 7]

77


https://docs.aws.amazon.com/lambda/latest/dg/foundation-iac.html
https://docs.aws.amazon.com/application-composer/latest/dg/what-is-composer.html
https://s12d.com/sam-ws-en-intro
https://www.youtube.com/playlist?list=PLJo-rJlep0ED198FJnTzhIB5Aut_1vDAd
https://serverlessland.com/
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AWS Serverless Application Model(AWS SAM) AHE &g

OH%EHIOIH2 et ste Ol AA25tE 7|12 =3 = AWS SAM CLI, AWS SAM HIE
EMEHEZ|AHOIME Z2HME C|HEZ|)LICE o248t EFE AF835lod CHSE 8E &+ A&l

EL

1. OHEZC|70|M 7HEf. o7]0l= oHEE|FHIO|ME =73t 2lAA Ho| ojEe|7o|MH Y7 ZEEL
CF.

2. OfEZzZ|7o|M EHAE.,

3. OofEZz|#Ho|M CleZ.

4. OHEZIFHo|M L B|AA HYE.

5. OfEZz|7o|M ZLIE{R.

sam init HHES AdSID 54 I EZE 2250 AWS SAMO| AWS SAM Z2MEE MMeHL|Ct

AWS SAM Z2HME o ZEE F7}5t0{ MHEIA oOfZ2[70|MHE HOolELICH AWS SAM ZEME =

ol ot &l EZE P EE|X|Bt O B 71 528 ItY2 template.yamlO|2l= AWS SAM &

Z2IQLICH o]l 'HZ8lolM ZEE 245104 MEHE|A OHEZIF0|MHE HOlgteE BlAA, O|HE AA

OHZE L 7|Ef 88 ESELICE

AWS SAM CLIO|= AWS SAM ZZ2ME M AI85te WA 2|ZX|EEI7F ZFE|0] Q&LICH 2t
A2, AWS SAM CLIE AWS SAM Z2XMEo| e w8t yix C|HZ, W7 |E, 7|3

slol| AL 5tE ZdQLICH &, AWS SAM ZZMEZ MHE|A o E EI?iIOIHOE Metste o
= Aduct,

olz{3t =70l CHEt RtMIE LIS O TE HRstML.

ol

AWS SAM CLI - AWS SAM CLIo|| CHal B2 T MHE|A ol Z2|7l|o|dE F 5ot Ast= o 27X
g Ar8stes Yy E LotELich

AWS SAM Z2HE 51 AWS SAM RIEZ 5! - AWS SAM Z2HME T Xt AWS SAM HIE 2 AIE 8t
01 M 2|4 ol Z 2|7 0[S Heolsts EH S dotE Lot
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AWS SAM CLI

AWS Serverless Application Model BE & QIE{H O] A(AWS SAMCLI)= ME{E|A ofZ2[7|0|Me| 2
A g LW EHAEE Q8 WHE TFLICH AWS SAMCLIZ(£) E2tE0 HIZ 37| Toil MHE|
A OfE2/70|ME EHM e, B3 Hix=, C|HO, 7 |X], =718t L S7|3He = UL E X|HE L
Ct.

AWS SAMCLIZ(E) C 3 U IEHE ALENlaC) EFE AFHE5H0{ HOoEl MHHE[A o E
b (=]

2|70 M1} & A

« AWS SAM E*'%%J EHHAE, C|HZ, I{7|A L HIZ 7S
O|E|E X|HE MSELct.

fjo

Zetsts MA 715 MEE Self U

« AWS CDK OHEZ|70|M - ccdk synth B 0{E AtE350{ AWS CDK oHEE[AH|0|ME
CloudFormation HI£2/2 2 g8t & Lambda & 2| ZZ4 HAEE X|&ELICH

« CloudFormation ®lZ&! - AWS SAMO|(7}) CloudFormation2(E) & 3522 E|XAQl S M E A
335t04, EZF CloudFormation Bl ZZ!0i Ho|E MHE|A 2|&AE X|[HFLICEH

« Terraform OHZ2|70|M - Lambda & 9| L= 4l 24 HAE CHEF MEHE X3S MSELch
Terraform2 2 HO|El Lambda &4+ & LIEILIE AWS SAM Bl Z2! olE|HE MM Ze 2 &L|ct.

4>

Mg 28R 7|5 x|t ZhAEHE JHE R FRIE fIsHA= LIOIEIE AWS SAM ’IES!E At8stE
20| E&LICH
|

- AWS SAMCLI BHZ EA3sts WY

« AWS SAM CLI 4

- AWS SAM CLI 84| &

- AWS SAM CLIZ(E) AI88t EZ HAE

>
=
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>
=
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A w0 D

CI2E{2] - S5 CIEZloIM RS A0k s B2 ZBZE 7|= Yol CIE(E] 01§ 0| EA
=[ulay

H

= # #u# YA 2 K|IHEL
Ch §d 7|22 22{0| ZRE 0] & BYoME 7|12 HEE ChA| 7t58t HIAER EAE £

£ - TF0| g SH2 2 Bt/ E32 computer outputlt 22 SALICH

$ sam deploy --guided --template template.yaml

Configuring SAM deploy

Looking for config file [samconfig.toml] : Found
Reading default arguments : Success

Setting default arguments for 'sam deploy'

Stack Name [sam-app]l: ENTER

AWS Region [us-west-2]: ENTER

#Shows you resources changes to be deployed and require a 'Y' to initiate deploy

Confirm changes before deploy [y/N]: ENTER

#SAM needs permission to be able to create roles to connect to the resources in
your template

Allow SAM CLI IAM role creation [Y/n]: ENTER

#Preserves the state of previously provisioned resources when an operation fails

Disable rollback [y/N]: ENTER

HelloWorldFunction may not have authorization defined, Is this okay? [y/N]: y

Save arguments to configuration file [Y/n]: ENTER

SAM configuration file [samconfig.toml]: ENTER

SAM configuration environment [default]: ENTER

. sam deploy --guided --template template.yaml2 WY Eof 245t WP LICH

sam deploy --guided --template2 Q= ICHE XS E[o{0F &FLICEH

I

template.yaml2 £ It O|§2 2 HtE £ U&LICH

£ Configuring SAM deployOllA A|ZHEILICH

AWS SAMCLI BHEE B s}tst

are 80
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5. £20ilM ENTERS} yE MEXITL MB et CHA| 7kSEF 2t S LiEH L

AWS SAM CLI #+4

AWS SAMS| O|H & stLt= Bt= 242 AM7{5t0{ 7L Rt ol AlZhE Z|X35tEtCh= ZdL|CH AWS
SAM CLIO|= Ol L2 A&} sa mconflgEl"_ T ool £ E[o] U&LICE JI2Mo 2 AWS
SAM CLIolE -TL** ZQ5tX| §EX|EF 74 U E UC|O|E5HEH AWS SAMO| 43 T ol ALZ AL
XE oetneHE 7 MY M ALE 5t TEtO|EE 2ASE = UAsLCH OIS &
o| oMo M= ™

¢HE samconfig Z %|%{3}
sam build --cached --parallel --use-containers sam build

sam local invoke --env-vars locals.json sam local invoke

sam local start-api --env-vars locals.json -- sam local start-api

warm-containers EAGER

AWS SAM CLI= 7HE A7} MEHEIA O Z2[AH0|ME M, 7Her L HiEZ5tE o] ==20| &l Y79
HHS MIBELICH oled8t ZF HAE2 o Z2|7{o|M L e Rt o] 7[& ™o et MEIX ZECaE At
25104 FAIE £ Ql&LICH XHMIEH LI GitHuboA AWS SAM CLI 2EIXE & X5HMIR.

o MMo| FXME AWS SAMCLIT 4 T I i 7|2 dEE AHEXE X501 ME{E|
H

i 2 AMALF
= S
A OfE 2|70l o] 7HY AlZhE %|XMEstE YW E EoiELICH

Ad
(=)
=

|

=13
[=)

rir
It

. ?A—l |. '(samconflg u}ol)% gggl_

>

T4 mt(samconfig I} )2 MMSHE &

AWS SAM CLI T El-OE( I O|& samconfig)2 YUHHOE TOML +ZE ALE5HX|B YAML &4
U+ Qs HAE THUYLICH AWS HHE AR MBS ASE F2 0 BHYUL sam init HHES A

AWS SAM CLI 74 81
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S5tE MAELICH oHEZAH|0|MHME HIZ E I sam deploy -\-guided HHEE A& 3504 O] I} & |

o
O|EE + A&LICH

71222 A8Eto{ HlZE &2 3™ samconfig IHUO| default2leE ZZ2uto| 2
deploy BH S CHA| A&E 32 AWS SAM2 0| Z2nto| MEE 74 MYES MEFLct

samconfig I} 9| 0|2 AWS SAMO| deploy B 2|0 A 7Hs8t CHE HWRiol| CHe 74 MY
ZAdLch Af HHEZ O M M El o248 gF 2|0 AWS SAM CLIE AF& 3= 7HE A} 2
4

| -
—
JEZO|CIE EMHE 7tAsE £ Q= 048] £42 samconfig Thol MHEE = JU&LICtH

AWS SAM CLI2} 71 Al g 4 o oA AWS SAM CLI B2 mf2hO|E] 2t
Mg X|-HE £+ &L|Ct o] F2Aof| CHEF RFMISF HE = AWS SAMCLIT A &

CRIRA

-

0l

17, B I nfEtOlE 3eE TAELICH RIAIE LSS T4 T |2 AE MMS
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;L

0X

St

T8 ool M 28 XIEELICH

—

CHE22 M prod 42 x|™Hsts ol LCt.

TOML
[prod.global.parameters]
YAML

prod:
global:
parameters:

2. T ool mietole MMolM mhetolE ghe 71-2f ¥ 2 X|EEL o

CHE2 prod 2&0 CHE o Z (70| ABY O|F 2 X[t MM LULICH
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TOML
[prod.global.parameters]
stack_name = "prod-app"

YAML
prod:
global:
parameters:
stack_name: prod-app
3. --config-env SME AI835l04 AAEE B8 2 XIHELICH
ChE2 of| M| ILCt.
$ sam deploy --config-env "prod"
u2t0lH gf2 + -5t
1. I2t0|E 2f2 Fdstei= AWS SAM CLI B-EE X|FeL|ct 2 & AWS SAM CLI B of mtzt0|
B gt2 7/95t24™ global AlHAIE AMSELICH
CH2 2 default 7 sam deploy &0l CHst mt2t0lE| ZHE X|AESHE oM L|CH.
TOML
[default.deploy.parameters]
confirm_changeset = true
YAML
default:
deploy:
parameters:
confirm_changeset: true
22 default 49| @ E AWS SAM CLI B0 cigt mtatolE] 2k2 XI™E5te o ILict.
FEEEERE 83
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TOML

[default.global.parameters]

stack_name = "sam-app"
YAML
default:
global:
parameters:

stack_name: sam-app

2. AWS SAMCLI CHatYE &€ S5l otetole ¢k X-Hstn 4 o

Ct=22 sam deploy --guided CH3ME S &0 CHEE o | L|Ct.

$ sam deploy --guided

Configuring SAM deploy

Looking for config file [samconfig.toml] Found

Reading default arguments : Success

Setting default arguments for 'sam deploy'

Stack Name [sam-app]: ENTER

AWS Region [us-west-2]: ENTER
#Shows you resources changes to be deployed and require a 'Y' to initiate

deploy
Confirm changes before deploy [Y/n]: n
#SAM needs permission to be able to create roles to connect to the resources in

your template
Allow SAM CLI IAM role creation [Y/n]: ENTER

#Preserves the state of previously provisioned resources when an operation

fails

Disable rollback [y/N]: ENTER
HelloWorldFunction may not have authorization defined, Is this okay? [y/N]: y

Save arguments to configuration file [Y/n]: ENTER

SAM configuration file [samconfig.toml]: ENTER
SAM configuration environment [default]: ENTER
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RiMEt LIE2 78 ot dd 2 +H MEE HESHA 2.

O Al
7|2 TOML oA

CH2 2 samconfig.toml 743 Tt Ol of ILICt.

version = 0.1

[default]

[default.global]
[default.global.parameters]
stack_name = "sam-app"

[default.build.parameters]
cached = true
parallel = true

[default.deploy.parameters]
capabilities = "CAPABILITY_IAM"
confirm_changeset = true
resolve_s3 = true

[default.sync.parameters]
watch = true

[default.local_start_api.parameters]
warm_containers = "EAGER"

[prod]

[prod.sync]
[prod.sync.parameters]
watch = false

7|2 YAML oA
CH2 2 samconfig.yaml 743 Tt O| of| IL|C}.

version 0.1
default:
global:

[H
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parameters:
stack_name: sam-app
build:
parameters:
cached: true
parallel: true
deploy:
parameters:
capabilities: CAPABILITY_IAM
confirm_changeset: true
resolve_s3: true
sync:
parameters:
watch: true
local_start_api:
parameters:
warm_containers: EAGER
prod:
sync:
parameters:
watch: false

AEsHIUJIE LMY IS
AWS Command Line Interface(AWS CLI)2 AF&35t04 AWS A4 5, 7|2 2| 0|8, 7|8 &3 g4
o2 e MYEE F-ELICH 788 o= oled8t MEE AWS SAM CLIQH E7H AF8E = Q&
L|C}t. REMIBE LI 2 AWS Command Line Interface AF2 B | CI2 MME X 5HM2.

- TE 7B ME

- TEIXNE FE oY Y

- O AMEE= BHEE Z2 0 AUAWS CLI

* 1AM Identity Center X|# HHE T2 0t M

b= M X|E2 5EHH: AWS CLI E AFE5104 AWS A1 5 74 MM H XML,

AWS SAM CL| &4l 2324

AWS SAM CLIOlE MHHE|A ofZ2[7{o|Me| MM, YE E|AE HiE & |
She ™ 71X| 7|12 H™o| YU&LICt ofef Eolles OIFAE H20| Lot 9lom ZF Hdof CHst X+A1I°+ s
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https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-quickstart.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-profiles.html
https://docs.aws.amazon.com/cli/latest/userguide/sso-using-profile.html
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A AWS SAM CLI BHE 552 AWS SAM CLI BHE & x Mg R T sHM L.

Command st & 2z =K

sam build EZEHAE T= AWS 22 - AWS SAMO| HE ATH
Coi cHet Bz et 22 JHY R .

= sam build
I EZO| F& HHAHIE &5
S8 T2 FH|ELC
sam deploy CloudFormationS AP93P04 Of -« AWS SAM H{Z A 7Y
Z2|70|ME AWS E2I2 e sam deElolf
ol HHEZ &L},
sam init M MHZ|A of Z2|70|MH S « O|M OE 2|7 0| MA
Z7|8t5tD ddstE M AWS SAM
MSE L * sam init
sam local MHE|A ol Z2|7o|E B4« sam local BEE AL H|
oM EIAESHE 5t HHE AE AT
NSt « sam local generate-event
» sam local invoke
» sam local start-api
» sam local start-lambda
sam remote invoke AWS Z2IRC0M X|HEE « sam remote invokeZE Al 2
AWS Z|AAQ &S5 X EFE 5o 2R ENM HAE
g8 NS Ehelct. A
e sam remote invoke
sam remote test-event AWS Lambda & 2| 3% 7} e sam remote test-eventS At
St HAE Oo|HEON HMA 88 82IRE HAE AT|
st EElsh= YHE M3Y . sam remote test-event
LIC}.
sam sync 2Z ofE2[A 0| BHFE ALE « sam syncE AI& 3= AWS
2 AWS IR0 HE2A S 22tRE S7I8F &9
71&tste SMHE MSELCH .

Sam sync
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AWS SAM CLIZ(E) Ar88t ZH E|AE

2H(1aC) EF0lA MEIA O EEIF0lMS EHE EAEY
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HEAES £A8ists WS AMTEF|C)
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o
End
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30
>
r

240 M AWS SAM o E2|70|M HAE

AWS SAM B E5!2 AL 5104 ZHo|El o Z 2|71 0| E|AE o CHEF REMIEF LIE 2 O] 7H0|=2| EAE
2 M2l o EE2[7H[0|M CIHZ S &R,

2 Z404 M CloudFormation ElZ2! HHAE

A

AWS SAMCLIS| 2Z E|AE 7|SE CloudFormation2t(t) & 74 At&3t2{™ CloudFormation B Z !
o AWS SAM H#4gtZ F7t5Hok gfLICH RtA[EH LHE =2 AWS SAM Template Anatomy & ’é*ZF.oWIR.

« CloudFormation &Z2!0{ AWS SAM &t £ 7}

- HES! 8 olal

[I

. KHEIA 2laA T2 M

o

2240l M AWS CDK oOH=Z2|7{|o|M EH|IAE

cdk synth HZ0{E AF2304 AWS CDK OHEZ 2|7 0|4 € CloudFormation &l&
AWS SAM CLIZ (&) Ar&3t04 AWS CDK OfEZ|7o|ME EZHZ E|AEE = Q&LICt.

REAMIEH LI 2 AWS CDK 7Het&F 7FO|= 2] AWS SAM CLIZ(E) AFEEH AWS CDK OZE|7|0|AM 2
HEAE 2 YEE 2ZTFAMR. 047]0E CHZo| ZEHELICH

AWS SAM CLIZ (E) A3 24 HIAE 88


https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/sam-specification-template-anatomy.html
https://docs.aws.amazon.com/cdk/v2/guide/testing-locally.html
https://docs.aws.amazon.com/cdk/v2/guide/testing-locally.html
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. §9-| E-"/\E A'XI- |. |

- AWS SAMZ(Z) AF2 3t AWS CDK O Z |70l 2Z EAE

Terraform OfEZ 2|70l 24 EHAE

AWS SAM CLIZ (&) Terraform Z2ME 9} Terraform Cloud& X|ErLICt O|& ALE5tod Chg &
So|ZHCIHZ L EHAEE $&8 4 Q&LICH Lambda &4 2! &|0]04, 22|12 Amazon AP
Gateway HTTP & REST API.

B8 dYstn A8 7tsE 2 E 7|Sol Chsll 2ot E{™ O 7t0|=9| Terraform X|#HE & ESMIL.
0i7|ol= Ch5 0| Z&ElLICH

« AWS SAM CLI2| Terraform K| A|ZH5}7|
« AWS SAM CLIZ(E) Terraform2t 274 At83t01 EZ4 C|HZ L HAE

Terraform OHEE|7|0|M 2L HAE 39


https://docs.aws.amazon.com/cdk/v2/guide/testing-locally.html#testing-locally-getting-started
https://docs.aws.amazon.com/cdk/v2/guide/testing-locally.html#testing-locally-sam
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AWS SAM HIZ 2

sam init BHES AT 54 I EZZE 225 AWS SAMO{ A OHEE[AH 0| Z2HE C|HEZ

E M3t 0|Zd0] AWS SAM ME&'E%!LH:} AWS SAM ZEME| IEE F7}5104 HE{Z|A Of
ZelFo|Me HolgfLct AWS SAM Z2ME = 40| el Al EHZ T HE|X|P F2 EetE=
It template.yamlO|2t= AWS SAM HIEZSILICH O] EIER0|M ZEE =Hdsto] MHEIA
oHZZ|7o|Mg HMolste BlAA, OHE AA OHE L 7|E} 42 E3HELICH

® Note
AWS SAM B E5!9| &
HIZE o BN of e
A OHE, HEH API &

AWS SAM BEIZ S AFZQILICE O] AFZ2 CloudFormationt
EE N850 MHE|A oHEZZ|AH 02| B|AA, O|HIE A
X

=
Solg 4 9l %A RS RIZELICH

o| MM E AWS SAM EIZZl0|M MME AL8510] 2lAA RE, ElAA &4 OIOIE /Y, 2144
EM LE & 2 API Gateway & &2 HO|5t= Yo CHa XEAIS] A=EEHLIC.

AWS SAM EIZ3!2 CloudFormation ®IZ3!9| & S 2 CloudFormationlt H|15l04 I E E2| &=
7 EMN M2 A RS AIEStE IRE A& RS XIHELICH O] 72 REE AIE5HH MHE!
A O EZ|Fo|ME 2 E L|Ct REMIEE HEE AWS SAM B|AA Ll &4 Al

| C& I 7He St wakE
Mg 2 X SHM 2. CloudFormation ElZ2lof CHEt &
CloudFormation BI£2! &= & & X3IAM 2.

& 2t &&= AWS CloudFormation AHE A 9|

= OHEC|7o|ME O & #M5t1 #rElsted™ ofE 2|70l I =EE Hr ol mtd2 B&
e Zd0| R 88 w7t B&LIcH ZIEMQl of 7 AWS SAM EIZSl0] ZEE A MHEhE CHal AWS
Otct HEo| U ArEste JALICH O] &g +&5t2{™ Lambda &+ T EE
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- AWSSAM EIZEI 21X
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AWS SAME 2 £ MM El CloudFormation 2|AA
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-reference.html
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« AWS SAMZO| LHZ} &4

AWS SAM HIEZE! 1 X

AWS SAM HIZZ! o}
CloudFormationAt2 X
CloudFormation & Z 2!

CloudFormation ®|Z&! It o| #HAlg RAISHA 2 =0, Ol= AWS
OlE9| HIZS! X0 MHE|o] U&LICH AWS SAM HIES! ot n}
tel Zto| =2 xto|™M2 St Z&LCh

r!.ﬁrlo

& Mo AWS SAM Bl Z 2! mtlof= Transform: AWS: :Serverless-2016-10-31 A19410]
Ze#Lict o] 12 CloudFormation RE 3! T+ U2 AWS SAM HES! mtel2 AlEhL|Ct gHat
of CHer XtM|8H LH2 2 AWS CloudFormation AF2 X} 7}0|E o] B8t B X 5HAM|I2.

- 224 MM Globals M2 AWS SAMO| TR ELICH O|R2 Pstel ZE MEHE|A & X API
ol 38302l &2 HOgrL|Ct AWS: :Serverless: :Function, AWS: :Serverless: : Api,
AWS: :Serverless::SimpleTable ZIAAE 25 Globals MMof Ho|El £ 48 HSELICH
O| MiAdof CHEt REMIEH LIS LolE ™ AWS SAM Bl Z3!9] Globals MM MME R XML,

. 2|AA MM AWS SAM Bl Z210{|A Resources MM CloudFormation 2l4AA 2 AWS SAM
Elaso| ZES ZEE 4 Q&LICE CloudFormationZ|lA A0 28t XEMIEH LIS 2 AWS
CloudFormation AF2 X} 7}0|E 0] AWSE|AA Ll &A1 2354 At X2 A X 5HM| 2. AWS SAM 2|4&
ofl CHet REAMIEH LIS 2 AWS SAM ElAA 3l £ Mg 2 x5

piN

AWS SAM HIEZ2! mtlo| CtE T E MM Z2 0|& 2| CloudFormation Bl Z 2! Tl MlMof 3l &
LIC}.

I

YAML
CtS odlolME YAML EAlo| ZESI =Ztg HoiFLICH

Transform: AWS::Serverless-2016-10-31

Globals:
set of globals

Description:
String

Metadata:
template metadata
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-anatomy.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/transform-section-structure.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-template-resource-type-ref.html
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Parameters:
set of parameters

Mappings:
set of mappings

Conditions:
set of conditions

Resources:
set of resources

Outputs:
set of outputs

AWS SAM EIZE/0i= odg] £ MMo| T8 E[o] YU&LICH & Transform 2! Resources A0k

=zl Ml@%g 01::4 _¢-A-|§5 E.%:.U\I?E' £ Q&LICH OB Lt o &2 A8slE B
C (&, AWS: :Serverless-2016-10-31 Iﬁ)01|
AWS : :LanguageExtensmns% %_‘-7P3H0|: gt

Transform:
- AWS::LanguageExtensions
- AWS::Serverless-2016-10-31

HES AN 1) O+ SH0| 2N £ ME AR SHE 20| K8 4 UALICH Ol 3 Mol 2
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/transform-section-structure.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/transform-section-structure.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-description-structure.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/metadata-section-structure.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/parameters-section-structure.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/mappings-section-structure.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/intrinsic-function-reference-findinmap.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/conditions-section-structure.html
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O] MM2 CloudFormation & &3!2| Conditions MMEo| 2% grAEL|Ct

rk

Amazon Elastic Compute Cloud(Amazon EC2) 2IAEIA EE= Amazon Simple Storage

Service(S3) HA! Z2 AR Z|AAE A 0|EQ| 4. RHIZ3/9| Resources & Outputs MMM

BlAAE AEY £ s
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| M2 CloudFormation ®Z X! 2| Resources 4441t H|&EhL|Ct AWS SAM EHZEZ/0ofM o] M|
M CloudFormation 2|A2A 2|0 = AWS SAM 2| AAE EZ&E = Q&LICH

Outputs(MEH AR

Mg = molct A= gf2 AEFLICH o & E04, #3t= S3 A Of
Al I LFAM aws cloudformation describe-stacks AWS Command
Llne Interface(AWS CLI) BHE2 2 S &5to{ alid 0|2 = = U&LICh
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O| M2 CloudFormation ®Z3!2| Outputs MMEol =Y 2H2AELICH
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AWS SAM HIZ3! Tto| & E ME MHE|A ofZ2[7H|0[ME CI22E A HZ 5t2{H AWS SAM
ARt E B Z 3D K& A AWS SAMOIIA Hello World OHE 2[70141 HHE O] x| &S M2 4AA

AWS SAM EZ=!9] Globals Al M

AWS SAM R EZ/0|M MRIst= 2|lAA0 S FH0| U= BRI U&LICE o E E0{ SYE
AWS: :Serverless: :Function, Runtime, Memory, VPCConfig & Environmentl| &2 4=
024 Cors 2|AAT7 /= oHEE[AO|MO| UE = U&LICH 2E 2lAA0M ol HEE =X|5t= O
£l Globals MMM HEE & H M5t T B|AAT Y HEE SAHSESE & = JU&LCh

Globals M2 C}2 AWS SAM BlAA S X|HEfLICH

* AWS::Serverless::Api

* AWS::Serverless::Function

* AWS::Serverless: :HttpApi

« AWS::Serverless::SimpleTable

* AWS::Serverless::StateMachine
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/resources-section-structure.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/outputs-section-structure.html
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Globals:
Function:

Runtime: nodejsl2.x
Timeout: 180
Handler: index.handler
Environment:

Variables:

TABLE_NAME: data-table

Resources:
HelloWorldFunction:
Type: AWS::Serverless::Function
Properties:
Environment:
Variables:
MESSAGE: "Hello From SAM"

ThumbnailFunction:
Type: AWS::Serverless::Function
Properties:
Events:
Thumbnail:
Type: Api
Properties:
Path: /thumbnail
Method: POST

[

Ol of Aol HE HelloWorldFunction 2! ThumbnailFunction £ Cl Runtime& |5+04
“nodejs12.x”, TimeoutE /504 “180"%, HandlerE 9504 “index.handlerE ZtZ A& El
Ct. HelloWorldFunction £7|E! TABLE_NAME 2|0{ = MA|X| 73 tHE FI4EHLICt
ThumbnailFunction2 2 E Globals £4& 45t API O[HE 4

|
M
b
N
el
L
o

KHxlE glas H &Y

AWS SAM = CIE 2lAA 2 £48 X|HELICH

Globals:
Api:
AccesslLogSetting:
Auth:
BinaryMediaTypes:
CacheClusterEnabled:

Globals 95
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CacheClusterSize:
CanarySetting:

Cors:

DefinitionUri:

Domain:
EndpointConfiguration:
GatewayResponses:
MethodSettings:
MinimumCompressionSize:
Name:

OpenApiVersion:
PropagateTags:
TracingEnabled:
Variables:

Function:

Architectures:

AssumeRolePolicyDocument:

AutoPublishAlias:
CodeSigningConfigArn:
CodeUri:
DeadLetterQueue:
DeploymentPreference:
Description:
Environment:
EphemeralStorage:
EventInvokeConfig:
FileSystemConfigs:
FunctionUrlConfig:
Handler:

KmsKeyArn:

Layers:
LoggingConfig:
MemorySize:
PermissionsBoundary:
PropagateTags:

ProvisionedConcurrencyConfig:

Recursiveloop:

ReservedConcurrentExecutions:

RolePath:

Runtime:
RuntimeManagementConfig:
SnapStart:
SourceKMSKeyArn:

Globals
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Tags:
TenancyConfig:
Timeout:
Tracing:
VpcConfig:

HttpApi:
AccesslogSettings:
Auth:
PropagateTags:
StageVariables:
Tags:

SimpleTable:
SSESpecification:

StateMachine:
PropagateTags:

® Note
O E80f gl Elar U &

al U X|HEIX| A&LICH X|HEX| of= H 7HX| O|R= CF
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AWS SAM £ Events MMM APIsE MHE Ml & AIX APIE MAELICH Globalsg& AF& 35104
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7|2 diole &+ ChAlE

7|2 dlolE] REolE EXY, xA, 2 S0l ZEFLICH

Resources AMMoj| X|ZEl Zt0| Globals MMo| Zt 2 CHA|ELIC}H.

0f| Al

Globals:
Function:
Runtime: nodejsl2.x

Resources:
MyFunction:
Type: AWS::Serverless::Function
Properties:
Runtime: python3.9

RuntimeO0i CHEF MyFunction® python3.992 MHE/L|CH

b
o

2
o
il

=2
rlo

MN™ EE 7|-2t Ho{e| 2Fol2tn T LCh.

oAl

Globals:
Function:
Environment:
Variables:
STAGE: Production
TABLE_NAME: global-table

Resources:
MyFunction:
Type: AWS::Serverless::Function
Properties:
Environment:
Variables:
TABLE_NAME: resource-table

Resource A

Globals
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NEW_VAR: hello

MyFunction@| 4 #Hs= Ct3at Zro| ™ ELIct

{
"STAGE": "Production",
"TABLE_NAME": "resource-table",
"NEW_VAR": "hello"

}

Globals MlMO| 55 & 52 Resources AMo| 55 otof F7HELICEH
04| Al
Globals:
Function:
VpcConfig:
SecurityGroupIds:
- sg-123
- sg-456
Resources:
MyFunction:
Type: AWS::Serverless::Function
Properties:
VpcConfig:
SecurityGroupIds:
- sg-first

SecurityGroupIds@| MyFunctiong /8t VpcConfig &4Al2 CtSt Zo| MY ELICH

[ "sg-123", "sg-456", "sg-first" ]
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AWS SAM Z|AaA B &Y

ol MMoME §H ElAas W &Y RES HIHELICH AWS SAM. AWS SAM ZHH L EE A& 8104
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LICH 2= AWS Z|4&A 3

ol £ M 234 CloudFormation 2+ AWS SAM X|&dof CHEH 2 X ME = AWS
CloudFormation AF2 ABEA{ o] AWS 2

Blas U AN SHEAEE HASHML.

|

+ AWS::Serverless::Api

* AWS::Serverless::Application

» AWS::Serverless::CapacityProvider

* AWS::Serverless::Connector

+ AWS::Serverless::Function
* AWS::Serverless::GraphQLApi
+ AWS::Serverless::HttpApi

* AWS::Serverless::LayerVersion

+ AWS::Serverless::SimpleTable

« AWS::Serverless::StateMachine

AWS::Serverless::Api

HTTPS AIEXZQIEE S&ll 7t & & + U= Amazon API Gateway ZlAA L HAME ZHHMHE M

Mot

AWS::Serverless::Api 2| &AE AWSAMHZ|A ofEZ 2|71 0| Ho| RHIESI| BAMo R FUtE EHe

£ oi&LICH o] f&o| 2|AAE AWS::Serverless::Function Z|AAE & X6 X| ote HESlof ZHolE
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AWS::Serverless::Api ElAA0{ ZO|El Api OIHEE ZAEstod SAMoZ MMHELICH

7|2 Amazon API Gateway Z|AAE FHE = /U= H 2 7|52 M3 5t= OpenAPIE AHE75H04
APIE ™Mo|5t1 EM36tEd™ AWS::Serverless::Api2IAAE AFESEHOF B LICE

CloudFormation £3 EE = IAM H2HE AL 35104 API Gateway 2|AA0| HMAE X|o{g HEH Foqkl
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CloudFormation &3 A0 CHEF XtA|EH LI 2 CLI A2 X} 7F0|= 9] CloudFormation¥3 S8 4l
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-template-resource-type-ref.html
https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/registering-hook-python.html
https://github.com/aws-cloudformation/aws-cloudformation-samples/tree/main/hooks/python-hooks/apigw-enforce-authorizer/
https://docs.aws.amazon.com/apigateway/latest/developerguide/security_iam_id-based-policy-examples.html#security_iam_id-based-policy-examples-require-authorization

AWS Serverless Application Model JHEER}E 710l =

® Note
AWS CloudFormation0i| Hi & &l AWS SAME F35t2| AWS SAM Z2|AAE CloudFormation
BlAAR HEHEL|CEH KIM|I8H LI 2 AWS SAME 2 2 MM =l CloudFormation 2|AA MME
HZESAAIL.

04 24
[eNe)

MO

T3t AWS Serverless Application Model(AWS SAM) B Z 20 A O] ZHX|IE MA5te{d Ct
2 A E Lt

Ojo

0424
oo

HO

YAML

Type: AWS::Serverless::Api

Properties:
AccesslLogSetting: AccesslLogSetting
AlwaysDeploy: Boolean
ApiKeySourceType: String
Auth: ApiAuth
BinaryMediaTypes: List
CacheClusterEnabled: Boolean
CacheClusterSize: String
CanarySetting: CanarySetting
Cors: String | CorsConfiguration
DefinitionBody: JSON
DefinitionUri: String | ApiDefinition
Description: String
DisableExecuteApiEndpoint: Boolean
Domain: DomainConfiguration
EndpointConfiguration: EndpointConfiguration

FailOnWarnings: Boolean
GatewayResponses: Map
MergeDefinitions: Boolean
MethodSettings: MethodSettings
MinimumCompressionSize: Integer
Mode: String

Models: Map

Name: String

OpenApiVersion: String
PropagateTags: Boolean

Policy: JSON
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#sam-api-accesslogsetting
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-stage.html#cfn-apigateway-stage-accesslogsetting
#sam-api-apikeysourcetype
#sam-api-auth
#sam-api-binarymediatypes
#sam-api-cacheclusterenabled
#sam-api-cacheclustersize
#sam-api-canarysetting
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-stage.html#cfn-apigateway-stage-canarysetting
#sam-api-cors
#sam-api-definitionbody
#sam-api-definitionuri
#sam-api-description
#sam-api-disableexecuteapiendpoint
#sam-api-domain
#sam-api-endpointconfiguration
#sam-api-failonwarnings
#sam-api-gatewayresponses
#sam-api-methodsettings
#sam-api-minimumcompressionsize
#sam-api-mode
#sam-api-models
#sam-api-name
#sam-api-openapiversion
#sam-api-policy
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#sam-api-stagename
#sam-api-tags
#sam-api-tracingenabled
#sam-api-variables
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-stage.html#cfn-apigateway-stage-accesslogsetting
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-stage.html#cfn-apigateway-stage-accesslogsetting
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-restapi.html#cfn-apigateway-restapi-apikeysourcetype

AWS Serverless Application Model JHEER}E 710l =

AWS SAME AL oP‘ HAM|A Fodofl CHEF REAIEF L
MME XML S22 M 20X E MHlst
“Amazon API Gateway REST APIO| CH3t 22

ok rr =-=

F3: APlAuth

[z}

1
oo

= o{&: ofL|2

0z
o
3
o>
r

CloudFormationZ &t4d: 0] &4 AWS SAMO| 2] 8t CloudFormation 58 &

Ct.
BinaryMediaTypes
API7} gteter &= Ql= MIME &8 S5 QlLICI. O|& AF2 35104 APIO|| CHEH HEO|LH 2| XIS E st

4 e

S =5
L+ = {8 ot

CloudFormationZ 8t4: O] £42 BinaryMediaTypes El&A9]
AWS: :ApiGateway: :RestApi &1t R AtELICH BinaryMediaTypes =52 CloudFormation

2| AA % OpenAPI 24 250i FIHEILICH.
CacheClusterEnabled

S CHAo] CHEl 7Halo| & dstE|=X|E LIEFLICH SE2 i Al5t242 CachingEnabledod [
B} trueS MethodSettings2Z M%5HofF & LICH.

0%
MHo

=
T

=l

[z}

1
0%

= o{&: ofL|2

CloudFormationZ t4d: 0| 42 AWS: :ApiGateway: :Stage 2|AAQ
CacheClusterEnabled 422 &Y MEELICH

CacheClusterSize

Sk CHA|o| FHA| 2 HAE| 37|}

o
0

7 EXtd
s = 0iF: ot

AWS::Serverless::Api 103


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-restapi.html#cfn-apigateway-restapi-binarymediatypes
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-stage.html#cfn-apigateway-stage-cacheclusterenabled
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-stage.html#cfn-apigateway-stage-cacheclustersize
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-stage.html#cfn-apigateway-stage-canarysetting
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-stage.html#cfn-apigateway-stage-canarysetting
https://docs.aws.amazon.com/apigateway/latest/developerguide/how-to-cors.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-restapi.html#cfn-apigateway-restapi-body
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/create-reusable-transform-function-snippets-and-add-to-your-template-with-aws-include-transform.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-restapi.html#cfn-apigateway-restapi-bodys3location
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-restapi.html#cfn-apigateway-restapi-description
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-restapi.html#cfn-apigateway-restapi-disableexecuteapiendpoint
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-swagger-extensions-endpoint-configuration.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-swagger-extensions-endpoint-configuration.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-restapi.html#cfn-apigateway-restapi-body
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-restapi.html#cfn-apigateway-restapi-endpointconfiguration
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-restapi.html#cfn-apigateway-restapi-failonwarnings
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-swagger-extensions-gateway-responses.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-swagger-extensions-gateway-responses.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-apigateway-stage-methodsetting.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-stage.html#cfn-apigateway-stage-methodsettings
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-restapi.html#cfn-apigateway-restapi-minimumcompressionsize
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-restapi.html#cfn-apigateway-restapi-mode
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-restapi.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-restapi.html#cfn-apigateway-restapi-mode
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-restapi.html#cfn-apigateway-restapi-name
https://swagger.io/specification/
https://swagger.io/specification/
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-restapi.html#cfn-apigateway-restapi-policy
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-stage.html#cfn-apigateway-stage-stagename
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-resource-tags.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-stage.html#cfn-apigateway-stage-tags
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-xray.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-stage.html#cfn-apigateway-stage-tracingenabled
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01| Al

SimpleApi0i| Al

API IEZQIE TV} Q= Lambda & +& Z & 5l= Hello World AWS SAM Bl Z2! mtalelL|Ct, o] it
2 A &5t= Me{2lA ofE2|F|o|ME 2T A AWS SAM RIES! U IL|C},

AWSTemplateFormatVersion: '2010-09-09'
Transform: AWS::Serverless-2016-10-31
Description: AWS SAM template with a simple API definition
Resources:
ApiGatewayApi:
Type: AWS::Serverless::Api
Properties:
StageName: prod
ApiFunction: # Adds a GET method at the root resource via an Api event
Type: AWS::Serverless::Function
Properties:
Events:
ApiEvent:
Type: Api
Properties:
Path: /
Method: get
RestApild:
Ref: ApiGatewayApi
Runtime: python3.10
Handler: index.handler
InlineCode: |
def handler(event, context):
return {'body': 'Hello World!', 'statusCode': 200}

ApiCorsOi| Al

YAML

Resources:
ApiGatewayApi:
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Type: AWS::Serverless::Api
Properties:
StageName: Prod
# Allows www.example.com to call these APIs
# SAM will automatically add AllowMethods with a list of methods for this API
Cors: "'www.example.com'"
DefinitionBody: # Pull in an OpenApi definition from S3
'"Fn::Transform':
Name: 'AWS::Include'
# Replace "bucket" with your bucket name
Parameters:
Location: s3://bucket/swagger.yaml

ApiCognitoAuthO| A|

Amazon CognitoE A&3+0{ APIE HLHE st= LB 2 £0/5t= API7I Z&E AWS SAM HIZS! A
L|Z!. Ol= AWS SAM HO|E E04iF = AWS::Serverless::Api d%i‘ EP°E'9-I Lol EdELIct
YAML
Resources:
ApiGatewayApi:
Type: AWS::Serverless::Api
Properties:
StageName: Prod
COIS: nmix1n
Auth:
DefaultAuthorizer: MyCognitoAuthorizer
Authorizers:
MyCognitoAuthorizer:
UserPoolArn:
Fn::GetAtt: [MyCognitoUserPool, Arn]
ApiModelsOi| A|

DE AF|07F ZEE APIZE ZEE AWS SAM HIE3! ALIZ! Ol AWS SAM R E 3! mHelo| A= of
E05tH, F 7Hel 22 AF|0F7F & El AWS::Serverless::Api H9o|& Eo{&FL|CH

YAML

Resources:
ApiGatewayApi:
Type: AWS::Serverless::Api
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AWS Serverless Application Model

Properties:
StageName: Prod
Models:

User:
type: object
required:
- username
- employee_id
properties:
username:
type: string
employee_id:
type: integer
department:
type: string
Item:
type: object
properties:
count:
type: integer
category:
type: string
price:
type: integer

i of| Al

API A= ZQIETJ} Q= Lambda E+E Z &St
stLEO| Bl AA LS} HIMEof CHEF 7H
Al

o

Qllo| 7HEL R} 7H0|E o] STHA] &F

YAML

AWSTemplateFormatVersion: '2010-09-09'

Transform: AWS::Serverless-2016-10-31
Description: AWS SAM template with a simple API definition with caching turned on

Resources:
ApiGatewayApi:

Type: AWS::Serverless::Api
Properties:

StageName: prod
CacheClusterEnabled: true

CacheClusterSize: '0.5'
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MethodSettings:

- ResourcePath: /
HttpMethod: GET
CachingEnabled: true
CacheTtlInSeconds: 300

Tags:
CacheMethods: All

ApiFunction: # Adds a GET method at the root resource via an Api event
Type: AWS::Serverless::Function
Properties:

Events:
ApiEvent:
Type: Api
Properties:
Path: /
Method: get
RestApild:
Ref: ApiGatewayApi
Runtime: python3.10
Handler: index.handler

InlineCode: |
def handler(event, context):
return {'body': 'Hello World!', 'statusCode': 200}

Z2tO|E! APIE AL8 e ALS A XIE ZHIQ! ol Al

A

VPC A= ZQIETI Zgto|s! THIQIo THEE API JEZQIEE 7+El Lambda & +& Z & 5t= Hello
World AWS SAM &I E3! ot QlL|Ch o E2 vPC HEXQIESt Zeto|8! =l Atoof =oe!
OHHI/\ AEE YEELICH RtME L8 2 API AIOIE 0[] ZEt0[S! APIS| AEXRL x| T2l O]

ood

ZSHMIL2.

o
ﬂllo
1J>|'

YAML

AWSTemplateFormatVersion: '2010-09-09'
Transform: AWS::Serverless-2016-10-31
Description: AWS SAM template configured with a custom domain using a private API

Parameters:
DomainName:
Type: String
Default: mydomain.example.com
CertificateArn:
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Type: String
HostedZoneld:

Type: String
VpcEndpointId:

Type: String
VpcEndpointDomainName:

Type: String
VpcEndpointHostedZoneId:

Type: String

Resources:
MyFunction:
Type: AWS::Serverless::Function
Properties:
InlineCode: |
def handler(event, context):

return {'body': 'Hello World!', 'statusCode': 200}

Handler: index.handler
Runtime: python3.13

Events:
Fetch:
Type: Api
Properties:
RestApild:
Ref: MyApi
Method: Get
Path: /get
MyApi:
Type: AWS::Serverless::Api
Properties:

StageName: Prod
EndpointConfiguration:
Type: PRIVATE
VPCEndpointIds:
- IRef VpcEndpointId
Policy:
Version: '2012-10-17 !
Statement:
- Effect: Allow
Principal: '*'
Action: execute-api:Invoke
Resource: execute-api:/*
- Effect: Deny
Principal: '*'

AWS::Serverless::Api
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Action: execute-api:Invoke
Resource: execute-api:/*
Condition:
StringNotEquals:
aws:SourceVpce: !Ref VpcEndpointId
Domain:
DomainName: !Ref DomainName
CertificateArn: !Ref CertificateArn
EndpointConfiguration: PRIVATE
BasePath:
-/
Route53:
HostedZoneld: !Ref HostedZoneld

VpcEndpointDomainName: !Ref VpcEndpointDomainName
VpcEndpointHostedZoneld:

AccessAssociation:
VpcEndpointId: !Ref VpcEndpointId
Policy:
Version: '2012-10-17 !
Statement:

- Effect: Allow
Principal: '*'
Action: execute-api:Invoke
Resource: execute-api:/*

- Effect: Deny
Principal: '*'
Action: execute-api:Invoke
Resource: execute-api:/*
Condition:

StringNotEquals:

aws:SourceVpce: !Ref VpcEndpointId

ApiAuth
et £0{E F445+04 APl Gateway API0]| CHEF HAf|A

AWS SAME At&35t0{ AMAE FHetE
AP M| A Ko MMS HZSHAMR.

0424
[eNe)

HO

75t 2] AWS Serverless Application Model(AWS SAM) & Z 3!
£ ArS L

£ Hloqghct.

Yol CHEr RHAIEH LIS &

o = AWS SAM

!Ref VpcEndpointHostedZoneld

Hgsioz
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YAML

AddApiKeyRequiredToCorsPreflight: Boolean

AddDefaultAuthorizerToCorsPreflight: Boolean

ApiKeyRequired: Boolean

Authorizers: CognitoAuthorizer | LambdaTokenAuthorizer | LambdaRequestAuthorizer |
AWS_TIAM

DefaultAuthorizer: String

InvokeRole: String

ResourcePolicy: ResourcePolicyStatement

UsagePlan: ApiUsagePlan

® Note

Authorizers £82 AWS_IAMZ(E) =&
22X 12 o= AWS IAME(E) & Z3HAMI2.

Ad
S

I

AddApiKeyRequiredToCorsPreflight

Ap1KeyRequ1red 2 Cors &40| MHE B2 AddApiKeyRequiredToCorsPreflight& A
X3t API 7|7} Options &440i FI7HELICH

L

CloudFormationZ 8t4d: 0| &4 AWS SAMO| .26t CloudFormation S S8t 40| Q&L
Ct.

AddDefaultAuthorizerToCorsPreflight
DefaultAuthorizer & Cors £40| MHE B2

AddDefaultAuthorizerToCorsPreflightE AH5tM 7|2 HEt £04XI7} OpenAP| AMl4A49]
Options &Moi &=7HELICH

o2
Mo

o =]
T - T
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#sam-api-apiauth-defaultauthorizer
#sam-api-apiauth-invokerole
#sam-api-apiauth-resourcepolicy
#sam-api-apiauth-usageplan
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T4 #2048 ofLI@

7122k True

L

JP)

CloudFormationZ &t4: 0| £42 AWS SAMOI| 11?5t CloudFormation S &8 &£430| ei&L

Ch.

ApiKeyRequired

true2 MMHSIH ZE API O|HEO| API 7|7F Z8L|CH REMIEH L
R OFLHA 2] Amazon API GatewayOll A API AFSEF A& dMd 2 A2 HZE a M.

0%
Mo

=
e

=l

[z}

= g5 0fF: ofLR

L

JP)

CloudFormationZ &t: 0| £42 AWS SAMO|| 11} 5l CloudFormation S S8 £440| Qi&L

Ct.

Authorizers

AP| Gateway API0{| CiEt HMAE AMo{5tE Ol AR ElE HEH H0qR}.

REMIEH LHE 2 AWS SAM RIE SIS 2 API HA|A Ko{g FHERSHAAIR

[e]1]

L

CloudFormationE & A: 0] &4 AWS SAMO|| TR 3tH CloudFormation S8t £440| Q&L
Ct.

Z7F &1 AFE: SAME Apill OpenApi X 2lof| #8t 20odXIE F7tgtLCt
DefaultAuthorizer

71B2Mo 2 APl &2 £0I5HE Ol AF2 &= API Gateway API2| 7|2 H8t Ho4xE X|HELICH

(® Note

O| API2t 4ZE! & +=9| Api EventSource7t IAM #HEHE ALt S FHE B2, 0l &4
2 AWS_IAMZE Md-afof ghL|ct OZX| gtom™ @/ 7t gt
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LY BAY
L g5 048 ol
7122k Qs

CloudFormationE&t’d: 0] £ 42 AWS SAMO| 1?3t CloudFormation S8 £40| gi&L

Ct.

InvokeRole
DE AA Y HMES S EoH Q15 HEE O| g2 M™EELIC

CALLER_CREDENTIALSO| Z&EX EO 215 MEHE AI&50{ AEXQIEE
arn:aws:iam:::<user>/0l O ZE L|C}.

ok

o
aT

8t 2t: CALLER_CREDENTIALS, NONE, IAMRoleArn

0%

>

|.0=|

= |
L =

=)

e
1

g5 0{F: otLR

\d

| = Zt: CALLER_CREDENTIALS

CloudFormation®&: 0| &4 AWS SAMO| . 5l0{ CloudFormation =
CF.

ResourcePolicy
API12| B E HIMESt F2o0of CHEt 2las HME FeLc

QY Dol FM MY

CloudFormationZ2t4d: 0| 42 AWS SAMO| T 6tH CloudFormation S

Z;S = o |

ME Holgt £ &LICt Ol= EndpointConfiguration: PRIVATEE
5t

=

UsagePlan

O| API2I AL E ALEF HElE FHELICE ALS
A A

Kb OFLHMO| API 7| E OIS 8t MEF H=Eo| dd S ME MME HEstM L.

MHE 2 ApiFunctionAuthE AF&3t04 78 AWS: :Serverless: :FunctionO]

Z 5= APIO| E 2

2F A =lofl CHE REMIEH LI 2 API Gateway 702

AWS::Serverless::Api

120


https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-api-usage-plans.html

AWS Serverless Application Model JHEER}E 710l =

O] AWS SAM £ M2 0] 40| MHE|M 3712 AWS::ApiGateway::UsagePlan,

AWS::ApiGateway::UsagePlanKey, AWS: AplGateway :ApiKey F7} CloudFormation 2|24 8

Aefuct o] AlLt2lof cHEt AFMIEH LHE 2 UsagePlan 54 X|HE MME & AFML. & g
=E

CloudFormation Z|AA0]| CHEF EHEHQI HE = AWS SAME 2 2 MAEl CloudFormation
MMS A X 5HM 2.

AH
(=)
zl

£&: ApiUsagePlan

T4 #S 04 ofLI@

CloudFormationZ &t4d: 0] 42 AWS SAMO| .26t CloudFormation S S8t £440| Q&L
Ct.

0f Al

CognitoAuth

Cognito 215 o/ x|

YAML

Auth:
Authorizers:
MyCognitoAuth:
UserPoolArn:
Fn::GetAtt:
- MyUserPool
- Arn
AuthType: "COGNITO_USER_POOLS"
DefaultAuthorizer: MyCognitoAuth
InvokeRole: CALLER_CREDENTIALS
AddDefaultAuthorizerToCorsPreflight: false
ApiKeyRequired: false
ResourcePolicy:
CustomStatements: [{
"Effect": "Allow",
"Principal": "*",
"Action": "execute-api:Invoke",
"Resource": "execute-api:/Prod/GET/pets",
"Condition": {
"IpAddress": {
"aws:Sourcelp": "1.2.3.4"
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}
}

1]
IpRangeDenylist:
- "10.20.30.40"

AWS IAM
AWS IAM 04| A

YAML

Auth:
Authorizers: AWS_IAM

ApiUsagePlan

API Gateway API2| At H|&lg FHELICH AASE Hl=lof CHEt RtAISH LI 2 API Gateway 7HEf
At OHLHMOl API 7| £ 0|88 ALSH HElo| e L A2 HASMR.

__I.L

HO

T3t2| AWS Serverless Application Model(AWS SAM) Rl Z210{| A O] ZHX|E MO15t24™ C}
2 A F Lt

0jo

Sk

MO

YAML

CreateUsagePlan: String

Description: String
Quota: QuotaSettings

Tags: List
Throttle: ThrottleSettings
UsagePlanName: String

A
S

I

CreateUsagePlan

Ol A8 Hizio| T4 W

T
T
L

fjo
N
1L
>
L
ol
o

Fol

st 22 PER_API, SHARED, NONE &lL|C}.

PER_APIE O| API2} B21El AWS::ApiGateway::UsagePlan, AWS::ApiGateway::ApiKey &!
AWS::ApiGateway::UsagePlanKey Z|&~AE M LICH O|2Het El&AA = <api-logical-
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id>UsagePlan, <api-logical-id>ApiKey, <api-logical-id>UsagePlanKey2| =2|*
IDE &2 7tX|1 U&LC.

SHAREDE 58t AWS::ApiGateway::UsagePlan BlZ2!0{ M CreateUsagePlan:

SHAREDE 7}X|= 2 E APIMIM SR El= AWS SAM, AWS::ApiGateway::ApiKey

2l AWS::ApiGateway::UsagePlanKey ZIAA S MMEHLICH O[2{8t 2lArE
ServerlessUsagePlan, ServerlessApiKey, ServerlessUsagePlanKey2| =2|X IDE Z

Zf 7kX[ A&LICH ol SME Ar8ste B2 Ho| SE1t S At HElE YX|st7| I8l stLtol
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F =8 2t PER_API, SHARED, NONE

L

CloudFormationE &4: 0] &M AWS SAMO|| TR 5tH CloudFormation S8 £440| Q&L

Description
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Quota
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£&: QuotaSettings
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Tags

CloudFormation S &4d: O] 42 AwS:

x5 ML

Throttle
HA 2™ Bl (=Y

£ &: ThrottleSettings

sHHo =

:ApiGateway: :UsagePlan 2|4 40| Tags
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UsagePlan:
CreateUsagePlan: PER_API
Description: Usage plan for this API

Quota:
Limit: 500
Period: MONTH
Throttle:

BurstLimit: 100
RateLimit: 50
Tags:
- Key: TagName
Value: TagValue

CognitoAuthorizer

Amazon Cognito AF& X & et F04XHE HolgfLCt.
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T3t2l AWS Serverless Application Model(AWS SAM) Bl Z2I0{|A O] Z4X|E Molste{d Ot BHE
2 M-S gL

YAML

AuthorizationScopes: List
Identity: CognitoAuthorizationIdentity
UserPoolArn: String
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AuthorizationScopes

O| MEh Fo4xto| HEF F04 HP = 5.
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CloudFormationZ &t4: 0| £42 AWS SAMO|| 11 ] 5t CloudFormation S S8 £440| Qi&L

Ct.
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Identity

ol &4 Het 2odxtof CHEH =4l 20iM IdentitySourceE X|H

CH.
UserPoolArn
AR ZE& EHZX8t7LE 0] cognito HEH &
82Xt
L4 $2 of: of

CloudFormation£ &4d: 0| &4 AWS SAMO|| T35t CloudFormation

CH.

of| Al
CognitoAuth
Cognito 215 of| |

YAML

Auth:
Authorizers:
MyCognitoAuth:
AuthorizationScopes:
- scopel
- scope2
UserPoolArn:
Fn::GetAtt:
- MyCognitoUserPool
- Arn
Identity:
Header: MyAuthorizationHeader
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ValidationExpression: myauthvalidationexpression
CognitoAuthorizationldentity
O] &2 Het 2oixtof| CHEF £=4l 2 Z0f| A IdentitySourceE X|H3HE O AFEE £ Ql&LICH
IdentitySource0| CHEt RFM|EH LI 2 APIGateway Authorizer OpenAP| &% T2 7 AT SHM Q.
72
T3t2| AWS Serverless Application Model(AWS SAM) RIZ2I0{|AM O] ZiX|E MeI5tedH OIS HYE
2 A E L
YAML
Header: String
ReauthorizeEvery: Integer
ValidationExpression: String
& A4
-1 o
Header
OpenAPI Ho|of|M HEt R0{E 2|8t &ll] o|§ S XI-F&Lct,
7 EXtL
L= o4F: ot
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ReauthorizeEvery
AP| Gateway7t Het 04kt A E sl &Jst= 7[2tE XI™HSH= TTL(Time to Live) 7[ZH(ZE) L
Ch OECHZ2 28 7<|JH gt B2 API GatewayOl| A Het Ro{xt SE 2 FHAELICE 7222 AP
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CloudFormationZ &t4d: 0| £42 AWS SAMO|| 1R 5tH CloudFormation SS¢& £40| &L
Ct.

ValidationExpression

CloudFormation£ &td: 0] £ AWS SAMO|| T3t CloudFormation S8 40| Q&L
Ct.

of| Al

CognitoAuthldentity

YAML

Identity:
Header: MyCustomAuthHeader
ValidationExpression: Bearer.*
ReauthorizeEvery: 30

LambdaRequestAuthorizer
Lambda &f =& ALE3t04 APIOf| CHEH HMAE X068t == Lambda & +E F & LICH

KEMIEE 2 2F X[FH2 AWS SAM RIE5I2 2 API HA|A Kjof MMdE R ESHM L.

__I.L

HO

5t 2| AWS Serverless Application Model(AWS SAM) B Z 20| M O] ZHA|E Mei5te{™ S BHE
2 ArSECH.

YAML

DisableFunctionDefaultPermissions: Boolean

FunctionArn: String

FunctionInvokeRole: String
FunctionPayloadType: String

Identity: LambdaRequestAuthorizationIdentity
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#sam-api-lambdarequestauthorizer-functionarn
#sam-api-lambdarequestauthorizer-functioninvokerole
#sam-api-lambdarequestauthorizer-functionpayloadtype
#sam-api-lambdarequestauthorizer-identity

AWS Serverless Application Model

JHeER 7Hol=

= A
o

DisableFunctionDefaultPermissions

AWS: :Serverless: :Api SlAAQF HEt
AWS SAMO| AWS: :Lambda: :Permissions Z|AAE

0| /&2
Ct.

FunctionAzrn

API0] CHEt HEF 2#0{E NS 3t= Lambda

(® Note

AWS SAMO{| 735t CloudFormation &5 &t

£ 04X} Lambda
Aso= MAISHK|

&= ZHof| HEtE = 2H|X{H5t7| 2I6H

OfEE trueZ X|™E

g0l g4~ ARNZ X|HgLIct.

AWS: :Serverless: :ApiOl CHEH FunctionArn7t X|HE|H AWS SAM2 XIS 2
AWS: :Lambda: :Permissions E|AAE HEELICEH AWS: :Lambda: :Permissions

DlAAE

23 XY
ol 35 045 of

CloudFormation= &H44:
Ct.

FunctionInvokeRole

0%
MO

N

40

[z}

1
0%

= o{&: ofL|2

ol £ 42 AWS SAMO|| 1?35t CloudFormation & &t

AP|2} TEH 204X} Lambda &+ 7+Hoi| H8tE T 2 H|X{' & LIC}.

o4

_j_ll\_A-|O| HA

o

m>

L

Lambda T8t 504X} 2| OpenAPI " 2|of et F0o4x} Hot 215 HEE FIHELICH
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AWS Serverless Application Model

CloudFormationZ2t: 0] 42 AWS SAMO|| TR 3tH CloudFormation S5 40| gi&L
C}.
FunctionPayloadType

Ol £42 API2| Lambda Het F0{X REE Helete Ol AEE + U&LICH

CloudFormationZ &4d: 0] 42 AWS SAMO]| R 5tH CloudFormation SS38F £440| gi&L

Identity
O] &2 Het 2odxtof CHEF =4l @0 M IdentitySourceE X|Hst= Ol AL E £ Q&L
Ct. O]l &2 FunctionPayloadType &40 REQUESTZ MM El ZA<0fot 2 EFLICH

£ 8: LambdaRequestAuthorizationldentity

+ 88 0%

P
I

d

m>

CloudFormation£ &4d: 0| &4 AWS SAMO|| 1304 CloudFormation SS 8+ 40| gi&L

CH.

of| Al
LambdaRequestAuth

YAML

Authorizers:
MyLambdaRequestAuth:
FunctionPayloadType: REQUEST
FunctionAzn:
Fn::GetAtt:
- MyAuthFunction
- Arn
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JHeER 7Hol=

FunctionInvokeRole:
Fn::GetAtt:
- LambdaAuthInvokeRole
- Arn
Identity:
Headers:
- Authorizationl

LambdaRequestAuthorizationldentity

O] &2 Het 2oixtof| CHEF =41 @ Z0f| A IdentitySourceE X|H3tE O| AFEE £ Ql&LICH
|dentitySource0l CH8H XFA|EF LI 2 APIGateway Authorizer OpenAP| £ & T2 72HE T EHM2

?.

MO

T3kl AWS Serverless Application Model(AWS SAM) El

2 AFSELICH

YAML
Context: List
Headers: List

QueryStrings: List
ReauthorizeEvery: Integer

20l M o] A E MedstE{™ ChS

2
=

StageVariables: List

549

Context
X HE HEIAE BXYE context.contextString @Al D& EfAloZ BHEHErL|CH
8. 55
L g3 {7 ot
CloudFormationZ &tA: 0] £42 AWS SAMOY| 1?5t CloudFormation S S8t £440| gi&L
Ct.

Headers
SIIC4E method.request.header.name E4|0| £l X2 T EE OfE E34| EXAIUQZ HEHEL
Ct.
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https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-swagger-extensions-authorizer.html
#sam-api-lambdarequestauthorizationidentity-context
#sam-api-lambdarequestauthorizationidentity-headers
#sam-api-lambdarequestauthorizationidentity-querystrings
#sam-api-lambdarequestauthorizationidentity-reauthorizeevery
#sam-api-lambdarequestauthorizationidentity-stagevariables

AWS Serverless Application Model JHEER}E 710l =

CloudFormationZ &t 4: 0| &2 AWS SAMOI| 11} 5t0H CloudFormation S &8 £430| i& L
Ct.

QueryStrings
XIHE #2| EXEE method. request.querystring.queryString ZA0| £|E 2 A EE

OiE B34 EXTGZ HErE Lo

Ct.

ReauthorizeEvery

API GatewayZt #et 20{At 2 E &5t 7|72 XI'HSt= TTL(Time to Live) 7|ZHZE) L
Ch 0ECt 2 2t 2 X|I'det B API GatewayOl| A HEt £04At SEHE FHAELICH 7|2X2 2 AP
Gatewayt= 0| £42 30022 MHELICH Z|CH 2k 3600 EE= 1A[ZHLICEH

CloudFormationZ &4d: 0] 42 AWS SAMO]| TR 3tH CloudFormation SS38F £440| gi&L

StageVariables
K|IHE Et7A| #4=8 stageVariables.stageVariable EAo| 2|2 FEE OHE E#HA EX
Y=z HetghLc
fE: 55

L

CloudFormationE &t4d: 0] £42 AWS SAMO]| T 235t CloudFormation S8 £40| gi&L
Ct.
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Ol Al

LambdaRequestldentity

YAML

Identity:
QueryStrings:
- auth
Headers:
- Authorization
StageVariables:
- VARIABLE
Context:
- authcontext
ReauthorizeEvery: 100

LambdaTokenAuthorizer

Lambda & +& Al235l04 API0]| CHEF HMHAE X035t E = Lambda &5 F A& LICH

REMIEE 22 X[FH2 AWS SAM RIE 322 API HA|A Kof MdE R ESHML.

__I.L

HO

T3t2| AWS Serverless Application Model(AWS SAM) RIZ2I0{|AM O] ZHX|E MeI5ted{H OIS HYE
2 Mg

YAML

DisableFunctionDefaultPermissions: Boolean
FunctionArn: String

FunctionInvokeRole: String
FunctionPayloadType: String
Identity: LambdaTokenAuthorizationIdentity

Ad
(=]

I

DisableFunctionDefaultPermissions

AWS: :Serverless: :Api 2lAaAQt HEH £ 04X} Lambda &
AWS SAMO| AWS: :Lambda: :Permissions E|AAE A&
LICH

4= 7ol Het2 T2 H|X 57| 26
o2 MMSIK| AT E trueE XIHE
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#sam-api-lambdatokenauthorizer-functionarn
#sam-api-lambdatokenauthorizer-functioninvokerole
#sam-api-lambdatokenauthorizer-functionpayloadtype
#sam-api-lambdatokenauthorizer-identity

AWS Serverless Application Model JHEER}E 710l =

7|18 Zt: false

osi. He
TT7ro. T =2
L+ = o8 ot
CloudFormationE &t/d: 0] &2 AWS SAMO| T3t CloudFormation S8t £440| gi&L
C}.

FunctionArn

API0] CHt M8t 204E N|E25t= Lambda & 42| &% ARNS X|&EfL|ct.

(® Note
AWS: :Serverless: :ApiO| CH3H FunctionArn7t XIHE|H AWS SAM2 RS2 =2
AWS: :Lambda: :Permissions C|AAE MAMSIL|CE AWS: :Lambda: :Permissions
EIAAE APIQF Het E 04X} Lambda & 4= Ztol| Het2 = 2 H|X{<L&L|Ct.

30
o
gl
>
e

e
b
0%
I
2
4L
2

Ct.

FunctionInvokeRole

Lambda #H&t £ 04Xt 2| OpenAPI E2loi M Foixt 2ot Q1F HEE FIHEfLICH

23 2Ry
L+ 85 o8 ofLR
CloudFormationZ2Hd: 0] 82 AWS SAMO|| T 3tH CloudFormation S8t £2430| gi&L
Ct.
FunctionPayloadType

Ol #4442 API2| Lambda #3t ROIR RES Holste ol ABE 4+ LT

S &8t Zk: TOKEN EE&= REQUEST

0%

BRI

40
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AWS Serverless Application Model JHEER}E 710l =

L 85 o8 ofLR
7|22k TOKEN

CloudFormationE &t4d: 0] £42 AWS SAMO]| T35t CloudFormation S8 £40| gi&L

— HA
Ct.
Identity
Ol &2 Het 2oxtol et =4l QMM IdentitySourceE X|HetE O| AFSE = AU&L
Ct. O] 42 FunctionPayloadType £4J0| REQUESTZ MM El Z<0i0t ZFLICt

£ &8: LambdaTokenAuthorizationldentity

482 ofg: xR

CloudFormationE&td: 0] £ 42 AWS SAMO| 1?3t CloudFormation S8 £40| Qi&L
Ct.

oAl

LambdaTokenAuth

YAML

Authorizers:
MyLambdaTokenAuth:
FunctionAzrn:
Fn::GetAtt:
- MyAuthFunction
- Arn
Identity:
Header: MyCustomAuthHeader # OPTIONAL; Default: 'Authorization'
ValidationExpression: mycustomauthexpression # OPTIONAL
ReauthorizeEvery: 20 # OPTIONAL; Service Default: 300

BasicLambdaTokenAuth

YAML

Authorizers:
MyLambdaTokenAuth:
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AWS Serverless Application Model JHEER}E 710l =

FunctionAzrn:
Fn::GetAtt:
- MyAuthFunction
- Arn

LambdaTokenAuthorizationldentity

O] &2 Het 2oixtof| CHEF £=&l 2 Z0f| A IdentitySourceE X|H3HE O| AFEE £ Ql&LICH
|dentitySource0l CH8H XFA|EF LI 2 APIGateway Authorizer OpenAP| 2% =2 7248 2 XA 2.

__I.L

HO

T35t 2| AWS Serverless Application Model(AWS SAM) B Z 20| M O] ZHA|E Mei5ted™ S BHE
2 AFSELCH.

YAML

Header: String
ReauthorizeEvery: Integer
ValidationExpression: String

Ad
(=]

il

Header

O
©
]
>
>
o
0
io
2
x
4
rot
I
[
1]
o
ot
O:II
[l
o
o
mo

INES) - u

S

7|2gk: Het o

T

CloudFormationZ &t4: 0| £42 AWS SAMO|| 11} 5l CloudFormation S S8+ £440| Q&L
Ct.

ReauthorizeEvery
API| Gateway7/t T8t 04Xt 21 E H&lst= 7[7HE XISt= TTL(Time to Live) 7|ZHZE) L

Ch 0ECH 2 &/ 2 XIEEr B2 APl Gatewayoll M HEF 04X SEHE FHJEHLICH 7IEH2 =2 API
Gateway= O| £ 30022 M gLICt =|CH 72t 3600 EE= 1A[ZHLICE

. A
Rk SES

0%

o
T
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https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-swagger-extensions-authorizer.html
#sam-api-lambdatokenauthorizationidentity-header
#sam-api-lambdatokenauthorizationidentity-reauthorizeevery
#sam-api-lambdatokenauthorizationidentity-validationexpression

AWS Serverless Application Model JHEER}E 710l =

T4 #2048 ofLI@

7|24k 300

L

CloudFormationZ &t4: 0| £42 AWS SAMO|| 11 R 5l CloudFormation S S8 £440| Qi&L
Ct.

ValidationExpression

Ct

0| Al
LambdaTokenldentity

YAML

Identity:
Header: MyCustomAuthHeader
ValidationExpression: Bearer.*
ReauthorizeEvery: 30

ResourcePolicyStatement

API9| 2 E HIMESt AEof CHEt 2las HME F-gLc EI_/.:A H24of CHEr RtAM[EH LIE 2 API
Gateway 7Het A} LM Q| API Gateway E|lAA HAES ALEFHE HMA K018 FHEFIAML.

o424

O O -

T3t2| AWS Serverless Application Model(AWS SAM) RIZ2I0{|AM O] Z4X|E MeI5tedH OIS HWYE
2 A F Lt

YAML

AwsAccountBlacklist: List
AwsAccountWhitelist: List
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https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-resource-policies.html
#sam-api-resourcepolicystatement-awsaccountblacklist
#sam-api-resourcepolicystatement-awsaccountwhitelist

AWS Serverless Application Model

JHeER 7Hol=

List
IntrinsicVpcBlacklist:

CustomStatements:

List

List
List
List

IntrinsicVpcWhitelist:

IntrinsicVpceBlacklist:

IntrinsicVpceWhitelist:
IpRangeBlacklist: List
IpRangeWhitelist: List
SourceVpcBlacklist: List
SourceVpcWhitelist: List

A
o

L

il

AwsAccountBlacklist

nzgtd: ol &

CloudFormation£&t4: 0| &4
Ct.

CustomStatements
O| APIO MB& AL AL X[H 2|
O|X| 3tEH2| oA BRI ESIAMI2
S =5
L4 S o oLl

CloudFormation
Ct.

Of oA AHS AIXME

e AWS SAMO| 1850 CloudFormation =

gfotE2{™ 0| IO x|

StErol oflxll2 = stAMl2

42 AWS SAMO]| 23t CloudFormation S8 £440| gi&L
AA Y MHYE S5 0| 54O oA A HAME LotEE{H o] I

A2 AWS SAMO]| T3t CloudFormation

L

=CcC s A 2
SStE &40l gisL
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#sam-api-resourcepolicystatement-customstatements
#sam-api-resourcepolicystatement-intrinsicvpcblacklist
#sam-api-resourcepolicystatement-intrinsicvpcwhitelist
#sam-api-resourcepolicystatement-intrinsicvpceblacklist
#sam-api-resourcepolicystatement-intrinsicvpcewhitelist
#sam-api-resourcepolicystatement-iprangeblacklist
#sam-api-resourcepolicystatement-iprangewhitelist
#sam-api-resourcepolicystatement-sourcevpcblacklist
#sam-api-resourcepolicystatement-sourcevpcwhitelist

AWS Serverless Application Model JHEER}E 710l =

IntrinsicVpcBlacklist

AHEHE Virtual Private Cloud(VPC) )5S &ILICt 047|M ZF VPCE 8™ &= L= Ref LIE ?:H‘—QP

=
Ze HEE XIHEUCH o 440 ozl ALS oiXIE o224 o] Ho|X| SHEFS| ofFS At
Me
Y. 58

Ct.

IntrinsicVpcWhitelist

HEE VPC S8. 07| Z VPC= S X E= Ref LIE ot 22 HZE XIHELIC
8. 55

L 85 o4 ot

CloudFormationZ&H4: 0| £42 AWS SAMO{| 1] 5t 04 CloudFormation 58t £40| gi& L

Ct.

IntrinsicVpceBlacklist

e VPC AIEZQIE S8. 07| Zt VPC AEXQIE= EM HX E = Ref LHF 44t
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2 X|YELct

0
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=l

e
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g5 04F: otLR

o

BN Ae AWS SAMO| 12 5+H CloudFormation S5 8t £40| gigL

CloudFormationZ &t43: 0]
Ct.

Jb

IntrinsicVpceWhitelist

S22 VPCRUEZQIE S 07| Z VPC A ZQIEE SX X = Ref LHE B4 22
HZE XHELICH o]l £/42| oA AHE oA E otEe{™ o] H[O|X| SIEHS]| HAME EHZFHAMIL
S =8
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/dynamic-references.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/intrinsic-function-reference-ref.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/dynamic-references.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/intrinsic-function-reference-ref.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/dynamic-references.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/intrinsic-function-reference-ref.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/dynamic-references.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/intrinsic-function-reference-ref.html

AWS Serverless Application Model

CloudFormationZ2t: 0] 42 AWS SAMO|| TR 3tH CloudFormation S5 40| gi&L
C}.

IpRangeBlacklist
A IPFAEE A HR. 0l 49 oM AFR 0|ME 2otEE{™ o I 0| X| 3tEHS| oi|X|S
HZFAHL
fYE:. =5
L 85 o8 ofLR

L

CloudFormationZ 8tA: 0] &4 AWS SAMO| 8 5tH CloudFormation S5t £2440| g
Ct.

IpRangeWhitelist

EC S & A
o°|_|"—‘To

MY
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Ch.
SourceVpcWhitelist
F8E AAVPCEE VPCUEZQIE AA VPC O|ER "vpc-"Z A|ES1 AA VPCAUER
QlE O|&2 "vpce-"Z A|Z}5HoF &L F
R =5
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AWS Serverless Application Model JHEER}E 710l =

T4 #2048 ofLI@

L

o>

CloudFormationZ 8tA: 0] &4 AWS SAMO| 8 5tH CloudFormation S5 3t £440| g

CHSl o 8t AWSH M E §{2&hct.

Mjm
Rall

CtE oAl MHE 5 7Hel IP FALF B 7ol A4 VPC

YAML

Auth:
ResourcePolicy:
CustomStatements: [{
"Effect": "Allow",
"Principal": "*",
"Action": "execute-api:Invoke",
"Resource": "execute-api:/Prod/GET/pets",
"Condition": {
"IpAddress": {
"aws:Sourcelp": "1.2.3.4"

}
1]
IpRangeBlacklist:
- "10.20.30.40"
- "1.2.3.4"
SourceVpcBlacklist:
- "vpce-1la2b3c4d"
AwsAccountWhitelist:
- "111122223333"
IntrinsicVpcBlacklist:
- "{{resolve:ssm:SomeVPCReference:1}}"
- IRef MyVPC
IntrinsicVpceWhitelist:
- "{{resolve:ssm:SomeVPCEReference:1}}"
- IRef MyVPCE

ApiDefinition

APIE H2|5t= OpenAPI EA.
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?.

HO

T35t 2| AWS Serverless Application Model(AWS SAM) B Z 20| M O] ZHA|E Moi5ted™ S BHE
2 ArSELCH.

YAML

Bucket: String

Key: String
Version: String

Ad
o

I

Bucket

OpenAPI T} 20| K& E|E Amazon S3 H{Z! 2| 0| lL|C}.

Y XY
ol 3 S 048 of

CloudFormationZ &t: 0| £ Bucket AWS: :ApiGateway: :RestApi OIO|E{ R& 9|
S3Location &430i &M MEELICH

Key

OpenAPI I+ 22| Amazon S3 7|.

Y EXY
L g5 047: 0f

CloudFormationZ &t 4d: 0] £42 Key AWS: : ApiGateway: :RestApi C|O|E| &2
S3Location &&oi & MY ELICH

Version

0| X4 El 2~ o] Z< OpenAPI It U Q| H{T.

AWS::Serverless::Api 142


#sam-api-apidefinition-bucket
#sam-api-apidefinition-key
#sam-api-apidefinition-version
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-apigateway-restapi-s3location.html#cfn-apigateway-restapi-s3location-bucket
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-apigateway-restapi-s3location.html#cfn-apigateway-restapi-s3location-key

AWS Serverless Application Model JHEER}E 710l =

CloudFormation 3 &t44: 0|
S3Location &40 =7

[RAR 'S

M Version AWS: :ApiGateway: :RestApi CI|O|E R 2
=
=

of Al
Uri 29| of A
API 9| of

YAML

DefinitionUri:
Bucket: amzn-s3-demo-bucket-name
Key: mykey-name
Version: 121212

CorsConfiguration

ok

AP| Gateway APIS| &t 2 E|Tl 2| AA SF(CORS)E eI LICE §{8E THRE EXALEZE X|H

St7Lt =7} Cors 7S A8 5t0{ AITIE X|FgfLICH

(® Note
OpenAP| 9|2 +=™35t2{2 CORSE AWS SAMO| 2 QBfLICt DefinitionBody0ilA RIE}

A
T

21 OpenAPI H2o|& ‘4+45}04 ORSE ZLIC}H CorsConfigurationO| OpenAPI &2 0i A
ZoME HHEE B2 AWS SAMO| O|& BHBEHeLICH &4 =& 0| OpenAPI

MME|D &M &
MELICE

I

.
HoHnt 2

KEMIEH LHE 2 APl HO|ES|0| 7HEFAF 70| = 2| API HIO|EQ0| REST API E|AA EAJ51E2 R X 5HA]

.
T2
T3t2| AWS Serverless Application Model(AWS SAM) RIZ2/0{|AM O] ZiX|E Me15tedH OIS HYE

= AL F LI
YAML

AllowCredentials: Boolean
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-apigateway-restapi-s3location.html#cfn-apigateway-restapi-s3location-version
https://docs.aws.amazon.com/apigateway/latest/developerguide/how-to-cors.html
#sam-api-corsconfiguration-allowcredentials

AWS Serverless Application Model JHEER}E 710l =

AllowHeaders: String
AllowMethods: String

AllowOrigin: String
MaxAge: String

A

L

I

o
AllowCredentials

QY Eot 0I5 HEE Z&E = UeX| {8 E LIEtL = B2

fE. 22

Ct.

AllowHeaders

18¢ sl EAHL.
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CloudFormation£ &4d: 0| &4 AWS SAMOI| T35t H CloudFormation S5 8

Ct.
AllowMethods

LS

& HTTP HIMEJI ZTEE 2Xpdal.

Y XY
L 85 o8 ofLR
CloudFormation£ &4d: 0| &4 AWS SAMO|| 1 3l0H CloudFormation SS &+ 40| gi&L
Ct.
AllowOrigin
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#sam-api-corsconfiguration-allowheaders
#sam-api-corsconfiguration-allowmethods
#sam-api-corsconfiguration-alloworigin
#sam-api-corsconfiguration-maxage

AWS Serverless Application Model JHEER}E 710l =

o+ g5 047 o

CloudFormationZ &t4: 0| &4 2 AWS SAMOI| 1175t CloudFormation S S8 &430]| ei& L
Ct.

MaxAge
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FI[I

CORS Preflight 282 i AlstE ol Z2l= Alzh(=)o| =& =
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CloudFormationZ &Hd: 0] 42 AWS SAMO|| TR 3tH CloudFormation S8t £2430| gi&L
Ct.

Ol Al
CorsConfiguration

CORS /42| of| &ILICt. 0|42 CORS7t T+ E|01 /4= AWS::Serverless::Api 22| &
AWS::Serverless::Function® E0{F &= AWS SAM EIZ3! m} o] U= of E1t&L|CH Lambda =
SANSE ESHTTP Z8A| SEE ASsts B2 HAEE Access-Control-Allow-0rigin,
Access-Control-Allow-Methods %! Access-Control-Allow-Headers SIS EHetaHoF &L
Ct.

YAML
Resources:
ApiGatewayApi:
Type: AWS::Serverless::Api
Properties:
StageName: Prod
Cors:
AllowMethods: "'POST, GET'"
AllowHeaders: "'X-Forwarded-For'"

AllowOrigin: "'https://example.com'"
MaxAge: "'600'"
AllowCredentials: true
ApiFunction: # Adds a GET method at the root resource via an Api event
Type: AWS::Serverless::Function
Properties:
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JHeER 7Hol=

Events:
ApiEvent:
Type: Api
Properties:
Path: /
Method: get
RestApild:

Ref: ApiGatewayApi
Runtime: python3.10
Handler: index.handler
InlineCode: |

import json

def handler(event, context):
return {
'statusCode': 200,
'headers': {

'Access-Control-Allow-Headers':

'Access-Control-Allow-Origin':

'Access-Control-Allow-Methods':

iy

'Content-Type',
'https://example.com’,
'"POST, GET'

'body': json.dumps('Hello from Lambda!')

}

DomainConfiguration
APIS| At X} XIH EHIQIE T gfLCt.

0424
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HO

T3k AWS Serverless Application Model(AWS SAM) Bl Z2l0{ A 0| ZHX|E

= A8 gL

YAML

AccessAssociation: DomainAccessAssociation

BasePath: List
CertificateArn: String
DomainName: String
EndpointConfiguration: String

MutualTlsAuthentication: MutualTlsAuthentication

NormalizeBasePath: Boolean

OwnershipVerificationCertificateArn: String

Policy: Json

0|0

0424
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#sam-api-domainconfiguration-domainaccessassociation
#sam-api-domainconfiguration-basepath
#sam-api-domainconfiguration-certificatearn
#sam-api-domainconfiguration-domainname
#sam-api-domainconfiguration-endpointconfiguration
#sam-api-domainconfiguration-mutualtlsauthentication
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-domainname.html#cfn-apigateway-domainname-mutualtlsauthentication
#sam-api-domainconfiguration-normalizebasepath
#sam-api-domainconfiguration-ownershipverificationcertificatearn
#sam-api-domainconfiguration-policy
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Route53: Route53Configuration
SecurityPolicy: String
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#sam-api-domainconfiguration-route53
#sam-api-domainconfiguration-securitypolicy
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-domainnameaccessassociation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-basepathmapping.html#cfn-apigateway-basepathmapping-basepath
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-domainname.html#cfn-apigateway-domainname-certificatearn
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-domainname.html#cfn-apigateway-domainname-regionalcertificatearn
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-domainname.html#cfn-apigateway-domainname-certificatearn
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-domainnamev2
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-domainname.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-domainname.html#cfn-apigateway-domainname-domainname
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-domainnamev2
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MutualTlsAuthentication
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-domainname.html#cfn-apigateway-domainname-mutualtlsauthentication
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-domainname.html#cfn-apigateway-domainname-mutualtlsauthentication
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-domainname.html#cfn-apigateway-domainname-ownershipverificationcertificatearn
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Domain:
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-domainnamev2
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-domainname.html#cfn-apigateway-domainname-securitypolicy
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-domainnamev2
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DomainName: www.example.com
CertificateArn: arn-example
EndpointConfiguration: EDGE
Route53:

HostedZoneId: Z1PA6795UKMFR9
BasePath:

- foo

- bar

DomainAccessAssociation
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VpcEndpointId: String
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VpcEndpointId
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Route53Configuration
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https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-private-custom-domains.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-private-custom-domains.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-domainnameaccessassociation.html#cfn-apigateway-domainnameaccessassociation-accessassociationsource
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DistributionDomainName: String
EvaluateTargetHealth: Boolean
HostedZoneld: String
HostedZoneName: String

IpV6: Boolean

Region: String

SetIdentifier: String
VpcEndpointDomainName: String
VpcEndpointHostedZoneld: String
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#sam-api-route53configuration-distributiondomainname
#sam-api-route53configuration-evaluatetargethealth
#sam-api-route53configuration-hostedzoneid
#sam-api-route53configuration-hostedzonename
#sam-api-route53configuration-ipv6
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-route53-aliastarget-1.html#cfn-route53-aliastarget-dnshostname
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-cloudfront-distribution.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-route53-aliastarget.html#cfn-route53-aliastarget-evaluatetargethealth
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-route53-recordset-1.html#cfn-route53-recordset-hostedzoneid
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-route53-recordset-1.html#cfn-route53-recordset-hostedzonename
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-route53-recordset.html#cfn-route53-recordset-type
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-route53-recordset-1.html#cfn-route53-recordset-region
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-policy.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-policy.html
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CloudFormation 2 &4:0| &
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YAML

Resources:
MyApi:
Type: AWS::Serverless::Api
Properties:
StageName: Prod
Domain:
DomainName: www.example.com
CertificateArn: arn:aws:acm:us-east-1:123456789012:certificate/
abcdef12-3456-7890-abcd-ef1234567890

AWS::Serverless::Api 155


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-route53-recordset-1.html#cfn-route53-recordset-setidentifier
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-route53-recordset-aliastarget.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-route53-recordset-aliastarget.html
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EndpointConfiguration: REGIONAL
Route53:
HostedZoneld: ABCDEFGHIJKLMNOP

EndpointConfiguration
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YAML

Type: String
VPCEndpointIds: List
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#sam-api-endpointconfiguration-type
#sam-api-endpointconfiguration-vpcendpointids
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-apigateway-restapi-endpointconfiguration.html#cfn-apigateway-restapi-endpointconfiguration-types
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-apigateway-restapi-endpointconfiguration.html#cfn-apigateway-restapi-endpointconfiguration-vpcendpointids
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EndpointConfiguration
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YAML

EndpointConfiguration:
Type: PRIVATE
VPCEndpointIds:

- vpce-123al23a
- vpce-321a321a

AWS::Serverless::Application
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YAML

Type: AWS::Serverless::Application

Properties:
Location: String | ApplicationLocationObject
NotificationARNs: List
Parameters: Map
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https://serverlessrepo.aws.amazon.com/applications
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-cloudformation-stack.html
#sam-application-location
#sam-application-notificationarns
#sam-application-parameters
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Tags: Map
TimeoutInMinutes: Integer
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#sam-application-tags
#sam-application-timeoutinminutes
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-stack.html#cfn-cloudformation-stack-templateurl
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/what-is-serverlessrepo.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-stack.html#cfn-cloudformation-stack-templateurl
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-stack.html#cfn-cloudformation-stack-notificationarns
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70|49 B SAM2 = 7He| &7} serverlessrepo:applicationId:ApplicationId &
serverlessrepo:semanticVersion:SemanticVersionBl1E XIS 2 FI}ELICEH

TimeoutInMinutes
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Ref 24| ALRO| CHEH KAIBH LIE S AWS CloudFormation AF2XF 7H0|E.0| Ref A4S & ZE5HAl
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Fn::GetAtt

Fn::GetAtt2 O| ROl X|HE £40i CHEr gt BHEtELICEH CIS2 A8 7tsE &40 hete|=
A 7}

HE= HA-

Fn::GetAtt2o| AF20] CHEF XEA|BH LHE 2 AWS CloudFormation AF2 Xt 7}0|E Q| Fn: :GetAtt Al
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Outputs.ApplicationQutputName

ApplicationOutputNameil= O|& Q| AEH &2 ZA1to| gf.
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MEE|A o Z2|70|M E|ZX|EE|o| HIESE AH8 st ol &2l 0lM

YAML

Type: AWS::Serverless::Application
Properties:
Location:
ApplicationId: 'arn:aws:serverlessrepo:us-east-1:012345678901:applications/my-
application'
SemanticVersion: 1.0.0
Parameters:
StringParameter: parameter-value
IntegerParameter: 2

HA-of Z 2|7 oM
S3 URLE &&F off & 2|7 o[

YAML
Type: AWS::Serverless::Application

Properties:
Location: https://s3.amazonaws.com/sam-s3-demo-bucket/template.yaml
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ApplicationLocationObject
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YAML

ApplicationId: String
SemanticVersion: String
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YAML

Location:

ApplicationId: 'arn:aws:serverlessrepo:us-east-1:012345678901:applications/my-
application'
SemanticVersion: 1.0.0

AWS::Serverless::CapacityProvider

14 A® Amazon Elastic Compute Cloud 2IAEIAO0| M Lambda 22/ QIABAE A-ME =
£ AWS Lambda &2| 8 3=AE e LICE ol ElAAEEC2 23 ZHE &85toi T2
Lambda 220 CiEt HI8 %|XMEE XMSstes

8% TIRE EC2 YAHAO| £3 F7|8 BEI5HT Lambda 347 MHEIA Z2I8HY 2YE 9
KISHEM 17 AR HFLY BlaL0lM AYsts ol IRE 2lZatE MBI

(@ Note
of HHZ 5tH7} AWS SAM E|AAE CloudFormation 2|AA 2 AWS CloudFormation AWS
SAM EHEHEHLICE KA LI& 2 AWS SAMEB 2 2 M4 El CloudFormation 2|4 A EHHE &

oA

e
-

AWS Serverless Application Model (AWS SAM) B ZZ!0]MHO| 7HM & MolstE{H Ot 7 E2 AFSE
L|C}.

YAML

Type: AWS::Serverless::CapacityProvider
Properties:
CapacityProviderName: String
VpcConfig: VpcConfig
OperatorRole: String

Tags: Map
PropagateTags: Boolean

InstanceRequirements: InstanceRequirements
ScalingConfig: ScalingConfig

KMSKeyArn: String
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#sam-capacityprovider-capacityprovidername
#sam-capacityprovider-vpcconfig
#sam-capacityprovider-operatorrole
#sam-capacityprovider-tags
#sam-capacityprovider-propagatetags
#sam-capacityprovider-instancerequirements
#sam-capacityprovider-scalingconfig
#sam-capacityprovider-kmskeyarn
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CapacityProviderName

g S=Xte| o|§LICt. o] o|&§2 AWS AE X 21 LHolMH RsHoF §L|Ct

CloudFormation £ 2F43:0| &2 AWS: :Lambda: :CapacityProvider 2|4&AQ
CapacityProviderName &A1 RAMEHLICE.

VpcConfig

22 ZZ X VPC FAILICH Amazon EC2 QIAEIA T} A|EHE VPC MEL! 2 ot 182 K|
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®8: VpcConfig
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CloudFormation Z2t43:0| £42 AWS: :Lambda: :CapacityProvider 2|£A9| Tags 82
2 &M MY ELICH 9 Tags 82 7[-2f HOo{Z AWS SAM 4 E L|CHO| CloudFormation </
HME Bl X SES 2 74 E). £8H=0| Lambda &2t0| g of CHal| MM E 7|& & o]
lambda:createdBy:SAM Ei1& AWS SAM At 22 FIHEHLICH.

PropagateTags
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InstanceRequirements

ET IEAIAEE = U= ERE AUAEHA R0 CHEF AL RLICE 07(0l= ot 7[RA F
ME 2 allowed EEE excluded QIAEIA 30| ZeHE/L|CH

£ InstanceRequirements

L g3 {7 ot

CloudFormation compatibility:maps0| & &2 0 AWS SAM D& &f L|CtInstanceRequirements.

ScalingConfig
8 ZIFAe = HULICH 8F SFX7F =201 2t Amazon EC2 QIAEAE &5 HE &
HE dolgfLict

Type: ScalingConfig
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1
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CloudFormation £&4:0| 5442 AWS: :Lambda: :CapacityProvider El&A9Q
CapacityProviderScalingConfig 4o 2 & MY ELICH

KMSKeyArn
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-capacityprovider.html#cfn-lambda-capacityprovider-tags
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-capacityprovider.html#cfn-lambda-capacityprovider-scalingconfig
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T4 #2048 ofLI@
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CloudFormation & &t43:0|
o MEEL|CH

M2 AWS: :Lambda: :Function 2|A&AQ[ KmsKeyArn 4O 2 &

b7}

Hher 2
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O| ZlAA9| =2|X ID7t Ref LHZE &0 MIZEIH T B2 X2 0|E S wtetghL|Ct.

Ref & 9| Al&0] CHEt XFAM|EH LHE 2 AWS CloudFormation AFE Al 7F0|E Q| Ref MME & X 5HA|
.

Fn::GetAtt

Fn::GetAtt2 O] 9| X[HE &0l CHEr 2t 2 BHEtELICH CIS2 AFE 7HSE £40 Btete|=
AH I 7}5

H = HA-

Fn::GetAtt2o| AF20] CHEF XHA|IBH LI 2 AWS CloudFormation AF2 Xt 7}0|E Q| Fn: :GetAtt Al
XM L.

g
mlo

Arn

g2F Z3ZXAe| ARNYL|CE.

MyCapacityProvider:
Type: AWS::Serverless::CapacityProvider
Properties:
CapacityProviderName: my-capacity-provider
VpcConfig:
SubnetIds:
- Subnet-12345678
- subnet-87654321
SecurityGroupIds:
- sg-12345678

AWS::Serverless::CapacityProvider 165


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-function.html#cfn-lambda-function-kmskeyarn
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/intrinsic-function-reference-getatt.html
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AWS Serverless Application Model

Tags:
Environment:
Team: ServerlessTeam

Production
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AdvancedCapacityProvider:
Type: AWS::Serverless::CapacityProvider

Properties:
CapacityProviderName: advanced-capacity-provider
VpcConfig:

SubnetIds:
- Subnet-12345678

- subnet-87654321
SecurityGroupIds:
- sg-12345678
OperatorRole: arn:aws:iam::123456789012:role/MyCapacityProviderRole
PropagateTags: true
InstanceRequirements:
Architectures:
- x86_64
ExcludedTypes:
- t2.micro
ScalingConfig:
MaxInstanceCount: 10
ManualScalingPolicies:
AverageCPUUtilization: 70.0

KMSKeyArn: arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012

Tags:
Environment: Production

CostCenter: Engineering

VpcConfig
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YAML

SubnetIds: List
SecurityGroupIds: List

549

SubnetIds
EC2 QIAEIA T} AR MEU IDs 229QILC}. 5L} 0]Ate] ME YIS X|&isloF &L|C}
8. =55

CloudFormation £2t4:0| 42 AWS: :Lambda: : CapacityProvider E|4&A9| SubnetIds
8oz Y ™ ELICH

SecurityGroupIds

EC2 QIARAQ QIS HOt O &
SELch
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CloudFormation £ &A:0|
SecurityGroupIds &%

|0 JP>

2 AWS: :Lambda: :CapacityProvider 2l&AQ
2 Y ™ E o

of| Al
VPC 7

CHS olMoM= ofed MESD Hot 3 F0| (= VPC #8888 EoiELICH

VpcConfig:
SubnetIds:
- Subnet-12345678
- subnet-87654321
SecurityGroupIds:
- sg-12345678
- 5g-87654321
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#sam-capacityprovider-vpcconfig-subnetids
#sam-capacityprovider-vpcconfig-securitygroupids
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-capacityprovider.html#cfn-lambda-capacityprovider-vpcconfig-subnetids
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InstanceRequirements
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AWS Serverless Application Model (AWS SAM) EEZX/0iMHO| 7HAE MlstE{H Ohg 22 A8E

Architectures: List

AllowedTypes: List
ExcludedTypes: List

(® Note
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Architectures

CloudFormation £&4:0| 5442 AWS: :Lambda: :CapacityProvider 2l&A9Q
Architectures §492 &Y MEELICH
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#sam-capacityprovider-instancerequirements-architectures
#sam-capacityprovider-instancerequirements-allowedtypes
#sam-capacityprovider-instancerequirements-excludedtypes
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-capacityprovider.html#cfn-lambda-capacityprovider-instancerequirements-architectures
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InstanceRequirements:
Architectures:
- x86_64
ExcludedTypes:
- t2.micro

ScalingConfig
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AWS Serverless Application Model (AWS SAM) B Z2l0{ A 0| 7HX|E Me15ted T C}

MaxVCpuCount: Integer
AverageCPUUtilization: Double
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-capacityprovider.html#cfn-lambda-capacityprovider-instancerequirements-allowedtypes
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-capacityprovider.html#cfn-lambda-capacityprovider-instancerequirements-excludedtypes
#sam-capacityprovider-scalingconfig-maxvcpucount
#sam-capacityprovider-scalingconfig-averagecpuutilization

AWS Serverless Application Model

JHeER 7Hol=

2 M
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MaxVCpuCount
2 S2A7F 2E AFE QIABHAN Z2H|XLE 4+ &= Z|CH vCPUs.
8. ds
L g3 o7 ot
CloudFormation £&4:0| &2 AWS: :Lambda: :CapacityProvider El&AQ
MaxVCpuCount £48o 2 & MEELICE
AverageCPUUtilization
ZTH AHEE ?EF SE B CPU AL E(0~100)LICH B CPU AFSE 00| AH|Zt2 =1t
22F ZZX= Amazon EC2 QIAEAE &H3EshL|C}.
F&: Double
L3 {7 ot
CloudFormation £2t4:0| £42 AWS: :Lambda: :CapacityProvider 2|&A9Q
ScalingPolicies §48o=2 & M ELICT
04| |
zH T
Ct= M= ZICH VCpu =2t B CPU AISES 71T =™ 2 Eo{E LIt
ScalingConfig:
MaxVCpuCount: 10
AverageCPUUtilization: 70.0
AWS::Serverless::Connector
£ 2laA 7ho| HEtE LT B o CHEt £A7H= AWS SAM HEE{E ALS 8 2lAA FHEF 2
2| dME HESML.
MEl AWS CloudFormation 2|2A0 CHEt AFAM|EH LIE 2 CloudFormation2 X|Heh 3¢ MU=
AWS::Serverless::Connector 2| AA MME HETFM.
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® Note

AWS CloudFormation0i| HiZ 324 AWS SAME F#6t2| AWS SAM 2|AAE CloudFormation
BlAA R HEHEL|CH KIM|8H LI 2 AWS SAME 2 2 MM =l CloudFormation 2|AA MME
HZSAAIL.

Te

T3t2| AWS Serverless Application Model(AWS SAM) RIZ2/0{|AM O] Z4X|E M5t E{H
A& gfLct.
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(® Note
iR 20l AL Aol ME LIE #HUE 128 A8stE 20| F&LICH 44 BlA400 LIZE
01 Q2™ AlZHO] XL e R X[ 2E2|5H717F O #|HELICE SHE A BAAEE S

R 2l4A0 Z0| SYUB AWS SAM HE S LHofl K| B2 A4 BIAAE FESOF SHe B

O|2{8t AWS: :Serverless: :Connector 22 Al28L|Ct

LHa$ 74Ed

<source-resource-logical-id>:
Connectors:
<connector-logical-id:
Properties:
Destination: ResourceReference | List of ResourceReference
Permissions: List
SourceReference: SourceReference

AWS::Serverless::Connector

Type: AWS::Serverless::Connector
Properties:

Destination: ResourceReference | List of ResourceReference
Permissions: List

Source: ResourceReference
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https://github.com/aws/serverless-application-model/issues/new?assignees=&labels=area%2Fconnectors,stage%2Fneeds-triage&template=other.md&title=%28Feature%20Request%29
https://github.com/aws/serverless-application-model/issues/new?assignees=&labels=area%2Fconnectors,stage%2Fneeds-triage&template=other.md&title=%28Feature%20Request%29
#sam-connector-destination
#sam-connector-permissions
#sam-connector-sourcereference
#sam-connector-destination
#sam-connector-permissions
#sam-connector-source
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Destination
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CloudFormationE &td: 0] &2 AWS SAMO]| T35t CloudFormation S8 £40| gi&L
Ct.
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Permissions
2= BlAATE A BlAAOM £8E £ s Mt RELIC

Read2 Z|AA0N|M OIOIE{E 212 & Q= AWS Identity and Access Management(IAM) 1S =
st A&,

Write 2|AA0 IOIE{E AlZISIT £ = Ues IAM 2 Z & EhLICt

&6t 2k Read EEE Write

AA BIAA AWS: :Serverless::Connector WHES AI2E | e shL|Ct

SourceReference
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® Note

AX BlAAO FTL 492 OIS M) LT E HUE BT BH ALS LI

L

& SourceReference
L+ g3 o4F: oL
CloudFormationZ & 4: O] 42 AWS SAMO]| 1R 3tH CloudFormation S8t 40| eig L

Ct.

O Al

L& 7H4E

CHS oMM E LHE HAE{E AF8 3804 AWS Lambda & 42} Amazon DynamoDB E{|0|€ 7t9|
Write O|O|E{ @122 Mol Lt

Transform: AWS::Serverless-2016-10-31

Resources:
MyTable:
Type: AWS::Serverless::SimpleTable
MyFunction:
Type: AWS::Serverless::Function
Connectors:
MyConn:
Properties:
Destination:
Id: MyTable
Permissions:
- Write

CHE WA= LHE FHYE{E AFE 35104 Read2 Holstn HEF2 WritedLILCE.
Transform: AWS::Serverless-2016-10-31

Resources:
MyFunction:
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Type: AWS::Serverless::Function
Connectors:
MyConn:
Properties:
Destination:
Id: MyTable
Permissions:
- Read
- Write
MyTable:
Type: AWS::DynamoDB::Table

CHS dlMoM=E LWEE HEEE AFE5t04 1d0| ot ez AL Blas

Transform: AWS::Serverless-2016-10-31
Transform: AWS::Serverless-2016-10-31

Resources:
MyApi:
Type: AWS::Serverless::Api
Connectors:
ApitoLambdaConn:
Properties:
SourceReference:
Qualifier: Prod/GET/foobar
Destination:
Id: MyTable
Permissions:
- Read
- Write
MyTable:
Type: AWS::DynamoDB::Table

AWS::Serverless::Connector

CtZ od|Alo M= AWS::Serverless::Connector E|&~AE AFE5H0{ Amazon DynamoDB Ei|O|& 01| A

AWS Lambda&+& 241 ME & §L|C}.

MyConnector:
Type: AWS::Serverless::Connector
Properties:

AWS::Serverless::Connector
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Source:

Id: MyFunction
Destination:

Id: MyTable
Permissions:

- Read

- Write

Ct2 oMo M= AWS::Serverless::Connector 2|AA

HMES 5T F 2las BT S HEH0|A o|%

MyConnector:
Type: AWS::Serverless::Connector
Properties:
Source:
Id: MylLambda
Destination:
Id: MySNSTopic
Permissions:
- Write

Ct2 of|M|of M= AWS::Serverless::Connector E|AAE AFR

6%04 Lambda &%

7} Amazon SNS £

504 Amazon SNS FA|7} Lambda &=

ofl M_._—. 5l1, 1 CH2 Amazon DynamoDB E{|O|E0| ME & §tH, ZE Z|AA T SYUs HEZSI0|M

Transform: AWS::Serverless-2016-10-31
Resources:

Topic:
Type: AWS::SNS::Topic
Properties:
Subscription:
- Endpoint: !GetAtt Function.Azxn
Protocol: lambda
Function:
Type: AWS::Serverless::Function
Properties:

Runtime: nodejsl6.x
Handler: index.handler
InlineCode: |

const AWS = require('aws-sdk');

exports.handler = async (event, context) => {

AWS::Serverless::Connector
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new AWS.DynamoDB.DocumentClient();

AWS Serverless Application Model
const docClient
await docClient.put({
TableName: process.env.TABLE_NAME,

{
id: context.awsRequestlId,

Item:
event: JSON.stringify(event)

}
}).promise();

i
Environment:
IRef Table

Variables:
TABLE_NAME:

Table:
Type: AWS::Serverless::SimpleTable

TopicToFunctionConnector:
Type: AWS::Serverless::Connector

Properties:
Source:

Id: Topic

Destination:
Id: Function

Permissions:

- Write

FunctionToTableConnector:
Type: AWS::Serverless::Connector

Properties:
Souzrce:
Function

Id:
Destination:
Id: Table
Permissions:
- Write
2=l AWS CloudFormation ®IZ2!L|C}
176

CtE22 2 oxof A gdEt
"FunctionToTableConnectorPolicy": {
"Type": "AWS::IAM::ManagedPolicy",
{
{
3 i

"Metadata":
"aws:sam:connectors":
"FunctionToTableConnector":
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"Source": {

"Type": "AWS::Lambda::Function"
},
"Destination": {

"Type": "AWS::DynamoDB: :Table"

}
},
"Properties": {
"PolicyDocument": {
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"dynamodb:PutItem",
"dynamodb:UpdateItem",
"dynamodb:DeleteItem",
"dynamodb:BatchWriteItem",
"dynamodb:PartiQLDelete",
"dynamodb:PartiQLInsert",
"dynamodb:PartiQLUpdate"
1,
"Resource": [
{
"Fn::GetAtt": [
"MyTable",
"Arn"
]
},

{
"Fn::Sub": [

"${DestinationArn}/index/*",

{
"DestinationArn": {
"Fn::GetAtt": [
"MyTable",
"Arn"
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"Roles": [

{
"Ref": "MyFunctionRole"
}

ResourceReference
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YAML
Arn: String
Id: String

Name: String
Qualifier: String
QueueUrl: String
Resourceld: String
RoleName: String

Type: String
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#sam-connector-resourcereference-arn
#sam-connector-resourcereference-id
#sam-connector-resourcereference-name
#sam-connector-resourcereference-qualifier
#sam-connector-resourcereference-queueurl
#sam-connector-resourcereference-resourceid
#sam-connector-resourcereference-rolename
#sam-connector-resourcereference-type
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YAML

Transform: AWS::Serverless-2016-10-31

Resources:
MyRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:

- Effect: Allow
Action: sts:AssumeRole
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Principal:
Service: lambda.amazonaws.com
ManagedPolicyArns:

- !Sub arn:${AWS::Partition}:iam::aws:policy/service-role/

AWSLambdaBasicExecutionRole

MyFunction:
Type: AWS::Lambda::Function
Properties:
Role: !GetAtt MyRole.Arn
Runtime: nodejsl6.x
Handler: index.handler

Code:
ZipFile: |
exports.handler = async (event) => {
return {
statusCode: 200,
body: JSON.stringify({
"message": "It works!"
1),
};
I
MyApi:
Type: AWS::ApiGatewayV2::Api
Properties:
Name: MyApi

ProtocolType: HTTP

MyStage:
Type: AWS::ApiGatewayV2::Stage
Properties:
ApiId: !Ref MyApi
StageName: prod
AutoDeploy: True

MyIntegration:
Type: AWS::ApiGatewayV2::Integration
Properties:
ApiId: !Ref MyApi
IntegrationType: AWS_PROXY

IntegrationUri: !Sub arn:aws:apigateway:${AWS::Region}:lambda:path/2015-03-31/

functions/${MyFunction.Arn}/invocations
IntegrationMethod: POST

AWS::Serverless::Connector
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AWS Serverless Application Model
PayloadFormatVersion: "2.0"

MyRoute:
Type: AWS::ApiGatewayV2::Route
Properties:

ApiId: !Ref MyApi

RouteKey: GET /hello

Target: !Sub integrations/${MyIntegration}
MyConnector:

Type: AWS::Serverless::Connector
Properties:
Source: # Use 'Id' when resource is in the same template

Type: AWS::ApiGatewayV2::Api

ResourceId: !Ref MyApi
Qualifier: prod/GET/hello # Or "*" to allow all routes

Destination: # Use 'Id' when resource is in the same template

Type: AWS::Lambda: :Function
!GetAtt MyFunction.Arn

Arn:
Permissions:
- Write
Outputs:
Endpoint:
Value: !Sub https://${MyApi}.execute-api.${AWS: :Region}.${AWS: :URLSuffix}/prod/
hello
SourceReference
B HEeLic

AWS::Serverless::Connector 2|AA S8 0| A5t AA 2|AA CH

Slo A of A E
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T35t2] AWS Serverless Application Model(AWS SAM) &
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2 AFSELICH

YAML

Qualifier: String
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Qualifier
HRIE &= 2lasr ol HAtILICH Qualifiere 2laA MOf 274 ARNS| Zof U= * 2tE
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@ Note
SR Hole BlaA REER OHELICL XYEE A4 A OHY 2oL RE S52 AWS
SAM H4IE BZX MMdg EXSMR
Y EXY
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CloudFormationZ #H4d: O] £42 AWS SAMO| 11?8t0H CloudFormation &5 &0 gi& L
Ct.
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CHS KXol M= LHEE HEUEE AHE5t01 IdO| Ot S E2 2 A4 BlAAE FHo|FfLC

Transform: AWS::Serverless-2016-10-31

Resources:
MyApi:
Type: AWS::Serverless::Api
Connectors:
ApitoLambdaConn:
Properties:
SourceReference:
Qualifier: Prod/GET/foobar
Destination:
Id: MyTable
Permissions:
- Read
- Write
MyTable:
Type: AWS::DynamoDB::Table
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AWS::Serverless::Function
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AWS Serverless Application Model (AWS SAM) R E 20| A 0| 7HAM E MAstE{H OIS FES AISE
L|Ct.

YAML

Type: AWS::Serverless::Function

Properties:
Architectures: List
AssumeRolePolicyDocument: JSON
AutoPublishAlias: String
AutoPublishAliasAllProperties: Boolean
AutoPublishCodeSha256: String
CapacityProviderConfig: CapacityProviderConfig
CodeSigningConfigArn: String
CodeUri: String | FunctionCode
DeadlLetterQueue: Map | DeadlLetterQueue
DeploymentPreference: DeploymentPreference
Description: String
DurableConfig: DurableConfig
Environment: Environment
EphemeralStorage: EphemeralStorage
EventInvokeConfig: EventInvokeConfiguration
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#sam-function-architectures
#sam-function-assumerolepolicydocument
#sam-function-autopublishalias
#sam-function-autopublishcodesha256
#sam-function-capacityproviderconfig
#sam-function-codesigningconfigarn
#sam-function-codeuri
#sam-function-deadletterqueue
#sam-function-deploymentpreference
#sam-function-description
#sam-function-durableconfig
#sam-function-environment
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-lambda-function-environment.html
#sam-function-ephemeralstorage
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-function.html#cfn-lambda-function-ephemeralstorage
#sam-function-eventinvokeconfig

AWS Serverless Application Model
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I

Events: EventSource

FileSystemConfigs: List

FunctionName: String

FunctionScalingConfig: FunctionScalingConfig

FunctionUrlConfig: FunctionUrlConfig
Handler: String

ImageConfig: ImageConfig

ImageUri: String

InlineCode: String

KmsKeyArn: String

Layers: List

LoggingConfig: LoggingConfig
MemorySize: Integer

PackageType: String

PermissionsBoundary: String
Policies: String [ List | Map
PublishTolLatestPublished: Boolean
PropagateTags: Boolean

ProvisionedConcurrencyConfig: ProvisionedConcurrencyConfig

Recursiveloop: String
ReservedConcurrentExecutions: Integer
Role: String

RolePath: String

Runtime: String

RuntimeManagementConfig: RuntimeManagementConfig

SnapStart: SnapStart
SourceKMSKeyArn: String

Tags: Map

TenancyConfig: TenancyConfig
Timeout: Integer

Tracing: String
VersionDescription: String
VersionDeletionPolicy: String
VpcConfig: VpcConfig
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#sam-function-events
#sam-function-filesystemconfigs
#sam-function-functionname
#sam-function-functionscalingconfig
#sam-function-functionurlconfig
#sam-function-handler
#sam-function-imageconfig
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-function.html#cfn-lambda-function-imageconfig
#sam-function-imageuri
#sam-function-inlinecode
#sam-function-kmskeyarn
#sam-function-layers
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-lambda-function-loggingconfig.html
#sam-function-memorysize
#sam-function-packagetype
#sam-function-permissionsboundary
#sam-function-policies
#sam-function-publishtolatestpublished
#sam-function-provisionedconcurrencyconfig
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-alias.html#cfn-lambda-alias-provisionedconcurrencyconfig
#sam-function-reservedconcurrentexecutions
#sam-function-role
#sam-function-rolepath
#sam-function-runtime
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-lambda-function-runtimemanagementconfig.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-lambda-function-snapstart.html
#sam-function-sourcekmskeyarn
#sam-function-tags
#sam-function-tenancyconfig
#sam-function-timeout
#sam-function-tracing
#sam-function-versiondescription
#sam-function-versiondeletionpolicy
#sam-function-vpcconfig
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-lambda-function-vpcconfig.html
https://docs.aws.amazon.com/lambda/latest/dg/foundation-arch.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-function.html#cfn-lambda-function-filesystemconfigs
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-function.html#cfn-lambda-function-functionname
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-function.html#cfn-lambda-function-functionscalingconfig
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-function.html#cfn-lambda-function-imageconfig
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-function.html#cfn-lambda-function-imageconfig
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-lambda-function-code.html#cfn-lambda-function-code-imageuri
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-lambda-function-code.html#cfn-lambda-function-code-zipfile
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-function.html#cfn-lambda-function-kmskeyarn
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-function.html#cfn-lambda-function-layers
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-lambda-function-loggingconfig.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-function.html#cfn-lambda-function-loggingconfig
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-function.html#cfn-lambda-function-memorysize
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https://docs.aws.amazon.com/lambda/latest/dg/gettingstarted-package.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-function.html#cfn-lambda-function-packagetype
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html#cfn-iam-role-permissionsboundary
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://github.com/aws/serverless-application-model/blob/develop/samtranslator/internal/data/aws_managed_policies.json
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html#cfn-iam-role-policies
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-function.html#cfn-lambda-function-publishtolatestpublished
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-alias.html#cfn-lambda-alias-provisionedconcurrencyconfig
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-alias.html#cfn-lambda-alias-provisionedconcurrencyconfig
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-function.html#cfn-lambda-function-recursiveloop
https://docs.aws.amazon.com/lambda/latest/dg/scaling.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-function.html#cfn-lambda-function-reservedconcurrentexecutions
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https://docs.aws.amazon.com/lambda/latest/dg/lambda-runtimes.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-function.html#cfn-lambda-function-tracingconfig
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-version.html#cfn-lambda-version-description
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-lambda-function-vpcconfig.html

AWS Serverless Application Model
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Fn::GetAtt

n::GetAtt2 0|
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HESIML.
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Arn
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=2 Amazon S3 HZ!M| l= 7 |X| R zip(Z7|EZ
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2la A0l CHEH 7|12 of A ILCt.

YAML
Type: AWS::Serverless::Function
Properties:
Handler: index.handler
Runtime: python3.9
CodeUri: s3://bucket-name/key-name

:Lambda: : Function 2|&A9| VpcConfig £ 822

£ AWS CloudFormation AF2 X} 710|=
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-lambda-function-vpcconfig.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/intrinsic-function-reference-ref.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/intrinsic-function-reference-getatt.html
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g+ 54 oA

CH2 2 InlineCode, Layers, Tracing, Policies, Amazon EFS 2! Api O|HE AAE AFE3IE
m7|X| R zip(Z7|122f) AWS::Serverless::Function2| 04| I L|C}.

YAML

Type: AWS::Serverless::Function
DependsOn: MyMountTarget # This is needed if an AWS::EFS::MountTarget resource
is declared for EFS
Properties:
Handler: index.handler
Runtime: python3.9
InlineCode: |
def handler(event, context):
print("Hello, world!")
ReservedConcurrentExecutions: 30
Layers:
- Ref: MyLayer
Tracing: Active
Timeout: 120
FileSystemConfigs:
- Arn: !Ref MyEfsFileSystem
LocalMountPath: /mnt/EFS
Policies:
- AWSLambdaExecute
- Version: '2012-10-17 !
Statement:
- Effect: Allow
Action:
- s3:GetObject
- s3:GetObjectACL
Resource: 'arn:aws:s3:::sam-s3-demo-bucket/*"'
Events:
ApiEvent:
Type: Api
Properties:
Path: /path
Method: get

ImageConfig 0{| Al

CtE2 7|X| R&8Imagel| Lambda & =0 CHEt ImageConfigQ| o & LICE.
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YAML

HelloWorldFunction:
Type: AWS::Serverless::Function
Properties:
PackageType: Image
ImageUri: account-id.dkr.ecr.region.amazonaws.com/ecr-repo-name:image-name
ImageConfig:
Command:
- "app.lambda_handler"
EntryPoint:
- "entrypointl"
WorkingDirectory: "workDir"

RuntimeManagementConfig 04| A

UOOIESIEE 74 El Lambda &%

fjo

2Rl SEof et HEFY B E

TestFunction
Type: AWS::Serverless::Function

Properties:

Runtime: python3.9
RuntimeManagementConfig:
UpdateRuntimeOn: Auto
£ YoO|EStE S 7/dEl Lambda B =

gt47} ool EE m HEFY Bt

TestFunction
Type: AWS::Serverless::Function

Properties:

Runtime: python3.9
RuntimeManagementConfig:
UpdateRuntimeOn: FunctionUpdate

HEIY 282 522 UO0|EstTF T+ JE Lambda & =

TestFunction
Type: AWS::Serverless::Function

Properties:
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Runtime: python3.9
RuntimeManagementConfig:
RuntimeVersionArn: arn:aws:lambda:us-
east-1::runtime:4c459dd0104ee29ec65dcad@56c@b3ddbe20d6db76b265ade7eda9a@66859ble
UpdateRuntimeOn: Manual

SnapStart ol Al

g F HTO| A SnapStart7t 74%4 = Lambda & 2] o:

TestFunc
Type: AWS::Serverless::Function
Properties:

SnapStart:
ApplyOn: PublishedVersions

TenancyConfig 04/ Al

HYE A8 2E7F 7 U= Lambda & 2| of:

TestFunction
Type: AWS::Serverless::Function
Properties:

TenancyConfig:
TenantIsolationMode: PER_TENANT

DeadLetterQueue

AWS Lambda(Lambda)0lA O|HEE MEIe 4~ IS M O/HEE & st= SQS CH7|Y EE= SNS
FHME X|I'HELICt DLQ(Dead Letter Queue) 7|s0f CHEt XEM|EH LI 2 AWS Lambda 7HEE R} QFLY
Mol DLQ(Dead Letter Queue)E EHZE3FHAMIL.

SAM Lambda & Al® A&of MAHE HEtE RS2 2 F715H04 Lambda AH|A0] 2[A A0
CHEH HMA HEHS 2 04ELICI SQS CH7|¥0i= SQS:sendMessage?t F7HE|11 SNS FA|0l&=
SNS:Publish7} F7}EILICH.

Od24 2

O O L

T3t2| AWS Serverless Application Model(AWS SAM) Rl Z2!0{| A O] ZHX|E MO15t24™ C}
2 Mg

0jo

o424
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https://docs.aws.amazon.com/lambda/latest/dg/invocation-async-retain-records.html#invocation-dlq
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YAML

TargetArn: String
Type: String

=

s

TargetArn
Amazon SQS CH7|¥ &&= Amazon SNS FA|2| Amazon ElA&A O|&(ARN)ILICE.

N

=l
o
Ho

e g5 0i7: o

CloudFormationZ 8tA: 0| &M TargetArn AWS: :Lambda: : Function O|O|E{ §&i9]
1argetarn
DeadLetterConfig &40l & MEELICH

Type
DLQ(Dead Letter Queue) 3.

|E 8 2L SNS, SQS

CloudFormationZ2Hd: 0] 42 AWS SAMO|| TR 3tH CloudFormation S8t £430| gi&L
Ct.

PN
DeadlLetterQueue

SNS ZFx[oi| cHEt DLQ od|A|

YAML
DeadLetterQueue:
Type: SNS
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#sam-function-deadletterqueue-targetarn
#sam-function-deadletterqueue-type
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-lambda-function-deadletterconfig.html#cfn-lambda-function-deadletterconfig-targetarn
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TargetArn: arn:aws:sns:us-east-2:123456789012:my-topic

DeploymentPreference

MZIX Lambda HHE & X|24sHe 7492 XIMELICH MEH Lambda HIE T 404 T8t REAIS LY
AWS SAMOYA MEHEIA OHE BIA0440] IS HIE 2 BESHAIL.

@ Note

AutoPublishAlias
DeploymentPreferenceg X|

ZHH|E A2 5tEdH AWS::Serverless::Function0i| A
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T35t 2] AWS Serverless Application Model(AWS SAM) &
£ ASELch

YAML

List
Enabled: Boolean
Hooks:

Alarms:

Hooks
PassthroughCondition: Boolean
Role:

TriggerConfigurations:
Type: String
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#sam-function-deploymentpreference-alarms
#sam-function-deploymentpreference-enabled
#sam-function-deploymentpreference-hooks
#sam-function-deploymentpreference-passthroughcondition
#sam-function-deploymentpreference-role
#sam-function-deploymentpreference-triggerconfigurations
#sam-function-deploymentpreference-type

AWS Serverless Application Model

A2 AWS SAMOI| 1128l CloudFormation SS58F &440| 9i& L

Jb

CloudFormationZ &43: 0|
Ct.

Enabled

O| bz &7 dY0o| &d3tE[o] Q=X] o F ALCt.

CH.

PassthroughCondition
True?! A2 O| HHZ MES 7t Ed3tE[o] U2, M El CodeDeploy 2| &AR 0| ZZH0| ™ME
ELICH Btxo 2 0] 2 TrueZ MMl oF #LICH OFX| oM &2 Z7H0| FaIseE %.0._|E|
C{2t T CodeDeploy 2lAA 7} MAEL|CTH

0%
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=
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0
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£ 82 of: ofLl2

M2 AWS SAMO| 1Rt CloudFormation S8t 5440| ei&L

JH

CloudFormationZ &43: 0|
C}.

Role

CodeDeploy7} EEHE 0|50 AL & IAM 238 ARNRILICH 0]Zd0| MBZIH IAM &t o| MM E|X|
of&Lct.
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TriggerConfigurations
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CloudFormationZ &t4: 0| £442 AWS: : CodeDeploy: :DeploymentGroup EIAAQ

TriggerConfigurations £4o =2 |3 MEE/L|CH.

Type
X HHEZ R0l = Linear} Canary2te 5 7HX| ZHE| T 2[7F U&LICH A8 E £+ Qe HIZ RF
MM H{EMMEE FHESMR
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CloudFormation£ &4d: 0| &4 AWS SAMO|| 85t CloudFormation

DeploymentPreference:
Enabled: true
Type: Canaryl@Percentl@Minutes

Alarms:
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-codedeploy-deploymentgroup.html#cfn-codedeploy-deploymentgroup-triggerconfigurations
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- IRef: AliasErrorMetricGreaterThanZeroAlarm
- IRef: LatestVersionErrorMetricGreaterThanZeroAlarm

Hooks:
PreTraffic:
IRef: PreTrafficLambdaFunction

PostTraffic:
IRef: PostTrafficLambdaFunction

Fn: :If LH& &8 A& 8 DeploymentPreference

&uzt 70| Fn: : IfE AS5ts BiE BF ™ol of|LIct o] oiA[o M= Alarml7t
MyCondition@! &< trueO| AE|1, Alarm20| Alarm50|24 MyCondition & false7t 4 &
ZAdLct.

YAML

DeploymentPreference:
Enabled: true
Type: Canaryl@Percentl@Minutes

Alarms:
Fn::If:
- MyCondition
- - Alarml
- - Alarm2
- Alarm5
Hooks

[l

EZiE 0|8 =0 A™E[= Lambda & =& HASELICH

(® Note
0| HdolM HEE|l= Lambda &= 2L PCodeDeployLambdaAllasUpdate A E
A 9| AWS::Lambda::Alias & & T gfLICt RtM[EH LHE2 ALE XL 7H0[=E 2| AWS
CloudFormationCodeDeploy LambdaAliasUpdate 2 & X 5HA| 2.
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YAML

PostTraffic: String
PreTraffic: String

=

s

PostTraffic

EgfE 0|5 F0f A== Lambda & == LICH

L+ g5 {8 ot
CloudFormationZ &t: 0| £42 AWS SAMOI| 11 ] 5l CloudFormation S S8+ £440| Q&L
Ct.
PreTraffic
EciZlo| o|s5t7| Hoi| A E|= Lambda &+ &lLICH
fY: EXAY
L 85 o458 ofLR2
CloudFormationZ &t4: 0| £42 AWS SAMOI| 1175t CloudFormation S &8 &£430]| ei&L
Ct.
0f Al
=3

oA =3 &=
YAML

Hooks:

PreTraffic:
Ref: PreTrafficlLambdaFunction

PostTraffic:
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#sam-function-hooks-posttraffic
#sam-function-hooks-pretraffic
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Ref: PostTrafficLambdaFunction

DurableConfig

AWS Lambda &==0i CiE LHTE U= A™ dHe FHELICH WTE U g+E 2019 S A
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AWS Serverless Application Model (AWS SAM) B ZZ!0{ A 0| 7HXIE Melste{dd ot +

ExecutionTimeout: Integer
RetentionPeriodInDays: Integer
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ExecutionTimeout

LambdaZt SF & & EX|st7| ol A= SF 518 st= AlZH(EZ)LICH =22 366 =
31,622,400 & LC}.

Z|CH: 31622400

E
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=

CloudFormation £2t44:0| £42 AWS: :Lambda: : Function DurableConfig Ci|O|E R 2]
ExecutionTimeout £48o2 &3 MEEL|CH

RetentionPeriodInDays

LA 0o| ot Aldo| ZBRE £ LambdaZl 7|2 |Xlsts Y2, 1~90LLIC 7|24t
14lL|Ct.
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https://docs.aws.amazon.com/lambda/latest/dg/durable-functions.html
#sam-function-durableconfig-executiontimeout
#sam-function-durableconfig-retentionperiodindays
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-lambda-function-durableconfig.html#cfn-lambda-function-durableconfig-executiontimeout
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CloudFormation £&H44:0] £ 442 AWS: :Lambda: : Function DurableConfig GlO|E{ R& 9|

RetentionPeriodInDays £8S 2 & MEEL|CH

of| A
DurableConfig
A3 FBH AIZHO| 1A1ZHO|T 2 E 7I7H0| 79l 4ol CHEH LhTAY 744 oMl @lLict
YAML
DurableConfig:

ExecutionTimeout: 3600
RetentionPeriodInDays: 7

EventlnvokeConfiguration

HIS7|A Lambda E@& EE& HT 2t & 28t 74 SHYULICHL
Odzi{=
O O -
T3t2l AWS Serverless Application Model(AWS SAM) Bl Z2I0{|A O] Z4X|E Molste{d Cf S BHE
£ A8 gL
YAML

DestinationConfig: EventInvokeDestinationConfiguration

MaximumEventAgeInSeconds: Integer

MaximumRetryAttempts: Integer
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-lambda-function-durableconfig.html#cfn-lambda-function-durableconfig-retentionperiodindays
https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html
#sam-function-eventinvokeconfiguration-destinationconfig
#sam-function-eventinvokeconfiguration-maximumeventageinseconds
#sam-function-eventinvokeconfiguration-maximumretryattempts
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DestinationConfig

LambdaZt O|HIEE *2|gt = o|HE | CHY E X5t 7 A~ Lict
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£ &: EventinvokeDestinationConfiguration

[z}
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CloudFormationZ 8t%4d: 0| £42 DestinationConfig 2|AA9|

AWS: :Lambda: :EventInvokeConfig &3} f AL LICH. SAMO|= CloudFormationof 8= F

7t Of7iH QI “RE 0| ERELCH
MaximumEventAgeInSeconds
LambdaZl ME[& el & ol ELiE 22| 2[C] AFE 7|ZHULICH.
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CloudFormationZ &4d: 0| £42 AWS: :Lambda: :EventInvokeConfig ElAAQ

MaximumEventAgeInSeconds £49 2 & MEELICH.

MaximumRetryAttempts

CloudFormationZ &td: 0| £ MaximumRetryAttempts 2lA&A9]
AWS: :Lambda: :EventInvokeConfig 4822 E|% MEELICH.

of| Al
MaximumEventAgelnSeconds
MaximumEventAgelnSeconds 0| A

YAML

EventInvokeConfig:
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-lambda-eventinvokeconfig-destinationconfig.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-eventinvokeconfig.html#cfn-lambda-eventinvokeconfig-maximumeventageinseconds
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-eventinvokeconfig.html#cfn-lambda-eventinvokeconfig-maximumretryattempts
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MaximumEventAgeInSeconds: 60
MaximumRetryAttempts: 2
DestinationConfig:
OnSuccess:
Type: SQS
Destination: arn:aws:sqs:us-west-2:012345678901:my-queue
OnFailure:
Type: Lambda
Destination: !GetAtt DestinationLambda.Arn

EventlnvokeDestinationConfiguration

LambdaZt O|HEE X{2|8t £ O|HEQ| CHA S X|HsteE 74 ZHA|JL|CH

0424
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T35t 2| AWS Serverless Application Model(AWS SAM) B Z 20| M O] ZHA|E Mei5ted™ S BHE
2 ArSECH.

YAML

OnFailure: OnFailure

OnSuccess: OnSuccess
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s

OnFailure
/o Alufst o|HIE S| CHatIL|C}.

K44: OnFailure
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CloudFormationE &4d: 0| £42 OnFailure 2|A~AQ| AWS: :Lambda: :EventInvokeConfig
&80 RALELICH F7F SAM & £/8921 TypeO| 2 FELICEH

OnSuccess
MEXoZ &E|E o|HIE S| CHANQIL|CE.

234: OnSuccess
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#sam-function-eventinvokedestinationconfiguration-onfailure
#sam-function-eventinvokedestinationconfiguration-onsuccess
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-lambda-eventinvokeconfig-onfailure.html
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o Al
OnSuccess
OnSuccess o K|

YAML

EventInvokeConfig:
DestinationConfig:

OnSuccess:
Type: SQS
Destination: arn:aws:sqs:us-west-2:012345678901:my-queue

OnFailure:
Type: Lambda
Destination: !GetAtt DestinationlLambda.Arn

OnFailure
*2loi| Alufst o|HIEO| CHatIL|C}.
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Destination: String
Type: String
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Destination

CHA EBlAA 9| Amazon ElAA O|E(ARN)RILICE.
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-lambda-eventinvokeconfig-onsuccess
#sam-function-onfailure-destination
#sam-function-onfailure-type
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CloudFormationE &td: 0| £ OnFailure E|AA9| AWS: :Lambda: : EventInvokeConfig
E80 FARLICH SAM2 0| Mo & ZE|lE ElaAo] HMASHE O 2§ HEHE o] &
of #HE X5 MM IAM A &0l F7HELICH.

Z7F &1 Mg 40| Lambda/EventBridge@! A< CHAo| =@ &FL|CH

CHAOM B ZE|E= 2laAao] RELICH X[HEl=E K82 SQS, SNS, S3, Lambda 2
EventBridge &IL|C}.
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CloudFormationZ &4d: 0] 42 AWS SAMO]| TR 5tH CloudFormation SS38F £40| gi&L
Ct.

Z7F &1 AHE: 40| SQS/SNSO| 1 Destination £430]| H|o{ Q= ZHL SAMO| SQS/

SNS 2|AAE Xt& MYELICH 2|l&aAE & Z5tE{M SQSe| B <function-logical-
id>.DestinationQueueE, SNSQ| B <function-logical-id>.DestinationTopicE
A&ELCH R3 0| Lambda/EventBridge@! @< DestinationO| EQlL|Ct.

Ol Al

SQS 2! Lambda CHA S AFE 8t Eventinvoke 743 o A

O| ol Mlof A= SQS OnSuccess 4301 CHaH CH&fo| MBS IX| ©f |22 sQs IZH7|
WS MAMStT st Mete FterLIct. =8t o] N MHE El } | Lambda 2|4
off CHEh CH&f Bt B =7t OnFailure 7401 X|IHE|0] Y222 SAM CHE Lambda & & =Y
£dt= o 228t HetE 0l Lambda & =0fl F7HEFLICH

POI- |

EventInvokeConfig:
DestinationConfig:
OnSuccess:
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Type: SQS
OnFailure:
Type: Lambda
Destination: !GetAtt DestinationLambda.Arn # Arn of a Lambda function declared
in the template file.

SNS CHAMZ A28 Eventinvoke T 43 04| A
O| of| M0 M= OnSuccess T+ 2| RIZE! mlJof 41 E SNS FA|of CHato4 CHAH O] A3 ElLICH

YAML

EventInvokeConfig:
DestinationConfig:
OnSuccess:
Type: SNS
Destination:
Ref: DestinationSNS # Arn of an SNS topic declared in the tempate file

OnSuccess

dEHMo 2 *E|E o|HIES| CHe &iL|Ct.
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Destination: String
Type: String
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#sam-function-onsuccess-destination
#sam-function-onsuccess-type
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AAO[ AWS: :Lambda: :EventInvokeConfig
Lest HetE ol &=

£ M2 0nSuccess BlAAQ
ElE 2lAAN HMASHE O

AWS Serverless Application Model

CloudFormationZ 2t4d: 0|
d_-l\_ch_Tl_ %—Al-gl'l,ll:l- SAMQ o| _JtA-Io.||A-| xl-x
o} 2Rl XS MM 1AM 2 &ho]| =71 ct.
£ % 0| Lambda/EventBridge?! <
Type

Il 82 SQS, SNS, S3, Lambda &

CHAMOI A &F & E|=
EventBridge &IL|CH.

alaaol gEeY

L3 BEXY
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CloudFormation£ &H4: 0] &4 AWS SAMO|| 1304 CloudFormation SS 8+ 40| gi&L
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2 O QS/SNSO|_|_ Destination £440| H|0-| Rl= 4L SAMO| SQS/
AAE B ESE{™ SQSe| B <function-logical -

FTILEDAE: S
SNS Z|&~AE RS ddefLch 2|AaE
id>.DestinationQueueE, SNSQ| A% <function-logical-id>.DestinationTopicE
Ea=uct.

A8 %tLICH 80| Lambda/EventBridge?! Z2< DestinationO]

o Al
SQS 2! Lambda CHA & AF&$F Eventinvoke 7+43 04| A|
Ol oMol M= SQS OnSuccess FA30f CHaH CHANO| MZ E|X| o222 SAM2 2 AR 22 SQS IZH7I
HetE F74erct E8F O] oMo ElZ 2! ufof MR1El Lambda 2|4
oo Z SAM2 CHA Lambda &+& ’%".;1 3z

z Ogl_l- L= T
7} OnFailure 440 X|Z |0
g0l F7HELCE

o -
oS AHAH °|' R
AR —

b} Bt
£ 0| Lambda

EventInvokeConfig:
DestinationConfig:
OnSuccess:
Type: SQS
OnFailure:
Type: Lambda
Destination: !GetAtt DestinationLambda.Arn
in the template file.

# Arn of a Lambda function declared
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-lambda-eventinvokeconfig-onsuccess
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SNS CHAMZ ALE 8 Eventinvoke T43 04| A

O| oMo A= OnSuccess 7/ d 2| RIEZS! mt Ao 4121El SNS FXi|of Cistod CHaf o] MS-E LICt.

YAML

EventInvokeConfig:
DestinationConfig:
OnSuccess:
Type: SNS
Destination:
Ref: DestinationSNS # Arn of an SNS topic declared in the tempate file

EventSource

Eg2[Hst= O|HE S| A4 5 HEHS= HAMULICH Z O|HEE 32t i ol Wt et
A Zt H

. Zf O|HIE A 0| Hdof CHEE RHA|E 2 sl R0 ME L=

3t2| AWS Serverless Application Model(AWS SAM) RIZ2I0{|AM O] ZiX|E MeI5tedd OIS BYE
2 A E Lt

YAML

Properties: AlexaSkill | Api [ CloudWatchEvent | CloudWatchLogs [ Cognito
| DocumentDB [ DynamoDB | EventBridgeRule | HttpApi [ IoTRule [ Kinesis [ MQ [ MSK
| S3 | Schedule | ScheduleV2 | SelfManagedKafka [ SNS [ SQS

Type: String
& Ad
-1 o
Properties

O| O|HE OfE S| 92 dFste AAMULICH SE ME

rr

Hol&El f82 EofioF &L

&: AlexaSkill | Api | CloudWatchEvent | CloudWatchLogs | Cognito | DocumentDB | DynamoDB
| EventBridgeRule | HttpApi | loTRule | Kinesis | MQ | MSK | S3 | Schedule | ScheduleV2 |
SelfManagedKafka | SNS | SQS

T4 #2042 of
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#sam-function-eventsource-properties
#sam-function-eventsource-type

AWS Serverless Application Model

CloudFormationZ &4d: 0| &
Ct.

Type
O|HE .

e AWS SAMO| TR 5tH CloudFormation S

S &8t gk AlexaSkill, Api, CloudWatchEvent, CloudWatchLogs, Cognito, DocumentDB,

DynamoDB, EventBridgeRule, HttpApi, IoTRule, Kinesis, MQ, MSK, S3, Schedule,

ScheduleV2, SelfManagedKafka, SNS, SQS

CH.

0f| Al
APIEvent
AP| O|HIE Al oA

YAML

ApiEvent:
Type: Api
Properties:
Method: get
Path: /group/{user}
RestApild:
Ref: MyApi

AlexaSkill

AlexaSkill O|HE A

0424
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HO

T5t2| AWS Serverless Application Model(AWS SAM) &I E &
£ Mg

oM O] Z

A E
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YAML

SkillId: String

Ad
o

I

SkillId

F5t2] Alexa AZIo| CHE Alexa AZ! ID. AZ IDO| CHE REMIEH LIS Alexa AZ 7| E ATEA0]
M Lambda &2=0{ CHEt EE|7{ A2 EHZFHML.

q
=

Jo
od
el
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L

CloudFormationE&d: 0] A4 AWS SAMO|| TR 3l CloudFormation S8 £40| Q&L
Ct.

0 Al
AlexaSkillTrigger
o2 A AZI O[HIE o K]

YAML

AlexaSkillEvent:
Type: AlexaSkill

Api O|HE AA RES MU= A AWS::Serverless::Api El&A7F HolEl 42 42 2 HAME
olof| @ P

1 }Ae 2n Lx[sHok gfLCH.

vaScript APIZ A8 3l StatusCode 2! body 717} Q= ZHA|E HHEHElod SEO| AEl 2

—
=01, Ja
222 HMofg = J&Lct.
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#sam-function-alexaskill-skillid
https://developer.amazon.com/docs/custom-skills/host-a-custom-skill-as-an-aws-lambda-function.html#configuring-the-alexa-skills-kit-trigger
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T3t2| AWS Serverless Application Model(AWS SAM) Rl Z2!0{| A O] ZHX|E MO15t24™ C}

S AFSELICH

YAML

Auth: ApiFunctionAuth

Method: String
Path: String

RequestModel: RequestModel

RequestParameters:

RestApild: String

TimeoutInMillis: Integer

0] £ Api+Path+Method0il CHBt QI1F T4

X|MH =l DefaultAuthorizer7}

0jo

0424
[ Ne]

Ho

List of [ String | RequestParameter ]

[ o
(I:I)I-\I [ 7O=|T,

2Lch.

e Z20of CHgt APIQ| DefaultAuthorizer M7

Q15 A HE MMHOl5tHLE 7|& ApiKeyRequired MHEE MHEolst= Ol K& LICH.

SE: APIE 4/ HEHRO
e g5 0{F: ot

CloudFormation3 & d:

Ct.
Method

ol &ty 72t 55

=|—I—E

L

M2 AWS SAMO|| 1R 5t0H CloudFormation 58t £40| gi& L

£ HTTP HIMEQL|CH SMol= DELETE, GET, HEAD, OPTIONS, PATCH,

POST, PUT 2! ANYO|(7t) Z & EILICH AtAIEH LI 2 API Gateway 7HZ Xt 7FO[EL| HTTP HIAME

Mre B XM Q.

Ct.

L

M2 AWS SAMO| 11575t CloudFormation &8t 40| ei&L
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#sam-function-api-auth
#sam-function-api-method
#sam-function-api-path
#sam-function-api-requestmodel
#sam-function-api-requestparameters
#sam-function-api-restapiid
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-method-settings-method-request.html#setup-method-add-http-method
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-method-settings-method-request.html#setup-method-add-http-method
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Path
ol &7t 7+ S &K= Uri B2 ILICH /2 A|ZFSHOF B LICEH
R BEXd
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CloudFormationS &t4d: 0] £442 AWS SAMO| 85t CloudFormation S5t £440| g
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L

RequestModel

O] £ API+Path+HIME0| AEE 27 Z-LICt 0|2 AWS::Serverless::Api 2|~ A2
Models MlAMoj| X|HE ZEH 0|ES %

L

CloudFormationE &t4d: 0] £42 AWS SAMO| T3t CloudFormation S8 £40| gi&L
Ct.

RequestParameters

O| £ API+Path+HIMEO] CHEF mt2t0lE F-&E FELICH 2 & mtetdl
E{ O|&2 method.request® A|Z5{0F 5tH, method.request.header,
method.request.querystring, & method.request.pathZ A&t x|o{oF & LICt

S 50i= o7 0|8 EXYD RequestParameter &7} 25 Z&HE £ QI&LICH EXFY Q|
A< Required 2 Caching §42 falsed| 7|[2XMo 2 MHFLICH

7 [EAYE | 2F ntetdH]| 5

CloudFormationE &td: 0] £ 42 AWS SAMO| T3t CloudFormation S8 £440| gi&L
Ct.

RestApild

ANEE B2 HMEE 7t BrHE Z &S0 5HE RestAPI E|AA0| AJHZL 0|2 LMoz
ol EXofl Ho|El AWS::Serverless::Api EIAAE HZEST S MY ELICH
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O] &M E HOoldtX| t= B AWS SAM2 ‘ddEl AWS::Serverless::Api ZAE AFE5t0{ 7|2
OpenApi E|&AE BHELICH 81T 2|AA0|= RestApiIdE XIHSHK| &2 SYUsH HAEZEX9| Api
O|HIEof ol Ho|El ZE A=t HMETL S&Elo] [&LICH
O|A2 Ct2 "HERo| HolE AWS::Serverless::Api EIAAE FEXE £+ igLct
e 2R
L4 H2 of: ofL2
CloudFormationZ &t4d: 0] £A942 AWS SAMO]| 1R 5tH CloudFormation S5 8 £440| &L
CH.
TimeoutInMillis
50~29,00022|Z= AtO|o] MIBH AlZh AHE R} X7 LT
(® Note
O] &g XYM, AWS SAM2 OpenAP| Hol& HZEE LICt OpenAPI HolE=
DefinitionBody &4 At&3dto{ QEtQIe = K| at o &L|Ct.
28 ¥4
T4 S off:ofLle
7|22k 29,000 2| &= (29 ) LICE
CloudFormationZ &tAd: 0] £432 AWS SAMO| 185+ CloudFormation S5t £40| gi&L
CH.
0d| Al
7|2 oflA|
YAML
Events:
ApiEvent:
Type: Api
Properties:
Path: /path
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Method: get
RequestParameters:
- method.request.header.Authorization
- method.request.querystring.keyword:
Required: true
Caching: false

ApiFunctionAuth

EMAPI, 22 2 HAMEo CHal O|HE £=ZFo|M et HF04iE FAELICT

al
Eli

[T

T3t2| AWS Serverless Application Model(AWS SAM) RIZ2I0{|AM O] Z4X|E MeI5tedd OIS BWYE
2 Mg

YAML

ApiKeyRequired: Boolean
AuthorizationScopes: List

Authorizer: String

InvokeRole: String

OverrideApiAuth: Boolean
ResourcePolicy: ResourcePolicyStatement

Ad
S

I

ApiKeyRequired

O| API, A2 2 HIMEo] CHEF API 7|7} 2 EFL|C},
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o

=
T
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1
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= o{&: ofL|2

CloudFormation& 2t4: 0| &4 AWS SAMOI| 1?35t CloudFormation S S8t £430| gigL
Ct.

AuthorizationScopes

O| API, ZZ L HMEO ME8& £+ = HEH H0o4 HY.
X8t HR|E= sl £ A2 K8t AR DefaultAuthorizer £40|M X8t ZE HQE R
ofgtL|Ct.
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#sam-function-apifunctionauth-apikeyrequired
#sam-function-apifunctionauth-authorizationscopes
#sam-function-apifunctionauth-authorizer
#sam-function-apifunctionauth-invokerole
#sam-function-apifunctionauth-resourcepolicy
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Authorizer

x4
o
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=8 2|8t Authorizer

Am

H3tol AWS: :Serverless: :Api ElAA0| 22 Mt £04X7t X|HE B2, AuthorizerE
NONEL Z MH35t0 et 2 0{ALE MHOE = U&LICH EX| 32 0d= Amazon API Gateway
REST APIO|| CHEt 2 2 HEt £0{A MHO|Z(B) HZSIMIL.

(@ Note
AWS: :Serverless: :Api 2IAA Q| DefinitionBody £42 ALE3610{ APIE MESIE
A2 Authorizer®t &7 OverrideApiAuth2 AFE35t0{ &t 22 et Ro{ktE
MEolsoF g LIt RtMIEF HE = OverrideApiAuth2 XML
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InvokeRole

AWS_TAM T £040]| Al2 & InvokeRoleE K| ErL|CE
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Z7} 21 AE: CALLER_CREDENTIALSE arn:aws:iam:::<user>/2 OZ
HOIOIEE AIE35I0{ AEXQIEE SEFLICH
OverrideApiAuth
T{5t2| AWS: :Serverless: :ApiElAAQo| 22 Het RoXt F4E MHQ|
XIHEELICH o]l &2 22 et R04AHE X|H35H1 AWS: :Serverless:
DefinitionBody &2 AL&3t0{ APIE MHSt= Aot Lo,
(® Note

OverrideApiAuth2 trueZ Xl""éf‘:'

ApiKeyRequired, Authorizer, &
Ct. 2k OverrideApiAuthE
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StEE trues

:Api ElAA9|
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2 ResourcePolicyd| MBE 222 AMHEHOIEL
SoHM Moz L7t XIHE]
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CloudFormationE&td: 0] £ 42 AWS SAMO|| 1?5t CloudFormation S8 £40| gi&L
CF.
ResourcePolicy
APIOIAM O] B20 CHEF 2lAA HAMME T HEHL|CH
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CloudFormationZ &td: 0| £42 AWS SAMO|| 11} 5l CloudFormation S S8+ £440| Qi&L
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YAML

Auth:
ApiKeyRequired: true
Authorizer: NONE

Amazon AP| Gateway REST APIO|| CHEt 2 2 & H$t

AWS: :Serverless: :Api ZlAA Q| 22 HEt Hodx}

et 04Xt E Fgst= ol ULCh.

AWSTemplateFormatVersion: '2010-09-09'
Transform: AWS::Serverless-2016-10-31

Resources:
MyApiWithLambdaRequestAuth:
Type: AWS::Serverless::Api
Properties:
Auth:
Authorizers:
MyLambdaRequestAuth:

FunctionArn: !GetAtt MyAuthFn.Arn
DefaultAuthorizer: MylLambdaRequestAuth

gg = A&LICH ChE 2 oML,

AWSTemplateFormatVersion: '2010-09-09'
Transform: AWS::Serverless-2016-10-31

Resources:
MyFn:
Type: AWS::Serverless::Function
Properties:

Events:
LambdaRequest:
Type: Api
Properties:

RestApiId: !Ref MyApiWithLambdaRequestAuth

F 04X MO

st A

o=

o

T3t2| AWS Lambda & 2| 7|2 &t 2 04XIE AH2|5t2{™ F5t= AuthorizerE NONELZE X|
I.
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Method: GET
Auth:

Authorizer: NONE

AWS::AMHE|A::Api& DefinitionBody7t X|HE B2 22H ™

1o=2

DefinitionBody& 4 S AtE35t04 AWS: :Serverless:
JfeHo| 2fSotX| k&L ChE2

= 2 AWS::Serverless: :Api 2l&

A0 Def
235le oAl Lct.

AWSTemplateFormatVersion: '2010-09-09'

Transform: AWS::Serverless-2016-10-31

Resources:

MyApiWithLambdaRequestAuth:

Type: AWS::Serverless::Api
Properties:

DefinitionBody:
swagger: 2.0
paths:
/lambda-request:
Auth:
Authorizers:
MyLambdaRequestAuth:
FunctionArn: !GetAtt MyAuthFn.Arn

DefaultAuthorizer: MylLambdaRequestAuth

22 M 204X E A HO|5tE{M OverrideApiAuth HE2 A8
MSE o2 22 Mt 2o{AE A Yo|st= Ol OverrideApiAuth2 A

AWSTemplateFormatVersion: '2010-09-09'

Transform: AWS::Serverless-2016-10-31

Resources:

MyApiWithLambdaRequestAuth:

Type: AWS::Serverless::Api
Properties:

DefinitionBody:

AWS::Serverless::Function
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initionBody &4

2 Authorizero
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swagger: 2-0

paths:
/lambda-request:

Auth:
Authorizers:
MyLambdaRequestAuth:
FunctionArn: !GetAtt MyAuthFn.Azrn
DefaultAuthorizer: MylLambdaRequestAuth
MyAuthFn:
Type: AWS::Serverless::Function
MyFn:
Type: AWS::Serverless::Function
Properties:
Events:
LambdaRequest:
Type: Api
Properties:
RestApiId: !Ref MyApiWithLambdaRequestAuth
Method: GET
Auth:
Authorizer: NONE

OverrideApiAuth: true
Path: /lambda-token

ResourcePolicyStatement

APIo| R E HMES} AEof CHEt 2lAA Mg AI5HL|Ct EI_/.\_A X AMof| CHEr XEAIEH LI 2 API
Gateway 70 &} LM Q| API Gateway E|lAA HAE ALE5HE HMA M08 FHEFIAML.
mCER=]
O O -
T3t2| AWS Serverless Application Model(AWS SAM) RIZ2/0{|AM O] ZHX|E MeI5tedH OIS BYE
2 ALSELICH
YAML
AwsAccountBlacklist: List
AwsAccountWhitelist: List
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https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-resource-policies.html
#sam-function-resourcepolicystatement-awsaccountblacklist
#sam-function-resourcepolicystatement-awsaccountwhitelist
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List
IntrinsicVpcBlacklist:

CustomStatements:

List

List
List
List

IntrinsicVpcWhitelist:

IntrinsicVpceBlacklist:

IntrinsicVpceWhitelist:
IpRangeBlacklist: List
IpRangeWhitelist: List
SourceVpcBlacklist: List
SourceVpcWhitelist: List
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AwsAccountBlacklist

nzgtd: ol &

CloudFormation£&t4: 0| &4
Ct.

CustomStatements
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S =5
L4 S o oLl

CloudFormation
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#sam-function-resourcepolicystatement-customstatements
#sam-function-resourcepolicystatement-intrinsicvpcblacklist
#sam-function-resourcepolicystatement-intrinsicvpcwhitelist
#sam-function-resourcepolicystatement-intrinsicvpceblacklist
#sam-function-resourcepolicystatement-intrinsicvpcewhitelist
#sam-function-resourcepolicystatement-iprangeblacklist
#sam-function-resourcepolicystatement-iprangewhitelist
#sam-function-resourcepolicystatement-sourcevpcblacklist
#sam-function-resourcepolicystatement-sourcevpcwhitelist
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IntrinsicVpcBlacklist
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IntrinsicVpceWhitelist
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/dynamic-references.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/intrinsic-function-reference-ref.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/dynamic-references.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/intrinsic-function-reference-ref.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/dynamic-references.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/intrinsic-function-reference-ref.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/dynamic-references.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/intrinsic-function-reference-ref.html

AWS Serverless Application Model

CloudFormationZ2t: 0] 42 AWS SAMO|| TR 3tH CloudFormation S5 40| gi&L
C}.

IpRangeBlacklist
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IpRangeWhitelist
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SourceVpcWhitelist
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CloudFormationE&t4d: 0] 42 AWS SAMO]| T3t CloudFormation S8 £40| gi&L
Ct.
0f| Al

2lAA HA o Al
Ct2 Al E F 70| IP FAQ & 7He| AA VPCE AEHSt D 8 AWSHHEE s{2etL|Ct.

YAML

Auth:
ResourcePolicy:
CustomStatements: [{
"Effect": "Allow",
"Principal": "*",
"Action": "execute-api:Invoke",
"Resource": "execute-api:/Prod/GET/pets",
"Condition": {
"IpAddress": {
"aws:Sourcelp": "1.2.3.4"

}

1]
IpRangeBlacklist:

- "10.20.30.40"
- "1.2.3.4"
SourceVpcBlacklist:
- "vpce-la2b3c4d"
AwsAccountWhitelist:
- "111122223333"
IntrinsicVpcBlacklist:
- "{{resolve:ssm:SomeVPCReference:1}}"
- 1Ref MyVPC
IntrinsicVpceWhitelist:
- "{{resolve:ssm:SomeVPCEReference:1}}"
- IRef MyVPCE

RequestModel

=’d Api+Path+Method0l| CHEF @8 ZES 7 ggFLCH
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YAML
Model: String
Required: Boolean
ValidateBody: Boolean
ValidateParameters: Boolean
2 A4
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Model
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ValidateBody
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#sam-function-requestmodel-model
#sam-function-requestmodel-required
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RequestModel:
Model: User

Required: true
ValidateBody: true
ValidateParameters: true
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YAML

Caching: Boolean
Required: Boolean
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RequestParameters:
- method.request.header.Authorization:
Required: true
Caching: true
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#sam-function-requestparameter-caching
#sam-function-requestparameter-required
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Enabled: Boolean
EventBusName: String
Input: String

InputPath: String
Pattern: EventPattern

State: String
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-events-rule.html
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#sam-function-cloudwatchevent-eventbusname
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#sam-function-cloudwatchevent-pattern
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-events-rule.html#cfn-events-rule-eventpattern
#sam-function-cloudwatchevent-state
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-events-rule.html#cfn-events-rule-state
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-events-rule.html#cfn-events-rule-eventbusname
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-events-rule-target.html#cfn-events-rule-target-input
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-events-rule-target.html#cfn-events-rule-target-inputpath
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YAML

CWEvent:
Type: CloudWatchEvent
Properties:
Enabled: false
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Input: '{"Key": "Value"}'
Pattern:
detail:
state:
- running
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YAML

FilterPattern: String
LogGroupName: String
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-logs-subscriptionfilter.html
#sam-function-cloudwatchlogs-filterpattern
#sam-function-cloudwatchlogs-loggroupname
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/FilterAndPatternSyntax.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-logs-subscriptionfilter.html#cfn-cwl-subscriptionfilter-filterpattern
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YAML

CWLog:
Type: CloudWatchlLogs
Properties:
LogGroupName:
Ref: CloudWatchLambdalLogsGroup
FilterPattern: My pattern
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Trigger: List
UserPool: String
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-logs-subscriptionfilter.html#cfn-cwl-subscriptionfilter-loggroupname
#sam-function-cognito-trigger
#sam-function-cognito-userpool
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CognitoUserPoolPreSignup:

Type:
Properties:
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UserPool:
Ref: MyCognitoUserPool

Trigger: PreSignUp
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-cognito-userpool-lambdaconfig.html
https://docs.aws.amazon.com/lambda/latest/dg/with-documentdb.html
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Cluster: String

CollectionName: String
DatabaseName: String

Enabled: Boolean

FilterCriteria: FilterCriteria
FullDocument: String

KmsKeyArn: String
MaximumBatchingWindowInSeconds: Integer
SecretsManagerKmsKeyId: String
SourceAccessConfigurations: List
StartingPosition: String
StartingPositionTimestamp: Double
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-lambda-eventsourcemapping-filtercriteria.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-lambda-eventsourcemapping-filtercriteria.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-eventsourcemapping.html#cfn-lambda-eventsourcemapping-batchsize
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-eventsourcemapping.html#cfn-lambda-eventsourcemapping-batchsize
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-eventsourcemapping.html#cfn-lambda-eventsourcemapping-eventsourcearn
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-lambda-eventsourcemapping-documentdbeventsourceconfig.html#cfn-lambda-eventsourcemapping-documentdbeventsourceconfig-collectionname
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-lambda-eventsourcemapping-documentdbeventsourceconfig.html#cfn-lambda-eventsourcemapping-documentdbeventsourceconfig-databasename
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-eventsourcemapping.html#cfn-lambda-eventsourcemapping-enabled
https://docs.aws.amazon.com/lambda/latest/dg/invocation-eventfiltering.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-lambda-eventsourcemapping-filtercriteria.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-lambda-eventsourcemapping-filtercriteria.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-lambda-eventsourcemapping-filtercriteria.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-lambda-eventsourcemapping-documentdbeventsourceconfig.html#cfn-lambda-eventsourcemapping-documentdbeventsourceconfig-fulldocument
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-eventsourcemapping.html#cfn-lambda-eventsourcemapping-kmskeyarn
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-eventsourcemapping.html#cfn-lambda-eventsourcemapping-maximumbatchingwindowinseconds
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-eventsourcemapping.html#cfn-lambda-eventsourcemapping-maximumbatchingwindowinseconds
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-lambda-eventsourcemapping-sourceaccessconfiguration.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-eventsourcemapping.html#cfn-lambda-eventsourcemapping-sourceaccessconfigurations
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-eventsourcemapping.html#cfn-lambda-eventsourcemapping-startingposition
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-eventsourcemapping.html#cfn-lambda-eventsourcemapping-startingpositiontimestamp
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Ol Al

Amazon DocumentDB O|HE A A

AWSTemplateFormatVersion: '2010-09-09'
Transform: AWS::Serverless-2016-10-31

Resources:
MyFunction:
Type: AWS::Serverless::Function
Properties:
Events:
MyDDBEvent:
Type: DocumentDB
Properties:
Cluster: "arn:aws:rds:us-west-2:123456789012:cluster:docdb-2023-01-01"
BatchSize: 10
MaximumBatchingWindowInSeconds: 5
DatabaseName: "dbl"
CollectionName: "collectionl”
FullDocument: "UpdatelLookup"
SourceAccessConfigurations:
- Type: BASIC_AUTH
URI: "arn:aws:secretsmanager:us-west-2:123456789012:secret:doc-db"
DynamoDB
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YAML

BatchSize: Integer
BisectBatchOnFunctionError: Boolean

DestinationConfig: DestinationConfig
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https://docs.aws.amazon.com/lambda/latest/dg/with-ddb.html
https://docs.aws.amazon.com/lambda/latest/dg/with-ddb.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-eventsourcemapping.html
#sam-function-dynamodb-batchsize
#sam-function-dynamodb-bisectbatchonfunctionerror
#sam-function-dynamodb-destinationconfig
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-eventsourcemapping.html#cfn-lambda-eventsourcemapping-destinationconfig
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Enabled: Boolean

FilterCriteria: FilterCriteria
FunctionResponseTypes: List
KmsKeyArn: String
MaximumBatchingWindowInSeconds: Integer
MaximumRecordAgeInSeconds: Integer
MaximumRetryAttempts: Integer
MetricsConfig: MetricsConfig
ParallelizationFactor: Integer
StartingPosition: String
StartingPositionTimestamp: Double
Stream: String
TumblingWindowInSeconds: Integer
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#sam-function-dynamodb-enabled
#sam-function-dynamodb-filtercriteria
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-lambda-eventsourcemapping-filtercriteria.html
#sam-function-dynamodb-functionresponsetypes
#sam-function-dynamodb-maximumbatchingwindowinseconds
#sam-function-dynamodb-maximumrecordageinseconds
#sam-function-dynamodb-maximumretryattempts
#sam-function-dynamodb-metricsconfig
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-lambda-eventsourcemapping-metricsconfig
#sam-function-dynamodb-parallelizationfactor
#sam-function-dynamodb-startingposition
#sam-function-dynamodb-stream
#sam-function-dynamodb-tumblingwindowinseconds
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-eventsourcemapping.html#cfn-lambda-eventsourcemapping-batchsize
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-eventsourcemapping.html#cfn-lambda-eventsourcemapping-bisectbatchonfunctionerror
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8t Zt: ReportBatchItemFailures
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-eventsourcemapping.html#cfn-lambda-eventsourcemapping-destinationconfig
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https://docs.aws.amazon.com/lambda/latest/dg/with-ddb.html#services-ddb-batchfailurereporting
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CloudFormationZ &4d: 0| 42 AWS: :Lambda: :EventSourceMapping 2|4AA9|

FunctionResponseTypes &£40 2 |3 MEHELICE,

KmsKeyArn

Ol O|HIES BREl HEE 2t 535}5tE 7|2 Amazon 2la2A O|E(ARN)ILICE

[ M I

7 EXtL
L = oiF: ot

CloudFormationZ2&t4d: 0| 42 AWS: :Lambda: :EventSourceMapping 2l&AQ
C

S
KmsKeyArn &80 2 =3 MEEL|C

MaximumBatchingWindowInSeconds

g8 &0V Tol| 7|52 8T =Of 7|Zh(EFSI: Z)YLICH

CloudFormationZ &t4: 0] &4 AWS: :Lambda: :EventSourceMapping 2lAAQ

MaximumBatchingWindowInSeconds £82o 2 =& MEE/LICH

MaximumRecordAgeInSeconds
LambdaZl MEZ[E &l & ol ELHE 7152l %[ AFE Z|ZHLICH.
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4

=l
o

]

& #2 ofR: ohle

£ A2 AWS: :Lambda: :EventSourceMapping 2|AA9]

CloudFormationZ &t4: 0] &4
MaximumRecordAgeInSeconds £ 2 & MEELICH

MaximumRetryAttempts

CloudFormationZ2&t4d: 0| 42 AWS: :Lambda: :EventSourceMapping 2l&AQ

MaximumRetryAttempts 402 = MEEL|CH.
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-eventsourcemapping.html#cfn-lambda-eventsourcemapping-functionresponsetypes
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-eventsourcemapping.html#cfn-lambda-eventsourcemapping-kmskeyarn
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-eventsourcemapping.html#cfn-lambda-eventsourcemapping-maximumbatchingwindowinseconds
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-eventsourcemapping.html#cfn-lambda-eventsourcemapping-maximumrecordageinseconds
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-eventsourcemapping.html#cfn-lambda-eventsourcemapping-maximumretryattempts
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MetricsConfig

MeEl BAHEZ Axiste o|HE A4 OiEol CHEr & E XIEE U] EF SEC!

Al 8122 ofl = MetricsConfig O|HEZ(E) H#E3FIM2.

& MetricsConfig

[z}

1
0%

5 0F: oL

CloudFormationZ &t44: 0]
MetricsConfig 4o 2 E|H MEEL|CH.

ParallelizationFactor

Zt AFEOA S Alod| #2[E BR[| 4= LICH.
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A
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=)

[z}

£ 82 o ofLI@

&2 AWS: :Lambda: :EventSourceMapping 2|44 9
x

CloudFormationZ &43: 0| £ 2 AWS: :Lambda: :EventSourceMapping 2|A A9
ParallelizationFactor 4o 2 =M MY EL|CH

StartingPosition

2171E AlEfste AEE Lol 2RI

« TRIM_HORIZON - At 7I5¢8F 2 E 7|82 XMElgLICH.

gt 2t AT_TIMESTAMP | LATEST | TRIM_HORIZON
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[eL|
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o
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I

e
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&= 047 0f

CloudFormationZ&Hd: 0| &M
StartingPosition Moz XF MY E/LI|CH

StartingPositionTimestamp

8AWS :Lambda: :EventSourceMapping 2|4& A9
PN

17|1E& Al&StE AlZHREA AlZh = EHe)LICH StartingPositionTimestamp 1A

StartingPositionZ AT_TIMESTAMPRZ K| & x| Ho|gtL|ct.
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-lambda-eventsourcemapping-metricsconfig
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-lambda-eventsourcemapping-metricsconfig
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-eventsourcemapping.html#cfn-lambda-eventsourcemapping-parallelizationfactor
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-eventsourcemapping.html#cfn-lambda-eventsourcemapping-startingposition
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&: Double

25 {7 ot
CloudFormationZ &t4: 0] £42 AWS: :Lambda: :EventSourceMapping 2|AAQ

StartingPositionTimestamp £4o=2 = MEELIC

Stream

DynamoDB 2E &

LY EAY
Zi &5 045 of

©| Amazon Z|AA O|E(ARN)ILICEH

CloudFormationZ&t4d: 0| 42 AWS: :Lambda: :EventSourceMapping 2l&4AQ
EventSourceArn 492 &3 MEEL|CH
TumblingWindowInSeconds
Ml R 7|Z2HE B Rl). &8 HelE 1~ 900LICH158).
REMIE LI 79 RF 740|= 9] AWS LambdaTumbling windowsE & ZE3HAIL.
fE. "
25 {8 ot
CloudFormationZ &t4: 0] £42 AWS: :Lambda: :EventSourceMapping 2|AAQ

TumblingWindowInSeconds £4o2 &3 MEELICEH

Ol Al

MetricsConfig O|HIE

CHS2 O[HE AA OfZEof CHEF 2| BHAHIYE WA E 26 MetricsConfig S AEstE 2lAA
of of Al Lt
Resources:

FilteredEventsFunction:

Type:
Properties:
CodeUri:

AWS: :Serverless:

:Function

s3://sam-demo-bucket/metricsConfig.zip
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-eventsourcemapping.html#cfn-lambda-eventsourcemapping-startingpositiontimestamp
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-eventsourcemapping.html#cfn-lambda-eventsourcemapping-eventsourcearn
https://docs.aws.amazon.com/lambda/latest/dg/with-ddb.html#streams-tumbling
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-eventsourcemapping.html#cfn-lambda-eventsourcemapping-tumblingwindowinseconds
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Handler: index.handler
Runtime: nodejsl6.x
Events:
KinesisStream:
Type: Kinesis
Properties:
Stream: !GetAtt KinesisStream.Arn
StartingPosition: LATEST
MetricsConfig:
Metrics:
- EventCount

7|& DynamoDB E|0|& 2| DynamoDB O|HIE A A

AWS #H|"Hoi| o|O| = DynamoDB Ef|0|& 2| DynamoDB O|HIE AAQIL|C}

AN -

YAML

Events:
DDBEvent:
Type: DynamoDB
Properties:
Stream: arn:aws:dynamodb:us-east-1:123456789012:table/TestTable/
stream/2016-08-11T21:21:33.291
StartingPosition: TRIM_HORIZON
BatchSize: 10
Enabled: false

&l Z 2loj| 41 El DynamoDB Ef|0|& 01l CHEt DynamoDB O|H E

St "HEZ2 oo Me1E DynamoDB Ei|O|& of CiE DynamoDB O|HIE lL|C},

= — - =

Events:
DDBEvent:
Type: DynamoDB
Properties:
Stream:

!GetAtt MyDynamoDBTable.StreamArn # This must be the name of a DynamoDB table

declared in the same template file
StartingPosition: TRIM_HORIZON
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BatchSize: 10
Enabled: false

EventBridgeRule

Me Elﬁ g+E Amazon EventBridge TF2!2| L& 2 2 4% 35l= EventBridgeRuleO[HE 4
A RS MY AN ULICt RHAM[E LI 2 Amazon EventBridge AF& A+ 7+0| = 9] Amazon
2to

72 HZSHAMIL.

EventBridgeEt

AWS SAM2 0| O|HE R%o0| MHE|o{ U2 AWS::Events::Rule Z|AAE MAIEFL
Ct. AWS SAM2 EventBridgeRuleO| Lambdag& HHMOZ &8 = ULE HE
AWS: :Lambda: :Permission ZIAA T AMAIEFLICE.

0424
oo

Ho

T35t 2| AWS Serverless Application Model(AWS SAM) B Z 20| M O] ZHA|E Mei5ted™ S BHE
2 AFSECH.

YAML

DeadLetterConfig: DeadlLetterConfig
EventBusName: String

Input: String

InputPath: String
InputTransformer: InputTransformer

Pattern: EventPattern

RetryPolicy: RetryPolicy
RuleName: String

State: String

Target: Target

Ad
(=]

il

DeadLetterConfig

CHat S £0| Almfst B2 EventBridge7t O|HEE ™&5H= Amazon Simple Queue
Service(Amazon SQS) CH7|¥E FE&LICH & 01 EXNSIX| &= Lambda & +2 O|HEE
&5t 7HLE EventBridged| Lambda &8 7 S £& M0 SE5HK| A2 22 ¢4 3 £0|
Almfe & Q&L|Ct XFA|EH LI 2 Amazon EventBridge AF& Xt 7H0|E 0| O|HIE R A| T =K 2l
DLQ(Dead Letter Queue) AHE 2 HEFHAMIL.
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https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-events-rule.html
#sam-function-eventbridgerule-deadletterconfig
#sam-function-eventbridgerule-eventbusname
#sam-function-eventbridgerule-input
#sam-function-eventbridgerule-inputpath
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-events-rule-inputtransformer.html
#sam-function-eventbridgerule-pattern
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-events-rule.html#cfn-events-rule-eventpattern
#sam-function-eventbridgerule-retrypolicy
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-events-rule-target.html#cfn-events-rule-target-retrypolicy
#sam-function-eventbridgerule-target
https://docs.aws.amazon.com/eventbridge/latest/userguide/rule-dlq.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/rule-dlq.html
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® Note
AWS::Serverless::Function ZlA&A S30l= SAH HIOIEH 88 ._|DeadLetterQueue7}
S M, O|= CHA Lambda & +E HBSMoZE S E8H & dhMst= &olE X2IELICt. o]
28t o°=|o| Ao 6| 2= Lambda M|Et EE= Lambda CHA & 0l EAIEl= 277 U
AL—|EP 2t DeadLetterQueue %304 CHEM AtM|EH LHE 2 AWS Lambda 7} 710

E 9| DLQ(Dead Letter Queue)E & = 5tAl

L.

£ : DeadLetterConfig
L = 047 ot
CloudFormationZ &H4d: 0| &2 DeadlLetterConfig ClO|E{ & 2| AWS: :Events: :Rule

Target £t SALELICH DLQE AFS 22 AWS SAM
0| AWS SAM B{Zol=

EventBusName

st

CloudFormation=
M MY ELCH

Input

CloudFormation
o MY ELCH

HHs

ULt

AAEH

IR 5t 80l CHHISto{ O] &

7t 5tel &40l 2 [0

2LICH O] & HEf5tH AWS SAME 7|2 AHZE 22 A O|HE H

PN
A

Ad.
S.

A

0| £A42 AWS: :Events: :Rule 2|AA9| EventBusName §A0 2

3 JSON EHIAEQIL|C} o] &M

PN |

AAO S|

M2 AWS::Events::Rule Target 2lAA9|1 o=

Input &4
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https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html#invocation-dlq
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-events-rule-target.html#cfn-events-rule-target-deadletterconfig
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-events-rule.html#cfn-events-rule-eventbusname
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-events-rule-target.html#cfn-events-rule-target-input
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InputPath
Ux|E O|HE MM E MEHSX| foBi= B InputPath £ AFE5t0d O|HIEQ| ofH ££0|

M z[o{oF stEX| HBEHAM 2.

Ll &= 04F: ofLR
CloudFormationZ 2t4: O] £42 AWS: :Events::Rule Target Z[&AQ| InputPath 482
2 Y ™M FELLoh

InputTransformer
EH o|HE HIO|EE 7|8t 2 CHatof APRKP e LdHE MBE = UA st d-EULICE ol
E0i|M stLt o4 2| 7|-2f Ho{E FEE ¥ O| IOIEE AFE35t0o{ CH o AHS A X 3 TS

gk &~ Q& LICH AFAMIEH LH& 2 Amazon EventBridge AFE At 7} 0| = 2] Amazon EventBridge input
transformationE & Z5tMIR.

o)

o

: InputTransformer

30

[z}

1
0%

= o0& oL 2
CloudFormationZ &t

3 | &4 InputTransformer AWS: :Events: :Rule Ci|O|E| §& 2]
Target &40 &

20X
(@)

Pattern

o{H O|HE 7} X|HE Ao 2 BIREE|=X|
AL X} 740|=.2] Amazon EventBridge O|HIE

E MEELICH XA LH& 2 Amazon EventBridge
2l EventBridge O|HIE EE & X5HAIL.

CloudFormation£&4d: 0| 542 AWS: :Events: :Rule B|AAQ| EventPattern 402 &

o MEELCH

RetryPolicy

Zl RetryPolicy ZiM|ALICH AtAIEH LHE 2 Amazon

RHAIE 24 M3of cist ME7F =&
HIE RHA|T A 9l DLQ(Dead Letter Queue) AHS 2 I XFIMIL.

EventBridge AF& A} 7+0|=2] Of
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-events-rule-target.html#cfn-events-rule-target-inputpath
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-transform-target-input.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-events-rule-target.html#cfn-events-rule-target-inputtransformer
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-events-rule-inputtransformer.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-events.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-events.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-event-patterns.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-events-rule.html#cfn-events-rule-eventpattern
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-events-rule.html#cfn-events-rule-eventpattern
https://docs.aws.amazon.com/eventbridge/latest/userguide/rule-dlq.html

AWS Serverless Application Model

JHeER 7Hol=

£ &: RetryPolicy

L 85 ofR: oL

CloudFormationZ &d: O] &4

42 RetryPolicy AWS:

:Events: :Rule O|O|E| R&2| Target

& ado &Y ML

RuleName

0] 2 AwS:

CloudFormationE &4d: O] £ 42 AwS:

7ol E2l4E B2

o =2/ IDE X|Eg + J&LIct. ol &

OE2 T AAHE

SggLict

CloudFormation S &t4J: 0| &A1 AWS:
Amazon EC2 RebootInstances API call2 CHAF

:Events::

:Events::

EventBridge7t 7t 3 &35t= AWS 2[4
(o]

g X|Ystx| gt

Rule 2|AAQ9 Name 822 &Y M EL

Rule 2|£&AQ9State &&oZ B MEH

ILICH O] £ & Ar&35tod CH4t
WS SAMO| CHAMO| =2|& IDE

>|>

:Events: :Rule 2|AA9| Targets £81t A LICH
£ M0| of IL|Ct. O] 42| AWS SAM Hi

HolME B cHeg ol =2/3 IDEF X|EE & AU&LC
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-events-rule-target.html#cfn-events-rule-target-retrypolicy
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-events-rule-target.html#cfn-events-rule-target-retrypolicy
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-events-rule.html#cfn-events-rule-name
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-events-rule.html#cfn-events-rule-state
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-events-rule.html#cfn-events-rule-targets
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ol &l
EventBridgeRule
C}22 EventBridgeRule O|HIE AA %ol of QIL|C}

YAML

EBRule:
Type: EventBridgeRule
Properties:
Input: '{"Key": "Value"}'
Pattern:
detail:
state:
- terminated
RetryPolicy:
MaximumRetryAttempts: 5
MaximumEventAgeInSeconds: 900
DeadLetterConfig:
Type: SQS
QueuelogicalIld: EBRuleDLQ
Target:
Id: MyTarget

DeadLetterConfig

et =& Aol  EventBridge7t O|HIEE A& St= Amazon Simple Queue Service(Amazon SQS)

CH7|@E XIHEste ol ArS Ele AN ULICt o & S0{ EXMStX| @l= Lambda &2 O|HIEE &
&t7{Lt Lambda &+ & S £ Hel0o| SE6HX| 2 B2 ¢t 5 £0| Alufe = U&LICH RHAIEH LY
&2 Amazon EventBridge A& X} 710|=E2| O|HIE RHA|L &= Bl DLQ(Dead Letter Queue) AHE S
ZSAML.

@ Note

AWS::Serverless::Function 2lAA 80| FAHSH HIO|E &8 2lDeadLetterQueueZt U

O, Ol= CH4 Lambda &+ & HSMHORE S E£8 F &dlste HolE XM2lELICH ol24E &+

&o| Ao 0 2= Lambda M8+ EE= Lambda CHA &0l M BHEHE|= @ F 7+ QU&LICH &
CHEt

AA EH
4= DeadLetterQueue &40 RtMIEt LH& 2 AWS Lambda 7H2 At 7HO[=2| DLQ(Dead
Letter Queue)E R X 5HMI2.
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https://docs.aws.amazon.com/eventbridge/latest/userguide/rule-dlq.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html#invocation-dlq
https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html#invocation-dlq
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T35t 2] AWS Serverless Application Model(AWS SAM) &
£ A8 gL

YAML

Arn: String
Queuelogicalld: String

Type: String

Ad
S

b

Arn

DLQ(Dead Letter Queue)2| CH& 2 2 X|HE Amazon SQS CH7 (2| Amazon 2[4
L},
=

CloudFormation% EF’S 0| &2 Arn AWS: :Events: :Rule Cl|O|E| & 9|

QueuelLogicalld
TypeZt X|HEl F? AWS SAMO| ddst= DLQL| AHE At X|H O|F LIC.

Type £80| dHEE[X| g2 B2 O] EH2 FAIELIC.

o & stLtet x|&stok 5tH, § Ct XIHE = el&Lich

HE2/0|M O]l XM E MdsiEdH ChE BHIE

A O|&(ARN)
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#sam-function-deadletterconfig-arn
#sam-function-deadletterconfig-queuelogicalid
#sam-function-deadletterconfig-type
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-events-rule-deadletterconfig.html#cfn-events-rule-deadletterconfig-arn
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CloudFormationE & 4d: 0] 42 AWS SAMO]| TR 5t CloudFormation S5t £40| Q&L
C}.
Type
CH7|Y¥ 9. 0| £440| MMEIH AWS SAM2 DLQE XISCo 2 Ot 1 &7} Hoist7| fls Ze
gt 2lAA J|dHF HAg FE 2lAAN MBS0 SiE 7ol O|HEE M&ELICH
(® Note

Type &8 EE& Arn £4 & stLEH X|H8lof otH, € CF X|IHg = el&Lich

MR
o
>
o>
r

CloudFormationS &H4d: 0] 442 AWS SAMO]| 85t CloudFormation SS58F &M
Ct.

of| Al

DeadLetterConfig

DeadLetterConfig

YAML

DeadLetterConfig:
Type: SQS
QueuelogicalId: MyDLQ

Target

T2l0| EB|7HE B EventBridge7t E&35t= AWS B|AAE FAFLICH

S0 A o] A E MdstedH Chs BEE

MH

T3t AWS Serverless Application Model(AWS SAM) &
2 AEFch
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YAML

Id: String

Ad
o

I

Id
Chal o =25 ID.

Ide| 2f2 SR EA OFEHE(.), otOlE(-), HE()S Z¥E &+ UA&LICH

CloudFormationZ 8t4: 0| &2 Id AWS: :Events: :Rule Cl|O|E| R&2| Target &40i &Y
M E L

of| A|

CHat

YAML

EBRule:
Type: EventBridgeRule
Properties:
Target:
Id: MyTarget

HttpAPl R&2| O|HIE AAE MTES = ZA| QL]|C}.

RIHE Z=2 U oA =0l CHEt OpenAPI 2I7t APIO] Ul 7 SAM2 Lambda S8 I 20 A44(3
Zate de)g Ao FIHEL,

rr
oy
40
w
>
=
o
o
0
lo
M
P2l
ofn
|0
HuU
0z
0x
o
r

APIO X|HEl A2 2l HIMEoi CHEt OpenApi X 2|7t §f
C}.
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#sam-function-target-id
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-events-rule-target.html#cfn-events-rule-target-id

AWS Serverless Application Model JHEER}E 710l =
nEEEN=]
O O -
T3t2l AWS Serverless Application Model(AWS SAM) Bl Z2I0{|AM O] Z4X|E Molste{d Ol BHE
£ M-S gL
YAML
Apild: String
Auth: HttpApiFunctionAuth
Method: String
Path: String
PayloadFormatVersion: String
RouteSettings: RouteSettings
TimeoutInMillis: Integer
2 A4
-1 o
ApiId
o] &I Z3!0 Ho|El AWS::Serverless::HttpApi 2IAA Q| AlEdXFQIL|CH
Holx|X| f2 HER, AWS::Serverless::HitpApi2 HO|5tX| et= o] RIES!oi HolE Api O|HI
Eof o5 HolEl RE BEYd HMEL| AT S X&sts HdE OpenAP | 2EME AFE35H0q
ServerlessHttpApiZte BEO| 7|2 Apild Elaa7t MdELICH
0|Zd2 CtE " Z2loj Ho|E AWS::Serverless::HttpApi 2| E AtxE 2 olaLcH

CloudFormationZ &t4d: 0] 42 AWS SAMO| .26t CloudFormation S S8t 40| Q&L

Ct.
Auth

O £ Api+Path+Method0il CHEt 215 T lLict.

X|™ =l DefaultAuthorizer7t ¢
F20 25 g MYste o 8 Lch

£ &: http://API/FunctionAuth

[z}

iR
0%

5 08 ofL|2

= A2, API1Q| DefaultAuthorizerg A& O|5t L} 7HE

AWS::Serverless::Function

266


#sam-function-httpapi-apiid
#sam-function-httpapi-auth
#sam-function-httpapi-method
#sam-function-httpapi-path
#sam-function-httpapi-payloadformatversion
#sam-function-httpapi-routesettings
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigatewayv2-stage.html#cfn-apigatewayv2-stage-routesettings
#sam-function-httpapi-timeoutinmillis

AWS Serverless Application Model
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PayloadFormatVersion
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YAML

Events:
HttpApiEvent:
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Type: HttpApi

HttpApi
EH Z=22 HAMEE Ar& 3= HitpApi O|HIE LT}

YAML

Events:
HttpApiEvent:
Type: HttpApi
Properties:
Path: /
Method: GET

HttpApi &2l
Tt R 04XHE ALESt=HttpApi O|HIE QILICEH

YAML

Events:
HttpApiEvent:
Type: HttpApi
Properties:
Path: /authenticated
Method: GET
Auth:
Authorizer: OpenIdAuth
AuthorizationScopes:
- scopel
- scope2

HttpApiFunctionAuth
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YAML

AuthorizationScopes: List
Authorizer: String

=
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#sam-function-httpapifunctionauth-authorizationscopes
#sam-function-httpapifunctionauth-authorizer

AWS Serverless Application Model JHEER}E 710l =

Authorizer: OpenIdAuth
AuthorizationScopes:

- scopel

- scope?

IAM ‘H3F 504

£=Z 0| M IAM Het 045 X|HELICt O|HIE £=F0flAM AWS_IAM M8t £0{E A5t &
29| true MMO A EnableIamAuthorizerOf 25104 GlobalsE X|&aHoF & LICH XEAMIEH LHE
AWS SAM EIZZ/90| Globals M2 EXSHAAIL.

Globals:
HttpApi:
Auth:
EnableIamAuthorizer: true

Resources:
HttpApiFunctionWithIamAuth:
Type: AWS::Serverless::Function
Properties:
Events:
ApiEvent:
Type: HttpApi
Properties:
Path: /iam-auth
Method: GET
Auth:
Authorizer: AWS_IAM
Handler: index.handler
InlineCode: |
def handler(event, context):

return {'body': 'HttpApiFunctionWithIamAuth', 'statusCode': 200}
Runtime: python3.9
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AwsIotSqglVersion: String
Sql: String
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IoTRule:
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:IoT::TopicRule TopicRulePayload
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#sam-function-iotrule-awsiotsqlversion
#sam-function-iotrule-sql
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-iot-topicrule-topicrulepayload.html#cfn-iot-topicrule-topicrulepayload-awsiotsqlversion
https://docs.aws.amazon.com/iot/latest/developerguide/iot-rules.html#aws-iot-sql-reference
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-iot-topicrule-topicrulepayload.html#cfn-iot-topicrule-topicrulepayload-sql
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JHEER} 70| =

Type: IoTRule
Properties:
Sql: SELECT * FROM 'topic/test'

Kinesis

O] O|HE R&0| MHE|H AWS SAMO| AWS::Lambda::EventSourceMapping2| A A &

JHEFAF 7FO|E 2] AWS LambdaAmazon

sk

MO

T3t2| AWS Serverless Application Model(AWS SAM) RIZ2/0{|AM O] Z4X|E MeI5tedH OIS BYE

£ Mg

YAML
BatchSize: Integer
BisectBatchOnFunctionError: Boolean
DestinationConfig: DestinationConfig
Enabled: Boolean
FilterCriteria: FilterCriteria
FunctionResponseTypes: List
KmsKeyArn: String
MaximumBatchingWindowInSeconds: Integer
MaximumRecordAgeInSeconds: Integer
MaximumRetryAttempts: Integer
MetricsConfig: MetricsConfig
ParallelizationFactor: Integer
StartingPosition: String
StartingPositionTimestamp: Double
Stream: String
TumblingWindowInSeconds: Integer
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BatchSize
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https://docs.aws.amazon.com/lambda/latest/dg/with-kinesis.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-eventsourcemapping.html
#sam-function-kinesis-batchsize
#sam-function-kinesis-bisectbatchonfunctionerror
#sam-function-kinesis-destinationconfig
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-eventsourcemapping.html#cfn-lambda-eventsourcemapping-destinationconfig
#sam-function-kinesis-enabled
#sam-function-kinesis-filtercriteria
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-lambda-eventsourcemapping-filtercriteria.html
#sam-function-kinesis-functionresponsetypes
#sam-function-kinesis-maximumbatchingwindowinseconds
#sam-function-kinesis-maximumrecordageinseconds
#sam-function-kinesis-maximumretryattempts
#sam-function-kinesis-metricsconfig
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-lambda-eventsourcemapping-metricsconfig
#sam-function-kinesis-parallelizationfactor
#sam-function-kinesis-startingposition
#sam-function-kinesis-stream
#sam-function-kinesis-tumblingwindowinseconds
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-eventsourcemapping.html#cfn-lambda-eventsourcemapping-destinationconfig
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-eventsourcemapping.html#cfn-lambda-eventsourcemapping-destinationconfig
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-eventsourcemapping.html#cfn-lambda-eventsourcemapping-enabled

JHeER 7Hol=

AWS Serverless Application Model

FilterCriteria
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https://docs.aws.amazon.com/lambda/latest/dg/invocation-eventfiltering.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-eventfiltering.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-lambda-eventsourcemapping-filtercriteria.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-lambda-eventsourcemapping-filtercriteria.html
https://docs.aws.amazon.com/lambda/latest/dg/with-kinesis.html#services-kinesis-batchfailurereporting
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-eventsourcemapping.html#cfn-lambda-eventsourcemapping-functionresponsetypes
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-eventsourcemapping.html#cfn-lambda-eventsourcemapping-kmskeyarn
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-eventsourcemapping.html#cfn-lambda-eventsourcemapping-maximumretryattempts
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-lambda-eventsourcemapping-metricsconfig
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-lambda-eventsourcemapping-metricsconfig
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-eventsourcemapping.html#cfn-lambda-eventsourcemapping-parallelizationfactor
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-eventsourcemapping.html#cfn-lambda-eventsourcemapping-startingposition
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-eventsourcemapping.html#cfn-lambda-eventsourcemapping-startingpositiontimestamp
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-eventsourcemapping.html#cfn-lambda-eventsourcemapping-eventsourcearn
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AEAIE LIS 7HEHAF 740|=E 9] AWS LambdaTumbling windowsE & E5HAIL.
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Resources:
FilteredEventsFunction:
Type: AWS::Serverless::Function
Properties:
CodeUri: s3://sam-demo-bucket/metricsConfig.zip
Handler: index.handler
Runtime: nodejsl6.x
Events:
KinesisStream:
Type: Kinesis
Properties:
Stream: !GetAtt KinesisStream.Arn
StartingPosition: LATEST
MetricsConfig:
Metrics:
- EventCount

Kinesis O|HE AA
Ct2 2 Kinesis O|HIE AAO| 0 JL|C}.

YAML

Events:
KinesisEvent:
Type: Kinesis
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Properties:
Stream: arn:aws:kinesis:us-east-1:123456789012:stream/my-stream
StartingPosition: TRIM_HORIZON
BatchSize: 10
Enabled: false
FilterCriteria:
Filters:
- Pattern: '{"key": ["vall", "val2"]}'
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(® Note
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£ FoiH gfrof A dghof CtE Heto| Z & k|oqok gfLICt
* ec2:CreateNetworkInterface
* ec2:DeleteNetworkInterface
» ec2:DescribeNetworkInterfaces
* ec2:DescribeSecurityGroups
* ec2:DescribeSubnets

* ec2:DescribeVpcs
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YAML

BatchSize: Integer
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https://docs.aws.amazon.com/lambda/latest/dg/with-mq.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-eventsourcemapping.html
https://docs.aws.amazon.com/lambda/latest/dg/with-mq.html#events-mq-permissions
#sam-function-mq-batchsize
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Broker: String

DynamicPolicyName: Boolean

Enabled: Boolean

FilterCriteria: FilterCriteria
KmsKeyArn: String
MaximumBatchingWindowInSeconds: Integer
Queues: List

SecretsManagerKmsKeyId: String
SourceAccessConfigurations: List
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#sam-function-mq-broker
#sam-function-mq-enabled
#sam-function-mq-filtercriteria
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-lambda-eventsourcemapping-filtercriteria.html
#sam-function-mq-maximumbatchingwindowinseconds
#sam-function-mq-queues
#sam-function-mq-secretsmanagerkmskeyid
#sam-function-mq-sourceaccessconfigurations
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-eventsourcemapping.html#cfn-lambda-eventsourcemapping-batchsize
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-eventsourcemapping.html#cfn-lambda-eventsourcemapping-eventsourcearn
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CHS

YAML

Events:
MQEvent:
Type: MQ
Properties:
Broker: arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3i145j6k17819

Queues: List of queues
SourceAccessConfigurations:
- Type: BASIC_AUTH
arn:aws:secretsmanager:us-east-1:01234567890:secret:MyBrokerSecretName

URI:
BatchSize: 200
Enabled: true
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YAML

BatchSize: Integer
BisectBatchOnFunctionError: Boolean

ConsumerGrouplId: String

DestinationConfig: DestinationConfig

Enabled: Boolean

FilterCriteria: FilterCriteria
FunctionResponseTypes: List

KmsKeyArn: String
MaximumBatchingWindowInSeconds: Integer
MaximumRecordAgeInSeconds: Integer
MaximumRetryAttempts: Integer
ProvisionedPollerConfig: ProvisionedPollerConfig
SchemaRegistryConfig: SchemaRegistryConfig
SourceAccessConfigurations: SourceAccessConfigurations
StartingPosition: String
StartingPositionTimestamp: Double

Stream: String
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Parameters:
PreCreatedSubnetOne:
Type: String
PreCreatedSubnetTwo:
Type: String
MskClusterName4:
Type: String

Resources:
MyLambdaExecutionRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: '2012-10-17 !
Statement:
- Action: [sts:AssumeRole]
Effect: Allow
Principal:
Service: [lambda.amazonaws.com]
Policies:
- PolicyName: KafkaClusterPermissions
PolicyDocument:
Statement:

- Action: [kafka:DescribeClusterV2, kafka:GetBootstrapBrokers]
Effect: Allow

Resource: 'arn:aws:kafka:us-east-1:123456789012:cluster/*"'
- PolicyName: KafkaAuthPolicy
PolicyDocument:
Statement:
- Action: [secretsmanager:GetSecretValue, kms:Decrypt]
Effect: "Allow"
Resource: ['arn:aws:secretsmanager:us-
west-2:123456789012:secret:kafkaSecret-*****x'
'arn:aws:kms:us-west-2:123456789012: key/keyId']
- PolicyName: ENIPolicy
PolicyDocument:
Statement:

- Action: [ec2:CreateNetworkInterface,
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ec2:DescribeNetworkInterfaces, ec2:DescribeVpcs,
ec2:DeleteNetworkInterface,
ec2:DescribeSubnets, ec2:DescribeSecurityGroups]
Effect: Allow
Resource: '*'
- PolicyName: SchemaRegistryPolicy
PolicyDocument:
Statement:
- Action: [glue:GetRegistry]
Effect: Allow
Resource: 'arn:aws:glue:{region}:{account-id}:registry/{registry-name}'
- PolicyName: SchemaVersionsPolicy
PolicyDocument:
Statement:
- Action: [glue:GetSchemaVersions]
Effect: Allow
Resource: '*'
ManagedPolicyAzrns:
- !Sub arn:${AWS::Partition}:iam::aws:policy/service-role/
AWSLambdaBasicExecutionRole
Tags:
- {Value: SAM, Key: lambda:createdBy}

MyMskCluster:
Type: AWS::MSK::Cluster
Properties:
BrokerNodeGroupInfo:
ClientSubnets:
- Ref: PreCreatedSubnetOne
- Ref: PreCreatedSubnetTwo
InstanceType: kafka.t3.small
StoragelInfo:
EBSStoragelInfo:
VolumeSize: 1
ClusterName:
Ref: MskClusterName4
KafkaVersion: 3.8.x
NumberOfBrokerNodes: 2

MyMskStreamProcessor:
Type: AWS::Serverless::Function
Properties:
Runtime: nodejs18.x
Handler: index.handler
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CodeUri: ${codeuri}
Role:
Fn::GetAtt: [MyLambdaExecutionRole, Arn]
Events:
MyMskEvent:
Type: MSK
Properties:
StartingPosition: LATEST
Stream:
Ref: MyMskCluster
SourceAccessConfigurations:
- Type: SASL_SCRAM_512_AUTH
URI: !Sub arn:${AWS::Partition}:secretsmanager:us-
west-2:123456789012:secret:my-path/my-secret-name-1a2b3c
Topics:
- SchemaRegistryTestTopic
ProvisionedPollerConfig:
MinimumPollers: 1
SchemaRegistryConfig:
AccessConfigs:
- Type: BASIC_AUTH
URI: !Sub arn:${AWS::Partition}:secretsmanager:us-
west-2:123456789012:secret:my-path/my-secret-name-1a2b3c
SchemaValidationConfigs:
- Attribute: KEY
EventRecordFormat: JSON
SchemaRegistryURI: !Sub arn:${AWS::Partition}:glue:us-
west-2:123456789012:registry/myregistry

ProvisionedPollerConfig 01| A|

ProvisionedPollerConfig:
MinimumPollers: 1
MaximumPollers: 200

7|1& 2AEE 28 Amazon MSK 0iA|

Ct22 ol0] AWS A &Hof| ZX5t= Amazon MSK E{AE{ Q| MSK O|HE AA RFHO| of ALICEH

YAML

Events:
MSKEvent:
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Type: MSK
Properties:
StartingPosition: LATEST
Stream: arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef@123ab01-2
Topics:
- MyTopic

Cl2e st HZ8! oo M=l Amazon MSK E2{AE{Q| MSK O|HIE AA R34Q11L|C}
YAML
Events:
MSKEvent:
Type: MSK
Properties:
StartingPosition: LATEST
Stream:

Ref: MyMskCluster # This must be the name of an MSK cluster declared in the
same template file
Topics:
- MyTopic

Schema RegistryE AF& 8t MSK O|HIE A A

CH=2 2 Schema Registry 2 T4El MSK O[HE A A S&O| of AlRILICEH

Events:
MSKEvent:
Type: MSK
Properties:
StartingPosition: LATEST
Stream:
Ref: MyMskCluster
Topics:
- SchemaRegistryTestTopic
ProvisionedPollerConfig:
MinimumPollers: 1
SchemaRegistryConfig:
SchemaRegistryURI: !Sub arn:${AWS::Partition}:glue:us-
west-2:123456789012:registry/myregistry
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EventRecordFormat: JSON
SchemaValidationConfigs:
- Attribute: KEY
- Attribute: VALUE

Confluent Schema RegistryE A&t MSK O[HE A A

CtZ 2 Confluent Schema Registry2 74 El MSK O[HIE AA K& O| of A|LICEH

Events:
MSKEvent:
Type: MSK
Properties:
StartingPosition: LATEST
Stream:
Ref: MyMskCluster
Topics:
- SchemaRegistryTestTopic
ProvisionedPollerConfig:
MinimumPollers: 1
SchemaRegistryConfig:
SchemaRegistryURI: https://my-schema-registry.confluent.cloud
AccessConfigs:
- Type: BASIC_AUTH
URI: !Sub arn:${AWS::Partition}:secretsmanager:us-
west-2:123456789012:secret:my-secret
EventRecordFormat: JSON
SchemaValidationConfigs:
- Attribute: KEY
- Attribute: VALUE
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T3k2| AWS Serverless Application Model(AWS SAM) B Z 20X O] Z4XIE MH5e{H
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YAML

Bucket: String
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#sam-function-s3-bucket

AWS Serverless Application Model JHEER}E 710l =

Events: String | List
Filter: NotificationFilter

g

il

Bucket

S3 7! OI& Ol HZ!2 22 W& Lol Rlofok BrLict,

Y BAY
Zia &5 045 of

CloudFormationZ&t43: O] &2 AWS: :S3: :Bucket BlAAQ| BucketName &1t SAFE |
= x

Ct O|Zd2 sAMoi| &8t X EeQlL|ct o] 2=& o] EE3lolAM HEE s3 tHZloi| cHet &
oF oS ELIc

Events

fo
=

Lambda ?:.“‘OI 3 & E%0| &E|E= Amazon S3 HZ! o|HIEQIL|CH &

X OMHE RHEE FZstHL

= E 2 Amazon S3

fjo
Jal

0%
IS
MO
el

|.o=||E§
= —_ 1

e
1

g5 08 of
CloudFormationZ &t4d: 0| &4 Event AWS: :S3: :Bucket Cl|O|E{ §& 9|
LambdaConfiguration &430f Z%&{ MEELICH.

Filtexr
0{= Amazon S3 ZiXl|7} Lambda &+ & 558 Zd9Ix| AXS

=T =
7| Ol EE{3od| CHEt REAIBH LI& 2 Amazon Simple Storage
S3 O|HIE 22 A MHZ HAETIAM L.

= *_é'E-I%' =lolL|c}t. Amazon S3
e Se 7Her R oFLH A 2] Amazon

234: NotificationFilter

[z}

= g5 R ot

CloudFormationZ &tA: 0| £ Filter AWS: :S3: :Bucket C|O|E{ &9
LambdaConfiguration &430i &1 MEELICEH
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#sam-function-s3-events
#sam-function-s3-filter
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-s3-bucket-notificationconfiguration-config-filter.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-s3-bucket.html#cfn-s3-bucket-name
https://docs.aws.amazon.com/AmazonS3/latest/dev/NotificationHowTo.html#supported-notification-event-types
https://docs.aws.amazon.com/AmazonS3/latest/dev/NotificationHowTo.html#supported-notification-event-types
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-s3-bucket-notificationconfig-lambdaconfig.html#cfn-s3-bucket-notificationconfig-lambdaconfig-event
https://docs.aws.amazon.com/AmazonS3/latest/dev/NotificationHowTo.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-s3-bucket-notificationconfiguration-config-filter.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-s3-bucket-notificationconfiguration-config-filter.html
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S3-0HE
S3 O|HIE 9| 04 Al.

YAML

Events:
S3Event:
Type: S3
Properties:
Bucket:
Ref: ImagesBucket # This must be the name of an S3 bucket declared in the
same template file
Events: s3:0bjectCreated:*

Filter:
S3Key:
Rules:
- Name: prefix # or "suffix"
Value: value # The value to search for in the S3 object key names
Schedule
Schedule O|HE AA REE HFst= A=, ol Fste MHEIA 8 L™ et EC|7HE]

H
£ Amazon EventBridge Tt 2{2| CH&f o 2 MM TLICH RHAEH LIS 2 Amazo n EventBridge AtEX} 7}
0| = 9| What Is Amazon EventBridge?(Amazon EventBridgeEt?)2 & X5t AlAI2

AWS Serverless Application Model(AWS SAM)2 O| O|HIE &
AE g

o2

0| M&E|m AWS::Events::Rule 2|2

(® Note

EventBridge= O|X| {22 0i|2f 7|52l Amazon EventBridgeScheduler& A& gfL|C}.
Amazon EventBridge Scheduler 5tLto| S EE|E MH|A0M 22 MM, A= Al ate

g = U= MH2lA A7 E2{LICE EventBridge Scheduler 1= 2 AFE A} X|ZH 0| 7S5t

-

H, o ZHAs CHA API 2 MIE 2! AWS MH|AE ZHE 2 2 M EventBridge2| o HEl 73!
B FHE HEEE MSELICH
o

21 %40]| [Th2t EventBridge Scheduler2 At&3t04 CHA 2 7t 2 &5t= X0l EZ&LICH #5te
AWS SAM EIZZ/0{M O] OJHIE AA KPS HO|5l2{™ ScheduleV2E & ZFHM 2.
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https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-events-rule.html
https://docs.aws.amazon.com/scheduler/latest/UserGuide/what-is-scheduler.html
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YAML

DeadlLetterConfig: DeadLetterConfig

Description: String
Enabled: Boolean

Input: String
Name: String

RetryPolicy: RetryPolicy
Schedule: String
State: String

Ad
S

I

DeadLetterConfig

CHe ZE0| Mgt B EventBridge7t O|HIEE 71& 5= Amazon Simple Queue
Service(Amazon SQS) CH7|¥E FE&LICH of o Ex5t x| &t= Lambda & 42 O|HEE
745t 7Lt EventBridgeoll Lambda 842 3 &8 0| SE5X| A2 AR 5Z0| ADE £ Q)
&LICH XtAISH L& 2 Amazon EventBridge AF&XF 7H0|=2| O|HIE RHA|Z FA 2l DLQ(

Letter Queue) AHE 2 EZ M.

(@ Note

AWS::Serverless::Function EI_/.\_é 8ol SAHS HIOIE 8 2/DeadLetterQueue”t

Ao, Ol= CH4 Lambda & +-E Hd3Mo 2 s &8 & wdlist= o E AMelFLct. of
&t c>°='°I ATHO| 0f 2= Lambda A&t &£ = Lambda CH& &0 EAIZl=E 277
&LICt &= DeadLetterQueue &-40i CHEF XFM[EH LI 2 AWS Lambda 7kl 74 O]
E 9| DLQ(Dead Letter Queue)E HZE3HAMIL.

L

40
('

: DeadLetterConfig

]
als

= 048 ofLR2
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#sam-function-schedule-deadletterconfig
#sam-function-schedule-description
#sam-function-schedule-enabled
#sam-function-schedule-input
#sam-function-schedule-name
#sam-function-schedule-retrypolicy
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-events-rule-target.html#cfn-events-rule-target-retrypolicy
#sam-function-schedule-schedule
#sam-function-schedule-state
https://docs.aws.amazon.com/eventbridge/latest/userguide/rule-dlq.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/rule-dlq.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html#invocation-dlq

AWS Serverless Application Model

JHeER 7Hol=

CloudFormation£&4: o] &M

M2 DeadlLetterConfig O|O|E{ 82| AWS:

:Events: :Rule

sy

DLQE AIS2E AWS SAM

Mstm Z20f Chelstod o] &

N

Target S8t FAE L—| Ct. D st
MOl AWS SAM o= F 7t 519 £490| Letx[o] JU&LICt
Description
F=lof st M
& BAtd
T4 HS 042 ohLIQ
CloudFormationEZ 2t4J: 0| 442 Description EIAAQ| AWS: :Events: :Rule $M82oZ E|H
MerELICEH
Enabled
22 2dsteX|E LIEHLCH
A2 H|IgMHs5te{H 0| 482 falseE MHEFLICH
(® Note
Enabled EE= State 42 XIHE = UX|BH F £82 & X[HE == gLt
o5 H
T o. T =
L+ g3 o8 oL
CloudFormationZ &t4: O] £42 State 2|&AC| AWS: :Events: :Rule &8t RAELICH O
£M0| trueZ MHE|H AWS SAM7} ENABLEDZ TE L1, 2% X| ot o™ DISABLEDZ MEH
L|Ct.
Input
ooz MEE|= &8 JSON HIAEQILICH O] £E2 ALE5tH O|HE HIAE XHA|2f o{iH A
T Od o2 MEE|X| f&LCt
7Y EXL
T4 ¥ of:ofLe
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-events-rule-target.html#cfn-events-rule-target-deadletterconfig
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-events-rule.html#cfn-events-rule-description
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-events-rule.html#cfn-events-rule-state

AWS Serverless Application Model

JHeER 7Hol=

CloudFormationZ &t 4: 0| £ Input 2lAA

M dEELo

O| AWS: :Events::Rule Target $42Z X

Name
T&o| O|§LICE Ol XIHetX| &f2 A< CloudFormation2 I8t 22| IDE Mgt &+
% O|§oil siiE IDE ArE &Lt

Ct.

RetryPolicy

MAIE E d-of chet HE 7 ZEE
EventBridge AFE A} 7}0|E 2| O|HIE

ame Z|AA 9| AWS :

RetryPolicy Z4M LICt XtMIEH LHE2 A
MAIZ &= 9l DLQ(Dead Letter Queue) AF2 2 XX sHMI2.

:Events::Rule 8o 2 =Y MEl

£ &: RetryPolicy

[z}

+ 8= of: ofLle

CloudFormationZ 2t4d: 0| £42 RetryPolicy AWS:

:Events::Rule HIO|E &2 Target

&dofl 2Y HEELICH

Schedule

CloudFormationZ &43: 0| &2 ScheduleExpression ElAAO[ AWS:

AlAuict. REMIE Lig 2 1 Xloll ChEt of of Z

:Events: :Rule &M

oz XY MEELICH

State
TEo| AELICE.
S{&E|= 2t DISABLED | ENABLED
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-events-rule-target.html#cfn-events-rule-target-input
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-events-rule.html#cfn-events-rule-name
https://docs.aws.amazon.com/eventbridge/latest/userguide/rule-dlq.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-events-rule-target.html#cfn-events-rule-target-retrypolicy
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-events-rule-target.html#cfn-events-rule-target-retrypolicy
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule-schedule.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule-schedule.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-events-rule.html#cfn-events-rule-scheduleexpression
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® Note

Enabled EEE State §EE XIHY & JUXIE, F £EE & xIHg += d&LICH

LY BAY
L &5 048 ol

F?'L
I

CloudFormationZ8H4: O] 42 State ElAAO9| AWS: :Events: :Rule 4O 2 AF
LIC}.

PN
CloudWatch Schedule Event
CloudWatch Schedule Events

YAML

CWSchedule:
Type: Schedule
Properties:
Schedule: 'rate(1l minute)’
Name: TestSchedule
Description: test schedule
Enabled: false

DeadLetterConfig

CH&t & Am = EventBridge7t O|HEE T1& 6t= Amazon Simple Queue Service(Amazon SQS)
chﬂﬁFE O ALkl ZAMULICH o|§ S0 EXHSHX| &= Lambda & =2 O|HEE ™&
bda &+& = £& HE0| ZE6HX| gf2 42 ¢t Z£0| MWE = JU&LICH RHAMIEH LY
]

- O
Amazon EventBridge AHZ X} 7F0|E9| O|HIE R A|E %= 2! DLQ(Dead Letter Queue) A2 2

3

AWS::Serverless::Function 2|AA S80= sALE OI0IE| R&82IDeadLettexrQueuet U
O M, O|l= 4 Lambda &+ & M3HMo = SEF F Wlst= HoHE MR LICH ol &
ol Aluf{o| | 2= Lambda M| EE= Lambda CHA & 0| BHetElE @ F7F U&LICH &
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-events-rule.html#cfn-events-rule-state
https://docs.aws.amazon.com/eventbridge/latest/userguide/rule-dlq.html
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4= DeadLetterQueue &40 CHE AFAM|EH LI 2 AWS Lambda 7 X} 70| = 2| DLQ(Dead
Letter Queue)E EZ3HAI2.

__I.L
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2 Mg

YAML

Arn: String
Queuelogicalld: String

Type: String

Ad
(=]

il

Arn

DLQ(Dead Letter Queue)l| CH& 2 2 X|HEl Amazon SQS CH7| S| Amazon 2|44 O|&(ARN)
Lt

Type £ E£ Arn &'d & StLtEF X[Hslok stH, € Ct X|8E += Q&L

CloudFormationZ &t4d: 0| &2 Arn AWS: :Events: :Rule C|O|E{ &9
DeadLetterConfig &440i &1 MEELICTH

QueuelLogicalld

Type7t X|HE B2 AWS SAMO| ‘H45t= DLQL| AF& Rt X|H O|F LICt.

(@ Note

Type £d0| dHE[X| f2 F2 ol &2 FAIFELICL
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https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html#invocation-dlq
https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html#invocation-dlq
#sam-function-scheduledeadletterconfig-arn
#sam-function-scheduledeadletterconfig-queuelogicalid
#sam-function-scheduledeadletterconfig-type
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-events-rule-deadletterconfig.html#cfn-events-rule-deadletterconfig-arn

AWS Serverless Application Model
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CloudFormationZ &t4d: 0| £ 42 AWS SAMO|| 1 Rt CloudFormation S S8 £ 40| Q&L
Ct.
Type
7 /3. 0] 80| d™E|H AWS SAM2 DLQE AIS2 2 MHE T §{7HE F04517| ?la 22
ot 2laA T|E Mg 7 E] 2lAA0 HEStod s ol O|HEE HM&EELICE
(® Note
Type &8 E£= Arn &4 & StLtEF X|H3H{oF 5tH, & O X|1™¥E == &Lt
S8 4 SQs
& Bt
4 g2 of: ofLle
CloudFormationZ &d: 0| &2 AWS SAMO]| 1R 3tH CloudFormation &8 40| Qi& L
Ct.
od| Al
DeadLetterConfig
DeadLetterConfig
YAML
DeadLetterConfig:
Type: SQS

QueuelLogicalId: MyDLQ

ScheduleV2

ScheduleV2 O[HE &4 RY¥E HHSI= AXMEZ, ol= 75t
7E|= Amazon EventBridge Scheduler O|HIE Q| CHAto 2

Scheduler AF& A 2] Amazon EventBridge Scheduler2t

ol M
RSk

A %A

S
(= R=|
2aodo

T A

HElA &8 d™od et E2
LICt. XEMIEH L& 2 EventBridge
CI7IR278 #ZFHML.
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https://docs.aws.amazon.com/eventbridge/latest/userguide/rule-dlq.html#dlq-perms
https://docs.aws.amazon.com/scheduler/latest/UserGuide/what-is-scheduler.html
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AWS Serverless Application Model(AWS SAM)2 O| O|HIE 2% 0| M E|H
AWS::Scheduler::Schedule2|AAE MMEHL|CH
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YAML

DeadlLetterConfig: DeadlLetterConfig
Description: String

EndDate: String

FlexibleTimeWindow: FlexibleTimeWindow

GroupName: String
Input: String

KmsKeyArn: String
Name: String

OmitName: Boolean

PermissionsBoundary: String

RetryPolicy: RetryPolicy
RoleArn: String
ScheduleExpression: String

ScheduleExpressionTimezone: String
StartDate: String
State: String

A
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I

DeadLetterConfig

CHeh £ 0| Aufst B2 EventBridge7t O|HIEE & 5H= Amazon Simple Queue
Service(Amazon SQS) CH7|¥ 2 7§ L P 0E £0{ EXNSIX| &= Lambda &2 O|HEE
& 5t7HLE EventBridge®| Lambda & +& 7 S && HEt0| S25tK| A2 49 ¢4 _‘EZ'ESO| A
e £ Ql&aLch REMIEH LI 2 EventBridge AFZE 2] A2 Xl 740|= 2] EventBridge AZEEE
DLQECH7|YE 42 AT L.

® Note
AWS::Serverless::Function 2|AA FE0|= FAH H|0|E & 2lDeadLetterQueuet
A2 M, O|l= CHA Lambda &+ E H3MoZE S EF & &M= ToE X2 LICt. Of

AWS::Serverless::Function 303


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-scheduler-schedule.html
#sam-function-schedulev2-deadletterconfig
#sam-function-schedulev2-description
#sam-function-schedulev2-enddate
#sam-function-schedulev2-flexibletimewindow
#sam-function-schedulev2-groupname
#sam-function-schedulev2-input
#sam-function-schedulev2-kmskeyarn
#sam-function-schedulev2-name
#sam-function-schedulev2-permissionsboundary
#sam-function-schedulev2-retrypolicy
#sam-function-schedulev2-rolearn
#sam-function-schedulev2-schedule
#sam-function-schedulev2-scheduleexpressiontimezone
#sam-function-schedulev2-startdate
#sam-function-schedulev2-state
https://docs.aws.amazon.com/scheduler/latest/UserGuide/configuring-schedule-dlq.html
https://docs.aws.amazon.com/scheduler/latest/UserGuide/configuring-schedule-dlq.html
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AWS Serverless Application Model
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CloudFormationZ &tA: 0| £42 DeadlLetterConfig HIO|E{ &2
AWS: :Scheduler::Schedule Target M1t RAELIC DLQE AHS 22 AWS SAM A5t

DR SHE ot Pl £d0| e Elo] Q&L

Description

JH

CloudFormation% &t44: 0|
O 2 A ™MEELIC

EndDate

LYol 2 7t &8 £ e Em(UTC 7[&)LcH &
5t= EndDate == 1 O|F0| £&0| SX|E £ U&LICH
L3 BXY
L g5 o458 ofLe

CloudFormationE&t4d: O] 82 AwS: :
B MY ELICH

FlexibleTimeWindow

<=0 CHH|5t0od 0] &£ 4d2] AWS SAM HZAo|&= 7}

M2 Description BIAAQS| AWS: :Scheduler:

Scheduler::

:Schedule &

1Hol gt Aof ek AL XH7E X

Schedule BI|AAQ| EndDate &40 2
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https://docs---aws.amazon.com.rproxy.govsko<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>