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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface",
ec2:DescribeDhcpOptions",
"ec2:DescribeNetworkInterfaces",
ec2:DescribeNetworkInterfaceAttribute",
"ec2:DescribeSubnets",
ec2:DescribeSecurityGroups",
"ec2:DescribeVpcs",
ec2:ModifyNetworkInterfaceAttribute",
"ec2:DeleteNetworkInterface"
1,
"Resource": "*"
},
{
"Effect": "Allow",
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"Action": "ec2:CreateNetworkInterfacePermission",

"Resource": "arn:aws:ec2:{{region}}:{{accountId}}:network-interface/*",

"Condition": {

"ArnEquals": {
"ec2:Subnet": [
"arn:aws:ec2:{{region}}:{{accountId}}:subnet/[[subnetIds]]"
]
}
}
}
]
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "securityagent.amazonaws.com"
3,

"Action": "sts:AssumeRole"

Jgtoll= ChSoll CHEr Hehol g x|ofok &fLC.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"securityagent:GetApplication",
"securityagent:UpdateApplication",

o
r
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"securityagent:ListAgentInstances",
"securityagent:CreatePentestSession"

]I

"Resource": "arn:aws:securityagent:*:*:application/*"
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Principal": {
"Service": "securityagent.amazonaws.com
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {

"sts:ExternalId": "your-external-id"
}
}
}
]

}
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« SecurityAudit - 2ot ZALE I8 AWS #E[E YA
7

o
 ViewOnlyAccess - CHEE S| AWS MH|AO0| CHE 217| T& MA|A

=N =

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:Describe*",
"vpc:Describe*",
"iam:Get*",
"iam:List*",
"logs:DescribelogGroups",
"logs:DescribelogStreams",
"cloudwatch:Describe*",
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"cloudwatch:Get*",
"cloudwatch:List*",
"s3:GetObject",
"s3:ListBucket"

1,
"Resource": "*"
}
1
}
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"Version": "2012-10-17",
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Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "securityagent.amazonaws.com"
1,
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"sts:ExternalId": "your-external-id"
}
}
}
sE

2 4 o Z2(7i0]4d ot Z|H™of et CHELICH Che2 UEHHQI AlLE2[2 9| o LC.

API Gateway O Z2|7i|0|M o] B

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"execute-api:Invoke"
1,
"Resource": "arn:aws:execute-api:us-east-1:*:your-api-id/*"
}

Lambda &% URLs A<

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
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"lambda:InvokeFunctionUrl",
"lambda:InvokeFunction"

]I

"Resource": "arn:aws:lambda:us-east-1:*:function:your-function-name"

Cognito /52 AF& 3= Application Load Balancer@| <

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"cognito-idp:InitiateAuth",
"cognito-idp:RespondToAuthChallenge"
1,
"Resource": "arn:aws:cognito-idp:us-east-1:*:userpool/your-user-pool-id"
}
]
}
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowKeyMetadataValidationForApplicationAndAgentSpaces",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/MyRole"
I
"Action": [
"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "securityagent.us-east-1.amazonaws.com"

"Sid": "AllowUseOfHierarchicalKeyringForAgentSpaces",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/MyRole"
I
"Action": [
"kms:GenerateDataKeyWithoutPlaintext",
"kms:ReEncryptTo",
"kms:ReEncryptFrom",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"kms:EncryptionContext:aws:securityagent:agent-space":
"arn:aws:securityagent:us-east-1:111122223333:agent-space/*"
I
"StringEquals": {
"kms:ViaService": "securityagent.us-east-1.amazonaws.com"
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"arn:

"arn:

"Sid": "AllowSynchronousDataAccessForAgentSpaces",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/MyApplicationRole"
3,
"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"kms:EncryptionContext:aws:securityagent:agent-space":
aws:securityagent:us-east-1:111122223333:agent-space/*"
3,
"StringEquals": {
"kms:ViaService": "securityagent.us-east-1.amazonaws.com"

"Sid": "AllowAsynchronousDataAccessForAgentSpaces",
"Effect": "Allow",
"Principal": {
"Service": "securityagent.amazonaws.com"
1,
"Action": [
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Decrypt",
"kms:ReEncryptTo",
"kms:ReEncryptFrom"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"kms:EncryptionContext:aws:securityagent:agent-space":
aws:securityagent:us-east-1:111122223333:agent-space/*"

1,
"ArnLike": {

"aws:SourceArn": "arn:aws:securityagent:us-east-1:111122223333:agent-space/*"
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"Sid": "AllowAsynchronousDataAccessForCodeRemediation",
"Effect": "Allow",
"Principal": {

"Service": "securityagent.amazonaws.com"

},

"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"

1,

"Resource": "*"

}
]
}
/A Important

Haix| 7|18 1A 5He{™H KMS 7| 20| AWS Security Agent MH|A 2 oF =X
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« MyRole - 2Z0|AM AWS Security AgentE & 2|5t Ol AFESHE IAM 4&
« us-east-1 - AWS Security AgentE AFE3dt= AWS 2|

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowKeyAccessValidationForIntegrations",
"Effect": "Allow",
"Principal": {
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"arn:

"AWS": "arn:aws:iam::111122223333:role/MyRole"
I
"Action": [
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Decrypt",
"kms:Encrypt",
"kms:ReEncryptTo",
"kms:ReEncryptFrom"
1,
"Resource": "*",
"Condition": {
"StringlLike": {

"kms:EncryptionContext:aws-crypto-ec:aws:securityagent:integration":

aws:securityagent:us-east-1:111122223333:integration/*"
1,
"StringEquals": {
"kms:ViaService": "securityagent.us-east-1.amazonaws.com"

"Sid": "AllowKeyMetadataValidationForIntegrations",
"Effect": "Allow",
"Principal": {
"Service": "securityagent.amazonaws.com"
1,
"Action": "kms:DescribeKey",
"Resource": "*"

"Sid": "AllowAsynchronousDataAccessForIntegrations",

"Effect": "Allow",

"Principal": {

"Service": "securityagent.amazonaws.com"

},

"Action": [
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Decrypt",

"kms:Encrypt",
"kms:ReEncryptTo",
"kms:ReEncryptFrom"

1,

"Resource": "*",

"Condition": {
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"ArnLike": {
"aws:SourceArn": "arn:aws:securityagent:us-east-1:111122223333:integration/*"

3,
"StringLike": {
"kms:EncryptionContext:aws-crypto-ec:aws:securityagent:integration":
"arn:aws:securityagent:us-east-1:111122223333:integration/*"

ChS 7| B2 2ot @ F AME M OIO|EHE ¢335tstD sHS5t= ol 2RF HEHE2 AWS Security
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e 111122223333 -AWS HZX ID
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AHE

« us-east-1 -AWS Security AgentE 3= AWS 2|1

"Version": "2012-10-17",
"Statement": [
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{

"Sid": "AllowKeyMetadataValidation",
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::111122223333:role/MyRole"
I
"Action": [

"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"kms:ViaService": "securityagent.us-east-1.amazonaws.com"

"Sid": "AllowUseOfHierarchicalKeyringForSecurityPacks",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/MyRole"
I
"Action": [
"kms:GenerateDataKeyWithoutPlaintext",
"kms:ReEncryptTo",
"kms:ReEncryptFrom",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "securityagent.us-east-1.amazonaws.com"

1,
"StringlLike": {

"kms:EncryptionContext:aws:securityagent:security-requirement-pack":

"arn:aws:securityagent:us-east-1:111122223333:security-requirement-pack/*"

}

"Sid": "AllowAsynchronousDataAccessForSecurityPacks",
"Effect": "Allow",
"Principal": {

"Service": "securityagent.amazonaws.com"
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},

"Action": [
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Decrypt",

"kms:ReEncryptTo",
"kms:ReEncryptFrom"
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]I

"Resource": "*",
"Condition": {
"StringLike": {
"kms:EncryptionContext:aws:securityagent:security-requirement-pack":
"arn:aws:securityagent:us-east-1:111122223333:security-requirement-pack/*"
3,
"ArnLike": {
"aws:SourceArn": "arn:aws:securityagent:us-east-1:111122223333:security-
requirement-pack/*"
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« MyApplicationRole - AWS Security Agent M S0i 4MHE ofZ2|7|0|MH &
« MyPenTestServiceRole - ZEF HAE MH[A AE

« us-east-1 - AWS Security AgentE AL23H= AWS 2|

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowKmsKeyAccessForCreatingSecrets",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/MyApplicationRole"
+
"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "111122223333"
3,
"StringlLike": {
"kms:ViaService": "secretsmanager.*.amazonaws.com",
"kms:EncryptionContext:SecretARN": "arn:aws:secretsmanager:us-
east-1:111122223333:secret:*"

"Sid": "AllowKmsKeyDecryptionForS30bjects",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/MyPenTestServiceRole"

o

"Action": [
"kms:Decrypt"

1,

"Resource": "*",

"Condition": {
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"StringEquals": {
"aws:ResourceAccount": "111122223333"

},
"StringlLike": {
"kms:ViaService": "s3.*.amazonaws.com",
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::YOUR-BUCKET-NAME*"
}
}
},
{
"Sid": "AllowKmsKeyDecryptionForSecretsManagerSecrets",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:r0le/MyPenTestServiceRole"
},
"Action": [
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "111122223333"
},
"StringLike": {
"kms:ViaService": "secretsmanager.*.amazonaws.com",
"kms:EncryptionContext:SecretARN": "arn:aws:secretsmanager:us-
east-1:111122223333:secret:YOUR-SECRET-NAME*"
}
}
I
{

"Sid": "AllowKmsKeyValidationForCloudWatchLogsLogGroups",
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::111122223333:role/MyPenTestServiceRole"
I
"Action": [

"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"aws:ResourceAccount": "111122223333"
I

]
=
e
o
ot
N

126



0o
1z
0%
x

AWS ot of 0| E At

"StringlLike": {
"kms:ViaService": "logs.*.amazonaws.com"

}
}I

{
"Sid": "AllowKmsKeyAccessForCloudWatchLogsLogGroups",

"Effect": "Allow",
"Principal": {
"Service": "logs.us-east-1.amazonaws.com"
},
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "111122223333"

3,
"StringlLike": {
"kms:EncryptionContext:aws:logs:arn": "arn:aws:logs:us-

east-1:111122223333:1og-group:YOUR-LOG-GROUP-NAME*"

}

}
}
]

}
(@ Note
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowSynchronousDataAccessForAgentSpaces",
"Effect": "Allow",
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"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"

1,

"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"arn:aws:kms:us-east-1:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890cd"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "111122223333",
"kms:ViaService": "securityagent.us-east-1.amazonaws.com"
1,
"StringlLike": {
"kms:EncryptionContext:aws:securityagent:agent-space":
"arn:aws:securityagent:us-east-1:111122223333:agent-space/*"
}

"Sid": "AllowKmsKeyAccessForCreatingSecrets",

"Effect": "Allow",

"Action": [

"kms:GenerateDataKey",
"kms:Decrypt"

1,

"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"arn:aws:kms:us-east-1:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890cd"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "111122223333"
I
"StringlLike": {
"kms:ViaService": "secretsmanager.*.amazonaws.com",
"kms:EncryptionContext:SecretARN": "arn:aws:secretsmanager:us-
east-1:111122223333:secret:*"

]
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2 HZs5HMIR.

 CloudWatch Logs 21 & - & F HAE 4™ 238 XM&st= ol AHE El= CloudWatch Logs £
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& 5HEl B2 MH|A Aghol 7|18 HABE kms:DescribeKey #8H0| 2 8rL|C}. CloudWatch
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2 S5 F0o{ELICH & =the section called “7| Z&4"). 21 O|0|E =30l CHEt AtAIEH LIS 2
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ZE HAE MH|A gof CtS IAM RS HAZELICH 80 M8&|l= B0t Z&FLcH

Yol M C+Z Rt2| EAIR 2L BHELICH

« 111122223333 -AWS A™ ID
« us-east-1 -AWS Security AgentE
« 9| KMS 7| ARNs Resource- Z 2lAA

A35HE AWS 2|
E oa535tste O AA2Els 1 22|E 7|2| ARNs

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowKmsAccessForEncryptedS3Buckets",
"Effect": "Allow",
"Action": [
"kms:Decrypt"
1,
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/EXAMPLE-S3-KEY-ID"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "111122223333"
},
"StringLike": {
"kms:ViaService": "s3.*.amazonaws.com",
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::YOUR-BUCKET-NAME*"
}
}
},
{
"Sid": "AllowKmsAccessForEncryptedSecrets",

"Effect": "Allow",
"Action": [
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"kms:Decrypt"
1,
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/EXAMPLE-SECRETS-KEY-ID"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "111122223333"

},
"StringLike": {
"kms:ViaService": "secretsmanager.*.amazonaws.com",
"kms:EncryptionContext:SecretARN": "arn:aws:secretsmanager:us-
east-1:111122223333:secret:YOUR-SECRET-NAME*"
}
}
.
{
"Sid": "AllowKmsKeyValidationForCloudWatchLogsLogGroups",
"Effect": "Allow",
"Action": [
"kms:DescribeKey"
1,
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/EXAMPLE-CLOUDWATCH-LOGS-KEY-ID"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "111122223333"
},
"StringLike": {
"kms:ViaService": "logs.*.amazonaws.com"
}
}
}
]
}
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** /% md
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/myapp/config/README

### ContextHints
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git diff main..feature-branch > changes.diff
tc= AH|O|RE 8473 AMEHof| CHEH XHO|S MAIBHL|CE.

git diff --cached > changes.diff
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aws s3 cp changes.diff s3://my-security-agent-bucket/diffs/changes.diff

/A Important
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--code-review-id "your-code-review-id" \
--diff-source '{"s3Uri": "s3://my-security-agent-bucket/diffs/changes.diff"}"'

AWS SDK(Python) At &

import boto3

client = boto3.client('securityagent')

response = client.start_code_review_job(
agentSpaceld='your-agent-space-id',
codeReviewId='your-code-review-id',

diffSource={
's3Uri': 's3://my-security-agent-bucket/diffs/changes.diff’

print(f"Job started: {response['codeReview]obId']}")

AWS SDK(JavaScript/TypeScript) AFHZ

import { SecurityAgentClient, StartCodeReviewJobCommand } from 'e@aws-sdk/client-
securityagent’;

const client = new SecurityAgentClient({ region: 'us-east-1' });
const response = await client.send(new StartCodeReviewJobCommand({

agentSpaceld: 'your-agent-space-id’,

codeReviewId: 'your-code-review-id',

diffSource: {

s3Uri: 's3://my-security-agent-bucket/diffs/changes.diff’,

.

1)

console.log( Job started: ${response.codeReviewJobId}");

APIE status®| codeReview]JobId 22} & A & A| gFEHEILICFIN_PROGRESS.
ATHA: AZH 2 LIE{E

IE HdE MY geirt etz E W x| S22 Lch
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aws securityagent get-code-review-job \
--agent-space-id "your-agent-space-id" \
--code-review-id "your-code-review-id" \
--code-review-job-id "the-job-id"
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aws securityagent list-findings \
--agent-space-id "your-agent-space-id" \
--code-review-id "your-code-review-id" \
--code-review-job-id "the-job-id"
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IDE S &2 AWS Security Agent MCP(Z & HRIAE T2 EZ) MHE ALE3t0 IDEE AWS Security
Agent AH|A0f 24738t

. MCP MHE A4 FEE 7IP o}710|E 2 17| & &L|ct

. OF7lolE & MEHH7E AWS AIEHMM RS2 2 T 2H|XMY 5= S3 HZlo| YZ=FLct.

. MH{E AWS Security Agent APIE 3 &350 AZHE A|ZFEHLICE.

. AWS Security Agent= ZE0|M EoF F[okM A TX|o| Hot @ F ME E+E 28 LICH

=
CdAnte FE Qx| AH AMZtE 52 2 2/ 512 XN|otnt & IDER HEHE LT,
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MCP MH= O|0|ME S7F T2 H|X'E, S3 HHZ! A, IAM 48 MY, I {7 |H, AH ERJ S EE
LIAAEDO|ME XHE|SIEE ZEHZE FAEI AWS Xt SHOF 2o shL|Ct.

(® Note
Rt M =2 24 8ol 7HE AWS A SHULICHO: , aws configureAWS
SSO EEE 87 H4E E6f). MCP MHE XS AH2E [ of0|ME F7H IAM MH|A g &
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- CtS Hete 2 ZH0|M FIE AWS i+ BF:
« iam:CreateRole, iam:PutRolePolicy (MH|A d&o| &5|H M

o
* s3:CreateBucket, s3:PutObject, s3:PutPublicAccessBlock
s3:PutLifecycleConfiguration

* securityagent:CreateAgentSpace, securityagent:UpdateAgentSpace,
securityagent:ListAgentSpaces, securityagent:BatchGetAgentSpaces

* securityagent:CreateCodeReview, securityagent:StartCodeReviewJob
securityagent:BatchGetCodeReview]obs

* securityagent:ListFindings, securityagent:BatchGetFindings
- securityagent:StartCodeRemediation (KIS &89l BL)
* sts:GetCallerIdentity
« uv Ax|E(Python IH7|X| A&7
« Python 3.10 O[ 4
« Ct= IDEs & StLt:
- Kiro(AWS Security Agent Power A x|)
« Claude Code(AWS Security Agent Z2{121 Mx|)
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Kiro Marketplace0i| A AWS Security Agent Power
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MCP MH 74, Z& X|&  +8 #7| F3& HEZTELICL

e Z2HMEOM M MCP MHE =822 F#+MFLICH .kiro/mcp.json

{

"mcpServers": {
"security-agent": {
"command": "uvx",
"args": ["awslabs.security-agent-mcp-server@latest"],
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env": {

"AWS_PROFILE": "default",
"AWS_REGION": "us-east-1",
"FASTMCP_LOG_LEVEL": "ERROR"

}
}
}
}
Claude Code
M M A diff AZH 3 2 ZHE 9

3l 2| S0l Cigt 7|& 2 M-S 3= AWS Security Agent

Z =M E 9|0 A MCP ME{E FELICH .mcp.json

{
"mcpServers": {
"awslabs.security-agent-mcp-server": {
"command": "uvx",
"args": ["awslabs.security-agent-mcp-server@latest"],
"env": {
"AWS_PROFILE": "default",
"AWS_REGION": "us-east-1",
"FASTMCP_LOG_LEVEL": "ERROR"
}
}
}
}
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® Note
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Scan this project for security issues
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Run a threat model review on my spec
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# CRITICAL: SQL Injection in user-service.ts
File: src/api/user-service.ts:45
User input flows directly into SQL query without parameterization

# HIGH: Hardcoded credentials in config.ts
File: src/config/database.ts:12
Database password stored in source code

A =8, AMEL: M, ZE x|, EXM 2 2= & 2 Zatol cHEt MA HEQ Lsecurity-
agent/findings-{scan_id}.md &7 M& 20 AMToi ZHEL|CH.
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Fix the SQL injection in user-service.ts
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aws ec2 create-vpc-endpoint \
--vpc-id vpc-la2b3cad \
--vpc-endpoint-type Interface \
--service-name com.amazonaws.<region>.securityagent \
--subnet-ids subnet-1la2b3c4d subnet-5e6f7a8b \
--security-group-ids sg-1la2b3c4d \
--private-dns-enabled
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{
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": [

"securityagent:CreatePentest",
"securityagent:ListPentests",
"securityagent:BatchGetPentests",
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"securityagent:StartPentestExecution",
"securityagent:StopPentestExecution",
"securityagent:ListFindings",
"securityagent:BatchGetFindings"

]I

"Resource": "*"
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CIS VPC AEXQIE HM2 AEXOIE
L

AWS 7{& & shucH
{
"Statement": [

{
"Effect": "Allow",
"Principal": "*",
"Action": "securityagent:*",
"Resource": "*"

1,

{
"Effect": "Deny",
"Principal": {

"AWS": "123456789012"

1
"Action": "securityagent:*",
"Resource": "*"

}

]
}
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aws ec2 describe-vpc-endpoints --vpc-endpoint-ids vpce-1la2b3cad \
--query "VpcEndpoints[].State"
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aws ec2 describe-vpc-endpoints --vpc-endpoint-ids vpce-1la2b3c4d \
--query "VpcEndpoints[].PrivateDnsEnabled"
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aws ec2 describe-vpc-attribute --vpc-id vpc-la2b3c4d --attribute enableDnsSupport
aws ec2 describe-vpc-attribute --vpc-id vpc-1la2b3c4d --attribute enableDnsHostnames
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{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "securityagent.amazonaws.com"
+
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"Action": "sts:AssumeRole",
"Condition": {

"StringEquals": {
"aws:SourceAccount":
:application/*",

"{{accountId}}"

},
"ArnLike": {
"aws:SourceArn": [
"arn:aws:securityagent:us-east-1:{{accountId}}
"arn:aws:securityagent:us-east-1:{{accountId}}:agent-space/*",
"arn:aws:securityagent:us-east-1:{{accountId}}:agent-instance/*"

}
}
.
{
"Effect": "Allow",
"Principal": {
"Service": "securityagent.amazonaws.com"
},
"Action": "sts:SetContext",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "{{accountId}}"
.
"ForAllValues:ArnEquals": {
"sts:RequestContextProviders": "arn:aws:iam::aws:contextProvider/
IdentityCenter"
.
{
[
application/*",
agent-space/*",
agent-instance/*"

"aws:SourceArn":
"arn:aws:securityagent:us-east-1:{{accountId}}:

"ArnLike":
"arn:aws:securityagent:us-east-1:{{accountId}}:
"arn:aws:securityagent:us-east-1:{{accountId}}:

}
}
}
]

}
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "securityagent.amazonaws.com"
b
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "{{accountId}}"
},
"ArnLike": {

"aws:SourceArn": [
"arn:aws:securityagent:us-east-1:{{accountId}}:agent-space/*",
"arn:aws:securityagent:us-east-1:{{accountId}}:agent-instance/*"

]

}
}
}
]
}
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"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Alice"
},
"eventTime": "2025-01-15T10:30:00Z",
"eventSource": "securityagent.amazonaws.com",
"eventName": "CreatePentest",
"awsRegion": "us-east-1",
"sourceIPAddress": "203.0.113.12",
"userAgent": "aws-cli/2.13.0",
"requestParameters": {
"pentestName": "WebApp-Security-Test",
"targetUrl": "https://example.com",
"testScope": "OWASP-Top-10"
I
"responseElements": {
"pentestId": "pt-1234567890Qabcdef0",
"pentestArn": "arn:aws:securityagent:us-east-1:123456789012:pentest/
pt-1234567890abcdef@"
},
"requestID": "alb2c3d4-e5f6-7890-abcd-ef1234567890",
"eventID": "12345678-1234-1234-1234-123456789012",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
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