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$ aws securitylake create-data-lake \
--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"1234abcd-12ab-34cd-56ef-1234567890ab"},"region":"
{"expiration":{"days":500},"transitions"
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--meta-store-manager-role-arn
AmazonSecuritylakeMetaStoreManager"
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$ aws securitylake create-data-lake \

--configurations '[{"encryptionConfiguration:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","replicationConfiguration":
{"regions": ["ap-northeast-2"],"roleArn":"arn:aws:iam::123456789012:role/service-

role/AmazonSecuritylakeS3ReplicationRole"},"1lifecycleConfiguration”": {"expiration":
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--meta-store-managex-role-axn "arn:aws:iam::123456789012:role/service-role/

AmazonSecuritylakeMetaStoreManager"
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"Sid": "Grant permissions to designate a delegated Security Lake administrator",

"Effect": "Allow",

"Action": [
"securitylake:RegisterDatalakeDelegatedAdministrator",
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization"

1,

"Resource": "*"
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$ aws securitylake register-data-lake-delegated-administrator \
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https://docs.aws.amazon.com/cli/latest/reference/securitylake/register-data-lake-delegated-administrator.html

Amazon Security Lake AL 7Hol=

--account-id 123456789012

UE #HERt= M =2 H™HolAwS 21 2 O|HE H|O|E =& XSS5t 5 ME

=T Ql&Lct ol 7 HE2 ALE5tH A™o| ZEof| =7HE m M HI%0i| M Security Lake
AHso 2 MSHELICH AWS Organizations. 9 E £HE2|AtH= Security Lake APIC|
CreateDatalakeOrganizationConfiguration 242 AF&3t7{LE AWS CLIE A& 3t B create-
data-lake-organization-configuration WHEES A& 35l040| LS EMsIE = A&LIC 2L Al M
AYol et EH 8 HEE xHEg =& A&Lct

0 € S04 CtS AWS CLI BE2 M =& H"H0{| M Security Lake2t Amazon Route 53 {447 /2|
27, AWS Security Hub ZA} 21t 2/ Amazon Virtual Private Cloud(Amazon VPC) & 21 2&
g XIS = #stErLict o] A= Linux, macOS £ Unix82 2 Aol X|HElH, 71548
=0|7| {l&l HEeiAl(\) & ¢S BEXHE AFSELICH

ok do

$ aws securitylake create-data-lake-organization-configuration \
--auto-enable-new-account '[{"region":"us-east-1","sources":
[{"sourceName" :"ROUTE53"}, {"sourceName" :"SH_FINDINGS"}, {"sourceName":"VPC_FLOW"}1}]1"'
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https://console.aws.amazon.com/securitylake/
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$ aws securitylake delete-data-lake-organization-configuration \
--auto-enable-new-account '[{"region":"us-east-1","sources":
[{"sourceName":"SH_FINDINGS"}1}]1"
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeregisterDataLakeDelegatedAdministrator.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/deregister-data-lake-delegated-administrator.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteDataLakeOrganizationConfiguration.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/delete-data-lake-organization-configuration.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/delete-data-lake-organization-configuration.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html#orgs_how-to-enable-disable-trusted-access
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$ aws securitylake get-data-lake-sources \
--accounts "123456789012" "111122223333"
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https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_GetDataLakeSources.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/get-data-lake-sources.html
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$ aws securitylake get-data-lake-sources \
--regions "us-east-1" \
--quexry 'datalakeSources[].[account,sourceName]'
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$ aws securitylake list-data-lakes \
--regions "us-east-1" "eu-central-1"
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_ListDataLakes.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/list-data-lakes.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
https://console.aws.amazon.com/securitylake/

Amazon Security Lake AL 7Hol=

6. B2 Z<? of et 2ol e E
ol2 T+8& Zgfstod
o] =)

HT s BEE + st BlaE S 2lHo
of
| £ IL|Ct REAM|SE LHE £

= O —
EM 23O AWS BlAA AWS A of ™
Security Lake 2lAA0 Bl X|HE &= AAIL.

7. BlFg BY BIFoE HESEIE B BolM B BN (M o) MEEL
Modify(+) 8 HIEHLIC} 891 2% 4124 Mol 21 BIT 718 tIEL

2 MEHE T Se curlty LakeOl| 0424 2|0l ZX HIO|HE SHME +~ U= HErE FoigfLich
2z Al MY S MEisto HE AL E MEELICH

API

=2 HAlo E 110|E] gilo|3.2] 2| MY 0| E5t24™ Security Lake AP12]
UpdateDataLake 242 AFE & LICE E AFE5t= B2 update-data-lake BB E AWS CLIA Y
2LICH region Tt2tO|E0|l= HHE ¢HAESIE{= 2ITol CHet 21 I =8 XI™F g Lchod: O
= S8 (HZXILIol §8) 2|0 CHEt us-east-1). 2| T E S5 2 AWS LB & X 9| Amazon
Security Lake IEXZQIEE FH T AA|L.

%7} ThEtOlElE A shof HZs

= ZF Ao chall M 2t 2 RI-HELICH (of: &3 7
(encryptionConfiguration) ¥ E& A%

Z 4™ (lifecycleConfiguration)).
o€ E0{C}= AWS CLI B2 us-east-1 2™ Q| HIO|E{ BtZ I AEZ|X| A e M

=
ci|o|E & L|Ct. O] od|Al|= Linux, macOS £ Unix22 2 EAI0| XIMEIH, 7154 =0(|7] &
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$ update-data-lake \
--configurations '[{"region":"us-east-1","lifecycleConfiguration": {"expiration":
{"days":500},"transitions":[{"days":45,"storageClass" :"ONEZONE_IA"}]1}}]"
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/update-data-lake.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
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{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowReadS3ReplicationSetting",
"Action": [
"s3:ListBucket",
"s3:GetReplicationConfiguration",

Clole =SXE 2l 1AM & 30


https://docs.aws.amazon.com/security-lake/latest/userguide/custom-sources.html#custom-sources-best-practices

Amazon Security Lake AL 7Hol=

"s3:GetObjectVersionForReplication",
"s3:GetObjectVersion",
"s3:GetObjectVersionAcl",
"s3:GetObjectVersionTagging",
"s3:GetObjectRetention",
"s3:GetObjectLegalHold"

1,

"Effect": "Allow",

"Resource": [
"arn:aws:s3:::aws-security-data-lake-[[sourceRegions]]*",
"arn:aws:s3:::aws-security-data-lake-[[sourceRegions]]*/*"

1,

"Condition": {

"StringEquals": {
"s3:ResourceAccount": [
"{{bucketOwnerAccountId}}"

}
I
{
"Sid": "AllowS3Replication",
"Action": [
"s3:ReplicateObject",
"s3:ReplicateDelete",
"s3:ReplicateTags",
"s3:GetObjectVersionTagging"
1,
"Effect": "Allow",
"Resource": [
"arn:aws:s3:::aws-security-data-lake-[[destinationRegions]]*/*"
1,
"Condition": {
"StringEquals": {
"s3:ResourceAccount": [
"{{bucketOwnerAccountId}}"

olole SXME fIeh 1AM g 31
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CtE AZ HME qEof HF 504 Amazon S37t & E &g = JULE FH{EELCH

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowS3ToAssume",
"Effect": "Allow",
"Principal": {
"Service": "s3.amazonaws.com"
b
"Action": "sts:AssumeRole"
}
]
}

AWS Key Management Service (AWS KMS)2| 1.2 2|8 7|& AF&3104 Security Lake CI|O|E{ 2|0
3E 3 35tet= A2 Clo|E| X ¥ao| et oo Chg MehE Fo45HoF & LICt.

"Action": [
"kms:Decrypt"
1,
"Effect": "Allow",
"Condition": {
"StringlLike": {
"kms:ViaService": [
"s3.{sourceRegionl}.amazonaws.com",
"s3.{sourceRegion2}.amazonaws.com"
1,
"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::aws-security-data-lake-{sourceRegionl}*",
"arn:aws:s3:::aws-security-data-lake-{sourceRegion2}*"

iy

"Resource": [
"{sourceRegionlKmsKeyArn}",
"{sourceRegion2KmsKeyArn}"

"Action": [

Clole =SXE 2l 1AM & 32



Amazon Security Lake AL 7Hol=

"kms:Encrypt"
1,
"Effect": "Allow",
"Condition": {
"StringlLike": {
"kms:ViaService": [
"s3.{destinationRegionl}.amazonaws.com",
1,
"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::aws-security-data-lake-{destinationRegionl}*",

]

}I

"Resource": [
"{destinationRegionKmsKeyArn}"
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/setting-repl-config-perm-overview.html
https://console.aws.amazon.com/lakeformation/
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https://docs.aws.amazon.com/lake-formation/latest/dg/getting-started-setup.html#create-data-lake-admin
https://docs.aws.amazon.com/lake-formation/latest/dg/getting-started-setup.html#create-data-lake-admin
https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-data-lake.html
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$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","replicationConfiguration":
{"regions": ["ap-northeast-2"],"roleArn":"arn:aws:iam::123456789012:role/service-

role/AmazonSecuritylakeS3ReplicationRole"},"1lifecycleConfiguration": {"expiration™":

{"days":3653}}}1"
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https://docs.aws.amazon.com/general/latest/gr/securitylake.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-data-lake.html
https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-data-lake.html
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$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"S3_MANAGED_KEY"},"xregion":"us-east-1","replicationConfiguration":
{"regions": ["ap-northeast-3"],"roleArn":"arn:aws:iam::123456789012:role/service-

role/AmazonSecuritylakeS3ReplicationRole"},"1lifecycleConfiguration": {"expiration™":

{"days":365}}},

{"encryptionConfiguration": {"kmsKeyId":"S3 MANAGED_KEY"},"region":"us-

east-2","replicationConfiguration": {"regions": ["ap-

northeast-3"],"roleAxrn":"arn:aws:iam: :123456789012:role/service-role/

AmazonSecuritylakeS3ReplicationRole"}, "lifecycleConfiguration": {"expiration":

{"days":500},"transitions":[{"days":60,"storageClass":"ONEZONE_IA"}]1}}]"
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https://docs.aws.amazon.com/general/latest/gr/securitylake.html
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"Resource": "arn:aws:s3:::aws-security-data-lake*",
"Condition": {
"StringEquals": {
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}
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https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.0.0-rc.2/VPC%20Flowlogs
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/VPC%20Flowlogs

Amazon Security Lake AL 7Hol=

AWS WAF Security Lake2| 21

Security LakeOlAM{E 21 AA AWS WAF 2 £7151H S Curity Lake= HA| 23 &S AIFgFLIC.
AWS WAF = 2| ALEAt7} of Z22|7H0|Mo EUi= o @32 ZLERStD ZEI=0f CHEt AMAE
B |

Moists ol A8E &= U= &l olE2|7Hold wateLct 2ZE HEos EIAAZRE AWS ¢
REE AWS WAF 22 AlzZH @Hof CHet M HE, 20| Ux|ste m=lof CHet MR ™HET 237
EI|_||:_|.
= .

Security LakeE SZ|X0 52 AWS WAF 21 AEZ|Z AWS WAF S&ljolMd 27 215 AF2 8L
Ct. ol Z2MAE £7t MH0| ZR5HR| &E7HLE 7|E AWS WAF A0f| F&2 FX| IS MA &
RA&LICE Security Lake 2= 2 AA|A Ko S5(E ACL) 740l M AWS WAF 3{& 6= O O|H
Bt HAMBLICt Security Lake H|& 2| ¥ ACLo| CHal| CO|E{ E5 7t &35t El A< M E ololE= ¥
ACL Ao et =-EE|HL SHA[ELICH & AF&3to{ ofE 2|70l M E[AAE E 5 5t= AWS WAF
gfedof CHE XEMIEH LI 2 AWS WAF JHEFRF OHLHA O AWS WAF %S A2 FESHAIL.

/A Important
Amazon CloudFront HHEZ & E[AA YO E AIESts E2 0|5 SHR(HX[LIol S8)E M=
5104 Security Lakeolld 22 212 £ AWS WAF&HofF g L|Ct

>
=
0))
=
>
M
Hu

& OCSF v1.1.00 MBH X[ E|L|C}. Security Lake7t AWS WAF 21 O|HEE OCSF
2 M7stete ghedof cHE XEMIEH LI 2 AWS WAF 218 GitHub OCSF E|Z X|E 2[(v1.1.0)2| Oj
|

A AWS MHIA 2 A7

HM|A S MEHS 1 O EHA ol 2l Security Lake 24 AWS MH|A 2 7|2XMo 2 X|HEEE
M74grLlct. stLt ol 4k of 2o et AAE MHE = JU&LICH AAE W75 Security Lake= K|
ME 2™ U A™O| s AANM O|O|E =& SEstn F5X= O O|d HE2| M C|0[EE A
8 £ isLct & X8 FE K= Security LakeZt M7{ ol 2AA0M =75t CIOIEE H& AHSE
= UELICH AARM 7|E2HO R X|HElE AWS MH|A B MZHE = of X|ZDH ALSE = USL
Ch. AL X1 &4 K7{ofl CHEN REMIEH LIS 2 Security Lake2| AFE A X[ £ A0 M C|O|H =E&

=X g}é“o

l]

Console

1. Security Lake 2 & (https://console.aws.amazon.com/securitylake/)= 3L|LC}.

2. BN HOIM AAE MEBLICH

= -
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https://docs.aws.amazon.com/waf/latest/developerguide/web-acl.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-data-protection-and-logging.html
https://docs.aws.amazon.com/waf/latest/developerguide/how-aws-waf-works.html
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/WAF
https://console.aws.amazon.com/securitylake/

Amazon Security Lake

3. AAE MHEstD HIEY

4. O| AAO|MO|OIE =&E
Bt 2|Xo| 2E A™HM A

API

E AAAWS MH|A 2 Z2 313 &Aoo 2 X|7{5124T Security Lake AP12]
DeleteAwsLogSource S ME

grL|Ct. AWS Command Line Interface (AWS CLI)E At&3te=
842 delete-aws-log-source Hdg AEBLICH sourceName 2! regions Ih2tO|E{7} 2Rt
a

o}, MEfTio 2 M7 HOIE 5H

g

ccounts £ EH™ 2 AN|$He &= Ql&LICtsourceVersion.

/A Important
Bol metO|E{E AMB5tX| et 2 Security Lake= ut2tOlE7t A MEE F=X
stCt 7HE g LICH o & 04 accounts TtEIOIEE X'||'<T'53|' | pfo™ ZEIo| MA| HH

Zgtol Hyol MBELICH

ChE dlAlMME ZIEE AE & 2[R0 VPC 5 & 208 A4 2 NHELICH

$ aws securitylake delete-aws-log-source \

--sources sourceName=VPC_FLOW,accounts="'["123456789012",

"111122223333"] "' ,regions="'["us-east-1", "us-east-2"]',6sourceVersion="2.0"

CHE o Alo M= Route 532 XIHE HHEH U 2|To| A4 2 HMHELICH
$ aws securitylake delete-aws-log-source \

--sources sourceName=ROUTE53,accounts='["123456789012"]"',regions="'["us-east-1", "

us-
east-2"]"',sourceVersion="2.0"

2?12 oA = Linux, macOS EE= Unix& 2 2 EZBHE|0{ Qo B&eiAl(\) & 215 EXHE ALE5t
0 7t & JHE L ct

Security Lake2| AtE At X|H AA0|AM CIO|EH =&

Amazon Security Lake= EtAF AL XF X[ £ A0M 22 O|HIEE =& E

== #‘ (I?I\I L—ll-—-l' Security
Lake AF A} K| AAE EOF 29 O|HIEE Amazon Security Lake2 T4 35HE EFAF MH[A QL

AER X AA0M Hlo[E 7 49


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteAwsLogSource.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/delete-aws-log-source.html
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Security Lake= ZF AF& X+ X AA0f CHEH CHS € XM 2l&FLct

« Amazon S3 HHZ!o| &40 DREF HFA

o AMEX XIHE AAT}O|O|E 2ilo|=0i CIIOIEE UL E 51835H= AWS Identity and Access
Management (IAM)Ol| A & S A gfL|Ct o] A& o Mt BH = 2l= AWS B2 X 2Mof ofsH
MY ELICtAmazonSecuritylakePermissionsBoundary.
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o &AT} Security LakeOl| A= ZHHM|E T 4d5H= AWS Lake Formation E|O|2 2 M &g LCt

LICt. 2 &= HI0l& AWS Glue Data Catalog

o AACIOIE{E E&E AWS Glue AEHE M™E
= o=z AMS T AF|0f Ho|E $Z§-EH—IEL

E MESLICh 3 M AL C|O|HE Kt S

(® Note
AEol =[CH 507He] ALS AL X|E 23 &4 8 FIHE =+ U&LICH

Securlty LakeOll AFHS

S Xt K|
£ S5otX| RotH 4501 S E + UcH A L2 EM A

. OHA - X RIE AAE AA0| HETE MEA =
E{E £ = 400 &LCt o2 HFo| Cllo|E{7t =& & 29| c=>|‘cl>‘ _T_'-?-’r?i OCSF (ZH& & Ato[H
HotA7|0F ZRRH3) O|HIE ZeHAE 24z HEo| ME O 2 XS 5HoF & LICH Security Lake=

A o
M-SR RIE &2ATHS3 HAL| XIHE fIX[o] & = ULSF 5{18stE IAM HE S dEgfLc

« A - A8R X|H AL0M +=EE 2 S3 X = Apache Parquet TH A2

« A7|0OF- Parquet @A 24X LHo| 2 B|Z =0 S8 OCSF O|HE ZEliA
Security Lake & Parquet HA 1.x & 2.xE X|@ELICH dlo|H Ho|X| 27|=
SHok &rLICH & O & 371= 256MB (2 5)& 'X| efotofk &LICH Parquet Z4%
zstandardO| M& ELIC.

- IEIMY - A= 217, AWS A A, eventDay 2 IHE|MEsHoF BHLICH ZHA|oll= XS AH7F Eo{ot
LICtsource location/region=region/accountId=accountID/eventDay=yyyyMMdd/.

« AAN 37| 2 S - Security LakeE MESE U2 5201 1€ AlO|2| O|HIE UM SE2E TE
Tlofof Lt mY 3 7|7t 256MB& O|d WUS E = A&LICH AN 2 37| 2F Atg2 H
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https://schema.ocsf.io/classes?extensions=
https://schema.ocsf.io/classes?extensions=
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2| M52 QI3 Security LakeE E|X{3t ot HULICH AFRAF XIH AA QF AFES }2X| Sto™

S|
Security Lake 50| &2 O/ = /U&LICH.

« XZ - Parquet &4l0] ZF ZH|| Lo A CIlO|E{ 22| HI&2 Z0|7| flsll BlZ =S AlZHEH = H2ds)of
ghict
® Note
OCSF 458 T 7 E A25t0{ ALK | AA 7L S&E|EX| ZQIELICIOCSF Schema. At
X} X AA 90| B Security LakeE OCSF B 1.3 0|5HE K| grLICh

Security LakeOll M At XE X|E A4 #Tlst7| @8 THEIMHE 27 AME

20l Mol 2| X HEIE &0I5tH 5t24H Security LakeOl| AFZ R X|H AAE FTHE I THE|
Me A AL 37| 2F ALY S SFalok gfLC

WS AEEmEZ 2 & ol gLt
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End
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/ext/custom-source-name/region=region/accountId=accountID/
eventDay=YYYYMMDD.

HZ! O|F ol A7t = ME mtE|M2 @lLCtaws-security-data-lake-us-west-2-1ake-

uid/ext/custom-source-name/region=us-west-2/accountlId=123456789012/
eventDay=20230428/.

Ctg S82 S3 42 TtE|Mol| A8 El= Tt2t0|EE dEELCH

« Security Lake7t At At X &4 O|0|[HE MESt= Amazon S3 HHZ! 2| 0| &JL|CH.

« source-location— S3 HZ!0| }= AFE R X AA 9| HF AL Security Lake= X|IHE &4
O| B2 E S3 AUME o HF At of2Hol| K& StH HFAte siiE &40 TRELICH

 region- HIO|E{7t YEEE|= AWS 2| CHA L|Ct o & §0{US East (N.
Virginia)& Ar&3st0od O|= SR (H{X[L|ot | 8) 2|T12| Security Lake HZ!0f C|O|E{E U=
= 5HoF &rLC}.

« accountId-4A TE|MO| B|Z =T 2HEAEl AWS A IDRILICE 2|F Aot

HE M EO| B external EE9 L2 BAIYEE AS5tE AWSXWO| E4L

AMER XY 44 +EE 2F HEIME 2F AHE 51


https://github.com/aws-samples/amazon-security-lake-ocsf-validation
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Ctexternal_externalAccountId. O| BE CHFE AMEHSH 2|F H X IDse| FHO| CHE Xt
74 5 gl AMA"NM X #ElstE AWS A IDs E= QIF A IDset SESHK| LEE 2
SotR| M & = J&LCt
- eventDay - BIZEQ| UTC EtJARMZ 28X} EXMYE() &
HZE7L O|HIE EtUARZ o] CHE AlZHCHE X|H5t= 4
2 EHEtaoF Lt

~—"

F2IL|CHYYYYMMDD.
EtAARIE UTC

Security LakeOl A AF2 X} X1 AAE F7I617| I8 AR =2

AR R|H AAE FIHE I Security Lake= #E20]| HIO|E] 20|32 2| 2HIE 2/xlof HIO|EE £
Bt 1AM g2 MMHEHLICt g ol o|E2 Y42 2 MHAmazonSecuritylLake-

Provider-{name of the custom source}-{region}, 097|A regionte AI&X} X|

HAAE FI5HE AWS 21T LICH Security Lake= Ci|O|E{ Bi|o|3.0i CHEH HMAE F

= YA qgof ZELICH T2 #E1- AWS KMS 7|2 CIO|E{ 20|22 & ¥53

Security Lake= kms:Decrypt ! kms:GenerateDatakKey HEH2 AF235to ™

M2 odghol 9AZABILICEH O] & ol et BAH = e AWS EE|E HAHof o5 MHEEL

CtAmazonSecuritylakePermissionsBoundary.
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» Security Lake EHZ! 2| X|0f| CHEF A 7| HMAE 5{Est= IAM 8 HHE(API & AWS CLITE EHA)
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* glue:CreateCrawler

* glue:CreateDatabase

* glue:CreateTable

* glue:StopCrawlerSchedule

« iam:GetRole

AMEXRH XY £AE FItst7| /gt AT 2F AHE 52
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« iam:PutRolePolicy

« iam:DeleteRolePolicy

« iam:PassRole

« lakeformation:RegisterResource
* lakeformation:GrantPermissions
* s3:ListBucket

* s3:PutObject

Ol2{Er Xt
x

AEREKIE 2A0M 232 OHEE +=Z5t 1 2HHE AWS Glue | O|E{H| 0| A
ot Hlolgz ™ CHS

IS Amazon S30{ A& & £ U&LICH.

o o

=
(=)
a4
(=)

clolE 2lo|Z2 2| M & & 5310 AWS KMS 7|18 AH835tE B9, kms:DescribeKey X
kms:CreateGrantO CHet HetE EREL|Ctkms: GenerateDatakKey.

/A Important
Security Lake Z2&2 AF&35H0{ AL At X|H AAE FII5t2{H CFS BHAHE HUF T 2 7Y
gt &~ Q)& LICHSecurity LakeOll AL XF X|& AA F7JL. Security Lake 2£2 ZHASHE AIXF
EMAE M335tH, 2R ZE IAM UE 2 dG5tHLE AFSAL Tl 7|E dg S AFSELICt

Security Lake APl AWS CLI & AF&35t7LE AFE X X[ AAE F7Utst2{HH CHS BHE 1™
5t04 Security Lake HHZ! @/ x[0f| CHE A 7| BMAE 518 5t= IAM FE S HMFLICEH

Security Lake EHHZ! ?|X|0i| CHEh A 7| HMAE SHESHe IAM L& HE(API 2 AWS
CLI& THA))

Security Lake API EE= AWS CLI & AtE3510 ALE At X|H £AAE FIHsts B0 IAM & E F¢
&tof At Xt X|H &4 H|O|HE I EZ 6t OO0 M TE[ME AlHe £ /= AWS Glue HEHE
HoqgfLict. ol2{8t THE|M2 ClO|EHE F45t T CIO|H FIE 20| M E|o|E2 44 2 0| E St

£ Ol 28t

O IAM H& g Ho|st Zoi= 248 o] Amazon ElAA O|S(ARN)O| Qlo{0F AL A X|H AAE FI}HE
A& LICE.

r

1

arn:aws:iam::aws:policy/service-role/AWSGlueServiceRole AWS ZE|& HME o172
afiof =FL|Ct.

AMEXRH XY £AE FItst7| /gt AT 2F AHE 53
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Lot HEhE FoistedH7t AASAF X[ 2A0M HIO|H THYE AWS Glue A E 21 8417 AWS Glue
Data Catalog0l| Al E[O|E & M/UT[0|EE = UEE J&oi CtF QI2tel HME st Z&sHok
glct.
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "S3WriteRead",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"
15
"Resource": [
"arn:aws:s3:::{{bucketName}}/*"
]
}
]
}
QI IDE VIHIC R e S e = U=E AWS A AL835H0{E 3{85tE{™ CHZ A= ¥ S o
ZAgfuct.
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "glue.amazonaws.com"
iy
"Action": "sts:AssumeRole"
}
]
}
MEXE XIE AAE FII6HE EIT1Q| S3 HZI0| 17 HEIBoZ &S 3HE B2 U H KMS 7| A
of CtS HA T 44 AWS KMS keydt{of & L|CE.
{
AR X|H AAE FIH517] QI8 AT 7 ALE



Amazon Security Lake AL 7Hol=

"Effect": "Allow",
"Action": [

"kms:GenerateDataKey"

"kms:Decrypt"
1,
"Condition": {

"StringlLike": {

"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::{{name of S3 bucket created by Security Lake}"

iy

"Resource": [
"{{ARN of customer managed key}}"

Security Lake0l| ArEA} X[& AA F7}

IAM 2482 MA15t0 AWS Glue AEHE &8 £ CHS BHA|ol| 2t Security Lakeoll AF2 X K| &
LAE FIHELICH
Console

1. Security Lake 2 & (https://console.aws.amazon.com/securitylake/)= 3L|Ct

2. HOIX| 2EF TEto| AWS Z|IT MEHT|E AHE6tod AIEAt X|H A E Hde 2[FE U=

3. EHM UM ASK XE LLE MEEH OIS MER XIE &4 BFETIE MEELICH
=

4, MEXXIHE 24 ME HE MMM AFER X|H LA M MAMSE I1R]EH 0§22 U
ghLICh 37 ChS AF RF K| AA T} Security Lake2 &8 H|0|E| 82 MHEH= OCSF
O|HE FeiAE MEAELICE.

5. AWS HH 0| #47| MEHo| = A< CIO|E Bllo[=2o|l 212 O|HIEE 7|8 & AEXL K|
o AAOAWS AM ID & 2| IDE = LICt

6. AH[A HAMAS B M MH|A A" S BHE0{ AFE 5L 74LE Security LakeOll AWS GlueE 7t
S EStE HEt2 20i5t= 7|& MH|A HE S ASTHYAIL.

7. AMA

i M(Create)= ME4FLICEH

AR Ho| A F7} 55


https://console.aws.amazon.com/securitylake/
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API

2O HAoZ ASK X|H AAE F7H35HE4H Security Lake API2]
CreateCustomLogSource U E AL MA|R. AFE AL X[H AAE HM5tE{= AWS 2T 0i| M

42 AFSELICH AWS Command Line Interface (AWS CLI)E A8 3t= A< create-custom-
log-source BHE S Al~AELICH.

CHE WA= AL R RIH AAE XIHE 2|Xe XIHE 2O
&Lt o] ol M= Linux, macOS EE = Unix82 &2 & AlI0| X

QHE Al X|xlE Let0lEE AHEstod AFS AL X|H £490| 71 dHE X|HHAAL.

sourceName - 2A 9| O|§ 2 X|H&LICt. O|§2 2|1 1 gfolofof &Lt
eventClasses - 5L} 0|4 2| OCSF O|HIE Z2jAE X|H5t0d AAT} Security LakeZ TS

g ool RES HIELICH Security LakeO A A4 2 K| E|= OCSF O|HE ZEiA |52
Open Cybersecurity Schema Framework(OCSF)& & Z5tM|2.

sourceVersion- MEAMO 2 27 £EE ALSAt X|H &4 O[0|EHS| §H HHSZE ANEtét=
g RIEELch

crawlerConfiguration- AEtE £&5t7| 26 A8t IAM 23& 9| Amazon 2lAA 0|8
(ARN)Z AWS Glue X|ZELICH IAM HE S $dst= RHMEt HHlE ASA X8 AAE FIt
5t7| fEt A ZHE XML,

providerIdentity - 247} ClO|E{ Bflo|=20l 29 O|HIEE ME O| AFSE AWS X124 5
Bt % IDE RIHELct.

A A 20 AAZ F7}

=a=]
M, 7t5d2 £0[7| 2ls Heeh

Al(\) & A& ERHE ASELICH

$ aws securitylake create-custom-log-source \

--source-name EXAMPLE_CUSTOM_SOURCE \

--event-classes '["DNS_ACTIVITY", "NETWORK_ACTIVITY"]' \

--configuration crawlerConfiguration={"roleArn=arn:aws:iam::XXX:role/service-role/
RoleName"},providerIdentity={"externalId=Externalld,principal=principal”} \
--region=[“ap-southeast-2"]

oM AP A X' AA O|O|E] YO|0|E K| AWS Glue

Security Lake0l| AF& X} K| AAE F 7|6 H Security Lake7} AWS Glue A E8{E MAMELICH 32
e ALS K XIH A A0 4504 CIOIEf +Z=& At AWS Glue ClIO|E{ ZHEH2 1 & H|O|E 2 #H
SLct.

NEF RPN 56


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateCustomLogSource.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-custom-log-source.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-custom-log-source.html
https://schema.ocsf.io/classes?extensions
https://docs.aws.amazon.com/security-lake/latest/userguide/custom-sources.html#iam-roles-glue-crawler
https://docs.aws.amazon.com/security-lake/latest/userguide/custom-sources.html#iam-roles-glue-crawler

Amazon Security Lake AL 7Hol=
E_EE+§ /\EOE AI%H3|.0;| M’%Xf
MH|20iM #HE| 7|58 FXIstE

HZ A B SILITL S Msts B9 38218 MY

M AA AF|OE %Al AEHE S K| Athena Z! 7|EF 22|
X AA0| 22 Ho|E &EtoM CHS

- CIo|E MEol= M =& ¢ Fo| stLt old AU&LICH
« HIO|E{ ME Q| Hoi= struct HIOIE 0| U= LFoil stLt of&f el M HET} l&LICH

I Ee Aol cHEr x-S AWS Glue 7HE R} FHLHA S| AWS Glue A E2] 02 FH E5HA

)

Security LakeE A&l 7|1E I E{E AtA|stHLE YOIO|EE 4= Q& LICH AP A K| AAE AKX
ot B2 LIS0| 22 0|§2| AASA XY AAE OHE H=loletH (ZE I EHE MXStE WOl &
&LCh.

K| E|= OCSF O|HE ZejA

Open Cybersecurity Schema Framework(OCSF) O|HIE ZEiA = AHSAF X[ AAT} Security Lake
E ST OolH RS dFELC X[El= o/HE ZEela S52 31 Z&Lch

public enum OcsfEventClass {
ACCOUNT_CHANGE,
API_ACTIVITY,
APPLICATION_LIFECYCLE,
AUTHENTICATION,
AUTHORIZE_SESSION,
COMPLIANCE_FINDING,
DATASTORE_ACTIVITY,
DEVICE_CONFIG_STATE,
DEVICE_CONFIG_STATE_CHANGE,
DEVICE_INVENTORY_INFO,
DHCP_ACTIVITY,
DNS_ACTIVITY,
DETECTION_FINDING,
EMAIL_ACTIVITY,
EMAIL_FILE_ACTIVITY,
EMAIL_URL_ACTIVITY,
ENTITY_MANAGEMENT,
FILE_HOSTING_ACTIVITY,
FILE_SYSTEM_ACTIVITY,
FTP_ACTIVITY,
GROUP_MANAGEMENT,
HTTP_ACTIVITY,
INCIDENT_FINDING,
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https://docs.aws.amazon.com/glue/latest/dg/schedule-crawler.html
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KERNEL_ACTIVITY,
KERNEL_EXTENSION,
MEMORY_ACTIVITY,
MODULE_ACTIVITY,
NETWORK_ACTIVITY,
NETWORK_FILE_ACTIVITY,
NTP_ACTIVITY,

PATCH_STATE,
PROCESS_ACTIVITY,
RDP_ACTIVITY,
REGISTRY_KEY_ACTIVITY,
REGISTRY_VALUE_ACTIVITY,
SCHEDULED_JOB_ACTIVITY,
SCAN_ACTIVITY,
SECURITY_FINDING,
SMB_ACTIVITY,
SSH_ACTIVITY,

USER_ACCESS,
USER_INVENTORY,
VULNERABILITY_FINDING,
WEB_RESOURCE_ACCESS_ACTIVITY,
WEB_RESOURCES_ACTIVITY,
WINDOWS_RESOURCE_ACTIVITY,
// 1.3 OCSF event classes
ADMIN_GROUP_QUERY,
DATA_SECURITY_FINDING,
EVENT_LOG_ACTIVITY,
FILE_QUERY,
FILE_REMEDIATION_ACTIVITY,
FOLDER_QUERY,

JOB_QUERY,
KERNEL_OBJECT_QUERY,
MODULE_QUERY,
NETWORK_CONNECTION_QUERY,
NETWORK_REMEDIATION_ACTIVITY,
NETWORKS_QUERY,
PERIPHERAL_DEVICE_QUERY,
PROCESS_QUERY,
PROCESS_REMEDIATION_ACTIVITY,
REMEDIATION_ACTIVITY,
SERVICE_QUERY,
SOFTWARE_INVENTORY_INFO,
TUNNEL_ACTIVITY,
USER_QUERY,
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USER_SESSION_QUERY,

// 1.3 OCSF event classes (Win extension)
PREFETCH_QUERY,

REGISTRY_KEY_QUERY,

REGISTRY_VALUE_QUERY,
WINDOWS_SERVICE_ACTIVITY

Security LakeOll M AFS R X|H AA ALK

A0 A Security Lake2 CI|O[E{E O O|& ELHX| St 22{™H ALEXF X|H AAE ANKISHA]

LS — = T _<|.D|_
X748t Security LakeE XIHE 2| L AHQ| sHE AA0AM CI|O|E &2 SEHsln 2SAe
Ol #Eo| M LIO|EE MEE =+ eia LTt sHX[BF 5 Xt= Security Lake7t M[7{ 7oi| &AM 5=
et CIoIEIE Hi& AF2E 4= QU&LICH O|2 8t XA A K| AAE MHetE HIEH AISE £
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$ aws securitylake delete-custom-log-source \
--source-name EXAMPLE_CUSTOM_SOURCE
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* iam:CreateRole

+ iam:DeleteRolePolicy

« iam:GetRole

« iam:PutRolePolicy

+ lakeformation:GrantPermissions
« lakeformation:ListPermissions
« lakeformation:RegisterResource

e lakeformation:RevokePermissions
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 ram:GetResourceShareAssociations
* ram:GetResourceShares

« ram:UpdateResourceShare
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 events:CreateApiDestination
+ events:CreateConnection

* events:DescribeRule

* events:ListApiDestinations
* events:ListConnections

* events:PutRule

e events:PutTargets

* s3:GetBucketNotification

* s3:PutBucketNotification

* sqgs:CreateQueue

* sqgs:DeleteQueue

* sqs:GetQueueAttributes

* sgs:GetQueuelrl

sqs:SetQueueAttributes
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowInvokeApiDestination",
"Effect": "Allow",
"Action": [
"events:InvokeApiDestination"
1,
"Resource": [
"arn:aws:events:{us-west-2}:{123456789012} :api-destination/
AmazonSecuritylLake*/*"

1
}
1
}
CtS AE S IAM 8ol 21725104 EventBridge7t &2 H T 5{SHAAIL
{

"Version": "2012-10-17",
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"Statement": [

{
"Sid": "AllowEventBridgeToAssume",
"Effect": "Allow",
"Principal": {
"Service": "events.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}
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CreateSubscriber 22 AF235IAA|2. AWS Command Line Interface (AWS CLI)E AFE235tE 3

2 create-subscriber BE S ASLICT.
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subscriberIdentityX|&gtL|Ct.
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$ aws securitylake create-subscriber \
--subscriber-identity {"accountID": 1293456789123,"externalld": 123456789012} \
--sources [{"awsLogSource": {"sourceName": VPC_FLOW, "sourceVersion": 2.03}}] \
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--subscriber-name subscriber name \
--access-types S3
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$ aws securitylake create-subscriber \

--subscriber-identity {"accountID": 1293456789123,"externalld": 123456789012} \

--sources [{"customLogSource": {"souxrceName'": custom-source-name,
"sourceVersion": 2.0}}]1 \

--subscribex-name subscriber name

--access-types S3
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+ targetRoleArn EE=0i= EventBridge API CHA 2 7+ S &3517| 2I5H M4d8H IAM & 9|
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$ aws securitylake create-subscriber-notification \
--subscriber-id "12345ab8-1a34-1c34-1bd4-12345ab9012" \

--configuration
httpsNotificationConfiguration={"targetRoleArn"="arn:aws:iam::XXX:role/service-
role/RoleName", "endpoint"="https://account-management.$3.%$2.securitylake.aws.dev/

vl/datalake"}
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$ aws securitylake list-subscribers
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{
"source": "aws.s3",
"time": "2021-11-12T00:00:00Z",
"account": "123456789012",
"region": "ca-central-1",
"resources": [
"arn:aws:s3:::amzn-s3-demo-bucket"
1)
"detail": {
"bucket": {
"name": "amzn-s3-demo-bucket"
b
"object": {
"key": "example-key",
"size": 5,
"etag": "b57f9512698f4b09e608f4f2a65852e5"
},
"request-id": "N4N7GDK58NMKJ12R",
"requester": "securitylake.amazonaws.com"
}
}
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$ aws securitylake update-subscriber --subscriber-id subscriber ID
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--sources [{"awsLogSource": {"sourceName": VPC_FLOW, "sourceVersion": 2.03}}] \
--subscriber-name subscriber name \
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AND cast(date_format(current_date, '%Y%m%d') AS varchar)
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Ct.

%

L

SELECT *
FROM
amazon_security_lake_glue_db_DB_Region.amazon_security_lake_table_DB Region_SECURITY_LAKE_TABL
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
LIMIT 25

230 24 E|o|E2of LerHel Zf2 ChEnt Z &L

« cloud_trail_mgmt_1_0 - AWS CloudTrail 2| O|HE

« lambda_execution_1_0— LambdaO0il Ci&t CloudTrail Cl|O|E{ O|HIE
« s3_data_1_0— S30i| CHEt CloudTrail C|O|E{ O|HIE

« route53_1_0 - Amazon Route 53 Resolver #2Z| 21

« sh_findings_1_0 - AWS Security Hub Z=A} Z1}

« vpc_flow_1_0 - Amazon Virtual Private Cloud(VPC) &8 21

of: O|=7 85 1 2|™2| & sh_findings_1_001 /= 2 E Security Hub ZA} 21}

2 AAE0|E 81
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SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d

%H') as varchar)
LIMIT 25

ol O|E{tH oA B[

Security Lake HIO|E{E #{2[& = C|0|E{& F2|5ted= OIO|E{H|0|A E[T 2| O|F 2 affoF & L
Ct. 34X Security LakeE AI& & &= U= OIOIEHIO|A E|H Q| MA S5 2 Amazon Securlty Lake ¢l

CEQIEE XA,

ne

of: &AA IPS| AWS CloudTrail & Lt

CH2 OlAlE us-east-1 DB_Region®| cloud_trail_mgmt_1_0 E|O|E0{ 20230301 (20231 3¢
1) O|&F 0| Z7|ZE AAIP192.0.2.12| 2E CloudTrail &2 LA gfLICt

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay > '20230301' AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc

LIMIT 25
FE|M St
CiOIEE 2&stH & A7t AZM5t= HIOIE QS &2 MEtstod 52 EMAIZ|D HIES2 HEE =
A&LICE Security Lake= e ventDay, region ¥ accountid TtEtO/EHE S35 TEIMES 7L

Ct. eventDay ZIE[M2 &4 YYYYMMDDE At ELICEH

0

CHE 2 eventDay THE|ME AR 3 ofl &l FEIQLICH

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1

clolE{HolA 2T 82
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Amazon Security Lake AL 7Hol=

WHERE eventDay > '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc

eventDayO CHEt 3&2t2 CtE0t Z&LCh

|2 11 SO AR OlHE

b

> cast(date_format(current_timestamp - INTERVAL '1l' year, '%Y%m%d%H') as
varchar)

Kl 1748 S0t 23t ojHl=

— —

> cast(date_format(current_timestamp - INTERVAL 'l' month, '%Y%m%d%H')
as varchar)

K| 30 Sef st o|HE

—

> cast(date_format(current_timestamp - INTERVAL '30' day, '%Y%m%d%H') as
varchar)

Kl 1242 S el o|HE

> cast(date_format(current_timestamp - INTERVAL '12' hour, '%Y%m%d%H')
as varchar)

K|t 527 Yl O|HE

> cast(date_format(current_timestamp - INTERVAL '5' minute, '%Y%m%d%H')
as varchar)

7~14% Toil LAE OJHE

BETWEEN cast(date_format(current_timestamp - INTERVAL '14' day, '%Y%m%d
%H') as varchar) and cast(date_format(current_timestamp - INTERVAL '7'
day, '%Y%m%d%H') as varchar)

S 2R EE 0l50f WatsHs OfHE

>= '20230301'

FH

of: 202314 3 1Y &= 0|F A4 IP192.0.2.12| 2 E CloudTrail 5 S50
cloud_trail_mgmt_1_00 Lt} Q& LICH

TtE|M b 83
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SELECT *
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay >= '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

of: 2|2 30 82 £A 1P 192.0.2.12| 2 E CloudTrail 50| & cloud_trail_mgmt_1_00] L}

SELECT *

FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1

1

WHERE eventDay > cast(date_format(current_timestamp - INTERVAL '30' day, '%Y%m%d

%H') as varchar)
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

Lake 2| 0i| A

t22F2 FXstLc AWS MH|A. 2= A= CloudTrail

CloudTrail Cl|O|E{0{| CHEl Securit

> <

AWS CloudTrail =0l AFHEXI &5 L API
CIOIE{E FElstod ClS fREo HE

CHE2 AWS &4 A 104 CHEH CloudTrail CllOIE{ 2| & 7HX| of M| 22| L|ct,

Kt 7 AWS MH|A Sotof CHEF FEH Al

SELECT
time,
api.service.name,
api.operation,
api.response.error,
api.response.message,
unmapped[ 'responseElements'],
cloud.region,
actor.user.uuid,

CloudTrail CllO[E{o]l CHEH # 2] 84
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'%SY%m%d

Amazon Security Lake
src_endpoint.ip,
http_request.user_agent
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day,
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day,

FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1

%H') as varchar)
AND api.response.error in (
'Client.UnauthorizedOperation’,
'Client.InvalidPermission.NotFound"',
'Client.OperationNotPermitted’,
'AccessDenied')
ORDER BY time desc
LIMIT 25
AAIP192.0.2.12 2 E CloudTraill €58 55

|7}

x| 2 7
SELECT
api.request.uid,
time,
api.service.name,
api.operation,
' %Y%m
' %Y%m%d

cloud.region,
actor.user.uuid,
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1

src_endpoint.ip,

http_request.user_agent
FROM
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day,

%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day,

%H') as varchar)
AND src_endpoint.ip = '127.0.0.1."'
ORDER BY time desc
LIMIT 25
Xt 747t0| 2 E IAM B8 S5
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
' %Y%m
' %Y%ms%d
85

SELECT *

FROM
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day,

%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day,

%H') as varchar)

CloudTrail Gl O|E{oi| CHEH # 2|



Amazon Security Lake AL 7Hol=

AND api.service.name = 'iam.amazonaws.com'
ORDER BY time desc
LIMIT 25
KLt 7 SO xt74 5H AIDACKCEVSQ6C2EXAMPLEO| AL El QIARA
SELECT

actor.user.uid,
actor.user.uuid,
actor.user.account_uid,
cloud.region
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND actor.user.credential_uid = 'AIDACKCEVSQ6C2EXAMPLE'
LIMIT 25

K| 747 MlOf$t CloudTraill Sl ZE 52

SELECT
actor.user.uid,
actor.user.uuid,
actor.user.account_uid,
cloud.region
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE status='failed' and eventDay BETWEEN cast(date_format(current_timestamp -
INTERVAL '7' day, '%Y%m%d%H') as varchar) and cast(date_format(current_timestamp -
INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
ORDER BY time DESC
LIMIT 25

Route 53 3§417| 22| 2104 CHEt Security Lake # 2| oA

=
= A= Route 53 Resolver #H 2| 21 & #{2|5t04 CI S %%ﬂol X*b'% s&E £ UEL
CI22 AWS A A H{Z 101 CHB Route 53 sHAd7| 2| 29| = 7+ K| oA 3 2|/L|Ct.

Z|2 77t CloudTrailol A EH A8t DNS & 2| 2

Route 53 siA47| 2| 220 Chst 2| 86
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SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
ORDER BY time DESC
LIMIT 25

Kt 72 S0 s3.amazonaws.com@t Lx|5l= DNS #z| E2

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0
WHERE query.hostname LIKE 's3.amazonaws.com.' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
ORDER BY time DESC
LIMIT 25

K|t 7 Sot HZEX| &£ 2 DNS #HEl 55

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,

Route 53 3i447| 2{2| 20 Chst 22| 87
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answers

FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_route53_1_0

WHERE cardinality(answers) = @ and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day,
cast(date_format(current_timestamp - INTERVAL 'Q' day,

LIMIT 25

Y%m%d%H') as varchar) and
Y%m%d%H') as varchar)

o\°

o\
o\

Rt 72 50t192.0.2.10] SiZZ=I DNS 2| 22

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answer.rdata

FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0

CROSS JOIN UNNEST(answers) as st(answer)

WHERE answer.rdata='192.0.2.1' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day,
cast(date_format(current_timestamp - INTERVAL 'Q' day,

LIMIT 25

'%Y%m%d%H') as varchar) and

Security Hub Z=A} Z3toi| CHEt Security Lake 32| o/ A|

Security HubE0lM 2ot AEHE ZH Mo Z £ 4 AU S AWS FH EoH A E& 4

| =
7o 2 g4 e &0lste ol =20 ELICH Security HubE £ A ZAF ZTHE MAS T EFAF A
|

HAZRE ZAt A& s4IFLICH
Security Hub ZAF ZAnto| CHet & 7t x| oA #H2|l= Ct&at Z2&LCt

K|t 747Ho| AlZFE= 74 MEDIUMO| ARl M2 T A A

A=|

SELECT
time,
finding,
severity

FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0_fi

88
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WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND severity_id >= 3

AND state_id =1
ORDER BY time DESC
LIMIT 25

K|k 7dztol E5E A Znt

SELECT
finding.uid,
MAX(time) AS time,
ARBITRARY(region) AS region,
ARBITRARY(accountid) AS accountid,
ARBITRARY(finding) AS finding,
ARBITRARY(vulnerabilities) AS vulnerabilities
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'S%Y%m%d
%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H')
as varchar)
GROUP BY finding.uid
LIMIT 25

Rt 7dzte| 2E HE @ ZAN At

SELECT
time,
finding.title,
finding,
severity
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE severity != 'Informational' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
LIMIT 25

2|A&ATF Amazon S3 HHZIQ! A< ZAF At (Alzh AME 818)

SELECT *

Security Hub =AM Z1tof| CHEH 2 2 89
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FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0

WHERE any_match(resources, element -> element.type = 'amzn-s3-demo-bucket')
LIMIT 25

CVSS (Common Vulnerability Scoring System) &7t 1 (A2t M$t ei8) ECt =2 ZAF Z1t
SELECT *
FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0

WHERE any_match(vulnerabilities, element -> element.cve.cvss.base_score > 1.0)
LIMIT 25

ARl F % 9l - E T (CVE) CVE-0000-00002 Ux|5t= A Aot (AlZt MEH g1S)
SELECT *
FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0

WHERE any_match(vulnerabilities, element -> element.cve.uid = 'CVE-0000-0000')
LIMIT 25

K|t 7 S0 Security HubOll A =AM ATt E ©&

rot

pe|

Iyd

A
e

SELECT
metadata.product.feature.name,
count(*)

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day,

%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day,
%H') as varchar)

GROUP BY metadata.product.feature.name

ORDER BY metadata.product.feature.name DESC
LIMIT 25

'%Y%m
'%Y%m%d

Xk 7dzkol =AL Autof £

o

PN

—

0%

A
e

SELECT
count(*),

resource.type
FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0

Security Hub =AM Z1tof| CHEH 2 2 90
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CROSS JOIN UNNEST(resources) as st(resource)

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day,
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day,
%H') as varchar)

GROUP BY resource.type

LIMIT 25

'%Y%m
' %Y%m%d

Kk 74Zho| ZAF Aol M Lt F[eFEH i 7| X|
SELECT
vulnerability
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0,
UNNEST(vulnerabilities) as t(vulnerability)
WHERE vulnerabilities is not null

LIMIT 25
Rt 7d St HAEE ZA A
SELECT
finding.uid,
finding.created_time,
finding.first_seen_time,
finding.last_seen_time,
finding.modified_time,
finding.title,
state
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
LIMIT 25
Amazon VPC 5 & 22101 Cigt Security Lake FHE| of| K
Amazon Virtual Private Cloud(VPC)E VPC2| HIE 2|3 QIE{H 0|AMM LB oM O|S = IP ECH=

=
HEE

ofl CHBH M| E M3t

CHE2

S AA B 10] CHEF Amazon VPC &

E 270| H 7}x| oA #H2|L|ct.

—

Xk 7d AWS 21 SO EXOo| E

jLs]
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Amazon Security Lake
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day,

%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day,

SELECT *

FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0

e 22
S ==

Htol

AND region in ('us-east-1', 'us-east-2',6 'us-west-2')
' %Y%Sm

%H') as varchar)

LIMIT 25
|12 77 AAIP192.0.2.1 2 AA ZE 229
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
' %Y%mSsd

b

SELECT *

FROM
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day,

%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day,

%H') as varchar)
AND src_endpoint.ip = '192.0.2.1'
= 22

AND src_endpoint.port

LIMIT 25
Rt 7d7tol R e IP T4
SELECT
COUNT(DISTINCT dst_endpoint.ip)
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
il
il

HSH EEH

LIMIT 25
(SR
'%SY%m%d

SELECT *

K|t 72 S2t2] 198.51.100.0/24 04| A E 4
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m

%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day,

%H') as varchar)

92
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AND split_part(src_endpoint.ip,'.', 1)='198'AND split_part(src_endpoint.ip,'.",
2)="51"
LIMIT 25

K|t 77to| B E HTTPS EfE

SELECT
dst_endpoint.ip as dst,
src_endpoint.ip as src,
traffic.packets

FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d

%H') as varchar)
AND dst_endpoint.port = 443
GROUP BY
dst_endpoint.ip,
traffic.packets,
src_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

K7€ SO XE 4432 Fote AZEo I +E& 7|Ec=z HHELICHL

SELECT
traffic.packets,
dst_endpoint.ip

FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND dst_endpoint.port = 443

GROUP BY

traffic.packets,
dst_endpoint.ip

ORDER BY traffic.packets DESC

LIMIT 25

K|k 7247t 1P 192.0.2.1 2/ 192.0.2.2 7t 2 E EC{=
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SELECT
start_time,
end_time,
src_endpoint.interface_uid,
connection_info.direction,
src_endpoint.ip,
dst_endpoint.ip,
src_endpoint.port,
dst_endpoint.port,
traffic.packets,
traffic.bytes
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'S%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND (
src_endpoint.ip = '192.0.2.1"'
AND dst_endpoint.ip = '192.0.2.2"')
OR (
src_endpoint.ip = '192.0.2.2'
AND dst_endpoint.ip = '192.0.2.1")
ORDER BY start_time ASC
LIMIT 25

jLs]

Xt 7dzte| 2 E QHI2E Eci

SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND connection_info.direction = 'ingress'
LIMIT 25

Kt 7dZto| 2 E OfRHI2E E|

H

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

Amazon VPC £& Z10{ Cht 22| 94



Amazon Security Lake AL 7Hol=

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND connection_info.direction = 'egress'

LIMIT 25

A7t HREE 2

rn

Ezf

H

SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND type_uid = 400105
LIMIT 25

AWS AA HZT 2(OCSF 1.1.0)01l CH#t Security Lake 42|

ChS MMoi| A= Security LakeOll A C|OIEHE #HE|5tE WHdoll CHEF X[EE &
20{ A 7|20 2 X|HE|= AWS AA0| CHEH 2 7t x| AHE| XIS = &HEt olz48t HEl= 8§
O| HIO|EE AMSt= & MAHZIR&LICH AWS 2. O] o Aol M= us-east-1 (01 S5 (HX|L|ot 5
)2 ASELICH £8t oA 2{2l= 2| 25702 B|Z =& BHetste= LIMIT 2 Il2tO0/E{E AFEEL
Ct. Ol Z2ZtO|E{E MEF5 Lt HoteE CHE ZHE £ JUaLct o B2 & 22{™ Amazon Security
Lake OCSF # 2| GitHub C|HE{Z|E & X3 AL

1Z25tH AWS AA HZ
L|Ct.
1(0

OII

Security Lake7t AWS Lake Formation Ci|O|E{H|O|A & H|O|E 0| A& 5t= CIO|HE 2" = UE
LICt. Security Lake &, APl 2= AWS CLIOIM EfAF 2 E=XHE e =2 U&LICH EtAF 5=
K| AA0|M Lake Formation C|O|E{& #HEIE T Y& LICH.

Lake Formation ClolE 2ilo|3 #2|Xt= ClolE & #2lst= IAM IDO| 221 C|O|E{tH| 0| A & E0|= o
CHSH SELECT ®8tE foddl{oF ELICH =3t Security LakelA S AHE Ml oF DIOIEIE #EIE &
A&LICH 22| °”A'||é Tl /= FEXE BtE= HHol CHE XHM[EH L8R 2 SAHE I8t 22l
CHM|A ZHE|E A ESHAAIR.

Ctg #HE2lol= eventDayE AH&35t0 HE|7t & EZE A Lol U=X| 2 lst= Alzt 7|8 2E
7h ZEHEILICH REMIE LI 2 Querying data with retention settings EH&

fjo
ik
P
g'l_l
>
>
Po

olE S0f 60UEC QEHE ClOJE(7 SR E HS HElols B E ClolE ol AHASE| RS S
S Alzt ®oto| Z 8t Elofo FLICH 60 HE 7t S0t 2ol Che W T AIZILICH
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Amazon Security Lake AL 7Hol=

WHERE time_dt > DATE_ADD('day', -59, CURRENT_TIMESTAMP)

O] 22 Amazon S32 Apache Iceberg 7t2| HIO|E{ EE= AlZt 322 W X|5t7| 251 59(60 ot =)
2 A SELich

2 AN ol

Security Lake HIO|E{E #{2[& = OIO|E{7t /= Lake Formation EIO|E2| O|§ & Z&falioF &L
Ct.

SELECT *

FROM
"amazon_security_lake_glue_db_DB_Region"."amazon_security_lake_table_DB_Region_SECURITY_LAKE_T

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

LIMIT 25

230 24 E|o|E2o] LerHQl Zf2 ChEnt Z &L

« cloud_trail_mgmt_2_0 — AWS CloudTrail 2| O|HIE

« lambda_execution_2_0— LambdaO0il CHt CloudTrail G O|E{ O|HIE

* s3_data_2_0— S30i CHEt CloudTrail H|O|E{ O[HIE

« route53_2_0 - Amazon Route 53 Resolver #HZ| 21

« sh_findings_2_0 - AWS Security Hub Z=A} Z1}

« vpc_flow_2_0 - Amazon Virtual Private Cloud(VPC) & 21

« eks_audit_2_0 - Amazon Elastic Kubernetes Service(Amazon EKS) ZAt 21

« waf_2_0-AWSWAFv2 =11

of: O|= 858 1 2|™2| & sh_findings_2_001 /= 2 E Security Hub ZA} 221}

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

2 AAHOI2 96



Amazon Security Lake AL 7Hol=

ol O|E{H| Ol A 2|

Security Lake CI|O|E{E 2{E2|& M C|O|EE 2{Elsttd= ClIO|E{H|0|A 2| 2| O|F & Z & 5HoF &L
5t

Ct. $4%H Security LakeE AFEE £ U= OIO|E{H|O|A E[M 2| A = F/ 2 Amazon Security Lake @l
CEOIEES A X 5LAIAID.

of: &AA IPO|A Amazon Virtual Private Cloud &5 L+

CH MM E us-west-2# vpc_flow_2_0 #### 3# 1#(2023# 3# 1#) ### ### ## IP
192.0.2.12| 2= Amazon VPC &2 LI @& LICIDB_Region. 20230301

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt > TIMESTAMP '2023-03-01'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time_dt desc

LIMIT 25
FE|M St
CIOIEE & st™ ZF H2[7t AZH5t= CIO|E el &2 AMEtstod ds2 o AIZ|D HIES HEE
£ & LICH TE|ME Security Lake 1.01+ H| 6104 Security Lake 2.001M 27t Ct2H| &S 8HLC)
Security Lake= O|X| time_dt, regionXE S8 TEIM'FE FT&LICtaccountid. BFH Security

Lake 1.02 , eventDay region® accountid It2tO|E{E S35 THEIMHIS & LICH

Z{2ltime_dtE S3HAM S TE|ME A5 o2 MA5tH Athenall 2 E AlZF 7|8F ZiE= 9} OF&HIHX|
2 2" = U&Lch

CtE2 20234 38 12 O|F TIE|ME time_dt ALE5tod 28 HE|ISte oilA| 2{2[LICH

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt > TIMESTAMP '2023-03-01'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

time_dtoll CHEt S&2t2 Crs1 2 &Lt
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https://docs.aws.amazon.com/general/latest/gr/securitylake.html
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Amazon Security Lake AL 7Hol=

22 11 S0t WA OjHE

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL 'l' YEAR
K|t 171e SoF gdst ojHE

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '1' MONTH
K|t 30 S Ll o[HE

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '30' DAY
K|t 12A12F Sot et o|HE

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '12' HOUR
x|tk 57 Y ast ol

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '5' MINUTE
7~14Y ™o &4 O[HIE

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '14' DAY AND
CURRENT_TIMESTAMP - INTERVAL '7' DAY

S3 W EE OlF0f WAsts oHE

WHERE time_dt >= TIMESTAMP '2023-03-01'

ofl: 202314 3% 1Y FE= 0|F AA [P 192.0.2.12 2E CloudTraill 25 20|
cloud_trail_mgmt_1_00 Lt} Q& LICH

FH

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay >= '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

of: Z|2 30 S92 AA 1P 192.0.2.1°8| 2 E CloudTrail 50| & cloud_trail_mgmt_1_00i L}

SELECT *
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Amazon Security Lake

FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1

WHERE eventDay > cast(date_format(current_timestamp - INTERVAL '30' day, '%Y%m%d
%H') as varchar)

AND src_endpoint.ip = '192.0.2.1'

ORDER BY time desc

LIMIT 25

Security Lake #H& ot 22|

Observablesi= O|Xl| Security Lake 2.00{| M AFEE = U= MER 7|sLICt. & J7ts8t ZA|= ol
HIE Of 042 Y| X|0M L 7AE B HEE ZEste IS QA QILCH &E 7tsdt 228 S5 AH8XL
= OIO|Ef M E HA oMl =2 =Z 2| Hot CIMO|IEE ZEF =+ /J&LICt

& JtsSE LHoM & 48 F{E(stod CIoIE MEE &8 ALEX OlF, 2|44 UIDs, IPs, siiA| &
ZIEtIOC =8 HE Z2 =2z MEte + AU&LICH

CtE22 2t 7tsSEF HHYE 2 AFE3H09 IP 24 '172.01.02.03'7F 2 & El VPC £ & 2! Route53 E| O£ 04| A
23 E #Helstes oA FHelJLIct

WITH a AS
(SELECT
time_dt,
observable.name,
observable.value
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0",

UNNEST(observables) AS t(observable)
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND observable.value='172.01.02.03"'
AND observable.name='src_endpoint.ip'),

b as
(SELECT
time_dt,
observable.name,
observable.value
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0",

UNNEST(observables) AS t(observable)
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND observable.value='172.01.02.03"'
AND observable.name='src_endpoint.ip')
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SELECT * FROM a
LEFT JOIN b ON a.value=b.value and a.name=b.name
LIMIT 25

CloudTrail Cl|O|E{0| CHEF Security Lake 2| oA

AWS CloudTrail =0{|A{ At

=2 0O x |
CIOIEE #Elstod Chg RES HEE s&d & &L

FLICH AWS MH|A. 5 XH= CloudTrail

0o
Pal
jo
i
=
>
e
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Olo
Off
fjo
2
o
--— ]I 0|'

CIS 2 AWS &AA HHE 29| CloudTrail ClO|E{od| CHEt 32 7+ x| 22| of| K| &IL|Ct.

K|t 72 AWS AMH|A S0otof CHet FEH AT

SELECT
time_dt,
api.service.name,
api.operation,
api.response.error,
api.response.message,
api.response.data,
cloud.region,
actor.user.uid,
src_endpoint.ip,
http_request.user_agent
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND api.response.error in (
'Client.UnauthorizedOperation’,
'Client.InvalidPermission.NotFound"',
'Client.OperationNotPermitted’,
'AccessDenied')
ORDER BY time desc
LIMIT 25

|2 77 AA 1P 192.0.2.1°| 2 E CloudTraill &5 22

b

SELECT
api.request.uid,
time_dt,

api.service.name,
api.operation,
cloud.region,

CloudTrail CllO|E{of| CHEH 2 100
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actor.user.uid,
src_endpoint.ip,
http_request.user_agent
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND src_endpoint.ip = '192.0.2.1."'
ORDER BY time desc
LIMIT 25

Xct7d7to| ZE IAMES S5

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND api.service.name = 'iam.amazonaws.com'

ORDER BY time desc

LIMIT 25

K|t 72 S0 X174 5 AIDACKCEVSQ6C2EXAMPLEO| AFE El QUIAEA

SELECT
actor.user.uid,
actor.user.uid_alt,
actor.user.account.uid,
cloud.region

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND actor.user.credential_uid = 'AIDACKCEVSQ6C2EXAMPLE'
LIMIT 25

K|t 747 MOt CloudTrall IZE S5

SELECT
actor.user.uid,
actor.user.uid_alt,
actor.user.account.uid,
cloud.region

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn
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WHERE status='failed' and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND
CURRENT_TIMESTAMP

ORDER BY time DESC

LIMIT 25

Route 53 Resolver # 2| 219| 2| oA

Amazon Route 53 Resolver # 2| 21 & ototE VPC L 2|A A0 A NS =
£ A= Route 53 Resolver #HE| 23 {2|5t0{ CI2 R&o| MEE 3—.*%%* = UsL

Il

0jo

22 AWS A A H{A™ 22| Route 53 reesolver 2| 2201 CHEH 2 7+ X| of|A| R 2| L|C}.

%|2 727t CloudTrailol A &t A8 DNS 2| 28

SELECT

time_dt,

src_endpoint.instance_uid,

src_endpoint.ip,

src_endpoint.port,

query.hostname,

rcode
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
ORDER BY time DESC
LIMIT 25

K| 72 59 s3.amazonaws . com?t L x|5t= DNS 2| =

SELECT
time_dt,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"
WHERE query.hostname LIKE 's3.amazonaws.com.' and time_dt BETWEEN CURRENT_TIMESTAMP -
INTERVAL '7' DAY AND CURRENT_TIMESTAMP
ORDER BY time DESC
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LIMIT 25
X7 SeF HZAEIX| o2 DNS #E| 55

SELECT
time_dt,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"
WHERE cardinality(answers) = @ and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY
AND CURRENT_TIMESTAMP
LIMIT 25

Xt 7ed 5¢+192.0.2.10i S{ZE DNS ZEI F5

SELECT

time_dt,

src_endpoint.instance_uid,

src_endpoint.ip,

src_endpoint.port,

query.hostname,

rcode,

answer.rdata
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0",

UNNEST(answers) as st(answer)
WHERE answer.rdata='192.0.2.1"'
AND time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

Security Hub Z=A} Z1toi| CHEt Security Lake 32| o/ A|

Security Hub=0llA 20t 4EHE ZTHXMO R 2 4= UH 3 AWS FTH 20t A EF L 2 AtEE
ol =S0| ELICH Security Hub= 20t ZHAF ZAF AT E A5 EFAF M
|

CHH2 2 AWS AA HZA 29| Security Hub ZAF ZA1toi| et 32 74 x| # 2| of| M| LCh.
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K|t 72d7to| AIZFE 71 MEDIUMO| AR {22 Z=AF Z1t

SELECT
time_dt,
finding_info,
severity_id,
status
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND severity_id >= 3
AND status = 'New'
ORDER BY time DESC
LIMIT 25

Rl 7dzte| S5E ZA A

SELECT

finding_info.uid,

MAX(time_dt) AS time,

ARBITRARY(region) AS region,

ARBITRARY(accountid) AS accountid,

ARBITRARY(finding_info) AS finding,

ARBITRARY(vulnerabilities) AS vulnerabilities
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
GROUP BY finding_info.uid
LIMIT 25

K|k 7dztol 2 E HE o ZA At

SELECT
time_dt,
finding_info.title,
finding_info,

severity
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE severity != 'Informational' and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7'
DAY AND CURRENT_TIMESTAMP
LIMIT 25
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2| A A7} Amazon S3 QI A ZAF A (AlZH AIEH 912)

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

WHERE any_match(resources, element -> element.type = 'amzn-s3-demo-bucket')
LIMIT 25

CVSS (Common Vulnerability Scoring System) 47} 1 (AlZt M8+ Qi8) ECt =2 ZAF 21}

SELECT

DISTINCT finding_info.uid

time_dt,

metadata,

finding_info,

vulnerabilities,

resource
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

UNNEST(vulnerabilities) AS t(vulnerability),
UNNEST(vulnerability.cve.cvss) AS t(cvs)
WHERE cvs.base_score > 1.0
AND vulnerabilities is NOT NULL
LIMIT 25

QlHFRAO|
EBl- 1L

B

|okA Tl .t & (CVE) CVE-0000-00002 U %|5H= XA ZA3H (A2 MIFH 91)

SELECT *
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE any_match(vulnerabilities, element -> element.cve.uid = 'CVE-0000-0000')
LIMIT 25

K|t 7 S0 Security HubOll M =AM ATt E &
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SELECT
metadata.product.name,
count(*)
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
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GROUP BY metadata.product.name
ORDER BY metadata.product.name DESC
LIMIT 25

Rt 7dzhe| ZAL Aotoll ZFHE 2|laa 7

o2

A
e

SELECT
count(*) AS "Total",
resource.type
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
GROUP BY resource.type
ORDER BY count(*) DESC
LIMIT 25

K|k 74zho| ZAF Aol M LE2 F|efeh o 7| K|

SELECT
vulnerabilities
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND vulnerabilities is NOT NULL
LIMIT 25

SELECT

status,

finding_info.title,

finding_info.created_time_dt,

finding_info,

finding_info.uid,

finding_info.first_seen_time_dt,

finding_info.last_seen_time_dt,

finding_info.modified_time_dt
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25
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Amazon VPC 5 & 2101 Cigt Security Lake #H 2| oA

1

Amazon Virtual Private Cloud(VPC)E VPC2| HIE |3 QIE{H 0| A0 X Z oM O|S3HE IP ECH
of CHEt M2 HEE M3 ELIct.

CI22 AWS A A H{F 29| Amazon VPC 52 20 CHE 22 7HK| of|Al| R 2|L|ct.

I

Xt 7ed AWS 2|1 S0 EXo| E

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND region in ('us-east-1', 'us-east-2', 'us-west-2')
LIMIT 25

ok

|2 77 AAIP192.0.2.1 L AA TE 220|845 22

b

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_ lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND src_endpoint.ip = '192.0.2.1'

AND src_endpoint.port = 22

LIMIT 25

Kb 7dztol R Ched IP F4 =

SELECT
COUNT(DISTINCT dst_endpoint.ip) AS "Total"
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

LIMIT 25
Kt 7 S90t0] 198.51.100.0/240| A ek A8t Egf =l

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
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AND split_part(src_endpoint.ip,'.', 1)='198'AND split_part(src_endpoint.ip,'.', 2)='51"
LIMIT 25

K|t 77Eo| B E HTTPS Ef=E

SELECT
dst_endpoint.ip as dst,
src_endpoint.ip as src,
traffic.packets

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND dst_endpoint.port = 443
GROUP BY
dst_endpoint.ip,
traffic.packets,
src_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

SELECT
traffic.packets,
dst_endpoint.ip

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND dst_endpoint.port = 443
GROUP BY
traffic.packets,
dst_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

K|k 7247t 1P 192.0.2.1 2/ 192.0.2.2 7t 2 E EC{=

SELECT
start_time_dt,
end_time_dt,
src_endpoint.interface_uid,
connection_info.direction,
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src_endpoint.ip,

dst_endpoint.ip,

src_endpoint.port,

dst_endpoint.port,

traffic.packets,

traffic.bytes
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND(

src_endpoint.ip = '192.0.2.1'
AND dst_endpoint.ip = '192.0.2.2"')
OR (

src_endpoint.ip = '192.0.2.2'

AND dst_endpoint.ip = '192.0.2.1")
ORDER BY start_time_dt ASC
LIMIT 25

K|k 7dzto| 2 E QHI2E EcHE

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND connection_info.direction = 'Inbound'

LIMIT 25

Rt 7dzte| 2 E ofRHI2E Ech

I

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND connection_info.direction = 'Qutbound'

LIMIT 25

Ej

I

Rt 7zt HREE 2

rin

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
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AND action = 'Denied'
LIMIT 25

Amazon EKS Zt At 2304 CHEF Security Lake # 2| 0| |

Amazon EKS 21 &% ZHEE Z|9l €52 Amazon EKS ZHEE Z 5@l A H|Z 2| CloudWatch
LogsZ &7 Z AL & FIEt 238 MSELIC o|g8t 218 S5l EtHAEHE Al B35t A¥E
(o]

= A&LCH A5X= EKS 28 #El5t0{ CHE R HEE 2dotE = &L ch
CFH=2 2 AWS &AA T 22| Amazon EKS ZAF 2104 CH st 3 7FX| of Al 2 2| JL|Ct.
K|t 7d S0 EH URLO| CHEE 2™

SELECT

time_dt,

actor.user.name,

http_request.url.path,

activity_name
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_eks_audit_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND activity_name = 'get'
and http_request.url.path = '/apis/coordination.k8s.io/v1l/"
LIMIT 25

Rt 74 S9'10.0.97.167'0 2% AC|0|E

SELECT

activity_name,

time_dt,

api.request,

http_request.url.path,

src_endpoint.ip,

resources
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_eks_audit_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND src_endpoint.ip = '10.0.97.167'
AND activity_name = 'Update'
LIMIT 25

K|t 7 St B|AA 'kube-controller-manager'@t @1ZAE @3 3 &
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SELECT

activity_name,

time_dt,

api.request,

api.response,

resource.name
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_eks_audit_2_0",

UNNEST(resources) AS t(resource)
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND resource.name = 'kube-controller-manager'
LIMIT 25

AWS WAF v2 2101 Ci#t Security Lake #H 2| oK

AWS WAF £ %I AL& X171 ol Z2/7|01Moll 2ELHE 8 238 DLIEI-Istn 2RIX0f e HMAE
moists O ALSE 4 /= ofZ 2i7olM WatselLict

CI=S2 AWS AA A 29| AWS WAF v2 20 CHet & 71 X| of|A| 2 2/)L|Ct.

>

Kt 7 S0 EH AA PO 2% AA|
SELECT
time_dt,
activity_name,
src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method,
http_request.http_headers
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_waf_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND src_endpoint.ip = '100.123.123.123"'
AND activity_name = 'Post'
LIMIT 25

i
Q'I_l
rr
FO
0

K|t 72 S0t ghsled 23 MANAGED RULE_GROUPI &

SELECT
time_dt,
activity_name,
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src_endpoint.ip,

http_request.url.path,

http_request.url.hostname,

http_request.http_method,

firewall_rule.uid,

firewall_rule.type,

firewall_rule.condition,

firewall_rule.match_location,

firewall_rule.match_details,

firewall_rule.rate_limit
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_waf_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND firewall_rule.type = 'MANAGED_RULE_GROUP'
LIMIT 25

Kt 72 Sof dhsted 1210 REGEXSF Y x|5tE X

SELECT

time_dt,

activity_name,

src_endpoint.ip,

http_request.url.path,

http_request.url.hostname,

http_request.http_method,

firewall_rule.uid,

firewall_rule.type,

firewall_rule.condition,

firewall_rule.match_location,

firewall_rule.match_details,

firewall_rule.rate_limit
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_waf_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND firewall rule.condition = 'REGEX'
LIMIT 25

Xt 7 S AWS WAF &g E2|7H{EH AwS At S0 tigt 28 7t 7] H&E

SELECT
time_dt,
activity_name,
action,

AWS WAF v2 210] chzt #Hz2| 12
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src_endpoint.ip,

http_request.url.path,

http_request.url.hostname,

http_request.http_method,

firewall_rule.uid,

firewall_rule.type
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_waf_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND http_request.url.path = '/.aws/credentials'
AND action = 'Denied'
LIMIT 25

Xt 7d s¢t =71H=E 2FSHE AWS A SHof Chet F 7KL 7

SELECT count(*) as Total,
src_endpoint.location.country AS Country,
activity_name,
action,
src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method

FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_waf_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY
AND CURRENT_TIMESTAMP
AND activity_name = 'Get'

AND http_request.url.path = '/.aws/credentials'

GROUP BY src_endpoint.location.country,
activity_name,
action,
src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method

AWS WAF v2 210] chzt #Hz2| 13
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Zr 2|

N

Security Lake2| =& F

Security Lake& ARt X|H5t0{ Bot= AlZt AWS 2|™ S 2et=0f LI0IHE XM &+ U&LICH
T8 F7| el Sl OLE ftE £ LT MEE £ + JU&LIC

CIOIEE H|& E8MoZ MEST S &el5t2{™ Security Lakel| & F7| MHE A& 35104 C|O|H
of gt EEE & = U&LICH o[2{3t E&E d™HE A8 5T -E%PE Amazon S3 AEE|X| S
AEE|X| EEHA R TEtE|o BFRE|7| Mo sHE AE2|X| EEiA0

/A Warning
Security Lake &, APl E£= CLIE 83l E& M™EE #2lst= d0| E&LICE 0l= Amazon
S3 MH|A0|AM Amazon S3 =& F7| dHE =Y =5t HEIH|O|E{7t 4t A =|o4 Tl O|E{of|

MM AT 4 7| mfE LICH.

Security Lake2| 2 & MHoi| CHEt S 12{ Ate

Security LakeOl| A C|O|E{ E&E& zt2le i Ctg 12 A E AESHMR.

S &Lict ool glol= HZlo
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Ct 7|2 E& ZE2 S3 i 222 456t
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TelE 2

« 7|2 Amazon S3 AEE|X| E2fA £ S3 StandardLICH EE ™S 7 45HK| 2f 2™ Security
Lake= Amazon S3 =& F7| Fdof 7|2 dHE 2 MEFLICE S3 Standard 2E2|X| A E A
835t0{ H|O|EHE F 7|8 X &LIct

« Security LakeOIME 2| &0 BEE MHEE XIHELICE 06 & E01 |O|E 2llo]=0| 7ISE &
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/storage-class-intro.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/storage-class-intro.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html

Amazon Security Lake

Security LakeE &8s M E& HME F-EFLICH

Security Lake0ll 2 2 ] Ch5 X[&of k2t stLt of & 2| 2[Tofl Ciet 2

Console

1. Security Lake 2 & (https://console.aws.amazon.com/securitylake/)= 3LILC}.

2. 2UHA: 2EY HIEZ0 iy S E Holof =EHSH AEZ(X]

=
MENSHL|CH 27 CFS S3 A E TMEHSIE{E Amazon S3 AE2|X| 22HA S MEHEHLICH (B
2of gl 7|8 AEEIX| E2iAE S3 StandardIL|C}) EE8H SiE AEEIX| EEiAQ EE 7

Zefa e TE FIHE

2H(Y) 2 RIHSHAAIR. ST 71ZH ol% 0l A CHE AE2IX| AR MEtehH™ Mg

£748 MYsT $4 AEDIK BHA L HE 7I20] CHE MRS YyELc

3. S3 2 B2 AI7IE KIBsHEIE Mgt £718 MRl 32
ot2 8 MEfEHLICH 12

M~

-

|_—_|. AEE|7§| E.EH/\ o| 7=IC>

=
|Ztoll= 2 e & dolol AEZ|X| 2EHAE AHE 610 Amazon
7

S30ll AME MY & U+E U= LICt o] 7|zZho| ZLIH 24| 7} P2 £/ Amazon S301|

M A E A LICH

4. O™ Ctss MEdFELICE
HE AME 2 0| 2E Y HHOIM Security LakeE &3t 2E
API

Security LakeOll 222/ Z2 i WAloz HZE MM
CreateDataLake X2 AFE & LICE. AWS CLIZ(E) AF85te B2,

2|0l HSELct

T A35t24™ Security Lake API2]

create-data-lake B2 Al

ghich ctS ot 240l lifecycleConfiguration It2tOIE{0l| ¥HoteE EE MHES XIHELICH

+ transitionsQ| A< &% Amazon S3 AEZ|X| 2214 (storageClass)ol S3 A E X&E
X

& U= (days)E RIEELCH
- expirationQ| A2, M E HMEt T &o|o| AEZ|X| 2HAE
E M&EE & 4+ & X[HEELICH o] 7[Zho| ZLtH A7t BtR X[

E AM273504 Amazon S301 ZHF]|

Amazon S30{| A ZHA|E Af

Security Lake= configurationsZi&| Q| region EE0f X|H35lE 2|0 MHE MEgL|ch

o€ E0{C}S A2 us-east-1 ZITI0IM Security LakeZ & 435t gtLIC} O 2|FME ZHA|
7} 365 £of BFE2 E|1 ZHA|7F 60 F 0| ONEZONE_IA S3 AEE|X| EEHAZ MEHE[LICE O] of
KM= Linux, macOS EE&= Unix8 2 2 EAI0| X|™HEIH, 7H5d2 =0(7] flal BHE&aAl(\) & 2%

EAHE AFSELICH

Security LakeE &85te M E& HEE FE&LICHL
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https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-data-lake.html

Amaz

on Security Lake ALZ%t 7H0|=

$ aws securitylake create-data-lake \

--configurations '[{"encryptionConfiguration:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","lifecycleConfiguration":
{"expiration":{"days":365},"transitions":

[{"days":60,"storageClass" :"ONEZONE_IA"}13}3}1" \

--meta-store-manager-xole-arn "arn:aws:securitylake:ap-

northeast-2:123456789012:data-1lake/default"

HE M YoolE

Security LakeE E&3tet = CFS XIFol| Wt stLt ol of X[Fol CHet EE HHEHE HH0|Est&l Al

2.
Console
1. Security Lake 2 & (https://console.aws.amazon.com/securitylake/)= 3L|C}.
2. EM EO|M 2ITS MEHELICH
3. EIMS MEi3ChS RS MeshLc
4. AEZ|X| 2oia ME MMoM Hets dEE =g LIch AEE|X| EFEiA 2| B2, S3 7HA]
E T8te Amazon S3 2EZ|X| 2242 E MEELICH (550 gz 7|12 AEE[X| E2lAE
S3 StandardLICH) 22 7|2+l sHE AEE|IX| EciA0] A E MEE L+E U=2F L
Ch odg] Het2 x|de = U&LIct
3 A Bt=2 A7 X|H5tE{H AE 2K EciA 00 CHEH ExpireE MEHEILICH OHCHR, B
o 7|ztof 2N M F Holof AEE|X| EE|AE AFE5H0 Amazon S30i| AN E MBS B
U+E aistLich of 7Iz+o| BLIE 2|7} B2 £l T Amazon S30IA ZFE AXIELIC
5. OIRe™ XS HEgLct
API

EEMHEE2 z2aeid WAoo 2 U|0|E5HE{H Security Lake API12| UpdateDatalake &f
S AL EILICH E AF83HE 7B update-data-lake E2S AWS CLIAIZE LICH 2 & 0o|AM
lifecycleConfiguration It2t0|E{E AF8 30 Af MHEE X|IHELICH

e XME MAS 84745240 transitions TIF2FOIE{E AF235104 EX Amazon S3 AEZ|X| 2EiA
(storageClass)of S3 A E M&EE 2tz ol M 7|2tE Y (days) BHIZ2 X|IEgLCH
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https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/update-data-lake.html

Amazon Security Lake AL 7Hol=

- YA EE 7|7P% 18524H expiration T2tOE{E ALSotod A &d = AEE|X| ZeiA

A&3t0d 83 A E XMEE & U+E XIGELICH ol E&E 7[zZHo| ELIH A7} BrR &[T
Amazon S301A A& E ATMIELICH

Security Lake= configurations Z4&|9| region =0 X|HEt 2|0l MHE M rLICt

Security Lake API2| UpdateDatalLake 242 X|HE &5 E= olZE7 gl G2 &2 =Y
St "upsert" Qo2 A &5t 1, 0|0 U= B UCIO|ER ESFLICH Security Lake= AWS &
S5 £F M2 M850o MEE OIO|EHE -5t Al KE & LICt

H MSE AI83t= YOIo|E 5 &0 =& E 2|™encryptionConfigurationOlAd 7|E AMeF
g 2ldel KMS 7|7t JtHE | X[E| X[t 7|8 X|HetH SLet 21T 7|7t A ™ EL

_‘T'_9.L'L°L

0& =04 Ct= AWS CLI BHE 2 us-east-1 21| C|O|H Btz M L AEZ|X| MEt MHE
Clo|EgLICt o 2lMoME 2|7 500 Foi Bt2 |1 ZHA| 7 30 01| ONEZONE_IA S3 A&
Eg|X| %EHéE MeHEILICE O] o|MlE Linux, macOS £ Unix82 2 Aol XI™E|H, 7t M
2 £0|7| /ol & Al(\) & oL EXHE AFSELICEH

$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","lifecycleConfiguration":
{"expiration":{"days":500},"transitions":

[{"days":30,"storageClass" :"ONEZONE_IA"}13}3}1"' \

--meta-store-manager-xole-arn "arn:aws:securitylake:ap-

northeast-2:123456789012:data-1lake/default"

E 2[d2 stLt o|4fo| 7|0 E[Ho| T|O|EHE SEELICH O|E A 5t 2 O|o|E A 27 A
S = L

E 2l 7ol chet XIE2 MM g HZ5HMIRSecurity Laked A 24 2T 4.
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Security Lake2| Open Cybersecurity Schema
Framework(OCSF)

OCSFZr FIL 7

Open Cybersecurity Schema Framework(OCSF)= AtO|H £ ot Ao AWS & £ TEL{I} 3&
E sdste QE &4 FAJLCH OCSF" UetxQl Hot O|HIE o] CHE Z& AF|0HE M35t
Z|ot TISHE FTIsH7| g HH el 78S |5HIH Hot 2 Mgxtet AH|KE {8 KA 7HH
HAA T2 MNAE Z&EL|CH OCSFel 274 A =y |tHub01|A-| SAEEL|C

Security Lake= 7|2Mo 2 XI‘”EIiOiIA‘I OCSF A7|0F AWS MHIA 2 2= 219 O|HEE
s Z HEHEILICH OCSFR B8t £ Security Lake= OIO|E{E 2| Amazon Simple Storage
Service(Amazon S3) HZ(170E HZ! 171 AWS 2[T)0ol| A B LICH AWS A, AFS A XIE £ A0 M
Security Lake0l| 7|E 5= 23 & O|HE = OCSF A 7|02} Apache Parquet &4l &3l 0F &L
Ct #SAts 21 2 o|HEE Ut Parquet BT EZ F|Z67{LF OCSF A 7|0} O|HE ZEiAE X
Eslo{ HAEof e E HEE O WEsHH e = J&Lct

OCSF O|HE ZgijA

X|HEl Security Lake 242 21 & O|HIEE= OCSFo| HolE EH o|HE 5
OCSFo| O|HIE ZEHA | 2= DNS &8, SSH &8 R Q50| JU&LIcH §H AA2F UX|st= OfH

E ZeiAE XEE = &L

OCSF 44 Al

OCSF= Ottt ZHEE MESt{ EH 2O & 0| HIE ZElgHo| e st
LICt. Security LakeOllA AAZ AWS MH|A 7|8 C

The OCSF source identification for AWS log sources (Version 1) are listed
in the following table.
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https://schema.ocsf.io/
https://github.com/ocsf/ocsf-schema
https://schema.ocsf.io/classes?extensions=

Amazon Security Lake

A metadata. metadata. metadata. class_name metadata.
product.name  product.v product.f version
endor_name eature.name
CloudTrail CloudTrai AWS Data API 1.0.0-xc.
Management 1 Activity 2
Events
CloudTrail & CloudTrai AWS Managemen API 1.0.0-rc.
2| O[HIE 1 t Activity,Aut 2
ation =
= Account
Change
CloudTrail S3 CloudTrai AWS Data API 1.0.0-xc.
o|O|E{ o[ 1 Activity 2
E
Route 53 Route 53 AWS Resolver DNS 1.0.0-zxc.
Query Logs Activity 2
Security Hub Security AWS Security Hub Security 1.0.0-zxc.
Hub ProductNa Finding 2
&Z}:I’_f U
gfLICh.
VPCEE Z  Amazon VPC AWS Flowlogs Network 1.0.0-rc.
a Activity 2

The OCSF source identification for AWS log sources (Version 2) are listed
in the following table.

OCSF &4 AlH


https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_AwsSecurityFindingFilters.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_AwsSecurityFindingFilters.html

Amazon Security Lake

AA

CloudTrail
Management
Events

CloudTrail &
2| O|HE

CloudTrail S3
Cilo[E] o]t
E

Route 53

Security Hub

VPC 58 E
-1
EKS ZHAb 2
-1

metadata. metadata.

product.name  product.v
endor_name

CloudTrai AWS

1

CloudTrai AWS

1

CloudTrai AWS

1

Route 53 AWS

AWS H ot AWS E ot

ZAF A ZAF A

HA(ASFF)  EAI(ASFF)

ProductNa CompanyNa

me L me T

x| x|

Amazon VPC AWS

Amazon EKS AWS

metadata.
product.f
eature.name

Data

Managemen
t

Data

Resolver
Query Logs

ASFF 2
featureNa
me &k

o LR
ProductFi
elds

Flowlogs

Elastic
Kubernete
s Service

class_name

API
Activity

API
Activity,Aut
ation =

= Account
Change

API
Activity

DNS
Activity

Vulnerabi
lity
Finding,
Complianc
e
Finding,
or
Detection
Finding

Network
Activity

API
Activity

metadata.

version

1.

1.

.1.0

.1.0

.1.0

1.0

.1.0

1.0

1.0
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https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_AwsSecurityFindingFilters.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_AwsSecurityFindingFilters.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_AwsSecurityFindingFilters.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_AwsSecurityFindingFilters.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_AwsSecurityFindingFilters.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_AwsSecurityFindingFilters.html

Amazon Security Lake

AA

AWS WAF v2

23

metadata.
product.name

AWS WAF

metadata.
product.v
endor_name

AWS

metadata.
product.f
eature.name

class_name

HTTP
Activity

metadata.
version

1.1.0
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Amazon Security Lake AL 7Hol=

Security Lake2} &t
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https://docs.aws.amazon.com/bedrock/latest/userguide/what-is-bedrock.html

Amazon Security Lake
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Amazon Detective

Amazon OpenSearch

Service
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https://docs.aws.amazon.com/detective/latest/userguide/what-is-detective.html
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https://support.aquasec.com/support/solutions/articles/16000151820-amazon-security-lake-integration
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https://github.com/CiscoSecurity/fp-05-firepower-cli/tree/ocsf
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https://docs.contrastsecurity.com/en/aws-security-lake.html
https://docs.cribl.io/search/set-up-amazon-security-lake/
https://docs.cribl.io/stream/usecase-security-lake/
https://github.com/CrowdStrike/aws-security-lake
https://marketplace.crowdstrike.com/listings/amazon-security-lake-data-connector
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https://cyberark-customers.force.com/mplace/s/#a352J000001I8I1QAK-a392J000001pB1lQAE
https://cloud-fastener.com/en/#securityLake
https://app.cp-us01-prod01-aws.databahn.app/help/docs/highway/destinations/amazon-web-services/aws-security-lake
https://customerportal.darktrace.com/product-guides/main/aws-security-lake-alerts-intro
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https://docs.datadoghq.com/integrations/amazon_security_lake
https://www2.deloitte.com/us/en/pages/about-deloitte/solutions/deloitte-aws-relationship.html
https://docs.devo.com/space/latest/324337730/Amazon+Security+Lake+collector
https://dxc.com/us/en/about-us/partner-ecosystem/aws

Amazon Security Lake AL 7Hol=

SEIN

om
o
>

ExtraHop — Reveal(x) 360

ofn
el
o2

S 24

ExtraHop Reveal(x) 3602| I0C & X|& H|Z &t HIE®|3 OIO|E{& OCSF A 7|0t2| Security LakeZ2 &
25tod 32 L ofEZ|Fo|M Eot2 LstE = /AU&LCt

o4
(=]

om
o
W

x

Falcosidekick

ofn
el
ot

o
S AA

Falcosidekick Falco O|HIEE £=Z|5}04 Security Lake2 & & LICH O] S&2 OCSF A7|OFE A
85to{ 2ot O|HEE LiE HLCH,

ny
o

om
]
W

x

Fortinet - Cloud Native Firewall

ofn
el
o

A

o
aT

ot

0| A FortiGate CNF QIAEIA AWSE A& [ Amazon Security LakeE 21 £33 CHA S 2 XY

= U&LICH

0
[=)

om
o
e

x

Gigamon — Application Metadata Intelligence

o
el
o2

Y. A4
Gigamon Application Metadata Intelligence (AMI)= &2 & HEIH|OIEH £&o 2 2tE M, SIEM 2! 4|
E3 M5 ZLIHZ =7+ & Z&teLict 0| Sdi ofE2|7Ho|Mof CHEt al& Xl 7HAIEE B 5t

>
o™
0 M5 WS HA BN 2N U AN HESD 2ot 2IHS Hers| sopd £ AALICH

o

ExtraHop — Reveal(x) 360 137


https://eviden.com/solutions/digital-security/managed-security-services/managed-detection-and-response/
https://forums.extrahop.com/t/aws-security-lake
https://falco.org/blog/falco-aws-security-lake/
https://docs.fortinet.com/document/fortigate-cnf/latest/administration-guide/248370
https://www.gigamon.com/content/dam/resource-library/english/deployment-guide/gigamon-amazon-security-lake-integration-quick-start-guide.pdf

Amazon Security Lake AL 7Hol=

Hoop Cyber FastStart= Cl|O|E &4 I M =2 X|H, Cllo|E A4 2E220| Z& &[0 1Z40|
Security LakeE S5l M3 kle 7I1&E =7 X &2 ArS5t0{ |O|HE FEIE = JULSF = ELICH

o EL &3

HTCD - Al-First Cloud Security Platform

F2RQI R F4 K155, 2ot ZA Ao M2 XY W TS =
Security Lake® #12/3104 X110] F12I 2 Al 718t OIAO|EE IS WS o £20| 2 4 AL
=3

o
]
W

B

IBM — QRadar

om
o

8 #+5x

BM Security QRadar SIEM with UAXE Security LakeZ 3l0|E2|E 221 E MM fIES Al
I W ReteE B ZSHED SEELICH O] S& 2 0|5 HMAL} 2E| HHMAE 25 K|HELICH

ol

Al AWS CloudTrail 2101 CHst S8 AdHA

2|0l Amazon AthenaE AI&35t= 2ol CHEE S8 MEM

Infosys= ZX|0] QT AL&0l| 7| Security Lake 71342 AFE XA X[HE = UL T K|35t AFEXE K|
M sEHEs M3guc

ILEL{ &3

Insbuilt

HTCD - Al-First Cloud Security Platform 138


https://aws.amazon.com/marketplace/pp/prodview-5dm5aecyvpn2i
https://www.htcd.com/post/secdataops-with-aws-security-lake
https://www.ibm.com/docs/en/dsm?topic=aac-configuring-amazon-aws-cloudtrail-log-source-that-uses-amazon-security-lake
https://www.ibm.com/docs/en/cloud-paks/cp-security/1.10?topic=connectors-amazon-athena
https://www.infosys.com/services/cloud-cobalt/offerings/managed-security-services.html
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https://insbuilt.com/en/security-lake-eng/
https://www.kyndryl.com/us/en/about-us/news/2022/11/kyndryl-aws-data-security
https://docs.lacework.com/onboarding/amazon-security-lake
https://laminar-docs.s3.us-east-2.amazonaws.com/security_lake_manual/Laminar+Integration+with+Amazon+Security+Lake+c67638221f6e476d8d2c36aee447864c.html
https://www.megazone.com/us/amazon_security_lake/
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https://docs.monad.security/output/security-lake/
https://www.netscout.com/resources/amazon-data-lake
https://docs.netskope.com/en/netskope-help/integrations-439794/netskope-cloud-exchange/log-shipper-module/configure-3rd-party-log-shipper-plugins/amazon-security-lake-v1-1-0-plugin-for-log-shipper/
https://docs.newrelic.com/docs/infrastructure/amazon-integrations/aws-integrations-list/aws-security-lake-monitoring-integration/
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https://www.okta.com/blog/2022/11/an-automated-approach-to-convert-okta-system-logs-into-open-cybersecurity-schema/
https://github.com/okta/okta-ocsf-syslog
https://docs.orcasecurity.io/v1/docs/integrating-amazon-security-lake
https://docs.prismacloud.io/en/enterprise-edition/content-collections/administration/configure-external-integrations-on-prisma-cloud/integrate-prisma-cloud-with-amazon-security-lake
https://xsoar.pan.dev/docs/reference/integrations/aws-security-lake/
https://docs.panther.com/data-onboarding/supported-logs/aws/security-lake
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https://github.com/pingone-davinci/pingone-amazon-security-lake/blob/main/README.md
https://www.pwc.com/us/en/services/alliances/amazon-web-services/fusion-center.html
https://docs.query.ai/docs/amazon-security-lake#overview
https://docs.rapid7.com/insightidr/aws-security-lake/
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https://github.com/ripjar/aws-security-lake
https://community.sailpoint.com/t5/IdentityNow-Wiki/SailPoint-IdentityNow-AuditEvent-Integration-for-Amazon-Security/ta-p/241725
https://documentation.securonix.com/bundle/securonix-cloud-user-guide/page/content/active-deployment-guides/amazon-security-lake-cloud-trail-logs-in-ocsf-format_.htm
https://support.sentinelone.com/hc/en-us/articles/10249372394519
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https://docs.sentra.io/integrations/amazon-security-lake
https://tdm.socprime.com/attack-detective/start-page
https://splunkbase.splunk.com/app/1876
https://stellarcyber.ai/news/press-releases/stellar-cyber-announces-support-for-amazon-security-lake-to-speed-data-processing-and-threat-detection-2/
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https://sysdig.com/content/c/pf-forwarding-sysdig-events-to-amazon-security-lake?x=u_WFRi
https://docs.console.talon-sec.com/en/articles/355-event-forwarding-with-amazon-security-lake
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https://help.tanium.com/bundle/aws-integration/page/AWS-Integration/Introduction.htm
https://aws.amazon.com/partners/tataconsultancyservices/
https://www.tegocyber.com/product/amazon/aws-technical
https://explained.tines.com
https://torq.io/blog/secops-pipelines-aws/
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https://www.trellix.com/en-us/assets/docs/trellix-helix-amazon-security-lake-instructions.pdf
https://cloudone.trendmicro.com/docs/integrations/aws-security-lake/
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https://support.vectra.ai/s/article/KB-VS-1621
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https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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"Effect": "Deny",

"Principal": {
"AWS" . "EM

.

"Action": "s3:*",

"Resource": [
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-identifier}/*",
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-identifier}"

1,

"Condition": {

"Bool": {
"aws:SecureTransport": "false"

"Sid": "PutSecuritylLakeObject",
"Effect": "Allow",
"Principal": {
"Service": "securitylake.amazonaws.com"
},
"Action": "s3:PutObject",
"Resource": [
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"aws:SourceArn": "arn:aws:securitylake:us-east-1:{DA-AccountID}:*"
}
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* glue:CreateCrawler

* glue:CreateDatabase

* glue:CreateTable

* glue:StartCrawlerSchedule

« iam:GetRole

* iam:PutRolePolicy

« iam:DeleteRolePolicy

« iam:PassRole

« lakeformation:RegisterResource
« lakeformation:GrantPermissions
* s3:ListBucket

* s3:PutObject
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
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iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",

jam:ListUserPolicies",
iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

—
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r
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"securitylake:RegisterDatalakeDelegatedAdministrator",
"securitylake:DeregisterDatalakeDelegatedAdministrator"

1,

"Resource": "arn:aws:securitylake:*:*:*"

}
]
}
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ReviewSubscriberDetailsIfOwner",
"Effect": "Allow",
"Action": "securitylake:GetSubscriber",
"Resource": "arn:aws:securitylake:*:*:subscriber/*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Owner": "${aws:username}"}
}
.
{
"Sid": "ListSubscribersIfOwner",
"Effect": "Allow",
"Action": "securitylake:ListSubscribers",
"Resource": "*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Owner": "${aws:username}"}
}
}
]
}
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowWritelLambdalogs",

"Effect": "Allow",

"Action": [

"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:CreatelLogGroup"

1,

"Resource": [
"arn:aws:logs:*:*:log-group:/aws/lambda/AmazonSecuritylLake*",
"arn:aws:logs:*:*:/aws/lambda/AmazonSecuritylLake*"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowGlueManage",

"Effect": "Allow",

"Action": [

"glue:CreatePartition",
"glue:BatchCreatePartition",
"glue:GetTable",
"glue:UpdateTable"

1,

"Resource": [
"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*",
"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:aws:glue:*:*:catalog"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowToReadFromSqgs",
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"Effect": "Allow",

"Action": [
"sqs:ReceiveMessage",
"sqs:DeleteMessage",
"sgs:GetQueueAttributes"”

1,

"Resource": [
"arn:aws:sqs:*:*:AmazonSecuritylake*"

1,

"Condition": {
"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowMetaDataReadWrite",
"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:PutObject",
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:::aws-security-data-lake*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowMetaDataCleanup",

"Effect": "Allow",

"Action": [

"s3:DeleteObject"

1,

"Resource": [
"arn:aws:s3:::aws-security-data-lake*/metadata/*.avro",
"arn:aws:s3:::aws-security-data-lake*/metadata/*.metadata

1,

"Condition": {

"StringEquals": {

.json"
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"aws:ResourceAccount": "${aws:PrincipalAccount}"

AWS 2|3 H*4: AmazonSecurityLakePermissionsBoundary

Amazon Security Lake= EtAF AL X} K| A AT CI|O|E] 2i[0|=20 CI|O|E{E 7|S 35t EFAL AHE
XP XE 57t CIO|E Bilo]2 2| HIOIEE A S IAM HE S st o|z{et Q&2 4
& [ O] B2 A8 35tod HEte| ZAIE HolgLct. kA ol HME ALS oF7| ?la W ol =X
E F|& 27t ei&Lict diolE Bllol=27F 2 #2138 AWS KMS 7|2 &5 Stkms :DecryptEl1
kms :GenerateDataKey H&H0| F7tE|= B2

)

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowActionsForSecuritylLake",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:GetObjectVersion",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:PutObject",
"s3:GetBucketLocation",
"kms:Decrypt",
"kms:GenerateDataKey",
"sqs:ReceiveMessage",
"sqs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqgs:GetQueueUrl",

sgs:SendMessage",
"sqs:GetQueueAttributes",

1,
"Resource": "*"
I
{
"Sid": "DenyActionsForSecuritylake",
"Effect": "Deny",

sqs:ListQueues"”
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"NotAc
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

"kms:
"kms:
"sqgs:
sqgs:

Ilsqs

]I

"Resou

"Sid": "DenyActionsNotOnSecuritylLakeBucket",

"Effec
"Actio
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

15
"NotRe

"arn:aws:s3:::aws-security-data-lake*"

"Sid": "DenyActionsNotOnSecuritylLakeSQS",

"Effec
"Actio

sgs

"sqgs:
sgs:
"sqgs:

sgs:
"sqgs:
sgs:
"sqgs:

sgs:
"sqgs:

tion": [

GetObject",
GetObjectVersion",
ListBucket",
ListBucketVersions",
PutObject",
GetBucketLocation",
Decrypt",
GenerateDataKey",
ReceiveMessage",

:DeleteMessage",
GetQueueUrl",
SendMessage",
GetQueueAttributes",
ListQueues"

Icell: nmen

tll: IIDenyll’
n": [
GetObject",

GetObjectVersion",
ListBucket",
ListBucketVersions",
PutObject",
GetBucketLocation"

source": [

tll: IlDenyll’
n": [

ReceiveMessage",

:DeleteMessage",
GetQueueUrl",
SendMessage",
GetQueueAttributes",

ChangeMessageVisibility",

ChangeMessageVisibility",
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"sgs:ListQueues"

1,

"NotResource": "arn:aws:sqs:*:*:AmazonSecuritylLake*"

"Sid": "DenyActionsNotOnSecuritylakeKMSS3SQS",
"Effect": "Deny",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": "*",
"Condition": {
"StringNotLike": {
"kms:ViaService": [
"s3.*.amazonaws.com",
"sqgs.*.amazonaws.com"

"Sid": "DenyActionsNotOnSecuritylLakeKMSForS3",
"Effect": "Deny",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": "*",
"Condition": {
"Null": {
"kms:EncryptionContext:aws:s3:arn": "false"
1,
"StringNotLikeIfExists": {
"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::aws-security-data-lake*"

}
1,
{
"Sid": "DenyActionsNotOnSecuritylakeKMSForS3sSQs",
"Effect": "Deny",
"Action": [
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"kms:Decrypt",
"kms:GenerateDataKey"

1,
"Resource": "*",
"Condition": {
"Null": {
"kms:EncryptionContext:aws:sqs:arn": "false"
I

"StringNotLikeIfExists": {
"kms:EncryptionContext:aws:sqs:arn": [
"arn:aws:sqgs:*:*:AmazonSecuritylLake*"
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2 I8t lakeformation:PutDatalakeSettings T™&H0| R LICE PutDatalakeSettingse
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Jgof= iam:CreateRole permissiont# Bt OtL|2} AmazonSecuritylakeAdministrator 8
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Lake Formation &t 2|X}= Lake Formation &0 CHEH ™A M A HEHE 7HK|H = 7| O|O|E
TN U HMA HEHE Mo{E = UELICH Security Lake= Security LakeE & M35tst=E F4|2t
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2 ggs5tod O|S0| HIO|EE ddst, E|O|Z A7|0HE UClo|ESt, M TE|ME SF3t1, HOIE
of Cigt HetE e = UEE & L—|EP Security Lake & 2|&} APRK} = Agol cHe HAol Ctg
Tet2 ZEsHok gLct

(® Note
Lake Formation 7|8t T+ S A} HAM|A HEFE Roied = Q= S8 THetE MSstedH
Security Lake0| A C}S glue:PutResourcePolicy Het2 F7tstE Aol E&LCH

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowPutLakeFormationSettings",
"Effect": "Allow",
"Action": "lakeformation:PutDatalakeSettings",
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowGlueActions",
"Effect": "Allow",
"Action": ["glue:PutResourcePolicy", "glue:DeleteResourcePolicy"],
"Resource": [
"arn:aws:glue:*:*:catalog",
"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*"
1,
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowActionsWithAnyResource",
"Effect": "Allow",
"Action": [
"securitylake:*",
"organizations:DescribeOrganization",
"organizations:ListDelegatedServicesForAccount",
"organizations:ListAccounts",
"iam:ListRoles",
"ram:GetResourceShareAssociations"

1,

"Resource": "*"

"Sid": "AllowActionsWithAnyResourceViaSecuritylLake",

"Effect": "Allow",

"Action": [
"glue:CreateCrawler",
"glue:StopCrawlerSchedule",
"lambda:CreateEventSourceMapping",
"lakeformation:GrantPermissions",
"lakeformation:ListPermissions",
"lakeformation:RegisterResource",
"lakeformation:RevokePermissions",
"lakeformation:GetDatalakeSettings",
"events:ListConnections",
"events:ListApiDestinations",
"iam:GetRole",
"iam:ListAttachedRolePolicies",
"kms:DescribeKey"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowManagingSecuritylakeS3Buckets",
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"Effect": "Allow",

"Action": [
"s3:CreateBucket",
"s3:PutBucketPolicy",
"s3:PutBucketPublicAccessBlock",
"s3:PutBucketNotification",
"s3:PutBucketTagging",
"s3:PutEncryptionConfiguration",
"s3:PutBucketVersioning",
"s3:PutReplicationConfiguration",
"s3:PutLifecycleConfiguration",
"s3:ListBucket",
"s3:PutObject",
"s3:GetBucketNotification"

1,

"Resource": "arn:aws:s3:::aws-security-data-lake*",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowLambdaCreateFunction",

"Effect": "Allow",

"Action": [

"lambda:CreateFunction"

1,

"Resource": [
"arn:aws:lambda:*:*:function:Securitylake_Glue_Partition_Updater_Lambda*",
"arn:aws:lambda:*:*:function:AmazonSecuritylLake*"

1,

"Condition": {

"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowLambdaAddPermission",
"Effect": "Allow",
"Action": [

"lambda:AddPermission"

1,
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"Resource": [
"arn:aws:lambda:*:*:function:Securitylake_Glue_Partition_Updater_Lambda*",
"arn:aws:lambda:*:*:function:AmazonSecuritylLake*"

1,

"Condition": {

"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"
I
"StringEquals": {
"lambda:Principal": "securitylake.amazonaws.com"
}
}
"Sid": "AllowGlueActions",
"Effect": "Allow",
"Action": [
"glue:CreateDatabase",
"glue:GetDatabase",
"glue:CreateTable",
"glue:GetTable"
1,
"Resource": [
"arn:aws:glue:*:*:catalog",
"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*"
1,
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}

"Sid": "AllowEventBridgeActions",

"Effect": "Allow",

"Action": [
"events:PutTargets",
"events:PutRule",
"events:DescribeRule",
"events:CreateApiDestination",
"events:CreateConnection",
"events:UpdateConnection",
"events:UpdateApiDestination",
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"events:DeleteConnection",
"events:DeleteApiDestination",
"events:ListTargetsByRule",
"events:RemoveTargets",
"events:DeleteRule"

1,

"Resource": [

"arn:aws:events:*:*:rule/AmazonSecuritylLake*",

arn:aws:events:*:*:rule/SecuritylLake*",

"arn:aws:events:*:*:api-destination/AmazonSecuritylLake*",

1,
"Condition": {
"ForAnyValue:StringEquals": {

arn:aws:events:*:*:connection/AmazonSecuritylake*"

"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowSQSActions",

"Effect": "Allow",

"Action": [

"sqs:CreateQueue",
"sqs:SetQueueAttributes"”,
"sqs:GetQueueURL",
"sqs:AddPermission",
"sqgs:GetQueueAttributes",
"sqs:DeleteQueue"

1,

"Resource": [
"arn:aws:sqs:*:*:SecuritylLake*",
"arn:aws:sqs:*:*:AmazonSecuritylLake*"

1,

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.

"Sid": "AllowKmsCmkGrantForSecuritylLake",
"Effect": "Allow",

"Action": "kms:CreateGrant",

"Resource": "arn:aws:kms:*:*:key/*",

com

AWS ZElE8 ZH

182



Amazon Security Lake AL 7Hol=

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"
},
"StringlLike": {

"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::aws-security-data-lake*"
3,

"ForAllValues:StringEquals": {
"kms:GrantOperations": [
"GenerateDataKey",
"RetireGrant",
"Decrypt"

"Sid": "AllowEnablingQueryBasedSubscribers",
"Effect": "Allow",
"Action": [
"ram:CreateResourceShare",
"ram:AssociateResourceShare"
1,
"Resource": "*",
"Condition": {
"StringlLikeIfExists": {
"ram:ResourceArn": [
"arn:aws:glue:*:*:catalog",
"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*"

]
},
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}
1,
{
"Sid": "AllowConfiguringQueryBasedSubscribers",

"Effect": "Allow",

"Action": [
"ram:UpdateResourceShare",
"ram:GetResourceShares",
"ram:DisassociateResourceShare",
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"ram:DeleteResourceShare"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"ram:ResourceShareName": "LakeFormation*"
},
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowConfiguringCredentialsForSubscriberNotification",
"Effect": "Allow",
"Action": [
"secretsmanager:CreateSecret"”,
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue"
1,
"Resource'": "arn:aws:secretsmanager:*:*:secret:events!connection/
AmazonSecuritylake-*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowPassRoleForUpdatingGluePartitionsSecLakeArn",

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": [
"arn:aws:iam::*:role/service-role/AmazonSecuritylakeMetaStoreManager",
"arn:aws:iam::*:role/service-role/AmazonSecuritylLakeMetaStoreManagerV2"

1,

"Condition": {

"StringEquals": {
"iam:PassedToService": "lambda.amazonaws.com"

iy
"StringLike": {

"iam:AssociatedResourceARN": "arn:aws:securitylake:*:*:data-lake/default"
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}I
{

"Sid": "AllowPassRoleForUpdatingGluePartitionsLambdaArn",

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": [
"arn:aws:iam::*:role/service-role/AmazonSecuritylakeMetaStoreManager",
"arn:aws:iam::*:role/service-role/AmazonSecuritylakeMetaStoreManagerV2"

1,

"Condition": {

"StringEquals": {

"iam:PassedToService": "lambda.amazonaws.com"
},
"StringlLike": {

"iam:AssociatedResourceARN": [
"arn:aws:lambda:*:*:function:Securitylake_Glue_Partition_Updater_Lambda*",
"arn:aws:lambda:*:*:function:AmazonSecuritylLake*"

]

3,
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowPassRoleForCrossRegionReplicationSecLakeArn",
"Effect": "Allow",
"Action": "iam:PassRole",

"Resource": "arn:aws:iam::*:role/service-role/AmazonSecuritylLakeS3ReplicationRole"

"Condition": {
"StringEquals": {
"iam:PassedToService": "s3.amazonaws.com"
},
"StringlLike": {
"iam:AssociatedResourceARN": "arn:aws:securitylake:*:*:data-lake/default"

"Sid": "AllowPassRoleForCrossRegionReplicationS3Arn",
"Effect": "Allow",
"Action": "iam:PassRole",

"Resource": "arn:aws:iam::*:role/service-role/AmazonSecuritylLakeS3ReplicationRole"

"Condition": {
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"StringEquals": {
"iam:PassedToService": "s3.amazonaws.com"
1,
"StringlLike": {
"iam:AssociatedResourceARN": "arn:aws:s3:::aws-security-data-lake*"
1,
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowPassRoleForCustomSourceCrawlerSeclLakeArn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/
AmazonSecuritylLakeCustomDataGlueCrawler*",
"Condition": {
"StringEquals": {
"iam:PassedToService": "glue.amazonaws.com"
},
"StringlLike": {
"iam:AssociatedResourceARN": "arn:aws:securitylake:*:*:data-lake/default"

"Sid": "AllowPassRoleForCustomSourceCrawlerGlueArn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/
AmazonSecuritylakeCustomDataGlueCrawler*",
"Condition": {
"StringEquals": {

"iam:PassedToService": "glue.amazonaws.com"
1,
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}
1,
{
"Sid": "AllowPassRoleForSubscriberNotificationSeclLakeArn",

"Effect": "Allow",
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"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/
AmazonSecuritylLakeSubscriberEventBridge",
"Condition": {
"StringEquals": {
"iam:PassedToService": "events.amazonaws.com"
},
"StringLike": {
"jam:AssociatedResourceARN": "arn:aws:securitylake:*:*:subscriber/*"

"Sid": "AllowPassRoleForSubscriberNotificationEventsArn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/
AmazonSecuritylakeSubscriberEventBridge",
"Condition": {
"StringEquals": {
"iam:PassedToService": "events.amazonaws.com"
.
"StringlLike": {
"iam:AssociatedResourceARN": "arn:aws:events:*:*:rule/AmazonSecuritylLake*"
},
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowOnboardingToSecuritylakeDependencies",
"Effect": "Allow",
"Action": "iam:CreateServicelinkedRole",
"Resource": [
"arn:aws:iam::*:role/aws-service-role/securitylake.amazonaws.com/
AwWSServiceRoleForSecuritylake",
"arn:aws:iam::*:role/aws-service-role/lakeformation.amazonaws.com/
AWSServiceRoleForLakeFormationDataAccess",
"arn:aws:iam::*:role/aws-service-role/apidestinations.events.amazonaws.com/
AwWSServiceRoleForAmazonEventBridgeApiDestinations™"
1,
"Condition": {
"StringLike": {

AWS Z 2|3 M 187



Amazon Security Lake AL 7Hol=

"iam:AWSServiceName": [
"securitylake.amazonaws.com",
"lakeformation.amazonaws.com",
"apidestinations.events.amazonaws.com"

"Sid": "AllowRolePolicyActionsforSubscibersandSources",
"Effect": "Allow",
"Action": [
"iam:CreateRole",
"iam:PutRolePolicy",
"iam:DeleteRolePolicy"
1,
"Resource": "arn:aws:iam::*:role/AmazonSecuritylake*",
"Condition": {
"StringEquals": {
"iam:PermissionsBoundary": "arn:aws:iam::aws:policy/
AmazonSecuritylLakePermissionsBoundary"
I
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowRegisterS3LocationInLakeFormation",
"Effect": "Allow",
"Action": [

"iam:PutRolePolicy",

"iam:GetRolePolicy"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/lakeformation.amazonaws.com/

AWSServiceRoleForLakeFormationDataAccess",

"Condition": {

"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"

}
iy

{
"Sid": "AllowIAMActionsByResource",
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"Effect": "Allow",
"Action": [

"iam:ListRolePolicies",

"iam:DeleteRole"
1,
"Resource": "arn:aws:iam::*:role/AmazonSecuritylLake*",
"Condition": {

"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "S3ReadAccessToSecuritylLakes",
"Effect": "Allow",
"Action": [
"s3:Get*",
"s3:List*"
1,

"Resource": "arn:aws:s3:::aws-security-data-lake-*"

"Sid": "S3ReadAccessToSecuritylLakeMetastoreObject",
"Effect": "Allow",
"Action": [

"s3:GetObject",

"s3:GetObjectVersion"

1,

"Resource": "arn:aws:s3:::security-lake-meta-store-manager-*"

"Sid": "S3ResourcelessReadOnly",

"Effect": "Allow",

"Action": [
"s3:GetAccountPublicAccessBlock",
"s3:ListAccessPoints",
"s3:ListAl1MyBuckets™"

1,

"Resource": "*"
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gt Chgol Mat HAo =z TAELI,
{

"Version": "2012-10-17",
"Statement": [{

"Sid": "OrganizationsPolicies",

"Effect": "Allow",

"Action": [
"organizations:ListAccounts",
"organizations:DescribeOrganization"

1,

"Resource": [
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/security-lake/latest/userguide/security-iam-awsmanpol.html
https://docs.aws.amazon.com/security-lake/latest/userguide/security-iam-awsmanpol.html
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"

]
},
{

"Sid": "DescribeOrgAccounts",

"Effect": "Allow",

"Action": [

"organizations:DescribeAccount"

1,

"Resource": [
"arn:aws:organizations::*:account/o-*/*"

]

},
{

"Sid": "AllowManagementOfServicelinkedChannel",

"Effect": "Allow",

"Action": [
"cloudtrail:CreateServicelLinkedChannel",
"cloudtrail:DeleteServicelLinkedChannel",
"cloudtrail:GetServicelLinkedChannel",
"cloudtrail:UpdateServicelLinkedChannel"

1,

"Resource": "arn:aws:cloudtrail:*:*:channel/aws-service-channel/security-

lake/*"
},
{

"Sid": "AllowListServicelLinkedChannel",

"Effect": "Allow",

"Action": [
"cloudtrail:ListServicelLinkedChannels"

1,

"Resource": "*"

},
{

"Sid": "DescribeAnyVpc",

"Effect": "Allow",

"Action": [

"ec2:DescribeVpcs"

1,

"Resource": "*"

},
{

"Sid": "ListDelegatedAdmins",
"Effect": "Allow",

MH|A AZ A ALE 194



Amazon Security Lake

AR 7H0|E

"Action": [
"organizations:ListDelegatedAdministrators"
1,
"Resource": "*",
"Condition": {
"StringEquals": {

"organizations:ServicePrincipal": "securitylake.amazonaws.com"

"Sid": "AllowWaflLoggingConfiguration",

"Effect": "Allow",

"Action": [
"wafv2:PutLoggingConfiguration",
"wafv2:GetLoggingConfiguration",
"wafv2:ListLoggingConfigurations",
"wafv2:DeletelLoggingConfiguration"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"wafv2:LogScope": "SecuritylLake"

"Sid": "AllowPutlLoggingConfiguration",

"Effect": "Allow",

"Action": [
"wafv2:PutLoggingConfiguration"

1,
"Resource": "*",
"Condition": {
"ArnLike": {
"wafv2:LogDestinationResource": "arn:aws:s3:::aws-waf-logs-
security-lake-*"
}
}
I
{
"Sid": "ListWebACLs",
"Effect": "Allow",
"Action": [
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"wafv2:ListWebACLs"
1,

"Resource": "*"

"Sid": "LogDelivery",

"Effect": "Allow",

"Action": [
"logs:CreatelLogDelivery",
"logs:DeletelLogDelivery"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": [
"wafv2.amazonaws.com"
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« lakeformation - £ 9t &7} Lake Formation A& o1 2 E M DLIEZE £ &L
Ct.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ReadEventBridgeRules",
"Effect": "Allow",
"Action": [
"events:ListRules"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "ManageSecuritylLakeEventRules",
"Effect": "Allow",
"Action": [

"events:PutRule"
1,
"Resource": "arn:aws:events:*:*:rule/AmazonSecuritylLake-*",
"Condition": {

"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "ManageSecuritylLakelLambdaConfigurations",

"Effect": "Allow",

"Action": [
"lambda:GetEventSourceMapping",
"lambda:GetFunction",
"lambda:PutFunctionConcurrency",
"lambda:GetProvisionedConcurrencyConfig",
"lambda:GetFunctionConcurrency",
"lambda:GetRuntimeManagementConfig",
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"lambda:PutProvisionedConcurrencyConfig",
"lambda:PublishVersion",
"lambda:DeleteFunctionConcurrency",
"lambda:DeleteEventSourceMapping",
"lambda:GetAlias",

"lambda:GetPolicy",
"lambda:GetFunctionConfiguration",
"lambda:UpdateFunctionConfiguration"

1,

"Resource": [
"arn:aws:lambda:*:*:function:Securitylake_Glue_Partition_Updater_Lambda*",
"arn:aws:lambda:*:*:function:AmazonSecuritylLakeMetastoreManager-*-*"

1,

"Condition": {

"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
},
{
"Sid": "AllowListLambdaEventSourceMappings",
"Effect": "Allow",
"Action": [
"lambda:ListEventSourceMappings"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
I
{

"Sid": "AllowUpdatelLambdaEventSourceMapping",
"Effect": "Allow",
"Action": [

"lambda:UpdateEventSourceMapping"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

1,
"StringlLike": {
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"lambda:FunctionArn":
"arn:aws:lambda:*:*:function:AmazonSecuritylLakeMetastoreManager-*-*"

"Sid": "AllowUpdateLambdaConfigs",
"Effect": "Allow",
"Action": [

"lambda:UpdateFunctionConfiguration"
1,
"Resource": "arn:aws:lambda:*:*:function:AmazonSecuritylLakeMetastoreManager-*-*",
"Condition": {

"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "ManageSecuritylLakeGlueResources",

"Effect": "Allow",

"Action": [

"glue:CreatePartition",
"glue:BatchCreatePartition",
"glue:GetTable",
"glue:GetTables",
"glue:UpdateTable",
"glue:GetDatabase"

1,

"Resource": [
"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*",
"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:aws:glue:*:*:catalog"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowDatalLakeConfigurationManagement",
"Effect": "Allow",
"Action": [
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"s3:ListBucket",
"s3:PutObject",
"s3:GetObjectAttributes"”,
"s3:GetBucketNotification",
"s3:PutBucketNotification",
"s3:GetLifecycleConfiguration",
"s3:PutLifecycleConfiguration",
"s3:GetEncryptionConfiguration",
"s3:GetReplicationConfiguration”

1,

"Resource": [
"arn:aws:s3:::aws-security-data-lake*"

1,

"Condition": {
"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowMetaDataCompactionAndManagement",

"Effect": "Allow",

"Action": [

"s3:GetObject",
"s3:DeleteObject",
"s3:RestoreObject"

1,

"Resource": [
"arn:aws:s3:::aws-security-data-lake*/metadata/*.avro",
"arn:aws:s3:::aws-security-data-lake*/metadata/*.metadata

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "ReadSecuritylakelLambdalLogs",

"Effect": "Allow",

"Action": [
"logs:DescribelogStreams",
"logs:StartQuery",
"logs:GetLogEvents",

.json"
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"logs:GetQueryResults",
"logs:GetLogRecord"
1,
"Resource": [
"arn:aws:logs:*:*:log-group:/aws/lambda/AmazonSecuritylLakeMetastoreManager-*-*"
1,
"Condition": {
"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
I
{
"Sid": "ManageSecuritylLakeSQSQueue",
"Effect": "Allow",
"Action": [
"sqs:StartMessageMoveTask",
"sqs:DeleteMessage",
"sqgs:GetQueueUrl",
"sqs:ListDeadLetterSourceQueues",
"sqgs:ChangeMessageVisibility",
"sqs:ListMessageMoveTasks",
"sqs:ReceiveMessage",
"sqgs:SendMessage",
"sqgs:GetQueueAttributes",
"sqs:SetQueueAttributes"”
1,
"Resource": [
"arn:aws:sqs:*:*:SecuritylLake_*",
"arn:aws:sqs:*:*:AmazonSecuritylLakeManager-*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
},
{

"Sid": "AllowDatalLakeManagement",

"Effect": "Allow",

"Action": [
"lakeformation:GetDatalLakeSettings",
"lakeformation:ListPermissions"
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"Resource": "*",
"Condition": {
"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
}
]
}
UZS et

IAM AE(E|(MEX, 28, oFE §)7} Hels B2 AEE WSy B 4|
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Security Lake AMH|A @47 g M

Security Lake 2& E=& A&5t04 Security Lake0l| CHEt
AWSServiceRoleForSecuritylLakeResourceManagement A{H|A Q172 482 MAME &= Q&L

Ct AWS CLI.
MH|A A4 dgt2 MAEHE{H IAM AFS R EEE 1AM 248tol| CHS Het2 Fo4sofF BHLict 1AM 48t
2 2 E Security Lake X|¥ 2|7 2| Lake Formation 2 2|Xt0{0F &fL|C}.

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowlLakeFormationActionsViaSecuritylLakeConsole",

"Effect": "Allow",

"Action": [
"lakeformation:GrantPermissions",
"lakeformation:ListPermissions",
"lakeformation:ListResources",
"lakeformation:RegisterResource",
"lakeformation:RevokePermissions"

1,

"Resource": "*"

"Sid": "AllowIamActionsViaSecuritylLakeConsole",
"Effect": "Allow",
"Action": [
"iam:CreateServicelinkedRole",
"iam:GetPolicyVersion",
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"iam:GetRole",
"iam:PutRolePolicy"
1,
"Resource": [
"arn:*:iam::*:role/aws-service-role/resource-
management.securitylake.amazonaws.com/AWSServiceRoleForSecuritylakeResourceManagement",
"arn:*:iam::*:role/*AWSServiceRoleForLakeFormationDataAccess",
"arn:*:iam::aws:policy/service-role/AWSGlueServiceRole",
"arn:*:iam::aws:policy/service-role/AmazonSecuritylakeMetastoreManager",
"arn:*:iam::aws:policy/aws-service-role/
SecuritylLakeResourceManagementServiceRolePolicy"
1,
"Condition": {
"StringlLikeIfExists": {
"iam:AWSServiceName": [
"securitylake.amazonaws.com",
"resource-management.securitylake.amazonaws.com",
"lakeformation.amazonaws.com"

]
}
}
I
{
"Sid": "AllowGlueActionsViaConsole",
"Effect": "Allow",
"Action": [
"glue:GetDatabase",
"glue:GetTables"
1,
"Resource": [
"arn:*:glue:*:*:catalog”,
"arn:*:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:*:glue:*:*:table/amazon_security_lake_glue_db*/*"
]
}
]
}
Console

1. Security Lake & (https://console.aws.amazon.com/securitylake/)= &3 L|Ct.

2. 2 HOo|x|e| ME EAIZ0|M MH|A o473 5t M51E Z2I5t0f M| AMH|A 914 dstg
S
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Amazon Security Lake
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$ aws iam create-service-linked-role
--aws-service-name resource-management.securitylake.amazonaws.com

E AL83+0{ AwSServiceRoleForSecuritylLakeResourceManagement AH|A P14 g2
Mg i Blo|= HEH|O|EHE & ElStT TO|E{o M| AStE{T Security Lake Glue Ci| O E{H|
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CLIEFLICE 2I7 2| Glue ElO|E 0| 0| Security Lake &4338t2| S3 HZ!E & =35t 7B Security
Lake7}0| &S Y = UTSF MH[A AZ A& ol CHEF DATA_LOCATION_ACCESS Hete
UAMo 2 5{&3HoF gLIct.

EE st A o] AwSServiceRoleForSecuritylakeResourceManagement AH|A @47 3&tof

Lake Formation #8t2 Eo4sf{of & L|Ct.

CH o XMo M= Lake FormationOf X|&El 2[T 2| MH|A o444 o] HEHE H2o{sl= HRHE 2
o4& LIC}. O] (A& Linux, macOS EE= Unix82 2 40| X|HE|H, 7}%’5‘% =0|7| Q5H e

EHAl(\) & 2% EXLE AFSELICH

$ aws lakeformation grant-permissions --region {region} --principal
DatalLakePrincipalldentifiex={AWSServiceRoleForSecuritylLakeResourceManagement ARN} \
--permissions ALTER DESCRIBE --resource '{ "Table": { "DatabaseName":
"amazon_security_lake_glue_db_{region}", "TableWildcard": {} } }'

CHE Mo & ARNS| 24 & Ho{ELICH 21X UXISIEE & ARNS T EISHoF &L
Ct.

"AWS": "arn:[partition]:iam::[accountid]:role/aws-service-
role/resource-management.securitylake.amazonaws.com/
AwWSServiceRoleForSecuritylLakeResourceManagement"

CreateServiceLinkedRole API ZE£2 A8 E = U&LICE LE|AE AWSServiceNameZE X
MetLClresource-management.securitylake.amazonaws.com.
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"Sid": "Allow SLR",
"Effect": "Allow",
"Principal": {
"AWS": "arn:[partition]:iam::[accountid]:role/aws-service-role/resource-
management.securitylake.amazonaws.com/AWSServiceRoleForSecuritylLakeResourceManagement"
},
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey*"
1,
"Resource": "*",
"Condition": {
"StringEquals": {

"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::[regional-datalake-s3-
bucket-name]"
1,
"StringLike": {
"kms:ViaService": "s3.[region].amazonaws.com"
}
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
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https://repost.aws/knowledge-center/sqs-s3-event-notification-sse
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https://docs.aws.amazon.com/general/latest/gr/sigv4_signing.html
https://docs.aws.amazon.com/general/latest/gr/sigv4_signing.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
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https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
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https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
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https://aws.amazon.com/about-aws/global-infrastructure/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/storage-class-intro.html
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#access-service-though-endpoint
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"Statement": [
{

"Principal":"*",

"Effect":"Allow",

"Action": [
"securitylake:ListDatalakes",
"securitylake:ListlLogSources",
"securitylake:ListSubscribers"

]I

"Resource":"*"

[

SRot= MEAO|VPCRAERQIES ¥y, dF, =8 = 4XME = glgUch J8iLt SR6t= A
HUlo|VPC A ZRIEE MEE = JU&GLICE VPC SR0f 2 XtAMEH LIE2 Amazon VPC AL
MYHAMO| CHE AET VPC SRE HESHAAIR.

Amazon Security Lake 2 L|E{&!

Security Lake= At At AWS CloudTrail, & EE= CHE AFEAF7| Security LakeO| A &8 ZHdof|
CHE IZEE MEBst= MHIAQIQ EEHEILICH AWS MH|A. 047|0fl= Security Lake 24 | Zredt
Security Lake API XFof| CHet = 2 @l &b Al = 0| Z&ELICH CloudTrailol M &8 HE
E A&35t0q Security Lakeod| CH3H 0{%EH 230 st 2~ OlA | |CH ZF X0l CHal Q&
O| O|R0{ZI Al7], 27HO| O|R 0TI IP F4&, LBt A

Mt LHE 2 CloudTrailg At& 3104 Security Lake API

>=

Jd
2
o >

P
0%
m
>L
_|

o nr ﬂH>|
A
fok
2
o

_I'I'! 0
I1h] bl
HU

o >

for D
e 4r

OH

& s 218


https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_GetMetricStatistics.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/get-metric-statistics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/Welcome.html
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/user",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",

"userName": "Admin"
I
"webIdFederationData": {
I

"attributes": {
"creationDate": "2023-05-30T13:27:197",
"mfaAuthenticated": "false"
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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}
I
"eventTime": "2023-05-30T17:29:17Z2",
"eventSource": "securitylake.amazonaws.com",
"eventName": "GetSubscriber",
"awsRegion": "us-east-1",
"sourceIPAddress": "198.51.100.1",
"userAgent": "console.amazonaws.com",

"requestParameters": {

"subscriberId": "30Qedl7a3-0cac-4997-a4l1f-f5abbexample"
},
"responseElements": null,
"requestID": "d@1f@f32-9ec6-4579-af50-e9fl4example"”,
"eventID": "9clbff41-0f48-4ee6-921c-ebfd8example”,
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"
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https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
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{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "ModifyResourceIfOwner",
"Effect": "Allow",
"Action": "securitylake:*",
"Resource": "*",
"Condition": {
"StringEqualsIgnoreCase": {"aws:ResourceTag/Owner": "${aws:usernamel}"}
}
}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonsecuritylake.html#amazonsecuritylake-policy-keys
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https://console.aws.amazon.com/securitylake/

Amazon Security Lake AL 7Hol=

- O|O|H HIOIH T’d - CreateDataLake 22 AF&3t7{LE AWS Command Line Interface (AWS
424 % AI%H%I-L_||:|._

CLNE te B create-data-lake & SElgd
« R 57X} - CreateSubscriber 2H1E AL 37{LE, AWS CLIE AF235HE A< create-subscriber &
HE A™EELCE

LHO|M tags TEHOIEIE AHE S0 BlAA FIHE ZF B0 EY T Fl(key)2t ME4X BT
(value)E RIYELICH tags LtEOIElE A& BiE S RIEFLICH Z A= BT 7] & 247
3 gke REELich

7|1& BlaAo] Ef2E StLt 0|4 F 74524 Security Lake API2| TagResource 242 A8 5t7Lt
E AM83lE 4% tag-resource WHE AWS CLIAEEILICE Q0| Ef2E FItstEde 2laa
©| Amazon E|AA O|E(ARN)2 X|&EfLIC} tags TIEHOIEIE AFS5tod F71E 2 ef 10| e 7|
(key)2t MEHA Ef T Zf(value)2 RIHELICE Create & 2 HHO| ALt OtEH7HX[Z tags
o2tO/E= 7HAM2l BHE, ZF ef 1 7| shLkel JHA| & 2had Ef T gL S RI-E&ict

0E E0{CtS AWS CLI BE2 X|HE =Ko AH Environment Ei1 10| Q= Cloud EHT 7|
£ Z7}gtLct o] od|Al= Linux, macOS EE= Unix2CO 2 ZUE|QIoH 7M=A4E =0|7] 6l tH
£eliAl(\) & 0% EXE AFSELICH

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=Environment,value=Cloud

2%l

« resource-arn Ef1E FIIE 5K ARNZ X|HELICE.
« Environmente TSXtol F7te Ejao| e 7|lL|Ct.

« Cloude XI™HE B3 F|(Environment)Q| Ef ZfILICH.

CHS olxofA B2 F5Xtof oi2d B2 & FIHELICH

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \

--tags key=Environment,value=Cloud key=CostCenter,value=12345 key=0Owner,value=jane-
doe
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLake.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/create-data-lake.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateSubscriber.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/create-subscriber.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/tag-resource.html

Amazon Security Lake

INE=IYN o]

tags HiE Q| Zt JHA|0l= key & value Q7 25 EFLICH J2{Lt value Rl 22 B B

AP == USLICH Ef T 22 Ef T 7|2t @1Z2SHK| 2B value 21 gt2 XIMHSHX| OHAM[L.
o|§ S0{ CtE HE2 HAE Ef 240l 8= Owner Ef 7|E FI7HELICEH

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-

east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=0Owner,value=

EfZ =fdo| H35tH S ecurlty Lake= Bl HTTP 200 &S gteterL|ct. 2Z X| et 28 Security
Lake= Zr40| Almjt

O|RE LIEILHE HTTP 4xx EE= 500 SE2
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https://console.aws.amazon.com/securitylake/

Amazon Security Lake

TEA7E 2ol ZA|E|X| b= E2 wo|x|e| &% JE JUeE AWS 2T MET|IE ALE
oto] 7 EAE AP 2lMe MEELICH Rolle X 2™l 7|1E S LhFELICH

3. HIe MeEn
4. AT MME SEBLICH BiT MMols HAY BlaA0| ¥TE B E Eja7t LI
5. Chee +#EL

71 Ef1 710l B4 22 Z7batedw Ef T 7] Yol 2t Axboll Zte eleistiict
. 71E Bj1 718 HZstedie B ol 2 AMIHE MEErLICh 33 oS Add new tag(AY EH
1 %7hE MEELCH EAlElE 7

7

" = 7| &Rtol A BT 7IE QURIBHLICE 3t ARt T B
2t QURIBLICH M ALY

+ 7I1E EATL 3t2 WZSHEIE gtol ZEE 3t AXIoIM XE MBLICH 27 S, 2t A Rtol
M EH 2t Qz1ErLict

. JIE e

=
2 M 7HstedH gfol ZetE gt dxtolM XE MEfghLCt.
a

7| W e 2t 2F)E MHstedH B 2o MHE MEELICH

ElaAE Z|CH 50702 B2 E 7HE & QU&LICH B 7|ol= Z|CH 128KHE AL E & U&L
Ch Ef Zfoll= =|CH 256KHE ALY & UA&LICH EXts EAL AL SHMEE _.:1/=+-@

7|3 = &L

API

X = = CHE HEEX]

=i HAOE 2|AAC|E TOE HESIM 7|E EfE M 22 FHo{M A ElLCh. 2k
|.x I %EI-
I8 Fobgruch

E} 7|o AZAE e ZLBH HESHHLE A 7{5t242 Security Lake API2| TagResource 242 At
83tod 7|& L2 Ho{&LICt. AWS Command Line Interface (AWS CLI)& M&35te B2 tag-

resource BHBE A MAIR. @M EfT 22 HE &= M7HstEie 2lAA 2] Amazon 2[4
A O|&(ARN)Z X|H gLt

EN ZfS HESied™ tags IHEHOIE{E AF8 3504 Bl gf2 HEsted= Efa 7|8 RIFHELICH =
Bt Zlol M EH 2E2 | E LIC} o & E01 CHS AWS CLI HE2 X|HE S Kol €S E Efa
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/tag-resource.html

Amazon Security Lake

AR 7H0|E

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=Environment,value=0n-Premises

?IxI:
- resource-arn2 T#+5Xt2| ARNZ X|H&gfLCt

« Environmente YAE Ef 2ot HAAE el 7|ILICE.

1

« On-Premisese= XI'SE Bl ZI(Environment)o| AFEE MEZ2 E 2 7 ILIC}H

E} 2 Z|of M Ef T 22 AN[745t24™ tags T2tOIE{0] 7| value @l 2f2 XIZSHK| OFML. 04 Al:

$ aws securitylake tag-resource \
--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \

--tags key=0Owner,value=

Zto| 4S5t Security Lake= Bl HTTP 200 & HFetefLICH 2 X| 8L 2 Security Lake=
Zted0| ATt O|RE LIEHLE HTTP 4xx = 500 SES gHetfLict
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https://console.aws.amazon.com/securitylake/

Amazon Security Lake AL 7Hol=

- TERIO| AL B HolM TSRS MFLICH 3 OF L 2SR EOIE0M 2SX
o] M FL|C}.

—

ajm
mo
Jm

1I°I'

TSR Eo| EAZX| ofE B2 wo|X|e] 2EZ JEo A= AWS 2T MEITIE ME
oto] FEAE AP 2le MEELICH Rolle X 2l™e| 7|1E S AP LhFELICH

Ef MMol= A 2lasof & E 2E EfTO7f LIEELICH
API
z2a WAl R J|E E|AAQ| EfOE HME T AE 524 Security Lake API2]

ListTagsForResource 242 AL SHMAI2. 20| M resourceArn It2tO|EE AFE 504 ElAaA
9| Amazon Z|AA O|&(ARN)2 X|&ELCH

AWS Command Line Interface (AWS CLI)& At&35t= B2 list-tags-for-resource BHEE A5t T
resource-arn Lt2tO|E{E AFE5t0{ El&A 9 ARNS K| ELICH oAl

$ aws securitylake list-tags-for-resource --resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab

2ol ool arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890abe 7|1&
T=AtS| ARNQILICE

&40 43 5tH Security Lake 7t tags HiES BFEHELICH HHPO| ZF A= B4X| 2|AA0] EF
Z BT (B 7|t ef 1 2F 2 5)E RIEgLIch offAl:
{
"tags": [
{
"key": "Environment",
"value": "Cloud"
I
{

"key": "CostCenter",
"value": "12345"

1,

{
"key": "Owner",
"value": ""

}
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/list-tags-for-resource.html

Amazon Security Lake AL 7Hol=

]

047|M Environment, CostCenter, Owner= Z|AA0| 2 E Ej 7|QLIC}H CloudE
Environment Ef1 7|0f @dZ2E! Ef1 ZtILICt 12345E CostCenter Ef1 7|of| (AZAE EH1 2L
L|Ct owner Ef1 7|0l AZQE! EfT ZfO| Qi&LLCt.
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/A Important
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https://console.aws.amazon.com/securitylake/

Amazon Security Lake AL 7Hol=

+ EAT1O| B ZhBH MIASHEAT MIHE 30| ZBHE 3t A0 XE MFLICH

+ EAT1Ol Ef1 7I9k EAL ZH(3t W)8 2F MIASHEAH MY i1 Aol MHE MeErLic
6. CIAA0M F7IEfTE MHSe{H MAHE 2 F7F Ef2of cial] ol B AHE gHEEhL|Ct.
7. i3 MHE DHHO W MRS MeEtLc

all

API

2O HAo=2 E|AA0|AM StLt O|4 o EfE AMA|StE{T Security Lake API2|
UntagResource 242 AFEEILICH 230l resourceArn It2tO|E{E AL 50 EHOE AN[7{E
2|49 Amazon 2|4 A O|F(ARN)E X|™HELICH tagKeysTIt2tO|E{E AF&5t04 M7HE EfT 9]
Ef2 7|8 KIAELICH ofe] 1S M7t MAHE 2 ef 12| tagKeys TEHO|E{Q} Q&S A
HME(&)Z FE50] F7HELICIA|: tagkeys=keyl&tagKeys=key2. E|AA0AM EX EY
1 ZH(EHT 7] MRl)EH M5t Ef 22 AMHSHE CHAl Ef 22 THEISHMIL.

AWS Command Line Interface (AWS CLI)E AF23HE < untag-resource &S A&i5tod 2|4
A0|AM St o4& o Ef2E M HE LICH resource-arn ItEtO|E{0Ml= E2E MHE ElAA0
ARNZ X|HEfLICH tag-keysTtEIO|E{E AL Stod MAHE B0 Ef 7|E XIHEELICH HE =
o Ot B2 X|HE 2SS XM Environment EHZ (Ei1 7|2t EN 2t 2 5)E M7HELICH

$ aws securitylake untag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tag-keys Environment

047|M resource-arn2 Ei1E MHE #+5XC| ARNS X|H3st1, Environment= M7HE Ef
9| Eja 7|dLCt.

2lAANM 043 28 M EAH, ZF £71 7|2 tag-keys mEtOIE{Q| Q2 FT7IELICH of
A

$ aws securitylake untag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tag-keys Environment Owner

ME35tH Security Lakee Bl HTTP 200 SES 2l
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/untag-resource.html

Amazon Security Lake AL 7Hol=

Security Lake 4| sHZ&

M aiZ 2laAaE AFSELICH

njo
g
Ol

Amazon Security Lake 24 Al EA| 7| &5t Cf

Ct2 FA|o M= dlo|E dlol= A EH, Lake Formation, Amazon Athena0l A 2| & 2| 2! IAMZ} 2245}
of Er M8k 4~ Ql= @/ AWS Organizations & 2|0 CHet A 62 =12 MEELict o47]of Lt
E|X| ote X7 wzAE|Ho| H0|X|2| Feedback HHEE AR50 21 g 4= Ql&L|Ct

C

P

M.

i
i
(][]

Security Lake AFE A| 2X[7} 2 d5tH CHE =X

M
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« Lake Formation 2| siZ&

« Amazon AthenaOll A 2| A &

« Organizations EAl| 5123

« Amazon Security Lake A} 3 & HMA ZX HE

CilOlE| Bilo|=3 A el 2X| sHZE

Security Lake 2& 2| Al H O|x|ofl= C|O|E{ 2|o|=20i| &2 O|x|= EXlol Ciet 220 ZAIEL
Ct. of & S0 =& of CiEt CloudTrail £ M35t X| &f2 B2 Security Lake= AWS CloudTrail 2
2| O|HEO CHet 20 =& E-85te = oi&LICH X Ho[X[oMe K|t 14 Sof Ul 2|
E CtELICH ZF Exjoi cHer MHEot MotEl 2X s EHAHIE 2 £ U&LCh.

z2J2fY AR A Qofol HAMASHE{™ Security Lake API2| ListDataLakeExceptions &t
US AL E &= ELICH B A85tE B2 list-data-lake-exceptions B2 S AWS CLIAIZEL|Ct.
regions i2t0/E{e] B 0|= SR (HX|LIoF §8) 2lMus-east-11F Z2 3Lt O|& ol 2™ =
X|™stod i 2|To| g S OIxl= =XME &ele = U&LICH regions TEIOEE ZH o|-X|
Sflom EZ |7"|01| g % Olxl= A7t ghetELct 2|™ 2 E S52 AWS i ZFZ o Amazon

o€ E0{CI= AWS CLI WYL ys-east-1 & eu-west-3 2|™0f| &2 g L
Ct. O] oAM= Linux, macOS == Unix82 2 EA0| X|HE|H, 7S HE =£0|7| Q5 Bi&eiAl() &
0L EXE AFEEHLICE

$ aws securitylake list-data-lake-exceptions \
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_ListDataLakeExceptions.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/list-data-lake-exceptions.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html

Amazon Security Lake AL 7Hol=

--regions "us-east-1" "eu-west-3"

Security Lake AFE At H 22X E= LR E 22|24 Security Lake API12]
CreateDataLakeExceptionSubscription & AL & LICH AFEAF= O|HIR, Amazon Simple Queue
Service(Amazon SQS) CH7|Q¥Z T&, AWS Lambda &4+2 M& EE X|HEECIE Z2EZEE S

of s &E + A&LICH

o|& 04 CtS AWS CLI BHE2 SMS &2 Sl Security Lake 02| &2 X|HE HHoE ME
FLIC}. O] ol M= Linux, macOS EE= Unix 2 2 EA0| X|HEH, 7154 E =0(7] I8l & Al()

8
5 ol4 BXE ASELICH

$ aws securitylake create-data-lake-exception-subscription \
--notification-endpoint "123456789012" \
--exception-time-to-live 30 \

--subscription-protocol "sms"

of el T=of it M5 HEE H 4™ GetDataLakeExceptionSubscription & AHE
ofl el 152 Yo|o|E35t2{™ UpdateDatalakeExceptionSubscription 242 AL & &
T £ U K| L2 AA5Hed™ DeleteDatal akeExceptionSubscription 2f4& A&

Lake Formation 2| s Z&

CHE HEE AF&3510q4 Security Lake & AWS Lake Formation Cl|O|E{H|O|A E= Ef|O[2 =] Al
g = Ue YUl BXE ZittetT =HE = U&LICH Lake Formation 2| sHZ &5 o CHEt xt

MIEH L& 2 AWS Lake Formation 7H&r Xt QFLIA S| 2X| sHZE MME FZSHAAIL.

0| 27 E sl ZstEd™ sl 2I™oll AAE o|0| F7HFHEX| ZQlstM| L. Security Lake AH|ATL Z 2|
S 2UBIEY M AAE F7HE B TSAHE M| Tol AAE CHAl F7HsHok BLICH 24 F7}
ofl CHEt REMIBH LI 2 Security Lake2| AA ZHE|S HZESHAAIL.
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLakeExceptionSubscription.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_GetDataLakeExceptionSubscription.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLakeExceptionSubscription.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteDataLakeExceptionSubscription.html
https://docs.aws.amazon.com/lake-formation/latest/dg/troubleshooting.html

Amazon Security Lake AL 7Hol=

Q7 E oliZstE{T Lake Formation HetE AESHAAIR. APIE 2 S &5t= IAM Q& 0ofl= Security
Lake Cl|O|E{H|O|A0f CHEL EO|2 M4 THEHO| Qlo{oF B LICH REAMITH LI 2 AWS Lake Formation 7H
4t X} 7FO|E0{| A Lake Formation 2& %! HHE! 2|AA WS AL 35104 O|O|E{H|O| A FEH Fod &

Hg HxsAL.

SYNTAX ERROR: & 1:8: Q10| gi= BHOIA S MEHS AbREH & Qi L
Ct.

Lake Formation0lAH M2 E AA EH|O|EE FCIE [ 0| LF 7| &rME £+ &LCt.
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Security Lake 2 CHA| A|Z3H EAAIL.

Lake Formation2 A& $#t Security Lake CreateSubscriber7t =252 2|8t Al
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