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Ct= 2 AWSSecuritylncidentResponseContainment 2!
AWSSecuritylncidentResponseContainmentExecution 23&t2 MA3517| I8t HIE2 A= MEQILICH

AWSTemplateFormatVersion: '2010-09-09'
Description: 'Template for AWS ## #### ## containment roles'

Resources:
AwWSSecurityIncidentResponseContainment:
Type: 'AWS::IAM::Role'
Properties:
RoleName: AWSSecurityIncidentResponseContainment
AssumeRolePolicyDocument:

{
'Version': '2012-10-17"',
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'Statement':
[
{
'Effect': 'Allow’,
'"Principal': { 'Service': 'containment.security-ir.amazonaws.com' },
'"Action': 'sts:AssumeRole',

'Condition': { 'StringEquals': { 'sts:Externalld': !Sub
"${AWS: :AccountId}' } },

},
{
'Effect': 'Allow',
'"Principal': { 'Service': 'containment.security-ir.amazonaws.com' },
'"Action': 'sts:TagSession',
1,
1,
}
Policies:
- PolicyName: AWSSecurityIncidentResponseContainmentPolicy
PolicyDocument:
{
'Version': '2012-10-17"',
'Statement’:
[
{

'Effect': 'Allow’',
'Action': ['ssm:StartAutomationExecution'],
'Resource':

L

1Sub 'arn:${AWS::Partition}:ssm:*:*:automation-definition/
AWSSupport-ContainEC2Instance:$DEFAULT',

1Sub 'arn:${AWS::Partition}:ssm:*:*:automation-definition/
AWSSupport-ContainS3Resource: $DEFAULT',

1Sub 'arn:${AWS::Partition}:ssm:*:*:automation-definition/
AWSSupport-ContainIAMPrincipal:$DEFAULT',

1,
.
{
'Effect': 'Allow’,
'Action':
['ssm:DescribeInstanceInformation', 'ssm:GetAutomationExecution',
'ssm:ListCommandInvocations'],
'Resource': '*',
},
{
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'Effect': 'Allow',

'"Action': ['iam:PassRole'],

'Resource': !GetAtt
AWSSecurityIncidentResponseContainmentExecution.Azn,

'Condition': { 'StringEquals': { 'iam:PassedToService':
'ssm.amazonaws.com' } },

},
1,

}

AWSSecurityIncidentResponseContainmentExecution:
Type: 'AWS::IAM::Role'
Properties:
RoleName: AWSSecurityIncidentResponseContainmentExecution
AssumeRolePolicyDocument:

{
'Version': '2012-10-17',
'Statement':
[{ 'Effect': 'Allow', 'Principal': { 'Service': 'ssm.amazonaws.com' },
'"Action': 'sts:AssumeRole' 1}],
}
ManagedPolicyArns:
- !Sub arn:${AWS::Partition}:iam::aws:policy/SecurityAudit
Policies:

- PolicyName: AWSSecurityIncidentResponseContainmentExecutionPolicy

PolicyDocument:
{
'Version': '2012-10-17"',
'Statement':
[
{

'Sid': 'AllowIAMContainment',
'Effect': 'Allow’',
'Action':

[
iam:AttachRolePolicy',
'iam:AttachUserPolicy’,
jam:DeactivateMFADevice',
iam:DeletelLoginProfile’,
iam:DeleteRolePolicy',
'iam:DeleteUserPolicy’,
iam:GetLoginProfile',
iam:GetPolicy',
iam:GetRole',
'iam:GetRolePolicy',
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iam:GetUser',
'iam:GetUserPolicy',
'iam:ListAccessKeys',
iam:ListAttachedRolePolicies',
jam:ListAttachedUserPolicies’',
'iam:ListMfaDevices',

jam:ListPolicies’',
iam:ListRolePolicies',
jam:ListUserPolicies’,
'iam:ListVirtualMFADevices',
'iam:PutRolePolicy’',
iam:PutUserPolicy’,
iam:TagMFADevice',

iam:TagPolicy',

iam:TagRole"',

iam:TagUser',

iam:UntagMFADevice',
'iam:UntagPolicy’,

'iam:UntagRole"',

iam:UntagUser',
iam:UpdateAccessKey',
'identitystore:CreateGroupMembership’,
'identitystore:DeleteGroupMembership’,
'identitystore:IsMemberInGroups',
'identitystore:ListUsers'’,
'identitystore:ListGroups',
'identitystore:ListGroupMemberships',

1,
'Resource': '*',
I
{
'Sid': 'AllowOrglListAccounts',
'Effect': 'Allow',
"Action': 'organizations:ListAccounts',
'Resource': '*',
I
{

'Sid': 'AllowSSOContainment',
'Effect': 'Allow’',
'Action':
[
'sso:CreateAccountAssignment’,
'sso:DeleteAccountAssignment’,
'sso:DeleteInlinePolicyFromPermissionSet’,
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sso:GetInlinePolicyForPermissionSet',

'sso:ListAccountAssignments’',

sso:ListInstances’,

'sso:ListPermissionSets’,

sso:ListPermissionSetsProvisionedToAccount',

'sso:PutInlinePolicyToPermissionSet',

sso:TagResource',

'sso:UntagResource’,

1,
'Resource': '*',
},
{
'Sid': 'AllowSSORead',
'Effect': 'Allow’',
'Action': ['sso-directory:SearchUsers', 'sso-

directory:DescribeUser'],

'Resource': '*',

I

{
'Sid':
'Effect
'Action

L

's3:
's3:
's3:
's3:
's3:
's3:
's3:
's3:
's3:
's3:
's3:
's3:
's3:
's3:

'AllowS3Read’,
'+ 'Allow’,

GetAccountPublicAccessBlock',
GetBucketAcl',
GetBucketLocation',
GetBucketOwnershipControls',
GetBucketPolicy',
GetBucketPolicyStatus',
GetBucketPublicAccessBlock',
GetBucketTagging',
GetEncryptionConfiguration',
GetObject',

GetObjectAcl',
GetObjectTagging',
GetReplicationConfiguration’,
ListBucket',

's3express:GetBucketPolicy',

]I

'Resource': '*',

3

{
'Sid':
'Effect

'AllowS3Write',
': 'Allow’',
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'Action':
[

's3:CreateBucket’,
's3:DeleteBucketPolicy’',
's3:DeleteObjectTagging’,
's3:PutAccountPublicAccessBlock’,
's3:PutBucketACL',
's3:PutBucketOwnershipControls"',
's3:PutBucketPolicy',
's3:PutBucketPublicAccessBlock',
's3:PutBucketTagging',
's3:PutBucketVersioning',
's3:PutObject’,
's3:PutObjectAcl’,
's3express:CreateSession’,
's3express:DeleteBucketPolicy’,
's3express:PutBucketPolicy"',

1,

'Resource': '*',

'Sid': 'AllowAutoScalingWrite',
'Effect': 'Allow’',
"Action':
[
'autoscaling:CreateOrUpdateTags',
'autoscaling:DeleteTags',
'autoscaling:DescribeAutoScalingGroups',

'autoscaling:DescribeAutoScalingInstances'’,

'autoscaling:DescribeTags',

'autoscaling:EnterStandby’,

'autoscaling:ExitStandby',

'autoscaling:UpdateAutoScalingGroup',
1,

'Resource': '*',

'Sid': 'AllowEC2Containment',
'Effect': 'Allow’',
"Action':
[
'ec2:AuthorizeSecurityGroupEgress',
'ec2:AuthorizeSecurityGroupIngress',
'ec2:CopyImage’,
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ec2:Createlmage’,
'ec2:CreateSecurityGroup’',
'ec2:CreateSnapshot’,
'ec2:CreateTags’',
'ec2:DeleteSecurityGroup’,
'ec2:DeleteTags',
'ec2:DescribelImages’,
'ec2:Describelnstances’,
'ec2:DescribeSecurityGroups’',
'ec2:DescribeSnapshots’',
'ec2:DescribeTags’,
'ec2:ModifyNetworkInterfaceAttribute',
'ec2:RevokeSecurityGroupEgress',

1,

'Resource': '*',

'Sid': 'AllowKMSActions',
'Effect': 'Allow’',
'Action':
[
'kms:CreateGrant',
'kms:DescribeKey',
'kms:GenerateDataKeyWithoutPlaintext',
'kms:ReEncryptFrom',
'kms:ReEncryptTo',
1,

'Resource': '*',

'Sid': 'AllowSSMActions',

'Effect': 'Allow’',

'Action': ['ssm:DescribeAutomationExecutions'],
'Resource': '*',

1,

| |:|.| | _7;=_|
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"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQQ000000000000000:user",
"arn": "arn:aws:sts::123412341234:assumed-role/Admin/user"”,
"accountId": "123412341234",
"accessKeyId": "*x**",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQ0000000000000000",
"arn": "arn:aws:iam::123412341234:ro0le/Admin",
"accountId": "123412341234",
"userName": "Admin"
},
"attributes": {
"creationDate": "2024-10-13T06:32:537",
"mfaAuthenticated": "false"

}
}
1,
"eventTime": "2024-10-13T06:40:457",
"eventSource": "security-ir.amazonaws.com",
"eventName": "CreateCase",
"awsRegion": "us-east-1",

"sourceIPAddress": "1.2.3.4",

"userAgent": "aws-cli/2.17.23 md/awscrt#0.20.11 ua/2.0 os/macos#23.6.0 md/
arch#x86_64 lang/python#3.11.9 md/pyimpl#CPython cfg/retry-mode#standard md/
installer#exe md/prompt#off md/command#security-ir.create-case",

"requestParameters": {

"impactedServices": [
"Amazon GuardDuty"
1,
"impactedAccounts": [],
"clientToken": "testTokenl12345679",
"resolverType": "Self",
"description": "***",
"engagementType": "Investigation",
"watchers": [
{
"email": "xE*",
"name'": "x**",
"jobTitle": "=x*=*"
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}
1,
"membershipId": "m-rlabcdabcd",
"title": M"xEEM,
"impactedAwsRegions": [

{

"region": "ap-southeast-1"

}

1,

"reportedIncidentStartDate": 1711553521,
"threatActorIpAddresses": [
{
"ipAddress'": "***",
"userAgent": "browser"

},
"responseElements": {
"caseld": "0000000001"
I
"requestID": "2db4b08d-94a9-457a-9474-5892e6c8191f",
"eventID": "b3fa3990-db82-43be-b120-c81262cc2f19",
"readOnly": false,
"resources": [

{

"accountId": "123412341234",

"type": "AWS::SecurityResponder::Case",

"ARN": "arn:aws:security-ir:us-east-1:123412341234:case/*"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123412341234",
"eventCategory": "Management"
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"Sid": "PermissionsForSIRAdmin",

"Effect": "Allow",

"Action": [
"security-ir:CreateMembership",
"security-ir:UpdateMembership",
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAccounts"

1,

"Resource": "*"

AWS Organizations 2| A2 2IEl Security Incident Response Z2|A} HH2S
HHEOZ IAM 2 CreateServicelLinkedRoleO| & L|CH HEH FIIE ZI
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LICH

{

"Sid": "PermissionsToEnableSecurityIncidentResponse"
"Effect": "Allow",

"Action": [
"iam:CreateServicelinkedRole"

]I
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"Resource": "arn:aws:iam::111122223333:ro0le/aws-service-role/security-
ir.amazonaws.com/AWSServiceRoleForSecurityIncidentResponse",
"Condition": {
"StringLike": {
"iam:AWSServiceName": "security-ir.amazonaws.com"

0
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"customerAccountId": "stringstring",
"membershipName": "stringstring",
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"Standalone

"customerType
"organizationMetadata": {
: "string",

stringstring
[

AWS 2ot QIAIHE CHS

"organizationId"
"managementAccountId"
"delegatedAdministrators":

stringstring
]
.
membershipAccountsConfigurations": {
"autoEnableAllAccounts": true,
organizationalUnits": [
"string'

]
L

.
incidentResponseTeam":
{
"name": "string",
"jobTitle": tringstring
"stringstring

"email":
'string”

}
1,
"internalIldentifier"
: "stringstring",

membershipId"
[

"optInFeatures"
"RuleForwarding",

{
"featureName"
"isEnabled": true
}
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Amazon EventBridge
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Amazon EventBridge
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{
"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
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"detail-type": "Case Updated",

"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T03:45:00Z2",

"region": "us-west-2",

"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {

"caseId": "1234567890",

"updatedBy": "security-ir.amazonaws.com"
}
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GE
3 EE: 2 E AWS E¢ot QINHE CHE O|HIE 0| = O|2{8F =& Amazon EventBridge 2=7h Z 7
=N
=

- version: EventBridge O|H E & 4] T

« id: O|HIES| 117 A|Hx}

- detail-type: AL 0| 212 = U= O|HE R 4B

- source: Security Incident Response O|HIE S| AL & 4 ‘aws.security-ir
« A O|HIET} gh st AWS H[E IDYILICE.

- Et - O|HIE T} 2t AT 2| 1ISO 8601 EF A RY I QL |C}.

- ZlaA:r ElAATH EXMSHE AWS 2T L CH

resources: W&E Br= 2|AA Q| ARNO| ZEE! HiQ

e

MN& HE ZE: detail Z#|oll= Security Incident Response 221 HE 74 L& EL|CH

caseld: At2f|e| 17 AlHEX}(AtE| O|HIEDE ST

« membershipld: HEH &S| T AlMEXH(HEHA O[HED 5HT)

« updatedBy: YCIO|EE =& AFRM(Atell & M |0|E O|HIEDE SHE)
40

« createdBy: RIE{E|E Y deh ALRf(AtE] X HE dE O|HIED &)

S R|X} Zt: updatedBy 2! createdBy ZEolE CH20| ZEE £ Ql&LCH

« AWS Responder: AWS 29t CHE HE A7t +=&dt= &

e security-ir.amazonaws.com: MHIAMWM RSS2 =3st= &

- Account ID: TZH0| £=35H= &Heq(0d): “111122223333)

2| AA ARN Zf: AWS E90t CIAIEHE CHE B|AAE= CF2 ARN EAIZ A3},

« A& arn:aws:security-ir:{region}:{account-id}:case/{case-id}

o Al arn:aws:security-ir:{region}:{account-id}:membership/{membership-
id}

Abe O[HIE

AWS CHS EHEA7F 8 A

Ate] O|HIE % December 1, 2024 52



AWS HoF QIAHE THE AHE B A

{
"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T00:00:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"createdBy": "AWS Responder"
}
}
MH|A T} 4B AR
{
"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T00:00:00Z2",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseIld": "1234567890",
"createdBy": "security-ir.amazonaws.com"
}
}
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{
"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T00:00:00Z",
"region": "us-west-2",

"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,

"detail": {
"caseId": "1234567890",
"createdBy": "111122223333"

AWS THE S AI7F 0| EBH At

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T01:30:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"updatedBy": "AWS Responder"

AWS 11Z80| MCiO|E 8 At
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"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",

"detail-type": "Case Updated",

"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T02:15:00Z2",

"region": "us-west-2",

"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caseId": "1234567890",
"updatedBy": "111122223333"
}

AWS E0F CIAHE CHE MH[ATH HO[0|EFF Atz

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T03:45:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"updatedBy": "security-ir.amazonaws.com"

7

Ok
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| AREH|

"version": "Q",
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"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Closed",

"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-15T14:22:00Z",

"region": "us-west-2",

"resources": [

"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caseId": "1234567890"

Abel 4% o|HE

AWS CHS EHEA7F g8 Aray| A

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Created",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T04:30:00Z",

"region": "us-west-2",

"resources": [

"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,

"detail": {
"caseId": "1234567890",
"createdBy": "AWS Responder"

"version": "Q",
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"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T02:15:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333
1,
"detail": {
"caseId": "1234567890",
"createdBy": "111122223333"

AWS EoF CIAHE CHE MH[ATH g8 Atell HF

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T02:15:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333
1,
"detail": {
"caseId": "1234567890",
"createdBy": "security-ir.amazonaws.com"

T ZH0| YO|o|E 8t Ate| AH

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",

:case/1234567890"

:case/1234567890"
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"detail-type": "Case Comment Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T02:45:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333
1,
"detail": {
"caseId": "1234567890",
"updatedBy": "111122223333"

AWS 2ot QIAHE TS MH|ATH AC|0|EEH At DE

"version": "Q",
"id": "alb2c3d4-5678-9@ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T02:45:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333
1,
"detail": {
"caseId": "1234567890",
"updatedBy": "security-ir.amazonaws.com"

AWS CHE EHEA7F 88 At A

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Updated",

:case/1234567890"

:case/1234567890"
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"source": "aws.security-ir",
"account": "111122223333",
"2023-05-12T02:45:00Z",
"us-west-2",

"time":
"region":
"resources": [
"arn:aws:security-ir:us-west-2:111122223333
1,
"detail": {
"caseId": "1234567890",
"updatedBy": "AWS Responder"

m]
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o
a
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>

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Membership Created",
"source": "aws.security-ir",

"account": "111122223333",
"2023-04-01T10:00:00Z",

"us-west-2",

"time":
"region":
"resources": [
"arn:aws:security-ir:us-west-2:111122223333
m-1234567890abcdef@"
1,
"detail": {
"membershipId": "m-1234567890abcdef@"

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",

:membership/

:case/1234567890"
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"detail-type": "Membership Updated",

"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-04-15T16:30:00Z",

"region": "us-west-2",

"resources": [

"arn:aws:security-ir:us-west-2:111122223333

m-1234567890abcdef0"

1,
"detail": {
"membershipId": "m-1234567890abcdef@"

}

}

FAE YAl

{

"version": "Q",

"id": "alb2c3d4-5678-9@ab-cdef-EXAMPLE11111",

"detail-type": "Membership Closed",

"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-06-30T23:59:592",

"region": "us-west-2",

"resources": [
"arn:aws:security-ir:us-west-2:111122223333

m-1234567890abcdef0"

1,
"detail": {
"membershipId": "m-1234567890abcdef@"

}

}

SEE Hed

{

"version": "Q",

"id": "alb2c3d4-5678-9@ab-cdef-EXAMPLE11111",
"detail-type": "Membership Terminated",

:membership/

:membership/
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"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-07-01T00:00:00Z",

"region": "us-west-2",

"resources": [
"arn:aws:security-ir:us-west-2:111122223333:membership/

m-1234567890abcdef@"

1,

"detail": {
"membershipId": "m-1234567890abcdef@"

AWS HOt OIAEHE CHE O|HIE ALE

Ol2{et O|HIES} LR|AI7| 2 RtS=HEl 5

212 E2|73H= EventBridge IS e 4+ &Lt H
7EX| AR ARE|7F of2Hodl 0d| AlEo] QL& Lt
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2E AWS o QIAEHE S O[HESM YR

"source": ["aws.security-ir"]

Abed| O|HIE OF Qx|

"source": ["aws.security-ir"],
"detail-type": [
"Case Created",
"Case Updated",
"Case Closed",
"Case Comment Created",
"Case Comment Updated"
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AWS CHE HEAH7H HO[O|EFF At LI

{
"source": ["aws.security-ir"],
"detail-type": ["Case Updated"],
"detail": {
"updatedBy": ["AWS Responder"]
}
}

EH Atgd|of CHE O|HE X

{
"source": ["aws.security-ir"],
"detail": {
"caseId": ["1234567890"]
}
}

Xt& M: Membership Updated O|HIE0{ CHEF Amazon Simple
Notification Service ¥ & &

Ol At& MHoIME 50| Membership Updated & EN7} £l= O[HIE DR 24X 5= Amazon
EventBridge O|HIE #&l& & L|Ct

M =
Ol Rt& MollME HiHMol R 53 TSI &4 AWS AHo| UckT 7HE LI

FA
o Xt&AM: Amazon SNS A
- A&EM: OHE AE S5

. KA PR EAE

0z
z
o
-
Im

« CHA| 2! Security Incident Response Ab2| @G0 E

Ok

At& M: Membership Updated OHIEO] CiEF Amazon Simple Notification Service & & T
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Xt& AM: Amazon SNS T

2 AH&EME floll M o|HE 7F=|of O|HE CHE 2

Amazon SNS A& M M35le{H

0=
0x
0

gt

!

2% Amazon SNS FX|E T AEHLICH.

1. https://console.aws.amazon.com/sns/v3/home0ll Al Amazon SNS 2&& LCt.

SEIM EZS MUELICH

N o o &~ DN

subscription)2 ME4gL|C},

8. O||:H|0|7=”o%§—||_o|'_|_ ;"—l

A& M: OIHE 75| 5=

222 Membership Updated O|HIED 24

EventBridge %2 S535t2{™

1. https://console.aws.amazon.com/events/0| A Amazon EventBridge

-’F—Iil(Topics), M| M’d(Create topic)2 R2i| 2 MEHEFLICE

ZX| 0|&0f MembershipUpdated(
MembershipUpdated 3t#H0I|H 75
= 2 E Z(Protocol) | A 0|IH|°E'(EmaiI

o= % Ol E (Endpoint)0l| 34K HAM|A
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FOl O|HIY HIAIX|E Z|CHE!L|Ct.
(Confirm subscription)2 ME{EFL
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=HAY B0l ] Al MEiBLICH

2
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= O|HEQ} UX[t=F 5t

AWS MH|A7} O|HEE &2

default event bus)
HE HAZ O|SELICEH
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10.

11.
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14.

® Note
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M O|& g% sHof &Lct,
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WS =0t ¢ 2EIRF Ao

>

& F8(Rule type)ol A O|HIE TIHEO| 4= T =l(Rule with an event pattern)= 843 gf L|Ct.

o
A EHSH L| E|-_

"source": ["aws.security-ir"],
"detail-type": ["Membership Updated"]
}

E = MH|A& iAo YO0l EX|HL +=HE ZE O|HE QL YUX[SH= EventBridge 212
m]

x|
stLIC} Ol T{Elof Ch&t XPAIEH LI 2 Amazon EventBridge ALS A Aol o|#E 2
HE T HEsAIE.

=

CH&H R0 A AWSAMH|A S MEiSLICH

CHAM MEHOJ A SNS FX|E MEHSt T, FX|0f CHEH MembershipUpdatedS AE48HL|C},

(M= AFEHFT7E M-olM ChS g S8t

a. Z|Ci o|HIE Z|zZH(Maximum age of event)0f 1:=2(00:01)0{ A 24 A|ZH(24:00) AtO|2] Zt S &=
grct.

b. IHAIZ(Retry attempts)0ofl 00{ A1 185 ALO|2| =XIE l2d8tL|C}.

c. HHE 28 HX| Ci7|¥(Dead-letter queue)ollM EF Amazon SQS CH7 | HHE 28t
HX| CH7|EE A EXIE MEHELICH O|HIETI CHAof M3 Mo 2 MEE|X| A2 B9
EventBridge= O| &1t YX[et= O|HEE biE 23 WX CH7 (P2 EHLICt Ctg & 5t
LIE s&gLict.

- HiE X BX|CH7|EE AEstK| pfeedH 1S (None)2 MEHEFLICE.

A OHIE 7= E= BT December 1, 2024 64


https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-events.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-events.html

AWS ot QIAIHE ChS AHS MBAM
« ¥ AWS HHoi M DLQ(Dead Letter Queue)Z AL & Amazon SQS CH7 | M
EH(Select an Amazon SQS queue in the current account to use as the dead-letter
queue)2 MENSIT EECHR20|M AISE CH7|ES MEIEfLICEH
« CHE AWS H"Hoi|AM HE R HX| 7P =E AL E Amazon SQS CH7|E MEiE M
St CH2, AASE O7|P el ARNE UMFLICH HIAIXIE £ & = EventBridge #
g2 R0i5t= 2laA 7|t HAME 7ol edZAsH of g LICH XkA|EH HE = Amazon
EventBridge AFS MM 9| DLQ(Dead Letter Queue)0d| CHEE HEH £ 048 FHESAMR.
15. Ch&2 MEiEFLICH

16. (MEH AL &lof| CHEH Sttt Ol & ol EfO & U=SHMIR. REAMIEH M2 = Amazon EventBridge At
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& MHAC| Amazon EventBridge EH1& & ZE3HM 2
17. CIS2S MEiELCH
18. FEIo| ME HEE HESIT 75| Mde MEighLct

TIE S " Aol CHE UCI|o|EE MEStMR. 20| SHt=Z
E7t ZerE oY HAIXIE 418 ZLct

2 E Atdl YO0|EE ZUE{EStE O[HIE F2E dsiedH L8 20| HE5t0{ Of A& A E
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1. Xt& A Amazon SNS FA| 4 & F50{M CaseUpdatesE FX| O|E2E AFEELICH.
2. At&M: O|HIE F2 SE0AM JSON HEIZ|0|M CHS THEH S AFSEHLICH

{
"source": ["aws.security-ir"],
"detail-type": [
"Case Created",
"Case Updated",
"Case Closed",
"Case Comment Created",
"Case Comment Updated"
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AccessDeniedException

Ol 5eig £ 4 ol S8 HMA Mol gaLict

AWS B 2Ixtot B304 AWS 20t QIAIRIE THS I BEIA S HHAl A0 IAM 28 4
UE £ 9l HEHO| YEK| HQUSMR. EB ofEtol RHE HAUS FBsHE IAM HHO| YEK|T &
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ConflictException
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InternalServerException
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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"Statement": [

{

"Sid": "ViewOwnUserInfo",
"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:AwS:iam::*:user/${AWS:usernamel}"]
},

{

"Sid": "NavigateInConsole",

"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
iam:ListPolicies",
iam:ListUsers"

1,

"Resource": "*"

}
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/awssupport/latest/user/case-management.html
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https://aws.amazon.com/security/penetration-testing/
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Anna McAbee, Amazon Web Services 2| Senior Security Solutions Architect
* Freddy Kasprzykowski, Amazon Web Services Senior Security Consultant

» Jason Hurst, Amazon Web Services Senior Security Engineer
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» Josh Du Lac, Amazon Web Services Security Solutions Architecture Senior Manager
« Paco Hope, Amazon Web Services Principal Security Engineer

» Ryan Tick, Amazon Web Services Senior Security Engineer

Steve de Vera, Amazon Web Services Senior Security Engineer
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