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Summary
Choose a filter set v Q. Fitrer data
Controls
Security standards ([ worknow staws = new | %] [ wonow stars = vomeee [ X (reormsme=actie [x]  (Cctearniers [ v)
Insights ¥ Introducing the new AWS Security Hub
Findings
Thee fgsw Security Huls B your unified doud security solution featwring
Integrations '@
” " Prigritized risk detection correlating security signals across AWS
w " Potential attack path visualization for each identified exposure
¥ Management + Centralized management of security capabilities
Automations ~ Cost optimization through unified pricing of security services Including Security Hub CSPM, GuardDuty, and Inspector
Custom actions
sy
¥ Settings
General
Reglans i Security standards . i i Assets with the most findings v
Configuration Hew Track your cloud se<urity posture with a summarny security scoreé and standand security scores, This widget Prioritize and evaluate your as$ets that ané mast at risk,
Usage alwiys ihawd eomplete, unfiltersd data
Security score m Accounts Applications
. b
hats new {4 The security score cannot be caloulated until AWS Config Is enabled and resource reconding is Resaurees By severity By resoure
Security Hub 17 New configured.
Ne data available
Standard Passed Failed Score & There Is na data avalli
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AWS Security Incident Response
Security incident response and recovery
for your accounts and workloads

Get started with AWS
Security Incident Response

* Automatic monitoring and triaging
of alerts

= Streamline security incident
FRSpOnse

= GEE 247 AWS security support and
tools

Pricing (USD)
Learn mre 1

How it works

Automated monitoring and triaging of security
findings

Allow the service to automatically detect, assess, and escalate
security issues by granting it the required permissions for
proactive incident response.

24/7 Incident response support

Streamline incident response

Scale and extcute incldent response within minutes. You can use
the service to self-manage incident response with service exclusive
Investigation tools or efficiently coordinate and respond with 3rd
party Partners and stakeholders.

Monitor, track, and improve

Service provides 24/7 access to AWS Security Incident Respy
engineers.

A h ve dashboard allows you to track key security
Incident response metrics such as mean time to recovery. It
provides a central location to quickly access all active security
Incidents and reference historical cases, when needed.

Getting started &

What Is AWS Security Incident

More resources &

Jocumentation

12 AWS 20t CIANEE S & M3t
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https://aws.amazon.com/security-hub/pricing/
https://docs.aws.amazon.com/security-ir/latest/userguide/getting-started.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/welcome.html
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@5 L acoet Define membership details .
(®) Define membership details Membership region e
Your membershin and cases will all be stored in this region. The region canmot be changed alter skgnug

Region selection

US East (M. Virgini) v

Associate accounts i

d acoounts wall receive comprehersive seounity coverage, including prosctive response and AWS-managed Incident response. Account associations automatically s with your AWS Organization

O Assoclate entine AWS Organization AEsOCIE part of yous AWS Onganzation

Membership name
MName

vy Sgurity Inidiert Respore

Membership contacts .

Mese GOMLBCES dre requined 1o create your mermbership and will sutomatically be induded as part of your Indident Response Team. They will be added 1o any case by default and reasive notifications as
Primary contact
MHame

Kyte Shiclds

Job title
SOC Commander
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Step 1

@ Set up central membership account

Step 2

@ Define membership details

Step 3

@ Permissions for proactive response

Step 4

@ Review service permissions

Steps

Review and sign up

Step

@ Set up central membership account
Step 2

@ Define membership details
Step 3

@ Permissions for proactive response
Step 4

@ Review service permissions

Step 5

@ Review and sign up

Review service permissions

Enable Security Incident Response
The following permissions are enabled by default when you sign up for AWS Security Incident Response.

By setting up AWS Security Incident Response, expect the following:

= Service-linked roles: AWS Security Incident Response will have the necessary permissions to access all of the erganizational units (OUs) and their accounts within your AWS Organizations infrastructure
to create the service membership.

o View permission details

= Log Access and Investigation: In order to expedite response and recovery, you are granting AWS Security Incident Response the ability to work with intemal AWS teams to access and review logs for
incident investigation and response. These include analyzing log sources such as Amazon VPC Flow Logs, AWS CloudTrail management events, and Amazon 53 CloudTrail events.

£\ Configuration settings for data sources

Security Incident Response does not manage the data, events, and logs for your AWS accounts and environments. You can manage these data sources through the respective AWS services
consoles or APls.

Review and sign up

Step 1: Set up central membership account (et )

Central membership account

Account type
Use delegated administrator account

Delegated administrator

Step 2: Define membership details (ean )

Membership details

Region
US East (N. Virginia)

Name
Demeo Security Incident Response

Associated accounts

Accounts.
Associate entire AWS Organization

Membership contacts

Name v Job title - Email L
Matt Meck Incident Response Lead MM@amazon.com
Kyle Shields SOC Commander ks@amazon.com
Membership tags
1 ®
Key v Value L4
No tags
. o
2CEtA: CIAEHE CHS & ++d
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i
I
I
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e AWS Security Incident t Response Incident Response Team ®
AWS Security Incident < Incident Response Team i
Response
Dashboard » Set up your Incident Response Team
Cases
¥ Configure notifications and Teammates (10/10)

permissions
You can specify up to 10 members in your Incident Response Team. Additional members can be added for individual cases
Incident Response Team

) Name 4 | Jobtitle v | Email v
¥ Manage membership

Proactive response Brian Boyd Network Analyst Lead brianb@anycompany.com
Accounts Chris Beck Blue Team Lead chrisb@anycompany.com
Settings

David Buckendorf Incident Response Manager davidb@anycompany.com

John Bheuler SOC Commander johnb@anycompany.com
Documentation [2 fonnb@anycompany.
Amazon GuardDuty [2 Jordan Schroff SOC Operations Manager jordans@anycompany.com
AWS Security Hub [2

Kyle Prime Detection Lead wearekyle@anycompany.com
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A= THS Aradl

AWS Eot CIAHE CH8&= =& TE S E5tE 75 78 Al 22l ZEHE MSEL
Ct. AWS SIRTE 158 MH|A =& E(SLO)% S5 2ot ZAF L &4 QIAIHEE X|Euct 714
g = Ue ALF CHS Atel| =ofl= X EHo| gi&LIch.

Ab 4

« AWS X|: ZAF 2 X|EIE 23] AWS SIRTO| 2% ol AZ B o|MEILICH15E SLO).

. RHA BEIE: £ U RMEE 9Is 5 LHR0M SRIELICH
4 DE B LEE AL 2850 ZA E80| ET S JhsotH Be MR HEE T

FAE 88 25 SUS OOIE ZEE AFSELICE At 2EF AEHoM AWSS| X[ B 7|E M
EHSHOd QANIE K| A&l 22|28 AFRHIE AWS SIRTE O|AZp|o|Mde &= Ql&LCt.

» Create case

Create case

Resolver i

Select resolver

[ O AWS-supported: Resolve case with AWS Self-managed: Resolve case with my own Incident Response Team
Case type i

Select type of request

[ O Active security incident Investigaticn

Case overview
Title | info

Active Incident [2025-3-17)
Generate title

Start date estimate oo

2025/09/17 @

Z+ AR}
HAIXE EEE IAM A E A8 5t0] 2F FAKLol A AL E & QlE HetE FoiE & JU&LICH O[2
SUS ASSHHIEH, AH I nH &+, HE 18 = FHLE MEIE ZAo| & E = U
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https://docs.aws.amazon.com/security-ir/latest/userguide/create-case.html

&LICH Z ARt & AtE|ol CHet 2 & ool Eof| e & &
Y 2& AMAE MSELICH

1O = — = =
2. Sfottic ArEllE MEEL|CH
5 =3 = 3 x9l=2 5
3. et ’iE MEfet, HE FIHE MEELICH
AWS Security Incident ¢ 0928191969
Response
Dashboard ¥ Overview
Cages. Resalver am
Self 1D armaws:security-irus-east-1:854725 5063 85:cas
¥ Configure notifications and £/0928191969
permissions Name
kot Hesp CIRT - Proactive Case - Customer Servers Compromised Created at

[CrowdStrike Finding)

2025-07-14T11:08:03-07:00
Manage membership

Proactive response Security Incident

Aceounts
Settings

Details Communications Permissions Attachments Tags Case activities.

Watchers (3/30)
Watchy

ill receive notifications related to this case. All members of your Inc

WS Security Hub [

Q

Name v Job title
Jon “Application” Doe Lead Application Architect
Legal Team Corporate Lawyer
Our MSSP Vendor MSSP Vendor
» Incident response teamn (10)
All members of your Incident Responsa Team will also receive notifications for this case.

4. DI2] AT IAM HH S FAteto] HHEH IAM S
Details Communications Permissions Attachments Tags Case activities

Watchers (3/30) o
Watchers will receive notifications related to this case. All members of your Incident Response Team will also receive these notifications.

\j Q, Search |

Name Joh title

Jon "Application” Doe Lead Application Architect

Legal Team Corporate Lawyer

Our M55P Vendor MS5SP Vendor

» Incident response team (10)

All members of your Incident Response Team will also receive notifications for this case.

Template case permission policy

Use this sample policy in 1AM to define permissions for this case.

{
“Version": "2612-18-17",
“Statement”: [
{
"sid": "SecurityIncidentResponseCaseReadAccess”,
"Effect™: “Allow",
“Action”: [

"security-i

GetCase",

security-ir:GetCaseAttachmentDownloadurl®,

"security-ir:ListComments”,
ListCaseEdits",

r:ListTagsForResource™

“security-i

= AL RHoAH H

= Z&LICH IAM A2 2|4 HEte =z
ﬂ - ::. ("I Get help from AWS )

Start date estimate
2025-07-15

Incident start date (actual)

Response Team will also receive these natifications.

Email
applicationSME@anycompany.com
legalteam@anycompany.com

msspVendor@mssp.com

M2

Email
applicationSME@anycompany.com
legalteam@anycompany.com

msspVendor@mssp.com

{ Actions

Actions

Last updated
2months ago

remove ) [ Add )

( Goto Incident Response Team |

SELich

Remove {

T
(_ GotoIncident Response Team )

(12 Gototam

e - \
/J l\ O Copy to clipboard /J

SEFA: At &7
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 GuardDuty ZAF At 2 x| 7%

» Amazon EventBridge

« Jira, Slack & ServiceNow =&}

- SEME AR EF

O

GuardDuty Z=At Aot 2 x| =

AWS 20t CIAHE S = EtAL S04 A GuardDuty XA A1} 9 Security Hub CSPM ZAF 21}
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GuardDuty B GuardDufy 3 Findings

Findings (198) .

Exfiltration_Findings

¥ Protection plans

Dérma-ristwin-i2an

Malware-Findings.

Port-Scanner-Findings.

VPC_Flow_Based_findings

Suppression rules

CIRT-Craate-Suppression-Rule-DEMO3

CIRT-Craate-Suppression-Rule-DEMOZ

CIRT-Create-Suppression-Rule-DEMO

TestPodPrate
Suppression_Test

2. ZM ZHTHE Meprct

3. B BOlA oix FAIS Metg
E ALt

4. TEIMEE HESIL HPSHH 7
=3It

(® Note

SIEM 7|&2 A838te Z&|o| A< A
0{ AWS EOt CIAIEHE CHE £ 24T

Amazon EventBridge

Amazon EventBridge= AWS &

Saved rutes Stabus hreat type
4 et v | | AN findings w

=l
a1

fjo

|Zto| X|=todl 2} GuardDuty ZE Al Z

I SIEM M= A EILICE

AMEHS}

— 1=

=

L|Ct @A #=! Ho|Xx|of= A &of CH

Xt
o

SO0l 2%

Espcuition EC2/MaliciousFile

Palicy53 MBucketBlockPublicAcces
siitsabled

Policy 55 f8ucketBlockPublic Acces
spisabled

DiscoveryAAMUserfAnomalouseh

avior

EseuitinmEC 2/ MalicinisFile

ExctutionEC2Malicioussile

DiscoveryAAMULerAnc
-

Ot OIAIHE CHSof CHEt O|HIE 7|8t QI3 &
2AEZ AWS MH|A(Amazon Simple Notification Service, AWS Lambda, Amazon Si

wmalousBieh

st

EC2 imstance: i-
De25811f91daZagbe

EC2 Imstance: i-
Ce25811191cazaBse

Ao Ky
ASMADAMZFAIQAHB2EB

EC2 Imstance: b-
Oe2581191daZaBse

Acoes Key:
ASMANNCBIROASEUTFTET

Acoess Key:

ASIATOQUHLGOVASKESEW)

Access Key:
ASIASOAMEFAIXLOFYTUE

EC2 Imstance: i-
De25811191dazaBse

EC2 Imstans 15
De25811191daZakBe
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4.
5,

H o

Event pattern info

Creation method

Use schema
Use an Amazon EventBridge sche
Event source
AWS service or E t g 1
AWS services
AWS service
The name of the AWS service as the event source

AWS Security Incident Response

Event type
The type of events 25 the source of the matching pattem

Case Created

(a

ok |m

.|

—

(@)
el

of| CH

o
ze

SRS

Target 1

Target types

Select an Evern®
EventBridge event bus

EventBridge API destination
0 AWS service

Select atarget  Info

Select targer|s) to invoke when an event matehes your ewe

SNS topic

Target location

Ta to generate the event pattem.

Bridge event bus, EventBridge AP destination (5335 partn

OIHIE RE0lM YRIAIZIBE OIHE EE API BT 52 MEUFLICH 0 O/HES Z&stT
2 HHS +502 HEY 4 YaLich
Che g MeyarLict

© Use pattern form

a template provided by EventBridge

Custom pattern (JSON editor)

o create an event patter rite am cvent pattern in JSO¢

Event pattern
went pattern, or filter to match the events.
v { a
“source™: [“aws.security-ir”],
“detail-type™: [“case Created”)

}

I( 0 Copy :} {8} Test pattern (\ ¢ Edit pattern ;:l

F st
Cancel |\ Previous | MNext
v,

StLt O|4F 9| CHAH(SNS, AWS Lambda, SSM £ A, Step Functions)2 ME{EFL|C}.

A AYCYE

&8 FIELICH

W pattern or when schedule i triggened (limit of 5 tangets per rule)

[ © Target in this account

] Target im another AWS account

Topic
SIR-Dema-SNS-fram-EventBridge

Permissions

Use execution role (recommended)

Execution role

iridge needs permission Lo send events to the target specified above. By

"
2

-
AN

5 1o do so. EventBridge and AWS Identity and Access Management [2

[ © Create a new role for this specific resource

] Use existing role

Role name

Amazon_EventBridge_Imvoke_Sns_727705831

® Additional settings

ATHA;: 71E =7 eto| S
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9. dAEstn #3E ddgLict

MY ASE EL] S8 2 AH252{H EventBridge 22 0M ZHEL] O|HIE AAE MEHEFL|CE AR
7ts 8t It EL{2 = Atlassian(Jira), Datadog, New Relic, PagerDuty, Symantec, Zendesk7} /& LICH

e Amazon EventBridge > Partner event sources @ [c]

al
Amazon EventBridge < Partner event sources

Dashboard (
(@ You don't have any partner event sources set up yet. Browse Amazon EventBridge partners below and start with 'Set up'.

¥ Developer resources

Learn

Sandbox Amazon EventBridge partners (60)
Quick starts | Q. Search partners
¥ Buses
Event buses Updated
Rules =2 . =2
Global encaints '*‘ Adobe stripe @ Salesforce
Archives
Replays
Adobe is changing the world through digital experiences. Our Stripe s afi infrastructure platform for businesses. Stream salesforce events directly to Amazon EventBridge. Amazon AppFlow enables streaming of Salesforce events

¥ Pipes game-changing innovations are redefining the possibilities of Millions of es—from the world's largest enterprises to ing from Salesforce instance, with directly to Amazon EventBridge. The connector will allow

Pines digital experiences. We connect content and data and introduce the most ambitious startups—use Stripe to accept payments, targets such as Amazon Lambda, Amazon SQS, Amazon SNS, developers and teams to route, process, and analyze events
i ) . :
P new technologies that democratise creativity, shape the next... grow their revenue, anu accelerate new business opportunities. and others. eriginating from their Salesforce instance, with targets such ...
¥ Scheduler
Schedules Learn more ( setup ) Learn more ( setup ) Learn more ( setup ) Learn more ( setup )

Schedule groups

¥ Integration
Partn

Apptrail atlan %o Autho

¥ Schema registry Security teams on AWS use Apptrail to build realtime Built by a data team for data teams, Atlan is the active AuthO, the identity platform for application builders, provides Consume authentication and authorization events emitted by
Schemas detections-as-code using Python, correlate across events & metadata platform for modem data teams. Atlan creates a developers and enterprises with the building blocks they need Authress to trigger custom actions or integrate with your
alerts, and hunt threats by quickly narrowing on I0Cs at single source of truth by acting as a cellaborative workspace for to secure their applications. exsting and Event
petabyte scale. data teams and bringing context back into the tools where. .. system.
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2. AWS CloudShell Z&0f M ASHHLE St ghEHo 2 AWS Command Line InterfaceS
S 5H Aol HAMAELICE

3. aws iam create-service-linked-role --aws-service-name

o

"triage.security-ir.amazonaws.com" --no-cli-pager CLI BHES AISE L

Ct.

4. (M= ALY) BHO| XMOHZ 2tSst=X| 2 Rl6te{™ aws iam get-role --role-name

|SH St

AwSServiceRoleForSecurityIncidentResponse_Triage @E2 AIMELICY.
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https://docs.aws.amazon.com/security-ir/latest/userguide/working-with-stacksets.html
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/about-managed-policy-reference.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/about-managed-policy-reference.html
https://docs.aws.amazon.com/security-ir/latest/APIReference/API_IncidentResponder.html#securityir-Type-IncidentResponder-communicationPreferences
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Select communication type

Case acknowledged Case comment added
Case assignee updated || Case comment updated

Case attachment scan failed Case created

Case attachment scan succeeded Case entitlement updated

<]

Case attachment uploaded Case owner updated

(<< < < <)

(<]

Case attachment URL uploaded Case pending customer action reminder

Case break glass Case updated
Notifications about cases, such as new case creations, new case
Case closed updates, and case elosure

Case updated to service managed

(<]

Case update case status
Deregister delegated administrator
Disable AWS service access

Membership cancelled

oo

Membership created

<]

Membership updated
Notifications about changes to membership, such as membership account updates and cancellations.

<]

Register delegated administrator
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AWS Security Incident < @ 1teammate successfully updated.
Response
Dashboard Incident Response Team i
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v Canfigure notifications and v Set up your Incident Response Team
permissions

Incident Response Team 9

v Manage membership
Accounts

Settings
Documentation 2 Add members and grant permissions Receive email notifications by default
Amazon GuardDuty 2
AWS Security Hub 12 Configure your team by adding key stakeholders from within and outside your organization. This can include stakeholders  Team membe any case that defaut. can be removed before
Y such as legal, or 3rd party securlty creating the case. otified for any
Teammates (2/10) Edit Delete Add

You can specify up to 10 members In your Incident Response Team. Additional members can be added for Individual cases.

| Name a | Jobtitie v | emai v | communications
+ Case updated

* Case acknowledged

John Security Engineer John@security-engineer.com « Case status updated
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Show more (+11)

« Case created
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sarah Security Manager sarah@security-manager.com « Case acknowledged
« Case status updated
show more (+12)
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https://docs.aws.amazon.com/security-ir/latest/userguide/security-ir-organizations.html
https://docs.aws.amazon.com/security-ir/latest/userguide/managing-membership-with-ou.html
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https://csrc.nist.gov/publications/detail/sp/800-61/rev-2/final
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-integration-enable.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-partner-providers.html#integration-crowdstrike-falcon
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https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_working-with-findings.html
https://docs.aws.amazon.com/guardduty/latest/ug/findings_managing.html
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"Effect": "Allow",

"Action": [
"security-ir:CreateCase",
"security-ir:GetCase",
"security-ir:ListCases",
"security-ir:UpdateCase"

]I

"Resource": "*"
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AWSTemplateFormatVersion: '2010-09-09'
Description: 'Template for production SIR containment roles'

Resources:
AwWSSecurityIncidentResponseContainment:
Type: 'AWS::IAM::Role'
Properties:
RoleName: AWSSecurityIncidentResponseContainment
AssumeRolePolicyDocument:
{
'Version': '2012-10-17',
'Statement’:

L

'Effect': 'Allow’',
'"Principal': { 'Service': 'containment.security-ir.amazonaws.com' },
'Action': 'sts:AssumeRole',
'"Condition': { 'StringEquals': { 'sts:Externalld': !Sub
'${AWS: :AccountId}' } 3},

.
{
'Effect': 'Allow’,
'"Principal': { 'Service': 'containment.security-ir.amazonaws.com' },
'"Action': 'sts:TagSession',
},
1,
}
Policies:

- PolicyName: AWSSecurityIncidentResponseContainmentPolicy

PolicyDocument:
{
'Version': '2012-10-17',
'Statement':
[
{

'Effect': 'Allow’,

'Action': ['ssm:StartAutomationExecution'],
'Resource':

L
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'Sub 'arn:${AWS::Partition}:ssm:*::document/AWSSupport-
ContainEC2Instance’,
'Sub 'arn:${AWS::Partition}:ssm:*::document/AWSSupport-
ContainS3Resource’,
'Sub 'arn:${AWS::Partition}:ssm:*::document/AWSSupport-
ContainIAMPrincipal’,
1Sub 'arn:${AWS::Partition}:ssm:*:${AWS: :AccountId}:automation-
execution/*"',
1,
.
{
'Effect': 'Allow’,
'Action':
['ssm:DescribeInstanceInformation', 'ssm:GetAutomationExecution',
'ssm:ListCommandInvocations'],
'Resource': '*',
},

{
'Effect': 'Allow’',

'Action': ['iam:PassRole'],

'Resource': !GetAtt
AWSSecurityIncidentResponseContainmentExecution.Azn,

'Condition': { 'StringEquals': { 'iam:PassedToService':
'ssm.amazonaws.com' } 3},

},
1,
}

AWSSecurityIncidentResponseContainmentExecution:
Type: 'AWS::IAM::Role'
Properties:
RoleName: AWSSecurityIncidentResponseContainmentExecution
AssumeRolePolicyDocument:

{
'Version': '2012-10-17',
'Statement':
[{ 'Effect': 'Allow', 'Principal': { 'Service': 'ssm.amazonaws.com' },
'Action': 'sts:AssumeRole' }],
}
ManagedPolicyArns:
- !Sub arn:${AWS::Partition}:iam::aws:policy/SecurityAudit
Policies:
- PolicyName: AWSSecurityIncidentResponseContainmentExecutionPolicy
PolicyDocument:
{
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'Version': '2012-10-17"',
'Statement':

L

'Sid': 'AllowIAMContainment',
'Effect': 'Allow’',
'Action':

L

iam:AttachRolePolicy',
'iam:AttachUserPolicy’,
'iam:DeactivateMFADevice',
iam:DeletelLoginProfile’,
iam:DeleteRolePolicy',
'iam:DeleteUserPolicy’,
'iam:GetLoginProfile’,
iam:GetPolicy',

iam:GetRole',
'iam:GetRolePolicy',
'iam:GetUser',
iam:GetUserPolicy',
iam:ListAccessKeys',
'iam:ListAttachedRolePolicies'’,
'iam:ListAttachedUserPolicies’,
'iam:ListMfaDevices',

jam:ListPolicies’',
'iam:ListRolePolicies’,
'iam:ListUserPolicies’,
'iam:ListVirtualMFADevices',
'iam:PutRolePolicy',
iam:PutUserPolicy’,
iam:TagMFADevice',

iam:TagPolicy',

iam:TagRole"',

iam:TagUser',

iam:UntagMFADevice',
'iam:UntagPolicy’,

'iam:UntagRole’,

iam:UntagUser',

iam:UpdateAccessKey',
'identitystore:CreateGroupMembership’,
'identitystore:DeleteGroupMembership’,
'identitystore:IsMemberInGroups',
'identitystore:ListUsers'’,
'identitystore:ListGroups',
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'identitystore:ListGroupMemberships',

1,

'Resource': '*',

'Sid': 'AllowOrglListAccounts',
'Effect': 'Allow',

"Action': 'organizations:ListAccounts',
'Resource': '*',

'Sid': 'AllowSSOContainment',

'Effect': 'Allow',

'Action':

[

'sso:CreateAccountAssignment’,
'sso:DeleteAccountAssignment’,
'sso:DeleteInlinePolicyFromPermissionSet"’,
'sso:GetInlinePolicyForPermissionSet',
'sso:ListAccountAssignments’',
'sso:ListInstances’,
'sso:ListPermissionSets’,
'sso:ListPermissionSetsProvisionedToAccount',
'sso:PutInlinePolicyToPermissionSet',
'sso:TagResource',
'sso:UntagResource’,

]I

'Resource': '*',

'Sid': 'AllowSSORead',
'Effect': 'Allow’,
'Action': ['sso-directory:SearchUsers', 'sso-
directory:DescribeUser'],
'Resource': '*',
I
{
'Sid': 'AllowS3Read',
'"Effect': 'Allow',
'Action':
[
's3:GetAccountPublicAccessBlock',
's3:GetBucketAcl',
's3:GetBucketLocation’,
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's3:GetBucketOwnershipControls',
's3:GetBucketPolicy',
's3:GetBucketPolicyStatus',
's3:GetBucketPublicAccessBlock',
's3:GetBucketTagging',
's3:GetEncryptionConfiguration',
's3:GetObject’,
's3:GetObjectAcl’,
's3:GetObjectTagging',
's3:GetReplicationConfiguration’,
's3:ListBucket’,
's3express:GetBucketPolicy"',

1,

'Resource': '*',

'Sid': 'AllowS3Write',

'Effect': 'Allow’,

'Action':

[

's3:CreateBucket’,
's3:DeleteBucketPolicy’',
's3:DeleteObjectTagging’,
's3:PutAccountPublicAccessBlock’,
's3:PutBucketACL',
's3:PutBucketOwnershipControls"',
's3:PutBucketPolicy',
's3:PutBucketPublicAccessBlock',
's3:PutBucketTagging',
's3:PutBucketVersioning',
's3:PutObject’,
's3:PutObjectAcl’,
's3express:CreateSession’',
's3express:DeleteBucketPolicy’,
's3express:PutBucketPolicy',

1,

'Resource': '*',

'Sid': 'AllowAutoScalingWrite',
'Effect': 'Allow’',
"Action':

[

'autoscaling:CreateOrUpdateTags',
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'autoscaling:DeleteTags',
'autoscaling:DescribeAutoScalingGroups',
'autoscaling:DescribeAutoScalingInstances',
'autoscaling:DescribeTags',
'autoscaling:EnterStandby’,
'autoscaling:ExitStandby',
'autoscaling:UpdateAutoScalingGroup',

1,

'Resource': '*',

'Sid': 'AllowEC2Containment',

'Effect': 'Allow',

'Action':

[

'ec2:AuthorizeSecurityGroupEgress',
'ec2:AuthorizeSecurityGroupIngress',
'ec2:CopyImage’,
'ec2:CreateImage’,
'ec2:CreateSecurityGroup’',
'ec2:CreateSnapshot’,
'ec2:CreateTags’,
'ec2:DeleteSecurityGroup’,
'ec2:DeleteTags',
'ec2:DescribeImages’,
'ec2:Describelnstances’,
'ec2:DescribeSecurityGroups’',
'ec2:DescribeSnapshots’',
'ec2:DescribeTags’,
'ec2:ModifyNetworkInterfaceAttribute',
'ec2:RevokeSecurityGroupEgress',

1,

'Resource': '*',

'Sid': 'AllowKMSActions',

'Effect': 'Allow’',

'Action':

[

'kms:CreateGrant',
'kms:DescribeKey',
'kms:GenerateDataKeyWithoutPlaintext',
'kms:ReEncryptFrom',
'kms:ReEncryptTo',
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1,
'Resource': '*',
},
{
'Sid': 'AllowSSMActions',
'Effect': 'Allow’,
'Action': ['ssm:DescribeAutomationExecutions'],
'Resource': '*',
},

1,

EC2 TriageE AF& 8 AE|

Ol HE3!2 EC2 Triage 7|5 01l ChEt &7+ Hatol Al 2B g MAELICH 2ot ZAH 5 AWS
H ot OIAHE CHE 7} Amazon EC2 RIAEIA0{ A Systems Manager Run Command& AlgHsliof &=
B2 Ol HESIS MASELIC

AWSTemplateFormatVersion: '2010-09-09'
Description: 'Template for AWS Security Incident Response containment roles'

Resources:
AWSSecurityIncidentResponseContainment:
Type: 'AWS::IAM::Role'
Properties:
RoleName: AWSSecurityIncidentResponseContainment
AssumeRolePolicyDocument:
{
'Version': '2012-10-17',
'Statement’:

[

'Effect': 'Allow’,
'"Principal': { 'Service': 'containment.security-ir.amazonaws.com' },
'"Action': 'sts:AssumeRole',
'Condition': { 'StringEquals': { 'sts:ExternallId': !Sub
"${AWS: :AccountId}' } },

},

{
'Effect': 'Allow’',
'"Principal': { 'Service': 'containment.security-ir.amazonaws.com' },
'"Action': 'sts:TagSession',
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3,
1,
}
Policies:
- PolicyName: AWSSecurityIncidentResponseContainmentPolicy
PolicyDocument:
{
'Version': '2012-10-17',
'Statement’:
[
{

'Effect': 'Allow’,
'Action': ['ssm:StartAutomationExecution'],
'Resource’:
[
1Sub 'arn:${AWS::Partition}:ssm:*::document/AWSSupport-
ContainEC2Instance’,
1Sub 'arn:${AWS::Partition}:ssm:*::document/AWSSupport-
ContainS3Resource'’,
1Sub 'arn:${AWS::Partition}:ssm:*::document/AWSSupport-
ContainIAMPrincipal’,
I1Sub 'arn:${AWS::Partition}:ssm:*:${AWS: :AccountId}:automation-
execution/*"',
1,
},

{
'Effect': 'Allow’',

'Action':
['ssm:DescribeInstanceInformation', 'ssm:GetAutomationExecution',
'ssm:ListCommandInvocations'],
'Resource': '*',
I
{
'Effect': 'Allow’,
'Action': ['iam:PassRole'],
'Resource': !GetAtt
AwWSSecurityIncidentResponseContainmentExecution.Arn,
'"Condition': { 'StringEquals': { 'iam:PassedToService':
'ssm.amazonaws.com' } },

},
1,
}
- PolicyName: AWSSecurityIncidentResponselnvestigationPolicy
PolicyDocument:
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{

'Version': '2012-10-17',
'Statement':

L

'Effect': 'Allow’,

'"Action': [
'ec2:DescribeInstanceStatus’,
'ec2:DescribelInstances’',
'ec2:DescribeRouteTables’,
'ec2:DescribeSecurityGroupRules’,

iam:GetInstanceProfile’,

ssm:DescribeInstanceInformation’,

'ssm:GetCommandInvocation'

]I

'Resource': '*'

}I

{
'Effect': 'Allow’',

"Action': [
'ssm:SendCommand'

1,

'Resource': '*!'

}

AwWSSecurityIncidentResponseContainmentExecution:
Type: 'AWS::IAM::Role'
Properties:
RoleName: AWSSecurityIncidentResponseContainmentExecution
AssumeRolePolicyDocument:

{
'Version': '2012-10-17"',
'Statement':
[{ 'Effect': 'Allow', 'Principal': { 'Service': 'ssm.amazonaws.com' },
'"Action': 'sts:AssumeRole' }],
}
ManagedPolicyAzrns:
- !Sub arn:${AWS::Partition}:iam::aws:policy/SecurityAudit
Policies:

- PolicyName: AWSSecurityIncidentResponseContainmentExecutionPolicy
PolicyDocument:

{
'Version': '2012-10-17',
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'Statement':

L

'Sid': 'AllowIAMContainment',
'Effect': 'Allow',
'Action':

L

iam:AttachRolePolicy',
iam:AttachUserPolicy',
iam:DeactivateMFADevice',
iam:DeletelLoginProfile’,
iam:DeleteRolePolicy',
iam:DeleteUserPolicy',
'iam:GetLoginProfile',
'iam:GetPolicy',

iam:GetRole"',
iam:GetRolePolicy',
'iam:GetUser',
'iam:GetUserPolicy',
iam:ListAccessKeys',
jam:ListAttachedRolePolicies’,
iam:ListAttachedUserPolicies',
iam:ListMfaDevices',
iam:ListPolicies’',
jam:ListRolePolicies’,
iam:ListUserPolicies',
jam:ListVirtualMFADevices',
'iam:PutRolePolicy',
'iam:PutUserPolicy',
iam:TagMFADevice',
iam:TagPolicy',

'iam:TagRole',

'iam:TagUser',
iam:UntagMFADevice',
iam:UntagPolicy',
'iam:UntagRole"',

'iam:UntagUser',
iam:UpdateAccessKey',
'identitystore:CreateGroupMembership’,
'identitystore:DeleteGroupMembership’,
'identitystore:IsMemberInGroups',
'identitystore:ListUsers’,
'identitystore:ListGroups',
'identitystore:ListGroupMemberships',
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]I

'Resource': '*',

'Sid': 'AllowOrglListAccounts',
'Effect': 'Allow’,

"Action': 'organizations:ListAccounts',
'Resource': '*',

'Sid': 'AllowSSOContainment',
'Effect': 'Allow’,
'Action':

[
sso:CreateAccountAssignment’,
'sso:DeleteAccountAssignment’,
sso:DeleteInlinePolicyFromPermissionSet’,
'sso:GetInlinePolicyForPermissionSet',
sso:ListAccountAssignments’,
'sso:ListInstances’,
sso:ListPermissionSets',
'sso:ListPermissionSetsProvisionedToAccount',
sso:PutInlinePolicyToPermissionSet',
'sso:TagResource',
sso:UntagResource’,

1,

'Resource': '*',

'Sid': 'AllowSSORead',
'Effect': 'Allow',
'"Action': ['sso-directory:SearchUsers', 'sso-
directory:DescribeUser'],
'Resource': '*',
},

{
'Sid': 'AllowS3Read',

'Effect': 'Allow’',
'Action':
[
's3:GetAccountPublicAccessBlock',
's3:GetBucketAcl',
's3:GetBucketLocation’,
's3:GetBucketOwnershipControls"',
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's3:GetBucketPolicy',
's3:GetBucketPolicyStatus',
's3:GetBucketPublicAccessBlock',
's3:GetBucketTagging',
's3:GetEncryptionConfiguration’,
's3:GetObject’,
's3:GetObjectAcl’,
's3:GetObjectTagging',
's3:GetReplicationConfiguration’,
's3:ListBucket’',
's3express:GetBucketPolicy',

1,

'Resource': '*',

'Sid': 'AllowS3Write',

'Effect': 'Allow’',

'Action':

[
's3:CreateBucket’',
's3:DeleteBucketPolicy’,
's3:DeleteObjectTagging',
's3:PutAccountPublicAccessBlock’,
's3:PutBucketACL’,
's3:PutBucketOwnershipControls’',
's3:PutBucketPolicy',
's3:PutBucketPublicAccessBlock’,
's3:PutBucketTagging',
's3:PutBucketVersioning',
's3:PutObject’,
's3:PutObjectAcl’,
's3express:CreateSession’',
's3express:DeleteBucketPolicy’,
's3express:PutBucketPolicy"',
1,

'Resource': '*',

'Sid': 'AllowAutoScalingWrite',
'Effect': 'Allow’,
'"Action':
[
'autoscaling:CreateOrUpdateTags',
'autoscaling:DeleteTags',
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'autoscaling:DescribeAutoScalingGroups',
'autoscaling:DescribeAutoScalingInstances’,
'autoscaling:DescribeTags',
'autoscaling:EnterStandby’,
'autoscaling:ExitStandby',
'autoscaling:UpdateAutoScalingGroup',

1,

'Resource': '*',

'Sid': 'AllowEC2Containment’,
'Effect': 'Allow’',
'Action':

L

ec2:AuthorizeSecurityGroupEgress',
'ec2:AuthorizeSecurityGroupIngress',
'ec2:CopyImage’,
'ec2:Createlmage’,
'ec2:CreateSecurityGroup’,
'ec2:CreateSnapshot’,
'ec2:CreateTags’,
'ec2:DeleteSecurityGroup’,
'ec2:DeleteTags',
'ec2:DescribelImages’',
'ec2:DescribelInstances’',
'ec2:DescribeSecurityGroups’',
'ec2:DescribeSnapshots’,
'ec2:DescribeTags’,
'ec2:ModifyNetworkInterfaceAttribute',
'ec2:RevokeSecurityGroupEgress',

1,

'Resource': '*',

'Sid': 'AllowKMSActions',
'Effect': 'Allow’,
'Action':
[
'kms:CreateGrant’,
'kms:DescribeKey',
'kms:GenerateDataKeyWithoutPlaintext',
"kms :ReEncryptFrom',
'kms:ReEncryptTo',
1,
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[N

'Resource’': ,
.
{
'Sid': 'AllowSSMActions',
'Effect': 'Allow',
'"Action': ['ssm:DescribeAutomationExecutions'],
'Resource': '*',
.

]I
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"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQQ000000000000000:user",
"arn": "arn:aws:sts::123412341234:assumed-role/Admin/user"”,
"accountId": "123412341234",
"accessKeyId": "*x**",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQ0000000000000000",
"arn": "arn:aws:iam::123412341234:ro0le/Admin",
"accountId": "123412341234",
"userName": "Admin"
},
"attributes": {
"creationDate": "2024-10-13T06:32:537",
"mfaAuthenticated": "false"

}
}
1,
"eventTime": "2024-10-13T06:40:457",
"eventSource": "security-ir.amazonaws.com",
"eventName": "CreateCase",
"awsRegion": "us-east-1",

"sourceIPAddress": "1.2.3.4",

"userAgent": "aws-cli/2.17.23 md/awscrt#0.20.11 ua/2.0 os/macos#23.6.0 md/
arch#x86_64 lang/python#3.11.9 md/pyimpl#CPython cfg/retry-mode#standard md/
installer#exe md/prompt#off md/command#security-ir.create-case",

"requestParameters": {

"impactedServices": [
"Amazon GuardDuty"
1,
"impactedAccounts": [],
"clientToken": "testTokenl12345679",
"resolverType": "Self",
"description": "***",
"engagementType": "Investigation",
"watchers": [
{
"email": "xE*",
"name'": "x**",
"jobTitle": "=x*=*"
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}
1,
"membershipId": "m-rlabcdabcd",
"title": M"xEEM,
"impactedAwsRegions": [

{

"region": "ap-southeast-1"

}

1,

"reportedIncidentStartDate": 1711553521,
"threatActorIpAddresses": [
{
"ipAddress'": "***",
"userAgent": "browser"

},
"responseElements": {
"caseld": "0000000001"
I
"requestID": "2db4b08d-94a9-457a-9474-5892e6c8191f",
"eventID": "b3fa3990-db82-43be-b120-c81262cc2f19",
"readOnly": false,
"resources": [

{

"accountId": "123412341234",

"type": "AWS::SecurityResponder::Case",

"ARN": "arn:aws:security-ir:us-east-1:123412341234:case/*"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123412341234",
"eventCategory": "Management"
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045t24™H A& 2] AWS Identity and Access Management(IAM) Z20j C}S LIS =

"Sid": "PermissionsForSIRAdmin",

"Effect": "Allow",

"Action": [
"security-ir:CreateMembership",
"security-ir:UpdateMembership",
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAccounts"

1,

"Resource": "*"
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L|Ct.

{
"Sid": "PermissionsToEnableSecurityIncidentResponse"
"Effect": "Allow",
"Action": [
"jam:CreateServicelLinkedRole"

]I

"Resource": "arn:aws:iam::111122223333:role/aws-service-role/security-
ir.amazonaws.com/AWSServiceRoleForSecurityIncidentResponse",

"Condition": {

"StringlLike": {

"iam:AWSServiceName": "security-ir.amazonaws.com"
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API/CLI
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« EEE= AWS Command Line InterfaceE AL & = &LICH CFS AWS CLI HHEe 2=
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Security Incident Response Z 21X} A& S

8g + e EXE UL

"customerAccountId": "stringstring",
"membershipName": "stringstring",
"customerType": "Standalone",
"organizationMetadata": {
"organizationId": "string",

"managementAccountId":

"stringstring",
"delegatedAdministrators": [
"stringstring"
]
.

"membershipAccountsConfigurations":

{
"autoEnableAllAccounts": true,
"organizationalUnits": [
"string"
]
},

"incidentResponseTeam": [

{
"name": "string",
"jobTitle": "stringstring",
"email": "stringstring"

}
1,

"internalIldentifier": "string",
"membershipId": "stringstring"
"optInFeatures": [

{

"featureName": "RuleForwarding",
"isEnabled": true
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"version": "0Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",

"detail-type": "Case Updated",

"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T03:45:002",

"region": "us-west-2",

"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {

"caseId": "1234567890",

"updatedBy": "security-ir.amazonaws.com"
}
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B AH U BT ST 22 olHEo| thE HIEICIOIEIS Z3shs 28 = Fgtol &Lt ol

et Zcof cHEt Z2lE Amazon EventBridge AFH Al O[HIE = 2 X E XM,

£t Zt O|HIEN| = SHE &§7d O|HIES #EE HIO|EHE E&5te detail HEVL U&LICH CHE &
Z &= CHEEF Security Incident Response O|HIE | CHEE M2 HE ZEE Ho|ghL|ct

EventBridgeE AM& 3104 Security Incident Response O|HEE MBSt 1 Z2|E HE CHS AHEE2 o
o £= X0l &Lt

« Security Incident Responsel| 2 & O|HIE0f CHEF source EE+& "aws.security-ir"2 HHE
L|Ct.

- detail-type EEE= O|HE ¥ XIHFLICH.

0 & 04 "Case Updated"LIC}
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AWS EOoF QIAIEE CHS AFE MH

« detail ZEE &

on
am | =

Y o[HES} gr24E |o|HE Z & ErLIcH

(o]]]

Security Incident Response O|HIE 2l UX|5t= 52 &d3tst= O|HE IHEHE Tt W o
8t XEMIEH LI 2 Amazon EventBridge AFHE A A 2| Event patternsE & X &HMI2.

O|HIE 3! EventBridge7t O|HE & *{2|5t= Lol CHEh RtMIEF L& 2 Amazon EventBridge AHE A
B Mol EventBridge O|HEE &AM

ZE o BE AWS 2o QIAIEE O} o|#HIEof= 0|2{# EE Amazon EventBridge ZE 7} 8

o

=

4

« version: EventBridge O|HIE & 4] BT
- id: O|HEQ| T} AR}

- detail-type: AFEH 0| 212 = U= O|HE R 4B

- source: Security Incident Response O|HIE S| AL & 4 ‘aws.security-ir
« A O|HIET} gh st AWS H[E IDYILICE.

« Bl - O|HIET} &gt A[FH2| ISO 8601 Et AR Z QIL|C.

o ZlAA: BIAATERHSHE AWS 2L}
* resources: Y& Er= 2|AA S| ARNO| ZEHEl HiY

- caseld: Atg|le| T ASEXH(ALZ O|HIER ST

« membershipld: HIHHAO| 115 AR (B4 O[HIE Dt 5|

- updatedBy: YCIO|EE =& AFRH(AtE] & ME YO|0|E O|HIED 5
AH AL

« createdBy: AIE{E|E H-GFF AR (At2]| & D U o|HER 5

S RIXt Zk: updatedBy 2! createdBy EEOo|E CHZ20| Z8E £ U&LICH

« AWS Responder: AWS E ¢t TS B2 A7} +35t= 2
« security-ir.amazonaws.com: MHIAMM XSS 2 +&8dt= &

* Account ID: LZ40| =~&5t= (04 “111122223333")

2laA ARN Zh: AWS E o QIAHE TS E|AAE CHS ARN A4S AFSEfLICH

ol

=3
Im
x
I
02
HL
i
2
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« A& arn:aws:security-ir:{region}:{account-id}:case/{case-id}

o HIHAl: arn:aws:security-ir:{region}:{account-id}:membership/{membership-
id}

Abe OIHIE

AWS TS EHE A7 et ARz

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T00:00:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseIld": "1234567890",
"createdBy": "AWS Responder"

[

MH[ATH et Ate|

{
"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T00:00:00Z2",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,

"detail": {
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20| Madst

"caselId": "1234567890",
"createdBy": "security-ir.amazonaws.com"

NE=

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",

"detail-type": "Case Created",

"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T00:00:00Z",

"region": "us-west-2",

"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caseId": "1234567890",
"createdBy": "111122223333"
}

AWS TS S A7F LH|0|EEH Atz

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T01:30:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",

Abeil olHIE

{7 April 29, 2026 93



AWS HoF QIAHE THE AHE B A

"updatedBy": "AWS Responder"

AWS 11 Z40| dO|0|E 8t AbEH|

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",

"detail-type": "Case Updated",

"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T02:15:00Z2",

"region": "us-west-2",

"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caseId": "1234567890",
"updatedBy": "111122223333"
}

AWS 0ot QIAHE CHE AH|ATH AC|O|E B Atz

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",

"detail-type": "Case Updated",

"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T03:45:00Z2",

"region": "us-west-2",

"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caseId": "1234567890",
"updatedBy": "security-ir.amazonaws.com"

Abeil olHIE
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"version": "Q",
"id": "alb2c3d4-5678-9@ab-cdef-EXAMPLE11111",
"detail-type": "Case Closed",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-15T14:22:0072",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890"

Abe] d38 olHE

AWS CHE HERH7H et At 4

{
"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T04:30:00Z",
"region": "us-west-2",
"resources": [

"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,

"detail": {
"caseId": "1234567890",
"createdBy": "AWS Responder"
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}

10| M3t ARl A

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T02:15:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"createdBy": "111122223333"

AWS EoF CIAHE CHE MH[ATH g8 Atell 4

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T02:15:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"createdBy": "security-ir.amazonaws.com"
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}

TZHO| UCl|0|EFF Abed| A4

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T02:45:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"updatedBy": "111122223333"

AWS 2ot QIAHE TS MH|ATH AC|0|EEH At DdF

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T02:45:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"updatedBy": "security-ir.amazonaws.com"
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AWS CHE EHEA7H -G8 Aba| A

"version": "Q",
"id": "alb2c3d4-5678-9@ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T02:45:00Z2",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"updatedBy": "AWS Responder"
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"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Membership Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-04-01T10:00:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:membership/
m-1234567890abcdef@"
1,
"detail": {
"membershipId": "m-1234567890abcdef@"
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"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",

"detail-type": "Membership Updated",

"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-04-15T16:30:00Z",

"region": "us-west-2",

"resources": [
"arn:aws:security-ir:us-west-2:111122223333

m-1234567890abcdef0"

1,
"detail": {
"membershipId": "m-1234567890abcdef@"

}

}

F| g Hed

{

"version": "Q@",

"id": "alb2c3d4-5678-9@ab-cdef-EXAMPLE11111",

"detail-type": "Membership Closed",

"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-06-30T23:59:592",

"region": "us-west-2",

"resources": [
"arn:aws:security-ir:us-west-2:111122223333

m-1234567890abcdef0"

1,

"detail": {
"membershipId": "m-1234567890abcdef@"

:membership/

:membership/
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"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Membership Terminated",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-07-01T00:00:00Z",

"region": "us-west-2",

"resources": [

"arn:aws:security-ir:us-west-2:111122223333:membership/
m-123456s7890abcdef0"

1,
"detail": {
"membershipId": "m-1234567890abcdef0"

AWS EHot QIAHE TS O|HE A8

O|2{F O|HIE St UR[A|Z| 2 Xt S&EHE 2t S EE|7HStE EventBridge 22 d&de
7tX| AbE At 7t ot2ioll of Al Efo] & L.

ZE AWS HOt QIAIEE CHE O|HE} YUX|;
"source": ["aws.security-ir"]
Atg| o|HIEDE UX|:

"source": ["aws.security-ir"],
"detail-type": [
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"Case Created",

"Case Updated",

"Case Closed",

"Case Comment Added",
"Case Comment Updated"

AWS CHE HEAt7H HO[O|EFF At LI

{
"source": ["aws.security-ir"],
"detail-type": ["Case Updated"],
"detail": {
"updatedBy": ["AWS Responder"]
}
}

£ Ateflof CHer o|HE UX|:

{
"source": ["aws.security-ir"],
"detail": {
"caseId": ["1234567890"]
}
}

Xt& AM: Membership Updated O|HHIE0{ CHEt Amazon Simple
Notification Service & & ™&

0| Ak& Mol M= F+ 50| Membership Updated #EN7} El& O|HIE B Z4X{5l= Amazon
EventBridge O|HIE 28 T LICt

A =

Ol ‘t&MolME HiEHA0| 58 #51 &4 AWS A Ho| {Uct 7HEg Lt

—

otz| xq

At& AM: Membership Updated OHIE0i Ci$t Amazon Simple Notification Service & 2 ™ 7 April 29, 2026 101
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|

« Xt&A: Amazon SNS FA| M8 2 5

. RH&M: OHIE FAI S=

s AEM: R HAE

« CHA| 7%= Security Incident Response AFel IHI0|E

Kt&A: Amazon SNS FA| M ol 1=
B XANEME 25 M O|HE #2lo| O|HE CHASZ AFR2E Amazon SNS TANE F448HL|Ct.
Amazon SNS £XA|E M5tz

1. https://console.aws.amazon.com/sns/v3/home0| A Amazon SNS &2 L|Ct.

ZHM(Topics), A 44 (Create topic)2 * &2 MEAEFL|CY,
KM EES MEIFLICH
Z=HX| O|&0{ MembershipUpdated(2)E =5t FX| M2 MEHFLICH

MembershipUpdated &t 715 2 MEASLICE

I 2 E Z(Protocol)0| A O|H|(Email)2 MEHELIC.

N o o k~ w b

A= Z QIE (Endpoint) ol $4XH M| A HEHO| Q= O|HIY FAE =5t D 715 M4 (Create
subscription)2 ME4FLICEH

8. O|HY HHEE &elstn 75 2l o|H Y HIAIXIE ZICHRILICH HAIRIE s4letH 5 &l
(Confirm subscription)2 ME4EFL|C},

A&EM. OlHIE & S5
CZ 22 Membership Updated O|HIERF ZiX{5t= O|HIE =8 SSFLICH
EventBridge 22 §55t24™

1. https://console.aws.amazon.com/events/0ll A Amazon EventBridge 2&2 3LIC}.

=AY B0 M FAIS MEtstLICt
A Mag MestL

2
3.
4

Aol Csl O|§ 2t dBE U stAIR.
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® Note
Al SUst BlFD SYR O|HE HAO| CHE FAID SUB 0IBS 7H £ siaL
ct.
5. OlHIE H{A0M O FAID HZUE O[WE HAE MEUBLICH 0] FEI0| XHAIS| HIBoll M A3t
S OlHES UxISHE S 5124 AWS 71 OHIE A (default event bus)E A=4EHLICH ol
AWS MHIATH OIHIES E3stH &4 Aol 7|8 o|HE HAR O|SELICH

® Note

AWS Organizations HHAIS M8 AWS 20t CIAHE S &= 2 IR A -
M O|& g sHof &Lct,

6. T& F3(Rule type)ol M O|HIE mE 0| /= = (Rule with an event pattern)2 A grL|Cl.
7. CHE2S MEfghLIch

8. O[HE AA0|M 7|EHE ME4EHLCH

9. O] HEdOI A AFSRE X1 THEA(JSON HEZ ()2 MEEHL|Ct

10. C5 O|HIE mHE HAE FHof 04 d&LICH

"source": ["aws.security-ir"],
"detail-type": ["Membership Updated"]
}

ol AEE MHIA B0 YEl0|E &L +HE RE o|HE 9 YxIsHS EventBridge HES
K Ol#HLIC}. O|HIE THEtoll T8t XFAIEH LIS-S Amazon EventBridge AHE AT Aol A OJHIE o
OHIE T HESAS.

11. CtS2 M=4gLICH
12. CHA RS 0IM AWSAHIAE MESEHLICE
13. CHAF MEHO A SNS FXE MEist T, FX|ofl CHalHl MembershipUpdatedE A1E88HL|CE.

14. (M= AR FIH AHoM Ot & s~F LI
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AWS E0t QIAHE S AFE MEM
a. X|CH O[HIE 7|zZHMaximum age of event)odl 1£(00:01)0{l M 24 A|ZH(24:00) AtO|2] ZtS 2=
gruct,
b. XHAIZ(Retry attempts)oll 001l A{ 185 AtO|o| =AIS =38tLCH.
c. HHE ZFH K| CH7|¥(Dead-letter queue)oll A EF Amazon SQS CH7|¥ 2 HIE Z 5t
HX| CH7| U2 AFRE K|S AMENSH|C} O[HIE T} CHANO| AAZ X O 2 FMLHE|X| OtS 742
EventBridge= O| &1t YUx|st= O|HEE HIE 28 HX| Oi7|¥= EHLICH Ot & 5t

LHE =gfLCh

C

HE ReF BRI Oi7|8E A8 st x| §f2E{H & (None)S M= LICH

A AWS HH 0| DLQ(Dead Letter Queue) 2 AL E Amazon SQS CHZ [ M
Bl (Select an Amazon SQS queue in the current account to use as the dead-letter
queue)2 MEISI T EECIR20|M AFSE CHT | QS MENEHLIC.

- CHE AWS HEoilAM HiE R WX 7 |P=E AL E Amazon SQS CH7|E MEiE M
BNt CH32, AFSE CH7|¥ 2] ARNS L=FLICH HIAIXIE EE = /U= EventBridge T
B2 Roists BlAA 7IEH S CH7|Qoll H4ZsHok BHLICH KM HE = Amazon
EventBridge AF2 A AMQ| DLQ(Dead Letter Queue)o| CHEH M3 £0{E & E M.

2

15. Ct2& M=iFLICH

16. (M= ArE)TrE{ol CHslf stLt o &f ol Ef 1 & URIstMIR. AtAM|EH HE = Amazon EventBridge At
8 MHMO| Amazon EventBridge Ef 18 & X 5HAM2.

17. ChSS ME=iFLICH

18. HRIO| ME HEE HESI T 73] Mg MeEdghL|ct

AEM: A EHAE

TEE HAESZ{H AWS 20oF QIAEHE TS HEHAof CiEt UHI0|EE MESIML. #E0] 2HIZ

TFIEUCHH B F F0f O|HE HAETL X3 E O|HIY HAIXIE =418 A ALICH

CH&| 7#%&!: Security Incident Response Atz G| 0|E

ddstcdH ChE1 20| BdEstod o] At ME &

[m
mo
L

2E A Yoo|EE 2 LIE RS o|HIE 7&!
=

FLCH.

o

1. Xt&M: Amazon SNS F£A| &4 2 2 50|M CaseUpdatesE FM O|E2 2 AFSELICH
2. At&M: O|HE 72| SZ0AM JSON HE7|0M CFHS THEIS AFSEHLICH
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AWS EOoF QIAEHE CHE AHS AT M

"source": ["aws.security-ir"],
"detail-type": [
"Case Created",
"Case Updated",
"Case Closed",
"Case Comment Created",
"Case Comment Updated"
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=X 52

to

A
e

AWS EOot CIAIEE CHE APIO| CHE R E 2 &2 MH|A Y 22|t EEE H A Aol IAM
QEFRI7E Al2FSHOF BFLICH ZE|Io| AWS E ot CIAEHE CHS Y BElXF EE= "HEHA A™E2l AWS A
MollM SHIE IAM QIEHRIE 295D YEX| EQISHMIL.

o

AccessDeniedException

Ol 5eig £ 4 ol S8 HMA Mol gaLict

AWS B 2Ixtot B304 AWS 20t QIAIRIE THS I BEIA S HHAl A0 IAM 28 4
UE £ 9l HEHO| YEK| HQUSMR. EB ofEtol RHE HAUS FBsHE IAM HHO| YEK|T &
QIStMIL. REMIE LIS 2 AWS Hot QIAIEIE ChS IAMS B Z oML

ConflictException

X|HEt Atedl M= mt Ol 0Lt 7|2 8 B0l ITREX| EHQlstA 2. AWS Bt QIAIHE CHE M
HIA M AO| ob & FMHE|X| A=K &QISHM L. https://console.aws.amazon.com/security-ir/ 0|
M Security Incident Response &2 €11 Membership DetailsZ O|S & LICt
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InternalServerException

QEE Melote S x| Tet @77 AR ELICH H B =0l THA| A=A, EX7F XIS E]
™ X0l At E MEEfLict

Q| X|HE StLF oo E|AATF ERHEK| St&LICH MBE ZE 2lAA ARN £ ID7} SHIEX|
EQlstM 2. O|= AWS Organizations ID, 7 ID, IAM 23&, " A, At2, CHS BIE, Atal, Al TS
EFEERE, Al MR o 2 Al Aol S ELIcH

ThrottlingException

QE M MEN 20| HREE[QRIELICH
KEE 7|7k SetIAM QIEfRL7L sllE API &0l LT BI2 2EE ELICH Al ZICHRACH7E CEAl Al
CML. EXM7E RISEH X[+ ez A MAE dT2[E T3S DedshM.

ValidationException
2230 AWS MH[AOIM X[FeE Mef 28 SFstX| ZEFLICH

QO 5tLL O|&o| Io|E] EEJ AT W/EE =2|M T8 L7 A2 SF5X| AY&LICH BE
2lAA ARNO| 2t HEHK|, ’IAE ZHo| AWS E 0 E CH& API Reference 7t0|E2| 27| & &4/
M 2742 SFSt=X| HQISHM L. £t 2t YO0|EJ & E[=X| & elgfLct. o & E0{AWS X|#
oM AHA| 2@ 2 At HEsts /e S7tsgu o

k=

F7t X|Ho| ERstH X sidE flall X2 ME o ELlstM. CHS YEE FHISHAHIR.
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/architecture/security-identity-compliance/
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https://aws.amazon.com/architecture/security-identity-compliance/
https://docs.aws.amazon.com/whitepapers/latest/overview-aws-cloud-adoption-framework/security-perspective.html
https://docs.aws.amazon.com/whitepapers/latest/overview-aws-cloud-adoption-framework/security-perspective.html
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https://console.aws.amazon.com/support
https://docs.aws.amazon.com/awssupport/latest/user/getting-started.html#accessing-support
https://aws.amazon.com/forms/report-abuse
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/awssupport/latest/user/case-management.html
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https://aws.amazon.com/managed-services/
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https://github.com/aws-samples/aws-customer-playbook-framework
https://github.com/aws-samples/aws-incident-response-playbooks
https://aws.amazon.com/blogs/security/aws-cirt-announces-the-release-of-five-publicly-available-workshops/
https://github.com/awslabs/aws-automated-incident-response-and-forensics
https://aws.amazon.com/solutions/implementations/automated-forensics-orchestrator-for-amazon-ec2/
https://aws.amazon.com/blogs/security/how-to-automate-forensic-disk-collection-in-aws/
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