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"Effect": "Allow",
"Principal": {

"AWS":
"arn:aws:iam: :AccountId:xrole/RoleToRetrieveSecretAtRuntime"
},
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"Resource": "*"
}
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"Effect": "Allow",
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"Action": "secretsmanager:GetSecretValue",
"Resource": "*"

}
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3. MySQL WorkbenchZ &0} 7} A SecretsManagerTutorial @122 MEHEHL|C}

4. SSH 21722 2¥7|(Open SSH Connection) CH&l 4 Xtof M &f = (Password)ol| 20t & of| A 2245t

=
B8 oIS O} HOUOK)S M B LITY

=

X724 ZHo| 858 AL MySQL Workbench7} Ci|O|E{#|0| A 2| C|XtQ! H|O|X|of| QZIL|C}.
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https://console.aws.amazon.com/secretsmanager/

AWS Secrets Manager AL 7Hol=

CHS B A

« OHZE[7o|Mo M EoF & Z E HAMSte YHS dotELICH 2o &S 7127

=
« CtE x| Lo CH3H Lot=LICt. the section called “IA| L& S () &= 5tHAl
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AWS Secrets Manager AL 7Hol=

AWS Secrets Manager 20 &5 A A

Hotts= 43, AHEX 0| X 3ot 22 At 3F EE, OAuth EZ = Secrets Managero|
s stE FAoZ XEste 7B HIY HEY &= JU&LICH

® Tip
Amazon RDS 2! Amazon Redshifte| OFAE| AF2AF EO Q15 MHEHE pto|ste{H 2h2|& ot
ot S & M85l o]l E&LICH 22| AMHIAE Sl 2teld 2ot 4 E s O #aeld
g AMNSE = U&LICH

=& 2 ME5Io{ ChE 2|rIe 2 SH|El &4 Ho|EH|o| A0 CHEF CO|EHIO|A EoF 15 MEE K
A5t Hot of S ol e A4 Cllo|E{H|ojA0l CHEH @47 MEJF ZEELICH O Fof 2ot A5 E =
MstH SME2 A4 Hot A5 0| SAE0| | SYet ¢4 HEE ZEELICL 2| AD HEE
e 2ot d3ol FILE 7/t B FIHE = J&Lc

Hot of £ £ BHE2{M SecretsManagerReadWrite managed policy £ 213 HA oM F o8+ HEto|
O%I-L_|[_-_|.
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Secrets Managere= 22 & MME M CloudTrail 21 52 HHELICE RHAME LI 2 the section

= §— = o
called “E AF23t04 2 AWS CloudTrail ” EHE &I X 5HAA2.
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https://console.aws.amazon.com/secretsmanager/

AWS Secrets Manager AL 7Hol=

API key
70112t Ho{=2 f=:
ClientID: my_client_id

ClientSecret : wJialrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
OAuth token

AKIAI44QH8DHBEXAMPLE

Digital certificate

---- BEGIN PRIVATE KEY ----
EXAMPLE
---- END PRIVATE KEY ----

b. %3} 7|0{ A Secrets Manager AWS KMS key 7} £0F &5 72 et 3 3l6tE= Ol A
3 s

7
[ |
MBI REMISH LHSS 2ot ot orsst Ul =

%
HE 29| B Secrets Managerd CHEt AWS ZHE2[E 7| & A& 5tE{H aws/
secretsmanagerE ME{ELICt O] 7|1& A& dt= O| E= HIE2 gigLCh
X
o

1

. LCIEoIM EOt 25 of HMASBHOF 5H7HLE A AWS A X5t HLE 7|
T E XX KMS 7|2 AH25t2{H 220 T2 223 7
=H3hof ot ot s & MASLICH T 2H2ls 7| ALS HISol CHE REMIBH LIS

HxotMR.

the section called “KMS 7|0 CHet #HEH"0(7) {oqof gfLICt I 2 A A& HA[A0 CH

& RLMIEH LHE 2 the section called “T 2 A 7T HA|A” MM
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AWS Secrets Manager AL 7Hol=

CHS S MEELICH

C.
4. HOot M (Configure secret) HO|X||M CF2E =& ELICE

MHo| Z & El Secret name(Z2 2t & E O|F)1t Description(H)2 =g L|Ct Eot &5 0]
Boll= 1~512X2| =Kot /_+=.@- ZAE Z&E = USLICH

o

b. (M= AFE) Tags(Ei2) MMolMq E0F &t 5ofl EHE FI4EHLICH EfZ HEFoi| CHEF XFAIE
LH& 2 the section called “ 20t &t 5 Ef 7 X[ EHHE A ZTFHMIL. B4 st HE = 4555

Xl efe=2 2 EfT0f X stX| OMMI.

c. (MEHALE) 2lAA HEHResource permissions)HA ElAA Mg Hot ot 5 of F7t5i24H

T & HE(Edit permissions)2 ME4ELICH XFAIEF LIE 2 the section called “E|&A 7[8F &
A EHE HTSHAIR

d. (MEH AR EHot of s Ao 2ot S E CHEo| SHlste{ 2o o SXE Aws 2™
MEdgLCH 2ot 23 & XIZ SAISHHLE HO|X|2 CHA| E0tetM LIS SAE = J&L
Ch AEMIEE L8 2 CHS 2|1 S| BHg XS AAIR.

e. Next(Ct=)E MEHFLICE

5. (M= AR A 7 4(Configure rotation) HO| XM XtE XM E ZA £ U&LICH 3 nAE 2
S LS|l Z = /&Lt RIME HEE 20 &% THS(E) #EstMR. ChES MEEL

Ct.

Secrets Manager= 2¢F &3 S50 =2 SotULICH &3 7t EAIL|X| oL 2T Refresh(MZ2 TE)
E MEighLCt

AWS CLI

Mo BEZ2 25tH BE 7|5 0| HMAZ|HL FEEIEIZH BE oi2t0lE{of| HMAE 2{F0]
IC}. the section called “E AF& 309 AWS CLIAWS Secrets Manager 29+ &5 & X{& & 9]

erel 2 (8) AEHAL.
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| |

1 3

|
Example JSON I} 29| CI|O|E{H|O|A X3 ZBHoE Hot &t 5 pHET|

CHS create-secret OAl0AE ML X} ZHE AL sto] A2 S HEFLICH XbAMIEH LI 2
AWS CLI AtE B Mof mtoi A AWS CLI TtEtO|E EEE HASHA L.

Secrets Managerof| A Eot &S & WA = UH 5tedH JSONO| 22 & 59| JSON FZ&=of| x|l
Of fLict.

AWS CLI 43


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/secretsmanager/create-secret.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-parameters-file.html

AWS Secrets Manager AL 7Hol=

aws secretsmanager create-secret \
--name MyTestSecret \
--secret-string file://mycreds.json

mycreds.json2| EEIX:

{
"engine": "mysql",
"username": "saanvis",
"password": "EXAMPLE-PASSWORD",
"host": "my-database-endpoint.us-west-2.rds.amazonaws.com",
"dbname": "myDatabase",
"port": "3306"
}

Example 2ot &f & MM

CHE create-secret A= F 7He| 7|-2f Ao 2 Hot ot & DHELICE.

aws secretsmanager create-secret \
--name MyTestSecret \
--description "My test secret created with the CLI." \
--secret-string '{"user":"diegor", "password":"EXAMPLE-PASSWORD"}'

Example 2ot &f & Mo

CHE create-secret (XM= F 7Hel EfO7| Q= Eo S E MMEHLICTH

aws secretsmanager create-secret \
--name MyTestSecret \
--description "My test secret created with the CLI." \
--secret-string '{"user":"diegor", "password":"EXAMPLE-PASSWORD"}' \

--tags '[{"Key": "FirstTag", "Value": "FirstValue"}, {"Key": "SecondTag", "Value":
"SecondValue"}]'

AWS SDK

AWS SDKs & otLIE AIE5t0] 2ot &S E 45t2{™ CreateSecret S AFSELICH RHAIE
LH€ € the section called “AWS SDKs” EHHE E XS AAIL.

AWS SDK 44


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/secretsmanager/create-secret.html
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/create-secret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_CreateSecret.html

AWS Secrets Manager AL 7Hol=

Secrets Manager 22t 2t S0{l&= O @ A7} QULIR?

Secrets Managerd| A 2ot et = Hot ot s HE Hot ets Zf 2l 2ot of 5 of CHi$t HIEIELE|OIE 2
TEELICH 2ot &3 42 EAYE = 0|2l £ /JU&LCt

oft] EAtY g2 & EoF & Z 0l Mt JSON HIAE ERIUEE 7|-2f B2 = AL86t

[e][]
rr
»Y
o
Oy
o>

{
"host" : "ProdServer-01.databases.example.com",
"port" . ''8888",
"username" : "administrator",
"password" : "EXAMPLE-PASSWORD",
"dbname" : "MyDatabase",
"engine" : "mysql"
}
ClOIEHO|A 2ot &S o] AR, XIS WA E 9=|E4'3=' Hot etz of Cilo|E{H|O| A0 CHEF 42 HETL 2
HIE JSON X2 Z & E|o{of §L|ct. RtMIEH LHE e section called “2 0ot &5 0| JSON # X" &t
g HAEAIR.
Metadata

Hot ot % of HIEtH|O|Eofl= CHE ol Z & ELICH.

 CI2 &4|9] Amazon El4AA O|E(ARN):

arn:aws:secretsmanager:<Region>:<AccountId>:secret:SecretName-6RandomCharacters

Secrets Manager= 202t 283 ARNO| R &HX| &Ql5t7| 2[5H 2ot &5 O|F2| Zoi 2lo|e| EAt6

JHE ZEELICH R 2ot A5 E MXE F SUS OlFCE M 2ot &5 & MstH sie Xt

2 Q5 & Eot o5 ol ARNO| &2t ZIL|CH ARNO| CH2 7| [E0f O|& Eot of S of| UM AE 4= Q)
Ot 50l AISS 2 MMAE &= QisLCt

E AMERE=EME

- Hot 2f35 0| 0

« Secrets Managerﬂ ot ot 5 Zt2 &S 35t6t1 3l AWS KMS key ot Ol AH25HE 2535} 7|9
ARNQILIC} Secrets Manager= £0t &5 BHIAEES 551 El HAloZ XHE D, Ms S £oF
of S & oA S 3IELICE the section called “20F &S f 551 Al S35 MME AT HML

- IXNE HHE Aol Hot &ts WA ol cHEt HEQ/LICH 2o &S WA Z(E) XML

s 45



AWS Secrets Manager AL 7Hol=

AUE AFS AP 2ot oF 5 off HMASHHLE 2o ¢
b. of CHEF Q15 2! MHAM|A A|0{ AWS Secrets Manager2(8) & Z5HM 2.

ZE Y —’F— UEFH
Hotots o= &5 stE 2ot &S ZIo| AHE 2 ERStE HHO| J&LICH Hot &5 gf2 #4E5H 7
LI 20t &5 & WAHE A< Secrets Manager= Al HHA 2 BHSLICEH. the section called “£92F &5 H
HeE) #EstMe
2SS E S AWS 2| 5104 o42{ofl AM ALSE = JU&LICH Et A E SHME M 22 E= 7|2
Hot Ao ME(EM 2o 25)S dEELICH SX Bt gs= 7|2 Eot 50| HEE HEE &
=|
=

A

LICE CtS 21 SHES(E) B ZstH L.

2ot ets #Hel2(8) #xstMe

Hot ers B

Hottsoles S stEl 2o &3 2Ll AR S ERots HTO| JI&LICH 2ot &5 742 B335 HLt
Hot oS E mx|E AL Secrets Manager= A HME RHELICH

Secrets Manager= 20t & 3 £ T} 874 K& SHK| ot&LIch cHAl ChSat Z42 Bllo|g8 x| 5}
N 7Hx| EX M =x48L|C}H

AR BT - AWSCURRENT
« O|™ B{7 - AWSPREVIOUS

- 28 QI T (2| &) - AWSPENDING

Hot etz oll= &4 2t AWSCURRENTO| 2 HTO0| RIS, Secrets Manager AFEXH7F HoF &5
2 dMg M 712 Mo 2 siY TS Bhetghlct

update-secret-version-stage|AME = &5t0{ HTO| AtA| B|0|2 2 XIHE =& JU&LICH
AWS CLI. 2ot 2t S ofl= 207071 K| Til0|2 2 XIEE += U&LICh 2ot &5 9| F H{Tol= st &
EHO|E Bilo|2 2 XIHE & i&LICH HHM2 etHlo| S+ =& J&Lct

Secrets Manager= il 0| 0| X|'HEl HTE AN 73t X| &L X[Bt Bijo|Z 0| X|'HE[X| i 2 A2  Of4
MEEIX| t= HAo 2 ZHFELICH Secrets Managere= Hf O|& AFS E|X| ot= EHoF eF S H{Z0] 10074
£ x5t AM|7HEFLIC}. Secrets Manager= 24 A|ZF O|LHoi| BHE M E AMI7HSHR| k& LICt

Ctg J22 AWS ti[o|E 0| X|HE HT ot 124 Bjjo|Z0| X[HE HTI0| /e Bt 45 & HoiEL
Ct. 2lo|20| e X2 0|4 M8EIX| ot= Ho 2 7t | 0|20l Secrets Manager0i| A A| 7
2 o "Lct.

Hot ot s H™ 46


https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/update-secret-version-stage.html

AWS Secrets Manager AL 7Hol=

ﬁys ecret \
P AWSPENDING AWSCURRENT AWSPREVIOUS

credential10 credential® credential®

B Laoein

| credential3 ) credential?
credentiald credentials ‘ credentiald ‘
credential? credential 1 ‘

AWS Secrets Manager 29t 25 9| JSON # &

Secrets Manager 22t &5 0fl IAE £ &= HEO|L2|E %|CH 271Q) 65,536HI0|ETFR| K& e 4= Ql&
LiCt.

the section called “Lambda & +2Z Ix{|"E At2e FR Hot

250 2 =
JSON ZE=7} 23 fofof gfLICt 0§ S04 oi|O|E{H| O] & A} % 0| ZefEl Hot &5 0| F, uA|
7t HIO|EH|o| A0 4Z8st0] At EEHE YUO|O|ESEZ Eot 50l HO|E{H|0|A 44 HETE

I3t z[o{ok BfLICt.

2£2 AM835to{ O|O|E{H|0|A EOF r S o] A& TWERE AR, HoF et S o= IO|E{HIO|AE Al
5t= 5% JSON 7|-Zt Wo{7} £ & |o{oF & L|C} Secrets Manager= O|248t ZE=E A2 35H | O|E{H)
O|AE 2|5t I &+8 MEE 22 VPCE F&LCH

JSON 7| O|E 2 CH/AEKIE FEELICH

=HA

« Amazon RDS 2! Aurora A2 &

« Amazon Redshift A}74 &

« Amazon Redshift Serverless At7Z3 &3

Hot 259/ JSON +& 47



AWS Secrets Manager AL 7Hol=

« Amazon DocumentDB XtZd &
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Amazon ElastiCache A}74 &
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Amazon RDS Db2 QIAEIAO| AR AI2X}I7} K}AlO| A S E BHAE £ Qoo 2 HEO| Hot b5

Z #elx 1tH 3FE MSstoF Zuict

{
"engine": "db2",
"host": "<instance host name/resolvable DNS name>",
"username": '"<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>,
"masterarn": "<ARN of the elevated secret>",

"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",

"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

MariaDB
{
"engine": "mariadb",
"host": "<instance host name/resolvable DNS name>",
"username": '"<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",

"port": <TCP port number. If not specified, defaults to 3306>,

Amazon RDS 2! Aurora AtZ4 & 48



AWS Secrets Manager

AR 7H0|E

section

the section

"masterarn": "<optional: ARN of the elevated secret. Required for the the
called “## ###”.>",

"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}
MySQL
{
"engine": "mysql",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the
called “## ###”.>",

"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

Oracle

{
"engine": "oracle",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": "<database name>",
"port": <TCP port number. If not specified, defaults to 1521>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the

the section

called “## ###”.>",
"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

Amazon RDS 2! Aurora AtZ4 &
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AWS Secrets Manager

ALEXl 710|=
Postgres
{
"engine": "postgres",
"host": '"<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": "<database name. If not specified, defaults to 'postgres'>",
"port": <TCP port number. If not specified, defaults to 5432>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the section
called “## ###”.>",
"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"
}
SQLServer
{
"engine": "sqlserver",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to 'master'>",
"port": <TCP port number. If not specified, defaults to 1433>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the section

called “## ###”.>",
"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster.Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

Secrets Managerd| M M3 st= TA| g+ S22 ArSstt{H ChEot 22 JSON X E AFS &L
Ct H B2 712t 82 F7HE = U&LICEH o|E S0 CHE 21Tl X2 o|o|E{H| 0| A0 CHEF 1A
Ct

HEHE e =+ UsL

Amazon Redshift Xt74 53 50



AWS Secrets Manager AL 7Hol=

"engine": "redshift",

"host": "<instance host name/resolvable DNS name>",

"username": "<username>",

"password": "<password>",

"dbname": '"<database name. If not specified, defaults to None>",
"dbClusterIdentifier": "<optional: database ID. Required for configuring rotation in

the console.>"
"port": <optional: TCP port number. If not specified, defaults to 5439>
"masterarn": "<optional: ARN of the elevated secret. Required for the the section
called “## ###”.>"
}

Secrets Managerdil M M3 5t= mx| 3+ HESE AE52{H ChS Z2 JSON X E AFSE L
Ch 2 712t 42 F7HE £ U&LICH o|§ S0 CHE 212l SxI2 olo|E{H|o| A0 CHEF 1A
HEE Z8te = /J&LCh
{
"engine": "redshift",
"host": "<instance host name/resolvable DNS name>",
"username": '"<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"namespaceName": "<optional: namespace name, Required for configuring rotation in the
console.> "
"port": <optional: TCP port number. If not specified, defaults to 5439>
"masterarn": "<optional: ARN of the elevated secret. Required for the the section
called “## ###”.>"
}

Secrets Manager0i| M A3 M e "EESE AISSt{H ChEo 22 JSON FXRE AFSE L
Ch B2 5’|/7): W ”7@ = &LICH ol § S0 Ot E 2I™el =X|& ol o|EH| ol A0 CHEF 44
MEHE=® Ct.

Mm
o T
i

"engine": "mongo",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",

Amazon Redshift Serverless AtZ4 & 51



AWS Secrets Manager AL 7Hol=

"password": "<password>",

"dbname": '"<database name. If not specified, defaults to None>",

"port": <TCP port number. If not specified, defaults to 27017>,

"ssl": <true[false. If not specified, defaults to false>,

"masterarn": "<optional: ARN of the elevated secret. Required for the the section
called “## ###”.>",

"dbClusterIdentifier": "<optional: database cluster ID. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

"dbInstanceldentifier": "<optional: database instance ID. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>"

}

Amazon Timestream for InfluxDB E¢F &5 X

Timestream E0t &5 &
HEZSS A8 = U&LICH.

KFAIEE LI 2 Amazon Timestream 7HEt Kb FLHA 2] How Amazon Timestream for InfluxDB uses
secrets S HZTSHAMIL.

A HESE2 AF252{™ Timestream E¢F & 371 EHIE JSON #+X £ E£|0{ Ql0{0F & L|CH. RFM|EH
LH& 2 Amazon Timestream 7H& X} LA 2] What's in the secret EFHE B X SIHAI2.

Amazon ElastiCache X}73 &H

CtS oMo M= ElastiCache At 5FE MEst= 2o 352/ JSON 72X E EoiELICH

"password": "<password>",
"username": '"<username>"
"user_arn": "ARN of the Amazon EC2 user"

KEMIEH L& 2 Amazon ElastiCache AHE MEMO| AFEXO| &f 5 A& TA|E M L.

Active Directory At73 &&H

AWS Directory Service = 22t &t 3 & A& 735}04 Active Directory A} SH2 K& & LICH REA|IEF LY
2 AWS Directory Service ._F 2| 7}0|=.9| Seamlessly join an Amazon EC2 Linux instance to your
Managed AD Active Directory EHH2 HASHM Q. HE st ZH Rl =012 AHE5tE{H Ot o X2l 7|

Amazon Timestream for InfluxDB 20+ &t% 3

B
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https://docs.aws.amazon.com/timestream/latest/developerguide/timestream-for-influx-security-db-secrets.html
https://docs.aws.amazon.com/timestream/latest/developerguide/timestream-for-influx-security-db-secrets.html
https://docs.aws.amazon.com/timestream/latest/developerguide/timestream-for-influx-security-db-secrets.html#timestream-for-influx-security-db-secrets-definition
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/User-Secrets-Manager.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/seamlessly_join_linux_instance.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/seamlessly_join_linux_instance.html

AWS Secrets Manager AL 7Hol=

O|FO| HefLICt Egs THQl =2 ME5HK| g2 4%, X & HES I=o dBE U=
BB HLE AI85l0d 2ot 50| 7| 0|2 HEE = UELIC
Active Directory 20+ &t 3 & 1| 5l24™ Active Directory il Bl Z2! 2 AFS 5t ELICH
Active Directory credential
{
"awsSeamlessDomainUsername": '"<username>",
"awsSeamlessDomainPassword": "<password>"
}
Hot s & WASte{™ TH Q! Cl=Ee IDE Z&FLICH
{
"awsSeamlessDomainDirectoryId": "d-12345abcé6e",
"awsSeamlessDomainUsername": "<username>",
"awsSeamlessDomainPassword": "<password>"
}
Hok ot 5 E keytabO| ZEHEl HOF 9t 5 9} 817 AR5t ZR0= keytab EOF 2t 5 ARNS 3
ghlct
{
"awsSeamlessDomainDirectoryId": "d-12345abcé6e",
"awsSeamlessDomainUsername": "<username>",
"awsSeamlessDomainPassword": "<password>",
"directoryServiceSecretVersion": 1,
"schemaVersion": "1.0",
"keytabArns": [
"<ARN of child keytab secret 1>,
"<ARN of child keytab secret 2>,
"<ARN of child keytab secret 3>,
1,
"lastModifiedDateTime": "2021-07-19 17:06:58"
}

Active Directory keytab

keytab I+ E A& 310 Amazon EC29| Active Directory |01l 153t ghgdol CHEH LIS

Deploying and configuring Active Directory authentication with SQL Server 2017 on Amazon Linux
2 EME BEHMR.

Active Directory Xt &&H 53


https://aws.amazon.com/blogs/database/deploying-and-configuring-active-directory-authentication-with-sql-server-2017-on-amazon-linux-2/
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"awsSeamlessDomainDirectoryId": "d-12345abcé6e",
"schemaVersion": "1.0",
"name": "< name>",
"principals": [
"aduser@MY.EXAMPLE.COM",
"MSSQLSvc/test:1433@MY.EXAMPLE.COM"
1,
"keytabContents": "<keytab>",
"parentSecretArn": "<ARN of parent secret>",
"lastModifiedDateTime": "2021-07-19 17:06:58"
"version": 1
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37| AWS Secrets Manager

+ AWS Secrets Manager 29t ¢t ArA]|

» AWS Secrets Manager 29 &f & =S¢

- O|M Eot &5 EiT X|'d AWS Secrets Manager

AWS Secrets Manager 29t &5 7} AO|0|E

2&, CLI £& SDKE AS3sto] ot of 5 212 Ad0|EE £ laLict 2ot ¢f 5 Zhg Yolo|E3
™ Secrets Manager= AH|O|E 2|08 AWSCURRENTZ(E) AS5to] ot 25 o M TS M EE

LICt Blo|g AWSPREVIOUSO|(7F) AUE O HHO= A& AMAE = J&LICH XA BolEE F
7+e =5 Q&L REMIBH L8 2 Secrets Manager HA{E 2 HZEFHM2

1. https://console.aws.amazon.com/secretsmanager/0{| A Secrets Manager 2& 2 QL|Ct

2. Hotets SR 2ot s E MEdgFLICH

3. Eotots AR HE Ho|x|o| JHE ol Qs Eot of s Zh MMojA 2ot o5zt S M3
CtS HE S dEEL o
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https://console.aws.amazon.com/secretsmanager/

AWS Secrets Manager

AWS CLI

AR 7H0|E

- FHIE Mo BES U5t H HHE 7|F0| HMAEHL REEIEIZF EE mieto|e{of HMAE 2
0| U&LIC. the section called “E AF& 304 AWS CLIAWS Secrets Manager 20t &5 & MHE
2ol 9™ 2tal" g XML,

Ct2 put-secret-valueMH= F 71| 7|-2f o2 M HTo| Hot &t S & OhEL|Ct

aws secretsmanager put-secret-value \
--secret-id MyTestSecret \

--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"

CHZ put-secret-value2(=) AEX X|H AH|O|F Bi|o[E0| U= M HHS MEELICH M
EHZ0i&= MyLabel 2 AWSCURRENT &i|O|£ 0| {{&L|C}.

aws secretsmanager put-secret-value \
--secret-id MyTestSecret \

--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"
--version-stages "MylLabel"

AWS SDK

1020iCt & H o4 X|EH X2 Z PutSecretValue £ UpdateSecret2 E&6IX| ot 0| £
&LICt PutSecretValue EE= UpdateSecret2 ££35l0{ 2ot &3 72 0| O|E 3™ Secrets
Manager= M HHZo| ot efr 5 £ MAgrL|Ct Secrets Manager= 1007HE &= 0| 2 f 20|
0| X|™HE|X| ef2 HHE M 7HSER|TE 24 AlZF O|LHof| MAE M2 X|7435H K| et &L|Ch 1082 0lcH &
H o|a Eot &t S 7t 2 YOOI E 5+ Secrets Managerd| M M 7H{stE HEELCH H B2 HTO| MK
1 Hotors g™ stehEro]| EESHA| El L}

—

0“I m

Hot s ZI% 2]0| 0| E 6 24T UpdateSecr t EEE PutSecretValue2(E) AFHE3IMI2. REA|IE
A
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Secrets ManagerE AF2350{ &3 MY

Secrets ManagerZ AF235tE YEHH QI I{EI2 Secrets ManagerdlA & & A48t C}Z, OlO|E{HIO|
A EE MHAM Y EEE A85HE RJULICH ChSo 22 HAMEE AL&35t04 0|8 s=&8E =

A& LICH.

« AWS CLI - EHHE BIZSHAA|
« AWS SDKs- EHlE & X5t A|2GetRandomPassword.
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Hotot3E oM KXoz 2w

AWS CLIE At83H Eot &5 Aol AZE B0|E2 0|55t ot AEE O TS E K|EE &
U&LICH Secrets Manager7t 2ot &t 5 0| HTE ME S iHof CHet L
o|_|- 'o:||-§_ H-|7<‘|” MIA=|° x|-7<°|.k||o

=
2 2 the section called “&

C}S update-secret-version-stage O{X|0AH= AWSCURRENT AE|O|& ti0|€& Ol HH

ol Hot k5 2 O|SELICtH Ol 83l EoF ¢S E O HHMS 2 T|E&ILICH o] MOl IDE &2
£4™ Secrets Manager £ 0| list-secret-version-idsE AFE38IHLE TS &QlEtLCt

Ol of| Aol A AWSCURRENT gi0]2 0] = T2 a1b2c3d4-5678-90ab-cdef-EXAMPLE111110]
1, AWSPREVIOUS &|0|£0]| Q& HT2 a1b2c3d4-5678-90ab-cdef-EXAMPLE222222lL|C}. 0] of
Mol A= AWSCURRENT |0[&2 BT 111110{|A 222222 O|S & LICt. AWSCURRENT 2|0|= 0|
0| M7HEIEZ, update-secret-version-stage= AWSPREVIOUS Bflo|€& alig HH
(11111)22 AH52 2 0|S&Lct I A, AWSCURRENT 2! AWSPREVIOUS HZT0| M2 m&l|E
L|Ct.

aws secretsmanager update-secret-version-stage \
--secret-id MyTestSecret \
--version-stage AWSCURRENT \
--move-to-version-id alb2c3d4-5678-90ab-cdef-EXAMPLE22222 \
--remove-from-version-id alb2c3d4-5678-90ab-cdef-EXAMPLE11111

AWS Secrets Manager 20 &5 0| 2t S35 7| 44

Secrets Manager= AWS KMS 7|2t ClIO|E{ 7|1& A8t S5 A S3HE AI85to 4 HEot 5 22 &
SELCH Zt 2ot &S of| A8 E KMS 7|8 MElE &= U&LICH & A8SHHLE T2 HE[™E 71§ A

ol
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28 AWS 2l 7| aws/secretsmanagers U&LIC}H CHE
secretsmanager, AtE0] [HE H|E2 gi&LICt CtE0M £
KM KMS 7|1& AH&36tod A[etHLE 7| MM E MESIE{HE ALSELICH 12

called “KMS 7|0f| CHeF & 0|(7t) 2{0{oF BfLICt. 24 2 E[H 7| AHE HIE0f CHEt
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£ I A|5ted™ AWS KMS A& 7| AN E At8st= 1 &2ld 7|140| E&LICH RHMEF LIS
2 AWS KMS 7| A E & ZESHM L.

535t 7|8 ¥35t™ Secrets Manager7t M 7|2 AWSCURRENT, AWSPENDING, AWSPREVIOUS
H™Z CHA| S 3tELICH 2ot &5 71 27| 72 WXISH7| 28l Secrets Manager= 2 E 7|&E
HME o|™ 7|12 &5 stELIc &, o|™ 7| == M 7|18 AF838H04 AWSCURRENT, AWSPENDING,

=
AWSPREVIOUS HTE |55 5te = U&LICH O™ F|oi| CHEF kms:Decrypt HEH0| gis <, &=
3t 7|8 45t Secrets Manager= 20 &f 3 TS 55315101 0|8 CtA| &5 5te 5= glgLiC
o
=

FE 3to| x| ef&LICt
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= UCSF ottdH M 7|2 M HEo| Hot et & HFL
o
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o
S 3steted™ M 7(oi CHEF #BHO| QJofof FFLICH.
gl 7|12 H|&443}5HH AWSCURRENT, AWSPENDING & AWSPREVIOUSES(E) M|l &f & H
P == igLIC Blo|E0| X|™HE CHE Bt &5 | A& AMASHEIE B the section
) AE35tod M =35t 7|2 T HTIS CHA| ddstiok &uct.

2. Hot otz SSolM ot ¢sE Mestct
3. Eot ot ME HE HO|x|o| Het o5 AR B MMM TAIS MU £ ot 25 7| HER
MEErLIC
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AWS CLI

Hot ot 5 o] of

AWSPREVIOUS
{70 7% A
M2 ChA| MAl

mlo }ol-
mlm

3} 7|& HEE O3 O™ & 535t 7|E HIE 36t E AWSCURRENT, AWSPENDING &
) L|C}. Bf|o|E0| R|H=EICIE Hot of s
2(E) AH83tod M 2235t 7|2 ST H

== —_
ok
r
[u]

Hot et =of et =35t 7| BB (AWS CLI)

-_—

CtZ update-secret IA|MIME A2 Z! 22 &= 35t= Ol AFE El= KMS 7|1& YOHIO|EE L
Ct. KMS 7|= Al X1t s Y8 270l R{oof &Lct.

aws secretsmanager update-secret \
--secret-id MyTestSecret \

--kms-key-id arn:aws:kms:us-west-2:123456789012:key/EXAMPLE1-90@ab-cdef-fedc-
ba987EXAMPLE

2. (ME AE) AFERE XIH BllolE0] e 2o &3 HEo|
otci™ aiE TS ChA| BRS040k ErL|ct

rr

82 M 7|& Ar83stoq ChA| &= 5t

HHE Ao BHES U2d5tH HH 7|5 0| BMAL|HL FEEZIEI7F B mheto|E{ol| HA|AE 2
30| QU&LICH the section called “E AF&3+04 AWS CLIAWS Secrets Manager 29F &5 & KM%
g o] 2 e 2(8) HZSHAM L.

aws secretsmanager get-secret-value \
--secret-id MyTestSecret \
--version-stage MyCustomLabel

aws secretsmanager put-secret-value \
--secret-id testDescriptionUpdate \
--secret-string "SecretValue" \
--version-stages "MyCustomlLabel"
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AWS Secrets Manager 2ot &3 =%

2ot S E BHE Aol el EoF ef 37} M
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Ch CHE AMH|A0M dEet Eot 5o 2 TOHE A-IHIé A&3to 4 (2 & ?QHIOIE%U-ILP imes ko)

Hot ots #elAtE A™HSH7| /s 22 &3 O|§2 HEE = U&LUICH CHE MH|A0M &Elst=
Hot ets = sl MH|A Q| ID7F MF AR E&LICH EE=0|AM describe-secret@ AWS CLIZE & CHS
Z= & dEgLICtowningService. AtMIEF LIE2 CHE MH[AOM 2ot EoF &S B ®X
SHAAIL.
zhelste 2o b sof CHall M, 2lAA 7|8 HA 535t 7| EHOE =HE = JU&LIcH 535
Hotets 72 HEE s UXIE THE AS oP04 A 5HE 28ste 2o &5 Zf2 Holo|ES
= W0| E&LICH A E 5™ Secrets Manager2| 2ot 25 o H|O|E{H|O|A EE= AMH|AQ| Rt &
Ho| 25 Holo|EELICH O|E A otH ZEI0|UETL 2ot &f 5 Zf2 T W &4 2 52 &4
ST MNEE 7IMRESE Eot 257 RIS 2 STISHELICH XA LI82 2ot of s WA EHeg &
ZHAAIL.
Secrets Manager= 22 & £H& [ CloudTrail 21 &5 MM LICH KA LI 2 the section
called “E AFE35l04 21 AWS CloudTrail ” EHHE B RSHAAIL.
Hot a5 (24)E Yolo|Este{H
1. https://console.aws.amazon.com/secretsmanager/H| Al Secrets Manager & & @iL|C}.
2. Hotots SRoM 20t 45 E MEHRFLICEH
3. Horets M HE Ho|X[oM Ctg &Y & StLE & ELICt
Hot 2t 3 0| O|FO|LF ARNS HAE £ QicteE W2 fHHMIR.
- AMHZ2 UCO|o|EStE{™ 2ot &f 5 M HE (Secrets details) AlM0{ A ZFd(Actions)2 MEH
8t & MY HZE|(Edit description)2 MENEHL|CH
« 2353 7|2 YUo|o|EFHE{M the section called “E Ot &S0 CHEH 55 7| HAS(E) &E
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EfT X|H"2 =AML,
- Hotots Zt2 YO|0|E5tE{™ the section called “E0F &5 Zf UCI0|E"E(E) & ZFIML
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AWS CLI
Example 2ot & M AH[0|E

CH2 update-secret Of0fME EoF 2t 5 of Cist M E A O|EELICEH

aws secretsmanager update-secret \
--secret-id MyTestSecret \
--description "This is a new description for the secret."

AWS SDK

1020ict & H o4 X|E™M2Z PutSecretValue = UpdateSecret2 S E3HX| ot X0l £
&LICt PutSecretValue =& UpdateSecret2 ££3504 2ot &f & 72 O O|E 3+ Secrets
Manager= M HHZ1o| ot @t 5 & MA8rL|C} Secrets Manager= 100712 ‘&&= 0| U2 i 0]
£0| X|IYE[X| ot 2 HHE M 7HSHR[EE 24 AlZk O|LHol| M El T2 M7 X| e &LIct 10=20tCt

B o4t Hot &t $ Zt2 40|0|E5HH Secrets Managerdl| A XM 7{3HE HMELCH O B2 BT 0| MM E
I Eotots HM e R ZEStA Eolct

Hot et & ¢|0|E5tE{™ UpdateSecret &= ReplicateSecretToRegions2(E) AHS5HA
Q. RtMIEt LHE 2 the section called “AWS SDKs” EHlg & X35t AIL.

oM 2Ot & & & 7| AWS Secrets Manager

ZiE] Qlo| Hot ¢t 5 2 ZHAME A, Secrets Managere= 20 &5 0|8, M™H, Ef1 7| 2 E{1 Ztol 7
S URIAZILICH BE| 9= HMS (YARKE PESK| tom B4,/ = 43} 22 S5 BX
E FAIStI Aot EXEF AFSELICH EE §10| AAE [ Secrets Managere= A4 EAtE 2 &4
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2 Fo{E d}3to{ LEELICE o|& S0{ credsDatabase#8925 M Cro{2 Ql245tH 0|2, MH,
El 7| & 242 =E creds, Database, 8925 ZHMSL|CT.

Secrets Manager= &5 & LIQ% [f CloudTrail 21 &5 MAMgHLICH RFMIEH LI 2 the section
called “E& AF&3t0{ 2 AWS CloudTrail ” EHHE & ESIAA|I2.
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* My Description
* my description
* My basic description

* Description of my secret
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EXE Hot ets

—

E} 7|of A2 R &0t LX|StTD CHAZAIE FEELICE 0| & 01 Ei 7|(Tag key): Prod= Ei 1
Production 2 Prod1O| Z&E 20t ¢f 5 & &6t X[BH BT prod EE= 1 Prod7t Z&E 2ot
ef s = gretst x| et & L.

EN1 2

=

Ef2 Ztol AlZ 220 AR5t D CHAEAIE FEF LICH o|& 04 Ef 2k(Tag value): Prod= Ef
1 Production & Prod10| Z&E E2ot ¢t & BHEH5HX|2t Ef T Zf prod £ 1 Prod7t £&
El 2ot of & = Bttt x| et &Lt

Ls =

AWS CLI
Example Ao Eot &t 3 =5

CHE list-secrets A|0ME AlHo| Qle B¢t &5 S8 7IX4SLICH

aws secretsmanager list-secrets

ok

2=
= =

M

Example 7|59 £ ot o HE

CHE list-secrets A E AH0IAM O|&0] Test7t YU EOF &S S EE 7IX4SLICt 0|2
ZEZI2 CHAEXIE 28 Ct

aws secretsmanager list-secrets \
--filters Key="name",Values="Test"

Example CH& AWS AMH|AOIM BE|5tHE 2ot &S 37

CI2 list-secrets OAl= MH|AOM EE|5t=s EHot ots 222 71X SLICH IDE MHIAE K|
gtL|Ct REMISH LHE S CIE MH|AOAM ZESlE 2o &5 Bl 2R SHAAIL

Oﬁ

aws secretsmanager list-secrets \
--filters Key="owning-service",Values="<service ID prefix>"
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AWS SDK

AWS SDKs & 5tLIE AI835t0 2ot S E Hog{HE ASELICH istSecrets. AtMIEF LI
the section called “AWS SDKs” B2 ZXsHAAIL.
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AWS Secrets Manager 20+ 2F S AMA||
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E MX|5t2{™ secretsmanager:ListSecrets & secretsmanager:DeleteSecret
4040k BfL|CH.

rok ro

>~0 I.ol,

¥ HL

lI°|'
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called “E AF23t04 21 AWS CloudTrail ” EHE & X 5HAA|2.
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2ot &t3 MF HE (Secret details) M A404| A & (Actions)2 MEASH F E Ot F 5 AMX||(Delete
secret)& ME4EFLICY,

4. Hotets AL SX| A A of 2k (Disable secret and schedule deletion) CHEl 4 XFoi| M CHZ| 7|Z¢
(Waiting period)0l| 7o 2 AKX E[7| K| CH7 | e+E U=ELICE Secrets Manager=
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https://console.aws.amazon.com/secretsmanager/

AWS Secrets Manager AL 7Hol=

H

52

DeletionDateZl= ZEE

g og atez dEgL

5. AFA| 0d2F(Schedule deletion)S AME4EFL|C}.

Zot o

]
In
1]

SN A AlZH, 57 7(ZHo XIEE L

o
ol

A El 2ot &

He{H

fok
i

1. https://console.aws.amazon.com/secretsmanager/0| A Secrets Manager 2£& L|CI.
2. HOot ef 5 (Secrets) HO|X|AM 7|2 MY

(Preferences)('@'
£ ML}

o

7|2 A ChEt &RtolM ATK o &2 B A2 MEfst = KT E MEfgfLCH

SME 2o A3 E Afx|sE{H

https://console.aws.amazon.com/secretsmanager/0{| A Secrets Manager 2& 2 ¥ L|C}.

7@ 2ot gt s & MEigtLCt
ot &t s = Xl(Replicate Secret) MMM SHE 2ot 5 & MEHFLICH

Xt d(Actions) M0l A S| & AHX|(Delete Replica)E =48 L|Ct.

Ranl < A R
bal FE

AWS CLI
Example 22t &f & AMK|

CIS delete-secret A E EoF &S E AMX|EILICE DeletionDate S & ‘_é' of ot &l AlZH
K| restore-secret® HOt &t S & |7 = Q&LICH CHE 2|T™ol| SX|E EoF &t S & AFK|
&t24M MK remove-regions-from-replication(Q)Z s SHES A47(“ 8t CI2 delete-

secret2(E) 2E& &Lt

aws secretsmanager delete-secret \
--secret-id MyTestSecret \
--recovery-window-in-days 7

Example 20t & S FA| &K

CtS delete-secret Al =7 7|2t gl0| HA| 2ot 45 & AXELICH ozt Eot E= |+
& 2 oda | |C}.

HA EH
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https://console.aws.amazon.com/secretsmanager/
https://console.aws.amazon.com/secretsmanager/
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/delete-secret.html
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/restore-secret.html
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/remove-regions-from-replication.html
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/delete-secret.html
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/delete-secret.html
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/delete-secret.html

AWS Secrets Manager AL 7Hol=

aws secretsmanager delete-secret \
--secret-id MyTestSecret \
--force-delete-without-recovery

Example S A& 20t &5 Ax|
Ct= remove-regions-from-replication OA|0 M= eu-west-32| SH| 2ot &5 & AMA|E L
Ct. CtE EI™ol| |XE 7|2 A2EE aFAste{H HA SXES e TS delete-secret2 &

M™Mo=z s&E8HLCt.

aws secretsmanager remove-regions-from-replication \
--secret-id MyTestSecret \
--remove-replica-regions eu-west-3

AWS SDK

Hot et B MA|52{H DeleteSecret HHS AIELICH
M|5ted™ UpdateSecretVersionStage Y2 AFSELICH 5
StopReplicationToReplica BHEE ASELICH RHAIEH LI 2 th
ChelS &R 3HAIA|Q.

AWS Secrets Manager 22+ & & &

0||

Secrets Manager0 M= &FA| of| & Eot &t 3 & [ Ol AFSE[X| b= W2 7+F5tH oA &Y
MM A = gi&LICH 57 7(|2H0| X[ ¥ Secrets Manager= 20t S & %'-T”‘—.QE A gL CH
Secrets Managero| A 20t & S & AKX Foll= SF7& = I&LICH |57 7(ZHo] BLH7| Hof| 2ot
AEE SF5ITI CHA| HMAE = U&LICH O|ZH 5t B7 &K 0 2FE F|A 6= DeletionDate
Zic 7t M7{E L ct.

0

Z2&0M 2ot & S 9 HEIG|O|EHE = #6t21™ secretsmanager:ListSecrets &

secretsmanager:RestoreSecret #&to| QlofoF &L CH

Secrets Manager= &

ot S £ S¢E [ CloudTrail 21 €= MAMSrL|CH REM|IEH LHE 2 the section
called “E AFE35t0{ 21 AW

o O
S CloudTrail ” B2 & X 5HA AL,

Hok ot

fok
o

(Ze) =

1. https://console.aws.amazon.com/secretsmanager/0{| A Secrets Manager 2& 2 JL|C}.

2. Horots BEEo|AM EXHE HoF k5 E MEHSHL|CY.

=2 1L
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https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/remove-regions-from-replication.html
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/delete-secret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_DeleteSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_UpdateSecretVersionStage.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_StopReplicationToReplica.html
https://console.aws.amazon.com/secretsmanager/

AWS Secrets Manager

AR 7H0|E
AXE 2ot ST 2ot of S S50 LIELX| i 32 7|8 d4F

=2 O
(Preferences)('@'
2 MEISLICH 7|2 A% Chst &R0 M A X o™ &5 EAIS MBS 5 MEE MEFLICH
Hot ots ME HE (Secret details) H| O X|0f| A A K| F| £ (Cancel deletion)& =48} LICE.
Hot ot s ArK| F|4(Cancel secret deletion) CH3F &F K04 A 4H K| F| 4 (Cancel deletion) & A1E88f
LICt
AWS CLI

Example O|Ziof| Abxl|st £ oF o

OF ot 5 F517|

CHS

restore-secret O A|0IAME OO0 & A7} o HEI EOF &5 & S4EL|C}.

aws secretsmanager restore-secret \
--secret-id MyTestSecret

AWS SDK

MASIES EAIE Bt A5 E S

5t2d™ RestoreSecret HHES Al
section called “AWS SDKs” Et2 &t

g XFMIEH LIE 2 the

AWS CLI
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https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/restore-secret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_RestoreSecret.html

AWS Secrets Manager AL 7Hol=

ol 20t &5 Ei X[ AWS Secrets Manager

30l HIEFCIO|E{E &Y AWS Secrets Managerd &= Ql&LICtH EfO
-2t Ho{LIct EfIE A8 ST AWS ElAAE ZEletT AN HE
|

« HAZLZEI EfIE 7|gt OH M| A |0
« EXMHOtOS F= T 2MEQ} BHHEHIE FMAUES

Ef1E AF235t0o4 HHAE XNo{st= wEdol CHSt XEM|EH LHE 2 MIME EF X 5HA|2the section called
“Ef1E ALE35lo{ 2O o S of CHEF HAMA Koq”.

HI€ &% Ef20f CHEF REMIEH LI 2 AWS Billing AH2 MM Q| AWS H|E &2 Bl A2 2 F X6t
N<L.

Ef g2 2 0| XY A stof CHEt REAIEH LIS 2 AWS it 2= 70|29 EfT X|HE |8t MH|
A SEHEE HASAMR. Blas CHARKE FEFLICH

Secrets Manager= 20| E{1E X|™5tHLE E{2E SHAE [ CloudTrail 21 &5 HMELICt
XtMIEt L& 2 the section called “& AF&3t0{ 2 AWS CloudTrail ” B g FESHMAIL.

® Tip
TE AWS 2|AAM d2HE Ef R MAHE AF2ELCH 2] Alell= EHZ =] AL BH A

B 7|2 AFg HE

2L0|HEIOIHEE HoF S E &2 4 l2m AWS CLI, SDKs Resource Groups =7 & AWS A&
Sto1 B8 7[Rt B E|AAE SEEtT FHste A8X XIH 2&£2 MdeUct EE Efa7t U=
Hot ot $ B 3o pP{M the section called “2 0 &5 A7|"E & ZSIAML.

Secrets Manager 2£ AWS CLIEE = Secrets Manager APIE AF3510{ CH2 2 & £+ Q&LICh

- E{3E AtEsto Hoh f s Y
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
https://docs.aws.amazon.com/general/latest/gr/arg.html#taged-reference-quotas
https://docs.aws.amazon.com/general/latest/gr/arg.html#taged-reference-quotas
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-best-practices.html
https://docs.aws.amazon.com/ARG/latest/userguide/resource-groups.html

AWS Secrets Manager AL 7Hol=

- Hot S0l Ej &7t
- Hot 5ol BfT LI
=2

ot oft 5 of| A EN 2 K|

EH1E AL 3o 2o A5 E ERE 4 UALICH oS S0 2ot A3 E 85, AQK £k BEYE
2Re 4 aLich 2 Ef2ol Chal ZI9t 2tol HOIElY| 2o S5 278 S5 ASR KK Y
= MES M4 4 aLich 82 ej29l B 7Hx| oM YLt

* Project: Project name

* Owner: Name

* Purpose: Load testing
 Application: Application name

e Environment: Production

Bl X|EE Ar8st0d HIS &

EfT1E ALE35l0{ AWS HIE
E M35 AWS H| &

2 EFstn FHE Mal—ll:r °._F ot £ Z&5l04 AWS 2|2 A0 EHf
C F

= O
HFE LIEHHE Ef2(04: HIS NE, HEEIﬂIOI/K=| OI% EEE ¢%x+)% M3

SELICH HIZLIA
04 0421 A{H|A0f CHE
K| A

m
x

HIE S Helg &= UA&LICH RMIEH LHE 2 AWS Billing AHE AL ALE X X ZX| 21 Aof HI
8 Y EIT AZE HZEstML.

B2 A2t ofsH
ef 20l 8= Mate ol ZaLich
71 mg

-« ElAAE x|0H BT o~ (HIE)= 5070 Lc
E

- Bi 7|ot 2f2 WAERE FEY L—IEP
- MAE 2ot fSolEjaE HEsH AL HEE + el&LICh
Bl 7| A&

- ZHEj 7= nsator ELICH o|0| ArE 52l 7|1€ 7IT EfaE
a7} Ho{ar 7| Eluct.
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
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o O| S ALE AI2Xl CHAIO| MFALZ AlZESHE Ef2E AWS AWS MASHK|TF THEISHHLE A X|E 4=
= aws: 12 Z Z E1 F7|E AIRE £ iaLCt

« B 7|o] Zo|lE §L|ZE 1~128K}0{0F &rL|C}.

- Ef 7|0| EXZE RUIE EXL AL 3H IS D _ . /= + - @E2 EF EXTHHEEL
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Secrets Manager Z2&2 At&35t04 2o &S0 B X[

Secrets Manager Z&£ 2 AI&36t0 20t S ol E{OE BrE[g = JU&LIC.

Bl XY IS0l AMAStEH CHES +~>ELICH

1. Secrets Manager &2 LIC}.

2. M 2F0lM AHsts EITE MEELICH
_I

2ok ot 5 0f CHEt Y18 F7kat AL Bt
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https://console.aws.amazon.com/secretsmanager

AWS Secrets Manager

® Note
M HEO| #d3tElx| gf2 &F

LICH REAM[EH LHE 2

Hot Az oM Ef1E A7{sted™
HO|X|ofl M B2 B S B4 Chs K|7HE B 22| X7 otO|2 2 ME=EL

IZ MR HE ¢

1. EHetets
Ct.
2. XM¥ES M=sto KMHE HlstHLE Al FAE MEHSto] FAELICH

E ME5tod £ ef5of Bl X|'d AWS CLI

AWS CLI of| A

Example 20t &S0 Ef F7}
H 2RO Z EfOE A

CH2 tag-resource MA|AME Z

aws secretsmanager tag-resource \
--secret-id MyTestSecret \

--tags Key=FirstTag,Value=FirstValue

Example £0t &f S0l o4z Ef1 7}

Ct= tag-resource A= F 74| 7|-2t EHOE

aws secretsmanager tag-resource \
--secret-id MyTestSecret \
--tags '[{"Key": "FirstTag", "Value": "FirstValue"}, {"Key":

"Value": "SecondValue"}]'

oF et s 0| A Ef 2 A|AH

Example £ ¢l
Hot S oM & 7Hel N2 E MR LICH ZF Ef3o| 7(2f 2k

CH2 untag-resource OA|0MHE E
2= FM7HELCH

aws secretsmanager untag-resource \

: "SecondTag",
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https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/untag-resource.html

AWS Secrets Manager

AR 7H0|E

--secret-id MyTestSecret \
--tag-keys '[ "FirstTag",

Secrets Manager APIZ A& 73}04

"SecondTag"]'

Hot et of efa x|

Secrets Manager APIE AF&30{ Ef2 8 F74, Lt 2 AHE

Z5HMIL.

= A&LICh ollxE Cf

« ListSecrets: 2ot 50l MZE EJOE E= ListSecrets O AIE
e

« TagResource: 2ot &% 0il EfT F7}
« ENZ1 SHA|: 2Ot &S ofl A Ef T M| 7

Secrets Manager AWS SDKE AlE

H o} of
- =

ok

°|'0:I ol |_|-

O| Ej & HiFstEd™ CHZ API 542 AFS & LICH

g0 Ei X

+ ListSecrets: 2ot &t5 0] MBEI E|1E E = ListSecrets Ol AF2

==
- TagResource: Eot &5 0f Ef F7}

=
« UntagResource: 29t et S 0flAM Ef 2 X7

SDK AlZ0of| CHst RFM|EH LI 2 MM E B X SHA|2the section called “AWS SDKs”.

o M D#A-l% F

| =2 o

o2k
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https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_ListSecrets.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_TagResource.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_UntagResource.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_ListSecrets.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_TagResource.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_UntagResource.html

AWS Secrets Manager AL 7Hol=

T

C| X ZF AWS Secrets Manager 29 &5 x|

ofEfoll Hot 95 8 =AM AWS 21T 304 ST 2|0l 2 A OHEEIAH0144S KIIsHod 21T N2
9 S X|o1 AIZ T A S SFY 4 UBLIT LB LR IS SHE Ho g5 s 52 MY
HOE S78 12 SEHMOE NS S MY £ UALICH Secrets Managers XIHE 2IF0f 2
M Ef D BlaA HHD 22 A 5HE 2ot o Clo|E U HIEFDOlEIE SRIEHLIC

SHE 250 ARN XIS MOIStn 7|2 450 SUFLICH OIS S O+ 2L

- 7182 Bt &S arn:aws:secretsmanager:Regionl:123456789012:secret:MySecret-
alb2c3

SHz 2ot ¢s:

arn:aws:secretsmanager:Region2:123456789012:secret:MySecret-alb2c3

SEXME 2ot et 3of Ciet @2 HE = AWS Secrets Manager 222 & EHAIL.

CHE EIMe 2 SHE &4 O|o|E{H|o|A0f CHEF CIO|E{H|[0|A 2ot 215 HEE MEstH 2ot ¢S
of SHE AA CIO|E{H Ol A0 CHEH 42 HEJF T ELICH O Fof 2ot ¢S E SX6tH SAMES
AAHOHASO| EAE0| EH SYUSt 012 HEE ZEFLICH 2 A2 HEE 9|5 2ot g5 0f
=72 713t 8 g FItE = &Lt

7|8 2ot & Soi CHEF A E 7™ Secrets Manager7} 7|2 2|2 EoF & S & WAl|st 1 Af 20k ¢
S 20| AT 2R E SHE 2ot &Eof MubELICH 2E SAME 2o &5 o chal 7iExel TN E
zelg 2ot daLct

ZY5E ZE AWS 2[TolM 2ot 3 & SMF + A& L T2 AWS GovCloud (US) £ 8
= AWS 2|t 22 S 2[T0d| A Secrets Managerg At&5t= A< Ol248t S AWS 2|7 LHof| A
o 2ot 5ot SMES 8E = AeLct 2dEstE AWS 2|Te| Eot & & S 2ol SX|6tH
HL = 2ol Hot &t & 48 2o EXE = st

Hot S E O E EIe 2 FHste{H HA sHE 2IT1S At 5ok & Lct RhA[E LHE2 AwS E2[H
ZElE HESML

Hot ot 3 7t K& El 2|X 2| Secrets Manager QIEZQIEE 5 E5l04 SH|6HK| &E 1 0424 2|F0i| M
HotASE MEE = UELICL A=EQIE SE2 th section called “Secrets Manager ¢l =3 QI
ErdMg HFXSH L. SHE AH85to] I3 REE9| |2 E JiMsted™ 2| R =7 (DR) OHZ7 =1

=
AWS, IF: ZEtREL| 57 TE S HZSHAMR.



https://aws.amazon.com/secrets-manager/pricing/
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-i-strategies-for-recovery-in-the-cloud/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-i-strategies-for-recovery-in-the-cloud/

AWS Secrets Manager AL 7Hol=

Secrets Manager= &2 & SA#E M CloudTrail 21 & 52 ¥4
called “E AF835t04 23 AWS CloudTrail ” EHH2 ’E.*ZF_%}QM_C.D__

Hot A3 E O E B[z SHlstedH(ZEE)

1.  https://console.aws.amazon.com/secretsmanager/0l| A Secrets Manager 2& 2 L|Ct.
2. Hotots S50 2o A5 E MEfEFL|CH
3. Hotots ME HE Ho|x[e SX &iol MM CtE & stLUHE =& ELIct
-  Hotots 7l SXEX| 2 B 29 &t S SX|(Replicate secret)E MEAEFL|CY.
- Hotets 7l SXE ol 2ot &3 SX|(Replicate secret) MM A 2| FT7HAd

a. AWS Z|T(Region)oi M E ot &t & SX|5tDA 5t= 2™ MEHFLICH
)

b. (ME ALE) &S 3} 7|(Encryption key)olA 20+ 2t S & 2t S 3518 KMS 7|8 MEAEILICE 7|
7t Ex2 2I1zoi {lofof B LIC.

c. (ME AME) CHE 2IXE FItste{HA B2 2™ F=7HAJd more regions)S MESEHL|CH,
d. =x|(Replicate)S ME4ELICE

Hot ots ME HE Ho|X|Z2 SotZrL|ct 2ot ef & SX|(Replicate Secret) MMoi|Mq 2+ 2| S
S x| #El(Replication Status)7t E A|E L|C}

AWS CLI
Example CI& BTS2 EoF &5 =X

Ct= replicate-secret-to-regions O A|0M= eu-west-32 2 EHot &t 5 & SAELICH SX&2
2 AWS 22|18 7| 2 &3 3HE LICtaws/secretsmanager.

aws secretsmanager replicate-secret-to-regions \
--secret-id MyTestSecret \
--add-replica-regions Region=eu-west-3

Example 20t & s M & =K

CHE HAIIME eu-west-32 2 Eot A5 & MMt F SXELICH SME2 2 =S LICHAWS
ZH2|E 7| aws/secretsmanager.
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https://console.aws.amazon.com/secretsmanager/
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/replicate-secret-to-regions.html
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/create-secret.html

AWS Secrets Manager AL 7Hol=

aws secretsmanager create-secret \
--name MyTestSecret \
--description "My test secret created with the CLI." \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"
--add-replica-regions Region=eu-west-3

AWS SDK

Hot 3 & SX|stedH RepllcateSecretToReglons THE ASELICH RtM[E LIE2 the
section called “AWS SDKs” EHHE & X 5HAA|2.

oM S 2ot 438 SB MY 2ot 452 574 AWS
Secrets Manager

A 2ot et kol JlRolM SRIEE 2ot gL 2
I} HIEFCIOlE{7} SYUSHXIBH CHE KMS 718 AFR 30 @3 318 & QlaLich =X 2ol
o Hobe

=
F71& Melstn 7|2 2ot &f 5 °9P EE"‘*OE °*HIOIE%E = o
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>
=
%

U ne 0o E¥ I
o &
ol

T2 gEE NS £ QA EIH NS ST 2T Mo SXE Y38 SH ARE Y2 57T £
QUELICH EE SRR ha THE Heis 2P SH2S S AHH 20 452 5750k B

Secrets Manager= 2% 2| &2 22 [Mf CloudTrail 21 &35 2 Qg LICt XFAEH LI the
23 AWS CloudTrail ” EHHE HEHAAIL.

SHE 2o 458 sHsEHER)

https://console.aws.amazon.com/secretsmanager/H| A Secrets Manager 2 &0 23218 L|C}.
SANE 2[Hez o|sE Lt

1

2

3. HOot &5 (Secrets) HO|XIHAM SA| 2ot ¢t & MEAFHLICE

4. =X 2ot &5 MF HE Ho[X|oMq & A 2ot &5 2 & Z(Promote to standalone
secret)2 MEAEFLICY,
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https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_ReplicateSecretToRegions.html
https://console.aws.amazon.com/secretsmanager/

AWS Secrets Manager AL 7Hol=

21& 2ot of 5 2 & 7Z4(Promote replica to standalone secret) CH3t 2 X0l M 2| S
SXE £Z(Promote replica)S ME{EFLICH.

Example SX| E0t &S E 7|20 =2 &7

CtZ stop-replication-to-replica (A|0M= SA =t 7|2 &= 7to| 213 & M HELICH
SH AR =XE 2|He 7|12 AlaRe2 sAFELUCH A 2™ LHo|M stop-replication-
to-replicag® HY™MoZ 5 E5HofF FLCt

ol

aws secretsmanager stop-replication-to-replica \
--secret-id MyTestSecret

AWS SDK

EXEe S8 AYE 2ot A5 2 £745t24MH StopReplicationToReplica W& E AMELICH

O| BH2 HIEA| SX& 22 &3 2o M &350k B LICt REAMIBH LHE 2 the section called “AWS
=

AWS Secrets Manager SAl| & x|

Hot &5 = ReplicateSecretToRegions& At83t04 SAME &= 1, CreateSecret&
A835t0] et R SHE = U2 ALK} '='8F A& SHlste 4 Yxlete{H
AddReplicaRegions It2t0|E{7} L& El 242 R

=2 ALE5tH =2 2™ FII6HR| = &et
cHo| HE o x| E R EStMIR.

9| Condition

} R4XH
o T
|CF. P g e ZUE2 of

Example SA| T8t & K|

CtE HA X0l M SXE 2IdE FII6HX| e ZE HYUS 518t LdHS EoiELICH oA

5t ALE Xt ReplicateSecretToRegions X CreateSecret& S35l Hot 3 & SHE £ ¢

"Version": "2012-10-17",
"Statement": [
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https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/stop-replication-to-replica.html
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/stop-replication-to-replica.html
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AWS Secrets Manager

{
"Effect": "Allow",
"Action": "secretsmanager:*",
"Resource": "*",
"Condition": {
"Null": {
"secretsmanager:AddReplicaRegions":
}
}
}

- SA glo] 2o &5 MY

. OIF 2 FfLictel 2Iolet SxiS Ta s ot ok A
+ OIF & FjLictel 2|XofBt ot ot =x

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:CreateSecret”,

lltrue"

"secretsmanager:ReplicateSecretToRegions"

1,

"Resource": "*",

"Condition": {
"ForAllValues:StringLike": {

"secretsmanager:AddReplicaRegions": [

"US-*",
Neq-*"
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}
}
]

}

AWS Secrets Manager SX| 24 s4Z

AWS Secrets Manager S Al|l= C}Fst 0
Ql5tE{™ CtZ & stLIE ™8 E = U&LC.
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aws secretsmanager put-secret-value \
--secret-id testDescriptionUpdate \
--secret-string "SecretValue" \
--version-stages "MyCustomlLabel"
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Z2eto|HE & A} A JavaE AFE 35104 Secrets Manager 29t &5 Zf
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71 AXELICE 7|EXo 2 A= 2ot &5 E oAzt AHEJ_
CTHAIOIM Bt A5 2 AE TR|= F7|2 TAST EOF ot s o) e4Zd5t0d O BES TS

FHA| Z =7t SHAIEIT FHAl= 7HHIX| =& ZHE ME5HXK| f&LICH FHA| FRo= FHA| FE 37T

E 2 E[X| et&Lch FHA| 32 FHA| REAof| SHE -'|=-EH, HotE A3stst7ALE Eotol 2HE WFX|
I&LICt Al &= fE35tet 22 F7F Eot0| EHe st 3 MBS E Qe oA U FA HAMEE
ArE3stM2

Ol 7+ @A E A8stedH CH2 0| ZgLct

- Java 8 0|4 7{et B+ ARILICH Oracle ® AFO|E Q| Java SE CIR2ZEE T SHAM L.

AA FEE CIREZE324M GitHub2| Secrets Manager Java 7|BF 7H&! 2EI0|01E A 2 A8 & X
StA 2.

ZZMEN 4 2AE F7I5t24H Maven pom.xml IHL0]| CHS dependencyE E & & LICtH Maven
ofl CHEH XEAMI8H L& 2 Apache Maven Project & AFO|E Q| A|Ef OHHME R EFHAMIL.

<dependency>
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<groupId>com.amazonaws.secretsmanager</groupld>
<artifactId>aws-secretsmanager-caching-java</artifactId>
<version>1.0.2</version>

</dependency>

x]

o3t

—

rot
rot

* secretsmanager:DescribeSecret

* secretsmanager:GetSecretValue

RHMIE LIS HEt AT BES AT SAAIR.

HlHHA
» SecretCache

» SecretCacheConfiguration

» SecretCacheHook

Example 20t ef & M

CHE ZE Ao Eo &5 EXYE AMSHE Lambda & Ho{EL
B Q|8 9| FHA|E QIAEIASISI= 2E A E (22 2 Lambda &

% ZEotX| pi&LCH

package com.amazonaws.secretsmanager.caching.examples;
import com.amazonaws.services.lambda.runtime.Context;
import com.amazonaws.services.lambda.runtime.RequestHandler;
import com.amazonaws.services.lambda.runtime.lLambdalogger;
import com.amazonaws.secretsmanager.caching.SecretCache;
public class SampleClass implements RequestHandler<String, String> {

private final SecretCache cache = new SecretCache();

@Override public String handleRequest(String secretId, Context context) {
final String secret = cache.getSecretString(secretld);

// Use the secret, return success;
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AWS Secrets Manager AL 7Hol=

SecretCache

Secret Manager0il M &8 Hot et s of CHEh 1 M2 2| FH A the section called “getSecretString” &
i the section called “getSecretBinary”& Al&3t0{ FHA|0|A] £ Ot 25 E HAMErL|CH X2 the
section called “SecretCacheConfiguration” Z4&|0f] Z1E 5104 FHA| MHE F+HE &= U&LIC

oM E Z &t REAISH LI 2 the section called “2CI0|HE & F{AIS AL 8t Java’S B XML,

Constructors
public SecretCache()

SecretCache Zi&{|of CHEF 7|2 MMR}
public SecretCache(AWSSecretsManagerClientBuilder builder)
M3 E AWSSecretsManagerClientBuilder 2 24435t Secrets Manager 22I0|HEE ALE 5l

o M FHAIE e LICt O] WHRHE ALE3l0{ Secrets Manager 22I0|HEE AHE A X|HEfL

CHol: EH I L= AEXZQIEE AFSSIEE AFS X X|H).

public SecretCache(AWSSecretsManager client)

M3 E AWSSecretsManagerClientE AFE35l04 A E0F &

Z IHAIE YEEfLICt ol HERE
AH2 8104 Secrets Manager 22+0|HEE AL R XM ELICHO: SX B E=E S ZQIEE M

=5 ALERE X|).

public SecretCache(SecretCacheConfiguration config)

MEE the section called “SecretCacheConfiguration”2 AF&3t0{ M 2Ot &5 FH
AlE ddELich

HME
getSecretString
public String getSecretString(final String secretld)

Secrets Manager0l M 22Xt 2ot &t & HMBLICH StringS BreterLct
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getSecretBinary

public ByteBuffer getSecretBinary(final String secretlId)
Secrets Manager0i A O|Zl 2ot &S & AMBILICH ByteBufferS BHetefLICt
refreshNow

public boolean refreshNow(final String secretId) throws
InterruptedException

FHAIE ZAE M2 D2ILICH @57 Q0| M2 TR0| &2 5= AR trueE HHetstn O X| otom™
falseE HHEHEFL|CE.

close
public void close()

FNAIE E&LICH

SecretCacheConfiguration

FHAE 2ot et S of CHEr =ICH FHAl 271 & R K| AIZHTTL)Z Z2 the section called “SecretCache”0f|
CHEF FHAl 72 S M.
MRt

public SecretCacheConfiguration
SecretCacheConfiguration Z4&|0i| CHEH 7|82 HAX}
HAM=

getClient

public AWSSecretsManager getClient()

FHAI7F Hot &t 5 & ZHME AWSSecretsManagerClientE gHetghL|CEH

setClient

public void setClient(AWSSecretsManager client)
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FHAI7F Hot &t 5 E ZHME AWSSecretsManagerClientE A& EHLICEH

getCacheHook
public SecretCacheHook getCacheHook()

FHA| AC|0|EE @5t = O AF2 E|= the section called “SecretCacheHook” QIE{H| 0| A S HF&tsHL|
Ct.

setCacheHook
public void setCacheHook(SecretCacheHook cacheHook)

FHA| LO|0|EE A5t O AF E|= the section called “SecretCacheHook” QIE{H| 0| A S Ad%X{sHL]
Ct.

getMaxCacheSize
public int getMaxCacheSize()

Z|ch FHAl 271& gRerErLIct 7122t

ro

Hokers 1,024 70 LICE
setMaxCacheSize
public void setMaxCacheSize(int maxCacheSize)

Z|cH FHAl 271& HEELICH 718

rlo

Hot &t s 1,024 70 ]LC.

getCacheltemTTL

public long getCacheItemTTL()

INAE E=of CHE TTLE LE|x B2 BHetEfLIcH 7HAE 2ot 2571 O] TTLE =15t FHAI=
A e

o
AWSSecretsManagerClientO|A 2ot S Of A AHE S AMEILICH 7|22t2 HE|Z TR(E 1A
Zhduict.

TTL O|F0f EoF &5 7}

27t 2 2ot 958 572 ME DELCH 5714 M2 2Ol
Mujste AHAls et )

setCacheltemTTL

public void setCacheItemTTL(long cacheItemTTL)
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A E & Sol cHE TTLS 22X B2 MdYeLch FHAE &S 7 O TTLE Z1HtH FHA|
AWSSecretsManagerClientOA 2ot 2t S O A AHE S AMEFLICH 7|2
ZHIL|Ct,

getVersionStage

public String getVersionStage()

FHAls HOl of 5 o] A HEESHL|CH AFM|BH LIRS HoF of 5 HAS A XsIMQ. 7|27t
"AWSCURRENT" & L|C}.
setVersionStage
public void setVersionStage(String versionStage)
e EoF A5 o] TS MMELICH RtMEF LIS 2 22 25 HEE HXstMe. 7|22

"AWSCURRENT" & L|Ct.
SecretCacheConfiguration withClient
public SecretCacheConfiguration withClient(AWSSecretsManager client)

Hot ot s & ZAME AWSSecretsManagerClientE& AEELICH M MHEo 2 C|0|EE
SecretCacheConfiguration Z4x|E gtEtstL|Ct

SecretCacheConfiguration withCacheHook

public SecretCacheConfiguration withCacheHook(SecretCacheHook cacheHook)

Rl HZE| FJHAIE edste= Ol A8 El= QEHO[AE MAELICH M MHo 2 YOo|EE
SecretCacheConfiguration Z4X|E gt

SecretCacheConfiguration withMaxCacheSize
public SecretCacheConfiguration withMaxCacheSize(int maxCacheSize)

Z|CH FHAl 27|18 EYEELICH M MHOo 2 O|0|EE SecretCacheConfiguration Z4&{|E BHet
gt

SecretCacheConfiguration withCacheltemTTL

public SecretCacheConfiguration withCacheItemTTL(long cacheItemTTL)
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NSE Z=of cHet TTLE Zelx Belz dEELICH JHdE &7 Ol TTLE st FHAI=
HOoF 5ol M AtE2 2 AMELICH 7222 EEIZ BRIZ 14

AWSSecretsManagerClientOiA 2ot &
2 YC|0|EEl SecretCacheConfiguration ZH&|E BHEHEFLICH.

Zheduict M dEe

SecretCacheConfiguration withVersionStage

public SecretCacheConfiguration withVersionStage(String versionStage)

XA M HdHo=z

Me dEELLCH RiME LI 2 2o &5

FHAE Hot &5 o] S A%l
HIO|EE SecretCacheConfiguration Z4&|E gHetEtLIC
SecretCacheHook

ESgoa a5t 7| @8l the section called “SecretCache”0fl 912 &

FHAIO| KT S 2oF ef 5ol CHEr Zr e

= ClE{H|o|A.

put

Object put(final Object o)

FHAIO M E A E EHITFLICH
g A E HhEHEfLICH.

FHAlO MHEE A

get
Object get(final Object cachedObject)
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oi&LIct 7|2Mo 2 FHA|= OhAlZh, 22| 2ot &S 7t wA|E motct M2 DRIELICH FHAIE +
A33t24™ the section called “SecretCacheConfiguration” M2 2 XFIMI2.

GitHubol M &4 FEE CI2EEY £ /&L
Secrets Manager SQL Connection E2I0|HHE A+ 5l24H:

- O E2|70]M0] Java 8 0|4 0|0{OF BfL|C}.
- Eot S = oS &4 & stLtolofof Lich

« 0&f JSON #Z 9| H|O|E{H0|A ot & &, A 2 Q15E2{H Secrets Manager Z&0MH £
of &S B &Qlstm ot & 5 Zf M (Retrieve secret value)2 MEAEILICE =04 M get-secret-

=
. Amazon RDS #Z|a Hot &S o] o &S50 ClalideE pd22 AEE M AEXQRIE L X E

X|’435HoF & L|Ct.

« Amazon Redshift 22|23 2ot &S lL|C} o] o &S0 CisiMe 44
E 4 T EE X|H35HoF gLCt.

CllolE{H|o| A7t CHE E[Me 2 S| Els 49 ChE EIT2 SX2 HO|E 0|0 AZ52{H HAE S
AMASH 2|M A EEZQIE ;‘T’;E% K| AEL|CH 2|F 1A MEE Hot et sof =7} 7|/2F Mo 2 X

74
&35t74LE, SSM Parameter Store Tt2tO|E{0| K& 5H7HLE, T E 40 K& E = U&LICH

ZAaEMS =

Tz =2MEN E2I0|HE F7t6t2{H Maven 2= I pom. xml0l EE2FO|HO| CHEt CHE S&EE F
74 ct XFMIBH LI &2 Maven Central Repository 2 AtO|E 9| Secrets Manager SQL Connection

LibraryE & Z5tMIL.

<dependency>
<groupId>com.amazonaws.secretsmanager</groupld>
<artifactId>aws-secretsmanager-jdbc</artifactId>
<version>1.0.12</version>

</dependency>
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drivers.vpcEndpointUrl = endpoint URL
drivers.vpcEndpointRegion = endpoint region

7|8 2ITE M ol5te{™ AWS_SECRET_JDBC_REGION &7 #i+8 MM HLE
secretsmanager.properties IS CtS1 20| HESIHIL.

drivers.region = region
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* secretsmanager:DescribeSecret

* secretsmanager:GetSecretValue

0| Al:

« c3p0 1ZE ETE M Ssio 4 A
« c3p0 HE ETS MBS AEZQIE S XE XY SeF A8 A%

ClO|E{H| o[ A 0f CHEF A4 A7

IS oAM= Eot &5 ol X124 BE U 44 MEE AL&35t0o{ HIO|E{H[0|A0f CHEt HAZAES HH 5t
£ W2 BoIFLICH 4730| AMEIH JDBC £5S AS5H0d HIOJE{HI Ol A0 AMAE 4 AL
b REAIEH LHE 2 Java DB 2 ALO|E 2| JDBC Basics& HXSHMIR.
MySQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver" ).newInstance

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Hot et 5ol Xt 31t JDBC A4 89
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Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

PostgreSQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver" ).newIns

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Oracle

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver" ).newInstanc

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

MSSQLServer

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver" ).newln
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// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Db2

// Load the JIDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver" ).newInstance()

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Redshift

// Load the JDBC driver
Class.forName( "com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriver" ).newInsta

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);
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// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver" ).newInstance

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.

String URL = "jdbc-secretsmanager:mysql://example.com:3306";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

PostgreSQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver" ).newIns

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.

String URL = "jdbc-secretsmanager:postgresql://example.com:5432/database";
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// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Oracle

// Load the IJIDBC driver
Class.forName( "com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver" ).newInstanc

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.

String URL = "jdbc-secretsmanager:oracle:thin:@example.com:1521/0RCL";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

MSSQLServer

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver" ).newln

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.

String URL = "jdbc-secretsmanager:sqlserver://example.com:1433";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);
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Db2

// Load the JDBC driver
Class.forName( '"com.amazonaws.com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver" )

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:db2://example.com:50000";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Redshift

// Load the JDBC driver
Class.forName( '"com.amazonaws.com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriv

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:redshift://example.com:5439";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);
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c3p00i CHEH AtAIEH LH& 2 Machinery For Change 2 AO|EQ| c3p02 & Z5HAILR.

MySQL

c3p0.user=secretId
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver
c3p0.jdbcUrl=secretId

PostgreSQL

c3p0.user=secretlId
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver
c3p0.jdbcUrl=secretId

Oracle

c3p0.user=secretld
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver
c3p0.jdbcUrl=secretId

MSSQLServer

c3p0.user=secretld
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver
c3p0.jdbcUrl=secretIid

Db2

c3p0.user=secretId
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver
c3p0.jdbcUrl=secretId

Redshift

c3p0.user=secretlId
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriver
c3p0.jdbcUrl=secretId
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c3p0.user=secretld
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver
c3p0.jdbcUrl=jdbc-secretsmanager:mysql://example.com:3306

PostgreSQL

c3p0.user=secretId
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver
c3p0.jdbcUrl=jdbc-secretsmanager:postgresql://example.com:5432/database

Oracle

c3p0.user=secretld
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver
c3p0.jdbcUrl=jdbc-secretsmanager:oracle:thin:@example.com:1521/0RCL

MSSQLServer

c3p0.user=secretlId
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver
c3p0.jdbcUrl=jdbc-secretsmanager:sqlserver://example.com:1433
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Db2

c3p0.user=secretld
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver
c3p0.jdbcUrl=jdbc-secretsmanager:db2://example.com:50000

Redshift

c3p0.user=secretld
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriver
c3p0.jdbcUrl=jdbc-secretsmanager:redshift://example.com:5439

Java AWS SDKE A8 304 Secrets Manager 20t &5 7t 71X 27|

OZ 2| 0| M0l M GetSecretValue = SDKBatchGetSecretValueE $£36l0i EQt Y5 E A
AMEF £~ QIS LICH AWS SDKs Z12{Lt 22I0|E & FHAIS A5t EoF &5 72 FHalstE 0|

E&LICH Hot ots Al £ 2 SFAA|F|T HIRS MLt

- Hot ot S of o|O|E{HIO|A Xt BHE K& st= B, Secrets Manager SQL 942 E2LO|HHE AFS
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. C}2 "ot otz © ZIEF A T QAE AFRSHHLE
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b H8t:secretsmanager:GetSecretValue

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.secretsmanager.SecretsManagerClient;

import software.amazon.awssdk.services.secretsmanager.model.GetSecretValueRequest;
import software.amazon.awssdk.services.secretsmanager.model.GetSecretValueResponse;
import software.amazon.awssdk.services.secretsmanager.model.SecretsManagerException;

/**
* Before running this Java V2 code example, set up your development

* environment, including your credentials.
*

* For more information, see the following documentation topic:
*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-quide/get-started.html
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* We recommend that you cache your secret values by using client-side caching.

* Caching secrets improves speed and reduces your costs. For more information,
* see the following documentation topic:
*
* https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html
*/
public class GetSecretValue {
public static void main(String[] args) {
final String usage = """

Usage:
<secretName>\s

Where:
secretName - The name of the secret (for example, tutorials/
MyFirstSecret).\s

[TRTRIEN
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String secretName = args[0];

Region region = Region.US_EAST_1;

SecretsManagerClient secretsClient = SecretsManagerClient.builder()
.region(region)
.build();

getValue(secretsClient, secretName);
secretsClient.close();

public static void getValue(SecretsManagerClient secretsClient, String secretName)

try {
GetSecretValueRequest valueRequest = GetSecretValueRequest.builder()
.secretId(secretName)
.build();

GetSecretValueResponse valueResponse =
secretsClient.getSecretValue(valueRequest);
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String secret valueResponse.secretString();

System.out.println(secret);

} catch (SecretsManagerException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

}
}

}
Python2 AH& 35104 Secrets Manager 29+ &t & 7t 7tX{ 27

OHZ 2|7 0| M0l A GetSecretValue == SDKBatchGetSecretValueE 3 £35t0{ Eot A5 E 4
M 2~ Ql&LICH AWS SDKs 2Lt E20|21E & H"'o ArE35to] Eot &5 g2 4 stE R0l
EELICH Eot &E IHA2 SR E THAZ|D HISS HEELCH
=
« 220|E & A1} &7 PythonS A8 3104 Secrets Manager 29F &5 2t 7IK{2 7|
« Python AWS SDKE A8 3104 Secrets Manager 20 &5 7} 71X 27|
« Python AWS SDKE A8 3104 Secrets Manager 20 &5 7t HIX| 7t X2 7

20| E F 720t &7 Python2 A& 75104 Secrets Manager 29 &S
a4 7tMH27|
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Ol #8 248 A Estcd™ Ch50| LT

« Python 3.6 O|4f
+ botocore 1.12 0|4&. AWS SDK for Python Z! Botocore& & X 3}

x
kO

+ setuptools_scm 3.2 O| 4}, https://pypi.org/project/setuptools-scm/2 & Z5HM L.

AA FEE CIREESH24™ GitHub2| Secrets Manager Python 7|gF 7 Al 2EI0|Q1E 24 QA E 3t
AoHMIR.
T QAE MX[Sio{H OHE A S AFSELICH

$ pip install aws-secretsmanager-caching

[z}

(@]
i

rot
o
rot

* secretsmanager:DescribeSecret

* secretsmanager:GetSecretValue

AEMIEH LIRS HEh 2 X CHelg RS AIL.
HHHA

» SecretCache

SecretCacheConfig

SecretCacheHook

@InjectSecretString

@InjectKeywordedSecretString

Example 20t 5 A

CHS oAM= mysecretOl2tE 2ot 5ol CHE EoF &3 212 7= Y E 2o &Lt

import botocore
import botocore.session
from aws_secretsmanager_caching import SecretCache, SecretCacheConfig

client = botocore.session.get_session().create_client('secretsmanager')
cache_config = SecretCacheConfig()
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cache = SecretCache( config = cache_config, client = client)

secret = cache.get_secret_string('mysecret')

SecretCache

Secret Managero| Al AMEl & 5 of CHEF @1 M2 2| FHA. the section called “get_secret_string” &
the section called “get_secret_binary"& Al&3t04 FHA|0| A 2ot & E E HMELICH HMX2| the
section called “SecretCacheConfig” ZH&|0| A& 504 FHA| MHE FHE = U&LICt

o= AA EH

O M E Z&§t AtMIEH LHE 2 the section called “EEI0|HE & F & Z ALE 8t Python’2 & EAFHAIL.

[=]

cache = SecretCache(

config = the section called “SecretCacheConfig”,
client = client

A& 75 HMEE COHE3F Z &Lt

» get_secret_string

» get_secret_binary

get_secret_string

response = cache.get_secret_string(
secret_id='string',
version_stage='string' )

ut2t0[E
« secret_id (EAtY): [E] £t &3 9| O|F == ARNRILICY.

+ version_stage (EAtY): AMstdE 2oF & Zof HHEQLICH REMEF LIES EoF 25 |
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get_secret_binary

response = cache.get_secret_binary(
secret_id='string',
version_stage='string'
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I'I

ok

O| 0|& E= ARNRILICY.

A Ml E{s Hot of 3 of BIFQULIC RIAIEH LIS Hot ot

« secret_id (EXIQ): [Es] £ &
2d): Z =
7t 'AWSCURRENT'&JLLC}.

* version stage

-E—X

SecretCacheConfig

7
C

=
—

7H

o ot & of CHEF Z|CH FHA| 2 7] L R K| A|ZHTTL)Z Z2 the section called “SecretCache”0f|

=
7 g

K
K

rok o>
> H

L

m} 2t 0|
max_cache_size (int)

Z|CH 7HAl 271, 71222 2o 25 102470 L Ct.
exception_retry_delay_base (int)

of @7} it £ @HE MAITSHY| Toll 71 AlZh(x). 7I22t2 1-Lch
exception_retry_growth_factor (int)pur

AIfet QE MAIT ZFe| CHZ| AlZhE Albtst=E ol A8 S EF A, 7I=2dt2 2Lt
exception_retry_delay_max (int)
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default_version_stage (str)

JHAIE Hot ot 50| WM. RHMEH LIS 2ot 25 HES HASMR. VIR

' AWSCURRENT ' &!L|C}.

secret_refresh_interval (int)

JHAE 2ot o5 HEE MZ TRIE SO Ci7|8 AlZ(E). 7|23t 3600ULiC

secret_cache_hook (SecretCacheHook)

SecretCacheHook F4& ZciA S| 8. 7|24t NoneILIC}.

SecretCacheHook

FHAI| M Sl 2ot &S of Ciet 2 E =~ 5t7| 2|5 the section called “SecretCache”0ll 212K
= QlE{m|o|A.

M I7tsE HME= ChS3 Z&LUCh
. put
. get

response = hook.put(
obj='secret_object'
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2 7L

response = hook.get(
obj='secret_object'
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from aws_secretsmanager_caching import SecretCache
from aws_secretsmanager_caching import InjectKeywordedSecretString,
InjectSecretString

cache = SecretCache()

@InjectSecretString ( 'mysecret' , cache )
def function_to_be_decorated( argl, arg2, arg3):

@InjectKeywordedSecretString

O| CIZ OB & Hmlel &= Hm| QI =2 2o &5 ID 2R the section called “SecretCache”2
(8) ZIchEf LI LM K| Q1= SR E & o] ni2t0/E{E 2ot &6 39| JSON 7|2 oiEELICH 2ot
ot50l= JSON X o| 2EXtd0o| £ & E|o{oF &HL|Ct,

O| JSONO| Z & &l Hot f 5 o FL:

"username": "saanvi",
"password": "EXAMPLE-PASSWORD"
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CHS ool ME 29 &5 0iM usernamed} passwordoll CHEH JSON Zf2 FE5HE &2 HoiFL|
Ct.

from aws_secretsmanager_caching import SecretCache
from aws_secretsmanager_caching import InjectKeywordedSecretString,
InjectSecretString

cache = SecretCache()

@InjectKeywordedSecretString ( secret_id = 'mysecret' , cache = cache
func_username = 'username' , func_password = 'password' )
def function_to_be_decorated( func_username, func_password):

print( 'Do something with the func_username and func_password parameters')

4

Python AWS SDKE& At &3t04 Secrets Manager = ¢ &f
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O Z 2|710|AM0{| M GetSecretValue EEE SDKBatchGetSecretValueE® 5&5t0{ HOt 452 A
MEH 4~ Ql&LICH AWS SDKs 12{Lt E210|01E & ?H*'o AE35to{ Hot &5 gf2 | AStE WOl
E4&LICH 2ot 2t s FHAIR ST E E4 A7 HISS MAELICH
Python OfZ 2|7|0| 2| B2 Secrets Manager Python 7|EF 7H& 724 QA&
get_secret_value EEE batch_get_secret_valueZ Al235l0{ SDKE 2 S &8tLCt

CI2 ZE oKX= GetSecretValuel| Al HitH2 Hod FL|C}.
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8t HBt:secretsmanager:GetSecretValue

Purpose

Shows how to use the AWS SDK for Python (Boto3) with AWS
Secrets Manager to get a specific of secrets that match a
specified name

import boto3
import logging

from get_secret_value import GetSecretWrapper

# Configure logging
logging.basicConfig(level=1logging.INFO)
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def run_scenario(secret_name):

Retrieve a secret from AWS Secrets Manager.

:param secret_name: Name of the secret to retrieve.
:type secret_name: str
try:
# Validate secret_name
if not secret_name:
raise ValueError("Secret name must be provided.")
# Retrieve the secret by name
client = boto3.client("secretsmanager")
wrapper = GetSecretWrapper(client)
secret = wrapper.get_secret(secret_name)
# Note: Secrets should not be logged.
return secret
except Exception as e:
logging.error(f"Error retrieving secret: {e}")
raise

class GetSecretWrapper:
def __init_ (self, secretsmanager_client):
self.client = secretsmanager_client

def get_secret(self, secret_name):
Retrieve individual secrets from AWS Secrets Manager using the get_secret_value
API.
This function assumes the stack mentioned in the source code README has been
successfully deployed.
This stack includes 7 secrets, all of which have names beginning with
"mySecret".

:param secret_name: The name of the secret fetched.
:type secret_name: str
try:
get_secret_value_response = self.client.get_secret_value(
SecretIld=secret_name
)

logging.info("Secret retrieved successfully.")
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return get_secret_value_response["SecretString"]

except self.client.exceptions.ResourceNotFoundException:
msg = f"The requested secret {secret_name} was not found."
logger.info(msg)
return msg

except Exception as e:
logger.error(f"An unknown error occurred: {str(e)}.")
raise
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class BatchGetSecretsWrapper:
def __init_ (self, secretsmanager_client):
self.client = secretsmanager_client

def batch_get_secrets(self, filter_name):

Retrieve multiple secrets from AWS Secrets Manager using the
batch_get_secret_value API.
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This function assumes the stack mentioned in the source code README has been

successfully deployed.
This stack includes 7 secrets, all of which have names beginning with

"mySecret".
:param filter_name: The full or partial name of secrets to be fetched.
:type filter_name: str

try:
secrets = []
response = self.client.batch_get_secret_value(
Filters=[{"Key": "name", "Values": [f"{filter_namel}"]1}]

)

for secret in response["SecretValues"]:
secrets.append(json.loads(secret["SecretString"]))

if secrets:
logger.info("Secrets retrieved successfully.")

else:
logger.info("Zero secrets returned without error.")

return secrets

except self.client.exceptions.ResourceNotFoundException:
msg = f"One or more requested secrets were not found with filter:

{filter_namel}"
logger.info(msg)
return msg
except Exception as e:
logger.error(f"An unknown error occurred:\n{str(e)}.")

raise
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<PackageReference Include="AWSSDK.SecretsManager.Caching" Version="1.0.6" /

>

</ItemGroup>
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* secretsmanager:DescribeSecret

+ secretsmanager:GetSecretValue

REMIEH LHE 2 TE & X Eelg HRSHAAIR.

HlHHA

» SecretsManagerCache

» SecretCacheConfiguration

* |SecretCacheHook

Example 20t &5 A

ChE ZE oMo M= MySecretOlEt= O|&2| E¢t 4 & HAMSl= HAMEE 20

using Amazon.SecretsManager.Extensions.Caching;

namespace LambdaExample

{
public class CachingExample
{
private const string MySecretName ="MySecret";
private SecretsManagerCache cache = new SecretsManagerCache();
public async Task<Response> FunctionHandlerAsync(string input, ILambdaContext
context)
{
string MySecret = await cache.GetSecretString(MySecretName);
// Use the secret, return success
}
}
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using Amazon.SecretsManager.Extensions.Caching;

namespace LambdaExample

{

public class CachingExample

{
private const string MySecretName = "MySecret";
private static SecretCacheConfiguration cacheConfiguration = new

SecretCacheConfiguration

{
CacheItemTTL = 86400000

= new

Iy

private SecretsManagerCache cache

SecretsManagerCache(cacheConfiguration);
public async Task<Response> FunctionHandlerAsync(string input, ILambdaContext

context)
{
string mySecret = await cache.GetSecretString(MySecretName);
// Use the secret, return success
}
}
}
SecretsManagerCache
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Constructors
public SecretsManagerCache()

SecretsManagerCache Z4&f|of CHEl 7|2 MK}
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public SecretsManagerCache(IAmazonSecretsManager secretsManager)
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Hot of £ £ Z{M$Et AmazonSecretsManagerClient.

public SecretsManagerCache(SecretCacheConfiguration config)
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public SecretsManagerCache(IAmazonSecretsManager secretsManager,
SecretCacheConfiguration config)
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FHAIOl CHBF 72 HE & Z &8t the section called “SecretCacheConfiguration”.
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public async Task<String> GetSecretString(String secretld)
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GetSecretBinary

public async Task<byte[]> GetSecretBinary(String secretId)
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RefreshNowAsync

public async Task<bool> RefreshNowAsync(String secretId)
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GetCachedSecret

public SecretCacheltem GetCachedSecret(string secretlId)
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SecretCacheConfiguration
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CacheltemTTL
public uint CachelItemTTL { get; set; }

QlZ|& EHRIZ2 =l FHA| 5o CHs TTL. 7|22t 2 3600000ms EE= 1A|ZHIL|CH %|CHZES
4294967295msO|H <F 49.7 4 L|C}.

MaxCacheSize

public ushort MaxCacheSize { get; set; }

Z|ch FHAl 271, 71282 Eo &5 1,024 70 L|Ct %|SHZL2 65,535 Lt
VersionStage

public string VersionStage { get; set; }
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CacheHook
public ISecretCacheHook CacheHook { get; set; }

the section called “ISecretCacheHook”.

ISecretCacheHook
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using System;
using System.IO;
using System.Threading.Tasks;
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using Amazon.SecretsManager;
using Amazon.SecretsManager.Model;

/// <summary>
/// This example uses the Amazon Web Service Secrets Manager to retrieve
/// the secret value for the provided secret name.
/// </summary>
public class GetSecretValue
{
/// <summary>
/// The main method initializes the necessary values and then calls
/// the GetSecretAsync and DecodeString methods to get the decoded
/// secret value for the secret named in secretName.
/// </summary>
public static async Task Main()

{
string secretName = "<<{{MySecretName}}>>";
string secret;
IAmazonSecretsManager client = new AmazonSecretsManagerClient();
var response = await GetSecretAsync(client, secretName);
if (response is not null)
{
secret = DecodeString(response);
if (!string.IsNullOrEmpty(secret))
{
Console.WriteLine($"The decoded secret value is: {secret}.");
}
else
{
Console.WriteLine("No secret value was returned.");
}
}
}

/// <summary>
/// Retrieves the secret value given the name of the secret to

/// retrieve.

/// </summary>

/// <param name="client">The client object used to retrieve the secret
/// value for the given secret name.</param>
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/// <param name="secretName'">The name of the secret value to retrieve.</param>
/// <returns>The GetSecretValueReponse object returned by
/// GetSecretValueAsync.</returns>
public static async Task<GetSecretValueResponse> GetSecretAsync(
IAmazonSecretsManager client,
string secretName)

GetSecretValueRequest request = new GetSecretValueRequest()
{
SecretId = secretName,
VersionStage = "AWSCURRENT", // VersionStage defaults to AWSCURRENT if
unspecified.

};
GetSecretValueResponse response = null;

// For the sake of simplicity, this example handles only the most
// general SecretsManager exception.
try
{
response = await client.GetSecretValueAsync(request);

}

catch (AmazonSecretsManagerException e)

{

Console.WriteLine($"Error: {e.Messagel}");

return response;

/// <summary>
/// Decodes the secret returned by the call to GetSecretValueAsync and
/// returns it to the calling program.
/// </summary>
/// <param name="response">A GetSecretValueResponse object containing
/// the requested secret value returned by GetSecretValueAsync.</param>
/// <returns>A string representing the decoded secret value.</returns>
public static string DecodeString(GetSecretValueResponse response)
{
// Decrypts secret using the associated AWS Key Management Service
// Customer Master Key (CMK.) Depending on whether the secret is a
// string or binary value, one of these fields will be populated.
if (response.SecretString is not null)

{
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var secret = response.SecretString;
return secret;

}

else if (response.SecretBinary is not null)

{
var memoryStream = response.SecretBinary;
StreamReader reader = new StreamReader(memoryStream);
string decodedBinarySecret =
System.Text.Encoding.UTF8.GetString(Convert.FromBase64String(reader.ReadToEnd()));
return decodedBinarySecret;

}

else

{

return string.Empty;
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package main

import (
"github.com/aws/aws-lambda-go/lambda"
"github.com/aws/aws-secretsmanager-caching-go/secretcache"
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var (
secretCache, _ = secretcache.New()

func HandleRequest(secretId string) string {
result, _ := secretCache.GetSecretString(secretId)

// Use the secret, return success

}

func main() {
lambda. Start( HandleRequest)

type Cache
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// Create a custom secretsmanager client
client := getCustomClient()

// Create a custom CacheConfig struct

config := secretcache. CacheConfig{
MaxCacheSize: secretcache.DefaultMaxCacheSize + 10,
VersionStage: secretcache.DefaultVersionStage,
CacheltemTTL: secretcache.DefaultCacheIltemTTL,

// Instantiate the cache
cache, _ := secretcache.New(

func( c *secretcache.Cache) { c. CacheConfig = config },

func( c¢ *secretcache.Cache) { c. Client = client },
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HME

New
func New(optFns ...func(*Cache)) (*Cache, error)
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GetSecretString
func (c *Cache) GetSecretString(secretId string) (string, error)
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GetSecretStringWithStage

func (c *Cache) GetSecretStringWithStage(secretld string, versionStage
string) (string, error)
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GetSecretBinary

func (c *Cache) GetSecretBinary(secretId string) ([]byte, error) {
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GetSecretBinaryWithStage

func (c *Cache) GetSecretBinaryWithStage(secretId string, versionStage
string) ([]byte, error)
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type CacheConfig
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type CacheConfig struct {

// The maximum cache size. The default is 1024 secrets.
MaxCacheSize int

// The TTL of a cache item in nanoseconds. The default is

// 3.6e10712 ns or 1 hour.

CachelItemTTL int64

// The version of secrets that you want to cache. The default
// is "AWSCURRENT".

VersionStage string

// Used to hook in-memory cache updates.
Hook CacheHook

type CacheHook
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Put(data interface{}) interface{}
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Get(data interface{}) interface{}
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// Use this code snippet in your app.

// If you need more information about configurations or implementing the sample code,
visit the AWS docs:

// https://aws.github.io/aws-sdk-go-v2/docs/getting-started/

import (
"context"
Illogll

"github.com/aws/aws-sdk-go-v2/aws"
"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/secretsmanager"

)

func main() {
secretName := "<<{{MySecretName}}>>"
region := "<<{{MyRegionName}}>>"

config, err := config.LoadDefaultConfig(context.TODO(), config.WithRegion(region))
if err !'= nil {

log.Fatal(err)
}

// Create Secrets Manager client
svc := secretsmanager.NewFromConfig(config)

input := &secretsmanager.GetSecretValueInput{
SecretId: aws.String(secretName),
VersionStage: aws.String("AWSCURRENT"), // VersionStage defaults to AWSCURRENT if
unspecified

}

result, err := svc.GetSecretValue(context.TODO(), input)
if err !'= nil {
// For a list of exceptions thrown, see
// https://<<{{DocsDomain}}>>/secretsmanager/latest/apireference/
API_GetSecretValue.html
log.Fatal(err.Error())
}
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// Decrypts secret using the associated KMS key.
var secretString string = *result.SecretString

// Your code goes here.

}

RustE AF&35t0q4 Secrets Manager 22t &3 Zf 71X 27|

OHZ 2|7 0| M0l A GetSecretValue EE= SDKBatchGetSecretValueE $&5t0{ Eot ¢S E A
AME £~ I&LICH AWS SDKs Z124Lt 2CI0|HE & FHA S AFE5H04 Hot &t & 2t FHASH=E 70|
ESLICH ot &5 FHAIS ST E TFAA|F7| T HIES HAEL|Ct.

FA

« Z2}0|ME & 721t &7 RustE A& 304 Secrets Manager 20+ &% 2} 71K 27|

« Rust AWS SDKE Al 35}04 Secrets Manager 29t &5 2t 71X 27

Z2eto|HE & AT} &7 RustE A8 310d Secrets Manager 29+ &t 5 7t

Hot oft 5 & 73 | Secret Manager Rust 7|8t FHA! LA @ AE ALEE10{ LIS A2 E £+ T
S IlaE = JUeLch I E 2ot &t 5 & HMSt= 40| Secret Manager0| M ZHAst= JAECH HiHE
LICt. Secrets Manager APIE 2 £35t= Cle= H|S0| S22 FHA|E AIESIHHIEE £ = /UE
LICH &5 & AME = e ZE Y2 2ot &5 M7 (B) X5 L.

FHA| HH2 FIFO(MUME)O|2E FHAI7L ot S E H7|HoF & B2 7

ZIELICH 7|IEMe 2 A= EoF f S & oiA|Zt M2 D ELICH CHE 8 7 HE = U&LICh

« max_size - Z|Z0 AMASIK| A2 2ot dEE MHsHT| HK| RXIE = JUs FHAIE 2o &
% of x|CH = LICH

- ttl- 2o &5 dEfE MZ TEsHok 87| ™ K| FHAIE FF0| RESICI D 23 El= 7L

Ct.

WAl FEoll= FHAl 22317+ EBEIX| of&LICH FHAl TEHS Al RHA0l EHE S0, Hote 73
Sh7{LE Hotoll xS PEx| ofaLich FHAIOIM = 25 sle 22 X7} Hoto| e # AL MEE
S22 AR 5I0{ FHAIE £ HsIMS.
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E CIRZ = 35H24™ GitHub 2| Secrets Manager Rust 7| 7H &)

2021 7He B-Zo| Qlofok &

LICH REAM[EH LHE 2

ZetololE 74 @

o~

o by
= |y

FO fu

cargo add aws_secretsmanager_caching

o3t

—

Bk
rot
rot

* secretsmanager:DescribeSecret

+ secretsmanager:GetSecretValue

-

S&I

REMIEF L8 TE B X

m

FRSHAAIL.

fjo
ik

1=

Example 2ot &5 4

CHS ool M= MyTestete 2o & Z 0l CHEE 2o &f 5 22 7IMQ= U E 2o ELCH

use aws_secretsmanager_caching::SecretsManagerCachingClient;
use std::num::NonZeroUsize;
use std::time: :Duration;

let client = match SecretsManagerCachingClient: :default(
NonZeroUsize: :new(10@).unwrap(),
Duration::from_secs(60),

)

.await

{
Ok(c) => c,
Err(_) => panic!("Handle this error"),

1Y

let secret_string = match client.get_secret_value("MyTest", None,

Ok(s) => s.secret_string.unwrap(),
Err(_) => panic!("Handle this error"),

};

// Your code here

None).await {

M
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AWS Secrets Manager AL 7Hol=

Example AtEX} X8 78 A ALEX X|H 2EH0[UEE ALE 5104 FHA| QAR AS

CHE oolM= FHAIE I8 CHE, MyTestets 2o 50l CHEt Eot S 22 7IMeE OHE 2
o4 EL|CH.

let config = aws_config::load_defaults(BehaviorVersion::latest())
.await
.into_builder()
.region(Region::from_static("us-west-2"))
.build();

let asm_builder = aws_sdk_secretsmanager::config::Builder::from(&config);

let client = match SecretsManagerCachingClient::from_builder(
asm_builder,
NonZeroUsize: :new(1@).unwrap(),
Duration::from_secs(60),

)
.await
{
Ok(c) => c,
Err(_) => panic!("Handle this error"),
I

let secret_string = client
.get_secret_value("MyTest", None, None)

.await
{
Ok(c) => c.secret_string.unwrap(),
Err(_) => panic!("Handle this error"),
I

// Your code here

Rust AWS SDKE A2 35104 Secrets Manager 20+ % Zf 712 7|

OZ 2|H 0| M0l M GetSecretValue EE= SDKBatchGetSecretValueE $E6l0i EQH S E A
Afsl £ Ql&LICH AWS SDKs 2Lt 22t0|ME & HM° AME3tod Hok &5 g2 FH4stE 2ol
ZESLICH Bot &S FA2 ST E FAA|F7|T HIS M EhL|Ct.

Rust 126



AWS Secrets Manager ALZ%t 7H0|=

9,'-'
d
.
-
@
D
@
%)
(0]
o
=
0]
~—
<
QL
c
()

Rust O Z 2|71|0|M 9| Z2L Secrets Manager Go 7|8t FHA 4 @ AE ALS
IE = BatchGetSecretValueE At&35t0{ SDKE 2% S &&LIC.

CH2 Z = A0l HE Secrets Manager 29 &5 212 7IXE &g EoiELICH

|
=

kO

8t MBt:secretsmanager:GetSecretValue

async fn show_secret(client: &Client, name: &str) -> Result<(), Error> {
let resp = client.get_secret_value().secret_id(name).send().await?;

println!("Value: {}", resp.secret_string().unwrap_or("No value!"));

ok(())

Amazon Elastic Kubernetes Service0l A1 AWS Secrets Manager =2
oF ot AL

AWS Secrets Manager (ASCP)2| £ 9ot ¢t 3 & Amazon EKS Z =0 EIRIEl Tt UZ & Al5l24H
Kubernetes AWS E0F &t 5 AE0{CSI ECIO|HL| 2ot &% & 7 SZRE MEE = U&LICH

ASCPE Amazon EC2 =E O &8 A8 3= Amazon Elastic Kubernetes Service 1.17 O| &0 M &S
grLICH AWS Fargate =E 152 K|E|X| Sf&LICH ASCPE A28 Secrets Manager 20 &5
I.

2
E X% & 228t & Amazon EKSO|M A™E|= KIAEEE S5l s AAME = UA&LICH 2ot
%0l JSON 8Al9| 7|-gf mWo{7} odq 7 E&E 3 Amazon EKSOI| EfRHE 7|-Zf m[o 1E ME#%E* T
AUA&LICEH ASCPE JMESPath +E2 At83504 E0F &5 0| 7|-2t ‘A2 FEIE &= U&
ut2t0|e AE0{ Zt2t0|E 2 XS & LICH ASCPE= Amazon EKSE A& & & 7HK| _5 o*
SLICH X H M2 2 A2 IRSA(MH|A HZol CHEH IAM HEHE AFSEILICH F il M2 #hal2
Pod IdentityE AFSELICH Z M2 wAlol= Ot ALS At 7} /& LCt

IRSA(MH|A 7H|Hof| CHEH IAM 238hHE AL 5= ASCP

MH|A Aol ch8t IAM 29&H(IRSA)O| Q= ASCPE AI236tHo| E0oF &t 5 & Amazon EKS ZE0
AWS Secrets Manager ItUE EAHE 4= JU&LICH O] ™2 &r4lo| ME st <

- Hot ks E oo mUZ EfRYSH ok g LICH
« Amazon EC2 =& 20| A Amazon EKS & 1.17 O|A S AF235t1T Ql&LCH.

« JSON H4{o| Hot &t 50l &7 7|-2f Hlo1E HAMsted 1 gL
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AWS Secrets Manager AL 7Hol=

KEAIEE LI 2 the section called “ASCPE Amazon EKSE2 |IRSAS S8 e B XFHAAIL.

Pod IdentityE AFE3t= ASCP

EKS Pod IdentityE A& 3t= ASCP

ZEE ASCP HMEE Eot2 ZstetT Amazon EKSQ| 2ot ek of HAMASHY| 28t 7
FLICH o] M2 HAlol /8% B

Mo Hl
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KEMIBH L& 2 the section called “Pod Identity for Amazon EKS2} ASCP S&}” EH¥
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IRSAE ALE5t= ASCP2} Pod IdentityE AtE5t= ASCP S0ilM Z2Ee M e
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« Amazon EKS H{%: Pod Identity2| 23 Amazon EKS 1.24 0|4 0| 223t Bt CSI EEI0|HE
Amazon EKS 1.17 O|& & AtSFLICH

- HOt 23 AtE: Pod Identitye ZE &AM O MIEEHE Mo{7} 7HsErLICH
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ASCP for Amazon EKS Ad x|

O| MMoi M= Amazon EKS& AWS Eot &t 5 Tl 1 S ZALE Mx|steE &S MHEELICH ASCP
E A& 3tH Secrets Manager2| 0+ &5 9t9| mt2t0|E{& Amazon EKS Z E 2| AWS Systems
Manager Tt 2 EAHE = U&LICEH
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« Amazon EKS E2AFH]
« Pod Identity EHZ 1.24 0|4
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AWS Secrets Manager ALEXl 710|=
» IRSA H{T 1.17 Ol &

« AWS CLI dx| & 2 4E

« Amazon EKS Z2{AE 0] kubectl Ax| & T4

« Helm(HH7% 3.0 0|4})

ASCPE secrets-store-csi-provider-aws 2|Z X|E 2|2] GitHubO|AM M3 ElLICH S|ZX|E 2o 2ot
s E Hstn ERNSHY| I8 oAl YAML T = EEE|0 /&L,

M| BHH|M, FIPS A= ZQIEE A8
section called “Secrets Manager 21 E i

Helm2 Al23104 ASCPE Mx|5te &

-_—

2lZX|E2I7t Z|M RMHEE 7H2[7|1 =K &l5tE{™ helm repo update.& AFSELICEH

2. Secrets Store CSI Driver Xt E& F7}gtL|C}.

helm repo add secrets-store-csi-driver https://kubernetes-sigs.github.io/secrets-
store-csi-driver/charts

3. AEE Mz AREZE FHSIE{H OIS £ E FIHELICH --set-json
'k8sThrottlingParams={"qps": "number of queries per second", "burst":
"number of queries per second"}'

helm install -n kube-system csi-secrets-store secrets-store-csi-driver/secrets-
store-csi-driver

4. ASCP AEE F7tghLct.

helm repo add aws-secrets-manager https://aws.github.io/secrets-store-csi-driver-
provider-aws

5. XNEE MAXELICE FIPSUEEQRIEE ASstedH Ot S E2E FIHELICH --set
useFipsEndpoint=true

helm install -n kube-system secrets-provider-aws aws-secrets-manager/secrets-store-
csi-driver-provider-aws

ASCP for Amazon EKS A x| 129
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AWS Secrets Manager

FES ALSELICH

. C}

0jo

helm repo add secrets-store-csi-driver https://kubernetes-sigs.github.io/secrets-

store-csi-driver/charts
helm install -n kube-system csi-secrets-store secrets-store-csi-driver/secrets-

store-csi-driver
kubectl apply -f https://raw.githubusercontent.com/aws/secrets-store-csi-driver-

provider-aws/main/deployment/aws-provider-installer.yaml
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EKS Z2{AFE], Secrets Store CSI E2}0|HH & ASCP &
ELct.

1. EKS Z2{AH #Ql:

eksctl get cluster --name clusterName

O] BHE A5t SHAE{o CHEt HE 7} gkt z[o{of &hL|Ct.
2. Secrets Store CSI| E2I0|HH Mx|E &Ql&L|CH

kubectl get pods -n kube-system -1 app=secrets-store-csi-driver

csi-secrets-store-secrets-store-csi-driver-xxxet Z 0| O|&
E7F EAIE AUt

3. ASCP Eg{1¢2l ™Mx| &l
YAML installation

$ kubectl get pods -n kube-system -1 app=csi-secrets-store-provider-aws

£33 of Al
NAME READY STATUS RESTARTS AGE
0 2m

csi-secrets-store-provider-aws-12345 1/1 Running
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AWS Secrets Manager

Helm installation

$ kubectl get pods -n kube-system -1 app=secrets-store-csi-driver-provider-aws

E2 oAl
NAME READY STATUS RESTARTS
AGE
secrets-provider-aws-secrets-store-csi-driver-provider-67890 1/1
Running 0 2m

Z =7t Running #EHE EAIE ZALCH

1. Ch3e A#sioi ASCP B2xtel 21 &0l

kubectl logs -n kube-system -1 app=csi-secrets-store-provider-aws

2. kube-system HAHO|AMAM ZE ZEO| HEHE EQIFL|C
kubectl -n kube-system get pods

kubectl -n kube-system logs pod/PODID

CS| EZtO|H{ & ASCP2} #ZEl 2 E L E = 'Running' 4 E{f0o40F gL|C}.

3. CSIE=Zo[H ™ 2ol
kubectl get csidriver secrets-store.csi.k8s.io -o yaml

O| BEE AMEstH HX[E CSI =2toleHofl CiEh HE Tt ghgtz(o{ok ghL|ct.
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=7t 2laa

Amazon EKSO|A{ ASCP AF&0{ CHEE REA|EH LI 2 CHR 2IAAE & ESHAIS.

« Amazon EKSO{ A Pod Identity AFHS

« GitHub2|AWS Secrets Store CSI E2}0|H

Amazon EKS2 T C X}Zd @7} &7 AWS EoF ef5 al ;A Z 2K} CS|

S

AWS Secrets and Configuration Provider@ Amazon Elastic Kubernetes Service@ Pod Identity Agent
O| &2 Amazon EKSO|AM AlE|= ofZ2|7i[0|Mof CHEF A El EHoF ZEASIE 24 I SFAME
M52 MBELICE Pod Identity= Secrets ManagerollAM £ ot &f & 4 M3t 7{L} AWS Systems
Manager It2tO|E{ AE 040l A Tt2tO|E{E HAME [ Amazon EKSO]| CHt IAM Q15 & 7tA 5 LICH.

Amazon EKS Pod Identity= Amazon EKS °|E-|TH| AE Sall AY #Hetol *a"’éS'ﬂE% & &35t0d
A

£ 7tA 35t O|E Sofl M8 BHAH 7+

|
Kubernetes OHZ 2|7 0|M9| IAM HEtE A H5tHE Z2A
Zt A3 Amazon EKS2F IAM MH|A ZHof| x'lg g L7t ed&LIC Pod IdentltyE M85t &E H
MZ UO|O|ESHK| T 0] EHAE|AM B IAM HE S A8 E = U1, A& MM E 7t K|
Helof o MEStE HMA Ko7t 7hsSELICH O] M2 Hal2 gt 7ol #MEt HAMZ A" = U
T & 5tof YA oe|E 7HASHE # 0t otLlgt Yx|ste EHE 7IHIS 2 AWS E|aA0] CHE HMAE

ok

HeststHA EotE 2 et

12
o
oz
T

1. Pod Identity= ZE0i IAM G& 2 S ELICH
2. ASCP=0| &2 AI&35048 IS LICH AWS MH[A.

3. Heto| U= B ASCPE RLEE EoF A& HAMStod LEO0|M AAEE + U F ELICH

KM LI 2 Amazon EKS AFR M A Q| Amazon EKS Pod Identity 2F& 24| O|SHE & X 5HA2.
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AWS Secrets Manager AL 7Hol=

NN e

/A Important

Pod Identity= 22 E2| Amazon EKSH|MBH X[ ElLICt. Amazon EKS Anywhere, Red Hat
OpenShift Service on AWS, Amazon EC2 QIAEIA O] X}A| 2 2|3 Kubernetes 224 AE{01| A
= KIHZ|X| et &LICt.

« Amazon EKS ZZ{AE{(HHT 1.24 0|4)
- & 83l AWS CLI & Amazon EKS E2{AE{0f HAM|A kubectl
« 27Hofl CHEF BMA AWS HIE (A HEH AHAS

Amazon EKS Pod Identity Agent A4 X|

o
-

ZHAEO|M Pod IdentityE AHE 3121 Amazon EKS Pod Identity Agent &7+ 7|S2 A x|l oF
Ct.

Pod Identity Agent A4 %|

« Z22{AE{0] Pod Identity Agent £7} 7|52 M x|&fLICt.

eksctl create addon \
--name eks-pod-identity-agent \
--cluster clusterName \
--region region

Pod IdentityE Al&35l= ASCP M7

1. ELCJ} HMASOF 5= EoF & 50] secretsmanager:GetSecretValue &
secretsmanager:DescribeSecret HEtE Fo{5t= et M2 S M/ HfLICH EH ofK=
the section called “0f|: 7HE 2ot 2t & |1 HAHE £ U= He'E T sHMIL.

o

2. Pod Identityo]l CH&t Amazon EKS MH[A Eot FA[7F ZE = Ue 1AM g 4!

JSON

Pod Identity for Amazon EKS2} ASCP S&f 133


https://aws.amazon.com/eks/eks-anywhere/
https://aws.amazon.com/rosa/
https://aws.amazon.com/rosa/

AWS Secrets Manager ALZ%t 7H0|=

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "pods.eks.amazonaws.com"
},
"Action": [
"sts:AssumeRole",
"sts:TagSession"

Lo

IAM =g od&tof edZ4sL|Ct.

fjo

aws iam attach-role-policy \
--role-name MY_ROLE \
--policy-arn POLICY_ARN

mjo
ik

3. Pod Identity 2122 MAdELIC}H 0 Al= Amazon EKS AFE AHAM 2| Pod Identity 9173 A4
Z5HMIR.

re
oo

4, ZCof BHAHE 2o &S & SecretProviderClass X|Hst=8 4 gLct

kubectl apply -f https://raw.githubusercontent.com/aws/secrets-store-csi-driver-
provider-aws/main/examples/ExampleSecretProviderClass-PodIdentity.yaml

IRSAS} Pod Identity 72| SecretProviderClass2| &L 0|2 MENX] mizlo|E] L]

CtusePodIdentity. 15 M2 Al AX™ste MEIA e L[ X[HSHX| o 7|[2Xe

2 IRSA(MHIA A ol CHEt IAM 4EHE AFS & LICt

« EKS Pod IdentityE At&3dtcd™ CHS gt & StLEE AFS®LICH "true", "True", "TRUE",
lltll, llTll.

« IRSAE YAIMOZ A+B5te{H 242 "false", "False", "FALSE", "f", or "F'E A
Meftct.

5. /mnt/secrets-storeOtzfol 2ot &5 E B ZT=EE HIEZFLICH
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AWS Secrets Manager AL 7Hol=

kubectl apply -f kubectl apply -f https://raw.githubusercontent.com/aws/secrets-
store-csi-driver-provider-aws/main/examples/ExampleDeployment-PodIdentity.yaml

6. XZZ}0|E8! Amazon EKS E{AEE A5l B E3AE7I Y= VPCO| AWS STS QlE X
CIEZL Q=X &l A=ZQE Mo CHEt XHAIEH LHE 2 AWS Identity and Access
Management AFE MHMO| QIE{H|O|A VPC MEZQIE HHHE FXFHMSE.

Hotofs B el
Hot ot 37t Mohz BAMEIR=EX] geletedH ohg BES A-dELC

kubectl exec -it $(kubectl get pods | awk '/pod-identity-deployment/{print $1}' | head
-1) -- cat /mnt/secrets-store/MySecret

Secrets Manager0i| A 2ot & £ 0f VM| ASHE S Amazon EKS Pod IdentityE A% 5t24H

1. EC7t HMASHOF 5t= EOF & 501 secretsmanager:GetSecretValue &
secretsmanager:DescribeSecret HEt2 F045t= Mt HMS HHELICH HM ofxE=
the section called “0f: 7HH 2ot & & 9|1 MY £ = HEP'E XM L.

N

Hot ot 57} of &l 9iE A2 Secrets ManagerOlA £ 0t &t S £ MAgHLICH

ZAE|o|L]of CHEF @ = M A|X| &l

1. O3 TS AB50] 2 018 252 7S LICH 7|2 WIYAHOIAE ALS3HR| gt ZB20]

= -n NAMESPACEE A&&LCt.

kubectl get pods

2. XCE MM CHS WM PoDIDS| B O BAHIM 32 ZE 9
Ct. 7|2 ULAHO|AE AFRSHX| &t= BR0= -n NAMESPACEE P%E.LIEP

kubectl describe pod/PODID
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AWS Secrets Manager AL 7Hol=

ASCPO] Ciet 2 7 & = QlstE{™

« BEA E2EI0M RMEF HEE Foe{™ ChE B> M popIDO| CHEH csi-secrets-store-
provider-aws ZE 9| IDE AFE&rLLC}.

kubectl -n kube-system get pods
kubectl -n kube-system logs pod/PODID

MHIA AHZof| CHEH IAM 4EH(IRSA)TH B7H AWS 2ot 95 L LA Z 2R}
CSI At
=5

o« A EZA
A

LU
2
ok
HL
re
1)
fon
=]

i
2
gI:'
i

M- E=A

« Amazon EKS 2HAE{(H{™ 1.17 0|4
« £ S35} AWS CLI 2! Amazon EKS E2{AE{0{ M A kubectl

MM A Ko A

ASCPE Amazon EKS Pod IdentityE 7445104 IAM & 2 wetefL|ct IAM HHo M 8T 1AM &
off CHEr HEtE Y ELICH ASCP7LHIAM LE 2 718 B2, ASCPE ALEXIJ HetE Foq8t ot
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Amazon EKS Pod0i| Secrets Manager2| 2 ¢ &

1. ELCJ} HMASOF 5t= EoF & 50i secretsmanager:GetSecretValue &
secretsmanager:DescribeSecret HetE F0{5t= et M2 S HHefLICH HH oiK=

the section called “0f: 7Hd Hot &S E 2|1 MEHE £ = HEPE FZT3IM2.
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2. OIX Qe A2 E{AEof CHS IAM OpenlID Connect(OIDC) S Z2AHE MAErLICH REAISH LIS
2 Amazon EKS A& MHAM Q| Create an IAM OIDC provider for your cluster EHHE 2 X 5HA|2.

3. MHIA AHEE IAM &2 MM5tD Mg o4Z48L|CH KFMIEH LI 2 Amazon EKS AHE MH

M 2| Create an IAM role for a service account EHHE 2 X 5HA|2.

4. XZ2}0o|Y! Amazon EKS 2HAEIE AI25lE B ZB{AETF U= VPCOH AWS STS IE X

RIE7I JeX| EelgLIct A=ZQIE Mo CHEF REAIEH LHE =2 AWS Identity and Access
Management AtE MEAM Q| RQIE{H|O|A VPC AIEZQIE HHS FHESHAMSL.

ASCP7} Amazon EKSO]| I} A[ARIO| It U2 EA|5H= Eot &5 & &15t24™ the section called

“SecretProviderClass” YAML It 2 M8 LICt SecretProviderClass= EAIE 2ot 2t 39 0]
E EAE Y O|§ 2 LIUELICH = & X SH= Amazon EKS ZE2F S LA T O[A0 {010k
SecretProviderClass &fLIC}.

Hol of5 2 mlalz Erx|

CtS XA E oA YAML I ExampleSecretProviderClass.yaml & ExampleDeployment.yaml|&
ArEsto Eot s & m 2 B Rliste WS EoiFLct

Amazon EKSO]| £9F &5 & EfXlist= Wi

1. XESecretProviderClassOiE ME%&fLICt
kubectl apply -f ExampleSecretProviderClass.yaml

2. X E H{I=E:

kubectl apply -f ExampleDeployment.yaml

3. ASCP7} mtdg EfRHELICE.
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https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://github.com/aws/secrets-store-csi-driver-provider-aws/blob/main/examples/ExampleSecretProviderClass-IRSA.yaml
https://github.com/aws/secrets-store-csi-driver-provider-aws/blob/main/examples/ExampleDeployment-IRSA.yaml

AWS Secrets Manager
Zigo|LAof| CHEl 2 F HA[X| & ¢l
1. CHS HH2 AZ30 ZE 0|8 S22 7ixiSLIch 7|2 UYL OIAE A3 X 2bs Ao
£ -n nameSpaceE AL EILICH.
kubectl get pods
MEAHIM 32 ZTEQ| ZE IDE AFSEL
E AMSELC

P =|':'=| EPS WHO|M podIde| B2
A-83tx| et 7=|"Oﬂ"

kubectl describe pod/podId

£ FolotedH

HEE Honm s

ASCPO] CHEt 2
. 2K 20| M REAM|E
Pod9_| IDE AFEELCt

kubectl -n kube-system get pods
kubectl -n kube-system logs Pod/podId

SecretProviderClass CRD7} Ax|k&|oq €

2 SecretProviderClass At

-n nameSpace

Cl= odz
oo

kubectl get crd secretproviderclasses.secrets-store.csi.x-k8s.io

FRIE Elaa ™

104 M podIdoi csi-secrets-store-provider-aws

A= X| ElE

o B
«  SecretProviderClass Zi®l|7} MM £ = K| & QI8 L|Ct.
kubectl get secretproviderclass SecretProviderClassName -o yaml

Stk
=
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AWS Eotets ol 1M ZZ X FE oA

ASCP 215 & |4 Ho{ off x|

0ofl: Amazon EKS Pod Identity AH|A (pods.eks.amazonaws.com)7} Q&S +sl1 MMol Ef2E

XHEE HEsHE IAM HAH:

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Sexvice": "pods.eks.amazonaws.com"

}I

"Action": [
"sts:AssumeRole",
"sts:TagSession"

SecretProviderClass

YAMLEZ At&35t0{ ASCPE &3l Amazon EKSOf| EfAlistE 2ot &2 & MEFLICE oAl the
section called “SecretProviderClass AF2” MM & Z5HAMIR

SecretProviderClass YAML #+Z&

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:

name: name
spec:

provider: aws

parameters:

region:
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failoverRegion:
pathTranslation:
usePodIdentity:
preferredAddressType:
objects:

ietole Eeols B ™o MF HE 23!
2|

(M AbEh 2ot ot
M xletg ZagtLich of Z3

Ze{aHo| 2|™dg M3sts ZWol E&Lich

LSt failoverRegionZ(E) X|Hsl= B ASCP= F 21T ZF0M Eot &t 5 HM
LICE = 2| & stLt7 ol & E0{ 21E 2ol CHaH 4xx LR E Btetst= < ASCP=
T EIMSHR| A &LICH regiondM 2ot &7 B2 AME|H ASCPE liiE 23 22 &
MEfLCH regiondtl M= £ &5 7t
2 AME[= 2 ASCPeE siiY &% 2t2 B AHELICH

1]

failoverRegion

(MEH ALE) Ol ZHEE Z 5= H<? ASCPE region & O] ZHEof Ho|El 2|0l E0F oF

S E AMstE{D A& LCt 5 2™ & 5Lk ol E 0] 215 EX CHaH 4xx 2/ E BHetst

£ 89 ASCPE 0= &3 T EIXSHK| & LICH regionOl M 2o tS 7 S Mo 2 ZHME|

0 ASCPE Y &3 Zt2 S AHELICH regiondtME EoF 571 ME3XMoZ HME|X| ot
failoverRegiontM M3 XMoo 2 ZHME|= AR ASCP= T =& 22 B ELICE Ol EE A
8 WOl o= ChE 21T 2o 2f 5 ol Tx| MME XML,

pathTranslation

(MEH AFEF) Amazon EKS2| It O|& 0| Linux2| £2HAl()et 22 EE &8 BRI & E 2
FEF CHA| 2XHILICH ASCPE G2 72 EA7t & B o2 e 5= gigLch.

ASCPE A2 T & ZXtE CHE X2 CHAELICH ol 2ZEE M 85tX| 2t= E2 ChAl &

E()0|2Z 0 & E0{ My/Path/Secret2 My_Path_Secret2Z EfA{EILIC

2 CHAE U X|5t24™ False EAIYS 24§t

usePodldentity

dfAlg AMSHLICH X|HEHK| o™ 7B o Z IRSA(AMHIA HZE ol Cist
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AWS Secrets Manager

« EKS Pod IdentityE At2s5tedH CHS 2F 5§

—
EE T

« IRSAE HWA|MOZ AR5t {HECI=2 2 S

||.F|| EEE n F"“=.

3I-L_I-§ AI-%EH_'EI. "tIue"", "True", ”TRUE", ngn

sLi8

ArEErL|Ct "false", "False", "FALSE",

preferredAddressType

(ME4 AFE) Pod Identity Agent QIEZQIE SAl0| AL E 7|18 MY IP 4 /82 xIHgLch &
E = EKS Pod Identity 7|52 A& & Bt JHSLE.IJ_ MHIA HE 1AM HEE AHEE = FA
ELCH 22 WAEXE F26HK| A &LICH &8 gf2 oS30 Z &Lt
e "ipv4", "IPv4"" EEE= "IPV4" - Pod Identity Agent IPv4 RIEZQIE ZK| ALS
« "ipv6", "IPv6" EEE= "IPV6" - Pod Identity Agent IPv6 AIEEZQIE ZHA| AFR
- XNHEEX| S - xS AEZQIE MEY ALE, IPv4 AEZQIEE HX{ A|Z5tT IPv4 HIH Al IPv6

O-||I:;\t0| 2 %H_I

ZHR|

EANE 2ot &2 o YAML s Z ¥ st SAAYULICH YAML TS & EAtd = IOl Z() &
XHE ME38t= ol E&LLCE
objectName

L4 AbgtelLCh 7hMe 2ot o5 = ni2tolE{e| 0|E 2 X|XErLIC} Secrets Manager2|

22 Tet0jE{Q) Secret1d® 2ot 9459|2143 01F Ei MM ARNY 4 2&LICH SSM

Parameter Store2| A< mt2tO|E{Name 2| O|H m2tO|E{Q| O|F EE= TA| ARNY == AU &LICt.
objectType

objectName2Z Secrets Manager ARNS AL&35HX| eb= A0l et

secretsmanager L= ssmparameter &L|C}.
objectAlias

A= Eot =0l mtd o|FLICt ol HEE X|HstK| gf2

(MBS AFEH) Amazon EKS Z E.0f
40

7
oT

filePermission

(M= APEH) HOH 3 B EIRNE T B
&ot x| Sto® 7|2 7t2 QLiCt0644”

2 objectNameO| It O|F 22 LIEIH

4xt2| 8%l EXrLEULICH o] EEE |

ASCP o |
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https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetSecretValue.html#API_GetSecretValue_RequestParameters
https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_GetParameter.html#API_GetParameter_RequestParameters

AWS Secrets Manager AL 7Hol=

objectVersion

(MEH AbEH E Ot o5 o] A IDYLICH 2ot &5 E oo|EE motct HA IDS Yd|o|E 5
elgLct 712xMo =z JtE %[4& 0| AHSELICt failoverRegion2
() £&sts 82 0| 2E= 7|2 objectVersion2(E) LIEHLICE

objectVersionLabel

—~

M Ag) wiTiol EaLICt 7|8 BEE FHE 212 8T AWSCURRENTRILICH RHAIE L

&2 the section called “E2 0 215 HT" EHHE HESIAMA|R. failoverRegion2(E) £ &st
£ 42 0| 2=& 7|& objectVersionLabel 2(E) LIEFLICEH

jmesPath
(M= ALE) Amazon EKSO| B AHE mtlof| CHet Eot o 59| 7| MelL|ct o] 2ZEE A6t
™ 2ot 2t 2/0| JSON EAlo|ofok & LCt. Ol HEE A5t 75'—|- path 2 objectAlias
st¢l EEE ZEsHok ghulct.
a2

o et & Zfo| JSONO| U= 7I-4f Hofe| Z|LICH EEof sto|Z0| Z&E B 2 Mt
EE ME35t0q 5t0|EE o|A A 0|Z RE[RLICE. 0f: path: '"hyphenated-path™'

objectAlias

Amazon EKS Z =0 EAfe ot o|FLICH E =0 5to|Z0| ZE F2 X2 WF

EE ME5t0q 5t0|EE o|AAHO|Z XZIFLICE. 0i: objectAlias: '"hyphenated-
alias"'

filePermission

(ME4 ALY O &3 B EIRHE THY HEHS XISHE 4X1EI 8714 ERIPRILICH O LEE
XIReHR| to® TR M2 49| ZA o nte Mto| ABELIC

failoverObiject

(ME AHE) Ol HEE X|H5tE B9 ASCPE= 7|2 objectNameol| X|HE 2ot &5 9}
failoverObject objectName 5t EEO| X[HEl EHot S & ZF HAM5tEi0 Al &L

Ct & & 5tLI7E ol E 04 015 EX|of CHaH 4xx LR E EHEHsle BR ASCPE (= ST &
A3tX| et &LICt 7|& objectNameOlM £t &S 71 HF Mo 2 ZHME|H ASCPE T &5
2 ERHELICE 7|2 objectNamedM= 2ot 2571 o2 HME|X| i1 Fol =X
objectNameO M H3 Mo 2 HME|= AR ASCPE siY &% gt2 HAELICH ol 2EEE
ZEste R ZE objectAliasT E&H&HoF EHLICH O] ZE AFR ol of= CFE Hof o

S2 Mo X[ MME ZEFIMEL.
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detHoz Hof ZA| dE7F SX=0| ot F2 ol EEE AMEELICE SHMEE X|Hsts &
2ol CHer o= CtS 2 2o &= Fol ZX| MME FEZStMR
objectName

ol =x| &Z0| 0|F =& ™A ARNLICH ARNE AF 3= < ARNS| 2[F0| EE
failoverRegion®(2}t) & x|5Hok & L|C.

objectVersion

z
m
=

>
9'I1

L

e
]]O
=
|0

| HA IDLICE 7|& objectVersion2t(@) Ux|sHoF BHL|Ct = ot
% E Alo|EE ot M IDE YOIo|ESHoF st22 HESHK| E&LICH 7|BAMHo =
Z|4 Ol AASELCt

objectVersionLabel

(M AR Q| HEQILICH 7|2 HE2 7HE 212 HA AWSCURRENT IL|CH. RbA|IEH
L& 2 the section called “E 0+ & & BT BHHE HXFIAAIR

Amazon EKS ZE0f 2ot &5 £ Ef x5t 7| {8t 7|2 SecretProviderClass #4342 A AI§HL|C}.
Pod Identity

S8t Amazon EKS 2 AE{0{| A E ot ¢

}OI'

£ ME7517| {8t SecretProviderClass:

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets-manager
spec:
provider: aws
parameters:
objects: |
- objectName: "mySecret"
objectType: "secretsmanager"
usePodIdentity: "true"

IRSA

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:

name: deployment-aws-secrets
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spec:
provider: aws
parameters:
objects: |
- objectName: "MySecret"
objectType: "secretsmanager"

SecretProviderClass Al

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:

name: aws-secrets
spec:
provider: aws
parameters:
objects: |
- objectName:
d4e5f6"
- objectName: "MySecret3"
objectType: "secretsmanager"
- objectName: "MySecret4"
objectType: "secretsmanager"
objectVersionLabel: "AWSCURRENT"

"arn:aws:secretsmanager:us-east-2:777788889999:secret:MySecret2-

of: 2ot &t Z oM 7|-Zt mof By

O| oilMl= JSON EAlo| Hot 50 &4 7|-2f Ho{E ExlstE S EoELICh

apiVersion: secrets-store.csi.x-k8s.io/vl

ASCP of|A|
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kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
objects: |

- objectName: "arn:aws:secretsmanager:us-east-2:777788889999:secret:MySecret-

alb2c3"
jmesPath:
- path: username
objectAlias: dbusername
- path: password
objectAlias: dbpassword

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
objects: |
- objectName: "mySecret"
objectType: "secretsmanager"
filePermission: "0600"
jmesPath:
- path: username
objectAlias: dbusername
filePermission: "0400"

of: Zoff =x| 4 ol

Ol dlofM= E2oF 5ol CHE Foll ZXIE FEstE Y-S EoiELICH
CHS 21 2o &% Zoll =X

Ol tlofA= ofed ElTdoll SX|E 2ot 5ol Cist Xt Eoff ZX|E FEst=

ASCP of|A|
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AWS Secrets Manager

AR 7H0|E

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
region: us-east-1
failoverRegion: us-east-2
objects: |
- objectName: "MySecret"

CIE 2ot A5 = Fof =X
Ol Mo M= CHE 2o & S (SXE ot =)ol CHeh o =XIE Fsts S EoiELICH

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
region: us-east-1
failoverRegion: us-east-2
objects: |

- objectName: "arn:aws:secretsmanager:us-east-1:777788889999:secret:MySecret-

alb2c3"
objectAlias: "MyMountedSecret"

failoverObject:
- objectName: "arn:aws:secretsmanager:us-
east-2:777788889999:secret:MyFailoverSecret-d4e5f6"

FIt 2lAA
Amazon EKSO|A{ ASCP AF&0{ CHEE REA|EH LI 2 CHS 2IAAE & ESHAIS.

« Amazon EKSO{| M Pod Identity AFHS

« AWS EHOt QS Sl 1M ZZRAIE

» GitHub2|AWS Secrets Store CSI E2}0|H

ASCP oA
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https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/integrating_ascp_csi.html
https://github.com/aws/secrets-store-csi-driver-provider-aws

AWS Secrets Manager AL 7Hol=

AWS Lambda &0l M AWS Secrets Manager 22t 2t 5 AIE

AWS Lambda = AMHE ZZH|MJetHL ZElstK| e A EE A £ U= MHEIA AFRE
MH[AILICH of 7|& 2l Parameter Store= T/ CI|O|E{ 2| & Eot &t 3 #2[& I8 et AS
M AEE|X|E AWS Systems ManagerX1|"‘°H’|EP AWS TztO|e L 2ot &% Lambda &S AHS
5t0{ SDKE AtE5HX| 1 Lambda & 0{ A AWS Secrets Manager £ &5 2! mt2t0|E AE 04
D20/ E AMSt D FHAIE = U&LICH o] & ALSof CHEF REAMIEH LIE 2 Lambda 7HE A QHLHA

9| Lambda & 40il M Secrets Manager 20 &3 Al 2 2 ZX3HMI2.

© 4

m

Lambda0il A Secrets Manager 29 &t AL

Lambda 7H& X} LM = Lambda & <=0l A Secrets Manager 20t &5 & AL&35t7| 9
E2 M3 ELct AlZstedH

rok
ml:l

FR10] X|

—

iz

1. Lambda & 0| A Secrets Manager 20t 2r 3 Al & 9| step-by-step A& ME [ME M K. 0{7]0f= Ct

« M3 35t= HEIRISZ Lambda & 4J(Python, Node.js, Java)
O

- AWS m2t0/Ef X Eot Lambda EHE HE22 &7t
- LR HE 7Y
- HFOIM 2ot o3 E HM5HY| E 2 E HY
- B+ E2E
2. Al 7 A AIEE AlZtE ZEsto] Y =2 30| SE2 Tdsty| fIFt #E B0l CHal ot
=1S

3. Eot ofs A 2 = Atz ofa

VPCOI M Secrets Manager 2! Lambda AFHZ

Lambda &7 VPCOIM A™E ZR, &% 0| Secrets ManagerE XMoo ZE $EE = UTS VPC
A=z QEE MMl oF LI KFMIEH LI 2 the section called “VPC QI = Z Q1 E(AWS PrivateLink)”
EHHE HESHAAIR

AWS miZtO/E 2 2ot & $ Lambda & & AHS

O] LAEIM2 Secrets Manager 20+ ¢f % 9} Parameter Store II2t0|E{E 25 AME £ Ql&LCh
oM o2
5|

tO|E AE04 T2tO|EHE Ar& st Edof CHEt REMIBH LH& 2 AWS Systems Manager
o]

ol M
2 MIEMO| Lambda &40 T}2}0|E] AE0] mElOIE| Al2 2 & X5MIS.

_I_
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https://docs.aws.amazon.com/lambda/latest/dg/with-secrets-manager.html
https://docs.aws.amazon.com/lambda/latest/dg/with-secrets-manager.html
https://docs.aws.amazon.com/lambda/latest/dg/with-secrets-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/ps-integration-lambda-extensions.html

AWS Secrets Manager ALZ%t 7H0|=

Systems Manager A& Moi= CtZ0| & EL|ct

- 2F%0| Parameter Store?t XS 5H= 2 Alof CHEH AHAIEH M

AWS Secrets Manager 00| E AFR

Secrets Manager 0f|0|ME &t & dh 4]

AWS Secrets Manager o1|0|JH = HFE #Z0lM Secrets Manager2| 20t &5 E ALl WHE
E&35t5te ol =30| £l= 22t0|¢E & HTTP MH|ALICH TS MH[A S #7A
Ct.

AWS Lambda

Amazon Elastic Container Service

« Amazon Elastic Kubernetes AMH|A

Amazon Elastic Compute Cloud

Secrets Manager Agent= HIZ 204 2ot ¢
Managerg 2% 3 £3t= CH4! localhostod| A
o

MEE 2o 50 ole 4 Qon £HY

S E ZM5t D FHAIStE R o £ 2|70 0| Secrets
Hot &t & 78 = U&LICE Secrets Manager 01|0|

rol-
ro
4> X
rr
0
o>
o

/A Important
Secrets Manager 00| E = Z2| AWS At EHE ALE 504 Secrets Managerg £ &8
LIC}. of7|ofl= Ot of 5 Hote JiMate ol E20| Ele A = 2% 9I%(SSRF)0 Ch3t &
% 7F ZEHEILICE Secrets Manager (IO|MEE ZAE & ML-KEM 7| 282 7|EMo 2
LU= 7S =2 7| WE 2 AFSELICH

Secrets Manager Agent 148
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Secrets Manager 0{|O|ME 72! O3

Secrets Manager 0| 0| E & Secrets Manager H|O|ME 7} CHA| AIZHE! I R{EHEE|= Q1 HIZ 2] FHA
E MEFLICEL CIEE 7B 2 FHA|E Eot &5 72 FI|Me2 ME D ELCH

. 7|2 M2 D& BIE(TTL)E 300X &Lt

® Note
Secrets Manager OIO|ME M= FHA| R 23817t L& E[X| E&LICH FHA| &= 0| BHEE|7| Mo
Hot ot 5 71 WA E|P Secrets Manager Agent7t QEiEl E0oF &5 Zt S vheteh £ QlaLCh

Secrets Manager Agent= GetSecretValuel| SEI Sst HAIOZ HOt & S gtS HHaterLCH
%S 72t A L SHEIX| pE&LCH.

=HA

- Secrets Manager 00| E ElE

« Secrets Manager 00| E M x|

- Secrets Manager O0|MEE AL&35t0{ Hot f s ZAM

« refreshNow I}2}O|E{ O|SH

« Secrets Manager Agent 743

Secrets Manager 0{|0|ME &=

AlEfetz| Hofl E38&0| & Y =7 R Rust =77 AR|E[o] J/E=X| EQlghLCt.

Secrets Manager 0|0|ME 714 O|3H 149



AWS Secrets Manager

@® Note
macOSOH|AM &3l El fips 7|52 AF&310{ 0| 0|MEE YWEStE{™ Al CHS s 20|
ZiostL|Ct.

b8 B 4 xcrun --show-sdk-path

[

- A ZA0tZ SDKROOT MHE 2t=

RPM-based systems
RPM 7|8t A|AERIE T &H5tE{™

1. BlZX|EZ|o NZ2E install AT EE AalsHL|C}.

=
Xt
o

]IOII il

|E= AR Al 22| SSRF EEE M8t & 0|E /var/run/awssmatoke
FL 2 o

MR AT RIET MMSHE awssmatokenreader IS0 EES &

C 2>
_I1r|r

-

Ct,
2. OHEZ|7I0|MOol EE LUE 2iE & UTSF sttdH oS 2[7olde Md™stE ASKH AEE

L K=l

awssmatokenreader Z&0i F7I3l0F & LICH 0 & E01 CHS usermod BHEE AIE35I0 E
2 g o2 £+ UYUs HEHE o E2|7o|MH0f| Bo4E = USLICE 0{7| M <APP_USER>E
OHZZ|7o|ME AEstE AFSAF IDYILILCE.

sudo usermod -aG awssmatokenreader <APP_USER>

e =5 AR

AL20231} ZH2 RPM 7|8t A|AEIOM 7He =7 JE S Mx|ghuCt.

sudo yum -y groupinstall "Development Tools"
3. Rust dx|

Rust A48 A 9| Install RustQ| k|2l & L|C}.

curl --proto '=https' --tlsvl.2 -sSf https://sh.rustup.rs | sh # Follow the on-
screen instructions
. "$HOME/.cargo/env"

4. Ofo|TME =

Secrets Manager 0{|0|FE 2= 150


https://www.rust-lang.org/tools/install

AWS Secrets Manager
3t 835104 Secrets Manager 00|
cargo build --release

target/release/aws_secretsmanager_agentOiA &l

Debian-based systems

Debian 7|8t A|AE

1. 7Y =7 AR
Ubuntu®t Z+2 Debian 7|8t A|ABRIOA HIE T TH7|X|E MXIFLICH
sudo apt install build-essential
2. Rust A%
[HELct

Rust AH A9 Install Ruste| X|ES
--tlsvl.2 -sSf https://sh.rustup.rs | sh # Follow the on-

curl --proto '=https
screen instructions
. "$HOME/.cargo/env"

3. oo|dE =
SlE 2= HYES AL 35109 Secrets Manager O0|MEE =g L|C}
cargo build --release
target/release/aws_secretsmanager_agentOiA A oS &2 4+ A&LICH
Windows
WindowsH|HE & =3tc{HH
1. JHe B8 ™
Microsoft Windows A2 A 9| Windows for Rust0oi| A 7Her #73 M7 o| X|&E W& L|Ct
ME Hc= 151
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https://www.rust-lang.org/tools/install
https://learn.microsoft.com/en-us/windows/dev-environment/rust/setup

AWS Secrets Manager

2. Ofo|™E dc=

4= HA S AFE350q Secrets Manager 00| MEE Y=L

Mo

3t
cargo build --release

target/release/aws_secretsmanager_agent.exeOll A A=~ o2 3

Cross-compile natively

712xoz wil Hutdsied™
1. WA Aot =7 M|
Ubuntu®t Z 0| mingw-w64 IH7|X|E A E + Q= HHEZME B Aot =7 X elg M
x|grct.

# Install the cross compile tool chain
sudo add-apt-repository universe
sudo apt install -y mingw-w64

2. Rust Y= CHe F7¢

Windows GNU 2l= CHAl 2 M x|&hL|Ct.

0

rustup target add x86_64-pc-windows-gnu
3. Windows2 &=

Windows& O|0|MEE WAt HutdefLICt.
cargo build --release --target x86_64-pc-windows-gnu

c-windows-gnu/release/aws_secretsmanager_agent.exe0iA

target/x86_64-p
Al mels &2 = &LCH
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Cross compile with Rust cross

Rust cross& At&35t04 WAl Aot ste{™

AMAERIOIM 7|2Mo 2 DA AU =7 E AIEE =+ 9l R Rust it ZEMEE MEE £
U&LICt. REMIEH LIE 2 https://github.com/cross-rs/cross & Z 35t & A2

/A Important
4 #FolE 32GB C|lA3 37HE HEELICH

1. Docker ™

Docker Ax| 2! 2 4:

# Install and start docker
sudo yum -y install docker
sudo systemctl start docker
sudo systemctl enable docker # Make docker start after reboot

2. Docker M8 74

Docker 2 &01 AFEAHE F7tHEMLICH

# Give ourselves permission to run the docker images without sudo
sudo usermod -aG docker $USER
newgrp docker

3. Windows& 4=

=4

MRlstn A otds Wego o

jn

# Install cross and cross compile the executable
cargo install cross
cross build --release --target x86_64-pc-windows-gnu

Secrets Manager 0 O|ME M x|
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Amazon EC2
Amazon EC20{| Secrets Manager O{|O|MEE A x|5t24H
1. T CIMEEIZ oS

T8 CIEEE|2 HER LT

cd aws_secretsmanager_agent/configuration

2. Mx|A3gE MY
2lZX|E2|of A l install &3 E AlststL|C}H
ATJRIEE AR Al A2 SSRF EEE M8t & 0|8 /var/run/awssmatoken IF0f
KEehLch Mx| A3 EIEJF MMSE awssmatokenreader ZE0MH EE2E 22 £ UL
L|CF.

3. OfEzZ/7olMd HEF 7

O ZZ|7|o|Mo| AE|= A8 K A E awssmatokenreader &0 F7EHLICH.
sudo usermod -aG awssmatokenreader APP_USER

APP_USERE OZC|70|M0| ML= AFR X IDZ HEELICH

Container Sidecar

DockerE A& 735t0{ Secrets Manager AgentE OfZ 2|71 0|44t & 7H AtO|=7} ZAE|O|L 2 Al-iE
£ A&Lct o|Z A 5t o E2[ 0|42 Secrets Manager Agent7} MB35t 2Z HTTP AMHof
MECHASE ZME = U&LICH Dockerod| CHEH AFM|EH LHE 2 Docker @B ME HZEFHAM L.

Secrets Manager 0{0|HE & ALO|E7} Z4E|O|LHE 4452
1. Oof|O|ME Dockerfile 2443

Secrets Manager Agent AFO|=7} ZAE{|O|L40f| CHE Dockerfile2 43 &FL|C}.

# Use the latest Debian image as the base
FROM debian:latest

# Set the working directory inside the container
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WORKDIR /app

# Copy the Secrets Manager Agent binary to the container
COPY secrets-manager-agent .

# Install any necessary dependencies
RUN apt-get update && apt-get install -y ca-certificates

# Set the entry point to run the Secrets Manager Agent binary
ENTRYPOINT ["./secrets-manager-agent"]

2. OHZc|AH 0| Dockerfile 244

O Z 2|7{|o|A0f CHEt Dockerfile2 M A3gtL|Ct.

3. Docker Compose I} A

O
(@)
O
Q
()
-
Q)
(@)
3
o
(@)
(7))
D
e
fjo
0%
0x
g'l_l
(@]

{39 U QE{HO|AE AR S0l T ZIE|OIHE 2

/A Important

OiZ2[71|0]|440| Secrets Manager H|O|HEE AL E =+ U2 AWS X2
SSRF E22 2 E3&lof &L|Ct. Amazon EKS 2! Amazon ECSQ| AL CI=
M.

AL

o Ol
0%

=

mo
B
9'|_|

« Amazon EKS At MEHAO| M| A 2tE|

+ Amazon ECS 7Het X} otLHA{ S| Amazon ECS EfA 3 1AM 48

version: '3'
services:
client-application:
container_name: client-application
build:
context:
dockerfile: Dockerfile.client
command: tail -f /dev/null # Keep the container running

secrets-manager-agent:
container_name: secrets-manager-agent
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build:
context:
dockerfile: Dockerfile.agent
network_mode: "container:client-application" # Attach to the client-
application container's network
depends_on:
- client-application

4. O0|ME HIO|L{Z| At

Dockerfiles 2! Docker Compose It 40| Z & & S et C|ZE2[0f secrets-manager-
agent HO|L4Z|E S AFELIC.

5. ZHo| = 3
Docker ComposeE& At&3t04 ZiE(0|LE st A=ErL|CH

docker-compose up --build

6. LCI= EHA|

O|Xl| Secrets Manager (|O|MEE AI&35t04 E2t0|1E ZHE|O[L{0l|H 2ot A Z & HAMEY =
U&LICH RFMIBH LI 2 the section called “Secrets Manager HIO|FMEE ALE35l0{ 2ot of S

Zu Crelg ESHAAIL.

Lambda

Secrets Manager 0O|ME E Lambda & & o2 I{7| A& 4+ U&LICE 3™ CHE, Lambda & 0]
HES R FI8H & Lambda & 01| A Secrets Manager Agentg EHMO 2 $E504 2o &5
E 7tME += /JU&Lch

Ct2 XI&IME https://github.com/aws/aws-secretsmanager-agent2| MM A ZE secrets-
manager-agent-extension.sh& Al&3t04 Secrets Manager AgentE Lambda & &S 2 M|
T EM MyTest2te 2ot FE & 7HX= WHE 2o{EFLCt

Secrets Manager 0| 0| E0f CHEl Lambda & &S 44J5t24H™
1. OO|ME AS m7|d

Secrets Manager H|0|ME F = If7|X|2] R EO|M CIE BHES AT LIC.

AWS_ACCOUNT_ID=AWS_ACCOUNT_ID

Secrets Manager 01|0|ME M x| 156


https://docs.aws.amazon.com/lambda/latest/dg/packaging-layers.html
https://docs.aws.amazon.com/lambda/latest/dg/adding-layers.html
https://docs.aws.amazon.com/lambda/latest/dg/adding-layers.html
https://github.com/aws/aws-secretsmanager-agent

AWS Secrets Manager AL 7Hol=

LAMBDA_ARN=LAMBDA_ARN

# Build the release binary
cargo build --release --target=x86_64-unknown-linux-gnu

# Copy the release binary into the “bin® folder

mkdir -p ./bin

cp ./target/x86_64-unknown-linux-gnu/release/aws_secretsmanager_agent ./bin/
secrets-manager-agent

# Copy the “secrets-manager-agent-extension.sh’ example script into the
‘extensions’® folder.

mkdir -p ./extensions

cp aws_secretsmanager_agent/examples/example-lambda-extension/secrets-manager-

agent-extension.sh ./extensions

# Zip the extension shell script and the binary
zip secrets-manager-agent-extension.zip bin/* extensions/*

# Publish the layer version
LAYER_VERSION_ARN=$(aws lambda publish-layer-version \
--layer-name secrets-manager-agent-extension \
--zip-file "fileb://secrets-manager-agent-extension.zip" | jq -r
'.LayerVersionAzrn')

2. SSRFEZ 74

Oof0|MEQ| 7|2 782 SSRF EE2 AT A% AWS_SESSION_TOKEN E&=
AWS_CONTAINER_AUTHORIZATION_TOKEN &7 B4(SnapStart7} & M43} E
Lambda & 0| A H)of| dHE SR A5 = HHEELICH E=0| Tt
CIE 5 HeEr M52 2 Lambda & =0of CHEE 12|9| 2t 2 AWS_TOKEN &

gk _
A M8 Holg & U&LICH AWS_TOKEN B3 M8 ALSstE s MEEh 32
lambda:UpdateFunctionConfiguration &2 s &3 H+E MHSHoF &hLlct.

# Attach the layer version to the Lambda function
aws lambda update-function-configuration \
--function-name $LAMBDA_ARN \
--layers "$LAYER_VERSION_ARN"
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4. g+ IZE HOIOIE

QoM AZ et 238 He B StLoM 7HX{2 SSRF E22| o2 MHEE http://
localhost: 2773/secretsmanager/get7secretId-MyTest X-Aws-codes-

Secrets-Token 61|E-I o2 2Z|5lod Eot 45 & HMEI T = Lambda &4+ 5 O|I0|EE
LICH oHZ EIﬂIOI Eoll RAIZ 2Z|2 7345101 Lambda %Hgg 7|3 2 52 x|¢dg &
88 + U S djof °H—IE+
5. < H2&E

2| mtet0|EE A& 380 EZ Secrets
2 Secrets Manager Agent= 202 &f 5 9]
I24™ versionStage EE = versionld THEFOE{E A

|_
o

>

;U
|0 rulo

Manager Agent °"E PIEE &
AWSCURRENT HHAM S ZHAAMshL
ELct.

]
|
i
T
AN
fjo
o
1=
ol

/A Important

Secrets Manager Agent& 2355t 2t

Parameters-Secrets-Token2 Z&df0f E.*L.IEL Secrets Manager Agent= O| 3l 7}
Qi7{LL, HREISSRF EZ0| Y= QHE 7
SSRF 5l O|&& AEX XYY = U& IEP

A A

=T -

o

Secrets Manager (0| E &= X3 AWS 5B SZ A A Q12 AH& 5t
Ct. o248t IAM A4 ZHO| IDE= Secrets Manager Agent7f 20 ¢t
A-ggct.

£ AWS SDK for RustZ Al

2=
g dMste o 28 HEts

» secretsmanager:DescribeSecret

+ secretsmanager:GetSecretValue

Fetol CHet REAIEH LI 2 the section called “Het 2 =" & X5HMR2.
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AWS Secrets Manager

/A Important
Hot %*?. 2t 2 Secrets Manager AgentZ 7+X{2H, ’T’:*-T-_‘r'?:' 24 % SSRF EZ0i| AMAE
AE B E AL X7} Secrets Manager Agent FHA|0I| A 20Ot @F 5 o] HAM|AE = Q& LICH &t
MIEt LHo: the section called “£ ot T2 A& EHRIS nZF.%H;!AIS?__

curl

Example 04| - curl€ At&35to{ 2ot &5 7tX{ 27|

CHZ curl MIX[0l M= Secrets Manager AgentoflA 20t ¢t 5 712
oMl mol Q= SSRFE 7|Hte 2 5lH, SSRFE x| 23 ZEof MHEELICH

AN -

U 7t s ¢ Eo{ELICE 0|
X

curl -v -H \\
"X-Aws-Parameters-Secrets-Token: $(/var/run/awssmatoken)" \\

'http://localhost:2773/secretsmanager/get?secretId=YOUR_SECRET_ID' \\

echo

Python

Example 0| - Python2 At&35t0{ 2ot &5 71X 27|

Ct= Python 0| X|0{| M= Secrets Manager AgentOll A 20t &F 5 7
O| flMlE mUof Y= SSRFE 7|Ho 2 5lH, SSRFE M| A3 R Eof X{EEL|CH

AN -

import requests
import json

# Function that fetches the secret from Secrets Manager Agent for the provided

secret id.

def get_secret():
# Construct the URL for the GET request
url = f"http://localhost:2773/secretsmanager/get?secretId=YOUR_SECRET_ID"

# Get the SSRF token from the token file
with open('/var/run/awssmatoken') as fp:
token = fp.read()
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headers = {
"X-Aws-Parameters-Secrets-Token": token.strip()

try:
# Send the GET request with headers
response = requests.get(url, headers=headers)

# Check if the request was successful
if response.status_code == 200:
# Return the secret value
return response.text
else:
# Handle error cases
raise Exception(f"Status code {response.status_code} - {response.text}")

except Exception as e:

# Handle network errors
raise Exception(f"Error: {el}")

refreshNow I}Z}0|E{ O|3H

Secrets Manager 0| E &= Ql HE 2| FHAIE AF25l0d TR 2 M2 IXMK|E 2o &5 72 K
xstLch 7|2%o 20| M2 T A2 TTL(Time to Live)0| B2 E & %‘“..”‘49% 3003 0CH Hok o
E oF™E m whMEhL(ct Og{uto| M2 WAI2 §5| JHA| €S 0| BFEE[Z| o 2ot 2271 wA &
= 42 Hz 2efeEl 2ot 43 gfe el = AU&LIoh

o| M[&t= sHZ3t7| 2I5H Secrets Manager 0|O|ME &= URLrefreshNowOi| A 2= Zt2t0|EHE K|
grLICt o] m2tO|E{E AF85tod Eot &S Zf2 S Al MZ 1™ FHAIE R 3|5t up-to-date HEE &
HeEE g = ULt

7|8 S&( M lrefreshNow)
- TTLO| Bt= & W X| FHA|El 2t 2 AFSEFLICEH
« TTL(ZIEZL 300%) Fof2t 2ot gt S &
« FHAI7} BFEE|7| Mol 2ot &t 5Tt WA
A&8t S refreshNow=true
- FHAIE 23] %’-ili*L—IEL
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/A Important

refreshNow?| 7|22t falseLICt. 2 MH35I™ Secrets Manager 00| E 1 4d T o]
K|IHE TTLS trueM o5t Secrets Manager01| CHEr API &2 s ELiCt

curl

POI'

Example Of - curl AF&3lo{ 2ot et ZHA| MZ 1 %

CHS curl KXol E Secrets Manager Agent7t 20t S & MZ T X|T i
Ch. o] oAM= mof Q= SSRFE 7| 2 5tH, SSRFE M| A3 B Eof MEELICH

curl -v -H \\

"X-Aws-Parameters-Secrets-Token: $(/var/run/awssmatoken)" \\
'http://localhost:2773/secretsmanager/get?secretId=YOUR_SECRET_ID&refreshNow=true' \
\

echo

Python
Example 0 - Python2 At&35to] 20 &3 Z A ME 1 F

CHZ Python MIX|0| M= Secrets Manager Agentol Al 20t &% 7t 71X = WS EoiELIC.
ol oixlE mtofl = SSRFE 7|Ht2 2 5tH, SSRFE M| A3 2 Eof X{ZHELICH

import requests
import json

# Function that fetches the secret from Secrets Manager Agent for the provided
secret id.
def get_secret():
# Construct the URL for the GET request
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url = f"http://localhost:2773/secretsmanager/get?
secretId=YOUR_SECRET_ID&refreshNow=true"

# Get the SSRF token from the token file
with open('/var/run/awssmatoken') as fp:
token = fp.read()

headers = {
"X-Aws-Parameters-Secrets-Token": token.strip()

try:
# Send the GET request with headers
response = requests.get(url, headers=headers)

# Check if the request was successful
if response.status_code == 200:
# Return the secret value
return response.text
else:
# Handle error cases
raise Exception(f"Status code {response.status_code} - {response.text}")

except Exception as e:

# Handle network errors
raise Exception(f"Error: {el}")

Secrets Manager Agent 7

—_

Secrets Manager Agent2| 74 & #1385lciH TOML 7+ LS st OHg ./
aws_secretsmanager_agent --config config.toml2 HHMHO=Z &
M SM

o —

log_level

Secrets Manager O{O|MEQS| 20| E11E ME M2 =F: DEBUG, INFO, WARN, ERROR E£&
NONE. 7|22 INFORILIC}.

log_to_file

ool 24 e K| EE= stdout/stderr: true EEE false. 7|12 %2 true!L|C}.
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http_port

1024~65535 H|o| 24 HTTP M2 ZEQILICH 7|24t 2773LCt.
region

L AFEE AWS Z[HULICE 2[H0| X[HE|X] 2 B2 Secrets Manager Agent7t SDKO{| A
Mg ZA™ELICH REMISH LI 2 AWS SDK for Rust 7HgtAF LA 2| Specify your credentials
and default Region EHHE & X 3HAM2.

ttl_seconds

0z

ol

o
il
mo

0~3600 (2| FHAIE! EFof CHst = CHe TTLYLICH 7|84 300L|CH 02 7H
LFEFHL|CE.

cache_size
FHAI HEE == U= 2o Eot 245 =2, H= 1~1000LCt. 7|22t 1000 L|C}.

ssrf_headers

Secrets Manager Agent’7t SSRF EZ22 & Qlst= sl O|§ SELICH 7|2 2t2 X-Aws-
Parameters-Secrets-Token, X-Vault-Token’ & L|C}.

ssrf_env_variables

7

AL

o

B4~ ZE 2 Secrets Manager Agent7t SSRF E20 Cial| &=xtHo 2 &Q15t= O|F L
Ct. &4 #Hollz E2 EE= AWS_TOKEN=file:///var/run/awssmatoken0ir e} Z 0| E

2 mtdof cHer & =7F 28 E = J&LIC 7[22F2 "AWS_TOKEN, AWS_SESSION_TOKEN,
AWS_CONTAINER_AUTHORIZATION_TOKEN"ILILC}.

r\OII 0

path_prefix
20| Z2 7|gt 2™HRIX| #elst= ol A El= URI FFALILICH 7222 ‘virdLch
max_conn

Secrets Manager 00| E 7} 5{&35t= HTTP 22t0|¢EQ| %|CH 142 =2, He|= 1~1000 L
Ct. 7|&23gf2 800 LILCt.

MEH 7|

oIr

Secrets Manager O|O|FE & --features ZEi2E0f TE o] MEIX J|so=2 Eleg £ Q&L
Ctcargo build. A& 7ts8t 7|2 &1 Z&LCt
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dE 7|5
prefer-post-quantum

M =7 7Y =2 7| nE Y E|EX25519MLKEM7682 CHELICH O X| oo™ AL E
UK & I& =Xx|= k&L X25519MLKEM768 = 0|2 2|= post-quantum-secure

fips

OO|ME7I AF835le &3 O1ES FIPS &2 &= 20k M|§teLICt
27
2H =24

Secrets Manager HIO|ME &= log_to_file 7+ #H=of M2t 222 It logs/
secrets_manager_agent.log &£ stdout/stderr0ll 2 FE 7S ELICH ofZ2[AH 0|4A10]
Secrets Manager AgentE £&5t0{ 2ot S & 7I XM e 2 £0| 2EZ E10i EAIELICH
CloudTrail 210= EAIZIX| ef&LICt

23 A
Secrets Manager Agent= It 0| 10MBO| =& 5tH M 21 0t S M5t & 574l 21 ot
2 ME gL

AWS MH|A~ 2
Z & Secrets Manager, CloudTrail £ = CloudWatchZ 0|58t X| 8t & LIC} Secrets Manager
Agentoil M 2ot &t 3 & JtX{QEt= ™2 olz{et 210i EAIL|X| & LICt Secrets Manager

Agent7} & E 7tX{ 27| 2|5l Secrets ManagerE XHMOZ 5 &E5H Y EE2 aws-
secrets-manager-agent7t Z& & AL& X} ofO|HE EXE T &7 CloudTrailoll 7|5 & LICt

oM 24 SME FHE 4= A &LICHhe section called “T 4 SM”.

ME| =l

01|0|JHE of7|Elx{o| B2, A2 EHRI2 o0|HE A=EEQRIE I SSRF EZ 0| HM|AE = U=
S =, ch7i MM =AEQILICH St 2ot EHMIE & X|5t24H Secrets Manager Agent2| 412

0|I




AWS Secrets Manager AL 7Hol=

T HIQI2 Secrets Manager A3 5F0| M3 kl= = HQlot Ux|sHof & LICH 06lE &
EC201| M Secrets Manager Agent2| 12| =HQl2 Amazon EC20| CiEt A& 2 ASE F< X4

58| el SYErLICH

/A Important
Secrets Manager AtZ4 ZH0| ofZ 2|7 0|0 & 74 U= O0|ME £F M ot & ALSSHX| &
£ Eot Q14| o Z2|7] 0|2 Ho{¥ AWS SDKs EEE= FHA £F M AL S 1 eddloF &Lt

KM LHIE2 Eot &5 712 7|E & Z5HMIR.

C++ AWS SDKE A& 35104 Secrets Manager 29+ &5 Zf 71X 2
7|

C++ O Z 2|71 0|M o] AR GetSecretValue EE = BatchGetSecretValueE AF250{ SDKE 2 &
gLICH
=

CHZ ZE X0l MHE Secrets Manager 20t &% Zt2 71X e Y E BoiELICH

1z}
FO
r&"

T{eh:secretsmanager:GetSecretValue

//! Retrieve an AWS Secrets Manager encrypted secret.
e

\param secretID: The ID for the secret.

\return bool: Function succeeded.

*/
bool AwsDoc::SecretsManager::getSecretValue(const Aws::String &secretlID,

const Aws::Client::ClientConfiguration
&clientConfiguration) {
Aws: :SecretsManager: :SecretsManagerClient

secretsManagerClient(clientConfiguration);

Aws: :SecretsManager: :Model: :GetSecretValueRequest request;
request.SetSecretId(secretID);

Aws: :SecretsManager: :Model: :GetSecretValueOutcome getSecretValueOutcome =
secretsManagerClient.GetSecretValue(
request);
if (getSecretValueOutcome.IsSuccess()) {
std::cout << "Secret is: "
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<< getSecretValueOutcome.GetResult().GetSecretString() << std::endl;

}
else {
std::cerr << "Failed with Error: " << getSecretValueOutcome.GetError()
<< std::endl;
}

return getSecretValueOutcome.IsSuccess();

JavaScript AWS SDKE At &35t0{ Secrets Manager 20t &% 2f 7t

L8t MBt:secretsmanager:GetSecretValue

import {
GetSecretValueCommand,
SecretsManagerClient,

} from "eaws-sdk/client-secrets-manager";

export const getSecretValue = async (secretName = "SECRET_NAME") => {
const client = new SecretsManagerClient();
const response = await client.send(
new GetSecretValueCommand({
SecretId: secretName,

1},
I
console.log(response);
/7 A
//  ‘'$metadata’': {
// httpStatusCode: 200,
// requestId: '584eb612-f8b0-48c9-855e-6d246461b604",
// extendedRequestId: undefined,
// cfId: undefined,
// attempts: 1,
// totalRetryDelay: @
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// Y

// ARN: 'arn:aws:secretsmanager:us-east-1:XXXXXXXXXxxx:secret:binary-
secret-3873048-xxxxxx"',

//  CreatedDate: 2023-08-08T19:29:51.294Z,

// Name: 'binary-secret-3873048',

// SecretBinary: Uint8Array(11l) [

// 98, 105, 110, 97, 114,
// 121, 32, 100, 97, 116,
// 97

/71,

// VersionId: '712083f4-0d26-415e-8044-16735142cd6a’,
// VersionStages: [ 'AWSCURRENT' ]
// %

if (response.SecretString) {
return response.SecretString;

if (response.SecretBinary) {
return response.SecretBinary;

}
I
Kotlin AWS SDKE A& 3104 Secrets Manager 29t &5 7t 7t X2
7|
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suspend fun getValue(secretName: String?) {
val valueRequest =
GetSecretValueRequest {
secretId = secretName

SecretsManagerClient { region = "us-east-1" }.use { secretsClient ->
val response = secretsClient.getSecretValue(valueRequest)
val secret = response.secretString
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println("The secret value is $secret")

PHP AWS SDKE A}235104 Secrets Manager 29t &% Zf 71X
7

PHP OHZ2|AH 0|M2e| AL GetSecretValue EEE BatchGetSecretValueE Al235+04 SDKE %!
M S E&CH
Ct2 ZE oMol M= Secrets Manager 20t &3 212 71K YHES Eo{F LIt

.I_

Lt Mehsecretsmanager:GetSecretValue

<?php

/**

* Use this code snippet in your app.

*

* If you need more information about configurations or implementing the sample
code, visit the AWS docs:

* https://aws.amazon.com/developer/language/php/

*/

require 'vendor/autoload.php';

use Aws\SecretsManager\SecretsManagerClient;
use Aws\Exception\AwsException;

/**
* This code expects that you have AWS credentials set up per:
* https://<<{{DocsDomain}}>>/sdk-for-php/v3/developer-quide/quide_credentials.html

*/

// Create a Secrets Manager Client
$client = new SecretsManagerClient([
'profile' => 'default'’,
'version' => '2017-10-17"',
'region' => '<<{{MyRegionName}}>>",

1);

$secret_name = '<<{{MySecretName}}>>"';
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try {
$result = $client->getSecretValue([
'SecretId' => $secret_name,
1);
} catch (AwsException $e) {
// For a list of exceptions thrown, see
// https://<<{{DocsDomain}}>>/secretsmanager/latest/apireference/
API_GetSecretValue.html
throw $e;

// Decrypts secret using the associated KMS key.
$secret = $result['SecretString'];

// Your code goes here

Ruby AWS SDKE AI273510q Secrets Manager 22t &S Zf 7142

Ruby OHZ2|7H|0|M2| BRget_secret_value EEE batch_get_secret_valueE AF830{ SDK
E 2™ s EhLict
CHE Z = o Aol HE Secrets Manager 29 &5 Zf2 71X we{g Ho{FL|Ct

# Use this code snippet in your app.

# If you need more information about configurations or implementing the sample code,
visit the AWS docs:

# https://aws.amazon.com/developer/language/ruby/

require 'aws-sdk-secretsmanager'

def get_secret
client = Aws::SecretsManager::Client.new(region: '<<{{MyRegionName}}>>"')

begin
get_secret_value_response = client.get_secret_value(secret_id:
'<<{{MySecretName}}>>")
rescue StandardError => e
# For a list of exceptions thrown, see
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# https://<<{{DocsDomain}}>>/secretsmanager/latest/apireference/
API_GetSecretValue.html
raise e
end

secret = get_secret_value_response.secret_string
# Your code goes here.
end
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CHS get-secret-value K0 ME 34X Eot &5 Zf2 7 SLICH

aws secretsmanager get-secret-value \
--secret-id MyTestSecret

Example O|T £ 0t ¢t 5 ZF A

Ct& get-secret-value Of0i = O Eot &5 242 7HXASZLICEH

aws secretsmanager get-secret-value \
--secret-id MyTestSecret
--version-stage AWSPREVIOQUS
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Example O|EHZ LIYQE Hot ¢t5 10| Hot o5 72 ZHAighL|Ct.

CtZ batch-get-secret-value O{Al0 M= SR 2ot &5 2t 7HXSLICH

aws secretsmanager batch-get-secret-value \
--secret-id-1list MySecretl MySecret2 MySecret3

Example ZE{Z MEASt Eot &t5 T 50| Eot &5 Zf2 AMeLCH

CtZ batch-get-secret-value O|Alof M= Ef2 7} "Test"@l 2Ot 25 0| ot &F 5 742 7HX{SL
C}.

aws secretsmanager batch-get-secret-value \
--filters Key="tag-key",Values="Test"
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{{resolve:secretsmanager:secret-id:SecretString:json-key:version-stage:version-id}}

secret-id
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version-id(A1EH)

A5t Txt 6t Hot o S of H{Fof CHet 18 AEXIQILICH version-idg X|HE AR
version-stage2 X|H3X| OFMI2. version-stage =& version-idE X|H3X| g2 B2

o
7|24f2 AWSCURRENT HHMQILICEH O| MOMHEN = 28 EXRH:)7F ZEEIX| &2 =+ JU&LICH

AMIEH LI8 2 SX & EE AF8510{ Secrets Manager 29+ &t 3 x| MME & x5}

WS ZHAIE 2T U222 A8t 8 HZ(\) & dddtx| nHMAIL.= o8t =& iE

0|
& AWS CloudFormation = Q1222 2|AA T} AliErL|Ct

fok
>
oo

GitHub 22404 A AWS Secrets Manager £2+ &

GitHub 240l 2ot et 5 & AL 5HE4H GitHub 24 AtS3stofol M Eot 2 & HM AWS
Secrets Manager ot 11 GitHub QI EZZ0{|M OtAZE B3 H 2 F L8 £ QI&LICH GitHub &Y
off CHEF XFMIBH LHE 2 GitHub &M 2| GitHub 2124 O|HE &AM L.

GitHub &80l 2o &S & F7I5tH GitHub ZC| CIE D E EHA0|M 2ot A S E AEE £+ S
LIC} GitHub 2fdof CHEr 2 oF Zrsto| X|&lof et 84 LHoAM 2ot 571 &2 ALkl WS WX

JSONE #E &

HOotf S o] MM EXtEE E W 22 M5 LT EXHE0| JSONQ! B¢

A45t04 Zf JSON 7|-gf ‘ol CHer 7HE 28 HeE& A & U&LICH 2o ¢f 5 2ol o|El+el B2
O| 22 s~&stH 2of &5 Zto| EXtE= HetELIc

Hot s oM HMHE BE HeE Eo{H ClHa 222 AHM . REMIEH LY GitHub 22| C|H
27 2858 HZxstMR.

Hot 50l MHEE #E HrE AE e GitHub EA0IA 2 ZE H4-8 HZESHMR

>
2
A
!

O 42 At&35t2{™ HX] configure-aws-credentials EHHE AH&35t0{ X}4 AWS EH2
A5t AWS 2™ GitHub B30l E A& sl ok BLICH GitHub OIDC SZAHE AF85tod Q&2 =
=524 GitHub 242 28 AWS E ot CI1F &red F4o| X|FE [MEML. ZLE=|':"| +HO|H2 2
O QIZE AT £ Q22 Z Secrets Manager 2|20l £7} HMHA 7|1E ME5HR| gtot = ELICH.

bl

to

T

GitHub 173

il
L


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/dynamic-references.html#dynamic-references-secretsmanager
https://docs.github.com/en/actions/learn-github-actions/environment-variables
https://docs.github.com/en/actions/learn-github-actions/understanding-github-actions
https://docs.github.com/en/actions/security-guides/security-hardening-for-github-actions
https://docs.github.com/en/actions/monitoring-and-troubleshooting-workflows/enabling-debug-logging
https://docs.github.com/en/actions/monitoring-and-troubleshooting-workflows/enabling-debug-logging
https://docs.github.com/en/actions/learn-github-actions/environment-variables
https://github.com/aws-actions/configure-aws-credentials

AWS Secrets Manager AL 7Hol=

HYolM Tr= 1AM A2 ChSa 242 HEto| {040k grLch.

. HAM3ledE 2o &3 0f CHEF GetSecretValue

[ e i |
- DE HOot o450 CHEF ListSecrets
« HOt oS pecrypt7t 2 L E3HE KMS key B 9O| (ME] AHE) 12 ZHE[H 7|

KM LH& 2 the section called “215 2! HM|A HNo{” EHHE EEFHAAIL.

- name: Step name
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: |
secretldl
ENV_VAR_NAME, secretId?
name-transformation: (Optional) uppercase|lowercase|[none
parse-json-secrets: (Optional) true[false
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AWS Secrets Manager
Hot 50l &8 JSONO| Z & E|o] UX| Bf2 B HY2 stLte| #E H4E ddstn, &4
T9o| 0|§2 E¢ &% o|Fn SYUotHl KIEELICH
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parse-json-secrets: falseg& &%
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,secret2
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Example 1 O|§ & ARNSZ Hot &

LU ARNS E AHE Hot &

Oj

CHE o X0l M= ol

- name: Get secrets by name and by ARN
uses: aws-actions/aws-secretsmanager-get-secrets@v2

with:
secret-ids: |
exampleSecretName
arn:aws:secretsmanager:us-east-2:123456789012:secret:testl-alb2c3

0/test/secret
/prod/example/secret

SECRET_ALIAS_1,test/secret
SECRET_ALIAS_2,arn:aws:secretsmanager:us-east-2:123456789012:secret:test2-alb2c3

,secret?

EXAMPLESECRETNAME: secretValuel

TEST1: secretValue2
_@_TEST_SECRET: secretValue3
_PROD_EXAMPLE_SECRET: secretValue4
SECRET_ALIAS_1: secretValue5
SECRET_ALIAS_2: secretValueb
SECRET2: secretValue7

Example 2 S ALE A&t ZE Eot ¢
5= 0|2 712 2

CHE oAM= betaZ AlR
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AWS Secrets Manager AR
- name: Get Secret Names by Prefix
uses: 2
with:
secret-ids: |
beta* # Retrieves all secrets that start with 'beta'
Y E BE tHe
BETASECRETNAME: secretValuel
BETATEST: secretValue2
BETA_NEWSECRET: secretValue3
Example 3 29t 2t 5 0{A JSON L& E4A
Ctg X0l M= 2ot &S0 JSONSE T2 BA45t0{ BF H-E M ggLict.
- name: Get Secrets by Name and by ARN
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: |
test/secret
,secret2
parse-json-secrets: true
test/secret 2ot f5 0| HOot ot & 7t 2 S &Lt
{
"api_user": "user",
Ilapi_keyll: Ilkeyll’
"config": {
"active": "true"
}
}
secret2 Eot ¢S o| Hot & & gt ChEa Z &Lt

"myusername": "alejandro_rosalez",
"mypassword": "EXAMPLE_PASSWORD"
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AWS Secrets Manager

TEST_SECRET_API_USER: "user"
TEST_SECRET_API_KEY: "key"
TEST_SECRET_CONFIG_ACTIVE: "true"
MYUSERNAME: "alejandro_rosalez"
MYPASSWORD: "EXAMPLE_PASSWORD"

Example 3 4 0|01 47t X| AZ AL AFE

CHS dlMoM= 42Xt O|§ 2 A8 3sto] 8 HeE dEFLIch

- name: Get secrets
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: exampleSecretName
name-transformation: lowercase
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examplesecretname: secretValue
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https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/rotate-secret.html
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https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_PutSecretValue.html#SecretsManager-PutSecretValue-request-ClientRequestToken
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_PutSecretValue.html#SecretsManager-PutSecretValue-request-ClientRequestToken
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https://console.aws.amazon.com/secretsmanager/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
https://docs.aws.amazon.com/lambda/latest/dg/access-control-resource-based.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/roles-managingrole-editing-console.html#roles-modify_permissions-policy
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https://aws.amazon.com/serverless/serverlessrepo/faqs/
https://docs.aws.amazon.com/general/latest/gr/serverlessrepo.html
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https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html

AWS Secrets Manager AL 7Hol=

HF X824 aws: SourceArn 2! aws:SourceAccount A =74 7|1€ 5 AI28t= 70| AWS

[e)

Ct. oot oA & H2H0i aws:SourceArn =718 X &35
oF ot E WA|stE IR AFRE £ Ql&LICH 04 E o
BIAE 7| aws:SourceAccount@ Z&stE Zd0| E&LCH

bal

o
Fa
=

X

o

4> 2 o
oot &

o
i H

|
|
RA

Z35te4™ Lambdaoi CHEE E|AA 7|8 HA AL S B XRSHMIR.

L}
va
|>
02
12
fjo
—
Q
3
O
o
Q
ok
4>
i

Ct= E&M0| M= Secrets Manager7t Lambda & +8 ZHHMO 2 S £35S 5185t W2 E0iE
LiCt.

JSON

"Version": "2012-10-17",
"Id": "default",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "secretsmanager.amazonaws.com
},
"Action": "lambda:InvokeFunction",
"Condition": {
"StringEquals": {
"AWS :SourceAccount": "123456789012"

},

"Resource": "LambdaRotationFunctionARN"

6ErAl: M| gf ol CHEF HIER T HMHA LY

ol EtAHloME WA &7} Secrets Manager?t £ 0t &5 71 A2 E|E AH|A £ ClO|E{H0|A 25
off A== S LIt 2ot 45 E LKHOPE#':H u_iﬂ g7t F 7HX| 250 HMAE 5= ook
grLICE. the section called “AWS Lambda 1 &l| g <01 CHE L E Q|3 HMAE(E) HZ5HML.

HIGIOIE{H|O|A Hot o5 RbE W &|( 190

rH
w


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
https://docs.aws.amazon.com/lambda/latest/dg/access-control-resource-based.html
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JSON
{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:UpdateSecretVersionStage"

]I

"Resource": "SecretARN"

}I
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetRandomPasswoxd"

1,

"Resource": "*"

},
{

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
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"ec2:DescribeNetworkIntexfaces”,
"ec2:DetachNetworkInterface"

]I

"Resource": "*",

"Effect": "Allow"
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"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey"
1,
"Resource": "KMSKeyARN"
"Condition": {
"StringEquals": {
"kms:EncryptionContext:SecretARN": "SecretARN"

=
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"Effect": "Allow",

"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey"
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1,
"Resource": "KMSKeyARN"

"Condition": {
"StringEquals": {
"kms:EncryptionContext:SecretARN": [
"arnl",
"arn2"

[}

CHA| AHS K Z42foi| CHEt 3 M

CHA| AF2RF Al Z2Foi| CHBE REAISH LI 2 the section called “Lambda &% W& Z2F EHd
SHMI2.

mjo
ik
P

O| AL, Al AFEAF H=FE AF& 311 Amazon
X &7t Amazon RDSOIM ¢17| T1& APIE
SESEE 5{E5H0F Olo|E{H|0|A S| A HEE 7HX2 = U&LICH AWS ZE|d HH
AmazonRDSReadOnlyAccess& 91735t Zd0| E&LICH

Amazon RDS E¢t 215 ME 7} & E &
RDSOIM +IH AL8X 2t S E

CHS ofd EXoi M= &7t ChS e o8 &= AT oS Lich

s THRAM 2o S0 Eot Q15 S AMELICH +HRX 2ot S o] 20 QIE 2 Secrets
Manager7t A 2ot & 50| Eot 15 ACl|0|Est= ol AASELICH

- M S E dMELIC.

o HIO|E{H|O|A EE= MH|A 7 VPCHAM AldHE|= AR T 2SS AMSHAAIL. RIAMEF LHE
2 VPCO| E|AA N HMASHE S Lambda &+ +43(Configuring a Lambda function to access
resources in a VPC)2 HZXHAIL.

JSON

"Version": "2012-10-17",
"Statement": [
{
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"Effect": "Allow",

"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:UpdateSecretVersionStage"

1,

"Resource": "SecretARN"
},
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue"

]I

"Resource": "SuperuserSecretARN"

}I
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetRandomPasswoxd"

1,

"Resource": "*"

},
{

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DescribeNetworkInterfaces",
"ec2:DetachNetworkInterface"

]I

"Resource": "*",

"Effect": "Allow"

}
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ClO|E{HO|A EEE QUAEIATL VPCL| Amazon EC2 QIAEIANAM Al SQ1 A, St VPCO|
X Lambda &7} M| 2 245t 40| E&LIch 28™ A g7 Mulagt =Y S4lg
£ Ql&LICH RIMIEH L2 VPC HHA S IESHNIR.

Lambda &4 7} C|O|E{H| 0| A EE= MH|A0| HMASEE 5|25
Z| 2ot 320| O|0|E{H|0|A = A{H|AO] O} RHIRE AS
E{#H|O|A EE= AMH|AO0| ©4Z3= Hot 72 0| Lambda A &
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html#vpc-configuring
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AWS Secrets Manager ALZ%t 7H0|=
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2. 1A S0 API &8 AEEL|C}
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. HOototE WHE 25 A AWS ME IEE AIESHT YsX| ZQlghct
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AWS Secrets Manager AL 7Hol=

Lambda &7t QIE{lof HMAE =
HIA ZEIO|HI AEZQIEE 5=
EHHEE 7IEXMM Z2tolH! ¢

(AWS PrivateLink) B2 & XM AR.

£ VPCOHM A&iz|= Z VPC LIl M Secrets Manager A
O #Z&LICt Je{H VPCIt HEE B[ JERXQIEZ ME

o4
HA
74
A
EZ C|C|HEE = USLICH RHMEH L2 VPC IEXRIE

=3 ol

EE = VPCO NAT AH[O|E|0| EE= 2IE{! HO|ES|O|E F715t04 Lambda & +& Sl HEE!
Secrets Manager HIEXZQIE0]| HMAE = JUTF &LICH 2™ VPCOHM ECfE0| HEE] =X
CIEO| =2E &= A&LICt o|=H 5t HOo[EQ|olof CHEt IP FA7F HEE! QIE{HoMH SAS e

T U282 VPCIt O B2 fEol| =& gLt
“createSecret” 0| &5 g2

CHS 2 createSecret 0|0 &7} SX[E = U= EAMLLICEH
VPC UIESY3 ACLE HTTPS ECZ &4l 5{25HK| et&L|Ct.

XEMIEH LI 2 Amazon VPC AHE MM HIEQIT ACLE AFE35t04 MEUlof CHel Eci= A

=
Lambda Bf 4= A|EF AlZF 70| LT HotA HYUs +de = gl&Lch

XM B LH2 2 AWS Lambda 7HEEAF OHLHAM S| Lambda &+ =M
R

Secrets Manager VPC = ZQIE &= & El 2ot I Z 0 A VPC CID

KtMEF LIE 2 Amazon VPC AH8 DEAMC| HoF T 5 ALE5t0q 2|4 401 CHer ECi= X[o1E &

ZAME.
Secrets Manager VPC Y= ZQIE HE0{ M= LambdadA VPC RIEZQIEE AIEHE HE 5836
X| et&Lct,

KEMIBH LHE 2 the section called “VPC = Z Q1E (AWS PrivateLink)” EHHE EESHAAIL.
2E= WCHE AFSKHE TA|ISHo AHE 3D, £ AHE X & 2 &= Amazon RDSOIM & 2|3t0H, Lambda
&= RDS API0f| A M|AE == Qi&LICH.
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AWS MH|A|AM B 2|E|= chA| AF2AF &9 22 Lambda A &%
£5t0 C|O|E{H|O|A 1A HEE 71X E &= R{0{0fF & L|C}. C|O|E{H| O]
EE& Fd3t= WOl EZ&LICH AHM[EF 82 ChE MME FZFHMR.

« Amazon RDS At T A 2| Amazon RDS API 2! QIE{m|0|A VPC AIEZQIE,

« Amazon Redshift #2| 7I0|E9| VPC AIEZQIE =]
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-function-common.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/redshift/latest/mgmt/enhanced-vpc-working-with-endpoints.html
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L “KMSOi| CHet HMATH A E[X| eE&LICH”

ClientError: An error occurred (AccessDeniedException) when calling the

GetSecretValue operation: Access to KMS is not alloweddM EX WA &0l &

£ Ol M E KMS 7|1E ALE35t0{ & HS& Teto| it ek HHo 53

IAEE S HOH 952 HFHets K0| gLt T8t Hatol CiEt REAIE LIS 2
y =

the section called “T 24 t2[3 7|oi| CHEH & M MM

QR “Hot oks JSONO| 7|7} 9i&LICt.”

Lambda LA &2 AF23le{T 2o &f 5 70| E JSON 7 Z=0i Qlo{of LICH O] 2F 7F EAIE]
B JSONO|| & o HAMASE = 7|71 QIS 2 ot %484 JSON £ =04 CH
&t XFM|E LHE € the section called “EQF 25 0| JSON =" MME 2 X 35HM|L.
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oA &7t Cllo|E{HIO| A 0] HAMAE 4= I&LICEH
xoq 7|zto| Z1 AL (0d: 5000ms O|4H) Lambda A & 47} HE LI E S5l Cllo|E{H 0] 201 HA|
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E 2ot 3F0| C|o|E{H|0]& E& AH|A0M OFRHI2E 9_74

E{H|O|& EE= MH|A0f @IZAE Eot & 0| Lambda A
2|'o|oHO|= ghuick.

ot erz ol Hot o1& 0| EHIZX| i&LCt
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2] 7(Zto| B2 B Lambda LA &7 Eot &6 0| HOF CIE O 2 2IE5IHK|
Ct. AWS CLI HHEE A&35t0o{ E0oF &5 o] AWSCURRENT 2! AWSPREVIOQUS E{Z10]
SO 2 210I5t04 X4 BHS &QlgtL|Ctget-secret-value.
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OlH 1|0|*7PAurora PostgreSQL 7™ 13 0|4 0|1 scram-sha-2562 (&) AH&5t0{ S E
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https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html#vpc-configuring
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/get-secret-value.html
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scram-sha-256 & S 3IE AI&35l= O|O|E{H|O|A AR A} & QI &

- PostgreSQL 132 |8t RDS2| SCRAM 215 E210{ A H|-SCRAM ¥ =& At&st= ALE Xt
o| &olg R XA,

Heh WA &7F AFE 8= 1ibpqll BT =l e
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Linux 7|8+ Z4BEE|Q| Lambda 220IM IA| 42 0|S 5104 i HES cte2cetLc}, &
o1 CIMEIZ|of zip HYUS 9= sHR|ELICH

—

2. BHESHYCIEEE|MM CHES dgfLICh

readelf -a libpg.so.5 | grep RUNPATH

3. EXY PostgreSQL-9.4.x0| EA|E|7HLt HO|X{ HZH0[ 10 O/t B2 WA
scram-sha-2562(&) X|H5tX| &= ALt

%
1
N

« scram-sha-2562(8) X|5tX| &= uAl g0 24

0x000000000000001d (RUNPATH) Library runpath: [/
local/p4clients/pkgbuild-alb2c/workspace/build/
PostgreSQL/PostgreSQL-9.4.x_client_only.123456.0/AL2_x86_64/
DEV.STD.PTHREAD/build/private/tmp/brazil-path/build.libfarm/1lib:/
local/p4clients/pkgbuild-alb2c/workspace/src/PostgreSQL/build/
private/install/lib]

« scram-sha-2562(8) X|¥ste uA ol £=4:

0x000000000000001d (RUNPATH) Library runpath: [/
local/p4clients/pkgbuild-alb2c/workspace/build/
PostgreSQL/PostgreSQL-10.x_client_only.123456.0/AL2_x86_64/
DEV.STD.PTHREAD/build/private/tmp/brazil-path/build.libfarm/1ib:/
local/p4clients/pkgbuild-alb2c/workspace/src/PostgreSQL/build/
private/install/lib]
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2021 122 30 O|Tof| At&S £0F &5 WAME HYHE < uAN gr+-=8 X[H5HX]
libpqg &= O™ HTOIE HEZ M E&LICtscram-sha-256. scram-sha-2562(8) K|
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https://aws.amazon.com/blogs/database/scram-authentication-in-rds-for-postgresql-13/
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Ol O|E{H| 0| A 0] SSL/TLS MM A7} TR ehL|C}.

ClO|E{H| O] A0f SSL/TLS @1Z20| ER K|t A &7t S 3 E|X| o2 AE A BSHE B2,
oA g7t ololE{Ho|A0] 242 E = gi& LIt Amazon RDS(Oracle 2! Db2 M| 2[) 2! Amazon
DocumentDBO| CHEt W&l &= AFE 7tS8H 208 A3 A B (SSL) £= ©SE H S EHTLS)2
At &35to{ O|O|E{H|O| A0 HAZATILICEH JHX| fo™ =3 E|X| f2 122 AASELICH
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Secrets Manager & & (https://console.aws.amazon.com/secretsmanager/)

oM 20+ &5 E L|Ct & 7 4d(Rotation configuration) A4 2] Lambda

1WA &=~(Lambda rotation function)0lA arn:aws:lambda:aws-
region:123456789012:function:SecretsManagerMyRotationFunction 1 &2
Lambda &% ARN(Lambda function ARN)2 2 = U&LICt ARN ZoA &= OIS SAHE
LICH Ol oM E  SecretsManagerMyRotationFunction RILICH).

2. AWS Lambda £%& https://console.aws.amazon.com/lambda/ & 40| A A A x}oi| Lambda
g O|E2 E04 210 EnterE MENS OHS Lambda & & MEAFLICH

3. &+ MR HE mo|x|e] 7 4d(Configuration) B0 A, EfZ(Tags) ofzH2l
aws:cloudformation:stack-name 7| €of Q)= 2t S AtEFLICH

4. AWS CloudFormation 2% https://console.aws.amazon.com/cloudformation A EH0| Z4AH Arx}
of 7| 2t2 204 22 Ct3 Enterg MEiFLICH

5. AEH SE2 |ambda 1A ﬁ*% MAFH ABHDE EAIE| =8 TE{RE I—lEP A4 *E.J =R
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=R L|Ct.
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https://console.aws.amazon.com/lambda/
https://console.aws.amazon.com/cloudformation/
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2022 112 ool dMHE ULE WA &= Python 3.72 AL &LICEH Python& AWS SDKE
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https://repost.aws/knowledge-center/secrets-manager-lambda-rotation
https://repost.aws/knowledge-center/secrets-manager-lambda-rotation
https://aws.amazon.com/blogs/developer/python-support-policy-updates-for-aws-sdks-and-tools/
https://console.aws.amazon.com/lambda/
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* ARN: arn:aws:cloudformation:us-
west-2:408736277230:stack/SecretsManagexRDSMySQLRotationSingleUser5c2-
SecretRotationScheduleHostedRotationLambda-3CUDHZMDMBO8/79fc9050-2eef-11ed-

- AEH O|F: SecretsManagerRDSMySQLRotationSingleUser5c2-
SecretRotationScheduleHostedRotationLambda
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AEH O|F2 CFE ofl2t Z 0| ARNO| Z 7 &[0 Ry&LICH.

* ARN: arn:aws:cloudformation:us-
west-2:408736277230:stack/SecretsManagexRDSMySQLRotationSingleUser5c2-
SecretRotationScheduleHostedRotationLambda-3CUDHZMDMBO8/79fc9050-2eef-11ed-

« AEHO|&: SecretsManagerRDSMySQLRotationSingleUsex5c2-
SecretRotationScheduleHostedRotationLambda

A g0 HELYE O 0|EdtE{H(AWS CloudFormation)
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2. AE{A4Q|0|E H|0|X|o| ®IZ 3! ZH| 0| A Application Composertil A T
Application Composer0i| M =& 2! FAZ0d| A Application Composero| A

A
S Lo

3. Application Composer0{lA{ C}
a. HIZ2/ JSONOIAM SecretRotationScheduleHostedRotationLambdall AL
Properties O}2HQ| ParametersOiA "runtime": "python3.9"& F7}&L|C}.
b. HEZZ MCl|o|EE MEdFLICE

c. AWS CloudFormation7|& 5t 7| CHEt A REo{| M &2l & AWS CloudFormationZd|& TI&iE M
EHStod Al &L Ct.

AWS CloudFormation AEBH QI3 Z2 E H& FIEE O 2 A& MEiEL|C]

s

M 3: AWS CDK AF2X}2| A< CDK 2HolE 2| Yaelo|=

& v2.94.0 AWS CDK O|ME AF25104 Eot 2t S0 CHEF A E MAHE A2 v2.94.0 0|2 E 4
2H|0|E35t04 Lambda &+ & YC|OIEE &= J&LICH RHAMIEH LIE2 AWS 28t E 7HE 7|E (AWS
CDK) v2 7HEf X} OHLHAME &I Z=SHAIR.

AWS Lambda & A28t E9F 2t 5 WA PutSecretValue AIH

Secrets Manageroil M =& A8 E£= Wit H™E BHME A& 351D CloudTrailol M Secret
SECRET_ARNO{ CHEt 2/ 521 2¢F &f 5 BT VERSION_ID7} Lambda LAMBDA_ARNO{| 2|3l 4
ME|X| ektchE HIAIX|7F Z8E RotationFailed O|HIEE Er7dst 2. AWSPENDING AE{O| %
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Ho|E& N7{st1 Wx|E CHA| A|ZF8t CHS RotationToken IFE2IO|E{E AIE 35 Lambda &
£ d|o|E3sHoF & LCt.

EZEE|TE Lambda A &+ YO O|E RotationToken

1. Lambda &+ ZELCIRECE
« Lambda 2& 47|

s CIRECENM &+ ZE zip, AWS

S
- HQIZ MEistod 24 AlAH| &+& MEERLICH

2. Lambda_handler ®HZ

&t AE I E I5H create_secret EHA|0| rotation_token L}2FO|E{E E &H&rLICE.

def lambda_handler(event, context):
"""Secrets Manager Rotation Template

This is a template for creating an AWS Secrets Manager rotation lambda

Args:
event (dict): Lambda dictionary of event parameters. These keys must

include the following:

- SecretId: The secret ARN or identifier

- ClientRequestToken: The ClientRequestToken of the secret version

- Step: The rotation step (one of createSecret, setSecret, testSecret,
or finishSecret)

- RotationToken: the rotation token to put as parameter for
PutSecretValue call

context (LambdaContext): The Lambda runtime information
Raises:
ResourceNotFoundException: If the secret with the specified arn and stage
does not exist

ValueError: If the secret is not properly configured for rotation

KeyError: If the event parameters do not contain the expected keys
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arn = event['SecretId']

token = event['ClientRequestToken']
step = event['Step']

# Add the rotation token

rotation_token = event['RotationToken']

# Setup the client
service_client = boto3.client('secretsmanager’,
endpoint_url=os.environ['SECRETS_MANAGER_ENDPOINT'])

# Make sure the version is staged correctly
metadata = service_client.describe_secret(SecretId=arn)
if not metadata['RotationEnabled']:
logger.error("Secret %s is not enabled for rotation" % arn)
raise ValueError("Secret %s is not enabled for rotation" % arn)
versions = metadatal'VersionIdsToStages']
if token not in versions:
logger.error("Secret version %s has no stage for rotation of secret %s." %
(token, arn))
raise ValueError("Secret version %s has no stage for rotation of secret
%s." % (token, arn))
if "AWSCURRENT" in versions[token]:
logger.info("Secret version %s already set as AWSCURRENT for secret %s." %
(token, arn))
return
elif "AWSPENDING" not in versions[token]:
logger.error("Secret version %s not set as AWSPENDING for rotation of
secret %s." % (token, arn))
raise ValueError("Secret version %s not set as AWSPENDING for rotation of
secret %s." % (token, arn))
# Use rotation_token
if step == '"createSecret":
create_secret(service_client, arn, token, rotation_token)

elif step == "setSecret":
set_secret(service_client, arn, token)

elif step == "testSecret":
test_secret(service_client, arn, token)

elif step == "finishSecret":
finish_secret(service_client, arn, token)
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else:
raise ValueError("Invalid step parameter")

3. create_secret IE WE

rotation_token LI2t0|E{E E5t10 AFE ST S create_secret &+ & =™ LICH

# Add rotation_token to the function
def create_secret(service_client, arn, token, rotation_token):
"""Create the secret

This method first checks for the existence of a secret for the passed in token. If
one does not exist, it will generate a
new secret and put it with the passed in token.

Args:
service_client (client): The secrets manager service client

arn (string): The secret ARN or other identifier
token (string): The ClientRequestToken associated with the secret version

rotation_token (string): the rotation token to put as parameter for PutSecretValue
call

Raises:
ResourceNotFoundException: If the secret with the specified arn and stage does not
exist

# Make sure the current secret exists
service_client.get_secret_value(SecretId=arn, VersionStage="AWSCURRENT")

# Now try to get the secret version, if that fails, put a new secret
try:

service_client.get_secret_value(SecretId=arn, VersionId=token,
VersionStage="AWSPENDING")

logger.info("createSecret: Successfully retrieved secret for %s." % arn)
except service_client.exceptions.ResourceNotFoundException:

# Get exclude characters from environment variable
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exclude_characters = os.environ['EXCLUDE_CHARACTERS'] if 'EXCLUDE_CHARACTERS' in
os.environ else '/@"\'\\'

# Generate a random password

passwd = service_client.get_random_password(ExcludeCharacters=exclude_characters)

# Put the secret, using rotation_token
service_client.put_secret_value(SecretId=arn, ClientRequestToken=token,
SecretString=passwd[ 'RandomPassword'], VersionStages=['AWSPENDING'],
RotationToken=rotation_token)

logger.info("createSecret: Successfully put secret for ARN %s and version %s." %
(arn, token))
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--secret-id MyTestSecret

WA E[X] 2 2ot &f & 7|

AWS Config & AF&3to{ E ok ¢t

z ot Z0of EEFEP DAED UK EHOIF =
A&LICE AWS Config HEI2 AFE5to{ 2ot ¢ Hot *

YT ES 2T AYS

H OF of =
—_ =

= =2

I

Al A 233


https://console.aws.amazon.com/secretsmanager/
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/rotate-secret.html

AWS Secrets Manager

AR 7H0|E
LICH 323 CHS AWS Config = 28 £45tK| St 2ot A5 & AP + Q&ELICH 3 2o &f
% HEO|OlE, A 7, 2 & Z & 550 AEE[= KMS 7|, Lambda 1A & & HoF k59t

AZE B0l CHEt HE A E FHE + U&LICH

o2 AWS A & X0l 2ot ef 571 = B2 ol 78 A 7 &+ IOIHE EAE = AWS E

=< o = =
™ A&LICH RMEH LH82 CFE HIE CHS 2[7 CloE EAHE #=5HMIL.
Hot b3 It WA LD UeEX| Btstes WY
1. AWS Config #&IE ALE35t0{ 2|4 A FH7tol CHEt X|EE 2D o F 73 & stLHE MEIFL

Ct.

« secretsmanager-rotation-enabled-check — Secrets Manager0ll M& El E ot &5 0of
CHa w7t T+ E[R= K| & lghLC.

- secretsmanager-scheduled-rotation-success-check— OX|H o2 HZ 8t WA 7}
MME DA F=7| Lol UeX| =elgfct x4 &l F7|= oY LICt.

+ secretsmanager-secret-periodic-rotation- 2o &&E X|HE U4 Lol XFHE

x| =lgrLct.
2. MEiMo=Z Hot ts 7t #HE £E45K| A2 M &2l AWS Config =& FMFLICH AHME
LI 2 7} Amazon SNS F=A|Z AWS Config ELIE & 22 HZESHAM2.

=
ot &3 MF HE molx|e] nA 744 MMM A HES ME{ELICH
A

AW N -
S,
I

= (S — |
T HE cfst 4R RS AAHE & O F, XME 2 MEfgLch

DA E CHA| 74712 A8 B2, Secrets Managere= 1A 7+ HEE S X|5104 LI S0l AIEE

234


https://docs.aws.amazon.com/config/latest/developerguide/aggregate-data.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluating-your-resources.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-rotation-enabled-check.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-scheduled-rotation-success-check.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-secret-periodic-rotation.html
https://docs.aws.amazon.com/config/latest/developerguide/notifications-for-AWS-Config.html
https://console.aws.amazon.com/secretsmanager/

AWS Secrets Manager AL 7Hol=

AWS Secrets Manager CHE AWS AH|AO|A 22|65t E ot
of 5

B2 AWS MH[A 7o 2ot & E & KE St AFS - LICH AWS Secrets Manager. O[2{8H £ ¢t f
= g Mg%t MH|A7} 0|8 B Elst= O

S
U EEE Hot sl PEld nAt ZHESE BN BHE AT

H1 ol
o rir

/5]
0]

HlA= AEX7FES & 5 & UHO|ESHLE 57 7|ZF 10| A X5t X Rt F
Mete = QJ&LICH o[ A ot 2o f 5 0f o|E5t0] 22| MH|AT -2 2 SEE EXst=
ol ==ol EL/ct
(® Note

EE 2ot &5 = AEsty| £l 2 #E| AMH|& D7 ZEE Y

02
=1
A
fjo
>
olo
il
L
o

Secret name: ServicelID!MySecret
Secret ARN : arn:aws:us-east-1:ServiceID!MySecret-alb2c3
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» appflow - the section called “Amazon AppFlow”

 databrew - the section called “AWS Glue DataBrew”

+ datasync - the section called “AWS DataSync”

* directconnect - the section called “AWS Direct Connect”

¢ ecs-sc —-the section called “Amazon Elastic Container Service”

* events - the section called “Amazon EventBridge”

* marketplace-deployment - the section called “AWS Marketplace”

* opsworks-cm - the section called “AWS OpsWorks for Chef Automate”

« pcs — the section called “AWS %3 ZHFE! MHH|A”

* rds - the section called “Amazon RDS”

 redshift - the section called “Amazon Redshift”

+ sqlworkbench - the section called “Amazon Redshift #2| FE!7| v2”
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https://docs.aws.amazon.com/apprunner/latest/dg/env-variable.html
https://docs.aws.amazon.com/apprunner/latest/dg/env-variable-manage.html
https://docs.aws.amazon.com/app2container/latest/UserGuide/manage-secrets.html
https://docs.aws.amazon.com/app2container/latest/UserGuide/manage-secrets.html
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-creating-configuration-and-profile.html#appconfig-creating-configuration-and-profile-free-form-configurations
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-creating-configuration-and-profile.html#appconfig-creating-configuration-and-profile-free-form-configurations
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-security.html#appconfig-security-secrets-manager-key-rotation
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-security.html#appconfig-security-secrets-manager-key-rotation
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https://docs.aws.amazon.com/appflow/latest/userguide/data-protection.html#encryption-rest
https://docs.aws.amazon.com/appsync/latest/devguide/tutorial-rds-resolvers.html
https://docs.aws.amazon.com/athena/latest/ug/connect-to-a-data-source.html
https://docs.aws.amazon.com/athena/latest/ug/connect-to-a-data-source.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/data-api.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/data-api.html
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/query-editor.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/query-editor.html
https://docs.aws.amazon.com/codebuild/latest/userguide/sample-private-registry.html
https://docs.aws.amazon.com/codebuild/latest/userguide/sample-private-registry.html
https://docs.aws.amazon.com/firehose/latest/dev/using-secrets-manager.html
https://docs.aws.amazon.com/datasync/latest/userguide/location-credentials.html
https://docs.aws.amazon.com/datasync/latest/userguide/location-credentials.html
https://docs.aws.amazon.com/datazone/latest/userguide/create-redshift-data-source-new-glue-connection-username.html
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https://docs.aws.amazon.com/datazone/latest/userguide/create-redshift-data-source-new-glue-connection-username.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/associate-key-lag.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/seamlessly_join_linux_instance.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ad_connector_seamlessly_join_linux_instance.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/simple_ad_seamlessly_join_linux_instance.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/docdb-secrets-manager.html
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https://docs.aws.amazon.com/documentdb/latest/developerguide/docdb-secrets-manager.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/single-container-docker-configuration.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/single-container-docker-configuration.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/pull-through-cache-creating-rule.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/specifying-sensitive-data-tutorial.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/secrets-app-secrets-manager.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/secrets-envvar-secrets-manager.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/secrets-logconfig.html
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/tutorial-wfsx-volumes.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/wfsx-volumes.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/wfsx-volumes.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/private-auth.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/service-connect-tls.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/service-connect-tls.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/User-Secrets-Manager.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/User-Secrets-Manager.html
https://docs.aws.amazon.com/elemental-live/latest/ug/setting-up-live-as-contribution-encoder-for-mediaconnect-how-it-works-at-runtime.html
https://docs.aws.amazon.com/elemental-live/latest/ug/setting-up-live-as-contribution-encoder-for-mediaconnect-how-it-works-at-runtime.html
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https://docs.aws.amazon.com/mediaconnect/latest/ug/encryption-static-key.html
https://docs.aws.amazon.com/mediaconnect/latest/ug/encryption-static-key.html
https://docs.aws.amazon.com/mediaconvert/latest/ug/kantar-watermarking.html
https://docs.aws.amazon.com/mediaconvert/latest/ug/kantar-watermarking.html
https://docs.aws.amazon.com/medialive/latest/ug/device-iam-for-medialive.html
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https://docs.aws.amazon.com/mediapackage/latest/ug/setting-up-create-trust-rel-policy-cdn.html
https://docs.aws.amazon.com/mediatailor/latest/ug/channel-assembly-access-configuration-access-configuring.html
https://docs.aws.amazon.com/mediatailor/latest/ug/channel-assembly-access-configuration-access-configuring.html
https://docs.aws.amazon.com/emr/latest/ReleaseGuide/storing-sensitive-data.html
https://docs.aws.amazon.com/emr/latest/ReleaseGuide/storing-sensitive-data.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-git-repo-add.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-git-repo-add.html
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https://docs.aws.amazon.com/emr/latest/EMR-Serverless-UserGuide/secrets-manager.html
https://docs.aws.amazon.com/emr/latest/EMR-Serverless-UserGuide/secrets-manager.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-api-destinations.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/managing-file-shares.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/migrate-file-share-config-to-fsx.html
https://docs.aws.amazon.com/databrew/latest/dg/recipe-actions.DETERMINISTIC_DECRYPT.html
https://docs.aws.amazon.com/databrew/latest/dg/recipe-actions.DETERMINISTIC_ENCRYPT.html
https://docs.aws.amazon.com/databrew/latest/dg/recipe-actions.CRYPTOGRAPHIC_HASH.html
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https://docs.aws.amazon.com/glue/latest/ug/tutorial-elastisearch-connector.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/configure-source-authentication-ggv2.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/configure-source-authentication-ggv2.html
https://docs.aws.amazon.com/kendra/latest/dg/data-source-database.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/gs-edge-gg.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/gs-edge-gg.html
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https://docs.aws.amazon.com/launchwizard/latest/userguide/launch-wizard-ad-setting-up.html
https://docs.aws.amazon.com/lookoutmetrics/latest/dev/services-rds.html
https://docs.aws.amazon.com/lookoutmetrics/latest/dev/services-rds.html
https://docs.aws.amazon.com/lookoutmetrics/latest/dev/services-redshift.html
https://docs.aws.amazon.com/grafana/latest/userguide/Redshift-config.html
https://docs.aws.amazon.com/grafana/latest/userguide/Redshift-config.html
https://docs.aws.amazon.com/managedservices/latest/userguide/secrets-manager.html
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https://docs.aws.amazon.com/msk/latest/developerguide/msk-password.html
https://airflow.apache.org/
https://docs.aws.amazon.com/mwaa/latest/userguide/connections-secrets-manager.html
https://docs.aws.amazon.com/mwaa/latest/userguide/connections-secrets-manager.html
https://docs.aws.amazon.com/mwaa/latest/userguide/samples-secrets-manager-var.html
https://docs.aws.amazon.com/marketplace/latest/userguide/saas-product-settings.html#saas-quick-launch
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https://docs.aws.amazon.com/migrationhub-orchestrator/latest/userguide/migrate-sap.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/userguide/rehost-on-ec2.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/database-analysis.html
https://docs.aws.amazon.com/panorama/latest/dev/appliance-cameras.html
https://docs.aws.amazon.com/pcs/latest/userguide/working-with_clusters_secrets.html
https://docs.aws.amazon.com/pcs/latest/userguide/working-with_clusters_secrets.html
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https://docs.aws.amazon.com/parallelcluster/latest/ug/tutorials_05_multi-user-ad.html
https://docs.aws.amazon.com/amazonq/latest/business-use-dg/connector-concepts.html#connector-authentication
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/configure-client-atlassian.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/configure-client-docdb.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/configure-client-confluent-kafka.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/configure-client-self-managed-kafka.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/configure-client-self-managed-opensearch.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/configure-client-self-managed-opensearch.html
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https://docs.aws.amazon.com/opsworks/latest/userguide/data-protection.html#data-protection-secrets-manager
https://docs.aws.amazon.com/quicksight/latest/user/secrets-manager-integration.html
https://docs.aws.amazon.com/quicksight/latest/user/secrets-manager-integration.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/query-editor.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/query-editor.html
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AR 7H0|E

"password": "EXAMPLE-PASSWORD",
"username": "saanvi"

0| o Mol M= Ct2 CloudFormation 2|AAE AF2EHLIC}.

« AWS::SecretsManager: :Secret

E AM85l0od E|AAE MMstE wEdol CHEt XFMIEH LHE 2 AWS CloudFormation AHE A
2l 7|2 ME st4 8 AWS CloudFormationZ Z6HAMI 2.

{
"Resources": {
"CloudFormationCreatedSecret": {
"Type": "AWS::SecretsManager::Secret",
"Properties": {
"Description": "Simple secret created by AWS CloudFormation.",
"GenerateSecretString": {
"SecretStringTemplate": "{\"username\": \'"saanvi\"}",
"GenerateStringKey": "password",
"PasswordLength": 32
}
}
}
}
}
YAML
Resources:

CloudFormationCreatedSecret:

Type: 'AWS::SecretsManager::Secret'
Properties:

Description: Simple secret created by AWS CloudFormation.

GenerateSecretString:
SecretStringTemplate: '{"username": "saanvi"}'
GenerateStringKey: password
PasswordLength: 32

JSON
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JSON

"AWSTemplateFormatVersion":"2010-09-09",
"Transform":"AWS::SecretsManager-2020-07-23",
"Resources":{

"TestVPC":{

"Type":"AWS: :EC2::VPC",

"Properties":{
"CidrBlock":"10.0.0.0/16",
"EnableDnsHostnames":true,
"EnableDnsSupport":true

},

"TestSubnet@1":{
"Type":"AWS::EC2::Subnet",
"Properties":{

"CidrBlock":"10.0.96.0/19",
"AvailabilityZone":{
"Fn::Select":[
no",
{
"Fn::GetAZs": {
"Ref":"AWS: :Region"

o
"VpcId":{
"Ref":"TestVPC"

.
"TestSubnet®2":{
"Type":"AWS::EC2: :Subnet",
"Properties":{
"CidrBlock":"10.0.128.0/19",
"AvailabilityZone":{
"Fn::Select":[
nyn
{
"Fn::GetAZs":{
"Ref":"AWS: :Region"
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iy
"VpcId":{
"Ref":"TestVPC"

},

"SecretsManagerVPCEndpoint": {
"Type":"AWS::EC2::VPCEndpoint",
"Properties":{

"SubnetIds":[

{
"Ref":"TestSubnet@l"
I
{
"Ref":"TestSubnet02"
}
1,
"SecurityGroupIds":[
{

"Fn::GetAtt": [
"TestVPC",
"DefaultSecurityGroup"

]

}
1,

"VpcEndpointType":"Interface",
"ServiceName":{
"Fn::Sub":"com.amazonaws.${AWS: :Region}.secretsmanager"
I
"PrivateDnsEnabled":true,
"VpcId":{
"Ref":"TestVPC"

I
"MyDocDBClusterRotationSecret":{
"Type":"AWS: :SecretsManager: :Secret",
"Properties":{
"GenerateSecretString":{
"SecretStringTemplate":"{\"username\": \"someadmin\",\"ssIl\": true}",
"GenerateStringKey":"password",
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"PasswordLength":16,
"ExcludeCharacters":"\"@/\\"
},
"Tags":[
{
"Key":"AppName",
"Value":"MyApp"

},

"MyDocDBCluster":{
"Type":"AWS: :DocDB: :DBCluster",
"Properties":{

"DBSubnetGroupName" : {
"Ref":"MyDBSubnetGroup"
},

"MasterUsername": {

"Fn::Sub":"{{resolve:secretsmanager:

${MyDocDBClusterRotationSecret}: :username}}"
1,

"MasterUserPassword":{

"Fn::Sub":"{{resolve:secretsmanager:

${MyDocDBClusterRotationSecret}: :password}}"
},
"VpcSecurityGroupIds":[
{
"Fn::GetAtt":[
"TestVPC",
"DefaultSecurityGroup"

}I

"DocDBInstance":{
"Type" :"AWS: :DocDB: :DBInstance",
"Properties":{
"DBClusterIdentifier":{
"Ref":"MyDocDBCluster"

},
"DBInstanceClass":"db.r5.large"

iy

JSON
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"MyDBSubnetGroup":{
"Type":"AWS: :DocDB: : DBSubnetGroup",
"Properties":{

"DBSubnetGroupDescription":"",
"SubnetIds":[
{
"Ref":"TestSubnet@l"
I
{
"Ref":"TestSubnet02"
}

1,
"SecretDocDBClusterAttachment":{
"Type":"AWS: :SecretsManager: :SecretTargetAttachment",
"Properties":{
"SecretId":{
"Ref":"MyDocDBClusterRotationSecret"

.

"TargetId":{
"Ref":"MyDocDBCluster"

iy

"TargetType":"AWS: :DocDB: :DBCluster"

I

"MySecretRotationSchedule": {
"Type":"AWS: :SecretsManager: :RotationSchedule",
"DependsOn":"SecretDocDBClusterAttachment",
"Properties":{

"SecretId":{
"Ref":"MyDocDBClusterRotationSecret"

},

"HostedRotationLambda": {
"RotationType":"MongoDBSingleUser",
"RotationLambdaName":"MongoDBSingleUser",
"VpcSecurityGroupIds":{

"Fn::GetAtt":[
"TestVPC",
"DefaultSecurityGroup"

iy
"VpcSubnetIds":{
"Fn::Join":[
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[
{
"Ref":"TestSubnetol"
},
{
"Ref":"TestSubnet2"
}
]
]
}
.
"RotationRules":{
"Duration": "2h",
"ScheduleExpression": "cron(@ 8 1 * ? *)"
}
}
}
}
}
YAML

AWSTemplateFormatVersion: '2010-09-09'
Transform: AWS::SecretsManager-2020-07-23
Resources:
TestVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: 10.0.0.0/16
EnableDnsHostnames: true
EnableDnsSupport: true
TestSubnet01l:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: 10.0.96.0/19
AvailabilityZone: !Select
- 'Q"
- lGetAZs
Ref: AWS::Region
VpcId: !Ref TestVPC
TestSubnet02:
Type: AWS::EC2::Subnet
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Properties:

CidrBlock: 10.0.128.0/19

AvailabilityZone: !Select
- "1
- lGetAZs

Ref: AWS::Region

VpcId: !Ref TestVPC

SecretsManagerVPCEndpoint:
Type: AWS::EC2::VPCEndpoint
Properties:
SubnetIds:
- IRef TestSubnet0l
- IRef TestSubnet02

SecurityGroupIds:

- lGetAtt TestVPC.DefaultSecurityGroup

VpcEndpointType: Interface

ServiceName: !Sub com.amazonaws.${AWS: :Region}.secretsmanager

PrivateDnsEnabled: true

VpcId: !Ref TestVPC

MyDocDBClusterRotationSecret:
Type: AWS::SecretsManager: :Secret
Properties:

GenerateSecretString:
SecretStringTemplate: '{"username": "someadmin",b"ssl": true}'
GenerateStringKey: password
PasswordLength: 16
ExcludeCharacters: '"@/\'

Tags:

- Key: AppName
Value: MyApp
MyDocDBCluster:
Type: AWS: :DocDB::DBCluster
Properties:

DBSubnetGroupName: !Ref MyDBSubnetGroup

MasterUsername: !Sub '{{resolve:secretsmanager:

${MyDocDBClusterRotationSecret}: :username}}"

MasterUserPassword: !Sub '{{resolve:secretsmanager:

${MyDocDBClusterRotationSecret}: :password}}"

VpcSecurityGroupIds:

- !GetAtt TestVPC.DefaultSecurityGroup
DocDBInstance:
Type: AWS::DocDB: :DBInstance
Properties:
DBClusterIdentifier: !Ref MyDocDBCluster

YAML
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DBInstanceClass: db.r5.large

MyDBSubnetGroup:
Type: AWS: :DocDB::DBSubnetGroup
Properties:
DBSubnetGroupDescription: "'
SubnetIds:

- IRef TestSubnet0l
- IRef TestSubnet02
SecretDocDBClusterAttachment:
Type: AWS::SecretsManager::SecretTargetAttachment
Properties:
SecretId: !Ref MyDocDBClusterRotationSecret
TargetId: !Ref MyDocDBCluster
TargetType: AWS::DocDB::DBCluster
MySecretRotationSchedule:
Type: AWS::SecretsManager::RotationSchedule
DependsOn: SecretDocDBClusterAttachment

Properties:
SecretId: !Ref MyDocDBClusterRotationSecret
HostedRotationLambda:

RotationType: MongoDBSingleUser

RotationLambdaName: MongoDBSingleUser
VpcSecurityGroupIds: !GetAtt TestVPC.DefaultSecurityGroup
VpcSubnetIds: !Join

1 1
’

- - IRef TestSubnetdl
- IRef TestSubnet02
RotationRules:
Duration: 2h
ScheduleExpression: cron(@ 8 1 * ? *)
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"eventName": ["PutSecretValue", "UpdateSecret", "RotationSucceeded"]
}
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$ touch secret.txt
# Creates an empty text file
$ chmod go-rx secret.txt
# Restricts access to the file to only the user
$ cat > secret.txt
# Redirects standard input (STDIN) to the text file
ThisIsMyTopSecretPassword”D
# Everything the user types from this point up to the CTRL-D (AD) is saved in

the file
$ aws secretsmanager create-secret --name TestSecret --secret-string file://
secret.txt # The Secrets Manager command takes the --secret-string parameter

from the contents of the file
$ shred -u secret.txt
# The file is destroyed so it can no longer be accessed.
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C:\> echo. 2> secret.txt

# Creates an empty file
C:\> icacls secret.txt /remove "BUILTIN\Administrators" "NT AUTHORITY/SYSTEM" /
inheritance:r # Restricts access to the file to only the owner
C:\> copy con secret.txt /y

# Redirects the keyboard to text file, suppressing prompt to overwrite
THIS IS MY TOP SECRET PASSWORD~Z

# Everything the user types from this point up to the CTRL-Z (~Z) is saved in the

file
C:\> aws secretsmanager create-secret --name TestSecret --secret-string file://
secret.txt # The Secrets Manager command takes the --secret-string parameter from

the contents of the file
C:\> sdelete secret.txt
# The file is destroyed so it can no longer be accessed.
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JSON
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "SecretARN"
},
{
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "KMSKeyARN"
}
]
}

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret"

1,

"Resource": "SecretARN"

0 mjo
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JSON

{
"Version": "2012-10-17",

"Statement": [

{

"Effect": "Allow",

"Action": [
"secretsmanager:BatchGetSecretValue",
"secretsmanager:ListSecrets"

]I

"Resource": "*"

}I
{

"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
1,
"Resource": [
"SecretARN1",
"SecretARN2",
"SecretARN3"
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AR 7HolE
]

of: tLUE=7IE
U=IFIEE AMB5to HA @40 Zf HES ZEE & &Lt
Example 22| 2 & EHot 50 HAMA
Che MM "TestEnv/"2 AlEtste O|BQ| ZE Hot 458 HME 4 QlE AHAlA Hete 2odg
LICE.
JSON

{

"Version": "2012-10-17",

"Statement": {

"Effect": "Allow",

"Action": "secretsmanager:GetSecretValue",

"Resource": "arn:aws:secretsmanager:Region:AccountId:secret:TestEnv/*"

}

"Version": "2012-10-17",

"Statement": {

"Effect": "Allow",

"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:List*"
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1,
"Resource": "*"
}
}
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JSON

{

"Version": "2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Action": "secretsmanager:*",
"Resource": [

"arn:aws:secretsmanager:Region:AccountId:secret:a_specific_secret_name-
alb2c3",
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of: EoF &t S AMA HEt

AR 2ot &S MM HEHE 2045248 AL XI7F &8 IAM 1&0f HE Mg ¢ddsi= Lol
ZL5LICH IAM AR 222 2 X5HMIe
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CIS Hi2 Hot S E MMSln Eot s E52 8 & Qe TEhE Bo4L|Ct o] HAE A5
248 the section called “ID 7|gF 242" MIME 2 X SHMIR

JSON
{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"secretsmanager:CreateSecret”,
"secretsmanager:ListSecrets"

]I

"Resource": "*"

}
]
}
of: 2ot &f2 & & 5t5t7| flet 58 AWS KMS 7| HE

/A Important

7 BElE 7|8 MM 7| HM TE 7| H0iB AL 50] UNAE Htsts Zo| E

&LICH XtAMI8H L& 2 AWS Key Management Service 7H2r Xt LI A Q| Authentication and
access control for AWS KMSE & X 35HM2.
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1. A Hm EQ1= Sid: "RequireCustomerManagedKeysOnSecrets"E AI&35l01 20 45 E
5L YOolo|EStY| /e FE HEELICH AWS 2|3 7| aws/secretsmanager.

2. & B 22l Secrets Manager7t 712X 2 & AFE5H7| R0 KMS 7|71 Z&E|X| ot 2 Eot
% MM @32 Sid: "RequireKmsKeyIdParameterOnCreate"7{E&fLICH AWS #E[H 7|
aws/secretsmanager.

JSON

{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "RequireCustomerManagedKeysOnSecrets",
"Effect": "Deny",
"Action": [
"secretsmanager:CreateSecret”,
"secretsmanager:UpdateSecret"
]I
"Resource": "*",
"Condition": {
"StringlLikeIfExists": {
"secretsmanager:KmsKeyAxrn": "<key_ARN_of_the_AWS_managed_key>"

"Sid": "RequireKmsKeyIdParameterOnCreate",
"Effect": "Deny",
"Action": "secretsmanager:CreateSecret”,
"Resource": "*",
"Condition": {
"Null": {
"secretsmanager:KmsKeyAxrn": "true"
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https://aws.amazon.com/blogs/security/protect-sensitive-data-in-the-cloud-with-automated-reasoning-zelkova/
https://console.aws.amazon.com/secretsmanager/
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AWS CLI

Example Z|AA Z21 0| 74 A4

Ct= get-resource-policy A E Eot 250 HZAE 2lAA 7|8 HMS ZHMFHL|Ct

aws secretsmanager get-resource-policy \
--secret-id MyTestSecret

Example 2lAA & AFK|

Ct= delete-resource-policy MAloM= Eot &5 0f AZAE 2[AA J[E HAMZ AFX||FLICH

aws secretsmanager delete-resource-policy \
--secret-id MyTestSecret

Example 2|AA HA F7}

Ct= put-resource-policy ol AlofMHE EOF 2t S of Al

2 MRS FT15H04 SliE HAMOo| &5
of CHEH LS HMAE MBSHK| A=K HX ZQlgL|ct otUolM sie M-S &L RFAISt
LI AWS CLI A2 *E*%'HOI It 2o M AWS CLI Zt2t0|E 2EE HZTFML.

aws secretsmanager put-resource-policy \
--secret-id MyTestSecret \
--resource-policy file://mypolicy.json \
--block-public-policy

mypolicy.json| 2EIX:

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/MyRole"
}I

"Action": "secretsmanager:GetSecretValue",
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https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetResourcePolicy.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_DeleteResourcePolicy.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_PutResourcePolicy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies-introduction
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
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JSON

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::AccountId:xrole/EC2RoleToAccessSecrets"
}I
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}

of: 8t U VPC

VPC LHO{| M Secrets Manager0ll HAM|ASHOF 5t= B HeEk Aol Z7HE E & Al7 Secrets
Managerol CHEt 20| VPCOHIM HS LT % 3 4~ QlA&LICH REMIBH LIRS VPC YIEZQIE 70|
e Q8™ A|$t A the section called “VPC QI E X 91 E (AWS PrivateLink)” MM & & XML

et HM A 2™EE VPCOIA 7HR{QtoF BfLICEH J&X| gfe ol
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CHE AWS AMH|A Q| HOt e of
o| HMAE HEELICE

AEELQIE vpce-1234a5678b9012cE S5l O|FO{ & T+ ALEXEIH
Secrets Manager 32 sd8& = JUZSF FEFLICH

JSON

{

"Id": "example-policy-1",
"Version": "2012-10-17",
"Statement": [

{

"Sid": "RestrictGetSecretValueoperation",
"Effect": "Deny",
"Principal": "*",
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"Action": "secretsmanager:GetSecretValue",
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:sourceVpce": "vpce-1234a5678b9012c"

o d o

Example VPCE Edll LHEEIEE 27

CHS Q22 B™-O| vpc-1234567801 4 O|F 0% B0l 2oF &S & Y I 2Elste BHE 5
Lo £ HAMoMHE 2%0| vpc-2b2b2b2b0fAM O|F 0%l B 0Bt HoF f 59t f S 3HEl 7}
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ol

JSON

{

"Id": "example-policy-2",
"Version": "2012-10-17",
"Statement": [

{

"Sid": "AllowAdministrativeActionsfromONLYvpc-12345678",

"Effect": "Deny",

"Principal": "*",

"Action": [
"secretsmanager:Create*",
"secretsmanager:Put*",
"secretsmanager:Update*",
"secretsmanager:Delete*",
"'secretsmanager:Restore*",
"secretsmanager:RotateSecret”,
"secretsmanager:CancelRotate*",
"'secretsmanager:TagResource",
"secretsmanager:UntagResouxrce"

1,

"Resource": "*",

"Condition": {

= 300
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"StringNotEquals": {
"aws:sourceVpc": "vpc-12345678"

}
}
},
{
"Sid": "AllowSecretValueAccessfromONLYvpc-2b2b2b2b",
"Effect": "Deny",
"Principal": "*",
"Action": [
"secretsmanager:GetSecretValue"
]I
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:sourceVpc": "vpc-2b2b2b2b"
}
}
}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html#principal-services
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_iam-quotas.html#reference_iam-quotas-names
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JSON

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": [
"service-name.amazonaws.com"
]
},

"Action": "secretsmanager:GetSecretValue",
"Resource": "*",
"Condition": {
"ArnLike": {
"aws:sourceArn": "arn:aws:service-name::123456789012:*"
},
"StringEquals": {
"aws :sourceAccount": "123456789012"

o d

A

A 7|8t HAM| A K0{(ABAC)E AtEstod Eot 2t F 0 CHEF AM|A K o

A 7|8t HHA MOJ(ABAC)E ALS X, CIOIE] EE BH70| &4 & S4(0f: R A, AU £ H
FFoi Autof S DIE &= U= 7IE )2 7IEc =z HEHE Holst= et F0{ TEfFLCt of

Me AWSO|248t £ 48 eiaetn gLict

r°'- b

Ef1E AF23504 HEt2 A|o{5HH

EA g¥sts 80 R EstH A g7t HHER2 480
T 20| ELICH ABAC A2 HEIY Al 832
X AH O

2 HItE|22, Ar8Xte| of Z2|71o]4 X Cl|o|E{of CH
7

B oiM|A HET SR EIE Aol fHe Mol HHAE @0l ma IS0 HATLICH ol Sof
AERTL £ ME HEY B2, HEt2 UCIOIE S M AH S SASHA| SotT HNA HEHO| XHS

o2 ZYELICH RtMIEH LIE 2 ABACEN FUILITFAWS?, EiTE Z[Bte 2 EoF er50f AMAE

Ef2E At835t0o4 2ot f S o CHEt HAMA Xoq 302


https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
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JSON

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "secretsmanager:DescribeSecret”,
"Resource": "*",
"Condition": {
"StringEquals": {
"secretsmanager:ResourceTag/ServerName": "ServerABC"

}

L

of: 2oF &k 0| Ef a2t UX[SHE EfTE AtE S04 IDO| CHSHAEH HAMA 51

M2 IDO| AccessProject Ef 2f0| £t &5 9| AccessProject Ef {1t S et B2,
AHO| ZE ID7t AHe| ZE 2ot t5of CHEt GetSecretValue HMA HEtES T & & LICH

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": {

"AWS": "123456789012"
}I

"Condition": {
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https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://aws.amazon.com/blogs/security/scale-your-authorization-needs-for-secrets-manager-using-abac-with-iam-identity-center/
https://aws.amazon.com/blogs/security/scale-your-authorization-needs-for-secrets-manager-using-abac-with-iam-identity-center/
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"StringEquals": {

"aws:ResourceTag/AccessProject": "${ aws:PrincipalTag/AccessProject }"
}
}I
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"

}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/IAMFullAccess.html
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/SecretsManagerReadWrite.html#SecretsManagerReadWrite-json
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html#policy-eval-denyallow
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https://console.aws.amazon.com/secretsmanager/
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/get-resource-policy.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetResourcePolicy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_testing-policies.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_CancelRotateSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_DeleteResourcePolicy.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_DeleteSecret.html
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* DescribeSecret

* GetRandomPassword

» GetResourcePolicy

* GetSecretValue

* ListSecretVersionlds

» PutResourcePolicy

* PutSecretValue

* RemoveRegionsFromReplication

* ReplicateSecretToRegions

» RestoreSecret

* RotateSecret
» StopReplicationToReplica

« TagResource
» UntagResource

* UpdateSecret

* UpdateSecretVersionStage

» ValidateResourcePolicy
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https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_DescribeSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetRandomPassword.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetResourcePolicy.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetSecretValue.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_ListSecretVersionIds.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_PutResourcePolicy.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_PutSecretValue.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_RemoveRegionsFromReplication.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_ReplicateSecretToRegions.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_RestoreSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_RotateSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_StopReplicationToReplica.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_TagResource.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_UntagResource.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_UpdateSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_UpdateSecretVersionStage.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_ValidateResourcePolicy.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_PutResourcePolicy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-preview-access
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-preview-access

AWS Secrets Manager AL 7Hol=

2 ofAZpio|MHE £+ U&LICH
AHME g2 2lAA 7

I' of| Al Ao M= H&d10] EoF e

=l
X4 50| A™E20i Q{ck 7HEELICEH

m°l' 1]|0

1EtA|: Account12| Ot S 0f 2|AA HAH 44

- OIS Y2 ##29| ApplicationRoleO| ##12| 2ot &S0 HMASIEE 5{&¢ErLICt o HAY
£ AME3t24™ the section called “BlAA 7|8F HAH Bl HXSHMIR.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::Account2:role/ApplicationRole"
}I
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}
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{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::Account2:role/ApplicationRole"
3,
"Action": [
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying.html
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"kms:Decrypt",
"kms:DescribeKey"

]I

"Resource": "*"
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JSON
{
"Version" : "2012-10-17",
"Statement" : [
{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "SecretARN"
},
{
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:Region:Accountl:key/EncryptionKey"
]
}
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https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/describe-secret.html
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JSON
{
"Id": "auto-secretsmanager-2",
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow access through AWS Secrets Manager for all principals in the

account that are authorized to use AWS Secrets Manager",
"Effect": "Allow",
"Principal": {
"AWS": [
win
]
},
"Action": [
"kms:Encrypt",
"kms :Decrypt",
"kms :ReEncrypt*",
"kms :CreateGrant",
"kms :DescribeKey"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:CallerAccount": "111122223333",
"kms:ViaService": "secretsmanager.us-west-2.amazonaws.com"
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}
},
{
"Sid": "Allow access through AWS Secrets Managexr for all principals in the
account that are authorized to use AWS Secrets Manager",
"Effect": "Allow",
"Principal": {
"AWS": [
wxn
]
}I

"Action": "kms:GenerateDataKey*",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:CallexAccount": "111122223333"
}I
"StringLike": {
"kms:ViaService": "secretsmanager.us-west-2.amazonaws.com"

"Sid": "Allow direct access to key metadata to the account”,
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:root"
]
},
"Action": [
"kms :Describe*",
"kms : Get*",
"kms:List*",
"kms : RevokeGrant"

1,

"Resource": "*"
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"encryptionContext": {

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-secret-
alb2c3",

"SecretVersionId": "EXAMPLE1-9@ab-cdef-fedc-ba987SECRET1"

ot & 5t ZHARIAEE A& 5104 AWS CloudTrail 2 Amazon CloudWatch Logs Z2 ZHABIZE 23
MG G HE 2040| I TS EM O|E &E 3 &g AEE = &Lt

Secrets Manager & 53} ZHEHIAE = 0|&-7f Wo{ = 72 FGE LTt

. SecretARN -3 HE O|&-Zf Ho{s Eot S E AHEILICH F|= SecretARNQILICE O] g2 ¢
3 9| Amazon Z|AA O|E(ARN)ILICH.

"SecretARN": "ARN of an Secrets Manager secret"

01|% £04, 2ot &3 ARNO| arn:aws:secretsmanager:us-
st-2:111122223333:secret:test-secret-alb2c30|H 253 HHAEE IS HO{E
E?:.E.L—“:F

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333;:secret:test-secret-
alb2c3"
« SecretVersionld - & Hm{ O|§-Zt Hlo{= E¢t & Z o H{ME A LICE F7[=

SecretVersionId®lLIC}. O gt ™ IDRILICE.

"SecretVersionId": "<version-id>"
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0§ S04, 2o 2 Z 0| T IDJ} EXAMPLE1-90ab-cdef-fedc-ba987SECRET10|H & =3} 7
EAEO|= Ce Ho{7} Z&HELC),

"SecretVersionId": "EXAMPLE1-9Qab-cdef-fedc-ba987SECRET1"

Hot of S of CHE KMS 7|18 M5t 7{Lt ¥4Z351 T Secrets Managere £ & A7t 0|28 & 4o KMS
1€ AHEE HEHo| Q=X & 2I5H7| AWS KMS 2|3l GenerateDataKey 2! Decrypt 2 3201 2L

|
Ch S FAIStEZ &3 Lo SEHE A8stX| f&LICH

Olz48t AE 2720l Al SecretARNS| Zt2 &5 o] AIX| ARNO|X|EH SecretVersionId Zt2 CHS of
Al & &5t ZHRIAE O A L2t /= W% RequestToValidateKeyAccess@LICEH O E 2 2
O W HA LM AT 2™ e AlEsts ol =50l Eulch
"encryptionContext": {
"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-secret-
alb2c3",
"SecretVersionId": "RequestToValidateKeyAccess"
}
(® Note
ol Mol = Secrets Manage rdd 520 &35t HEIAET TEE|X| A A&LICH O] AWS
CloudTrail 20| &5 35} ZHEIAETL Qi 3£ 32 £+ AaLct

9} 9| Secrets Manager & % =& ZLIE{2 AWS KMS

AWS CloudTrail 2 Amazon CloudWatch LogsE& A& 301 Secrets Manager7t AF& XHE CH 4150404
HUe Q88 FHE = AWSKMS U&LICH 2ot & s ALE D LIE{-o] CiEt REAIEH LIS 2 Eof ¢
A =

x4
2 DLIEHZ MMHE BERSHM L.

GenerateDataKey

™ Secrets Manager= 22 & 501 CH8H KMS 7|

Hot fsolMd 2ot &f 5 gt ddstrLE HE st
£ S20 2ot

AWS KMS X|35l= GenerateDataKey 27

GenerateDataKey &2 7|E3t= OHIEE= CtZ 0| A| O|HIEQ}t FALEFLICE. Of
o

Ct (<]
secretsmanager.amazonaws.comOi 2|3 EEELICt. T2t0EHE= 2ot 58 KMS 7|2
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"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AROAIGDTESTANDEXAMPLE:user@1",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/user@l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-05-31T23:23:41Z"

}

1,

"invokedBy": "secretsmanager.amazonaws.com"
1,
"eventTime": "2018-05-31T23:23:417",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",
"requestParameters": {

"keyId": "arn:aws:kms:us-

east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"keySpec": "AES_256",
"encryptionContext": {
"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-
secret-alb2c3",
"SecretVersionId": "EXAMPLE1-9@ab-cdef-fedc-ba987SECRET1"

},
"responseElements": null,
"requestID": "a7d4dd6f-6529-11e8-9881-67744a270888",
"eventID": "af7476b6-62d7-42c2-bc@2-5ce86c21led36",
"readOnly": true,
"resources": [
{
"ARN": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
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"accountId":

Iltypell :

"111122223333",
"AWS: :KMS: :Key"

1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

[a

Decrypt Q0| erMgtL|ct.

X2 7L} #4735t Secrets Manager= AWS KMS ofl 55351 @M

CtS ol Al O|HIEQL RAFEILICE AHE Xt E|O|Z 01 HAM|A S}

£ AWS Aol 2ot FA|LICH mtetolEol= = 3HE E|0|E 7|()f 2 A E Blob)2t E|0|S 1
AWS HHEE Aldets A58 ZHEAETL ZEELICHE AO|HEIAEN M KMS 7|2] IDE AWS

{
"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",

"principalId": "AROAIGDTESTANDEXAMPLE:user@1",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/user@1",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {

"mfaAuthenticated": "false",
"creationDate": "2018-05-31T23:36:09Z"
}
},
"invokedBy": "secretsmanager.amazonaws.com"
},
"eventTime": "2018-05-31T23:36:09Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",

"requestParameters": {
"encryptionContext": {
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"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-

secret-alb2c3",
"SecretVersionId": "EXAMPLE1-9@ab-cdef-fedc-ba987SECRET1"

},

"responseElements": null,

"requestID": "658c6a08-652b-11e8-a6d4-ffee2046048a",
"eventID": "f333ec5c-7fcl-46b1-b985-cbdal3719611",
"readOnly": true,

"resources": [

{

"ARN": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",

"accountId": "111122223333",

"type": "AWS::KMS: :Key"

1,
"eventType": "AwsApiCall",

"recipientAccountId": "111122223333"

[

o}

2f 5 3t
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£ AWS Aol HoF FA|iLCt.

"eventVersion": "1.08",
"userIdentity": {

"type": "IAMUser",

"principalId": "AROAIGDTESTANDEXAMPLE:user@1",
arn": "arn:aws:sts::111122223333:assumed-role/Admin/user@l",
"accountId": "111122223333",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {

"attributes": {

"creationDate": "2023-06-09T18:11:347",
"mfaAuthenticated": "false"
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}

.

"invokedBy": "secretsmanager.amazonaws.com"
.
"eventTime": "2023-06-09T18:11:34272",
"eventSource": "kms.amazonaws.com",
"eventName": "Encrypt",
"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:us-east-2:111122223333:key/EXAMPLE1-f1c8-4dce-8777-
aa0@71ddefdcc",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"encryptionContext": {
"SecretARN": "arn:aws:secretsmanager:us-
east-2:111122223333:secret:ChangeKeyTest-5yKnKS",
"SecretVersionId": "EXAMPLE1-5c55-4d7c-9277-1b79a5e8bc50"

.

"responseElements": null,

"requestID": "129bd54c-1975-4c00-9b03-f79f90e61d60",
"eventID": "f7d9ff39-15ab-47d8-b94c-56586de4ab68",
"readOnly": true,

"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:111122223333:key/EXAMPLE1-f1c8-4dce-8777-
aa071lddefdcc"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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VPC 250 cHst XFAIEF LIS Amazon Virtual
Private Cloud AF& ME MM CHE AHH1t VPC SR E HZFHML.

AM EHE AFZ 3101 1P FAE AWS MHIA 7[8HO 0] ThEt HMAE Ro{3HE B2 IPve T4 e
B ZaolE= HME A0S a0 & 4 RELICH O] 7HOISOIAE IPvag IPv6S] AHOIEE ARl
TS I2EES BF ANFES IAM HUE UU0[E5E WS MHELICH Ol2E M AR S
T2E5HH IPv6E K| HSHHAM 2IAA0 CHE EoF HMAE RX|5H= O =20 ELICH AWS..
IPv6EH?

IPv6= Z=0= IPv4E CHAISHZ | fI5H e El REAICH IP EZEILICEH Ol Q! IPv4= 32H|IE T4
X’E MHAE AFE3SH04 434 71| C|HIO|AE X[HEFLICH IPve= 128HIE F4 X|'E MAE AFE S04
oF 340X (= 29| 1284) 7HO| C|HIO|AE X|4tLICH.

KMt LI 2 VPC IPv6  HO|X|E XML,

CHE2 IPve =42 0 2ILC.

2001 :cdba:0000:0000:0000:0000:3257:9652 # This is a full, unabbreviated IPv6 address.

2001:cdba:0:0:0:0:3257:9652 # The same address with leading zeros in each
group omitted
2001:cdba::3257:965 # A compressed version of the same address.
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IAM HHE A8 3104 Secrets Manager APIs0f| CHEF HMAE KMofstn FHE HRIE Blo{t IP F4

7} Secrets Manager APIs.

Secrets Manager API01| Ci$ secretsmanager.{region}.amazonaws.com 7 & AE AIE X OIE = |Pv6
3 IPv4E ZF X|HELICH APIs

IPv42t IPv6E 25 X|3HOF 5tz B IPv6 TLE REIGHES IP T4 TET HHME HO0|EFL
Ct. 3= X| to™ IPv6E S8l Secrets Manager0ll 9135 X| 2& = Ql&LICH.
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F4 KIE(IPv4 H IPvE)E MBStE B2 IPv6 T4 HPIE ZHSES IAM BHE UO0|EY

20| Condition 2AMM IP &4 Z740l & IpAddress NotIpAddress Q1&HRIE AFSEFLICH.
EAY ALK CHEE RETH IPVE T4 AZ XEE = QoD 2 AL8SHK| O AIL.

Ol MHIMEE AL & LICtaws : SourceIp. VPCs A< aws:VpcSourcelp CHAIE AFSEHLICH.

CFS2 IAM AFE MEMO| AA |P F X ZAHof AWS [[HEFOI| CHEF HA[A 7HE ULICE. o
NotIpAddress & 70| IPv4 FA ¥HL|7} LI4203.0.113.0/24%|= Condition 49|
192.0.2.0/242 APIO]| CHEE M| AT HEE|= LICH

JSON

"Version": "2012-10-17",
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"Statement": {

"Effect": "Deny",

"Action": "*",

"Resource": "*",

"Condition": {

"NotIpAddress": {
"aws:SourceIp": [

"192.0.2.0/24",
"203.0.113.0/24"

3},
"Bool": {
"aws:ViaAWSService": "false"

O| M2 O|0|EStE{H IPve FA 242 2001:DB8:1234:5678: : /64 &
2001:cdba:3257:8593:: /645 L& IITS Condition 24 BHZAELICH
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"Condition": {
"NotIpAddress": {
"aws:Sourcelp": [
"192.0.2.0/24", <<DO NOT REMOVE existing IPv4 address>>
"203.0.113.0/24", <<DO NOT REMOVE existing IPv4 address>>
"2001:DB8:1234:5678::/64", <<New IPv6 IP address>>
"2001:cdba:3257:8593::/64" <<New IPv6 IP address>>

},
"Bool": {
"aws:ViaAWSService": "false"

[
[a

VPCO CHEH O] HEE H|0|E824™ aws : VpcSourceIp CHAIE AFEFL|Claws : Sourcelp.

zHo] IPve F=7}
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"Condition": {
"NotIpAddress": {
"aws:VpcSourcelIp": [
"10.0.2.0/24", <<DO NOT REMOVE existing IPv4 address>>
"10.0.113.0/24", <<DO NOT REMOVE existing IPv4 address>>
"fc00:DB8:1234:5678::/64", <<New IPv6 IP address>>
"fc00:cdba:3257:8593::/64" <<New IPv6 IP address>>
]
.
"Bool": {
"aws:ViaAWSService": "false"
}
}
ZC0|HETL IPv6E X[H =X &0l
AR A £ UK Holg

secretsmanager.{region}.amazonaws.com HEXQIEE ALE5t=
Ct2 EAHMHE 2Rl sdste Wye dEELCH

O| of| A0 M= Linux &! curl HZ1 8.6.02 AFE 3l amazonaws.com AEEZQIE 0] IPv6 X|H A=

0| XI¥ #&1t ChELICEH
R AWS Secrets Manager 2 E X

CIE 7} = AWS Secrets Manager AHIAE AL EFLICY.
@ Note
secretsmanager.{region}.amazonaws.com 2 /gr*0l Fe4 AEH
Secrets Manager QIEZQIEO| T™i|| S 82 MME FH X 5tAl
QE.
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$ dig +short AAAA secretsmanager.us-east-1.amazonaws.com
> 2600:1f18:e2f:4e05:1a8a:948e:7c08:clc3
2. O|M CI curl HHE AL25lo{ 2EI0|ME HIEQF0AM IPve 22 BHE 4= Q=X| &QlghL]
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$ curl --ipv6e -o /dev/null --silent -w "\nremote ip: %{remote_ip}\nresponse code:
%{response_code}\n" https://secretsmanager.us-east-1.amazonaws.com

> remote ip: 2600:1f18:e2f:4e@5:1a8a:948e:7c@8:clc3
> response code: 404
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HA1P7I Hlo{ HLE 8E ZETJH 00 4 HE ERET
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$ curl -o /dev/null --silent -w "\nremote ip: %{remote_ip}\nresponse code:
%{response_code}\n" https://secretsmanager.us-east-1.amazonaws.com

> remote ip: 3.123.154.250
> response code: 404
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EZAE SR 7| uE &4Z MEZE FENEGLICH el I ZAE X 4 E AEE 0] 510l
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<dependency>

<groupId>software.amazon.awssdk</groupId>
<artifactId>aws-crt-client</artifactId>
<version>2.20.0</version>

</dependency>
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SdkAsyncHttpClient awsCrtHttpClient = AwsCrtAsyncHttpClient.buildex()
.postQuantumTlsEnabled(true)
.build();

3. Secrets Manager HIS7| 22t0|MEE Mg L|Ct.

SecretsManagerAsyncClient SecretsManagerAsync = SecretsManagerAsyncClient.builder()
.httpClient(awsCrtHttpClient)

.build();
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://aws.amazon.com/blogs/developer/aws-sdk-for-java-2-x-released/
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https://csrc.nist.gov/Projects/Post-Quantum-Cryptography
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_control-access.html
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https://aws.amazon.com/tools/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_request.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_request.html
https://wikipedia.org/wiki/Eventual_consistency
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https://aws.amazon.com/blogs/big-data/ensuring-consistency-when-using-amazon-s3-and-amazon-elastic-mapreduce-for-etl-workflows/
https://aws.amazon.com/blogs/big-data/ensuring-consistency-when-using-amazon-s3-and-amazon-elastic-mapreduce-for-etl-workflows/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/query-api-troubleshooting.html#eventual-consistency
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#symmetric-cmks
https://docs.aws.amazon.com/kms/latest/developerguide/find-symm-asymm.html
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arn:aws:secretsmanager:us-east-2:111122223333:secret:SecretName-abcdef
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$ aws secretsmanager describe-secret --secret-id arn:aws:secretsmanager:us-
east-2:111122223333:secret:MySecret-abcdef
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* RequestTimeout

* RequestTimeoutException
* PriorRequestNotComplete
* ConnectionError

e HTTPClientErrorxr
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* Throttling
 ThrottlingException
 ThrottledException
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https://docs.aws.amazon.com/general/latest/gr/api-retries.html
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* RequestThrottledException

* TooManyRequestsException

* ProvisionedThroughputExceededException
* TransactionInProgressException

* RequestLimitExceeded

* BandwidthLimitExceeded

* LimitExceededException

* RequestThrottled
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https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter
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