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2SS X[Hst x| 2 B2 SDKOA At8st= 7|2 Z= 0t Ao|7| IE 0 default(Ol)2ts
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MM R default
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M Ho| &9 of: [default]
[default]= profile MM AlEHXL7 2R SHK| oIS RUSt ZZ EIQILICEH

Ct2 2 [default] Z2uto| ==
StL|CH Ch2 MM & o|7} dhAiSt EEH77P |o| ES2 MEcs ZE dH20| Z20t o] YR LCH

[default]
#Full line comment, this text is ignored.
region = us-east-2

CHe oMol M profile 414 Bol E1 0lF 0| XIHE Z2 ol
CHoo. CHE 444 B0l7} g4 ol Eg m2E BE MEEO

ok
=]
<
-
A

[profile foo]
..settings...

U MHo= CHE ofAel s3 M7 U 5t Aot 22 SYE AHA ot B8 &0l U&LICt st
A O =¥0¢)
= =

= O = = O =
04AA7|5t04 ot ¢l M E S AGFLICH

[profile test]

region = us-west-2

s3 =
max_concurrent_requests=10
max_queue_size=1000

MM 2% sso-session
MM ol £9| 0d: [sso-session my-sso]

sso-session MM HO| ZE28 AL835t0{ AWS At SHE &It & T2 LS 7 M5t= Ol AHS
st A OE°| 0|2 XIEELICH AWS IAM Identity Center. Single Sign-On 215 T 40| CHEH XHA]
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7|-4f M2 2 sso-session MM HAEELICH 097|AM sso-session g2 7

o
E=E T—

MM O|&2 sso-session = <name-of-sso-session-section> &

1CHS ool A= ‘my-sso’2l EE S ALS
g E7AWS EoF RIBE TIME Z=2

5104 ‘111122223333 7| 2| ‘SampleRole’ IAM 23&Hod| CH
u}
session 7|E AFE3l0q profile AlMod

to
LS FEELICH “my-ss0” sso-session MM sso-
I o|Eoz &HEELICH

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]
sso_region = us-east-1
sso_start_url = https://my-sso-portal.awsapps.com/start

MM R%: services
MM ol £9| 0f: [services dev]

(® Note
O| services MM
TR AFRE £

A %
o= Z lEof CHEF AWS SDKs E—TL X|HS2(B)EZAAI2.

services MM HO| E2 AWS MH|A Q7o CHEE AL R X|H .i OIEE AME= M =0
Ol§2 XIEguct = EF%% 7|-gt W22 services AMMol 44 |EP. 047|X services &2

7|10|1 services MM O|E L services = <name—of—serv1ces—section> 2 greduct.

services MME <SERVICE> = §H4E
Xb 7|<SERVICE>QILICE AWS MH|A
7|8

Alservicelddtod{ APl ZEHIOIE

|.
7l SEe MulAE AS QI AwRg

F /=2 0441 7(st0{ SEl 4H0| O|o{ElL]

MMo 2 M TR E|H, 0{7|AHE AWS MH|A Al
ERESUWE YEZ T D ZE EXNE ABKZ Of
o= E*L—IEP services MMo|M AlRE 2 E A—||:||A Al x}
FMI. MHIA AlEER} 7| Solls 2tz 13 Fof =t

oo ME services HO|E A& 304 Amazon DynamoDB AMH|A0f CHEH @ HoiPt Al E Q=
IEE F/88LICt "local-dynamodb" services MM services 7|8 AF&35t0{ profile




AWS SDKs % &=+ & LM

MMM O|ES 2 R ZEILICE AWS MH|A AR} F7|= lLICtHdynamodb. Amazon DynamoDB A
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[profile dev]
services = local-dynamodb

[services local-dynamodb]

dynamodb =
endpoint_url = http://localhost:8000

AMEX XIE A= ZIE Foi| CHEr RtMIEH LIE2 MHIAE A= XZQIE MME FZstAAIL.

2ot 40| profile HO{Z Al%}etX| f=ChE ME MR8t credentials THAUO| #5{2 A
MO 2 config IHY #=2t SLUELICH CHE Z Atojoll= Z2 2 O|F RHABHALSELICH CHS o
£ 2te HYEE 220 MMO| )= credentials IS H0iELICH oo.

[foo]

ws_access_key_id, aws_secret_access_key2! Bt
LIClaws_session_token. 0|24t A 3% config I}
Bt 2t YT 9| credentials IHof E&tsl= Zd0| E4&LIC. 0]
o| HEt2 M3 = UA&LCh

Q

7(42

ol BiXIE == AKXIZF O
H 5t 2edt A< ZH oo HE

C22 [default] ZZ2o 0| UE 7|2 credentials IS E0{F &= 0of QILIC.
aws_access_key_id, aws_secret_access_key 2! aws_session_token 2 M
Ct.

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3JpZ21uX21QoIb3IpZ21uX2IQoIb3IpZ21uX2I1QoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRI

credentials IHUOIM HHE Z2 LS ASSHE "default"E AHSSHE H2810] od7]0f Qi 2
E MYe SYUH Z2LO0|ES A8 SHE config US| BE MAD ZEELICH SUS 0I8S T
Qo ZRuteof CHEt 2ot 9150 £ Y 2o Y B 2o Q15 nhlol 7|7t LML
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2 SDK EE= =30 o5l 7|2 nto| RIS o2 MA=lL|C},

Linux 2 macOS ~/.aws/config
~/.aws/credentials
Windows %USERPROFILES\.aws\config

%SUSERPROFILE%\.aws\credentials

= H
§_ rin
2 mln
m :I:
M O
m n ==
L z
=

m

ok

\l

rc

4>

E
5
o
(@)
3
&
13
e
E@ Il

HOMEDRIVE %! HOMEPATH &4 #4==9| ¢4Z($HOMEDRIVE$HOMEPATH)

AI_-|EH A|‘°")SDK EE'— |:_—rL|:|E=I % 74 E H

A
T

©
O
A
g
rir
H
4

II

ot

el 71s &

d
rr




AWS SDKs % &=+ EE LA

5 749, AR O| AIRt HEo| AR XFO| & CIME|2|(0f:~username/)7}t XIHElof Yo a7
S| A 2E

o
=y
27X} 0|& 2| & C|FE{2I(0: /home/username/.aws/config)2 &M ElL|CH

-

CHe 5 SHLHE AFS 5104 SDK = TR0M 0212 BUS 2E st 9IxIE MBI 4+ YaLict
HE Hs ALE

CHE 817 H4E Ol2{3t IH0| 9Ix| X OB 7IRL0IM ALK I glo 2 WHE 4 AUaL
=

- config I}t B4 H4~:AWS_CONFIG_FILE
r

« credentials It 87 B44~:AWS_SHARED_CREDENTIALS_FILE

Linux/macOS

Linux 2= macOSO| A Ct& ol LHELHY| B E A™stod T fIXIE x|HE = A&LICH

$ export AWS_CONFIG_FILE=/some/file/path/on/the/system/config-file-name
$ export AWS_SHARED_CREDENTIALS_FILE=/some/other/file/path/on/the/system/
credentials-file-name

Windows

Windows0l| A CtZ 2| setx BHEE A&isto] CHA| | x[E XIHE = U&LICt
C:\> setx AWS_CONFIG_FILE c:\some\file\path\on\the\system\config-file-name
C:\> setx AWS_SHARED_CREDENTIALS_FILE c:\some\other\file\path\on\the\system
\credentials-file-name
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Linux, macOS, or Unix

$ export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

$ export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRFfiCYEXAMPLEKEY

$ export
AWS_SESSION_TOKEN=AQoEXAMPLEH4a0AHOgNCAPy. . .truncated. ..zrkulWJ0gQs8IZZaIv2BXIa2R401gk
$ export AWS_REGION=us-west-2
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Windows Command Prompt

C:\> setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE
C:\> setx AWS_SECRET_ACCESS_KEY wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
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C:\> setx

AWS_SESSION_TOKEN AQoEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWJ0gQs8IZZaIv2BXIa2R401gk

C:\> setx AWS_REGION us-west-2
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PowerShell

PS C:\> $Env:AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"

PS C:\> $Env:AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"

PS C:

truncated. . .zrkulWWJ0gQs8IZZaIv2BXIa2R401

\> $Env:AWS_SESSION_TOKEN="AQoEXAMPLEH4aoAHOgNCAPy. ..
PS C:\> $Env:AWS_REGION="us-west-2"
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https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
https://docs.microsoft.com/powershell/module/microsoft.powershell.core/about/about_environment_variables
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html
https://www.serverless.com/framework/docs/providers/aws/guide/serverless.yml#general-function-settings
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html#configuration-envvars-runtime
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Linux, macOS, or Unix

$ export JAVA_TOOL_OPTIONS="-Daws.region=us-east-1"
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https://docs.oracle.com/javase/tutorial/essential/environment/sysprop.html

AWS SDKs % &=+

87 W4 MG ASEIE 2H0l HZE(0 & MAMO| SRE K| £ WAE O E goz
M MR KRIELICH Ho| ABEY AT B0 HAE MBS ST ATt HF M4dof
ME @7roz MLz s & 4 glaLich

Windows Command Prompt
C:\> setx JAVA_TOOL_OPTIONS -Daws.region=us-east-1
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System.setProperty("aws.region", "us-east-1");
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https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
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https://docs.aws.amazon.com/general/latest/gr/sso.html
https://docs.aws.amazon.com/general/latest/gr/sso.html
https://docs.aws.amazon.com/cloudshell/latest/userguide/

AWS SDKs % &=+ & LM

- ~2ZEQo{ 7 BIE Bt FEIRE 7|8 Y S7H2 Amazon CodeCatalystE T E{5t &AL,

o 7|8 ID MSAE ST 215 - ZHtY 52 Z2t0|ME J|E # of Z2|7| oM

HMATH Eeh ZHHY of Z2[7i0]4 EEE= 2E0|ME Z(8 2l o Z 2|7 0]

|
A 5 AS 2 AE5t0] HAIAWS Eot XA BHE sHe=E et

2 ID HHO|ME AHE5tH AL AL He| 201 IEE MSHHLE REAIS| AFE AL EoF QIS 2|
& 27t eiaLich cHalol, & AF&XF= Login with Amazon, Facebook, Google &= CHE OpenlD

Connect(OIDC)E & IdP2t &2 2| 24! QI8 ID M3 Ul (idP)E A&l 2O e = U&LICH
I EZS 203 T EE29 2|AAE AFSE HEH0| /= IAM dghof oHE AWS El=29| &
Al Eot Xt sHo=Z WEteh & U&LICH AWS A,

= OpenlD ConnectE AIHE

ok HL
n
2
L
Pl
b,
Ol
0%
R

2 Hte of Z2[71 0| 2| B Amazon CognitoE A& 35t= Zd0| Z&LICt. Amazon Cognito= ID EE
712 & S5tH AL XHE CHalstod 28t W oM B LICH RHME HE= IAM AFE dEMol =
HF & Amazon CognitoE & Z5HAIAIL.

MM 2HElof CHEF 71 HE

IAM AFE ABEMO= AWS E|A A0 CHEF HMAE FTSHH| Mot Yol CHE CHE HE T} LISt
A& LICH

« IAM At SEAMEAE AASA O 5 2 HE) -0l AtH 5F T2 A S Ol #fLICH AWS.
7

- IAMO| 2ot D E] Ate| - 3& A Do 2t AWS o ZZ|FH 0|2 JHEE i 2tof & E ot HE
A ILICE https://aws.amazon.com/compliance/shared-responsibility-model/

Amazon Web Services Yt Z X ol ChSof CHEt 7|2 A& O| /& LCH.

al

=

Z22H HHAl HM|A Do CHEF HMA 7| M 2l ot

An
rH
Mk
Kl

« AWS EOot 215 0|5l 1! F
o 23,

bl

rr

HMAE 2Bt IAM Identity Center &Z[& = = Xt 3EH MIi(TIP) 22132 AWS MH[A

« TIP £22{3212 AFE5040] HA|A AWS MH[A - MEE £ e A4 5 ™It X|Hste
Amazon Q Business FE£ 7|E} MH|AE O Z 2|70l E MAST AWS SDK for Java EEEE AFE

17


https://docs.aws.amazon.com/codecatalyst/latest/userguide/welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html
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https://docs.aws.amazon.com/signin/latest/userguide/sign-in-aws_builder_id.html
https://docs.aws.amazon.com/codecatalyst/latest/userguide/concepts.html#sign-in-concept
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
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role_arn = arn:aws:iam::123456789012:role/my-role-name
source_profile = profile-name-with-user-that-can-assume-role

role_arn = arn:aws:iam::123456789012:role/my-role-name
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https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp_oidc.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp_oidc.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
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https://docs.aws.amazon.com/cognito/latest/developerguide/service_code_examples.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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https://aws.amazon.com/identity/federation/
https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://github.com/awslabs/git-secrets
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
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https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html#file-format-profile
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html#file-format-profile
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosignin.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtogetcredentials.html#how-to-get-temp-credentials

AWS SDKs & =3 X OHHAM
SDKE= AMH|A ZEI0|MEE MM e o|2HE (Al 2ot 2l
5attHo A MESSH AM & M™-od| et LA EeF 2

2 12A|ZHLICH

UAl E20F Q1B 0| BtR | 4~7HAH E EH=EhLICH

=1 2 S AT EQ0{E 7HE 5t 7Lt AX| C|O|E{Z2 =FdE [ IAM ALS
X % °._|§01| M%ﬂ'x OMI2. CHAI AWS IAM Identity Center?t ZH2 EHOt 015 Z2XIE S8t

= O -

=
inl
g
:
ﬂllo
016
g'l_l
| el
o

IAM AHEXHE A8 5to AEE M™st= 82?7
credentials It 9| 75: | IAM A+ K} XP SHE AHE350q4 QIS ELICE IAM
NE AEStD 7Isst ¢ 7|E} @

OIF
ror
rT
:—>
<
o
)
2
q
O
)
a
)
5 0
rir

I

X AL, AWS E|aA00 HMAE M= AEe FE HoF 152 AAEsiME e ELICt o] Eef 2l
&2 A8 AAM|Aoi MEtol e FAst7| o &LCH

—_ =

. BE| A OfZ2I701M ThYol ZIEE AMA FILt Eot QIF HEE K| SaLich
Z2, o8 S0 Z2MEE HE 2T X|E2l0| YRS oM £t o4 2ot Q150 w5

« SXAE. Z2ME ddof 2ot 150 ZeE S ZHSEX| OAAIR
« S AWS credentials IO MY E ZE RAtH SH2 Y HAEZ X{FELICH

HoFAWS Q152 etdist A #hElste ol cHer Uerxel dH2 0| AWS HAM[A 7| 22| 2 A2
£

= =
HZstHQAWS L & E. slffd dBD HE0{ ChE A S TEistAA2.

« Amazon Elastic Container Service(Amazon ECS) X4of 2218 IAM &2 AFS5HAAI2.

o= 34


https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/general/latest/gr/aws-access-keys-best-practices.html
https://docs.aws.amazon.com/general/latest/gr/aws-access-keys-best-practices.html
https://docs.aws.amazon.com/general/latest/gr/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/accounts/latest/reference/welcome-first-time-user.html
https://docs.aws.amazon.com/accounts/latest/reference/welcome-first-time-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-set-up.html#create-an-admin
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html#id_users_create_console
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https://docs.aws.amazon.com/credref/latest/refdocs/file-location.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-instance-wizard.html#liw-quickly-launch-instance
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instanceWindowsFileTransfer.html
https://console.aws.amazon.com/ec2/
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https://docs.aws.amazon.com/singlesignon/latest/userguide/trustedidentitypropagation-overview.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/trustedidentitypropagation-overview.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/awsapps-that-work-with-identity-center.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/trustedidentitypropagation-overall-prerequisites.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/awsapps-quick-start-setting-up-identity-center-to-test-awsmanagedapps.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-trusted-identity-propagation-set-up-your-own-app-OAuth2.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-trusted-identity-propagation-set-up-your-own-app-OAuth2.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/using-apps-with-trusted-token-issuer.html#trusted-token-issuer-prerequisites
https://docs.aws.amazon.com/singlesignon/latest/userguide/setuptrustedtokenissuer.html#setuptrustedtokenissuer-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/setuptrustedtokenissuer.html#setuptrustedtokenissuer-tasks
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/ssooidc/SsoOidcClient.html
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/Package/-aws-sdk-client-sso-oidc/
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<dependency>
<groupIld>software.amazon.awsidentity.trustedIdentityPropagation</groupId>

<artifactId>aws-sdk-java-trustedIdentityPropagation-java-plugin</artifactId>
<version>1.0.0</version>
</dependency>

AA FEOjof Zest 7 X B2 E?:.*E*I—I
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Ctsoftware.amazon.awssdk.t

chg ofxl 2 E AZ/E £ Qs X172 B Mt B210l0| QIAHAE MME Oh MH|A 2it
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O| Mo M= MEHEE AWS MH|A EBI0|HES3ClientZE AFE5H0{ IAM Identity Center E2
g U= gg HodELICH Ll TIP AWS MH|A & X|5tE CHE 2E &= H|< gLl

= ==

StsClient client = StsClient.builder()
.region(Region.US_EAST_1)
.credentialsProvider(AnonymousCredentialsProvider.create()).build();
TrustedIdentityPropagationPlugin trustedIdentityPropagationPlugin =
TrustedIdentityPropagationPlugin.builder()
.stsClient(client)
.webTokenProvider(() -> idToken)
.applicationArn(idcApplicationArn)
.accessRoleArn(accessRoleArn)
.sso0idcClient(Sso0OidcClient.builder().region(Region.US_EAST_1).build())

.build();

S3Client s3Client =

S3Client.builder().region(Region.US_EAST_1).addPlugin(trustedIdentityPropagationPlugin)
.build();

F7I ME HE L AAE GitHubQ| trusted-identity-propagation-java® X 3sHMIL.
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ClS B3 S A&5l04 AWS SDK for JavaScript Z2HMEf TIP Q15 £8{1Q mF7|X|E MHX[EL
Ct.
$ npm i eaws-sdk-extension/trusted-identity-propagation
%|E o= Ch23t RAe 3540| Z& E[0{0F package. json & LICt
"dependencies": {
"@aws-sdk-extension/trusted-identity-propagation": "21.0.0"
},
AA FEO0|M B3 TrustedIdentityPropagationExtension 448 7Hx{SLCt
2{72010] QIABIAE MAEH CHS MulA Bt

O| oMo MH=E MENEH AWS MH|A ZEI0|HES3ClientE AFR5104 IAM Ident|ty Center E2
g e g HodFLIC Lt TIP AWS MH|A & X|ste CIE RE & H|&ghlch

import { S3Client } from "@aws-sdk/client-s3";
import { TrustedIdentityPropagationExtension } from "@aws-sdk-extension/trusted-
identity-propagation";

// Plugin configurations, please refer to the documentation on each of these fields.
const applicationRoleArn = 'YOUR_APPLICATION_ROLE_ARN';

const accessRoleArn = 'YOUR_ACCESS_ROLE_ARN';

const applicationArn = 'YOUR_APPLICATION_ARN';

const s3Client = new S3Client({
region,
extensions: [
TrustedIdentityPropagationExtension.create({
webTokenProvider: async () => {
return 'ID_TOKEN_FROM_YOUR_IDENTITY_PROVIDER';
I
applicationRoleArn,
accessRoleArn,
applicationArn,
1),
1,
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https://github.com/aws-sdk-plugin/trusted-identity-propagation-js
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https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/sdk-store.html
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+ SDK for C++

» SDK for Go
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+ SDK for JavaScript
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» SDK for .NET

» SDK for PHP
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» SDK for Ruby

+ SDK for Rust
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/credproviders.html
https://aws.github.io/aws-sdk-go-v2/docs/configuring-sdk/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/credentials-chain.html
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/setting-credentials-node.html#credchain
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/credential-providers.html
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/creds-assign.html
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/guide_credentials.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/credentials.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/setup-config.html
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/credproviders.html
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https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/using-configuration.html
https://docs.aws.amazon.com/powershell/latest/userguide/creds-assign.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security-creds.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
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[default]

aws_access_key_id = AKIAIOSFODNN7EXAMPLE

aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

aws_session_token = AQOEXAMPLEH4aoAHOgNCAPy. . .truncated. . .zrkuWJ0gQs8IZZaIv2BXIa2R401gk
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export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

export
AWS_SESSION_TOKEN=AQOEXAMPLEH4ao0AHOgNCAPy . . .truncated. ..zrkuWJOgQs8IZZaIv2BXIa2R401gk
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setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE
setx AWS_SECRET_ACCESS_KEY wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
setx

AWS_SESSION_TOKEN AQoEXAMPLEH4aoAHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401gk
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
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https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/instance_IAM_role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html#id_roles_use_view-role-max-session
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html#id_roles_use_view-role-max-session
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external_id = unique_value_assigned_by_3rd_party
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mfa_serial = arn:aws:iam::123456789012:mfa/MyMFADevice
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html

AWS SDKs % &=+ & LM

« source_profile — O] Z2 Ul Uo{AM A& 2 = HEHO| U= EQ QIE 2 &= O AFSE
CIE 2 uts AlEELICH
« credential_source — #A| 4 H2 AHE|= HOF O1F = Amazon EC2 QIAEA =
20t = Amazon ECS Z4H|O|L] QIAE A HEE EHOt Q152 AFSELICY.
= Yo EZ|AH oMM IB E AFE X0l CHEH =
2 |ID 32X} EEE OpenlD Connect(OIDC)E & £0F Q15 B2 XHE AL EhLC.
role_session_name - 37 AWS config It A4%d AWS_ROLE_SESSION_NAME - &7 =
aws.roleSessionName - JVM A|AE] £ 4: Java/Kotlin2H S

m

t. O| O|&2 O] MMt HAZAE =0 CHE AWS CloudTrail
Ql&L|Ct REM|IEH LS AWS CloudTrail AF2 A12E4 A 9]
2.

g Mol 2 o|§2 RIMEL
204 LIEILIH, ZA Y M f8E
CloudTrail userldentity L A& =X

LIS

x

2L M= o2t o[E U o] 2kE X3
ol

I ool A E e W M4 0
AEsez HEELICH

|E
Hu

o
-

x| ef

S

rlo
ox

o
T

| &8t 2k AWS CLI 2= AWS API7t AL AHE CH 416101 AssumeRole A Q(EE= & dat 22
AssumeRoleWithWebIdentity )2 & & [ RoleSessionName It2tO|E{0| M3 ELICEH
e #HElE £ U 2UE 9E ALK Amazon ElAA O|E(ARN)L| U&7} £, o] =2 mof
Mt &8 2Hdof CHEF CloudTrail 21 &= o| R 2 E A|IFLIC

o

arn:aws:sts::123456789012:assumed-role/my-role-name/my-role_session_name.

config It AoiA{ O|& MA5t= of:

role_session_name = my-role-session-name

source_profile - 2% AWS config I} M7
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html
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credential_sourcel} source_profile 25& S8t T2 0t oM X|IHE = ei&LICH

T8 mtol A o|& dEstE ofl:

[profile A]

source_profile = B

role_arn = arn:aws:iam::123456789012:ro0le/RoleA
role_session_name = ProfileARoleSession

[profile B]

credential_process = ./aws_signing_helper credential-process --certificate /

path/to/certificate --private-key /path/to/private-key --trust-anchor-

arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID --profile-

arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID --role-arn
arn:aws:iam::account:role/ROLE_ID

O|M Mo A Z=2EH2 HAE B Z2EO[ XA BBE XS2 2 X 3|6t 5 SDK E& =7 0i
X|AlgLICH ol 29 B Z2EH20|M MBS st XP’—ﬁ' &8 dif =7 E AE35t0{ SDKe| AWS AHA
AON

ZHE IAM Roles AnywhereE A& 35104 AW SLICH o[243t YAl Eet
A8l = - AWS AH|A

ClE2 F =0 AWS ZlA A HAAS
L= APl HMER Z0| RHEI FEE A E35tE IAM T8t 20| edZAE|0] 04
of & FedA0l|l= CloudTrail 2101 @& MM o|E0| Z &=L},

0_|.|_

LIch Z2ZolM sdets ZE =

oish ®|212o| & Bimf 0d0 A= Amazon Elastic Compute Cloud @IAEIAO]| O Z2[7|0]|440]| 1
e OfZ2|70|MO| CHE AE 2 +US TS Sltie B OIS FH2 AI8E = l&Lich

[profile A]

source_profile = B

role_arn = arn:aws:iam::123456789012:r0le/RoleA
role_session_name = ProfileARoleSession

[profile B]
credential_source=Ec2InstanceMetadata
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web_identity_token_file - 3% AWS config It A% AWS_WEB_IDENTITY_TOKEN_FILE

- 3 ¥4, aws.webIdentityTokenFile - JVM A|AE! £74: Java/Kotlin T1&

K| HE|= OAuth 2.0 2= X EEE OpenlD Connect ID 32 AtS| HMA EE2S £ &6t Tto| A
2E XIggct.

Ol 888 Ar&3HH Google, Facebook & Amazon St Z2 € ID HH2|0|M 3ZAHE A5t
0 Q1&g &= U&LICH SDK E£= /LA =7 = o] ol L8 EE=5t1 AFSXHE CHAISH04
AssumeRoleWithWebIdentity 22 £ ¢ [l WebIdentityToken Ql2 M HEELICEH

REet gk ol g2 42 Y ot o|F0|o{of EL|Ct mol= ID SZRH7F MS e OAuth 2.0 Al
A EZE EE OpenlD Connect ID E28 Z&&HofF EfLICH M B2 E 2 MA Q0] 2t C[AE|Z|
g 7|82 2 MelELct

AWS SDKs =7 K|

ClS SDKE Ol FANMH MHGHE 7|5 L MHEHE X|HELICH ZE L& o7} 7|ISELICH 2E
JVM A|AE £ A4 MR AWS SDK for Java 2! AWS SDK for Kotlin 0| B x| ElL|C}.

SDK X HnEsEFIHE
AWS CLI v2 of
SDK for C++ 2 credential_source O| X[ HE|X| &&. duration_
E seconds O| X|HE|X| &k S. mfa_serial O| X|HE|X| LS.
SDK for Go V2 (1.x) o
SDK for Go 1.x (V1) 0of 3% config It MME AIE3lE{H 78 LM EEE
740k ELICH MME EXFHAAIL
SDK for Java 2.x 2 mfa_serial ZX|HEIX|t&LICH X|BE[X| duration_
2 seconds gt&LICH
SDK for Java 1.x 2 credential_source X[HEIX|t&LICH X[HEIX]
£ mfa_serial 2U&LICH JVM AIAE] £H2 X|[HEIX| t&L
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https://wikipedia.org/wiki/List_of_OAuth_providers
https://openid.net/developers/certified/
https://developers.google.com/identity/protocols/OAuth2
https://developers.facebook.com/docs/facebook-login/overview
https://login.amazon.com/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
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AWS SDKs & =7 = of

SDK X HunEEFIHE

SDK for JavaScript 3.x o

SDK for JavaScript 2.x E  credential_source O| X|E|X| 2.
2

SDK for Kotlin o

NET 4.x& SDK ol

SDK for .NET 3.x ol

SDK for PHP 3.x of

SDK for Python (Boto3) of

SDK for Ruby 3.x o

SDK for Rust of

SDK for Swift of

PowerShell® =7 of

ZElo| 2oF 215 HMS LA

® Note

™ mo|x[2] Ei|o|ot= & oOl|alist 7Lt CHE0il LE2 = Support AWS SDKs & =7 E{0|E2 2
siAsteE ol =&0| 26 MME & EstM 20| 7tol=2o| M H0|X| OlaH.

g0l Rt 3 B3H 324t n249| Ziel|o[L{&t =l of E 2| o|4dof CHEt RtE Z3HE 7t ZLCt. Of
H ot 015 ZZXH= Amazon Elastic Container Service(Amazon ECS) & Amazon Elastic Kubernetes
Service(Amazon EKS) 1 ZH0f|H S & LICt. SDKE GET L2 Safl X|IHE HTTP A= X 2IE0|M
HotoIEE REStE{n A= &hLch.
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https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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Amazon ECSE AI835t= 4% £ QI& A, et 204 L ZAL 7tsdE2 757 | £
. TPME EL2 Amazon ECSE SDK 2 =371 Hot oI5 2 iy

Q= AEst= WOl E&LIT <13H
AHE3SHE AWS_CONTAINER_CREDENTIALS_RELATIVE_URI £3 #H+& HYELICL 0| 7|SE At
&35t=5 Amazon ECSE F445t24™H Amazon Elastic Container Service JH& Rt QFLHAM O] EHA T |AM
HEE HZstMR

Amazon EKSE At85t= B2 Eot 015 Az, (A HEt ZA 75 H, S&%el

Ml =S 1357|2180 Amazon EKS Pod IdentityE AF&8HE Zd0| E&LICH T =9 IAM
gt 2 ZF Kubernetes AMH|A A&t oA E|of of Z2[7|0|Mof CHEt £0F Q1B

Amazon EKS ZE DO CHal| XtA|S| Lot 2 E{H Amazon EKS AF2 A A 2| Amazon EKS Pod
IdentitiesE & ZEFM L. F4E FL Amazon EKSE SDK ! =771 2ot 0IE5 2 47| flaH ArE3t=
AWS_CONTAINER_CREDENTIALS_FULL_URI %/ AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE
A H4LE MYEEHLICH MY HEE Amazon EKS AFE A M 2] Amazon EKS Pod Identity

Agent 8™ == AWS =21 # MO|E 9| Amazon EKS Pod Identity simplifies IAM permissions for

applications on Amazon EKS clusters& & Z35HAM|2.

CHEE At8st0d 0| 7|s& F st AIL.

AWS_CONTAINER_CREDENTIALS_FULL_URI - &7

Hot Q158 RHE I SDK7t AASE TA HTTP URL IEZQRIEE X|HELICH 047|ol= A 7|0t
ot ZAEJ BF ZEELICH
7\2ak: eis.

1. 0| MM AWS_CONTAINER_CREDENTIALS RELATIVE_URIAXo| CHoto|rd
AWS_CONTAINER _CREDENTIALS RELATIVE URIO|MME|X| ot ZAR0{ 0t AF2E/L|C}

042
oo

0%
fjo

st

—

[

P B M 9| Linux/macOS o Al:

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credentials

or

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost:8080/get-credentials
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-id-agent-setup.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-id-agent-setup.html
https://aws.amazon.com/blogs/aws/amazon-eks-pod-identity-simplifies-iam-permissions-for-applications-on-amazon-eks-clusters/
https://aws.amazon.com/blogs/aws/amazon-eks-pod-identity-simplifies-iam-permissions-for-applications-on-amazon-eks-clusters/
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AWS_CONTAINER_CREDENTIALS_RELATIVE_URI - 73 H#H=

HOotQIEE QMY M SDK7F AHEE ATH HTTP URL IEXQIEE X|HELICH 22 7|2
Amazon ECS A E 0|§921169.254.170.204 =7HELICH

HE S SE 4 e A™H | Linux/macOS o/ Al:
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AWS_CONTAINER_AUTHORIZATION_TOKEN_FILEO|AMME|X| &t ZAR0iBF AL ELICE

H FZd B MZ 9| Linux/macOS Od|All:
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o
export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential

export AWS_CONTAINER_AUTHORIZATION_TOKEN=Basic abcd

AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE - &7 g4
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export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential
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AWS SDKs % &=+ FLH A

o2

export AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE=/path/to/token

AWS SDKs =7 K|

CIS SDKE O] FAMM MHG = 75 L MHEE K[HELICH 2E L2 ofQ7F ZISELICH 2E
JVUM AAE &M ME 2 AWS SDK for Java 2! AWS SDK for Kotlin 0| A2+ X| & E|L|C}.

SDK X #nTE FIFHE

AWS CLI v2 of

SDK for C++ o

SDK for Go V2 (1.x) of

SDK for Go 1.x (V1) of

SDK for Java 2.x 0 Lambda SnapStart7} & 43%tAWS_CONTAINER_CRED
ENTIALS_FULL_URI AWS_CONTAINER_AUTH
ORIZATION_TOKEN E|71 QI50| AISS2 AFEElE B2

SDK for Java 1.x 0 Lambda SnapStart7} & 43%tAWS_CONTAINER_CRED
ENTIALS_FULL_URI AWS_CONTAINER_AUTH
ORIZATION_TOKEN K| QIB0| AISSZE A= E2.

SDK for JavaScript 3.x ]

SDK for JavaScript 2.x of

SDK for Kotlin of

NET 4.x& SDK 0 Lambda SnapStart7} & 43%tAWS_CONTAINER_CRED
ENTIALS_FULL_URI AWS_CONTAINER_AUTH
ORIZATION_TOKEN E|71 QI50| AtSS2 AFSElE B2

SDK for .NET 3.x 0 Lambda SnapStart7} & 43%}AWS_CONTAINER_CRED
ENTIALS_FULL_URI AWS_CONTAINER_AUTH
ORIZATION_TOKEN K| QIB0| RSS2 AI8E|lE 2.
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html#snapstart-runtimes
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AWS SDKs % &=+

SDK X FoxeEFJHE

SDK for PHP 3.x o

SDK for Python (Boto3) 0 Lambda SnapStart7t & 43%tAWS_CONTAINER_CRED
ENTIALS_FULL_URI AWS CONTAINER _AUTH
ORIZATION_TOKEN K| QIB0| XAISSE MKl &

SDK for Ruby 3.x od

SDK for Rust o

SDK for Swift o

PowerShell& £ of

IAM O}O|EIE|E| ME{ EHOF Q1T B2l

(@ Note
A’d m|o|x[e] Bi|ojofR & OlalistHLE ChE 0 LF2 = Support AWS SDKs & =7 E|0|= 2
siMste ol =0l EetH MME HEstH0| 7to|=2f 47 H 0[X| Of3H.

o| 2I& H7LIES
On(SSO) WM A HEte

(@ Note
AWS SDK API B AM0i[ A IAM Identity Center At 5H SZXHE SSO AHE 5F SRt
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IAM Identity Center&
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https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/

AWS SDKs & =7 x4
SDK7I A0 YAl R} ZHES 74 AWS MH|A 230] A g QrotE e MM &
ZStMRAWS SDKs & = 7o CHt IAM Identity Center 215 =1 &
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!IE rir

config ItAUS Sl IAM ID MEE FEst= F 7HX| ol U&LICH

. (HE)SSO EZ BIA TA - MM 72 A& B XIT M4 7IZhol CHEH XIS ZEELICH
o

3
« HIHAMEZ 1E £ gl 7 - THE 8AIZE MME ASELICH

T DE MMl BHE | ChA| 239180k #huict.

N

CtE & orLiMoi= IAM Identity Centerodl CHEF 71 HE 71 & E[o{ Q&L

« AWS IAM Identity Center AF& A M
« AWS IAM Identity Center £& AP| &=

SDK & =77t o] 2 ArE5to 2ot Q152 M85t ME 1 k|= ol CHEF RHA[E LI 2
AWS SDKs 2! =30 CHEt IAM Identity Center Q15 & Q1 gid MME HESHAA

AN E=A

FSHoF EFLIC}. IAM Identity Center 915 EA438lo CHEH AFMIEH LI 2

HZ{ IAM Identity CenterE &4 2l =
£ -3t AWS IAM Ildentity Center& & E M| 2.

33} 5l ok
AWS IAM Identity Center AFHE M 9]

® Note
EE=0| mo|X|of| RiMle] MHE ™A A =7 HERE 3] config IHY 742 A
Bt otLH X|&E 2= 5HMILIAM Identity CenterE AFE3H0{ AWS SDK & =3 915,

SRR S

SSO EZ 32X #82 ME3tH AWS SDK = =77+ AT E MM Z7|1ZHH K| MME AtSS 2 M
2 DELCH MM 712 2 2|CH Z|Zkof CHEF REAIEE LIE 2 AWS IAM Identity Center AHE AHA{LS
AWS M A ZE 9 |AM Identity Center S8 OHE Z2|AH 0|2 MM 7|7 82 R ZFHMIR.
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config I}Q| sso-session

MM SSO HMA ESE ES5H7| IFt TN HAE 1Bst s O
AEEH, JHCHE RAHE3 AWS SEE
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ol AF8 & 4= U&LICH config IFY LHO| AlAM0f| CH
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/Welcome.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html

AWS SDKs % &=+ & LM

CtE 3] config It Ao M= dev ZE2EHE ALE5104 SDK EE= =T & F435101 IAM Identity
Center A3 3B ™ ELICH

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

Ol KMo = sso-session MME Ho|5tn T2 Zlof HAZ %”%% Ho{ELI|CH et o 2 SDK
7HAWS At 5HE HE = UL S profile MMoiM sso_account_id 2/E sso_role_name
MZ5HoF gfLICt sso-session Al LHOAM sso_start_url, E'—J sso_regionE A sHok

sso_registration_scopes & LIC}.

sso_account_id ! sso_role _name2 SSO EZ 74| R E AlLlZ|20] E£AO|X|E &L

CH. OHEEIﬂIOIMO{IA‘I A 15 E X[t AWS MH[A B AP st= 82 7IE AWS Xt 50|
Zestx| f&LCH ER F 152 ERA EE0lete EoF EEE A&dt= HTTP 215 ~AH Lct

O] AlLtE2|20|ME sso_account_id 2 sso_role_name

C
2 ‘é—’?—ﬂ otulL|Ct MH|A7 ESAEZR
Tt 204E X|t=X| &2l5tE{™ JH'E AWS MH|A 7H0|EE &

M.

S5 HRI= sso-sessionl YFE FHELICH HeI= oHEE2|F0[M2| MAEX} A
g AMAE FMEtHSHE OAuth 2.08] HIFHLIFELICH O MAME HE X A& S Lt
Usso_registration_scopesdste O EHR st HMAE MBSHEFE HAHELICH

CHS oMM E ot Z2E oM S Y sso-session TS KA 5HE S HoiFL|CH.

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[profile prod]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole2

[sso-session my-sso]
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AWS SDKs % &=+ FLHAM

o2

sso_region = us-east-1
sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

PIZ EZS MM O|E2 7|HIOo =R 5t= el O|E8 AFE35104 ~/. aws/sso/cache C|EE{Z| of2H ol
ClA= o FHAIELICH

MZE D& £+ Qs BI7HA| 74

|E FHE AI8ste XIS EE M=z 12 X|HE/X| ef&LICH A SSOEE S
ol E&LCH

MZ 18 4 i 7|1Z 742 AFSsla{e TR Yol M oh3 MAe x|Halof Lot
* sso_start_url
* sso_region

* sso_account_id

* sso_role_name

sso_start_url 2 sso_region MHEE AIE5t0{ T2 Ut US| AIER ZRHE K|™HELIC.
sso_account_id 2! sso_role name MXo=z HeHE XX EL|Ct.

OII

CtE MMM E config mhdofl E 8 Wl 7HX| gf2 d™EELICH

[profile my-sso-profile]

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_region = us-west-2

sso_account_id = 111122223333

sso_role_name = SSOReadOnlyRole

EZ82 sso_start_urlol 7|BtEt o} O|§ & 71Tl ~/.aws/sso/cache C|ZE|Z| of2f 2| C|
of| FHA[EILICE.

> ro
Lu ol

IAM Identity Center 20t 915 SZ At M
Ct&2 AF835t04 0| 7|58 FHSAAIR
sso_start_url - 37 AWS config I} MH

Z %|9| |AM Identity Center & Z At URL EE= HAM|A & URLE 7t217|= URLRILICH RHAIEH LY
2 AWS IAM Identity Center At& HAML| AWS HAM|A ZE AME S HEFHAM L.
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https://docs.aws.amazon.com/singlesignon/latest/userguide/using-the-portal.html
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2152 2l AWS Organizations MH|AE &3l F7HE2| ==Xt ID AWS Hd LCt.

A8 7ts8t HHE SE 2 Eed™ IAM Identity Center 2 2 0|5 8104 AWS A% HO| K|S 0{ A A|
2. AWS IAM Identity Center & API & = 9| ListAccounts AP| HIAMEE AF235104 ALS 7}58H A
MEEE E X USLICH ol E0{ AWS CLI, HIME list-accountsE &8 = Q&LICH

sso_role_name - 37 AWS config I} MH

AEXL2| Z‘-I-’c'i- HetE dolst= IAM Hg 2 EEHIH'&'E‘ e &g | O|§LICt %E*%Oﬂkl

HEt MEOIE IAM &
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g A8 7ts8 HEt ME S5 2 224 IAM Identity Center 2 2 AWS H/H 0[S 35t0{ AWS H|
H HO|X|E ¥t AWS HH E|o|E0| LIPEl SHIHE HEt ME 0|2 MEIEILICE AWS IAM
|dentity Center Z& APl & X 9| ListAccountsRoles APl HIMEZE AI&3510{ AL 7458 Mt ZiEt
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https://console.aws.amazon.com/singlesignon
https://docs.aws.amazon.com/general/latest/gr/rande.html#regional-endpoints
https://console.aws.amazon.com/singlesignon
https://console.aws.amazon.com/singlesignon
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/API_ListAccounts.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sso/list-accounts.html
https://console.aws.amazon.com/singlesignon
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/API_ListAccountRoles.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sso/list-account-roles.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-saml2-oauth2.html#oidc-concept
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AWS SDK for Java ! AWS SDK for Kotlin 0| M2+ X| 4= L|C}.
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SDK

AWS CLI v2
SDK for C++

SDK for Go V2 (1.x)

SDK for Go 1.x (V1)

SDK for Java 2.x
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SDK for JavaScript 3.x
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/

AWS SDKs % &=+

A OHAM
SDK X uoEsFVtEE
SDK for PHP 3.x of
SDK for Python (Boto3) od
SDK for Ruby 3.x ]
SDK for Rust 2 ME DE =+ i BllHAl -ofgt sHE
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SDK for Swift ]
PowerShell £ of
IMDS E¢F 215 N 2Kt
(® Note

A m|o[x|2f tilo|ot2 &2 O|aH8tHLE CtF0dl Lt 2= Support AWS SDKs 2! =+ H|O|2 2
AMSE Ol 20| 25t MME 2 X5HMIL 0| 7H0|= 90| A7 m| 0| x| O|3H.

QIARIA HIEFH|O|E] MHIA(MDS)E A% FQI QIABAS 24 e Balste ol ASE 4 2 @
ABLA 22 CIOIEIR MIBELICH AL8 7H5 2 CIOIE{o] i RHAIE LIS Amazon EC2 ALS A
Kol QIAEIA HIEIE|OE] tel2 B ot MR, Amazon EC2i QIATIAO] CHE Cierst HEE XIBY
A0l 2HEZQIES K|ZEHL|C}H o_é EA0] Q50| PIZAEl A2 sl odsto S 55t Hot OIS
MEE MBE 4 2&LICH SDKE ST ASEQIES AL 304 72 2ot 915 Ta X #elo] YRz
Hot 1B S HolE & YALICH M E28 AR SHE Bt OFEIEH IMDS E el OIAEIA BEH|O

2(IMDSv2)7} 7|22 2 AFSELICE RHAIZE == gl ZUHTTP 2F I E 403, 404,
405)2 2 I3l 0| 7| 0| Muijg Z<L IMDSv10| CHAl =Eo 2 AFSELCH.

CHZ 2 AI835104 0| 7|2 F+EsHAAL.
AWS_EC2_METADATA_DISABLED - &4 H=

Hot 015 &S50l Amazon EC2 QIAEA HEHH| O|E MH|A (IMDS)AHE Al 0%

IMDS &
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https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
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e true- 2ot 2152 U= Ol IMDSE AFESHX| ot&LICt

- false- 2ot 2152 &&= O IMDSE AHEEfLICEH
ec2_metadata_vl_disabled - 3% AWS config I} A%,
AWS_EC2_METADATA_V1_DISABLED - 4 B4~ aws.disableEc2MetadataVl - JVM A|AHE] &
Ad: Java/Kotlin &

ok
A

IMDSv27} Almfgh 42 IMDSv1(Instance Metadata Service Version 1) EYH o Z AIE 018,
(® Note
M SDKE IMDSv12 X|#5tX| eto 2 2 o] M™EE X|35HX| b&LICt REMIEH LIS 2 H|O|
£ AWS SDKs =+ X|HE #HZ3FIM L.

7|12Zk false

SEL:
« true - IMDSv1S EHio 2 A3} K| &t&LCt.
« false-IMDSv1S E8ioZ AISELIC}.

ec2_metadata_service_endpoint - 3% AWS config It A,
AWS_EC2_METADATA_SERVICE_ENDPOINT - 7Z B4 aws. ec2MetadataServ1ceEndp01nt -
JVM AIAE £ Java/Kotlin &

Fol

IMDS =% 0| Zt2 AWS SDKs 2! =77} Amazon EC2 RQIAEA HEIH|O|E{E HMSHE
7|2 *IxIE H |§. L|Ct.
7|87k ec2_metadata_service_endpoint_mode® IPv40| ZoM 7|2 A=EZQIEE

http://169.254.169.254LIC}. ec2_metadata_service_endpoint_mode2t IPv60| &
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b2t &8 URL
ec2_metadata_service_endpoint_mode - 37 AWS config I}
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Fol
rok

o
T

IMDSO| JIEZQIE RE.

IMDS 32 At 81



AWS SDKs % &=+ &

o
2

OHLHM

o2

7|22 IPva.

&8 4L IPv4, IPV6.

(@ Note

IMDS 29 915 RIBRHE A7 5 Z St &2 olsHol YR LIct T2{Lt IMDS KIS A
TRHE 047]0fl Q= Yo MIZAHE 7 Folet HRIFLICH mtEtd Z2 3o M o] B2 A
o HotQIBE S AR st2{H TAOIM CHE R&F Hot Q15 ZSXE MHst/L o2 Z2

U2 ALSSHoF FLCt == 2ot 215 MBS M elof o|E5tod o MBS A7 &8 2ot 2l

Sg uhestox| ASOE ZMst CHAlIMDS ot 915 RZA ol A8 S A=2 XKl
A2. MHIA 2EIO[IES MAE 1) 2ot 915 AAE S XY £ YsLiCH

IMDS E ¢t 915 Hot

7|2Mo 2 AWS SDK7} 28t AHE 8ZS 2 FHE|X| 2f2 A< SDKE Amazon EC2 QIAE
4 HELE|O[E] AMHIA(IMDS)E AL83H0d AWS 2380l ChEt X1 ZH2 ZMstaiD AT Lt
AWS_EC2_METADATA_DISABLEDEZ ¥4E2 true® M504 0| S HIEAM5ta 4 &Lt
0|2 £35H Amazon EC2 QIAEIA HIEIH|O|E{ MHIAE 77 AEE £ le HEQIoM ETe st
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Linux & macOS
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Linux E= macOSE AF8sle 142 Ol ¥y
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$ export AWS_EC2_METADATA_DISABLED=true
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0924 & MM 2 AJAE] RHAIZF Alof = O] M RK[stE{Hd fle] WS .bash_profile,
.zsh_profile, &2 .profile So| & Z=2uty mtUoi| F7& = U&LICH

Windows
WindowsE AtE3dl= T2 O HH2 A8l 0| &3 v E MEE £ J&LCH
$ set AWS_EC2_METADATA_DISABLED=true

Ol TS o2 4 MM U AIAT RHAIBHOl A RIS E|H 5124 O BBS THAI ASE 4 AL

Ct.

$ setx AWS_EC2_METADATA_DISABLED=true

(@ Note
Of setx BH2 T & Mol 2tE MEotX| 22 HE LIS MEsitiH S CHA| 2
E 5t 7Lt CHA| doqof &L Ct.

AWS SDKs =T K|

CtS SDKE O] FA|ollM dBet= 7Is X HdEE XHFLICH 2E L7 o7t 7ISELICH 2E
JVM AAE] £4 42 AWS SDK for Java & AWS SDK for Kotlin 0| AHBF X|#4E L|C}.

SDK A HDoEEFJEHE

AWS CLI v2 ol

SDK for C++ of

SDK for Go V2 (1.x) of

SDK for Go 1.x (V1) of 3% config Y MHEE AIEStE{H 78 LYo EEE
7{of ELICH MME B ZFHAAIR

SDK for Java 2.x of

IMDS &2 At

83


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
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SDK for Java 1.x
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A I

SDK for JavaScript 3.x of
SDK for JavaScript 2.x of
SDK for Kotlin of
NET 4.x& SDK of
SDK for .NET 3.x o
SDK for PHP 3.x of
SDK for Python (Boto3) od
SDK for Ruby 3.x o
SDK for Rust o
SDK for Swift of
PowerShell& T+ o
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JVM A|AE! &4 com.amazonaws.sdk.disableEc
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https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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0 € £04 IAM Roles Anywhere= credential_processE AI&304 ofZ 2|7 0|42 CHAIGHO] &
Al RHH4 BHE 7HXSLICH 0| 8 £ credential_processE 7435248 IAM Roles Anywhere £
AF87510 AWS SDKs & T Q15 2(8)& = s A2,

(@ Note
Ch2e olf Z2AAMM X2 BHE 2 4lste WHe MBstH o=l 2ZEH S A
Hals WL AHSE 4 QALICAWS. AWS HEE 2lAAE J|to 2 YEste B9 O &}
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H ZIRE ALSHLICH Ol SMES A8t B2 2 AN 2ot B A2l S
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= SREER
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credential_process - 3% AWS config It A%

A8 Hot oI5 2 M HLE HMEH7| QI3 SDK == =771 A™ete Qf HHE X|IHE L
Ct. ME2 SDKIt M s &8 =203/ ='°I OlF2 I"o:. LIC}. SDK= ZEMAE 71 55
& T2 M AT} stdoutOoll JSSON CO|E{E £ K| 7|ICHRILICH AP A} XM 22X ENM &
Aoz MEE Hhetslol gfLiCH ol MEolE SDK EEE EF7F AFEXIE QISs5tE Ol AFEE £ Q
= 2ot el50| Z&ELct
(® Note
Z2MHA 2o 918 SZR = A4 5Y 24 Al olsHe] R lct 28Ut Z2HA 2
ot Q1E =2 Xt= Of AlE|=0f &8 CHE ot SZRE HE! Foi|gh QIELICH et Z2

JofA] O B2AO| B Q1B S ALS T TAl0IM CHE KRB 2O QIF BIAE M
st7iLH CHE Z2nUg Aol BLICH S5 2ot QI B2 #elof o|Estol K& &

OF OIZ S EHEtste B2AHE AHBEOR AMsHE Al RS0 TR A& 2ot 01 3k A
22 XIHsHAAIR. MHIA B2t0IHES M mf 2ot Q15 AAE TN KIYE & e
=3

ZZMA 2R 85



AWS SDKs % &=+

X OHHAM

Hotols 278 A2 X|H
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- Z22 e O|E2 A~Z, a~z, 0~9, 5}O0|E(-), LE(), ORI E(), €1 Al(), HEeiAl() L SE S9|
2= ChE Z2&Lch

« Z2 = It O|Foi SEio| o™ M| Z2ot Y O|§ 2 E WS E("")E F&LICH

« It2t0|E O|FO|Lt mtEtOlE gtoll SEHO| Ie™ Y QAE 2 IS E(""E F&LICh ™A mH o4
7t ofL|2} O|E =& Zt0t F oM

« ZXY otof B4 BHrE ZESHX| O A2, 0| & &0 $HOME EE= %SUSERPROFILESS Z & E £
R&Lict

- & E0E ~2 X|HsIX| DtAAI. * A B2 = 7|2 0t 0|§ 2 XI™HsHoF gLt 7| ot Of
EOo| Ue B2, AMAHEHS PATHEE HEZ XHE EC oM Z2a3E opdn A ELICH
A2 29 x|Alof et cHELICH

CHS oAM= Linux/macOS2| &% config ZFA0{ M credential_processE MA e WS HoiF
L|C}.
credential_process = "/path/to/credentials.sh'" parameterWithoutSpaces "parameter with

spaces”
Ct2 oAM= Windows2| 37 config It 0l A credential_processE A& st= WS Eo{FLIC}.

credential_process = "C:\Path\To\credentials.cmd" parameterWithoutSpaces "parameter
with spaces"

- M8 Z=E LHolM XIEE + A&LICH

[profile cred_process]
credential_process = /Users/username/process.sh
region = us-east-1
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H2d2 AT Z|EL} HO|LE| Z2 30| STDOUTOIM CHS F 21+ YUx|stE JSON 232 AMAdsHok
StEX| o2 E xIHgLct

{

"Version": 1,
"AccessKeyId": "an AWS access key",

"SecretAccessKey": "your AWS secret access key",

"SessionToken": "the AWS session token for temporary credentials",

"Expiration": "RFC3339 timestamp for when the credentials expire"

® Note
Of EXo| R =R,
ch o] kol 7t = U&LICH

Version 7|£ 12 AHE|0{ Q&LICH FR7F LS B Alzhol| ot

Expiration 7|= RFC3339 & 4|0| E}UABMZ QIL|Ct Expiration 7|7} =72 £2i0i ZRH 5K
ofo SDKE= 2ot Q15 0| M2 1 E0| E|X| et2 & 7| 2t el5olztD 7h-ELich JZEX[ 42 38
? 2ot oIE2 Al 2ot QIS o2 7hF |, 7|7H0| BFRE|7| M0l credential_process BHES
CHA| At RIS 2 MZ TRIELICH
@ Note
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LRI WMMSS LIEILY Y| QI8 00| ot et I =2

AWS SDKs =7 K|

CtS SDKE O| FHoAM d¥stE 71 X HEE XYY UL ZE YT Q7 7|FELICH 2E
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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A 7| o= ZOlE
(® Note
A m|o[x|2] tilo|ot2 &2 0|58t HLE CHF0dl Lt 2= Support AWS SDKs 2! =+ H|O|2 2
Adst= ol =2 0| ot MME FHESHMR0| 7t0|=2| M3 1| 0[X] O|&H.

Io

AHE 7|E A=ZQIEE AWS HH IDE AME5I040| 7|SE Xt AH|A0l CHEF R E 2f
<fEl5tod 1Ms U EEYS E&steE ol 20| gulct A 7|8t .i'EEO._"E = X|et=

AE M8z B2 SDK EEt0|HUEE B AEEQIET} ot A% 7|E 2
CXQEE F5t1 ALSELIC SDK Z2t0|UE o H™H ID7H EA|Z|X| ot ZEI0|HE
= M AEZQIEE AISELICH HE 7|H AEZQIEE= FAULICH https://<account-
id>.ddb.<region>.amazonaws.com0i7|M <account-id> & <region>&= AWS H’SE ID & ¢!
LICF AWS 2|7.
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https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
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https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html
https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html
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https://docs.aws.amazon.com/general/latest/gr/rande.html
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/v1/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
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https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html#sts-endpoints
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_enable-regions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_enable-regions.html
https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html?id=docs_gateway#partition
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_region-endpoints.html#reference_sts_global_endpoint_changes
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/v1/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
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https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
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https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://en.wikipedia.org/wiki/Cyclic_redundancy_check
https://docs.aws.amazon.com/AmazonS3/latest/userguide/checking-object-integrity.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/checking-object-integrity.html
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https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
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https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/dual-stack-endpoints.html
https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Using_Endpoints.html#ipv6
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
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https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
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https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#json-output
https://json.org/
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#yaml-output
https://yaml.org/
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#yaml-stream-output
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https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
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PowerShell & of

® Note

MHIAHE AEZQIE FE2 API 20| CHoll AFE X7 MEEH JEZQIEE AEstn MEIE RX|E
T U SHE MSELICH oleet 482 ZEH A= XQIE  VPC A= XQIE T ELAL 24 AWS 7HY
a8 N — AE BZD} EE

CHEE At8sl0d 0| 7|s & F 86t AIL.

endpoint_url - 37 AWS config It A%, AWS_ENDPOINT_URL - &3 H#H
aws.endpointUrl - JVM A|AE! &M Java/Kotlin &

20t LA M B X5t HLE 2t E B2 X|H5tE 49 0| HH2 ZE AMH|A 8o AFS
Iz AEZQIEE XIHELICH O| REXQIEE T HEI ZE MHIAYE A= 2 IE| ofaH R 9
Ect

35 AWS config IOl services MM L0 MO| HHE Ar&Stod & MH|A0| CHEE AL X}
XHA=ZQlEE MHE =T USLICH services MMM AIE ZE MH|A AHEHR 7| S5
2 MHABE IS X QIE ABET} MME FESHAAIL.

7|22k none

SE8 gL A=XRIEQ AF|OIQt SAETH ZEE URL. URLOIE= StLt O|&t el A2 MOIHETL
ZEE EE FH A MEXMo g ZEE £ U&LICH
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https://docs.aws.amazon.com/powershell/latest/userguide/
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AWS_ENDPOINT_URL_<SERVICE> - &4 %4 aws.endpointUrl<ServiceName> - JVM A

M Java/Kotlin 22

AWS_ENDPOINT_URL_<SERVICE>, 07|A <SERVICE>E AWS A{H]|

A0 CHEF AL A X H AEXQIEE HHE

EZQIE AHEXE HESHAARL.

0| MH|AY A EZQIE = AWS_ENDPOINT_URLO| MAMHEI DE ZEH A ZQIEHL M

CH.

7|22k none
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LICH 2E MH|AE #F #H5 552 Md|AE e
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2l URL. URLOI = otLt o|& el = MaHET}

I\I\ = I’l E’l-

ignore_configured_endpoint_urls - 25 AWS config I}
2 447, AWS_IGNORE_CONFIGURED_ENDPOINT_URLS - 4 B
aws.ignoreConfiguredEndpointUrls - JVM A|AE] £4: Java/Kotlin &
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FAlstE ol AHSELICH

E|7{L} MH|A 2210 E KHA{|of AHE BA|M A= ZQIEE= O A1t 2 EHRA0] At
01 --endpoint-url BHEE mi2t0|E
Z20|ME MM Xtol MY stH &4 MEELICH

rot

CIZQIE URL MMEE ¢

Q i B HAolM AFR THS B AR R IS ©

E URLZ 2I&/5t248 AWS_ENDPOINT_URL 22

export AWS_ENDPOINT_URL=http://localhost:4567

MHIAH AEZQIE

137



%

o
2

AWS SDKs % &=+ OHLHM

EXof CHet 2HE AFS X K| A= ZQIE URL AWS AMHIA 2 2t El5tE{H
AWS_ENDPOINT_URL_<SERVICE> 2F H 8 AFSELICEH Amazon DynamoDB o=
servicelId@|O| J&LICIDynamoDB. O MH|A Q| B AEXQIE URL 843 Hee

AWS_ENDPOINT_URL_DYNAMODBRIL|C}. O] A= ZQIE= O|A{H|20i CHSH AWS_ENDPOINT_URLO]
AMEIZEYH A ZQIEHLC MEHL|C}.

o2

export AWS_ENDPOINT_URL_DYNAMODB=http://localhost:5678

It CIE of| 2 2] AWS Elastic Beanstalk = serviceId®L|CtElastic Beanstalk. AWS
MH|A AR DE SME HEZ HHF D 2 E BXAE CHEXE CHAlserviceIdstod AP
Doio|E y|eto 2 &L|Ct. O] MH|AO| CHet IEXZQIEE MX5E{H sliE &4 =

AWS_ENDPOINT_URL_ELASTIC_BEANSTALKQLICH BE MH|AHE &Z By SE2 MHUH|AE =
ZOIE AR R ERSHAAIL.

export AWS_ENDPOINT_URL_ELASTIC_BEANSTALK=http://localhost:5567
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37 config IS Al

Z 8 config MAUMME CHEE 7152 2I8H 0421 Qx| M endpoint_urlO| AFRELICH.

ZEyolcEQER BHEL

profile LHOlM =& X|HEl endpoint_url Y A= ZQIE
Ct.

services MM LHo| MH|A AlEEX} 7| of2iofl S El endpoint_url2 Y A=EXZQIET} T
MH|AH CiE QEAP MBE2 1 BHELICH 37 config UMM services MME Hol5t=
ol CHE RHMIE LIS E T4 1l HAE BESHUAIL,

CtZ MM = services MO|E AFE5t0{ Amazon S30i| CHEH MH|AHE AEXZQIE URLD CHE
DE MHIAO ASEE AR XM 22H A= ZQIEE T HFLICH

[profile dev-s3-specific-and-globall
endpoint_url = http://localhost:1234
services = s3-specific

[services s3-specific]
s3 =
endpoint_url = https://play.min.io:9000
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https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/dynamodb/2012-08-10/service-2.json#L10
https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9
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'Y 220U 0f2f AfHlL0l CiEt ASZRIEE M + UL Ol ofHloixs SU Z2u
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0{ A Amazon S3 2! AWS Elastic Beanstalk 0i| Ci3t AHH|AHE A= ZQIE URLsE AHst= &
0{FLIC} serviceId®| AWS Elastic Beanstalk 7} i’J%LlEPElastlc Beanstalk. AWS
Hil=s ZE 32 UEZ HFP D ZE BAE AEXE CHAlserviceldsto] API ZHIOIE 7

2 ghoict kM MEIA AR} 7171 elastic_beanstalkOl(ZHEID O] MH|A0f CHEH A& O|
elastic_beanstalk = &AM A|ZHEILIC} services MMM AIEE R E MH|A AR 7| 5
S2 MHIAE A= ZQIE AERE HESHAAIL.

o m

_|_

|0 1> HL

[services testing-s3-and-eb]
s3 =

endpoint_url = http://localhost:4567
elastic_beanstalk =

endpoint_url = http://localhost:8000

[profile dev]
services = testing-s3-and-eb

MHIA 7 MME ofe] ZZUolM AHSE 4+ UBLICH 018 S0 F Z2 00| SYs
|

=
services MO|E AI2SIHM CIE T2 0t £ M2 4738 & Ql&LC}.

[services testing-s3]
s3 =
endpoint_url = https://localhost:4567

[profile testing-json]
output = json
services = testing-s3

[profile testing-text]
output = text
services = testing-s3

] —

Z2uhlof ofF Fld ot Q15 HE L IAM 7HE A& 7150l CHEt source_profile WEtOIEIE S
s TAIE 2P SDKE XIHE Z2urol Chat MulA RASH ASELICH Hgo| MU Z2ntYe
Ag8tx| StsLICh o8 01 CHRIH 22 B config IHUS AFSELICH

[profile A]
credential_source = Ec2InstanceMetadata
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https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9
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endpoint_url = https://profile-a-endpoint.aws/

[profile B]

source_profile = A

role_arn = arn:aws:iam::123456789012:role/roleB
services = profileB

[services profileB]
ec2 =
endpoint_url = https://profile-b-ec2-endpoint.aws

20t BE AR5t ZE0|AM Amazon EC22 555t B AEZQIEE https://profile-
b-ec2-endpoint.awsZ EQIEILICH FEM CHE MHIAN @FHE 6t BAR A EQIE &
22 ALSR XIH 228 MEX| aLIch HdEXEE Z2M Y A0 Ho|E 22H A=l
EZ ZOIg|x| t&LCt 22H A=z EY Z2 0 Bof| M E|2{M T 20 B LHoI|A] &%
endpoint_urlS MA&HoF &LICH source_profile A%oi CHE REMISH LIS 2 o4&t HOF QIF

TR 4 THdg BTG AAlR.

1. AEL} MH|A E8I0|E Ko 8HE ZE WAIM ME2 CHE D& MYEC MELICH
« o| Z --endpoint-url WHZE mzZl0/E{olM MBstE Z2F AWS CLIQILICEH SDKe| B H
M EEd 2 AWS MH|A 2210|E E= 7 AAE QIAEHASHE mf MY E ot2t0|E 2| "E
Fg = JAsLct
2. MH|AY 24 o XS 35tE 24(0d: AWS_ENDPOINT_URL_DYNAMODB).

B4~0f o5l MB &l ZFLICh

0.I.L|

3. AWS_ENDPOINT URL Z2EH A= ZQIE 72

_L

4. 35 config I}O| services MM L{o] &
M AN 35t 2t

5. &% config HP%QI profile LHOIAM ZX X|HEl endpoint_url A%o o5 M2 El= k.

6. 29| 7|2 A= Z 9IE URL AWS MH|A O] OFX|2t o 2 AFEELIC.

AWS SDKs =7 K|

CtS SDKE O FAoM d¥stE 71 X HEE XYY LCH ZE YT Q7 7|FELICH 2E

JVM A|AE] &M ME2 AWS SDK for Java 2! AWS SDK for Kotlin 0| A+ X| & E]L|C}.

HIA AlgEx} 7| ot S E endpoint_url MEof

MH[AE JA=ZQIE
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SDK X FunEsFHE
AWS CLI v2 of
SDK for C++ ol3
L
2
SDK for Go V2 (1.x) o
SDK for Go 1.x (V1) of
L
2
SDK for Java 2.x o
SDK for Java 1.x o
L
A
SDK for JavaScript 3.x of
SDK for JavaScript 2.x of
L
A
SDK for Kotlin ol
NET 4.x& SDK (]
SDK for .NET 3.x o
SDK for PHP 3.x o
SDK for Python (Boto3) od
SDK for Ruby 3.x ]
SDK for Rust o
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
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ac AWS_ENDPOINT_URL_ACCOUNT
ac AWS_ENDPOINT_URL_ACM
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https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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Alexa For Business
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Amplify

AmplifyBackend

AmplifyUIBuilder
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AWS_ENDPOINT_URL_<SERVICE> &3 H#H

- AWS_ENDPOINT_URL_ALEXA_FOR_BUSINESS

AWS_ENDPOINT_URL_AMP
AWS_ENDPOINT_URL_AMPLIFY

AWS_ENDPOINT_URL_AMPLIFYBACKEND

AWS_ENDPOINT_URL_AMPLIFYUIBUILDER

AWS_ENDPOINT_URL_API_GATEWAY

AWS_ENDPOINT_URL_APIGATEWAYMANAGEMENTAPI

AWS_ENDPOINT_URL_APIGATEWAYV2
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AppConfig a] AWS_ENDPOINT_URL_APPCONFIG
AppConfigData a] AWS_ENDPOINT_URL_APPCONFIGDATA
d:
AppFabric a] AWS_ENDPOINT_URL_APPFABRIC
Appflow a] AWS_ENDPOINT_URL_APPFLOW
AppIntegrations a] AWS_ENDPOINT_URL_APPINTEGRATIONS
al
Application Auto a] AWS_ENDPOINT_URL_APPLICATION_AUTO_SCALING
Scaling ol

Ci

Application Insights a} AWS_ENDPOINT_URL_APPLICATION_INSIGHTS
(0]
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ApplicationCostPro a] AWS_ENDPOINT_URL_APPLICATIONCOSTPROFILER
filer ol
i
App Mesh a] AWS_ENDPOINT_URL_APP_MESH
AppRunner a] AWS_ENDPOINT_URL_APPRUNNER
AppStream a] AWS_ENDPOINT_URL_APPSTREAM
AppSync a] AWS_ENDPOINT_URL_APPSYNC
ARC Zonal Shift a: AWS_ENDPOINT_URL_ARC_ZONAL_SHIFT
Artifact a: AWS_ENDPOINT_URL_ARTIFACT
Athena a' AWS_ENDPOINT_URL_ATHENA
AuditManager al AWS_ENDPOINT_URL_AUDITMANAGER
g¢
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Auto Scaling al AWS_ENDPOINT_URL_AUTO_SCALING
il
Auto Scaling Plans al AWS_ENDPOINT_URL_AUTO_SCALING_PLANS
il
b2bi b: AWS_ENDPOINT_URL_B2BI
Backup b: AWS_ENDPOINT_URL_BACKUP
Backup Gateway b: AWS_ENDPOINT_URL_BACKUP_GATEWAY
te
BackupStorage b: AWS_ENDPOINT_URL_BACKUPSTORAGE
I«
Batch bi AWS_ENDPOINT_URL_BATCH
BCM Data Exports b« AWS_ENDPOINT_URL_BCM_DATA_EXPORTS
e’
Bedrock b¢ AWS_ENDPOINT_URL_BEDROCK
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Bedrock Agent b¢ AWS_ENDPOINT_URL_BEDROCK_AGENT

Bedrock Agent Runtime b¢ AWS_ENDPOINT_URL_BEDROCK_AGENT_RUNTIME

g¢
ir

Bedrock Runtime b¢ AWS_ENDPOINT_URL_BEDROCK_RUNTIME
ut

billingconductor b: AWS_ENDPOINT_URL_BILLINGCONDUCTOR
ne

Braket b: AWS_ENDPOINT_URL_BRAKET

Budgets bt AWS_ENDPOINT_URL_BUDGETS

Cost Explorer cc AWS_ENDPOINT_URL_COST_EXPLORER
0:

chatbot cl AWS_ENDPOINT_URL_CHATBOT

Chime cl AWS_ENDPOINT_URL_CHIME
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Chime SDK Identity

Chime SDK Media

Pipelines

Chime SDK Meetings

Chime SDK Messaging

Chime SDK Voice

CleanRooms
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AWS_ENDPOINT_URL_<SERVICE> &3 H#H

AWS_ENDPOINT_URL_CHIME_SDK_IDENTITY

AWS_ENDPOINT_URL_CHIME_SDK_MEDIA_PIPELINES

AWS_ENDPOINT_URL_CHIME_SDK_MEETINGS

AWS_ENDPOINT_URL_CHIME_SDK_MESSAGING

AWS_ENDPOINT_URL_CHIME_SDK_VOICE

c. AWS_ENDPOINT_URL_CLEANROOMS
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CleanRoomsML c. AWS_ENDPOINT_URL_CLEANROOMSML
SI

Cloud9 c. AWS_ENDPOINT_URL_CLOUDS

CloudControl c. AWS_ENDPOINT_URL_CLOUDCONTROL
I«

CloudDirectory c. AWS_ENDPOINT_URL_CLOUDDIRECTORY
C

CloudFormation c. AWS_ENDPOINT_URL_CLOUDFORMATION
a

CloudFront c. AWS_ENDPOINT_URL_CLOUDFRONT

CloudFront KeyValueS c. AWS_ENDPOINT_URL_CLOUDFRONT_KEYVALUESTORE
tore t

CloudHSM c. AWS_ENDPOINT_URL_CLOUDHSM
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CloudHSM V2 c. AWS_ENDPOINT_URL_CLOUDHSM_V2

CloudSearch c. AWS_ENDPOINT_URL_CLOUDSEARCH

cl

CloudSearch Domain c. AWS_ENDPOINT_URL_CLOUDSEARCH_DOMAIN

cl

CloudTrail c. AWS_ENDPOINT_URL_CLOUDTRAIL

CloudTrail Data c. AWS_ENDPOINT_URL_CLOUDTRAIL_DATA

CloudwWatch c. AWS_ENDPOINT_URL_CLOUDWATCH

codeartifact cc AWS_ENDPOINT_URL_CODEARTIFACT
at
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CodeBuild

CodeCatalyst

CodeCommit

CodeDeploy

CodeGuru Reviewer

CodeGuru Security

CodeGuruProfiler

CodePipeline
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AWS_ENDPOINT_URL_<SERVICE> &3 H#H

AWS_ENDPOINT_URL_CODEBUILD

AWS_ENDPOINT_URL_CODECATALYST

AWS_ENDPOINT_URL_CODECOMMIT

AWS_ENDPOINT_URL_CODEDEPLOY

AWS_ENDPOINT_URL_CODEGURU_REVIEWER

AWS_ENDPOINT_URL_CODEGURU_SECURITY

AWS_ENDPOINT_URL_CODEGURUPROFILER

AWS_ENDPOINT_URL_CODEPIPELINE
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CodeStar cc AWS_ENDPOINT_URL_CODESTAR

CodeStar connections cc AWS_ENDPOINT_URL_CODESTAR_CONNECTIONS
C(
ne

codestar notificat c¢ AWS_ENDPOINT_URL_CODESTAR_NOTIFICATIONS
ions n(
i
Cognito Identity c¢ AWS_ENDPOINT_URL_COGNITO_IDENTITY
de
Cognito Identity c¢ AWS_ENDPOINT_URL_COGNITO_IDENTITY_PROVIDER
Provider de
T(
Cognito Sync c¢ AWS_ENDPOINT_URL_COGNITO_SYNC
yI
Comprehend cc AWS_ENDPOINT_URL_COMPREHEND
d
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ComprehendMedical cc AWS_ENDPOINT_URL_COMPREHENDMEDICAL
dr

Compute Optimizer cc AWS_ENDPOINT_URL_COMPUTE_OPTIMIZER
p’

Config Service cc AWS_ENDPOINT_URL_CONFIG_SERVICE
n

Connect cc AWS_ENDPOINT_URL_CONNECT

Connect Contact Lens cc AWS_ENDPOINT_URL_CONNECT_CONTACT_LENS

ol
ne

ConnectCampaigns cc AWS_ENDPOINT_URL_CONNECTCAMPAIGNS
mj

ConnectCases cc AWS_ENDPOINT_URL_CONNECTCASES

S¢
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ConnectParticipant AWS_ENDPOINT_URL_CONNECTPARTICIPANT

N

ControlTower cc AWS_ENDPOINT_URL_CONTROLTOWER

we

Cost Optimization Hub cc AWS_ENDPOINT_URL_COST_OPTIMIZATION_HUB

ht

Cost and Usage Report cc AWS_ENDPOINT_URL_COST_AND_USAGE_REPO

Service u« RT_SERVICE
O:
C¢
Customer Profiles ct AWS_ENDPOINT_URL_CUSTOMER_PROFILES
p:
DataBrew di AWS_ENDPOINT_URL_DATABREW
DataExchange di AWS_ENDPOINT_URL_DATAEXCHANGE

n¢
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Data Pipeline di AWS_ENDPOINT_URL_DATA_PIPELINE
1:
DataSync di AWS_ENDPOINT_URL_DATASYNC
DataZone di AWS_ENDPOINT_URL_DATAZONE
DAX di AWS_ENDPOINT_URL_DAX
Detective d¢ AWS_ENDPOINT_URL_DETECTIVE
Device Farm d¢ AWS_ENDPOINT_URL_DEVICE_FARM
Ir
DevOps Guru d¢ AWS_ENDPOINT_URL_DEVOPS_GURU
Il
Direct Connect d: AWS_ENDPOINT_URL_DIRECT_CONNECT

ni

MHIAE AEZQIE 155



B

AWS SDKs & =7 & LM
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Application Discovery a} AWS_ENDPOINT_URL_APPLICATION_DISCOVE

Service ol RY_SERVICE
e:
(of
DLM d. AWS_ENDPOINT_URL_DLM
Database Migration di AWS_ENDPOINT_URL_DATABASE_MIGRATION_
Service m: SERVICE
DocDB dc AWS_ENDPOINT_URL_DOCDB
DocDB Elastic dc AWS_ENDPOINT_URL_DOCDB_ELASTIC
S
drs d: AWS_ENDPOINT_URL_DRS
Directory Service d: AWS_ENDPOINT_URL_DIRECTORY_SERVICE
DynamoDB d» AWS_ENDPOINT_URL_DYNAMODB
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DynamoDB Streams dv AWS_ENDPOINT_URL_DYNAMODB_STREAMS
ST

EBS el AWS_ENDPOINT_URL_EBS
EC2 e« AWS_ENDPOINT_URL_EC2

EC2 Instance Connect e« AWS_ENDPOINT_URL_EC2_INSTANCE_CONNECT
ne
(el

ECR e« AWS_ENDPOINT_URL_ECR

ECR PUBLIC e« AWS_ENDPOINT_URL_ECR_PUBLIC
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