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2t 2odelL|77? AWS SDK for Java 2.x

= 8 Java APIZ AWS SDK for Java M2 &fL|C AWS MH|A. SDKE A2 5 Amazon S3 Amazon
EC2 DynamoDB, S2 £ = E35tE= Java OHZZ|70|ME HEE £ laL|ch

AWS SDK for Java 2.x = {1 1.x 2= H0|A 2| =2 RHEHAIQILICH Java 8+0]l ECHE T Yo
o, 30| BUT 7ISS2 % 7HK| F7HALICH 047|0of= HIXHEF /00H CHEH x| 943} RAEFoll 2
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AN HE 1 .xE ALS 5t 2 SDK for Java§’d X|&2 HZT 22 0o el|o|ME FHESHAM L.

r|r

2% % Amazon S3 DynamoDB Amazon EC2 7|El 20| CHEt RhAl[EF LI 2 ALE SDK for Java &
2 AWS MH|A AWS MHIAZIZSHAMIL.

2 HF o ZE 2|7 0| THE
2ot N TN R RN FR AWS Amplify Z 22913 & Amazon Web Services S & L|Ct.
SDK MIO|X H{Zol CHEt R x| &2 & X|H

SDK HIO|XM HA & 7|2 B&Mo| || 22| & X|¢Hol ciet REM|EH LI AWS SDK 2/ =7 & X
OHLHMOIM CIS LIS & Z5HAMIL.

- AWS SDKs & =7 #X| &| E*

=7t 2laa

0| 7l0|E 2|0l = 7He AWS SDK for Java Xto{|H| @28t 221021 2| AAE Ch20F 244 LCH.
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https://github.com/aws/aws-sdk-java-v2/blob/master/CHANGELOG.md
https://docs.amplify.aws/
https://docs.aws.amazon.com/sdkref/latest/guide/overview.html
https://docs.aws.amazon.com/sdkref/latest/guide/overview.html
https://docs.aws.amazon.com/sdkref/latest/guide/maint-policy.html
https://docs.aws.amazon.com/sdkref/latest/guide/version-support-matrix.html
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« AWS SDK for Java 2.x APl &=

« Java MYX EE2O

« 9| Java 7Y =X AWS re:Post
 GitHub2| SDK A4

« AWS SDK Z E oA 2to|E 2]

* @awsforjava(Twitter)

SDKO| 7|04

N R O M

fjo

Soff =S NS + U&LICH

« GitHubOlM SDK EA| MZE
« AWS SDK for Java 2.x gitter 'l SDKO| CiEt HIS A R{Elod| Fro{ErLCt.

SDKo{| 7|04 2


https://sdk.amazonaws.com/java/api/latest/
https://aws.amazon.com/blogs//developer/category/programing-language/java/
https://repost.aws/topics/TAeLiug9wVSxO2AZWyjH70Cw/java-development
https://github.com/aws/aws-sdk-java-v2
https://docs.aws.amazon.com/code-library/latest/ug/what-is-code-library.html
https://twitter.com/awsforjava
https://github.com/aws/aws-sdk-java-v2/issues
https://app.gitter.im/%23/room/%23aws_aws-sdk-java-v2:gitter.im
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O] Fx|e| MMoMHE AWS MH|A 0| 24ZA5HE Java OHZEI7I0|ME 12 Al&tste o Z st HHAIE
OFLHErLICE O] MMof M= JavaE AtE5to] e B 38 MHE5t D Maven EE= Gradle S| =7 & ¢
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xz

e

AWS SDK for Javag AF23t0{AWS AMH|AO| HMHASHE OHZZ|Z0IME MEXo 2 Jletsle{d cf
S Zdo| 2egtuict,

« AISXE TiAlstod 2 EE 21ESE{H Java SDK7H AFE ZHof| A A& 4= QJo{ok gfL|Ch.

oA
ol

Z2|70[Mof HBF AWS MH[A AMAE s{EdtoF FLICH

a frAE HWE 2 iR E ol 7ie 2F AHF o SE gL

o SDKO|| A=l |AM & o| Hete
X

st2 off
PowerUserAccess AWS Zt 2|3 Zd=H
. CI2 A7} T &=l 7ydr 8t 4

« ZACS oLt 22 SAoz dHE S/ 78 e

+ O] config mYo{= SDK7F AWS Rt EBHE 7I XS = U5 IAM Identity Center &2 ALl
= 50| ZE k[0 %J&L—IEF

+ O| credentials Iol= YAl RAHd SHO| S04 USLICH

« Java 8 O|&F HHAM M x|

=
o (M= ALEFO|X|2H HEE) Intellid IDEA, Eclipse = NetBeans2t Z2 IDE(SE 7HE &)
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https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
https://maven.apache.org/download.cgi
https://gradle.org/install/
https://www.jetbrains.com/idea/download/#section=windows
https://www.eclipse.org/ide/
https://netbeans.apache.org/front/main/download/index.html
https://docs.aws.amazon.com/toolkit-for-jetbrains/latest/userguide/welcome.html
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- OHEZ2|FHo|ME Aalie FH|7t RS m EASHE AWS HMA ZE MM AWS Command Line
InterfaceE A& 504 IAM Identity Center2| AWS HAM|A ZEof| CHEF 201 T ZMAE AIZFEL
CH.

/A Important
O] M EH3o| X|EHME AF A E£= ZE0] IAM Identity CenterE A& SHCHD 7ML
Ct. ZZlo{ M IAM Identity Center?t SEIXHC 2 EH55tE Q|F ID 22XE AI8slE B9
Java& SDKO| AtSE HA| XH4 BHE U= 2 2otEAM L. o X|Eoi et ~/. aws/
credentials It oi| (A XtE ZHE FII6tM.
ID MZX7F LAl X1 Z3HE ~/.aws/credentials Tl RIS 2 FItstE FR SDK
EEAWSCLIO| Z2L 0|ES M3 E LRI GHES Z2 L 0|F2 [default]2E XY
afiof fLct,

AWS SDK for Java 2.x0| M AF& g Java & &lE =7 MX|
SDK for Java 2.x2 E5to{HH Ct=S 0t 22 Java 7Het 813 @7 AMg 0| 2 ErL|ct.

« Java 8 0|4, AWS SDK for JavaE Oracle Java SE 7l 7|EQF Amazon Corretto, Red Hat
OpenJDK, Adoptium S2| 2 & Java 7i% 7|E(OpenJDK) Hi Z Zt o}t & 74 =S & LICt.

- Apache Maven, lvy, Gradle EE = IntelliJ& A& 3t= Apache Ant S Maven 8 2= T LT}

- Maven AX| 2 A gheqof| CHEt AFAMIEH LHE 2 https://maven.apache.org/2 B ESHAIR.

« Apache vy x| 2 A+ 2Edof CHEE REAIBH L& 2 https://ant.apache.org/ivy/ HO|X|& & =5t
NL.

+ Gradle x| & AMS 10 CHEE AEMIEH LHE 2 htips:/gradle.org/2 R ASHAIL.

« IntelliJ IDEA A x| 2! AFS o] CHEF RFM[EE LIS 2 https://www.jetbrains.com/idea/2 & Z35tA|
o

L.

AWS SDK for Java 2.xE AF83t= Apache Maven ZE2ME M7

Apache Maveng AF&3l04 AWS SDK for Java2.x ZT2ZMEE 7 3l Y= 7{L} SDK XA E &

=& 4 aLich

Java 7HeF Al AR =7 MR 5


https://www.oracle.com/java/technologies/downloads/
https://aws.amazon.com/corretto/
https://developers.redhat.com/products/openjdk/overview
https://developers.redhat.com/products/openjdk/overview
https://adoptium.net/
https://maven.apache.org/
https://ant.apache.org/ivy/
https://gradle.org/
https://www.jetbrains.com/idea/
https://maven.apache.org/
https://github.com/aws/aws-sdk-java-v2/tree/master#building-from-source
https://github.com/aws/aws-sdk-java-v2/tree/master#building-from-source
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NN e

Maven0il M SDK for Java 2.x2 Atl235te{™ C}=20| 2 3HLct.

« Java 8.0 O|4}. http://www.oracle.com/technetwork/java/javase/downloads/0| A Z| &l Java SE
Development Kit XA ZEQ||0{1E CIR2EEE £ U&LICtH E8t SDK for Java 2.x= OpenJDK &
Q& Java /Y 7|E(OpenJDK) HiZ Rl Amazon Corretto@t 2H& & LIC}. https://openjdk.java.net/
install/index.html0{ A Z| & OpenJDK HHEE CIR2Z =3 A|2. Corretto T O|X|of| A %A Amazon
Corretto 8 EE= Amazon Corretto 11 HT 2 CIHREESHAMIL.

« — Apache Maven Maveng A x|3ll0F 5t= @< http://maven.apache.org/0ll M CH2 2 E 3510 M |5}
AAIL.

Maven Z2HME OHE 7|
D§2Z 0 A Maven ZE2MES OISpd0 B0l £= Had T2 E Xof A CFS W3S AlSSH |C}

mvn -B archetype:generate \
-DarchetypeGroupId=software.amazon.awssdk \
-DarchetypeArtifactId=archetype-lambda -Dservice=s3 -Dregion=US_WEST_2 \
-DarchetypeVersion=2.X.X \
-DgroupId=com.example.myapp \
-DartifactId=myapp

(® Note
com.example.myapp2 OHZZ|7|0|Mo| & mH7|X| HIYAH O|AZ HIELICH E 3 myappS
Z2ME O|F2E HHELILE ol ZEMEQ| C|AE 2| o|F 0| ELICt
2| & HHH O] o} F|EFQE A& 3HE{™ 2. X. XE Maven Central@| Z[4l HMO 2 HH M 2.

H2I2 o} 7|EIQ EIZ S EFI2 AR50 Maven TEMEE Ot L|C} of7|EFQIE AWS Lambda
s HEH ZZMEE Qft AFET S MMEILICH ol Z2EME 0} 7|EFRI2 Java SE 82 ZHut st
= Qo XM=l Ja

ava 2.x& SDK H{Zof CHst &M

mIo

©TMH -DarchetypeVersionZ X|

>

Maven ZZHME M4 3 F4oi CHEt REAM[EH LIE 2 Maven A% LA E HZSHAAIR.

0
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https://www.oracle.com/java/technologies/downloads/
https://openjdk.org/
https://openjdk.org/install/index.html
https://openjdk.org/install/index.html
https://aws.amazon.com/corretto/
https://maven.apache.org/
https://central.sonatype.com/artifact/software.amazon.awssdk/archetype-lambda
https://maven.apache.org/guides/getting-started/
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MavenOi Java Zutleq T+

otof A MHE CHE AWS Lambda ZE2XME 0o} 7|EFQ]
el F£440| o|O| eF2E|0] & LCt.

mjo
Pl
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[E]
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Ole{et 80| =X &lstE{H, Ol HYES A& m 0tE Z2ME Z(0d: pom. xm1)0i A
myapp It2 S dL|Ct. Ol Maven Z2ME 9| Java ATt ] HA HH1 71~758 01 Maven Zut
=

Z2{7018 EHAIZIE Ol R# LISS 2 113 U 1282 AHE AR,

<project>
<properties>
<maven.compiler.source>1.8</maven.compiler.source>
<maven.compiler.target>1.8</maven.compiler.target>
</properties>
<build>
<plugins>
<plugin>
<groupId>org.apache.maven.plugins</groupId>
<artifactId>maven-compiler-plugin</artifactId>
<version>${maven.compiler.plugin.version}</version>
</plugin>
</plugins>
</build>
</project>

CHE Of7IEFRIOILt CHE WS AL 501 Z2MES MAIsts ZS Maven HTtE] E2{71010]
cof YRo|n sE A4 W CH4 40| 25 pom. xml THUoIA 1.82 MHElo] YU=x| 2 olsof 2

<project>
<build>
<plugins>
<plugin>
<groupld>org.apache.maven.plugins</groupId>
<artifactId>maven-compiler-plugin</artifactId>
<configuration>
<source>1.8</source>
<target>1.8</target>

Apache Maven ZZ2HME MH
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</configuration>
</plugin>
</plugins>
</build>
</project>

SDK

[
OR
1P

Moz M

e

AWS SDK for JavagE ZZME0|M AF& 3524 pom. xml ZtUMH SEHHo 2 ModatoF & LC.

oM HdES 2 Z2HE ot 7|EIUE AIS5tod ZTEMEE PHERICIH SDKE 0|0 Z2 X E 0 A
SEEo R FHE[0] /U&LICH.
OF7|EI2 software.amazon.awssdk Z1& IDO| CHE BOM(ARHZ BAIAM) OIE|HE S&4S M
ZLICH. BOME ALS6tH sUet 18 IDE S&5t= 71 ofE|HE FHG0f CisH Maven HTE X|
Mg Et st
CHE 4o 2 Maven ZEMEE OHE AR0|= pom. xml Tt CHF At 0| Z & El0] JU=X| &l
5to{ T2 ME| SDKC| Al HME A AIL.

<project>

<properties>

<aws.java.sdk.version>2.X.X</aws.java.sdk.version>
</properties>
<dependencyManagement>
<dependencies>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>bom</artifactId>
<version>${aws.java.sdk.version}</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>
</project>

(@ Note
pom.xml O] 2, X, XE AWS SDK for Java 2.x2| |4l HHS 2 WA|SHHIL.

Apache Maven ZZME MH 8


https://central.sonatype.com/artifact/software.amazon.awssdk/bom
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SDK 2 =0 CHEt

rok

SDKE 7 Md%icoz ZZHMEO|M AT 5L O|& 2] AWS SDK for Java ZE0| S5MHS FIIE

= A& LI

Zt M QAO M S E X|&XE 4 Q/X|DF 0|0| BOM O}E|HE £ AR 35104

==
dependencyManagement 4lM0{ A SDK HHEE MRV | ME| O2& ER7t i&LIch x[HE =2
EO|CHE HME ECot{H Y SSE HH HEE RI™HELICH

AOoIM B 2 Z=ZME OfF|EIUE Ar8stod ZZMEE BrEQICIH Z2ME = 0|0 o2 &

1 AL
L4802 FdE|of U&LICE 0{7|0ll= CHE 1 2 0] AWS Lambda & = $1E2{2F Amazon S301 CHE!
S&go| zefELct
<project>
<dependencies>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>s3</artifactId>
<exclusions>
<exclusion>
<groupId>software.amazon.awssdk</groupId>
<artifactId>netty-nio-client</artifactId>
</exclusion>
<exclusion>
<groupId>software.amazon.awssdk</groupId>
<artifactId>apache-client</artifactId>
</exclusion>
</exclusions>
</dependency>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>url-connection-client</artifactId>
</dependency>
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-lambda-java-core</artifactId>
<version>${aws.lambda.java.version}</version>
</dependency>
</dependencies>
</project>

Apache Maven ZZ2HME MH
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® Note

£l pom.xml A= B&50| ME CHE groupIdol| HELICEH s3 354
2 software.amazon.awssdkOM 7}x{2 Zd0|1 aws-1lambda-java-core
S5 M2 com.amazonawslM 7HR{2 ZdQILICH BOM 44 &2l 42
software.amazon.awssdk2| OlE[HE0f W&E O|X|=2 2 aws-lambda-java-core Of
E[HEoO] Cigt H™lo| EHe gLt
Java 2.x8 SDKE Al23510{ Lambda &4 $HEL
java-core7t SHE S&5ELCt sHX[gF 11 tFunctlons deleteFunction,
PN
KO

invokeFunction, createFunction S22 = A8 35104 ofZ2|710|AM 0] Lambda 2|&
A E EtE|sHof 3t A< o EZ2|7 oMo Ch=S 1 f d2 S540| HELCH

£ JierslE B aws-lambda-

r0|I

lo g

<groupId>software.amazon.awssdk</groupId>
<artifactId>lambda</artifactId>

@ Note
s3 34 M40l= netty-nio-client & apache-client X0|X F& 40| MelELICE o]
Etelof= Olg{8t HTTP Z2}0|1E CHAl url-connection-client 3&540| Z &2 2
AWS Lambda & 2| AlE X|91 A|ZtE £0|= Ol E&0| ELuCt

ZZ2MEN 228 AWS MH|A 2 7|S2 s ZEME 2ES FIIELICH. AWS SDK for Java
BOMOIAM ZtE2leteE ZE(544)2 Maven 5 ME A0 LIFE|o] QlaLict
@ Note
= O Mof A pom. xml I}US A{E DT ZTEME| TR st SHMS AXME £ QaLC.
0 & E£01 DynamoDB AMH|A o] Z& 4o 2 &l0| QUCHH GitHub2| AWS T E oi|X| 2| ZX|E
E2lolAf o] tilME & E3tAMIL. (javav2/example_code/dynamodb0l| A pom. xml TS Fto}
EAMLR)

Mx SDKE Z2ME 2=

OHZZ|F 0| %|=15l5l24Td M| SDK CHAl e et 44 QAR 7k ZWo| E4&LIch 8Lt A
XM AWS SDK for Javag ZE2MEo| =3t2{ ChE 1t 20| pom. xml T od| M43t oF ghL|Ct.
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https://central.sonatype.com/artifact/software.amazon.awssdk/bom
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2
https://github.com/awsdocs/aws-doc-sdk-examples/blob/da520cb4436f8567a90b6f73f77232fd590a50bf/javav2/example_code/dynamodb/pom.xml
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2/example_code/dynamodb
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<project>
<dependencies>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>aws-sdk-java</artifactId>
<version>2.X.X</version>
</dependency>
</dependencies>
</project>

HF0IM Maven Z2HEE We s2{H B0l EE
(ol myapp) 2 OIS 304 C+ WS Yist ALt Bodie

mvn package

OlZ A 3t™ . jar CIEE{2I(0d: target)oll Bt myapp/target Tt (JAR)O| MM ELICH O] JARO]
= pom.xml ItLoAM SEHo = X[HE ZE SDK 2E0| E04 U&LICH.

AWS SDK for Java 2.x& A E3E Gradle Z2HE M

Gradle2 AF23510{ AWS SDK for Java2.x ZEMEE M50 gl=8h £~ Q& L},

CFS 0f|AlQ| X 7| EtHl= Gradle HHE 8.4 A|ZF 710|E0|M 7t & ZdlL|C}. CHE HAE A5t
A ZAn7) &k CHE 5= U&LCh

Gradle2 AF&3t0{ Java OHZE2|AH|0|ME CHEZH(TBHE)

1. ZzHMEE Eate CIMEEIE dI&LICH o] oioiA CIAEE] 0|2 demoYULIC.

2. demo CIAE{E| LHoI A gradle init BHES A&}
X EANE LS L2FLICH e ME Kotling HE
CHEt A oM = o &= 9| Zoil EAIELICH

> gradle init
Starting a Gradle Daemon (subsequent builds will be faster)

Gradle Z2HME MH35}7| 11


https://gradle.org/
https://docs.gradle.org/current/samples/sample_building_java_applications.html
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Select type of project to generate:

1: basic
2: application
3: library

4: Gradle plugin
Enter selection (default: basic) [1..4] 2

Select implementation language:

1: C++

2: Groovy
3: Java
4: Kotlin
5: Scala
6: Swift

Enter selection (default: Java) [1..6] 3

Generate multiple subprojects for application? (default: no) [yes, no] no
Select build script DSL:

1: Kotlin

2: Groovy

Enter selection (default: Kotlin) [1..2] <Enter>

Select test framework:

1: JUnit 4
2: TestNG
3: Spock

4: JUnit Jupiter
Enter selection (default: JUnit Jupiter) [1..4] 4

Project name (default: demo): <Enter>

Source package (default: demo): <Enter>

Enter target version of Java (min. 7) (default: 11): <Enter>

Generate build using new APIs and behavior (some features may change in the next
minor release)? (default: no) [yes, no] <Enter>

> Task :init
To learn more about Gradle by exploring our Samples at https://docs.gradle.org/8.4/
samples/sample_building_java_applications.html

BUILD SUCCESSFUL in 3m 43s
2 actionable tasks: 2 executed

CHS B30l M

3. init Ho| 2Z | demo C|REEZ|0E CIS0 22 E2| X7 ZTEEILICH
A E S LICH

= E -
£ & 4E 0t build.gradle.kts(¥ 7Moo 2 ZX EAIE)S XHAIG]

Gradle Z2HME MH35}7| 12
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### app
#  ### build.gradle.kts

# ### src

# ### main

# #  ### java

# # #  ### demo

# # # ### App.java

# # ### resources

# ### test

# ### java

# #  ### demo

# # ### AppTest.java
# ### resources

### gradle

# ### wrapper

# ### gradle-wrapper.jar

# ### gradle-wrapper.properties
### gradlew

### gradlew.bat

### settings.gradle.kts

build.gradle.kts ZtUol= CtE 2| AFHEE 2EIATF L E[o] U&LICH

/-k
* This file was generated by the Gradle 'init' task.
*
* This generated file contains a sample Java application project to get you
started.
* For more details on building Java & JVM projects, please refer to https://
docs.gradle.org/8.4/userguide/building_java_projects.html in the Gradle
documentation.

*/

plugins {

// Apply the application plugin to add support for building a CLI application
in Java.

application

repositories {
// Use Maven Central for resolving dependencies.
mavenCentral()

Gradle Z2ME MH37| 13
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}

dependencies {
// Use JUnit Jupiter for testing.
testImplementation("org.junit.jupiter:junit-jupiter:5.9.3")

testRuntimeOnly("org.junit.platform:junit-platform-launcher")

// This dependency is used by the application.
implementation('"com.google.guava:guava:33.3.0-jre")

// Apply a specific Java toolchain to ease working on different environments.
java {
toolchain {
languageVersion.set(JavalLanguageVersion.of(11))

application {
// Define the main class for the application.
mainClass.set("demo.App")

tasks.named<Test>("test") {
// Use JUnit Platform for unit tests.
useJUnitPlatform()

[

[K

4. AINEZEYE Gradle E IAUS AWS ZEMEQ| J|HIOZ AI2SIA|L2.

a. Gradle ZEMEO CHEt SDK SEHEE &H2l5H242 AWS SDK for Java 2.x2 Maven
BOM(BIll of Materials)2 build.gradle.kts I} 2| dependencies MMOZ 7} X{Z L
Ct.

dependencies {

implementation(platform("software.amazon.awssdk:bom:2.27.21"))

// With the bom declared, you specify individual SDK dependencies without a
version.

Gradle Z2HME M%5l7| 14
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® Note
Ol ol x| W= mHUofAf 2.27.212 Java 2.x8 SDKO| |4l HEHSZ HHLM|L. Maven
S EEZXEC|HM ZA HEE HotEAMR.

b. dependencies AMofA O EZE[AH O|M0] LB SDK EE2 XIHIML. & E01, TS
2 Amazon Simple Storage Service0l| CHEH S& 4 2

dependencies {
implementation(platform("software.amazon.awssdk:bom:2.27.21"))
implementation("software.amazon.awssdk:s3")

Gradle2 BOMS| HE & AtEsto] MAUEl SH5H0| SHIE HAUE RS2 2 FHlF Lo

CtZ 0l A= Kotlint Groovy DSLO| & Gradle £ IS Eo{FLICt EE 2 ol= Amazon S3
J

of CHt Z4 4, 915, 22 W EIAETH Z8E/0] USLICH Javall A4 U THY HES BH 112U
=3

Kotlin DSL (build.gradle.kts)

/*
* This file was generated by the Gradle 'init' task.
*
* This generated file contains a sample Java application project to get you
started.
* For more details on building Java & JVM projects, please refer to https://
docs.gradle.org/8.4/userguide/building_java_projects.html in the Gradle
documentation.

*/

plugins {

// Apply the application plugin to add support for building a CLI application in
Java.

application

Gradle Z2ME MH37| 15
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repositories {
// Use Maven Central for resolving dependencies.
mavenCentral()

dependencies {
implementation(platform("software.amazon.awssdk:bom:2.20.56"))
implementation("software.amazon.awssdk:s3")
implementation("software.amazon.awssdk:sso")
implementation("software.amazon.awssdk:ssooidc")
implementation(platform("org.apache.logging.log4j:log4j-bom:2.20.0"))
implementation("org.apache.logging.log4j:log4j-slf4j2-impl")
implementation("org.apache.logging.log4j:log4j-1.2-api")
testImplementation(platform("org.junit:junit-bom:5.10.0"))
testImplementation("org.junit.jupiter:junit-jupiter")

// Apply a specific Java toolchain to ease working on different environments.
java {
toolchain {
languageVersion.set(JavalanguageVersion.of(11))

application {
// Define the main class for the application.
mainClass.set("demo.App")

tasks.named<Test>("test") {
// Use JUnit Platform for unit tests.
useJUnitPlatform()

Groovy DSL (build.gradle)

/*
* This file was generated by the Gradle 'init' task.

*

* This generated file contains a sample Java application project to get you
started.

Gradle Z2HME MH35}7|
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* For more details on building Java & JVM projects, please refer to https://
docs.gradle.org/8.4/userguide/building_java_projects.html in the Gradle
documentation.

*/

plugins {

// Apply the application plugin to add support for building a CLI application in
Java.

id 'application'

repositories {
// Use Maven Central for resolving dependencies.
mavenCentral()

dependencies {
implementation platform('software.amazon.awssdk:bom:2.27.21")
implementation 'software.amazon.awssdk:s3'
implementation 'software.amazon.awssdk:sso'
implementation 'software.amazon.awssdk:ssooidc'
implementation platform('org.apache.logging.log4j:log4j-bom:2.20.0"')
implementation 'org.apache.logging.log4j:log4j-slf4j2-impl!
implementation 'org.apache.logging.log4j:log4j-1.2-api'
testImplementation platform('org.junit:junit-bom:5.10.0')
testImplementation 'org.junit.jupiter:junit-jupiter'

// Apply a specific Java toolchain to ease working on different environments.
java {
toolchain {
languageVersion = JavalanguageVersion.of(11)

application {
// Define the main class for the application.
mainClass = 'demo_groovy.App'

tasks.named('test') {
// Use JUnit Platform for unit tests.
useJUnitPlatform()

Gradle ZTE2ME M35l 7| 17
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Eo| Az} 7t0|EE & 116104 Gradle OHEE|7H0|ME LSt A

0%

ot

rr

AWS SDK for Java 2.xE A&t GraalVM Native Image ZE2ME MY

7= 2.16.1 0| & 0f M= AWS SDK for Java 2.x0)| A GraalVM Native Image OHZ2|71|0|ME 7|2X 2
2 K|t archetype app-quickstart Maven O}Z7|Et 2 AF&3t04 L[O|E|E o|O|X| X[40]
LHZE Z2MEE MME = A&

MAE=HA

Ot7|EtUS A8 3tod Z2ME 4

7|2 M3 ulo|E|E o|0|X| X|HE AtE350] Maven ZE2EMEE Mslt{H E{Ol'd & BH
E oM Cts BEE ASELICH

|k

=
=

I

® Note

com.example.mynativeimageappE OHEZ 2|7 0| M| W Z|X| HI YA O|AZ HEE L
Ct. EE8t mynativeimageapp2 ZTE2ME O|ES 2 HELICEH Ol Z2MEQ| C|HEE| 0]
go| Euct.

mvn archetype:generate \
-DarchetypeGroupId=software.amazon.awssdk \
-DarchetypeArtifactId=archetype-app-quickstart \
-DarchetypeVersion=2.27.21\
-DnativeImage=true \
-DhttpClient=apache-client \
-Dservice=s3 \
-DgroupId=com.example.mynativeimageapp \
-DartifactId=mynativeimageapp \
-DinteractiveMode=false

GraalVM Native Image TEME M 18
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O] H&2 AWS SDK for Java, Amazon S3, 2! ApacheHttpClient HTTP ZZI0|HEof CHEF S& A
2 A835lod 24 E Maven Z2HME E pHELICEH S8 GraalVM Native Image Maven Z 2412101 CH
st ST ZEE|0o] Qo= 2 Maven2 AFE5H04 IO|E|E O|0|X|E YUEg £ Q&L

CHE Amazon Web Services2| 34582 Z #6521 -Dservice TtetO|E 22 T MH|A Q| OfE|
HE IDZ MYHAM L. o€ E™ dynamodb, comprehend & pinpoint&ILICH OIE[HE |DO| TX|
5 £ 2 Maven Central 2| software.amazon.awssdk0ll CiE 228 S48 S 52 X 5HAL.

HIS 7| HTTP E2I0|HEE AI83t2{™H -DhttpClient Zt2ZHO|E{E netty-nio-client2 Mt
M. apache-client CH&l UrlConnectionHttpClientE& S7| HTTP 2CI0|MEZ ALS3tE{H
-DhttpClient I}2}O|E{E url-connection-client® A& LIC

L{|o|E|E o|O|X|& YE

rok
o

ZZMEE MY Z2ME C|HEZ|oM 6|2 mynativeimageapplt &2 CHS BHO{E A

mvn package -P native-image

J24™ target CIEEE[0] |2 target/mynativeimageapp?t Z2 HIO|E|E 0|O|X| oHZE[FH O]
Mo| MMELICE.

E AWS AF25104 2 215 AWS SDK for Java 2.x
AWS MH|AE AF235t0q4 7HEHE AWS 7S AWS SDK for Java 2.x 215 5tE &S MZE&Hof &L
Cl. SDKE A4 5 AM MH 2 QX4 SH MZ T3S 8HOetRE0|q 25| #2lstE 2 of
ZZI7|0|M ZElof BHE E &= &Lk

0

ol

—_

Ad x4
=o

Ol

AWS SDKs 2 =7 X OrLHA O 915 I MM A FHME CHefer 218 M2 Alg dEeLICH

E?* Jieto| AR 24 29I X4 ZHOZ AWS CLIO| 2301510 Bt7| XH24 ZHE At
&LICH AWS HZ HHAE Q8 RE, IAM A2 A EE= IAMIFL] T 0|ME AFR 5
E'l—lEF. AWS SDK for Java 2.xE AFE28t CHEIEE 7HE g MMA X4 SHo| X[EE [

AWS SDKs 2! =7 &= OtLHA o] X|&Elof| 2} SDK7F Q&0 HHE £ UEE A|AHES MEsHof
ghoict.
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https://graalvm.github.io/native-build-tools/latest/index.html
https://mvnrepository.com/artifact/software.amazon.awssdk/bom/latest
https://docs.aws.amazon.com/sdkref/latest/guide/access.html
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1. 2371 1H 8BS MEet =2H THY

EH Lo B2 2& 200 X}H ZH2= AWS CLIo| 2a2lstod B 7| Rt B3HE ME6t= WO
Z&LICH AWS AE HMAE I8 FE, IAM AR} EEE IAMT L] HIHBO|ME AL St B TE

Lot

of XtH

oM
0%
OH

XIE 2K At2 2 2 E 52 AWS SDK for Java 2.x.

rlo

L

2. SDKO]| Single Sign-On HAMA H™H

SDK7} IAM Identity Center 2152 AR SHE S 61240 T2 1Y WA HAA MAMo| oCHAH E et2 3t
%, AlAEO| CHS @47 T3 E|T = sfof fLCH

- OHZE|Zlo|MS M&T| Tof AWS XA ZE MME A& 5HE Ol AWS CLIAE &t LT,

- 7|2 T2 Z0o| Z&El ~/.aws/config Tt Java& SDKE= AWSO| 282 ELH7| Hof| Z 2 Zl 9
SSO EZ S2X & AE5t0 ¢t 2152 M&LICH sso_role_name 2[2 IAM &1& A'IIE-| i
ef Hgfol AZE IAM S 2, o ZE(FH 0| MM AHBElE AWS MH|A AH|AO0]| CHEF AMA
&3t oF gfLct.

ol
i

CH2 MEZ config Y2 SSO EE S 24Xt -_r“‘*oi MYE 7|12 Z2LE EoiFLICH T2 H9|
sso_session ™ 0|&0| X|HE s =
AWS HA|A ZE MME AIZHEHT| I8t *E'”Sol i%*El {1 A&LICH

[default]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole
region = us-east-1

output = json

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://provided-domain.awsapps.com/start
sso_registration_scopes = sso:account:access

SSO EZ ZZ Xt 740l Al2E|= Ao CHEE XHAIEH LHE2 2 AWS SDK 2! =3 2F X oHLA{ 2| SSO
EZ SFA THES ML, I

A< SDK #

52
rlo

d

Het gtZdo| ol EAIE ZHAxH Z2 Y ¢AloZ HHAE £ QIEE MYE|X|
X 7}0|EQ| 2BHAIE EMR.
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/credentials-temporary.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html#idcGettingStarted
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html#file-format-profile
https://docs.aws.amazon.com/sdkref/latest/guide/feature-sso-credentials.html#sso-token-config
https://docs.aws.amazon.com/sdkref/latest/guide/feature-sso-credentials.html#sso-token-config
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html#idcGettingStarted
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html#idcGettingStarted
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E Ar235t04 2391 AWS CLI

off M ASHE OHZEE|F0|MHE A&lS 7| ol SDK7} IAM Identity Center Q152 AFE3l0d X124 &5
2 =lstoi™ g AWS OHMI Z S MM0| AWS MH|AEQENLICE oM CHE BES A~ AWS

CLI 5t04 AWS HAM|A ZEof| 2T2I8LC}.

aws sso login

E zZ2Zo| MHEE|0 J2B 2 --profile SMoZ HWHE & 7t I&LICH SSOEE
A FHIM HHE T2 ES AI835tE B aws sso login --profile named-profile
HE AHSELICH

02 O N

oln| &4 Al410| Y= K| BIAE 524 CHE AWS CLI B alssrLict,
aws sts get-caller-identity

O] HHol| et SEH2 3 config T+ A El IAM Identity Center H"d & H&F £ES EnsHof
gL
=] .

® Note

olO| 4 AWS HAM|A & M0 AT E MSHE B aws sso loginktZd T2 XS
g Ee7t eigLct.

SHX|2F HEof| HMAE = = botocore HEtE QLEGHE CHSE & X7 EAIE LICEH
botocore= AWS CLI Z|gto| ElL|C}.

{22 MEISI04 AWS CLI 2! SDK for Javaoil CHeF 2= of CHeF HMAE £QIEFLICE

Z2E Q38 He ASD 22 SDK 2150 et 71 S42 SDK X =7 X erLiMel 7244

AWS SDK for Java 2.xE Ar-&35t0q ZHEHEE ol £ 2|70 BFHE 7|

Ol Ak& MolME Apache Maven2 AFE310{ Java 2.x& SDKS| S S Holgt S nfs Y2
&t7| ?I8l Amazon S30i| @1Z%t= I EE st WHE 20iE

AHEAME 2t =stE{™ of BHAHIE mELICH
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https://docs.aws.amazon.com/sdkref/latest/guide/creds-config-files.html
https://maven.apache.org/
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« 1EA: RESY HH

= (=)
« 2EHA Z2ME MY

o 3CHAH|: I E ErA]

« ACHA|: OHEE|F|0|M L E L AlSH

1CHA: RE2|d A%
O| REZ|YS AIESH7| ™of CHEo| 2 ghLct.

« Amazon S3 M| A HEt

« AWS IAM Identity Center0il CH$F SSO(Single Sign-On)E& A& 35104 AWS MH|A 0| HMAE £ QU
T8 FME Java 7Y B F

2279| X|&l2 AF8350{ O] AH&ME M™EHMIR. Java SDKOI| CHEH Single Sign-On ”HI*E A =
d2 7dstn HE AWS ML 2= MMHEE dEE F O KH& A2 2B AHIE H& TYsHM L.

1. 5O = BYE ZEZE 2 Q1 Hst= CIEEE| (0d: Desktop == Home EL)E O[S &L

2. E{0|IdolM ChE BEE L™st D Enter 7| FELICHL

mvn archetype:generate \
-DarchetypeGroupId=software.amazon.awssdk \
-DarchetypeArtifactId=archetype-app-quickstart \
-DarchetypeVersion=2.27.21

K

3.2 ZELEO| T WA Poll IR 2t LRI

ZETE =g 2t
Define value for property s3
'service'

18 REEIY dH
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ZETE =g 2!
Define value for property apache-client
'httpClient'

Define value for property false
'nativelmage’

Define value for property identity-center
'credentialProvider’

Define value for property org.example
"groupId':

Define value for property getstarted
'artifactId':

Define value for property <Enter>

'version' 1.0-SNAPSHOT:

Define value for property <Enter>
'package' org.example:

4. OFK|2t Zt2 21245104 Maven AF2KHJF MEHSE St=22 LpdstL|c} vy 9l2d5t0d olstHLE NS

= ¢
22{5tod 2f 2 ChA| =L

Maven2 /238t artifactId gt2 7|YS 2 0|§0| getstartedZ X|HE Z2EME EHE OH5L
C. getstarted 2 ¢t HEE &= /= README.md I+, pom. xml T+, src C|HEE|E
NL.

>|>l-
o &

Maven2 CtS1t Z2 CIREE| EEIE BFHELICH

getstarted
### README.md
### pom.xml
### src
### main
# ### java
# # ### org
# # ### example

2B Z2ME MM 23
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# ### App.java
# ### DependencyFactory.java
# ### Handler.java
### resources
### simplelogger.properties

H OH O O R

### test
### java
### org
### example
### HandlerTest.java

10 directories, 7 files

CIH22 pom.xml ZE2ME nmelo| ZHIXE Ho{FL|C}.

pom.xml

dependencyManagement B2 AWS SDK for Java 2.xCi e S48 X85t dependencies
M M0l = Amazon S301| CHEF SL 40| U&LICH ZEME = maven. compiler.source &
maven.compiler.target £432| 1.8 gt {E0f Java 1.8 AtSELICt

<?xml version="1.0" encoding="UTF-8"7?>
<project xmlns="http://maven.apache.org/POM/4.0.0" xmlns:xsi="http://www.w3.0rg/2001/
XMLSchema-instance" xsi:schemalocation="http://maven.apache.org/POM/4.0.0 http://
maven.apache.org/xsd/maven-4.0.0.xsd">

<modelVersion>4.0.0</modelVersion>

<groupIld>org.example</groupId>

<artifactId>getstarted</artifactId>

<version>1.0-SNAPSHOT</version>

<packaging>jar</packaging>

<properties>
<project.build.sourceEncoding>UTF-8</project.build.sourceEncoding>
<maven.compiler.source>1.8</maven.compiler.source>
<maven.compiler.target>1.8</maven.compiler.target>
<maven.shade.plugin.version>3.2.1</maven.shade.plugin.version>
<maven.compiler.plugin.version>3.6.1</maven.compiler.plugin.version>
<exec-maven-plugin.version>1.6.0</exec-maven-plugin.version>
<aws.java.sdk.version>2.27.21</aws.java.sdk.version> <-------- SDK version

picked up from archetype version.

<slf4j.version>1.7.28</slf4j.version>
<junit5.version>5.8.1</junit5.version>

</properties>

2B Z2ME MM
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<dependencyManagement>
<dependencies>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>bom</artifactId>
<version>${aws.java.sdk.version}</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>

<dependencies>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>s3</artifactId> <-------- S3 dependency
<exclusions>
<exclusion>
<groupId>software.amazon.awssdk</groupId>
<artifactId>netty-nio-client</artifactId>
</exclusion>
<exclusion>
<groupId>software.amazon.awssdk</groupId>
<artifactId>apache-client</artifactId>
</exclusion>
</exclusions>
</dependency>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>sso</artifactId> <-------- Required for identity center
authentication.
</dependency>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>ssooidc</artifactId> <-------- Required for identity center
authentication.
</dependency>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>apache-client</artifactId> <-------- HTTP client specified.
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<exclusions>
<exclusion>
<groupId>commons-logging</groupId>
<artifactId>commons-logging</artifactId>
</exclusion>
</exclusions>
</dependency>

<dependency>
<groupld>org.slf4j</groupld>
<artifactId>slf4j-api</artifactId>
<version>${slf4j.version}</version>
</dependency>

<dependency>
<groupIld>org.slf4j</groupld>
<artifactId>slf4j-simple</artifactId>
<version>${slf4j.version}</version>
</dependency>

<!-- Needed to adapt Apache Commons Logging used by Apache HTTP Client to S1f4j

to avoid
ClassNotFoundException: org.apache.commons.logging.impl.LogFactoryImpl
runtime -->
<dependency>
<groupld>org.slf4j</groupld>
<artifactId>jcl-over-slf4j</artifactId>
<version>${slf4j.version}</version>
</dependency>

<!-- Test Dependencies -->

<dependency>
<groupId>org.junit.jupiter</groupIld>
<artifactId>junit-jupiter</artifactId>
<version>${junit5.version}</version>
<scope>test</scope>

</dependency>

</dependencies>

<build>
<plugins>
<plugin>
<groupId>org.apache.maven.plugins</groupId>
<artifactId>maven-compiler-plugin</artifactId>

during

2B Z2ME MM
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<version>${maven.compiler.plugin.version}</version>
</plugin>
</plugins>
</build>

</project>

N
CtZ == MavenO| 48t App E2HAE E0iELICH main HME== Handler E2iA 9| QIARA
E OtE O3 Y sendRequest HIMEE 3 &5t= oOfE2AH 0[] I JLICEH

App EalA

package org.example;
import org.slf4j.Logger;
import org.slf4j.LoggerFactory;

public class App {
private static final Logger logger = LoggerFactory.getlLogger(App.class);

public static void main(String... args) {
logger.info("Application starts");

Handler handler = new Handler();
handler.sendRequest();

logger.info("Application ends");

MavenOll A BHE DependencyFactory 22HA0E S3Client QIAEIAE gl 5D HHEsHE
s3Client HEZ| HMETI Z& E|0] QU&LICEH S3Client QIAEIAE Apache 7|8t HTTP Z20[24
EQO| QIAFAE AFELICE Ol= MavendlM AL & HTTP 22I0|HEE E&= HAIXIZI ZAE
A XE7F apache-clientE X|HEH$ 7| 2 LICH.

DependencyFactorye Ctg 2 =0 Lt JU&LICEH

DependencyFactory 2cHA

package org.example;
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import software.amazon.awssdk.http.apache.ApacheHttpClient;
import software.amazon.awssdk.services.s3.S3Client;

/**
* The module containing all dependencies required by the {@link Handler}.
*/

public class DependencyFactory {

private DependencyFactory() {3}

/**
* @return an instance of S3Client
*/
public static S3Client s3Client() {
return S3Client.builder()
.httpClientBuilder(ApacheHttpClient.buildexr())
.build();

Handler 2cfA0|l= Z2330| 7|2 2Z/0| 504 U&LICE App E2iA20M Handler QIAEATE
MM E|MH pependencyFactoryE S3Client MH|A 22I0|MEE MEB&LICH ZEE S3Client
QUIAEAAE A8 30 Amazon S3 AMH|AE SEFLICEH

T

Maven2 TODO FA4ut &7 CtS1t 22 Handler A E MMELICH Rt&A2| CHE EAHMAME
TODOE F =2 CHAIEFLICH.

MavenOi| A 2448t Handler EcA

package org.example;
import software.amazon.awssdk.services.s3.S3Client;
public class Handler {

private final S3Client s3Client;

public Handler() {

s3Client = DependencyFactory.s3Client();

public void sendRequest() {
// TODO: invoking the api calls using s3Client.
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}
}
EX g MR{HH ndler oA MA LI 2 OfE ZEZE HHHP MR, sendRequest HIAET}H &
KXo 2Hedt Adx ET FIHELICH

6tH BHE 7| 2I8H System. currentTimeMillis()E AL 510 A4
8304 M S3 HZ!E pHELICH.

createBucket() HMENWM HAE MEst £ T2 32 S3ClientQ putObject HAMEE A
25104 X E U2 E=FLICH A Q| LI 2 RequestBody.fromString HIMER PHE ZHEHSE B X}
G Lct.

OFX|Sf 2 T2 M2 cleanUp HIMEMIM A E AAIE CHS HAIS ATAIFLICEH

package org.example;

import software.amazon.awssdk.core.sync.RequestBody;

import software.amazon.awssdk.services.s3.S3Client;

import software.amazon.awssdk.services.s3.model.CreateBucketRequest;
import software.amazon.awssdk.services.s3.model.DeleteBucketRequest;
import software.amazon.awssdk.services.s3.model.DeleteObjectRequest;
import software.amazon.awssdk.services.s3.model.HeadBucketRequest;
import software.amazon.awssdk.services.s3.model.PutObjectRequest;
import software.amazon.awssdk.services.s3.model.S3Exception;

public class Handler {
private final S3Client s3Client;
public Handler() {

s3Client = DependencyFactory.s3Client();

public void sendRequest() {
String bucket = "bucket" + System.currentTimeMillis();
String key = "key";
createBucket(s3Client, bucket);

System.out.println("Uploading object...");
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s3Client.putObject(PutObjectRequest.builder().bucket(bucket).key(key)
.build(),
RequestBody.fromString("Testing with the {sdk-javal}l"));

System.out.println("Upload complete");
System.out.printf("%n");

cleanUp(s3Client, bucket, key);

System.out.println("Closing the connection to {S3}");
s3Client.close();

System.out.println("Connection closed");
System.out.println("Exiting...");

}
public static void createBucket(S3Client s3Client, String bucketName) {
try {
s3Client.createBucket(CreateBucketRequest
.builder()
.bucket(bucketName)
.build());

System.out.println("Creating bucket: " + bucketName);
s3Client.waiter().waitUntilBucketExists(HeadBucketRequest.builder()
.bucket(bucketName)
.build());
System.out.println(bucketName + " is ready.");
System.out.printf("%n");
} catch (S3Exception e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

public static void cleanUp(S3Client s3Client, String bucketName, String keyName) {

System.out.println("Cleaning up...");

try {
System.out.println("Deleting object: " + keyName);
DeleteObjectRequest deleteObjectRequest =

DeleteObjectRequest.builder().bucket(bucketName).key(keyName).build();

s3Client.deleteObject(deleteObjectRequest);
System.out.println(keyName + " has been deleted.");
System.out.println("Deleting bucket: " + bucketName);
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DeleteBucketRequest deleteBucketRequest =
DeleteBucketRequest.builder().bucket(bucketName).build();

s3Client.deleteBucket(deleteBucketRequest);

System.out.println(bucketName + " has been deleted.");

System.out.printf("%n");

} catch (S3Exception e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

}
System.out.println("Cleanup complete");

System.out.printf("%n");
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S3Client s3Client = S3Client.builder()
.region(Region.EU_SOUTH_2)
.build();
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ClientOverrideConfiguration clientOverrideConfiguration =

ClientOverrideConfiguration.builder()

.apiCallAttemptTimeout(Duration.ofSeconds(1l))
.addMetricPublisher(CloudWatchMetricPublisher.create())

.build();

S3Client s3Client = S3Client.builder()

.region(Region.EU_SOUTH_2)

.credentialsProvider(EnvironmentVariableCredentialsProvider.create())
.overrideConfiguration(clientOverrideConfiguration)

.httpClientBuildex(

ApacheHttpClient.builder()
.maxConnections(100)

.connectionTimeout(Duration.ofSeconds(5))
.proxyConfiguration(ProxyConfiguration.buildexr()
.endpoint(URI.create("http://proxy:8080"))

.build())

).build();
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S3Client s3Client = S3Client.builder()
.region(Region.EU_SOUTH_2)
.credentialsProvider(EnvironmentVariableCredentialsProvider.create())
.overrideConfiguration(b -> b
.apiCallAttemptTimeout(Duration.ofSeconds(1l))
.addMetricPublisher(CloudWatchMetricPublisher.create()))
.httpClientBuilder(ApacheHttpClient.buildexr()
.maxConnections(100)
.connectionTimeout(Duration.ofSeconds(5))
.proxyConfiguration(ProxyConfiguration.buildexr()
.endpoint (URI.create("http://proxy:8080"))
.build()))
.build();
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// Create one instance and use it throughout the application.
public class ServiceClientSource {
private static final S3Client s3Client = S3Client.create();

public static S3Client getS3Client() {
return s3Client;

o
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// This approach creates unnecessary overhead.
public void badExample() {
try (S3Client s3 = S3Client.create()) {
s3.listBuckets();
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Ec2Client ec2 = Ec2Client.builder()
.region(Region.US_WEST_2)

.build();
ME3tE{= 2/T10| Region A S| @Y &3t & E B2 of HMEE AF&3to{ M 2|2 Bt
E = U&LICt SDKE Yadlo|=5tX| 2 A 2|Tof| HAA & = U HMHE LY.
Region newRegion = Region.of("us-east-42");
Ec2Client ec2 = Ec2Client.builder()
.region(newRegion)
Lbuild();
(@ Note
USi2 S20IRISE W Solt WU + o0 AWS BIT 2IHE B + gL,

Ut MH|20 CHEH 042 AWS 2T EITI0M Zdatof st F<2, 21T st ofgf et
OIEE% ddafok FLICt

SDK7t grdoiM 7|= AWS E2|dE Ris2 2 4™

FAE7} Amazon EC2 EE = AWS Lambdadil M AldE|e A, I =7 AdE|E 740 S st AWS 2|
CIME A5 S SCt0|¢EE A HE = U&LICH ol 5t A Sl #EoMd T =7
02 <2 X[ Azt S5HE s &7 ofE 2|7 oM 2

WS 2t SZ A M QIS Ar83to B EolA 2l AHetedH 2eto|UE WOl create M|
SErLct

N i

x N
mn >
_?_

Ec2Client ec2 = Ec2Client.create();
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o
2 At835tod AWS E2[HE MEfgfLICH

Ec2Client ec2Client = Ec2Client.builder()
.credentialsProvider(ProfileCredentialsProvider.buildexr()
.profileName("my-profile")

.build())
.build();
region HIMEE AL&35to] AWS EITS BAIM2 2 MYSHX| of2 B2 SDKE 7|2 2IX 3ZA A
olg azsto] ALY 2lxe Ay

M

AWS 2| S 2K+ A2l of35H

N

SDKE Chg HHE s&stod AWS Z|1HE &L

1. 2 AtAof| CHal region HIMEE AL&5to{ MAEH HA|IX 2|TE CHE ofH WECH S MELICH
2. SDKE JVM A|AE] £M(aws.region)2 3t 1 U HE FL G 42 A

I
3. AWS_REGION &4 HE EolgfL|Ct. MYst B ECIo|HEE 7445

LICE.

® Note

Lambda Z4E{|0|L{= O] 28 H+-E HHEELICH

4. SDK= AWS 29 74 2 K124 5 1ol &4 Z2 LS HQIFLICH region 4440| O
SDK7} 0| £ 498 AFSEHLICH

L

default ZEZ2 AWS_PROFILE &7 H =
x| et et g€d 2Lt SDK7} St Z2 H(default Z2EH Z3)9|
O SDKE 37 AtH 38 9| gt ASELICH
_| =

|A(IMDS)E A& 35t0{ 34A A& 52l Amazon EC2

aws.profile JVM A|AE £ 4o 2 K O|E|
T ot 2o M

5. SDKE= Amazon EC2 QIAEA H|E}H|O|E
OIAEAAO| IS ZAXIBHL|C}.
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AWS HBEIIOILE JHU Y T el 12 YE 87 78 BUS N80 2Ly SR o
Hig MEHD, 71 BiH B3H
AsHe ZeULIc ol 3t
HElZ RRIELICH

E%mﬁr

2™ MHIAE AFSE = JUeEX| FHlELICH

210 EH AWS MHIAE ALEE £+ UEX| EQl5iE{™ MH|A Z2I0|HE M
serviceMetadata HIMEE AL ELICT

DynamoDbClient.serviceMetadata().regions().forEach(System.out::println);
Ol ZE Z=Z'2 DynamoDB AH|AT} Q= ZIAWS 2| ZE S858 S23FL ot

af-south-1
ap-east-1
ap-northeast-1
ap-northeast-2
ap-northeast-3
ap-south-1
ap-south-2
ap-southeast-1

FEE Ar835t01 AH|A ZEt0|UETH A EdtoF st 2lre| B Zels UWHE =E[E + U&LICH

& £0{ ZE(ap-northeast-2)E At&35t04 2|710{ A DynamoDBZ % d5ted™ =48 Chg 7
O 2 DynamoDB Z2I0|1EE BHELICH

DynamoDbClient ddb = DynamoDbClient.builder()
.region(Region.AP_NORTHEAST_2)
.build();

EY A= xQIE MEH
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S 48 (0l 7150 Yt ;q
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endpointOverride M|

tsdez ™Mete(7| ™ol Mu[ao| 02| BEY| 7ISsE HAE
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E% & £5t04 MH[A ZEI0[AUEE 7 HE + U&LICH
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Ec2Client ec2 = Ec2Client.builder()
.region(Region.EU_WEST_1)
.endpointOverride(URI.create("https://ec2.eu-west-1.amazonaws.com"))

.build();
T E AWS MH|A0of CHet 2|1X L SHE AIEZQIE 34X SE2 2 L A= ZQIEE XML
oM R4 5H S Z X AR AWS SDK for Java 2.x
oM RtZd ZH 22 Xto| &2 SDKO| AWS MH|A Z2H0|AE AWS SDK for Java 2.x 0l X124 &
2 245t M3ste JAYLIct SDKE = EEF A2 ZHS AI83t0d Z L™ 255 WAloZ HE
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« AWS SDK for Java 2.xE AlS e CH3IEE 7HE 2 AE AN A R
« AWS SDK for Java 2.x2| 7|2 Xt 3E 3=XH A€l

- 9| X} 5 744 AWS SDK for Java 2.x

- M SH x4 3 3= X x| AWS SDK for Java 2.x
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/A Important
2E Z2HE FS5E 3R T4 THUM A T4 Q0T Z W Java ZRHEfE
Maven pom.xml Zt4of Ct53t 22 ZL5-0| HRerL[Ct.

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>signin</artifactId>

</dependency>
signin 3442 SDK for Java 2.x7F & 2301 A} ZHof| HAM|AS D AIEE £+ UTE

M- ARA, 2001 2 23020 CHE AEM[EF LIE2 AWS SDK & =7 & & LA el 2£ R4
EH2 ME5to{ AWS =24 Y E I8t 20218 H XM,

T

Single-sign-on & 4]
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IAM Identity Center 743

O etLiAM Q] 2220]l MHE CHZ IAM Identity Center Single Sign-On HMHAE AHE SIS SDKE T4
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SDKE IAM Identity Center M|A EZZ2 A8 510 config I 2| sso_role_name AHEOE T/
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SDK7t 0 Al RtH BHE 7= Yo CHEt REMIEH LHE 2 AWS SDK 2 =7 &
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/A Important

oE Z2MEN|M A5 B9 config THUo| AR 744 ol E 2 7Y Java ZEHE
0= Maven pom.xml Lo CtZ1 22 SEH0| g Lct.

<dependency>
<groupIld>software.amazon.awssdk</groupId>
<artifactId>sso</artifactId>

</dependency>

<dependency>
<groupIld>software.amazon.awssdk</groupId>
<artifactId>ssooidc</artifactId>

</dependency>

sso & ssooidc 3L 42 SDK for Java 2.x7t Al Rt ZHo| HMAE = JUEE
CE NIZs&Lict.
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[default]

aws_access_key_id=<value from AWS access portal>
aws_secret_access_key=<value from AWS access portal>
aws_session_token=<value from AWS access portal>

3. IS XMEELICH oM Y ~/.aws/credentialsO| 27 7Hgt A|AEo E&H5HoF BHL|CH.
ol Ztof= o|E0| XIHE EX =2 H0| X|HEIX| &f2 B Java8 SDKOIM ALESHE [7]E]
ZZ2Zo| E0 JU&LIC

4. AWS HMA ZE0| 230!
=0 M2 7 E M= oteiel cF= x|&lof| k2 AWS HAM|A EEO|M IAM 38 R}

0l

a. I E MFo|2EtAHIM e 2T AtEto] el HMA HEHS Hodste IAM 24E o|Fof Cf
&l Access keysE MEARFLICH O] AE 2 LA S 2 PowerUserAccess &= Developer2t

€2 0l§2 #&Lch

b. Z2E CHst MKt 2F &MAE MEstD T2 0l F7to| ZEIXE AWS A2 S np o
SAFEFLICE

6. SAE A7 ZHE 27 credentials Yol 20D 2ofde 2L OB 25 ML
ch. U2 Che I} R ANSHOF BHLIC

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3JpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3Ipz21uX2IQoIb3IpZVERYLONC

7. credentials It X{E&HLICE.
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https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html#file-format-profile
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html#file-format-profile
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosignin.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtogetcredentials.html#how-to-get-temp-credentials
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
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AWS SDK for Java 2.x2| 7|2 X}Zd 5 22X} #l|¢l

o| 7|8 At 5 S=Xt A2 O|2| HolEl {Ix| AlFHA0|MH AWS Rt FHE AWS SDK for Java
2x AHSo 2 AMS2Z oOHEC|FI0|MO| At SH AAE HAIMoZ K| AWS AMH|A K| &

2 0I8E £ U&LCt

712 x4 3H 22X A @2 DefaultCredentialsProvider 22 A 01 o8 F34E/LICt. CHst 2| x|odl

MTEE &Qlst= CHE XA 3 SZA 780 =Moo 2 QIS LICH RE B FH AE
2 e N Hm X4 5H SZA7H Al SEELICH

718 A4 3YH 32X A QIS M350 (A AHE ZHE MS3tedH MHH|A ZH0|E YHE BHE
I XE BH 3SR = XIHEHR| A&LICH OIS ZE A2 7|8 A4 3% 24X M2 AFE 5104

74
=
—

T M™Hg 3t HMEE DynamoDbClientE RHELICH

// Any external Region configuration is overridden.
// The SDK uses the default credentials provider chain because no specific credentials
provider is specified.
Region region = Region.US_WEST_2;
DynamoDbClient ddb =
DynamoDbClient.builder()
.region(region)
.build();

NESE-REL SR RUEY

ol
MH>

Java 2.x& SDKQ| 7|2 At &8 SZ At M2 A HolEl AZEHAE AFEStod AL8AL #Ee| 74
= dMgfLct
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« SDKE SystemPropertyCredentialsProvider 2eiAZ AF& 3104, aws . accessKeyId,
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https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/auth/credentials/SystemPropertyCredentialsProvider.html
https://docs.oracle.com/javase/tutorial/essential/environment/sysprop.html
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SDK& EnvironmentVariableCredentialsProvider 22iA & AF& 3104 AWS_ACCESS_KEY_ID,

AWS_SECRET_ACCESS_KEY Z! AWS_SESSION_TOKEN 7 B0 LA A}3 5HE 2= 8

LICE.

3. #IDEE X IAM &g ARN

ne)
4. S5

SDKE WebldentityTokenFileCredentialsProvider 2EiAE AI&3510{ &l ID EESZ {2 =
oH X|'7=| 7'<I:l=|<> ZC o}-L_||_—_|.

A7 5 TR OHS 817 B4 EE VM AlLE 4498 HaLn
 AWS_WEB_IDENTITY_TOKEN_FILE or aws.webIdentityTokenFile
« AWS_ROLE_ARN EE&= aws.roleArn

« AWS_ROLE_SESSION_NAME E£= aws.roleSessionName({1E4 AFE

£ 3+24 AWS Security Token Service (STS)E Z &5t BHetsl= Al At 5

SDKE # g =
1 20| MEgfLch

2 ME53to

Amazon Elastic Kubernetes Service(EKS)2t 22 HEIQ 42 ¥ At 5H EE 2 AWS

SDKsOf| AtS 22 XJ3t04 oHEZ|FH 0| M0 LA AWS At BEE ¢ = U S guct
credentials & config I}

SDK= ProfileCredentialsProviderE Ab& 304 IAM Identity Center &2 AQI2 MH E=
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T
iul

[default] T2 EIO| AA| A} BEH2 SR credentials & config I 2=

AWS SDKs & =7 &= oL A0l SDK for JavaZl IAM Identity Center Single Sign-On E 21}
27 2 S35t0 SDK7} £ &5t= Ol AHE5teE HAl X3 BHE 71X = Yol CHEt KHAIEE HE
7F LEet A& LICH AWS AHIA.

® Note
credentials & config IFY2 AWS SDKs ! =T 0| SR EILICH RIM8t HEE=
AWS SDK & =7 &Z 7}0|E.2] .aws/credentials 2! .aws/config Tt S & X FHA|2.

>~_

=2 credentials % config IOl = Z m} el M2t MY MEJ ZEE = 2
E ProfileCredentialsProvider= Ti0| CIE S Z A0 Y 5t04 [default] T2 It
oM MHE at&LICEH

- € ID EZ Xt ZH(WebIdentityTokenCredentialsProvider Eci4): T2} of
role_arn, web_identity_token_fileO| Z&E B

+ SSO A4 Z™H(SsoCredentialsProvider Ecil4): Z2 10| sso_role_name,
sso_account_id®} Z2 SSO &3 Mo T EE HEL
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https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/auth/credentials/EnvironmentVariableCredentialsProvider.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/auth/credentials/WebIdentityTokenFileCredentialsProvider.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/auth/credentials/ProfileCredentialsProvider.html
https://docs.aws.amazon.com/sdkref/latest/guide/understanding-sso.html#idccredres
https://docs.aws.amazon.com/sdkref/latest/guide/understanding-sso.html#idccredres
https://docs.aws.amazon.com/sdkref/latest/guide/creds-config-files.html
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AL 20| Qe g 7|8 Xk 5 H(StsAssumeRoleCredentialsProvider i
A): Z20 Ao role_arn, source_profileO| Z&E A<

A BB LA U FE 7| RH 5

H(StsAssumeRoleWithSourceCredentialsProvider 224 ): LT 21} 0i role_arn,
credential_source?l Z&E AL

« credential source = Environment®! Z<:
SystemPropertyCredentialsProvider,
EnvironmentVariableCredentialsProvider2| &9l At

« credential source = Ec2InstanceMetadata®l Z<:
InstanceProfileCredentialsProvider A&

« credential_source = EcsContainer® Z<: ContainerCredentialsProvider
AME

2& 230 X4 Z3H(EeHA LoginCredentialsProvider): T2 I Uo7t Z&E B89

login_session

ZZMA X4 5B (ProcessCredentialsProvider 2ci4): ZZu} o]

credential_process7} Z&E 4L

MM Xt24 ZH(StaticSessionCredentialsProvider Eci4): T2 1} oj

aws_access_key_id, aws_secret_access_key, aws_session_tokenO| Z&E &<

7|18 At ZH(StaticCredentialsProvider 2ci4): T2 0t A0d| aws_access_key_id

2 aws_secret_access_key7} ZEE HE2
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« SDKE= ContainerCredentialsProvider 2EiA S AF25104 CF2 &4 B2 QA| A}
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a. AWS_CONTAINER_CREDENTIALS_RELATIVE_URI &=

AWS_CONTAINER_CREDENTIALS_FULL_URI

b. AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE EE+&=

AWS_CONTAINER_AUTHORIZATION_TOKEN

ECS Z1E{|O|L{ OJO|MEE ECS A1 S H A= ZQIEE 71E|7|E
AWS_CONTAINER_CREDENTIALS_RELATIVE_URI 243 HdE XS0 =2 MAEHLICI itxo =z
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https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/auth/credentials/InstanceProfileCredentialsProvider.html
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7. SDK7t @{of Lt¥E 2 &= H

Z e E ofl Q|7 e EhLct.
software.amazon.awssdk.core.exception.SdkClientException: Unable to load credentials
from any of the providers

in the chain
AwsCredentialsProviderChain(credentialsProviders=[SystemPropertyCredentialsProvider(),

EnvironmentVariableCredentialsProvider(), WebIdentityTokenCredentialsProvider(),

ProfileCredentialsProvider(),

ContainerCredentialsProvider(), InstanceProfileCredentialsProvider()])

E0{ A DefaultCredentialsProvider Al

EoM 7|2 RtE 5E SZA XM BAMoE AFEE = JU&LICH Ol SDK7I 7[2XMe 2
DefaultCredentialsProviderE& At&st7| IHEO| AtHE B3H S2XHE ™5 XIY5HK| et = Kot
JI5HoR SUFLICH IR FAIMOR AFS5HH TEE Of 97| A1 RAHo 2 BAMSHE 4+ 9
gLICh 7|2 X3 8F M2 Ar8sttie o= & HESHH Eo{ELICt

import software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.s3.S3Client;

public class ExplicitDefaultCredentialsExample {

public static void main(String[] args) {
// Explicitly create the DefaultCredentialsProvider.
DefaultCredentialsProvider defaultCredentialsProvider =
DefaultCredentialsProvider
.builder().build();

// Use it with any service client.
S3Client s3Client = S3Client.builder()

.region(Region.US_WEST_2)
credentialsProvider(defaultCredentialsProvider)

.build();
// Now you can use the client with the default credentials chain

s3Client.listBuckets();
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DefaultCredentialsProvider customizedProvider = DefaultCredentialsProvider.builder()
.profileName("custom-profile") // Use a specific profile if the chain gets to the
"ProfileCredentialsProvider” stage.
.asyncCredentialUpdateEnabled(true) // Enable async credential updates.

.build();
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.staleTime(Duration.ofMinutes(2)) // Consider stale 2 minutes before expiration.
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.asyncCredentialUpdateEnabled(true) // Refresh credentials in background thread.
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.refreshRequest(r -> r.durationSeconds(3600)) // 1 hour session.
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https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/sts/auth/StsCredentialsProvider.BaseBuilder.html#asyncCredentialUpdateEnabled(java.lang.Boolean)
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/sts/auth/StsAssumeRoleCredentialsProvider.html
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StsAssumeRoleCredentialsProvider provider = StsAssumeRoleCredentialsProvider.builder()
.refreshRequest(r -> r
.roleArn("arn:aws:iam::111122223333:r0le/example-role")
.roleSessionName("example-session")
.durationSeconds(3600)) // 1 hour session
.staleTime(Duration.ofMinutes(5)) // Consider stale 5 minutes before expiration
.prefetchTime(Duration.ofMinutes(1@)) // Start refresh 10 minutes before
expiration
.asyncCredentialUpdateEnabled(true) // Refresh in background
.build();

S3Client s3 = S3Client.builder()
.credentialsProvider(provider)
.build();

oM S s3Client XS EE35M AssumeRoleRequest 7t AWS Security Token Service (STS)
2 ™MEELICH STSE 158(900%) ¢ 7 &¢eh LAl AtH3 S E BHEHFLICH s3Client AAHAE
747
o

158 0| Z1t5t7| Tol M2 TEE W7 K| FHA|E AtE SHE ASFLICEH 72322 SDKe TA|
MNlMo| B2 AlZE 5E2~182 Toi| Af MlMof CHEt M Xt 3EE ZAM5tedn AT g LICH AFM 71K 27|
7|2tol= prefetchTime & staleTime 42 A& 35I0{ +HE &+ U&LICH

CHEO 22 MM 7|8 Xt H B8 SSAHE RAFSHA 7+ EE & JU&LICH

* StsWebIdentityTokenFileCredentialsProvider

* StsGetSessionTokenCredentialsProvider

* StsGetFederationTokenCredentialsProvider

* StsAssumeRoleWithWebIdentityCredentialsProvider

* StsAssumeRoleWithSamlCredentialsProvider

* StsAssumeRoleCredentialsProvider

« DefaultCredentialsProvider(MME AI&5t= A3 & SZAtol /st ER)
* ProcessCredentialsProvider
 WebIdentityTokenFileCredentialsProvider

* ContainerCredentialsProvider

e InstanceProfileCredentialsProvider
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https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/sts/model/AssumeRoleRequest.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/sts/auth/StsCredentialsProvider.BaseBuilder.html#prefetchTime(java.time.Duration)
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/sts/auth/StsCredentialsProvider.BaseBuilder.html#staleTime(java.time.Duration)
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// The default provider chain checks might check multiple sources until it finds
// sufficient configuration.
S3Client s3Client = S3Client.builder().build();

// You can specify exactly where to look.
S3Client optimizedClient = S3Client.builder()

.credentialsProvider(InstanceProfileCredentialsProvider.create())
.build();

. R B Ao AH A EH HIEE XIS AL SHok BLICH

M4

// Use configuration from a custom file location.
S3Client s3Client = S3Client.builder()
.credentialsProvider(ProfileCredentialsProvider.buildexr()
.profileFile(ProfileFile.builder()
.content(Paths.get("/custom/path/to/configuration/file"))

.type(ProfileFile.Type.CONFIGURATION) // Expects all non-default
profiles to be prefixed with "profile".

.build())
.profileName("custom")
.build())

.build();

o CtYEH MH|A Z2I0|MHE| M CHE Rt ZHE AIRELICH o E S0 ofZ2|7i|0|M0] 042{ AWS
H ol HM A OF 5H7LF CFE MH|AO| CHEH CFE HEHES AR 3o 5t AR
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// S3 client using one set of credentials.
S3Client s3Client = S3Client.builder()

.credentialsProvider(ProfileCredentialsProvider.create("s3-readonly"))
.build();

// DynamoDB client using different credentials.
DynamoDbClient dynamoDbClient = DynamoDbClient.builder()
.credentialsProvider(ProfileCredentialsProvider.create("dynamodb-admin"))
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.build();

. R BH MZ 18 S5 Mo

// Create a provider with custom refresh behavior.
StsAssumeRoleCredentialsProvider customRefreshProvider =
StsAssumeRoleCredentialsProvider.buildexr()
.refreshRequest(AssumeRoleRequest.builder()
.roleArn("arn:aws:iam: :123456789012:role/my-role")
.roleSessionName("custom-session")
.build())
.stsClient(StsClient.create())
.asyncCredentialUpdateEnabled(true) // Use a background thread to prefetch
credentials.
.build();

S3Client s3Client = S3Client.builder()

.credentialsProvider(customRefreshProvider)
.build();

oM AWS 37 #+ T2 E AL AWS SDK for Java 2.x

X
ol
-
(@)
=0

r
ox I &2
rol
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B2 oo of
x
0
—r

HF Q)& L|Ct. SDKE ProfileCredentialsProvider Z22HAE AF25104 28 credentials TFlof 2o
E Z2EoM AH¥E 2EgLCH

CHS 2= =22 0|50 my_profileZ X|HE ZZLo| AR Z HO|El MME AISSHE AMHIA 2
CIO|MEE HEsteE WHE EoiELICt

Region region = Region.US_WEST_2;

DynamoDbClient ddb = DynamoDbClient.builder()
.region(region)
.credentialsProvider(ProfileCredentialsProvider.create("my_profile"))
.build();
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https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/auth/credentials/ProfileCredentialsProvider.html
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Linux, macOS = Unix0|A 0|28t H4+E AH%5t2{™ exportE AFSELICH
export AWS_PROFILE="other_profile"
WindowsOf| A O|2{et 8 HH5IE{H set2 AFSELICH

set AWS_PROFILE="other_profile"

R

= aws.profile Java A|AE £42 ZE2L O|F2E MHEFLICE.

K

2R BH A 2

o Z2E X4 Z3HS CHA| EESH= profileFile() HMETI e ZEE AHE 5EH 32
AHE e = U&LICE O|HE At 5 =22 Z2HA = ProfileCredentialsProvider
DefaultCredentialsProvider, InstanceProfileCredentialsProvider, &
ProfileTokenProvider. L|C}.

® Note
Z2ILXHSHMEEE=E EE% mtelo| ch M%(aws_access_key_id,
aws_secret_access_key 2! aws_session_token)0i M2t S & L|C}.
region, sso_session, sso_account_id, 2! source_profile 52| M™2 FA|ELICH.

XNeHElEs A4 8H SR ZE2E MYE CHA| RESE S F45t24™H profileFile() 2 HIAM
E0f ProfileFileSupplier QIARHAE NBSIML. OIS ZE oAM= [default] ZZEo0i|A Al
4 5 MXES CtA| EESt= ProfileCredentialsProvider& 2 o{&LICt

ProfileCredentialsProvider provider = ProfileCredentialsProvider
.builder()
.profileFile(ProfileFileSupplier.defaultSupplier())
.build();

// Set up a service client with the provider instance.

DynamoDbClient dynamoDbClient = DynamoDbClient.builder()
.region(Region.US_EAST_1)
.credentialsProvider(provider)
.build();
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https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/profiles/ProfileFileSupplier.html
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Before dynamoDbClient makes a request, it reloads the credentials settings
by calling provider.resolveCredentials().

*/

ProfileCredentialsProvider.resolveCredentials()7} E&k|M™ Java& SDK7I A
Mg ChA| Z2EELICH ProfileFileSupplier.defaultSupplier ()£ SDKOIM XME35tE
ProfileFileSupplier®| 042 HO| #134 & StLIILICEH ALE Atzdol 2 Ft B A& 7232 A

g = A&Lich

ClS oAM= ProfileFileSupplier.reloadWhenModified() o HIMEE A5t WHE £
04&LIC}. reloadWhenModified( )= Path OH7H B8 AFE3I0{ EE ~/.aws/credentials(&E

£ config) IXI7} ot o] A4 TS RASHH XIHY = U&LICH

SDKO|AM Y LHE 0| - E|QIC D EEHSHE ZR0T resolveCredentials() 7t &2 M M
O| CtA| 2EEFE/L|C}.

Path credentialsFilePath = ...

ProfileCredentialsProvider provider = ProfileCredentialsProvider
.builder()
.profileFile(ProfileFileSupplier.reloadWhenModified(credentialsFilePath,
ProfileFile.Type.CREDENTIALS))
.profileName("my-profile")
.build();
/*
A service client configured with the provider instance calls
provider.resolveCredential()
before each request.

*/

ProfileFileSupplier.aggregate() HIMEE 045 7+ IO I8 S HEELICH Tt
s £F MotCt ChA| 2EEEX| ofLH TS ME o2 M oY H™E

ol

resolveCredentials()E

THEX|E AEE L

ChE A= =22 M-Ho| 28l F o] MHE2 Hetst= DefaultCredentialsProviderE
Eo0{EL|C}. SDKE resolveCredentials()7} & &1 M&o| HZEE wmiotct
credentialsFilePath #H=7} 7t2|7|= ool XS ChA| EESFLICEH profileFile ZHA[S| M

He2 sYstH XL

Path credentialsFilePath = ...;
ProfileFile profileFile = ...;
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DefaultCredentialsProvider provider = DefaultCredentialsProvider
.builder()
.profileFile(ProfileFileSupplier.aggregate(
ProfileFileSupplier.reloadWhenModified(credentialsFilePath,
ProfileFile.Type.CREDENTIALS),
ProfileFileSupplier.fixedProfileFile(profileFile)))
.profileName("my-profile")
.build();
/*
A service client configured with the provider instance calls
provider.resolveCredential()
before each request.

*/
AWS SDK for Java 2.x2 AI2¢ 2|8 Z 2 H|AWM AHE 5H 2

/A Warning
CHE2 oF Z2MANM XHE BBE Adste = =
T Aesz FolsilM TAsIMR. 7tSstH CHE At 8 S2XHE AL8stE A0l £4&
Ct. ol 2ME A8t B9 24 AK|el EoF 2 ALE|E A8 5104 7t55HH config TS

HIOT = sfiok gLch.

AZRH X|H AtE B £ 7t StdErrof HIZ HEE 7|F6H K| A== 5tML. SDKs 0|28t
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credential_process ™ AIE

AUA X2 BHE MSst= LHO| U= B credential_process AHES T2 E Holo| R 2
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Linux/macOS

18

e ZEof Zo| ¢

[profile process-credential-profile]

credential_process = /path/to/credential/file/credential_file.sh --custom-command

custom_parameter

T H2of B
[profile process-credential-profile]

credential_process = "/path/with/space to/credential/file/credential_file.sh" --
custom-command custom_parameter

Windows

o Bz o S0l gl

[profile process-credential-profile]

credential_process = C:\Path\To\credentials.cmd --custom_command custom_parameter

o AZol 3
[profile process-credential-profile]

credential_process = "C:\Path\With Space To\credentials.cmd" --custom_command
custom_parameter

CIS I E XZ2 0|&0| process-credential-profileZ X|HE T2 EO| UEZ HOIE A
Ad ZHE AH8st= AMH|A 22t0|EE YEStE W2 2o{ELIct

Region region = Region.US_WEST_2;
S3Client s3Client = S3Client.builder()
.region(region)
.credentialsProvider(ProfileCredentialsProvider.create("process-credential-
profile"))
.build();
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https://docs.aws.amazon.com/sdkref/latest/guide/feature-process-credentials.html
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ProcessCredentialsProvider Al

C2 ol XME ProcessCredentialsProviderE At
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Linux/macOS

ntel Z2ofl B ol ¢

Ojo

ProcessCredentialsProvider credentials =
ProcessCredentialsProvider
.builder()

.command("/path/to/credentials.sh optional_paraml optional_param2")
.build();

S3Client s3 = S3Client.builder()
.region(Region.US_WEST_2)
.credentialsProvider(credentials)
.build();

ol ZHEof 2t

ProcessCredentialsProvider credentials =
ProcessCredentialsProvider
.builder()
.command("/path\\ with\\ spaces\\ to/credentials.sh optional_paraml
optional_param2")
.build();

S3Client s3 = S3Client.builder()
.region(Region.US_WEST_2)
.credentialsProvider(credentials)
.build();
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Windows

18

e Z=of S0l gl

ProcessCredentialsProvider credentials =
ProcessCredentialsProvider
.builder()
.command("C:\\Path\\To\\credentials.exe optional_paraml optional_param2")
.build();

S3Client s3 = S3Client.builder()
.region(Region.US_WEST_2)
.credentialsProvider(credentials)
.build();

el ZA=2ol 2

ProcessCredentialsProvider credentials =
ProcessCredentialsProvider
.builder()
.command("\"C:\\Path\\With Spaces To\\credentials.exe\" optional_paraml
optional_param2")
.build();

S3Client s3 = S3Client.builder()
.region(Region.US_WEST_2)
.credentialsProvider(credentials)
.build();
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https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/credential-helper.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/getting-started.html
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[profile roles_anywhere]

credential_process = ./aws_signing_helper credential-process \
--certificate /path/to/certificate \
--private-key /path/to/private-key \
--trust-anchor-arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID \
--profile-arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID \
--role-arn arn:aws:iam::account:role/role-name-with-path

TE OlEIHES ZEE $ WHMOR EAIE HAEE ZtoR CHASHOF BLICH Aol & Rl 24

=
Ql aws_signing_helpere A4 8 20| =7 o] A¥ 1t20|1 credential-process= &

o4
HdL|ct.
Ct& ZEQ} 20| roles_anywhere ZELUZ AIESTE AH|A E2I0|MEE 7445t SDKE
UAl Xt SHE FHAISHDT CHRE|7| Tof| A2 D &IgFL|CH
S3Client s3Client = S3Client.builder()
.credentialsProvider(ProfileCredentialsProvider.builder()
.profileName("roles_anywhere").build())
.build();
ProcessCredentialsProvider 74
ClS 80 Zo| Z2 e MME AE35l= CHAl ProcessCredentialsProviderdMd T E ME
EI:L I:CI>I-A|2 A}Q%I- A OIAL|E_|.
— 1= O =2 T AAHEH .

ProcessCredentialsProvider processCredentialsProvider =
ProcessCredentialsProvider.builder()
.command("""
./aws_signing_helper credential-process \
--certificate /path/to/certificate \
--private-key /path/to/private-key \
--trust-anchor-arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID

o ZZ2MA AMS

64



AWS SDK for Java 2.x H™ 2.x& 7HE Rt 7t0|=

--profile-arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID \
--role-arn arn:aws:iam::account:role/role-name-with-path
"y build();

S3Client s3Client = S3Client.builder()
.credentialsProvider(processCredentialsProvider)
.build();
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AWS Security Token Service ()olA ZAE LAl X3 Z3HY = USLICLAWS STS. E A& 3501 &
Al XtE 2H2 AME 42 Ch2 2 E oAt 20l AWS MH|A Z2to[1E 0] AWS STSH|S & LICEH

1. StsClient.assumeRole()E E&5t0{ W&tg LoAN .
2. StaticCredentialsProvider ZH&| & MAd8l 11 AwsSessionCredentials ZH&|Q} &7 XMEsHAIL.

3. StaticCredentialsProviderE AF&3104{ 2CI0|E YUHE 745t EctOo|HEE LEF L
Ct.

CHE o AloI M= 1AM =& 2d&ofl AWS STS CHatol|l A BHEH et Al RtH ZHE A& 38104 Amazon S3
MH|A ZEHO[UEE W d7LICH

// The AWS IAM Identity Center identity (user) who executes this method does not
have permission to list buckets.
// The identity is configured in the [default] profile.
public static void assumeRole(String roleArn, String roleSessionName) {
// The IAM role represented by the 'roleArn' parameter can be assumed by
identities in two different accounts
// and the role permits the user to only list buckets.

// The SDK's default credentials provider chain will find the single sign-on
settings in the [default] profile.
// The identity configured with the [default] profile needs permission to call
AssumeRole on the STS service.
try {
Credentials tempRoleCredentials;
try (StsClient stsClient = StsClient.create()) {
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https://docs.aws.amazon.com/singlesignon/latest/userguide/howtogetcredentials.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/auth/credentials/StaticCredentialsProvider.html
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AssumeRoleRequest roleRequest = AssumeRoleRequest.builder()
.roleArn(roleArn)
.roleSessionName(roleSessionName)
.build();

AssumeRoleResponse roleResponse = stsClient.assumeRole(roleRequest);

tempRoleCredentials = roleResponse.credentials();
}
// Use the following temporary credential items for the S3 client.
String key = tempRoleCredentials.accessKeyId();
String secKey = tempRoleCredentials.secretAccessKey();
String secToken = tempRoleCredentials.sessionToken();

// List all buckets in the account associated with the assumed role
// by using the temporary credentials retrieved by invoking
stsClient.assumeRole().
StaticCredentialsProvider staticCredentialsProvider =
StaticCredentialsProvider.create(
AwsSessionCredentials.create(key, secKey, secToken));
try (S3Client s3 = S3Client.builder()
.credentialsProvider(staticCredentialsProvider)
Lbuild()) {
List<Bucket> buckets = s3.listBuckets().buckets();
for (Bucket bucket : buckets) {
System.out.println("bucket name: " + bucket.name());

}

} catch (StsException | S3Exception e) {
logger.error(e.getMessage());
System.exit(1l);

8t MIEE AWS IAM Identity Center AF2 5104 K174 ZHAFRAHO| OIS T

1. Amazon Simple Storage Service GetObject 2.

2. AWS Security Token Service2| AssumeRole % ¢1.

g2 LX| fo™ ofxoff EAIE s3.1istBuckets() HAMETF AmighL|ct.
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JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": [
"s3:GetObject",
"sts:AssumeRole"

]I

"Resource": [

myn

1
}

ChE #et EH2 o|™ oilxlof =&l &0l 2ZE|o] RI&LICH O HEH &
L =

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"s3:ListAl1lMyBuckets"
]I
"Resource": [
wan
]
}
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Ctg et W2 o[ of|x|of| =UEl F&of HAZAE|o] U&LICEH O] HAME S5l F HHE| ID(AHEXRL
7hodgre 2ol & Qe
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"AWS": [
"arn:aws:iam::111122223333:xo00t",
"arn:aws:iam: : 555555555555 root"

]

}I
"Action": "sts:AssumeRole",
"Condition": {}
}
]
}
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AWS SDK for Java 2.x H™ 2.x& 7HE Rt 7t0|=

EHZ0IM IAM %38 K12 BF =S

OHZz|AH0|M0| create HME(EE builder().build() HIME)E AFHE 3509 AWS AH|A Z2}0]
IEE MMsle B Java® SDKE 7|8 Xt 3H ZZXH #elg gLich 7|8 At B8H 32

A8
At A Q12 SDK7F HAl Rt S0 u e & e 748 248 2IeF A& g2 AMELICH 0l the
A 4

= o gl
section called “7 |82 A7 5 ZZ A M@ AFR” MMo|MeE Al M T2 HAE HHEELIC

N

T

Kt & elo| obx|at EtAH = ofZ2|710]|410| Amazon EC2 QIAEIAN|M AYE|E AR08 AL
|Ct. O] EFAH|0J M= SDK7F InstanceProfileCredentialsProviderE AF&5}0d
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Qlo| CHPtO 2 InstanceProfileCredentialsProviderE AF235t0{ MH|A ZEI0|HEE
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S3Client s3 = S3Client.builder()
.credentialsProvider(InstanceProfileCredentialsProvider.create())
.build();
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AWS_EC2_METADATA_V1_DISABLED
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@® Note
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#Q RetryPolicy E2iA2 FTME BHH software.amazon.awssdk.retries Ii7|X|
ol MAIZ T2F APl @ A7) ZEHE|o] Q& LICH.

MAIE H2F APIE SDKe| £ T @40 QlE{mo|Aa 2t S5 S&st7| /I8t AWSe| =2
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StandardRetryStrategy.Builder#retryOnExceptionZ AF&35t0{ 0| 2 ZHE £
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https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/core/retry/RetryPolicy.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/retries/package-summary.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/retries/StandardRetryStrategy.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/retries/StandardRetryStrategy.Builder.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/retries/api/BackoffStrategy.html
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https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/retries/LegacyRetryStrategy.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/retries/LegacyRetryStrategy.Builder.html
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AdaptiveRetryStrategy.Builder#retryOnExceptionE AF25t04 O] Zt2 ZXE £+ &

LICH.
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AdaptiveRetryStrategy.Builder#maxAttempts(int)& Ar&35t0{ 0| gf2 ZHE = U&
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https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/retries/AdaptiveRetryStrategy.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/retries/AdaptiveRetryStrategy.Builder.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/core/retry/RetryMode.html#ADAPTIVE_V2
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2.26.0 E2E|A0ME 848 Hr, AAR SH EE T2 E MYHoAM ZEE adaptiveZ
MZEislod AFR X7 AFS 22 ADAPTIVE_V2 2E S JtXSLICt o|z{8t MAMoles
adaptive_v2 g{0| gi&LICH REE MAM5I= Y2 CFS the section called “T1EF X" A
Mg XM L.

A2 RH= RetryMode . ADAPTIVESE AI23510{ AE0M ZEE MA&H 0| SEE 7HKE £
A& LICH
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= x| = X|¢d EZ HI8 EZ HIE
xE 3 100ms 1000ms 500 5 5
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® Note

DynamoDB 22I0|HE= 2 & RAIE TH=Foi CHal 7|2 Z|CH A E(83)E AFE5HH,
ol= 2lo] ol EAIEl CFE AWS MH|A Z2t0|ME 9| ZEE Lt BE &L Ct.

47t K| EHE Sl MH|A 2Eto[AEof CHet TS XIEE + U&LICH

ZCI0|MEE 7 FE W MA|Z MEFE ALE510{ Lambda E3AIE FHE = U&LICL O ZE X
Z = =2
— =

2t 2 DynamoDB A{H|A Z2I0|ME0|M 72212 A5

DynamoDbClient client = DynamoDbClient.builder()
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.overrideConfiguration(o -> o.retryStrategy(RetryMode.STANDARD))
.build();

RetryMode.STANDARD CH &l RetryMode.LEGACY = RetryMode . ADAPTIVEE X|HE = U&
LICt.

zzE HHEIIE

=7 AWS 7 melof| Z2E MHEOZ retry_modeE EEAIZILICE standard, legacy £
adaptiveE o2 X|HELICH Z2E dH¥o= dMstH T2 Zo| &4 HEfRl S¢t ':'F':017‘| =2
£ MH|A 2E0[HEE 7|24 22 XIHE MA|Z HMES AASE LT o|™at 20| 2 =0M KA

[ —
MEFg FAI5t0{ o] M2 RHAolE 4= QIELICY.

CtS Z2EE ME5tH ZE MH|A ZEt0|MEI EFE KA MEFE AFSELICEH
[profile dev]

region = us-east-2
retry_mode = standard

JVM AAEI M 7|&

Ao M RHHEHQIZ|X| of= BF A|AE] &4 aws.retryModeE AFE304 ZE MH|A ZE0|HE0f CH
3 Az HEHE FMHE 4 QU&LICH standard, legacy =& adaptiveE Zt2 2 X|™HELICEH

CtS HYE0 20l JavaE EEE M -D A 2IXIE AFSELILCL.
java -Daws.retryMode=standard ...
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public void main(String[] args) {
// Set the property BEFORE any AWS service clients are created.
System.setProperty("aws.retryMode", "standard");

£ = Z2t0| standard, legacy 5= adaptive@! AWS_RETRY_MODE &4 B2
o Z2E MY E= JUM A|AE $40} OfE7HX|2 S EOM ZE20|MEE FHSHX| &
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https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
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ClS HYES X A MMo| A 2EE standard2 AAELICEH
export AWS_RETRY_MODE=standard
MEF AEX X[
Jhs 8 2ICh AT B4, o
[ X=J >
s 3=

A=
AELICH A =
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Ze0|MEE FHY W AEX X|EE & AU&LICH
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712 MAIZ HEFS 2T 52171 K| ALS A KIFELICH 5 0 Al ok 43 RHAIZ 2ILICt

DynamoDbClient client = DynamoDbClient.builder()
.overrideConfiguration(o -> o.retryStrategy(b -> b.maxAttempts(5)))
.build();

= OHS ZE oAt Zo| TEFE 7155t0{ 2EI0[UEN NS E + UGLICHL O ZEE EE 3

CH 33| A|I=E 103|2 CHA|3H L DynamoDB Z2I0|1EE AFSXF XY Mo 2 FA8HLICH.

StandardRetryStrategy strategy = AwsRetryStrategy.standardRetryStrategy()
.toBuilder()
.maxAttempts(10)
.build();
DynamoDbClient client = DynamoDbClient.builder()
.overrideConfiguration(o -> o.retryStrategy(strategy))
.build();

/A Warning
Zt 2El0|HUEE 7B Re
RetryStrategy @l4& E.jé 3 FOH7t CHE Z2H0[AE S| RHA|
= S3tol ¥E2 01A 4 e

IE A o|F MHEE AEstod ZE Z2t0o|HE CHEr 2|CH Al X8 AEEY + & USLICH the
X

=
section called “T2f x| MMol| MHE CHZ o] MHE FHELICH
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https://docs.aws.amazon.com/sdkref/latest/guide/feature-retry-behavior.html
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MAIZ 7tser o] AAEXE X|H

Z2to|ME & S0l KA E EE|HstE F7HQIE 78 + J&LICH Ol AER X[E2 7|E
MAIZ 7ts o Q| MEoi| Z& x| §f2 of 7} wdlist= x| Atalof MS-ELICH.

retryOnException & retryOnExceptionOrCause HMEE 7|& MAIE 7S 02 MEoi Af
o2l REE FII6tKIE 7|2 MEE tHA[etX| eL&LICt O|E | 5t SDKe| 7|2 AT 7|52 |
StHM RHAIE SEE &EE = U&LICH

SDKOIM &7 0d| 2|7t L5t 7Lt of| 2|7t CHE ofelo| Hele 2 BjEElE F2
retryOnExceptionOrCause HAMEE= MA|L 7tsE oiQE FItELICH.

CI ZE =22 MAIE of@|(retryOnException & retryOnExceptionOrCause)E& PQXF
X|H5tE ol AH25HE HIMEE Eo4ELICH SDKOIM E7H of 2|7} e M3t HLE o 2|7} BHEE B2
retryOnExceptionOrCause HIMEE= MAIL 7t58 o QE FItELICH.

DynamoDbClient client = DynamoDbClient.builder()
.overrideConfiguration(o -> o.retryStrategy(
b -> b.retryOnException(EdgeCaseException.class)
.retryOnExceptionOrCause(WrappedEdgeCaseException.class)))

.build();
/A Important
FHA|E AM2F FA40] 2H Q10| subscribeToShard HAEE 5 &3t Kinesis HIS 7|4 Z2}

O|AEof CHsll RHAIZ= 7t AHE sHAIE LICE.

#o T Mg TH3tof FEHolIE0 MB 4 sLICH
Chg FEE 7|2 EZ Mol X|4 X|9d Wo X FM2tS CHFsHs BackoffStrategy® TEELICH

BackoffStrategy backoffStrategy =
BackoffStrategy.exponentialDelay(Duration.ofMillis(150), // The base delay.
Duration.ofSeconds(15)); // The maximum delay.
DynamoDbClient client = DynamoDbClient.builder()
.overrideConfiguration(o -> o.retryStrategy(
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https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/kinesis/KinesisAsyncClient.html#subscribeToShard(software.amazon.awssdk.services.kinesis.model.SubscribeToShardRequest,software.amazon.awssdk.services.kinesis.model.SubscribeToShardResponseHandler)
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b -> b.backoffStrategy(backoffStrategy)))
.build();
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RetryPolicy(MAl= E& API)= 7t77h2 O|2fof| X|HE o A ILICH $4A) RetryPolicy 2| 2l
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2L 0| M Java SDKE= O|& RetryStrategy0l MEFLICH ME2 MA|Z HEF CIEHO|AE
RetryPolicy®t St 7|52 MSStK|E CHE A BHE0{X|1 7 G ELICH.
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E ZErsto] TR API ol FIck AlZkg MHELICH ol X AlZt
2 ofB2Iloldol A HUS BB I Aztg o st
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S3Client s3Client = S3Client.builder()
.overrideConfiguration(ClientOverrideConfiguration.buildexr()
.apiCallTimeout(Duration.ofMinutes(2)) // Total time for entire operation,
such as when you call the getObject method.
.build())
.build();
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S3Client s3Client = S3Client.builder()
.overrideConfiguration(ClientOverrideConfiguration.builder()
.apiCallAttemptTimeout(Duration.ofSeconds(30)) // Time for single attempt.

.build())
.build();
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S3Client s3Client = S3Client.builder()
.overrideConfiguration(b -> b
.apiCallTimeout(Duration.ofSeconds(105L))
.apiCallAttemptTimeout(Duration.ofSeconds(25L)))
.build();
// When you use the s3Client for an API operation, the SDK uses the configured timeout
values.
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S3Client basicS3Client = S3Client.create();

// The following configuration uses the same settings as shown before, but these
settings
// apply to only the “putObject™ call. When you use “basicS3Client’ in another API call
without
// supplying the override configuration, there are no API timeout limits. No timeout
limits is the default for the SDK.
AwsRequestOverrideConfiguration overrideConfiguration =
AwsRequestOverrideConfiguration.buildexr()
.apiCallTimeout(Duration.ofSeconds(105L))
.apiCallAttemptTimeout(Duration.ofSeconds(25L))
.build();

basicS3Client.putObject(b -> b
.bucket("amzn-s3-demo-bucket")
.key("example-key")
.overrideConfiguration(overrideConfiguration),

RequestBody.fromString("test"));

API| X8t AlZto] CHEt 2 ALE|

SDK for Java 2.x= API 2 X8t Azt EE= ZH API 2 A ANEF AlZHo]| 7|22 MAEHK| at& L
o 2 NESHTIA 28 2701 Cja KE AZE HBGHE S0l FEUCL 0 HE WNsel Y
2 el @8 Al Alzhol o 22 AE|7HLE x[BHR HEST EX7F wde i ofZE2I70l40] w2

Al g & Lot
HTTP 22t0[AE X|Eh Alzt

HTTP Z2t0|AE MEh A|Zh2 HERZ +E0M XS5t HTTP S&lo| Chefet HHE Mo{gfLct
o248t M|t AlZh2 At 3t= HTTP 20| E F3of et &2t &LcH

AE Mgt A2 AWS AMH|A IExZQIEof CHEH M A2 S HEE W CH7[st= AlZHE Mo{ErLICH.

// Available with all HTTP clients.
ApacheHttpClient.builder()
.connectionTimeout(Duration.ofSeconds(5L))
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.build();
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270 Mgt AlZH(Apache 2! URLConnection 22H0|HE)

A AE Ak dEE AdolM HolEHE ZIctel= AlzhE Mo{FLIct

ApacheHttpClient.buildexr()

.socketTimeout(Duration.ofSeconds(30L)) // Time to wait for response data.
.build();

17| & M 7| MBt AlZH(Netty 22I0|HE)

Netty 22H0|AEE= 7] L M 7| &

rol

et E ol Mg AlztE MSELICH
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NettyNioAsyncHttpClient.builder()
.readTimeout(Duration.ofSeconds(30L)) // Reading response data.
.writeTimeout(Duration.ofSeconds(30L)) // Writing request data.
.build();

TLS &4 MBt AlZH(Netty 22HO|HE)
Ch23t ZHo| TLS/SSL SHEM|0|20f 518 El= AlZHS RMo{&hLct.

NettyNioAsyncHttpClient.buildex()
.tlsNegotiationTimeout(Duration.ofSeconds(3L))
.build();

Hd E M Alzt
US HTTP 2ato|HEE o2 £ Ztdofl AEH Alztg M3t

ApacheHttpClient.buildexr()
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.connectionAcquisitionTimeout(Duration.ofSeconds(10L)) // Wait for pool
connection.

.connectionTimeToLive(Duration.ofMinutes(5L)) // Maximum connection age.
.connectionMaxIdleTime(Duration.ofSeconds(60L)) // Maximum idle time.
.build()

HTTP 220|91E FAd0f= AWS SDK for Java 2.x2| HTTP Z2}0|1E0f CHEF RtAMIEH HME 7t Z & |
0 U&LILCH.

Mgt AlZH 4 38 U AS T
MHSHH 7 dste{H ME CHE JMEH AlZho| &2 & 8st= YA oldlisie ol S LICH.

Mt Az AE =

API Call Timeout (2 minutes)
### Retry Attempt 1
#  ### API Call Attempt Timeout (45 seconds)
# ### HTTP Client Timeouts
# ### Connection Timeout (5 seconds)
# ### TLS Negotiation Timeout (3 seconds)
# ### Read/Write Timeout (30 seconds)
### Retry Attempt 2
#  ### [Same structure as Attempt 1]
### Retry Attempt 3
### [Same structure as Attempt 1]

APl & Mgt AlZh 2 API & Al AT AlZh

// Correct configuration.
.apiCallTimeout(Duration.ofMinutes(2)) // 120 seconds.
.apiCallAttemptTimeout(Duration.ofSeconds(30)) // 30 seconds.

APl & Al MEt AlZt =2 HTTP 220 E A8t Alzh

// HTTP client timeouts must be less than attempt timeout.
.apiCallAttemptTimeout(Duration.ofSeconds(30L)) // 30 seconds.
// HTTP client configuration.
.connectionTimeout(Duration.ofSeconds(5L)) // 5 seconds.
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.readTimeout(Duration.ofSeconds(25L)) // 25 seconds (< 30).

o] Rt A& HHE

// If you have 3 retry attempts, each taking up to 30 seconds

// API call timeout must be at least 90 seconds plus overhead.
.apiCallTimeout(Duration.ofMinutes(2L)) // 120 seconds.
.apiCallAttemptTimeout(Duration.ofSeconds(30)) // 30 seconds per attempt.

ADNE M 7274 A
SDKE XA M3t A7t 22 AFECE TAMSH= ADLE 7|27t2 MZ &L

// Enable smart defaults.

S3Client client = S3Client.builder()
.defaultsMode(DefaultsMode.AUTO) // Automatically choose appropriate defaults.
Lbuild();

// Available modes:
// - STANDARD: Balanced defaults
// - IN_REGION: Optimized for same-region calls

// - CROSS_REGION: Optimized for cross-region calls

// - MOBILE: Optimized for mobile applications

// - AUTO: Automatically detect and choose appropriate mode

// - LEGACY: Provides settings that were used before smart defaults existed.

AWS SDK for Java 2.x2| 1M QI X|8t AlZt F+HE AFE 35248 MH|A E20|E A|EH Alzhat
HTTP 220 E H|Et AlZh 7Ho| &5 =& & o|alal oF & LICH.
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+ Al2CloudWatchMetricPublisher
o A AE O, ZE oA & M SMH2 T U AT ofZ2[70[M O] SDK X|E HAIE & ESIAL.

AWS Lambda &$290| ZBL:

+ AF@EmfMetricloggingPublisher
o MA| MH LY, &M 2l Lambda¥d 42 AWS Lambda & =01 CHEF SDK X|E A A|E & X 35HA|

(@]
-l .
=M 2 W 2& 520 L

» A&LoggingMetricPublisher
=M EH e U EX sHE2 «Ft dd= 7Y 2 ClHZ & &0 CHst

SDK X|E 38 FXsHML.
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MetricPublisher metricsPub = CloudWatchMetricPublisher.create();

DynamoDbClient ddb = DynamoDbClient.buildex()
.overrideConfiguration(c -> c.addMetricPublisher(metricsPub))
.build();

EmfMetricLoggingPublisher emfPublisher = EmfMetriclLoggingPublisher.builder()
.namespace("MyApp")
.build();

DynamoDbClient dynamoDb = DynamoDbClient.buildexr()
.overrideConfiguration(c -> c.addMetricPublisher(emfPublisher))
.build();
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MetricPublisher loggingPublisher = LoggingMetricPublisher.create();
S3Client s3 = S3Client.builder()
.overrideConfiguration(c -> c.addMetricPublisher(loggingPublisher))
.build();

AWS CRT 7|tk S3 Z2I0|E Q| X|E N|EF AFE
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AWS SDK for Java 2.xE Al&35t0{ 7| A& o Z2|7|0|MH 2| SDK X|E Al

CloudWatchMetricPublisher #+§i2
F7| Mo 2 LR ESH7| E0f 7| A=

X|odnt X|EE T A St X|94E|0{ Amazon CloudWatcho|
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CloudWatchMetricPublisherE &3l R|EE AIE MG AFESE{H HX{ OIS BAHE =5
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AWS SDK for Java 7 2.14.0 £= 1 O|&4 9| HME AMBSIEE Z2ME F%544(0d: pom. xml &=
£ build.gradle TIt)S FE3HM 2.

Z2ME B4 50| HM H35 2.14.0 0|4 2| cloudwatch-metric-publisher artifactidE X
gratofF gt

of:

<project>
<dependencyManagement>
<dependencies>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>bom</artifactId>
<version>2.30.11</version> <!-- Navigate the link to see the latest version.

<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>
<dependencies>
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<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>cloudwatch-metric-publisher</artifactId>
</dependency>
</dependencies>
</project>

2EHA: = et 78

SDK for JavaOllM X|&E HAIRFE A& 3801 IAM IDO| CHEF cloudwatch:PutMetricData TEHE At
23fL|C}.
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£ 2ol ciet x|& 4=t

Ct=S Z2§4A = Amazon DynamoDBO]| CHEF 2 H0{ A CloudWatch X|&E HAIXIE AFEStE WHE 2
oiFLICt. 7|2 HEE HAIRt +HE AFSELICH.

import software.amazon.awssdk.metrics.MetricPublisher;

import software.amazon.awssdk.metrics.publishers.cloudwatch.CloudWatchMetricPublisher;
import software.amazon.awssdk.services.dynamodb.DynamoDbClient;

import software.amazon.awssdk.services.dynamodb.model.ListTablesRequest;

public class DefaultConfigForRequest {

// Use one MetricPublisher for your application. It can be used with requests or
service clients.

static MetricPublisher metricsPub = CloudWatchMetricPublisher.create();

public static void main(String[] args) {
DynamoDbClient ddb = DynamoDbClient.create();
// Publish metrics the for ListTables operation.
ddb.listTables(ListTablesRequest.builder()
.overrideConfiguration(c -> c.addMetricPublisher(metricsPub))
.build());

// Perform more work in your application.

// A MetricsPublisher has its own lifecycle independent of any service client
or request that uses it.

// If you no longer need the publisher, close it to free up resources.

metricsPub.close(); // All metrics stored in memory are flushed to CloudWatch.

// Perform more work with the DynamoDbClient instance without publishing
metrics.
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// Close the service client when you no longer need it.
ddb.close();

/A Important

MHI& S2H0ltE7} Tf 014 AFSEIX| ok [ OHEEI701440] MetricPublisher RIAH
20/ close® EEH=X| HOIFLICH OlZH otX| oM ABIE EE 1t MK 47t

SAE 4 QlaLC

MetricPublisher metricsPub = CloudWatchMetricPublisher.create();

DynamoDbClient ddb = DynamoDbClient.buildexr()
.overrideConfiguration(c -> c.addMetricPublisher(metricsPub))
.build();

CloudWatch X|E HA|X} AFZ A} X|H

O 2eias 54 MY et | & A ARl CHEF AL AL X7
OiFLICH ALSXA Holole &Y Z2H 2ZE, X|&E AAIRZE 2EE M&ste AWS 2|
7t CloudWatcholl X| & ELHE Bl AFSXF Hol7t e ELICH

import software.amazon.awssdk.auth.credentials.ProfileCredentialsProvider;

import software.amazon.awssdk.core.metrics.CoreMetric;

import software.amazon.awssdk.metrics.MetricPublisher;

import software.amazon.awssdk.metrics.publishers.cloudwatch.CloudWatchMetricPublisher;
import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.cloudwatch.CloudWatchAsyncClient;

import software.amazon.awssdk.services.dynamodb.DynamoDbClient;

import java.time.Duration;

public class CustomConfigForDDBClient {
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// Use one MetricPublisher for your application. It can be used with requests or
service clients.
static MetricPublisher metricsPub = CloudWatchMetricPublisher.builder()
.cloudWatchClient(CloudWatchAsyncClient.builder()
.region(Region.US_WEST_2)
.credentialsProvider(ProfileCredentialsProvider.create("cloudwatch"))
.build())
.uploadFrequency(Duration.ofMinutes(5))
.maximumCallsPerUpload(100)
.namespace("ExampleSDKV2Metrics")
.detailedMetrics(CoreMetric.API_CALL_DURATION)
.build();

public static void main(String[] args) {

DynamoDbClient ddb = DynamoDbClient.builder()
.overrideConfiguration(c -> c.addMetricPublisher(metricsPub))
.build();

// Publish metrics for DynamoDB operations.

ddb.listTables();

ddb.describeEndpoints();

ddb.describelLimits();

// Perform more work in your application.

// A MetricsPublisher has its own lifecycle independent of any service client

or request that uses it.
// If you no longer need the publisher, close it to free up resources.
metricsPub.close(); // All metrics stored in memory are flushed to CloudWatch.

// Perform more work with the DynamoDbClient instance without publishing
metrics.

// Close the service client when you no longer need it.

ddb.close();

O ZE Z=Ztof| ZEAIE AER X|E2 ChEn 242 E1H7 U&LICH
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« maximumCallsPerUpload HMEE YZEL 243t
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- 7|E™MO 2 SDK for Java 2.x= HIYAH O|A(AwsSdk/JavaSdk2) of2ioll X|EE HAIELICEH
namespace HMEE AL&3t0q4 CHE Zf2 X|HE = A&LICt

« 7|BMO 2 SDKE 2 K| EE HAIRLICH @<F X|E= B, =4, 2[CH, &H 2 MHE 2 7
ElL|C}. SDKE detailedMetrics MM =0 stLt O|4Fo| SDK X|EE X|Z5t0{ Z x| E0f| CH
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235104 CIE YHIAQI SDK X|EE X|HE 4= &LCt.

CI2 & A Lambda & 2 2Ust= 3 EMF 7|8 X|E HAIE & AWS Lambda & ==0{ CHEt

SDK X|E AAIE HZ3HAM L.

AWS SDK for Java 2.x2 Al235t04 AWS Lambda &0 Ci 8t SDK X|E A Al

Lambda &= Mo 2 WUZ[ZoM 8 B Sot %‘?‘JEIEE CloudWatchMetricPublisherOi|
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EmfMetricLoggingPublisher= AWS Lambda %! Amazon Elastic Container ServiceS Amazon
CloudWatch Logs2t2| S & 0| LT E Al #Z0f| A 2 SELIC.
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of:

<project>
<dependencyManagement>
<dependencies>
<dependency>
<groupIld>software.amazon.awssdk</groupId>
<artifactId>bom</artifactId>
<version>2.30.11</version> <!-- Navigate the link to see the latest version.

<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>
<dependencies>
<dependency>
<groupIld>software.amazon.awssdk</groupId>
<artifactId>emf-metric-logging-publisher</artifactId>
</dependency>
</dependencies>
</project>

2CHA|: = e 7

SDK for JavaOll M X|ZE HA[XFE AFE35101 IAM IDO]| CHBt 1ogs: PutLogEvents HEHE AL M
EMF &4 238 ¢t

OII
-

g 23524 INFO =& O|5H(0d: DEBUG)OIM &0l EFI=E 22 FHE L
tdo| FL:
<Loggers>
<Root level="WARN">
<AppenderRef ref="ConsoleAppender"/>
</Root>
<Logger
name="software.amazon.awssdk.metrics.publishers.emf.EmfMetricLoggingPublisher"
level="INFO" />
</Loggers>

log4j2.xml THQd A% Sof ChEt APMIEH LIS S Of Jhol= 0] 22 RIS HESME.
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public class GamelIdHandler implements RequestHandler<Map<String, String>, String> {
private final EmfMetricLoggingPublisher emfPublisher;
private final DynamoDbClient dynamoDb;

public GameIdHandler() {
// Build the publisher.
this.emfPublisher = EmfMetricLoggingPublisher.builder()
.namespace('"namespace")
.dimensions(CoreMetric.SERVICE_ID,
CoreMetric.OPERATION_NAME)
.build();
// Add the publisher to the client.
this.dynamoDb = DynamoDbClient.builder()
.overrideConfiguration(c -> c.addMetricPublisher(emfPublisher))

.region(Region.of(System.getenv("AWS_REGION")))
.build();

@Override

public String handleRequest(Map<String, String> event, Context context) {
Map<String, AttributeValue> gameltem = new HashMap<>();

gameltem.put('"gameId", AttributeValue.builder().s(event.get("id")).build());
PutItemRequest putItemRequest = PutItemRequest.builder()

.tableName("games")

.item(gameltem)

.build();

dynamoDb.putItem(putItemRequest);

return "Request handled";

DynamoDB Z2I0|HE = putItem HMEE AT 2 X[EE EMF @4/2| CloudWatch 21 AE
2ol XAts2 2 H AlELCt.

INE:
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EMF 21 O|HIE o] oA

0oE EofCt=2n Zo| FME 22 AI235l04 GameHandler Lambda & £0{| C}2 O|HEE M4 35t
= deLct
{
nid": "23456"
}

g0l O|HIEE X2|8t # CIZ X2t RAIEH271o| 21 O|HIEE H&LICH 5 i O|HIE 9|
JSON ZHZ|| 04| = DynamoDBO1| CHEt PutItem £ 49| Java SDK X|E CI|O|E{7} Z & ElL|Ct.

CloudWatch& EMF &4{e| 271 O|HIEE +4lott HE3IE JSONE AS2 2 & EMso{ X[ &
Ho|EH& FE&LIC 23 CF& CloudWatchE 22 21 52 CloudWatch Logs0il X% st= SoF

=
siE X|E & OHELICH

2025-07-11 15:58:30 [main] INFO org.example.GameIdHandler:39 - Received map:
{id=23456}

2025-07-11 15:58:34 [main] INFO
software.amazon.awssdk.metrics.publishers.emf.EmfMetricLoggingPublisher:43 -
{
"_aws": {
"Timestamp": 1752249513975,
"LogGroupName": "/aws/lambda/GameId",
"CloudWatchMetrics": [

{
"Namespace": "namespace",
"Dimensions": [
[
"OperationName",
"ServiceId"
]
1,
"Metrics": [
{
"Name": "AvailableConcurrency"
I
{
"Name": "PendingConcurrencyAcquires"
},
{
"Name": "ServiceCallDuration",
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"Unit":

"Name" :
"Unit":

"Name" :

"Name" :
"Unit":

"Name" :
"Unit":

"Name" :

"Name" :
"Unit":

"Name" :
"Unit":

"Name" :

"Name" :

"Name" :
"Unit":

"Name" :
"Unit":

"Name" :

"Milliseconds"

"EndpointResolveDuration",
"Milliseconds"

"MaxConcurrency"

"BackoffDelayDuration",
"Milliseconds"

"MarshallingDuration",
"Milliseconds"

"LeasedConcurrency"

"SigningDuration",
"Milliseconds"

"ConcurrencyAcquireDuration",
"Milliseconds"

"ApiCallSuccessful"

"RetryCount"

"UnmarshallingDuration",
"Milliseconds"

"ApiCallDuration",
"Milliseconds"

"CredentialsFetchDuration",
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"Unit": "Milliseconds

iy

"AvailableConcurrency": 0,
"PendingConcurrencyAcquires": 0,
"OperationName": "PutItem",
"ServiceCallDuration": 1339,
"EndpointResolveDuration": 81,
"MaxConcurrency": 50,
"BackoffDelayDuration": 0,
"ServiceId": "DynamoDB",
"MarshallingDuration": 181,
"LeasedConcurrency": 1,
"SigningDuration": 184,
"ConcurrencyAcquireDuration": 83,
"ApiCallSuccessful": 1,
"RetryCount": 0,
"UnmarshallingDuration": 85,
"ApiCallDuration": 1880,
"CredentialsFetchDuration": 138

EmfMetricLoggingPublisher.Builder| API AEAMoI= AFBE = e F4 SMo| LIet &
L[Ct.

EL$F CloudWatchMetricPublisherofl EA|E CHE Bt %0 CHSH EMF X|E 222 A28 £ UsL

Ch2 A 7| A ofZ 271|044 2| B CloudWatch 7|8t X[ & HAIE @Il T 7| A&l of =270
M2o| SDK X|FE HAIE HESHML.

AWS SDK for Java 2.xE AI85t0{ SDK X|EE E2E£=2 &Y

LoggingMetricPublisher F#32 X|EE ofE 2|7 0|Me| 2& =
ol M2 A2 Amazon CloudWatch®t ZH2 Q|5 MH|A io] S
ol o|&li5t= o AMghErLct

CloudwWatchMetricPublisher & EmfMetricLoggingPublisher®t &2
LoggingMetricPublisher= X|210|Lt QIF BS54 glo| FAXQI £3g XS ELIC et 2ZH
e A=A sHE AlLtElof AErELCE.
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LoggingMetricPublisherE At

EolfoF t= B2

CHS =Y Al LoggingMetricPublisherE AIE

d
iz
o
k]
F
1
]
I
E
¥

- Q8 M Qo] XIE =& HIAE
e 2o e 27 02U X|E SA| B

LoggingMetricPublisherE A
£ HEEX| &L

AES 24 22 MF

LoggingMetricPublisher 2312 E24™ INFO til HAIXIE EAISIEE 22
MELICH CHS log4j2.xml A2 A8SHH X|E 7t &0 EAIEUCH

<?xml version="1.0" encoding="UTF-8"7?>
<Configuration status="WARN">
<Appenders>

47 X E AEEIX W EA 7|50 B Z2M #Zoj

0
K
o
1°
$
[y
i
1l

<Console name="ConsoleAppender" target="SYSTEM_OUT">

<PatternLayout pattern="%d{HH:mm:ss.SSS} [%t] %

%sn"/>
</Console>
</Appenders>
<Loggers>
<Root level="INFOQO">

<AppenderRef ref="ConsoleAppender"/>
</Root>

<l-- Ensure LoggingMetricPublisher output appears.

%-5level %logger{36} - %msg

-=>

<Logger name="software.amazon.awssdk.metrics.LoggingMetricPublisher"

level="INFO" />
</Loggers>
</Configuration>

N
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O] #+42 SDK7t INFO ti|le| 2&0f X|EE £=5t =5 X|A[&LICt LoggingMetricPublisher
EHFEE AE5tH FE 277 WARN EE= ERROR S2| &%l =& & AISStHEtE X|E £340| Lt

Eb=hCt.
MH|A SEI0|EN| CHEF 2 X|E Al

CH2 oMol M= LoggingMetricPublisher& BHE 1 Amazon Simple Storage Service 220|1E
ot BT At8ste W E EoiELct

import software.amazon.awssdk.metrics.LoggingMetricPublisher;
import software.amazon.awssdk.metrics.MetricPublisher;

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.s3.S3Client;

// Create a LoggingMetricPublisher with default settings.
MetricPublisher metricPublisher = LoggingMetricPublisher.create();

// Add the publisher to your service client.

S3Client s3Client = S3Client.builder()
.region(Region.US_EAST_1)
.overrideConfiguration(config -> config.addMetricPublisher(metricPublisher))
.build();

// Make requests - metrics will appear in your console.
s3Client.listBuckets();

// Clean up resources.

metricPublisher.close();
s3Client.close();

+ PLAIN 84(7IZ2l): XIEE SFE & 2 522 SHELICL
(o) o

+ PRETTY BAL A0 242 % 9l 042 & B4

CHS oo M 71 Sof 47| £lE 2 PRETTY HAIZ2 A5t W2 Ho{& L.

import org.slf4j.event.Level;
import software.amazon.awssdk.metrics.LoggingMetricPublisher;
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// Create a LoggingMetricPublisher with PRETTY format.

MetricPublisher prettyMetricPublisher = LoggingMetricPublisher.create(
Level.INFO,
LoggingMetricPublisher.Format.PRETTY

);

// Use with your service client.

S3Client s3Client = S3Client.builder()
.region(Region.US_EAST_1)
.overrideConfiguration(config -> config.addMetricPublisher(prettyMetricPublisher))
.build();

A oA

CtZo| (A= 27tK| HAI© 2 LoggingMetricPublisher& At 5t= #HEIE E0{&LICH

import org.slf4j.Logger;

import org.slf4j.LoggerFactory;

import org.slf4j.event.Level;

import software.amazon.awssdk.metrics.LoggingMetricPublisher;

import software.amazon.awssdk.metrics.MetricPublisher;

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.s3.S3Client;

import software.amazon.awssdk.services.s3.model.ListBucketsRequest;
import software.amazon.awssdk.services.s3.model.ListBucketsResponse;

* Demonstrates how to use LoggingMetricPublisher with AWS S3 SDK for Java 2.x.
* <p>
* This demo focuses on the S3 listBuckets operation to show how metrics are collected
* and logged to the console for development and debugging purposes.
* <p>
* LoggingMetricPublisher is ideal for:
* - Development and debugging
* - Console output for troubleshooting
* - Understanding what metrics are being collected
* - Testing metric collection without external dependencies
*/
public class S3LoggingMetricPublisherDemo {
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private static final Logger logger =
LoggerFactory.getlLogger(S3LoggingMetricPublisherDemo.class);

public static void main(String[] args) {

S3LoggingMetricPublisherDemo demo = new S3LoggingMetricPublisherDemo();
demo.demonstrateUsage();

/**
* Demonstrates basic usage with S3Client and metrics enabled at the client level.
*/

private void demonstrateUsage() {

// Create a LoggingMetricPublisher with default settings. The SDK logs metrics
as text in a single 1line.

// The default settings are equivalent to using
"LoggingMetricPublisher.Format.PLAIN".

MetricPublisher metricPublisher = LoggingMetricPublisher.create();
// Create an S3 client with metrics enabled.
try (S3Client s3Client = S3Client.builder()
.region(Region.US_EAST_1)
.overrideConfiguration(config ->
config.addMetricPublisher(metricPublisher))
.build()) {

// Make the listBuckets request - metrics will be logged to console.
ListBucketsResponse response =

s3Client.listBuckets(ListBucketsRequest.buildexr().build());

// The next block shows the using a different LoggingMetricPublisher with a
"PRETTY" format.

// Since the metric publisher is added to the request using the
‘overrideConfiguration®, this formatting
// applies only to the one request.
try {
s3Client.listBuckets(ListBucketsRequest.builder()
.overrideConfiguration(config -> config

.addMetricPublisher(LoggingMetricPublisher.create(
Level.INFO,
LoggingMetricPublisher.Format.PRETTY)))

.build());

INE:
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} catch (Exception e) {

logger.info("Request failed with metrics logged: {}", e.getMessage());

}
logger.info("Found {} buckets in your AWS account.",
response.buckets().size());

} catch (Exception e) {
logger.error("Error during S3 operation: {}", e.getMessage());
logger.info("Note: This is expected if AWS credentials are not
configured.");

}

// Close the metric publisher to flush any remaining metrics.
metricPublisher.close();

[a

IE= &0 &S 2ag U

INFO LoggingMetricPublisher - Metrics published: MetricCollection(name=ApiCall,
metrics=[MetricRecord(metric=MarshallingDuration, value=PT0.005409792S),
MetricRecord(metric=RetryCount, value=0), MetricRecord(metric=ApiCallSuccessful,
value=true), MetricRecord(metric=OperationName, value=ListBuckets),
MetricRecord(metric=EndpointResolveDuration, value=PT0.000068S),
MetricRecord(metric=ApiCallDuration, value=PT0.163802958S),
MetricRecord(metric=CredentialsFetchDuration, value=PT0.145686542S),
MetricRecord(metric=ServiceEndpoint, value=https://s3.amazonaws.com),
MetricRecord(metric=Serviceld, value=S3)],
children=[MetricCollection(name=ApiCallAttempt,
metrics=[MetricRecord(metric=TimeToFirstByte, value=PT0.138816S),
MetricRecord(metric=SigningDuration, value=PT0.007803459S),
MetricRecord(metric=ReadThroughput, value=165153.96002660287),
MetricRecord(metric=ServiceCallDuration, value=PT0@.138816S),
MetricRecord(metric=AwsExtendedRequestId, value=el3Swj3uwn@qP1l0z

+m7I1I50Gq7jf8xxT8H18iDfRBCQmMDg+gU4ek91Xrs18XxRLRO1IzCAPQtsQFODAAWOb8NtuKCzX2A1dj),
MetricRecord(metric=HttpStatusCode, value=200),
MetricRecord(metric=BackoffDelayDuration, value=PT0S),
MetricRecord(metric=TimeTolLastByte, value=PT0.148915667S),
MetricRecord(metric=AwsRequestId, value=78AWI9BM7SWR6YMGB)],
children=[MetricCollection(name=HttpClient,
metrics=[MetricRecord(metric=MaxConcurrency, value=50),
MetricRecord(metric=AvailableConcurrency, value=0),
MetricRecord(metric=LeasedConcurrency, value=1),

N
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MetricRecord(metric=ConcurrencyAcquireDuration, value=PT0.002623S),

MetricRecord(metric=PendingConcurrencyAcquires, value=0),

MetricRecord(metric=HttpClientName, value=Apache)], children=[])])])

HAHBHHAEHHAH AR HAH AR HEHHAH AR HBH B HEHHAH AR HBHBRHERHAH RS HBEH B HERRRH RS HEH B H AR R H AR HEHHAH RS HAHHRH R

INFO LoggingMetricPublisher - [4e6f2bb5]
INFO LoggingMetricPublisher - [4e6f2bb5]
INFO LoggingMetricPublisher - [4e6f2bb5]
INFO LoggingMetricPublisher - [4e6f2bb5]
INFO LoggingMetricPublisher - [4e6f2bb5]
INFO LoggingMetricPublisher - [4e6f2bb5]
INFO LoggingMetricPublisher - [4e6f2bb5]
INFO LoggingMetricPublisher - [4e6f2bb5]
INFO LoggingMetricPublisher - [4e6f2bb5]
INFO LoggingMetricPublisher - [4e6f2bb5]
INFO LoggingMetricPublisher - [4e6f2bb5]
INFO LoggingMetricPublisher - [4e6f2bb5]
INFO LoggingMetricPublisher - [4e6f2bb5]
INFO LoggingMetricPublisher - [4e6f2bb5]
INFO LoggingMetricPublisher - [4e6f2bb5]
INFO LoggingMetricPublisher - [4e6f2bb5]
INFO LoggingMetricPublisher - [4e6f2bb5]
INFO LoggingMetricPublisher - [4e6f2bb5]
INFO LoggingMetricPublisher - [4e6f2bb5]

ApiCall
EE S E T EFFFEE T T EFFFEEEFE T E T EE
MarshallingDuration=PT0Q.000063S

HOoH HF OHF O OB O H R

RetryCount=0
ApiCallSuccessful=true

OperationName=ListBuckets
EndpointResolveDuration=PT0@.000024375S
ApiCallDuration=PT0.018463083S
CredentialsFetchDuration=PT0.000022334S
ServiceEndpoint=https://s3.amazonaws.com

ServiceId=S3

HOoH HF OHF OH OB O H B

HAEHBHHBHHAHBEHHAHBRHBHHAHBEHHRHRRHBH R HEHHRH RS

ApiCallAttempt

# TimeToFirstByte=PT0.0165575S

# SigningDuration=PT0.000301125S

#

# ReadThroughput=1195591.792850103

#

# ServiceCallDuration=PT0.0165575S

#

AwsExtendedRequestId=3QIleenRuokdszWqzZBmBMDUmko6F1SmHkM
+CUMNMeLor7gJIml4D41v6QXUZ1zWoTgG+tHbr6yo2vHdz4h1P8PDovvtMFRCeB #
LoggingMetricPublisher - [4e6f2bb5]

INFO

INFO

INFO

INFO

INFO

HAHBHHBHHAHBHHBH B HBHHBH BB HBHHRHBEHHBH BB HBHHRHBRHBH BB HBHHAHBRRBHBRH AR R H B R R H R H R B H R R HBHH R H B

LoggingMetricPublisher

LoggingMetricPublisher

LoggingMetricPublisher

LoggingMetricPublisher

[4e6T2bb5]

[4e6T2bb5]

[4e6T2bb5]

[4e6T2bb5]

INFO LoggingMetricPublisher - [4e6f2bb5]
INFO LoggingMetricPublisher - [4e6f2bb5]

HAHBHHEHHAH AR HBH B H AR HAH AR HBEHHRH R HRHHRHH

INFO LoggingMetricPublisher - [4e6f2bb5]

#

# HttpStatusCode=200

# BackoffDelayDuration=PT0S

# TimeTolLastByte=PT0.017952625S

# AwsRequestId=78AVFAF795AAWAXH

HttpClient

# MaxConcurrency=50

#

N
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INFO LoggingMetricPublisher - [4e6f2bb5] # AvailableConcurrency=0
#
INFO LoggingMetricPublisher - [4e6f2bb5] # LeasedConcurrency=1
#
INFO LoggingMetricPublisher - [4e6f2bb5] #
ConcurrencyAcquireDuration=PT0.00004S #
INFO LoggingMetricPublisher - [4e6f2bb5] # PendingConcurrencyAcquires=0
#
INFO LoggingMetricPublisher - [4e6f2bb5] # HttpClientName=Apache
#

INFO LoggingMetricPublisher - [4e6f2bb5]
####HHHHHHHHHHHHHHHHHHHHHHHHHHH S H
INFO S3LoggingMetricPublisherDemo - Found 6 buckets in your AWS account.

o|X[& F7I olE[HE
Maven pom.xml I}

<?xml version="1.0" encoding="UTF-8"7?>
<project xmlns="http://maven.apache.org/POM/4.0.0"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://maven.apache.org/POM/4.0.0
http://maven.apache.org/xsd/maven-4.0.0.xsd">
<modelVersion>4.0.0</modelVersion>

<groupId>com.example</groupId>
<artifactId>s3-logging-metric-publisher-demo</artifactId>
<version>1.0.0</version>

<packaging>jar</packaging>

<name>AWS S3 LoggingMetricPublisher Demo</name>
<description>Demonstrates how to use LoggingMetricPublisher with AWS S3 SDK for
Java 2.x</description>

<properties>
<maven.compiler.source>17</maven.compiler.source>
<maven.compiler.target>17</maven.compiler.target>
<project.build.sourceEncoding>UTF-8</project.build.sourceEncoding>
<aws.java.sdk.version>2.31.66</aws.java.sdk.version>
<log4j.version>2.24.3</log4j.version>

</properties>

<dependencyManagement>
<dependencies>
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<!-- AWS SDK BOM for dependency management -->

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>bom</artifactId>
<version>${aws.java.sdk.version}</version>
<type>pom</type>
<scope>import</scope>

</dependency>

<!-- Log4j BOM for logging dependency management -->

<dependency>
<groupIld>org.apache.logging.log4j</groupId>
<artifactId>log4j-bom</artifactId>
<version>${log4j.version}</version>
<type>pom</type>
<scope>import</scope>

</dependency>

</dependencies>
</dependencyManagement>

<dependencies>
<!-- AWS S3 SDK for demonstration -->
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>s3</artifactId>
</dependency>

<!-- Log4j2 SLF4]J implementation -->
<dependency>
<groupld>org.apache.logging.log4j</groupId>
<artifactId>log4j-slf4j2-impl</artifactId>
</dependency>

<l-- Log4j2 Core -->
<dependency>
<groupIld>org.apache.logging.log4j</groupId>
<artifactId>log4j-core</artifactId>
</dependency>
</dependencies>

<build>
<plugins>
<plugin>
<groupIld>org.apache.maven.plugins</groupId>
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<artifactId>maven-compiler-plugin</artifactId>

<version>3.13.0</version>

<configuration>
<source>17</source>
<target>17</target>

</configuration>

</plugin>
</plugins>
</build>
</project>

Log4j2.xml 744 ot

<?xml version="1.0" encoding="UTF-8"7?>
<Configuration status="WARN">
<Appenders>
<Console name="ConsoleAppender" target="SYSTEM_OUT">
<PatternLayout pattern="%d{HH:mm:ss.SSS} [%t] %-5level %logger{36} - %msg
%sn"/>
</Console>
</Appenders>
<Loggers>
<Root level="INFO">
<AppenderRef ref="ConsoleAppender"/>
</Root>
<!-- Ensure LoggingMetricPublisher output appears. -->
<Logger name="software.amazon.awssdk.metrics.LoggingMetricPublisher"
level="INF0"/>
</Loggers>
</Configuration>
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ApiCallDuration
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https://docs.oracle.com/en/java/javase/17/docs/api/java.base/java/time/Duration.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/http/apache/ApacheHttpClient.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/http/nio/netty/NettyNioAsyncHttpClient.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/http/crt/AwsCrtAsyncHttpClient.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/http/urlconnection/UrlConnectionHttpClient.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://www.slf4j.org/manual.html
https://logging.apache.org/log4j/2.x/
https://logging.apache.org/log4j/2.x/manual/configuration.html
https://logging.apache.org/log4j/2.x/manual/configuration.html
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CHS @A E pom.xml Ttofl F74ghLICH

<dependency>
<groupId>org.apache.logging.log4j</groupId>
<artifactId>log4j-slf4j2-impl</artifactId>
<version>VERSION</version>

</dependency>

Gradle—Kotlin DSL

CH22 build.gradle.kts Ttof F7+gFLCt

dependencies {

implementation("org.apache.logging.log4j:log4j-s1f4j2-impl: VERSION")

log4j-s1fsaj2-impl OFE[HE Q| X|4A H{TH0{ 2.20.08 AFS Z|&] T Q| < Maven Centralof
HAIE HEE ALESHMIL. VERSIONS MEE HTISZE WM.

MEl~ B3 oF 2 #o

SDK Z2I0|21E 2lo|EB{2|0MH S 28 HA|XK|E ZEHSE{H &4 "software.amazon.awssdk" 2 74
HAE #+ZE "WARN'@S 2 M5l F= 10| ELLICE 0 & £0{ Amazon S3 2ct0[HE 7 oHEEZ|A
O|MO| InputStreamE MCHZ EX| IYD B|AAT FEE £ USE AX|5IH S3 ECI0|MHEE
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https://logging.apache.org/log4j/2.x/manual/configuration.html#Loggers
https://logging.apache.org/log4j/2.x/manual/appenders.html
https://logging.apache.org/log4j/2.x/manual/layouts.html
https://logging.apache.org/log4j/2.x/manual/layouts.html
https://logging.apache.org/log4j/2.x/manual/architecture.html#
https://central.sonatype.com/artifact/org.apache.logging.log4j/log4j-slf4j2-impl
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CHZ log4j2.xml ItY2 rootLoggerE “WARN’S 2 MHFHLICH J2{™

“software.amazon.awssdk” A& X0 U= EHE X &304 ofEZ2IAH0|MH0| U= 2EE EAH
oM Zn U 2F & MHAIX|7F E2ELICH & <Root level="ERROR">E A3l A

— o1
“software.amazon.awssdk” 274 HEE BA|HMOZ “WARN'S 2 MHE £ &Lt

oAl Log4j2.xml 744 1}
O| 782 2E 27{ HlE0i cHall “ERROR” & “WARN” =& 9| HIA|X|E 2&0| Z|S&LICt

<Configuration status="WARN">
<Appenders>

<Console name="ConsoleAppender" target="SYSTEM_OUT">

<PatternLayout pattern="%d{YYYY-MM-dd HH:mm:ss} [%t] <
</Console>

</Appenders>

%-5p %C:%L - %m%n" />

<Loggers>
<Root level="WARN">
<AppenderRef ref="ConsoleAppender"/>
</Root>
</Loggers>
</Configuration>
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=

CHS log4j2.xml U2 23 I SHo| 22 MIEfLICH

<Configuration status="WARN">
<Appenders>

<Console name="ConsoleAppender" target="SYSTEM_OUT">

<PatternLayout pattern="%d{YYYY-MM-dd HH:mm:ss} [%t] <
</Console>

</Appenders>

%-5p %C:%L - %Sm%n" />
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https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/core/exception/SdkServiceException.html#requestId()
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<Loggers>
<Root level="ERROR">
<AppenderRef ref="ConsoleAppender"/>

</Root>

<Logger name="software.amazon.awssdk" level="WARN" />

<Logger name="software.amazon.awssdk.request" level="DEBUG" />
</Loggers>
</Configuration>

CHE2 23 £39| oLk

0jo

2022-09-23 16:02:08 [main] DEBUG software.amazon.awssdk.request:85 - Sending Request:
DefaultSdkHttpFullRequest(httpMethod=P0OST, protocol=https, host=dynamodb.us-

east-1.amazonaws.com, encodedPath=/, headers=[amz-sdk-invocation-id, Content-Length,
Content-Type, User-Agent, X-Amz-Target], queryParameters=[])

2022-09-23 16:02:08 [main] DEBUG software.amazon.awssdk.request:85 - Received
successful response: 200, Request ID:
QS9DUMME2NHEDH8TGTION5V530JVV4KQNSO5AEMVIF66Q9ASUAAIG, Extended Request ID: not
available

QA IDOEF ZHAl0| /= B <Logger name="software.amazon.awssdk.requestId"
level="DEBUG" />& At83tAI2.

CltH1 =& SDK 2Z

SDK7} &5t &dof CHer AhM|SE ME 7} 2o dt B software.amazon.awssdk 27{e| 2Z
&2 DEBUGE MYE & J&LICE Ol &0 SDKE H2 M8 HEE £3522 & HA

A3t 27 E sidstedd ol =& dHste W0l E&L

m
Mfn

O| 2Z =F0|M SDKE 7+, At2 5 s, A QIEME, J1EXMHRITLS &8, 28 MY Soi i
3t MEE 2Zshct
CF2 2 S3Client#listBuckets() &0 CH3H SDK7F DEBUG =&E0A £25t= 22| ME L
Ct.

DEBUG s.a.a.r.p.AwsRegionProviderChain:57 - Unable to load region from
software.amazon.awssdk.regions.providers.SystemSettingsRegionProvider@324dcd31:Unable
to load region from system settings. Region must be specified either via environment
variable (AWS_REGION) or system property (aws.region).

DEBUG s.a.a.c.i.h.l.ClasspathSdkHttpServiceProvider:85 - The HTTP implementation loaded
is software.amazon.awssdk.http.apache.ApacheSdkHttpServiceea23a0ld
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DEBUG s.a.a.c.i.ExecutionInterceptorChain:85 - Creating an interceptor

chain that will apply interceptors in the following order:

[software.amazon.awssdk.core.internal.interceptor.HttpChecksumValidationInterceptor@69b2f8e5,
awscore.interceptor.HelpfulUnknownHostExceptionInterceptor@6331250e,
awscore.eventstream.EventStreamInitialRequestInterceptoreal@clb5,
awscore.interceptor.TraceldExecutionInterceptor@644abb8f,
auth.scheme.internal.S3AuthSchemeInterceptor@lasl11233,
endpoints.internal.S3ResolveEndpointInterceptor@70325d20,

software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.

services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.

s3.
s3.
.endpoints.internal.S3RequestSetEndpointInterceptor@7c2327fa
internal.
internal.
internal.
internal.
internal.
internal.
internal.
internal.
internal.
internal.
internal.
internal.
internal.

s3

s3.
s3.
s3.
s3.
s3.
s3.
s3.
s3.
s3.
s3.
s3.
s3.
s3.

DEBUG s.a.a.u.c.CachedSupplier:85 -
will be refreshed.

handlers.
handlers.
handlers.
handlers.
handlers.
handlers.
handlers.
handlers.
handlers.
handlers.
handlers.
handlers.
handlers.

StreamingRequestInterceptor@4d847d32,
CreateBucketInterceptor@5f462e3b,
CreateMultipartUploadRequestInterceptor@3
DecodeUrlEncodedResponseInterceptor@58065
GetBucketPolicyInterceptor@3605c4d3,
S3ExpressChecksumInterceptor@585clide,
AsyncChecksumValidationInterceptor@l87ebS
SyncChecksumValidationInterceptor@726a6b¢
EnableTrailingChecksumInterceptor@6adllat
ExceptionTranslationInterceptor@522b2631,
GetObjectInterceptor@3ff57625,
CopySourcelnterceptor@elee29c84,
ObjectMetadatalnterceptor@7c8326a4]

(Sso0idcTokenProvider()) Cached value is stale and

DEBUG s.a.a.c.i.ExecutionInterceptorChain:85 - Creating an interceptor

chain that will apply interceptors in the following order:

[software.amazon.awssdk.core.internal.interceptor.HttpChecksumValidationInterceptor@51351f28,
awscore.interceptor.HelpfulUnknownHostExceptionInterceptor@21618fa7,
awscore.eventstream.EventStreamInitialRequestInterceptor@l5f2eda3,
awscore.interceptor.TraceldExecutionInterceptor@34cf294c,
services.sso.auth.scheme.internal.SsoAuthSchemeInterceptor@4d7aaca2,
services.sso.endpoints.internal.SsoResolveEndpointInterceptor@e6@4bleld,
services.sso.endpoints.internal.SsoRequestSetEndpointInterceptor@625668

software.
software.
software.
software.
software.
software.

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.

DEBUG s.a.a.request:85 - Sending Request: DefaultSdkHttpFullRequest(httpMethod=GET,
protocol=https, host=portal.sso.us-east-1.amazonaws.com, encodedPath=/federation/
credentials, headers=[amz-sdk-invocation-id, User-Agent, x-amz-sso_bearer_token],
queryParameters=[role_name, account_id])
DEBUG s.a.a.c.i.h.p.s.SigningStage:85 - Using SelectedAuthScheme: smithy.api#noAuth
DEBUG s.a.a.h.a.i.c.SdkTlsSocketFactory:366 - Connecting socket to portal.sso.us-
east-1.amazonaws.com/18.235.195.183:443 with timeout 2000
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DEBUG s.a.a.requestId:85 - Received successful response: 200, Request ID: bb4f40fs-

€920-4b5c-8648-58f26e7e@8cd, Extended Request ID: not available

DEBUG s.a.a.request:85 - Received successful response: 200, Request ID: bb4f40f4-

€920-4b5c-8648-58f26e7e@8cd, Extended Request ID: not available

DEBUG s.a.a.u.c.CachedSupplier:85 -
(software.amazon.awssdk.services.sso.auth.SsoCredentialsProvider@b965857) Successfully
refreshed cached value. Next Prefetch Time: 2024-04-25T22:03:10.097Z. Next Stale Time:
2024-04-25T22:05:302

DEBUG s.a.a.c.i.ExecutionInterceptorChain:85 - Interceptor
'software.amazon.awssdk.services.s3.endpoints.internal.S3RequestSetEndpointInterceptor@7c2327¢
modified the message with its modifyHttpRequest method.

DEBUG s.a.a.c.i.h.p.s.SigningStage:85 - Using SelectedAuthScheme: aws.auth#sigv4
DEBUG s.a.a.a.s.Aws4Signer:85 - AWS4 Canonical Request: GET

DEBUG s.a.a.h.a.a.i.s.DefaultV4RequestSigner:85 - AWS4 String to sign: AWS4-HMAC-SHA256
20240425T72106317

20240425/us-east-1/s3/aws4_request
aafb7784627fa7a49584256cb746279751c48c20761813259ef767ecce304d64

DEBUG s.a.a.h.a.i.c.SdkTlsSocketFactory:366 - Connecting socket to s3.us-
east-1.amazonaws.com/52.217.41.86:443 with timeout 2000

CHZ log4j2.xml TtU2 O™ £ FHELICH

<Configuration status="WARN">
<Appenders>
<Console name="ConsoleAppender" target="SYSTEM_OUT">
<PatternLayout pattern="%-5p %c{l.}:%L - %m%n" />
</Console>
</Appenders>

<Loggers>
<Root level="WARN">
<AppenderRef ref="ConsoleAppender"/>
</Root>
<Logger name="software.amazon.awssdk" level="DEBUG" />
</Loggers>
</Configuration>
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log4j2.xml 78 moi “org.apache.http.wire” 27HE F7t5t 1 Bll'€lE “DEBUG’E MM ELICt

CH2 log4j2. xml IFU2 Apache HttpClientoll M H&l| g4 22

<Configuration status="WARN">
<Appenders>

7zl
=

<Console name="ConsoleAppender" target="SYSTEM_OUT">

<PatternLayout pattern="%d{YYYY-MM-dd HH:mm:ss} [%t] <

</Console>

‘5p oC uI_-/mo " />
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https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/s3/S3Client.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/s3/S3AsyncClient.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/http/apache/ApacheHttpClient.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/http/nio/netty/NettyNioAsyncHttpClient.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/http/urlconnection/UrlConnectionHttpClient.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/http/crt/AwsCrtAsyncHttpClient.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/http/crt/AwsCrtHttpClient.html
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</Appenders>

<Loggers>
<Root level="WARN">
<AppenderRef ref="ConsoleAppender"/>

</Root>

<Logger name="software.amazon.awssdk" level="WARN" />

<Logger name="software.amazon.awssdk.request" level="DEBUG" />

<Logger name="org.apache.http.wire" level="DEBUG" />
</Loggers>
</Configuration>
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Maven

<dependencyManagement>

<dependencies>

<dependency>
<groupld>org.apache.logging.log4j</groupId>
<artifactId>log4j-bom</artifactId>
<version>VERSION</version>
<type>pom</type>
<scope>import</scope>

</dependency>

</dependencies>
</dependencyManagement>

<!-- The following is needed for Log4j2 with SLF4J -->
<dependency>
<groupld>org.apache.logging.log4j</groupId>
<artifactId>log4j-slf4j2-impl</artifactId>
</dependency>

<!-- The following is needed for Apache HttpClient wire logging -->
<dependency>
<groupId>org.apache.logging.log4j</groupId>
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<artifactId>log4j-1.2-api</artifactId>
</dependency>

Gradle - Kotlin DSL

dependencies {

implementation(platform("org.apache.logging.log4j:log4j-bom: VERSION"))
implementation("org.apache.logging.log4j:log4j-slf4j2-impl")
implementation("org.apache.logging.log4j:log4j-1.2-api")

log4j-bom OtE|HE O| |4 H{70] 2.20.08 AFE %|& BT S| < Maven Centraloff H[A|E
HEE AFESIMIL. VERSIONSE M8 E HTISZ DAL,

UrlConnectionHttpClient

UrlConnectionHttpClient& AFE5t= MH|A 2EI0|HEQ| MR HEE 7|S5te{ HA{ Ct
S Wi80| Z&El logging.properties IS OFEAMR.

handlers=java.util.logging.ConsoleHandler
java.util.logging.ConsoleHandler.level=FINEST
sun.net.www.protocol.http.HttpURLConnection.level=ALL

logging.properties®| M| B2 E AE5t04 Ot JVM AAHR £4 2 M ELICH
-Djava.util.logging.config.file=/full/path/to/logging.properties

ol #d2 ¥ U 82| s Z|F&LICt o|§ EW CHS0 Z&LCh
<Request> FINE: sun.net.www.MessageHeader@35a9782cll pairs: {GET /fileuploadtest
HTTP/1.1: null}{amz-sdk-invocation-id: 5f7e707e-4ac5-bef5-ba62-00d71034ffdc}
{amz-sdk-request: attempt=1; max=4}{Authorization: AWS4-HMAC-SHA256
Credential=<deleted>/20220927/us-east-1/s3/aws4_request, SignedHeaders=amz-sdk-
invocation-id;amz-sdk-request;host;x-amz-content-sha256;x-amz-date; x-amz-te,
Signature=e367fa®bc217a6a65675bb743e1280cf12fbe8d566196a816d948fdf@b4s2cala}{User-
Agent: aws-sdk-java/2.17.230 Mac_0S_X/12.5 Open]DK_64-Bit_Server_VM/25.332-b08
Java/1.8.0_332 vendor/Amazon.com_Inc. io/sync http/UrlConnection cfg/retry-mode/
legacy}{x-amz-content-sha256: UNSIGNED-PAYLOAD}{X-Amz-Date: 20220927T133955Z}{x-amz-
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te: append-md5}{Host: tkhill-testl.s3.amazonaws.com}{Accept: text/html, image/gif,
image/jpeg, *; q=.2, */*; g=.2}{Connection: keep-alive}
<Response> FINE: sun.net.www.MessageHeader@70a36a6611 pairs: {null: HTTP/1.1

200 OK}{x-amz-id-2: sAFeZDOKdUMsBbkdjyDZw7P@oocb4C9KbiuzfI6TWKQSGXHM/
dFuOvr2tUb7Y1wEHGdI3DSIxq0=}{x-amz-request-id: P9QWISMZ97FKZ9X7}{Date: Tue,

27 Sep 2022 13:39:57 GMT}{Last-Modified: Tue, 13 Sep 2022 14:38:12 GMT}{ETag:
"2cbe5ad4a064cedec33b452bebf48032"}{x-amz-transfer-encoding: append-md5}{Accept-
Ranges: bytes}{Content-Type: text/plain}{Server: AmazonS3}{Content-Length: 67}

LY alc 8 EE2 E2{H JVM £/80] -Djavax.net.debug=allE FI}5tM|L. O] F7} &4
2 D E SSL HEE ZEfstod B2 &l HEE JISELch
EIZ&£E= 2O 0 LM A 2% 3 SEHO| X8 E 21 HHoZ 2 0|SstedH™

"GET"L} "POST"E ZMSINR. R3O Z = "Plaintext before ENCRYPTION"S ZHAH5tT
SO 2= "Plaintext after DECRYPTION" ZAMSIH et E20| MA HAEE 2 £ Q)
&L|C}.

NettyNioAsyncHttpClient

HIS 7| MH|A 22H0|ET} 7|22f NettyNioAsyncHttpClient2 AFE5tE AR HTTP &l
ol 24 4l SE EE0l CH8t 1ogsj2.xml U0l 27 27HE FI}5HAMIL.

<Logger name="io.netty.handler.logging" level="DEBUG" />
<Logger name="io.netty.handler.codec.http2.Http2FrameLogger" level="DEBUG" />

CH2 2 ™Al logsj2. xml A QILICEH

<Configuration status="WARN">
<Appenders>
<Console name="ConsoleAppender" target="SYSTEM_OUT">
<PatternLayout pattern="%d{YYYY-MM-dd HH:mm:ss} [%t] %-5p %c:%L - %m
sn" />
</Console>
</Appenders>

<Loggers>
<Root level="WARN">
<AppenderRef ref="ConsoleAppender"/>
</Root>
<Logger name="software.amazon.awssdk" level="WARN" />
<Logger name="software.amazon.awssdk.request" level="DEBUG" />
<Logger name="io.netty.handler.logging" level="DEBUG" />
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<Logger name="io.netty.handler.codec.http2.Http2FrameLogger" level="DEBUG" /

</Loggers>
</Configuration>

Olg{gr dH2 ZE SN M=F T2 - & 8 22 7IS&LICHL

AwsCrtAsyncHttpClient/AwsCrtHttpClient

AWS CRT 7|8t HTTP Z2}0|HE Q| QIAEAE A5t
x4

L—
—
AAE 4442 MM 222 YAloZ ME HEE 28 4 JaLith

Log to a file at "Debug" level

NAR &4 AHS: Z2IY YaoR

b

-Daws.crt.log.leve import software.amazon.awssdk.crt.Log;

1=Trace

-Daws.crt.log.des // Execute this statement before constructing the

tination=File SDK service client.
-Daws.crt.log.fil Log.initLoggingToFile(Log.LoglLevel.Trace,

ename=<path to file> "<path to file>");

Log to the console at "Debug" level

AAHE £ AME: Z2OcfY LAz

I

-Daws.crt.log.leve import software.amazon.awssdk.crt.Log;

1=Trace
-Daws.crt.log.des
tination=Stdout

// Execute this statement before constructing the

SDK service client.
Log.initLoggingToStdout(Log.LogLevel.Trace);

0 AWS CRT 7|t HTTP 22I0|ME= & &l 23§ Lt

HOtAMO| O|F 2 ‘Trace’ =&
HIH 2H EE U SH 222 24E|X| gt& L.
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AWS SDK for Java 2.x0{ A Z22}0|HE A= Z Q|

Im
gl
0Z

SDK for Java 2.x= AMH|A JIEEZQIEE Fd35t= ChYet WHE MIELICH A=ZQIE = SDKIt
AWS MH|A0f CHEF API & = O A8 El= URLRILICEH Z|[B2XMo 2 SDKE /&8 AWS 2|
Mol k2t 2F Mu[Ao] MAEt AEXZQIEE IPEOE ZAgerL(Ct a2t oleqst IEZQIEE Al
At X|’'Est 7Lt R o|5HoF St= AlLtE|27F /{d& L.

=

=2
==
O

- 24 &= ME THE| AMH|A 73 ZFd(0d]: LocalStack)
=

A EE= VPCRAEZQIEE S AWS MH|L0| 244
A o)

-3
m
IR
rir
>
2
=
x
=

Eof CHst E|AE

A= xZQIEE FASE 71 R X0l g2 MH|A 20| E 2o M endpointOverride H|
MEE AI8ste RJULCt ol HMEE= AFSA X|H AEXZQIE URLE LIEHLHE URI A E 5188
L|Ct

Example Amazon S3 Z2t0[|1E0i| CHEH AFE X} X|H A=EZQIE HH

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.s3.S3Client;
import java.net.URI;

S3Client s3 = S3Client.builder()

Endpoints 126



AWS SDK for Java 2.x H™ 2.x& 7HE Rt 7t0|=

.region(Region.US_WEST_2)
.endpointOverride(URI.create("https://my-custom-s3-endpoint.example.com"))
.build();

endpointOverrideE AISE M A= ZQIET BAMez AHE|CEtT 2eto|MES| Elrg x|
ok gfLIct 212 3o Mt ol ALSELCH

A=xZQIE HMY
LR AWS AMH|AE SDK7H AMEE %X AEZQIEE RSS2 HAME £ U= HEXQIE HME
K| pgLc Mu|A 22+0|HE YA endpointDiscoveryEnabled HIMEE AF&35t0{ O] 7S

_|
£ A8 otHLE AHE sHAE + AU&LICH

Example DynamoDB Z2}0|HE0| CHEt A= ZQIE HAM ALS

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.dynamodb.DynamoDbClient;

DynamoDbClient dynamoDb = DynamoDbClient.builder()
.region(Region.US_WEST_2)
.endpointDiscoveryEnabled(true)

.build();

Ao el 7|8 A=EXQIETJ} U CIE Q80| 5SS ZCI0|QIEE A5t S0 E™ 2% CH
S A=EZQIEE xfX |5l oF & £ QI&LICH AWS SDK for Java 2.xE 2% AHO|E S5l 0| K|
st|CH

=

import software.amazon.awssdk.core.SdkRequest;

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.s3.S3Client;

import software.amazon.awssdk.services.s3.model.GetObjectRequest;
import software.amazon.awssdk.http.SdkHttpRequest;
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S3Client s3 = S3Client.builder()
.region(Region.US_WEST_2)
.build();

// Create a request

GetObjectRequest getObjectRequest = GetObjectRequest.builder()
.bucket("amzn-s3-demo-bucket")
key("my-key")
.overrideConfiguration(c -> c.putHeader("Host", "custom-endpoint.example.com"))
.build();

// Execute the request with the custom endpoint
s3.getObject(getObjectRequest);

AlLtE|0|ME 2 SsHR| ef
st= Zdo| E&LICH

fjo

55 r|r

=
8% ZEI0|HUE =Z A=ZQIE FHE A

2tE HeE AL85tod AEZQIEE FHFLICH SDKE AWS_ENDPOINT_URL_[SERVICE] &4!9|
2E M8 Soll MH|AE AERQIE TS X|HEHH, 07[M [SERVICE]= CHEAL MH|A AR
dLct
Example2td H+E AFEEH S3EXZQIE MY

# For Linux/macOS

export AWS_ENDPOINT_URL_S3=https://my-custom-s3-endpoint.example.com

# For Windows

set AWS_ENDPOINT_URL_S3=https://my-custom-s3-endpoint.example.com
EEChE 83 HeE A85to] 2EH A=ZQIE URL HFAH EE= HOIAME ™Y = A&LTH

« AWS_ENDPOINT_URL - 2 E MH|AO| CHSt Z2EHA=ZQIEE
« AWS_ENDPOINT_URL_PREFIX - ZE MH|A AEZQIE| HFAE F7tELICE

QR Ae=ZolE T 128
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« AWS_ENDPOINT_URL_SUFFIX - 2E MH|A A=z QlE0of ™MO|AE F7tEFLICE

JVM A|AEI S AL

ESHIVM AAR] £ AE50{ AEZRIEE T HE = UELICH FA2 3 Hao IR 5HX|Bt
CE Ol XIY &g M8 LICt
Example JVM A|AR £ 2 ALE5t0{ S3 AE=EZQRIE HH

java -Daws.endpointUrl.s3=https://my-custom-s3-endpoint.example.com -jar your-
application.jar

CC

et 2RHAEEQE T2 ArH £92 SlM AISE = UA&LICH

rot

« aws.endpointUrl - 2& MH|A0| CHet 2EH A=ZQIEE HMELICH
 aws.endpointUrl.prefix - 2 MH|A A=EXZQIEN HFALE FIIHELICH
« aws.endpointUrl.suffix - ZE MH|A AEXQIE] HOIAE FIHELICH

TR AWS TN T4 A8

CEEH AWS SDK for Java 2.x= YRIMO 2 ~/ . aws/config(Linux/macOS) == %SUSERPROFILES
\..aws\config(Windows)0ll A= 37 AWS 718 T2 S5 H=EEZQIE 72 XIHFLICH RHA|
3t L8} ofMl= AWS SDK 2! =7 & X OFLHME EESHAMIL.

o] =X QIE FH0| U= F? SDKE Chg 2M=I(7HE £30M 7t ¥ 3)E WELICH

FO
3
).
N

P
A

o

@
0

g'l_l

rr
N

o

<
endpointOverrideE &%t ZEI0[UE =& F4
g e
JVM A|AHI &M
3/ AWS 7 ot
THE AWS ZIMg J|Hte 2 §tE 7|E AEZQIE

2
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MHIAY AEZQIE T A

LT AWS MH[AO0E T AH|AQF ZHEAE =7 JAIEZQIE 4 FM0| U&LICH CHE
of ILCt.

Amazon S3 ¢ E 74

Amazon S3&= S3Configuration E2{AE Sall ot A=EXZQIE TS X[HFLICH

« dualstackEnabled - IPv6 X|¥ Al

« accelerateModeEnabled - S3 Transfer Acceleration AFHE

pathStyleAccessEnabled - 7t& SARAICHA ZZ2 A HMA AL
« useArnRegionEnabled - AZA Z|T 27%0] ARNL| Z2|H AFE
|:

« fipsModeEnabled - 2H2 FIPS &= CIER EIRE

Example S3¥ A=EZQIE SM 7

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.s3.S3Client;
import software.amazon.awssdk.services.s3.S3Configuration;

S3Client s3 = S3Client.builder()
.region(Region.US_WEST_2)
.serviceConfiguration(S3Configuration.builder()
.accelerateModeEnabled(true)
.dualstackEnabled(true)
.pathStyleAccessEnabled(false)
.fipsModeEnabled(true)
.build())

.build();

DynamoDB2| AR A= X QIE HMZ A& 574Lt DynamoDB 2Z 0 91Z45t04 El|A

0II

F

1

m>

O
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Example DynamoDB 270 @124

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.dynamodb.DynamoDbClient;
import java.net.URI;

DynamoDbClient dynamoDb = DynamoDbClient.builder()
.endpointOverride(URI.create("http://localhost:8000"))
// The region is meaningless for DynamoDB local but required for the client
builder.
.region(Region.US_WEST_2)
.build();

L3t DynamoDBE ZEOAM PG HLE 2|F HHEE AIE5t0d 7HE £ U HE 7|H = ZIE
A2 XIMELICE S oiRlol A BEtOIHES BHE I TS0l M AN 7|H ASEOIE ASS A
g siAlsts WHE HEodELICHTIE 4 M3).
DynamoDbClient dynamoDbClient = DynamoDbClient.builder()
.region(Region.US_EAST_1)
.accountIdEndpointMode(AccountIdEndpointMode.DISABLED)
.build();
e AbE
AWS SDK for Java 2.x0lM HIEZXQIEE F & [ CtS 2Y ALHIE T EdstAIR.
- EHEHAEZQIE QF FH A - B8 M AAR SE Es BE0NY, HAE, Z2EHM) 7
of CtE =X QIE | AWS 74 THUS AFS T LICH.
- OHEEFo|ME AEZQIEN ZE L) 74 AIS - ofZE[F 02| MAof| K= A=ZQIEN Eit
O|HE Y49 endpointOverride HMEE AFEELICEH
- S e XE-AEXREE Yol M & 28 Mo ASLE 2lrE xI-Fe Lt
. SERHACEOE RYHolo| Fo| - 2RY A= EOIE MEOE BE MulAo| WEE DI £ o
o)

E Afe Y


https://docs.aws.amazon.com/sdkref/latest/guide/feature-account-endpoints.html
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ol M HTTP E2}0|HE 34 AWS SDK for Java 2.x

o MMO|ME AMH|A Z2I0|¢1E| AF2E HTTP Z2}0|HEE 847351 AWS SDK for Java 2.x&
A25H0d HTTP 22I0|MEQ| 7|2 RS HZAE £ QI&LICH o] EHo M= SDKS| HTTP Z2+0|¢d
E U MXof el AZEict.

SDK for JavaOllM Al 7ts¢&F HTTP Z20(2

O

-,

7|4 HTTP 22t0|AUE

r

SDK for Java®l &7|Al HTTP 220|ME £ SdkHttpClient QIE{HO|AE F34ELICH S7|4 MH|A
Z2I0|A4E(0d: S3Client &= DynamoDbClient)E AF5t2{H S7|4 HTTP ECI0|HEE A&l
of &LICk = M 7Hel &7| HTTP 22t0|¢HEE AWS SDK for Java A3 & LCt.

ApacheHttpClient(7|£2f)

ApacheHttpCliente= 7| AMH|A ZEI0|MEE {8t 7|2 HTTP Z2t0|AHE LT
ApacheHttpClient FAd0f CHE LI Apache 7B HTTP 22I0|91E M8 HZEFIMIL.

AwsCrtHttpClient

AwsCrtHttpClient= =2 *2IZ 1t H|XIEH IO M3 & LIC 38 AWS #EF(CRT) Http Z2+0]
HEE 7[8to 2 gLICt AwsCrtHttpClientE F+435t10 MH|A ECHO|MER}; BH AFESHE &
20| CHEF REM|8H LI 2 the section called “AWS CRT 7|EF HTTP 22 0|21E 44" BT X SHA|
o

- .

UrlConnectionHttpClient

OHE 2|7 0| Mol A AtSst= &ot2| & EfAL EtO|EEE| =& %[A 35l E{H
UrlConnectionHttpClient& AF&3t™M ELICH UrlConnectionHttpClient 7+430f CHEH LI 2
URL ®Z 7|Bt HTTP EEI0|¢E F4&8 FZEFM L.

Apache5HttpClient

Apache5HttpClient= Apache 5.x HttpClientE 7|8t 2 FHApacheHttpClientEle| YC|0IE
E HHLCt HitpClient ™ 5.x= Apachedld M=o 2 R X| #E[st= 0|0 Java 21

of CHEt 7t& ABIE X[, SLF4JE S8 &4 E 2Z /04 S x4l Java O ZA|AHE SEHES
ApacheHttpClient AX|B 3040 A AFESt= O HTE JHMELICH Apache5SHttpClient=
g F HH™O| Java 2.x& AWS SDKOIME 7|82 S7|A EEI0|2EApacheHttpClient 2 CHAIE
LICH. APIQt 7|S0| SUstE 2 EEQI CHAMZ MEFLICH Apache5HttpClient T/dof CHER LK
82 Apache 5.x 7|8 HTTP Ec0|1E 242 XM L.
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https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/http/apache/ApacheHttpClient.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/http/crt/AwsCrtHttpClient.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/http/urlconnection/UrlConnectionHttpClient.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/http/apache5/Apache5HttpClient.html
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H|S7| 2cto|¢ME

SDK for Javal| H|S 7| HTTP 20| E £ SdkAsyncHttpClient QIE{H| O|AE F3ELICH HIS 7| M
HIA Z2H0|HE(M: S3AsyncClient B = DynamoDbAsyncClient)E& AFE35tEd™ H|IS7| HTTP 2
ZlO|HHEE Al2sHof &L|Ct = F 742 HIS 7| HTTP 22t0|1EE AWS SDK for Java M2 g L|Ct.

NettyNioAsyncHttpClient(7 £ Z})

NettynioAsynchTPClient= H|S7| Z2t0|HEJ}L A& St 712 HTTP Z2t0|1E LIt
NettyNioAsyncHttpClient T130i CHEt LH& 2 the section called “Netty 7|8 HTTP Z2t0|d

EE Fg's HxstMR.

AwsCrtAsyncHttpClient

AwsCrtAsyncHitpClient= AWS 3 & ZHEI(CRT) HTTP 2210|MEE (Rt 2 § L}
AwsCrtAsyncHttpClient T+440i CHEt LHE 2 the section called “AWS CRT 7|8t HTTP ZE}0|
E FH'E HXSHAM L.

HTTP £cto|d

m
[
Jal
Dl
ok

o o
HTTP 220llE T3#8 MEE I B 7hx| 20l0| A8 FLIC OHg MEE WA st ol 88
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oY AE =AM
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https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/http/async/SdkAsyncHttpClient.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/http/nio/netty/NettyNioAsyncHttpClient.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/http/crt/AwsCrtAsyncHttpClient.html
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Do you call AWS APIs that
require HTTP/2 support
such as AWS Kinesis
subscribeToShard API?

Mo /| don't know

Is your application
running in AWS
Lambda?

Mo /| don't know

What is more
important, low
latency or high

throughput?

low latency

Do you have a
requirement for
minimizing JAR

size or third-
party libraries?

‘fes—H: Metty (async) |

e, ~

Do you use sync e \
Yes > SDK clients or —Sync-»  AWS CRT (sync) |

async 5DK clients? S 7
async »  AWS CRT (async) |
high throughput / Da you use sync e ™
— Tldon'tknow % SDK cllent:r» or —Sync=»  AWS CRT (sync) |

async SDK clients? S -
—————async——»{  AWS CRT (async) |

Ve » URL Connection
. (sync)
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o
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o
im
i
o
=
o

134



AWS SDK for Java 2.x

HTTP 22}0|21E H|1

Ct

0jo
keI

HTTP 22told  S7| =
E

Apache 7|gt S713t
HTTP £2t0]|2A

E

712 s713t
HTTP £2t0]|2A
E)
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rir

HIS 7|

o= Zt HTTP Z&0|AEof CHEh REAIEH HE T} LEeE A& LICH

A &dlloF stE B2
F2 MEIFEC F2 XA Alzte o
Zotes B A8

- OHZ 2|70 MO|of M Al Sl B2
A2 AWS Lambda

B K AR g2 HElge
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rir

CHE HTTP 22t
O|21E0f H|GH Al
% Alztol =2

Amazon
APIGateway
Update Zfedmt
7I-2 OII=| API
of 28 HTTP
PATCH HIMEE
INF=le NS

Cl2 Java A|AE
HMe x| K|
et&LCt.

* javax.net
.ssl.keyStore

* javax.net
.ssl.keyS
torePassword

* javax.net
.ssl.trustStore

* javax.net
.ssl.trus
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HTTP Z2i0| S7| == H|57]
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HTTP £2}0|A S7| E= HIS7|  AL&dlof st= B2 Agt 2 B

E

AWS CRT 7|t} HIS 7| « OZ2|71|0|M0| AWS Lambda0dilA{  +KinesisAs

HISZ| HTTP & A B2 F AE ynClient

oto|HE o xlof AlZtach s xalze 2 Transcrib
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* javax.net
.ssl.keyStore

* javax.net
.ssl.keyS
torePassword

* javax.net
.ssl.trustStore

* javax.net
.ssl.trus
tStorePas
sword
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AOLE 7+ 7|84

AWS SDK for Java 2.x (H{7T 2.17.102 O|&h) & ADIE 7+ 7|2 7|2 MSELICL O] 7|S2 HTTP
ZC0[ME| FES FX| = CHE £80 & F 7Hel HTTP %EPOI‘PJE £82 2|™stELct
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AOIE M 7|22t A 2A7F M2 7|23 2E 212 7|89 2 connectTimeoutInMillis &l

tlsNegotiationTimeoutInMillis &4dof At ZfS MM ELICH o EE[7|0|Me| o e
7|2 me zte MEfst ok

HAEZE —"T1Hd

MEdst= 2ol CHEt RHAIEH LA

jo

ADPE T 7184 2 ofE2IFH oMol 7HE XMEHst T8 2E U
2 AWS SDK & 5; EZE OHHME B ESIML

CIE22 ol Z2|F|o|Me| 7|82 REE M™M™ESHE Ul 7FR| 2ed Lt
Service client

MH|A ZEI0|ME L E A8 36104 MH|A ZE0|MEM 2 7|2 ZEE FHStM2. TS of
Mol M= DynamoDbClientod| CHE 7|& ZESE'E.' HAIZ auto2 M™EELICH

DynamoDbClient ddbClient = DynamoDbClient.buildexr()
.defaultsMode(DefaultsMode.AUTO)
.build();

System property

aws.defaultsMode A|AR]I &2 AFE35I0{ 7|2 EEE X|HE = U&LICE Javaol M A|AE]
a —
=

L£4E HYsts 2 AlH|A 2E0|UEE £7[3tst7| Tol| 88 dEsloF &LCh.

HiEH
o H

rr
fjo

CHS KoM= Javadll M DHE A|AR £HE AE5H0{ 7|E EEE autoz st
HoiE LI

System.setProperty("aws.defaultsMode", "auto");

CHS 6Xl= java BEQ| -D SME AL835t04 7|22 ZREE autoz HHstE EHE EoiEL
Ct.

java -Daws.defaultsMode=auto

Environment variable

rHI
|r|
M
rx
i
9'I1
C
ful

B4~ AWS_DEFAULTS_MODEZS| g2 A’H5t0{ ofZ2|70|Me| 7|

i
O\I

ChE HEE= 83 #H+E auto AL85H04 7|22t RE2| 2t 2 d™st7| flsl A&dst= WHEE Eod
S
=
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https://docs.aws.amazon.com/sdkref/latest/guide/feature-smart-config-defaults.html
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=

29 AA| Ed HE8 MY e WY
Linux, macOS EE &= Unix export AWS_DEFAULTS_MODE=auto
Windows set AWS_DEFAULTS_MODE=auto

AWS config file

CH2 oflM2t 20l 28 AWS config IF0l defaults_mode 4 £M4E FIHE £ &L

[default]
defaults_mode = auto
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AAR &4, 87 4 s AWS T4 THYS A8SH0] 7|2 @
R RN Qi LIt

httpClientBuilder() HIMEZ HTTP 22I0|1EE HESIH YE FQI QIAE AT M

Ho| M ELICh of7|of 22 oiX|7t Lot J&LICH O] oix| 2| Netty 7|8t HTTP 22t0|HME=
connectTimeoutInMillis & t1sNegotiationTimeoutInMillisOil CHEH HMHX o= MY E
BE 7|8 2E 72t MEolgLct

Apache 7|2t HTTP 22}0|HE MH

AWS SDK for Java 2.x2| 57| MH|A Z2}0|¢E &= 7|22 0 2 Apache 7|8t HTTP 221 0|Q1E,

ApacheHttpClient& AF& & LICt. SDKQ| ApacheHttpClient= Apache HTTPClientE 7|8t 2 &

L|cth.

SDKE EC &7l H 2K 752 ¢ Me UrIConnectionHttpCIient% MS&ct
UrlConnectionHttpClient 30| CHE LHE 2 the section called “URL 942 7|8t HTTP £2+0|

i

E T8 AN

UE 4 SM ™A E E 4™ ApacheHittpClient.Builder &

ApacheHttpClientOA A&
ProxyConfiguration.Builder® & Z=

o 4
g

ApacheHttpClient 2AA

CHE 20| A HWA|XOI M 9l0| ApacheHttpClientE AFEFLICH AMH|A 2E2I0|MEE MR1st
4

ZtS 2 ApacheHttpClientE T AEFLICH

Apache 7|2t HTTP 22I0|21E MH
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https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/http/apache/ApacheHttpClient.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/http/apache/ApacheHttpClient.html
https://hc.apache.org/httpcomponents-client-4.5.x/index.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/http/urlconnection/UrlConnectionHttpClient.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/http/apache/ApacheHttpClient.Builder.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/http/apache/ProxyConfiguration.Builder.html
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ApacheHttpClientE& BA|Me =z Fdst 7Lt 042] AMH|A Z2t0|HEL; BH A& stedH T -oi
AEE = UEF sfiok gfLic

74

i
5]
0]

MavenOi| A AMH|A Z2t0|1Eo| CiEt B&54S M5t ™ SDK7} apache-client OtE I*LHE 1| HE}
& BLEE FIHELICE Ol A 5t HEFRI0|= ApacheHttpClient ZEMA ECHAE AFSE
UK Hmd Ellol= AF8E = Q& LICH Apache 7|8 HTTP 22t0|HEE F45HK| £E a2
£88 XI'gstX| 2fote ELct

Maven pom.xml Tt Q| C}& XML ZE Z=ZtoflM <artifactId>s3</artifac
M2 XSS ZE Apache 7B HTTP 22I0|MEE EE{SLICH (R FHES MAHE o= sl
Ct.

t
H
o
\4
HU
rx
e
i
O
I

<dependencyManagement>
<dependencies>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>bom</artifactId>
<version>2.27.21</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>
<dependencies>
<!-- The s3 dependency automatically adds a runtime dependency on the
ApacheHttpClient-->
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>s3</artifactId>
</dependency>
</dependencies>

Olz{8t 3L S AH85tHM ApacheHttpClient 2tO|EE{E|7t HEIY 24 ZEojot leaz
HTTP T8 HEY =+ glaLlch

74

/5]
0]

ApacheHttpClientE& T5ted™ ATt Y [ apache-client 2t0|E2{2|0] CHEt S&HMH 2 F7H5H
of &ct.
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ApacheHttpClientE F45t24™ CtZ Maven pom. xml I+ i K& & ZHM|L.

<dependencyManagement>
<dependencies>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>bom</artifactId>
<version>2.27.21</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>
<dependencies>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>s3</artifactId>

</dependency>

<l-- By adding the apache-client dependency, ApacheHttpClient will be added to
the compile classpath so you can configure it. -->

<dependency>

<groupId>software.amazon.awssdk</groupId>
<artifactId>apache-client</artifactId>
</dependency>
</dependencies>

ApacheHttpClient A 2! 74

MH|A 22I0|HE 51 &7 ApacheHttpClientl] QIAEA S T A 7L} 048] MH|A EE}0|
HEOM SFTF U QIAHAE FMHE = UsLCH

2 Alell: MH|A Z2210|9E M8 ApacheHttpClient QIAEA X|H

ApacheHttpClientQ| QIAEIAE F M8l of Sl= B2 & ApacheHttpClient QIABHAE T
F5t= 20| E&LICt MH|A 220 E YOl httpClientBuilder HAMEE AFSSHHE ElL
Ct. O|Z | 5tT4 SDKO|M HTTP 2ZI0|¢UEL| =& F7|& HEISIEE O O|& ER35HX| §i2

ApacheHttpClient QIARHAE SE5X| 2I2 42 HAMR HEE| 5+ UX[E = A&LICH
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https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/http/apache/ApacheHttpClient.Builder.html
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CHS oMo M E S3Client QIAEAE ’é'i A5l maxConnections 2 connectionTimeout
2f 3t 270 ApacheHttpCliento| LHY QUARIAE FEFLICEH HTTP QARAE
S3Client.Builder2| httpCllentBu1lder HMEE ArE5to{ M EL|CH

7t LCH.

import software.amazon.awssdk.http.apache.ApacheHttpClient;
import software.amazon.awssdk.services.s3.S3Client;
import java.time.Duration;

=

S3Client s3Client = S3Client // Singleton: Use the s3Client for all requests.
.builder()
.httpClientBuilder(ApacheHttpClient.builder()
.maxConnections(100)
.connectionTimeout(Duration.ofSeconds(5))
).build();

// Perform work with the s3Client.

s3Client.close(); // Requests completed: Close all service clients.

=0

CHOt M2 & Al ApacheHttpClient QIAEA T

ofZE[FolMel ElAaA W HEE| AHEFE FFE{H ApacheHttpClientE 7451 04E] MHH[A
ZCto|UENM SRY & JAEGLICH HTTP 2 £0| SREIEE 2[4 AEF0| Eo{ELICH

® Note
ApacheHttpClient QIAEHAE SRE E2 W7 |& EH|7I &M QIATHAE Eotof g LCt
SDKE MH|A E8t0|HET 2El Ml QIAEAE B X| ot&LCt

CtS oxl= & MH|A Z2E0|AHE M AFESHE Apache 7|8 HTTP E2I0|MEE 2 %r“ 04| Al &
LICt Tt El ApacheHttpClient QIAEAE ZF EIH{O| httpClient HMER ME |EP AH]
A ZPIO|MEQ HTTP 22I0|ME 7 I O|AF O SHX| toMH I EJ} HA|XoZ &

HTTP 2Ct0[HEE DiX[Ho 2 E&LT

—I_

7tX{ZLCH.
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software.
software.
software.
software.

import
import
import
import

amazon.
amazon.
amazon.
amazon.

IE

SdkHttpClient apacheHtt

awssdk.http.SdkHttpClient;
awssdk.http.apache.ApacheHttpClient;
awssdk.services.dynamodb.DynamoDbClient;
awssdk.services.s3.S3Client;

pClient = ApacheHttpClient.builder()

.maxConnections(100).build();

// Singletons: Use the
S3Client s3Client
S3Client.buildexr()

s3Client and dynamoDbClient for all requests.

.httpClient(apacheHttpClient).build();

DynamoDbClient dynamoDbClient

DynamoDbClient.builder()
.httpClient(apacheHttpClient).build();

// Perform work with the s3Client and dynamoDbClient.

// Requests completed:
s3Client.close();
dynamoDbClient.close();

apacheHttpClient.close();

ZSA TS oA

M

i)

P

FE XZ2 Apache HTTP ZE2I0|UE 8 T A

Close all service clients.

// Explicitly close apacheHttpClient.

=1
=

CE ME

74

jn

SdkHttpClient apacheHttpClient

ApacheHttpClient.builder()

ZE A F-ol i

.proxyConfiguration(ProxyConfiguration.buildexr()
.endpoint(URI.create("http://example.com:1234"))
.username("username")

.password("password")
.addNonProxyHost("localhost")
.addNonProxyHost("host.example.com")

.build())
.build();
St= Java A|l&BR] £E2 OFS BEE ZE =70 Li2t &L

Apache 7|2t HTTP 22+0|
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https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/http/apache/ProxyConfiguration.Builder.html
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$ java -Dhttp.proxyHost=example.com -Dhttp.proxyPort=1234 -Dhttp.proxyUser=username \
-Dhttp.proxyPassword=password -Dhttp.nonProxyHosts=localhost|host.example.com -cp ...

App

ok

I8 H-E M8t Aot SSE 82 s &Lt

// Set the following environment variables.
// $ export HTTP_PROXY="http://username:passwordeexample.com:1234"
// $ export NO_PROXY="localhost|host.example.com"

// Set the 'useSystemPropertyValues' to false on the proxy configuration.
SdkHttpClient apacheHttpClient = ApacheHttpClient.buildexr()
.proxyConfiguration(ProxyConfiguration.builder()
.useSystemPropertyValues(Boolean.FALSE)
.build())
.build();

// Run the application.
// $ java -cp ... App

@® Note
Apache HTTP Z2t0|¢E &= R HTTPS Z S A| A|AH! & 40|LE HTTPS_PROXY &4 #H=
E X|etR| f&LICh

URL @14 7|8t HTTP 2ZI0|¢E 7

AWS SDK for Java 2.x= 7|22t ApacheHttpClientoi HIGH 7k
UrlConnectionHttpClient HTTP Z2t0|YEE MBS LICt UrlConnectionHttpClient=
Java®| URLConnectionE& 7|Et2 2 &rL|C}

7} 2 X|2F 7| s 0|

T
&2 MLt

UrlConnectionHttpClient&= Apache 7|8 HTTP Z2I0|HEELC EE &
o MaUch 22 2271 o -2 7| =20i| Java AWS Lambda &H2=of] =155t

UrlConnectionHttpClientOll= HMAE = U= ofgd 74 7ts8 SM0| /U&LCH

® Note
UrlConnectionHttpClientOME= HTTP PATCH HIMEE X|5HK| f&LICH.

0%
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https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/http/urlconnection/UrlConnectionHttpClient.html
https://docs.oracle.com/en/java/javase/17/docs/api/java.base/java/net/URLConnection.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/http/urlconnection/UrlConnectionHttpClient.Builder.html
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AU AWS API ZH4oll= PATCH 20| Ze8tLich ol &t¢f ol&2 Yetso=z
Update*Z A|ZrgfLIC} CHS 2 & 74X o &I LC}.

« AWS Security Hub CSPM APIO|A2] & 7} X| Update* A 41t BatchUpdateFindings &4

- 2 E Amazon API Gateway API Update* = ¢

UrlConnectionHttpClientE& AIEE = U= B TX AFE FQ AWS MH|A S| API
ZE HESHR. 2RF 20| PATCH X2 AL SH=X| & QISHMIR.

UrlConnectionHttpClient A&

UrlConnectionHttpClientE& F 45t AFE5tE{™ pom.xml LA S| url-connection-client
Maven OtE|®Eof CHE &S Mdsof &Lt

ApacheHttpClient®t & 2| UrlConnectionHttpClient= Z2EMEN AHS2 2 FIIE[X| §fo

Bz A8XtE 0|8 A2 2 Mdstof &LCH

pom.xml TtAUQ| C}F oi|All= HTTP S2t0|HEE A8t Fdst= Ol ER8t 592 HoiEL

Ct.

<dependencyManagement>
<dependencies>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>bom</artifactId>
<version>2.27.21</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>

<l-- other dependencies such as s3 or dynamodb -->
<dependencies>
<dependency>

<groupId>software.amazon.awssdk</groupId>
<artifactId>url-connection-client</artifactId>

</dependency>

145

0%

URL @122 7|8 HTTP E2}0|2E +


https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_Operations.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_BatchUpdateFindings.html
https://docs.aws.amazon.com/apigateway/latest/api/API_UpdateAccount.html
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</dependencies>

UrlConnectionHttpClient AFE L T4

MH|A 22t0|HE 51 874 UrlConnectionHttpClient Q| QIAEIAE F A5 7LE 048] MH]
A ZEI0|HENM SRIITS B QUAHAE FJ& 5= Q&LICH

2 A& 3HE URLConnectionHttpClient.Builderg AM&3+04 URLConnection 7|2t HTTP E&t
Eol &£ FogLCt

2 AFEl: MH|A 2210|21E 8 UrlConnectionHttpClient QIAEA X|H

UrlConnectionHttpClientQ| QIAFE
UrlConnectionHttpClient QIAE
httpClientBuilder HIMEE AtS5tH

7|1 #ESIEE 0|4 HREHX| et
A2 Al HEE 8 UX[E =

. O|=H| PEH SDK01IA-I HTTP 3E‘_|-O|0'|E o| NS
lConnectlonHttpCllent OIAEIAE ZZ5IX| oS

CtZ oAM= S3Client QIARHAE MMt socketTimeout & proxyConfiguration Z{ot
g7 UrlConnectionHttpClientl| LHE QIAEAE FHEFLICH O| proxyConfiguration MIA]
EE Consumer<ProxyConfiguration.Builder> §& 9| Java HCt E3HAS AMSELICH

7t LCh.

import software.amazon.awssdk.http.SdkHttpClient;

import software.amazon.awssdk.http.urlconnection.UrlConnectionHttpClient;
import java.net.URI;

import java.time.Duration;

e =

// Singleton: Use the s3Client for all requests.
S3Client s3Client =
S3Client.builder()
.httpClientBuilder(UrlConnectionHttpClient.buildexr()
.socketTimeout(Duration.ofMinutes(5))
.proxyConfiguration(proxy -> proxy.endpoint(URI.create("http://
proxy.mydomain.net:8888"))))
.credentialsProvider(EnvironmentVariableCredentialsProvider.create())
.build();
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https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/http/urlconnection/UrlConnectionHttpClient.Builder.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/http/urlconnection/ProxyConfiguration.Builder.html
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// Perform work with the s3Client.

s3Client.close(); // Requests completed: Close the s3client.

CHOt M2 2 Al UrlConnectionHttpClient RIARHA IR

OHEE|Fo|Mal ElAA L HZE AA8ES WFE{M UrlConnectionHttpClientE F435+1 0
B AMH|A 2E0|MENM BRE & UELICH HTTP 012 20| SREIZZE ElAA AIB™0| E0{E
L|CF.

® Note

CIS oXlE & MH|A EEL0|HE T AHE 5= URLConnection 7|8 HTTP 22I0|HEE F A& LICT
TAE UrlConnectionHttpClient QIAEIAE ZH BI{Q| httpClient HIMEZE TMEEILICH A
HIA Z2t0[HEQ} HTTP ZC0[HEJ 0|4 ER5tK| pte™M I =7t HAMO R EFSLICH ZEE
HTTP 22t0|MEE n}x|etez EaLch

7tX{ZLCh.

import software.amazon.awssdk.auth.credentials.EnvironmentVariableCredentialsProvider;
import software.amazon.awssdk.awscore.defaultsmode.DefaultsMode;

import software.amazon.awssdk.http.SdkHttpClient;

import software.amazon.awssdk.http.urlconnection.ProxyConfiguration;

import software.amazon.awssdk.http.urlconnection.UrlConnectionHttpClient;

import software.amazon.awssdk.services.dynamodb.DynamoDbClient;

import software.amazon.awssdk.services.s3.S3Client;

import java.net.URI;

import java.time.Duration;

Ic

SdkHttpClient urlHttpClient = UrlConnectionHttpClient.create();

// Singletons: Use the s3Client and dynamoDbClient for all requests.
S3Client s3Client =
S3Client.builder()
.httpClient(urlHttpClient)

URL @122 7|8 HTTP E2}0|2E +
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.defaultsMode(DefaultsMode.IN_REGION)

.credentialsProvider(EnvironmentVariableCredentialsProvider.create())
.build();

DynamoDbClient dynamoDbClient =
DynamoDbClient.builder()
.httpClient(urlHttpClient)
.defaultsMode(DefaultsMode.IN_REGION)
.credentialsProvider(EnvironmentVariableCredentialsProvider.create())
.build();

// Perform work with the s3Client and dynamoDbClient.

// Requests completed: Close all service clients.
s3Client.close();

dynamoDbClient.close();

urlHttpClient.close();

URLConnectionHttpClientZ ApacheHttpClient2} &7 AL

O Z2|7|0|440| M UrlConnectionHttpClientE AL 35tE B AH|A ECH0|ME YUHO|
httpClientBuilder HIMEE A835l094 Zf AMH|A 22I0|1E 0| URLConnectionHttpClient Q!
ABIA EEE= ApacheHttpClient QIABAE MS35HoF & LICH

Z2020lA 042] MHIA BEHOIMEE AL ST 01 5 x| EHES B BHEE o o7t watst

L|C.

B MH|A Z2tOI2ETJt UrlConnectionHttpClient QIARHAE AIESIE & T /0] UEL
CH.

« CHE MH|A EEI0|YMEE httpClient() = httpClientBuilder() HMEZR HAMoZ &
E&tX| o1 7|27k ApacheHttpClientS AFEFLICH

ofele Z A BEo|M 042 HTTP #+340| HZAE|IZ2 S LIEFHL|CE.

CIS oA 2= =ZF2 0i 2|2 o|o{&IL|Ct.

// The dynamoDbClient uses the UrlConnectionHttpClient

DynamoDbClient dynamoDbClient = DynamoDbClient.builder()
.httpClient(UrlConnectionHttpClient.create())
.build();

URL @122 7|8 HTTP E2}0|2E +
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// The s3Client below uses the ApacheHttpClient at runtime, without specifying it.

// An SdkClientException is thrown with the message that multiple HTTP implementations
were found on the classpath.

S3Client s3Client = S3Client.create();

// Perform work with the s3Client and dynamoDbClient.

dynamoDbClient.close();
s3Client.close();

S3Client& ApacheHttpClientE BAIMOZE F45t0{ of| 2| & Y X|FHMIR.

DynamoDbClient dynamoDbClient = DynamoDbClient.builder()
.httpClient(UrlConnectionHttpClient.create())
.build();

S3Client s3Client = S3Client.builder()

.httpClient(ApacheHttpClient.create()) // Explicitly build the
ApacheHttpClient.
.build();

// Perform work with the s3Client and dynamoDbClient.

dynamoDbClient.close();
s3Client.close();

(® Note

ApacheHttpClientE YA|MOZ PHEP{M Maven Z2ME 19| apache-clientO}E]
HEH CHEt SEMHS FItstof #LICt

ZSA FE oA

1

1jo

2 3E 222 URL GIZ HTTP 22l0|HER

|

SAFE LHE ASE LI

SdkHttpClient urlHttpClient = UrlConnectionHttpClient.buildexr()
.proxyConfiguration(ProxyConfiguration.builder()
.endpoint(URI.create("http://example.com:1234"))
.username("username")
.password("password")
.addNonProxyHost("localhost")

URL 9478 7|8 HTTP 22l0|ME 7
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https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/http/urlconnection/ProxyConfiguration.Builder.html
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addNonProxyHost("host.example.com")
.build())

.build();
BHE I= ZZtol| Lot AU&Lch.

Ojo

F5t= Java A|lAEI S22 CF

IEA M0 s
$ java -Dhttp.proxyHost=example.com -Dhttp.proxyPort=1234 -Dhttp.proxyUser=username \

-Dhttp.proxyPassword=password -Dhttp.nonProxyHosts=localhost|host.example.com -cp

// Set the following environment variables
// $ export HTTP_PROXY="http://username:passwordeexample.com:1234"

// $ export NO_PROXY="localhost|host.example.com"
to false on the proxy configuration

useSystemPropertyValues
UrlConnectionHttpClient.buildex()

// Set the '
SdkHttpClient apacheHttpClient =
proxyConfiguration(ProxyConfiguration.builder()
useSystemPropertyValues(Boolean.FALSE)
.build())
.build();
// Run the application
// $ java -cp ... App
@ Note
URL @474 7|8t HTTP 22t0|MEE 34X HTTPS Z = A| A|AR] £440[Lt HTTPS_PROXY &
a M E K| st x| et&Lct
Netty 7|2t HTTP 2cI0|HEE 74
AWS SDK for Java 2.x0{| M HIS 7| 2 {8t 7|2 HTTP 220U E = Netty 7|
Z2l0|MHEE Netty ZEXMEO| HIS7| O|HE 7|8 HE

NettyNioAsyncHttpClient® LIC}. Netty 7|t
3 oI E 7|t 2 Fhich.
HEE AM8E

CHA HTTP 22t0|HEZ M M AWSCRT 7|82 HTTP ZE10| 2= Ql&LICtH O] =0 A
st= Y¥E 2o ELICH

T oHE=E —

NettyNioAsyncHttpClientE TA5tE &

EE 74
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https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/http/nio/netty/NettyNioAsyncHttpClient.html
https://netty.io/
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NettyNioAsyncHttpClient HAllA
iR 2ol 32 HIS7| Z2 a0l M= BAIM! 74 ¢10[ NettyNioAsyncHttpClientE ALEE
LICt HIS 7| MH|A EC0|HEE M5l SDK7F E& 2f2 2 NettyNioAsyncHttpClientE F

AefLict.

NettyNioAsyncHttpClientE BA|MSE Fd8t7{Lt 048] HH|A EEIO|HEL} & AHE5tE{H
T MA8E = UL S sHok gLict.

MavenOi M AMH|A Z2t0|Eoof CHEt S&HE 112151 H SDK7} netty-nio-client OE[HEO]
AM 7|.
o

HEFQ SE S FIHELICEH o|F A 51 THEFI0l= NettyNioAsyncHttpClient Z =0 ScH
AE MEE & UXIEH Ao YU Ef o= AHSE = I&LICE Netty 7|8 HTTP E2t0|UEE FJ6HK|
ol 4% 554 E XIHsHK| ot EuCt

Maven pom.xml I} o] C}S XML ZE ZZtof|M <artifactId>dynamodb-enhanced</

artifactId>Z MAHE FHH2 MO|XM 2 Netty 7|8 HTTP E2I0|HEE ESLICL M2 55
M2 Moist Zlo= oiaLct.

=4l lL- HAHE

<dependencyManagement>
<dependencies>
<dependency>
<groupIld>software.amazon.awssdk</groupId>
<artifactId>bom</artifactId>
<version>2.27.21</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>
<dependencies>
<dependency>
<groupIld>software.amazon.awssdk</groupId>
<artifactId>dynamodb-enhanced</artifactId>
</dependency>
</dependencies>

Olz{8t 3L S AH85H NettyNioAsyncHttpClient 2tO|E2{E|7t THELR! ZeiA Z2of 2k
CEZ HTTP 88 HEY = gl&Lch

Z
@
<
N
T
T
-
—
o
ju
m
]
4l
0z

151



AWS SDK for Java 2.x H™ 2.x& 7HE Rt 7t0|=

74

ME

(@]
I

NettyNioAsyncHttpClientE& F45t2{™ Ao [ netty-nio-client OE[HE CHEt B
Mg FItslok gLict.

NettyNioAsyncHttpClientE F45t2i™ CtZ Maven pom. xml I+ oK E X 6HM|L.

<dependencyManagement>
<dependencies>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>bom</artifactId>
<version>2.27.21</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>
<dependencies>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>dynamodb-enhanced</artifactId>
</dependency>
<!l-- By adding the netty-nio-client dependency, NettyNioAsyncHttpClient will
be
added to the compile classpath so you can configure it. -->
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>netty-nio-client</artifactId>
</dependency>
</dependencies>

NettyNioAsyncHttpClient At L T4

MH|A ZeH0|E 51} &7H NettyNioAsyncHttpClient Q| QIAEAE T35 7{LE 04 MH|
A ZEI0|HENM SRIZF B QUAHAE Fde = &L

0{= 22 AL EHE NettyNIOAsynchttpClient.BuilderE AFHE 35104 Netty 7|2 HTTP 2210|01E Q1A
HAO| HSME FELCH
Netty 7|8k HTTP 22I0|HEE 7 M 152
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28 AbEl: MH|A ZE10|HE & NettyNioAsyncHttpClient QAR A X|H

NettyNioAsyncHttpClientQ| QIAFE
NettyNioAsyncHttpClient QIAE st= Zd0| E&LICH AMH|A Z2t0|¢E 29
httpClientBuilder HMEZE AIE3IH Ct. O|Z | 514 SDKOMIM HTTP E2t0|MES| =& F
7|18 BElst2 2 O 0|4 ER 3K &2 I NettyNioAsyncHttpClient QIARAE EREHX| IS
A2 FMHMel HEE ++E UX|E = JU&LcH

5ol st B ™8
=
|L|

CH2 ol A|olAH= DynamoDbEnhancedAsyncClient QIAEHANM AFR E|E
DynamoDbAsyncClient QIAEAE OHEL|CE DynamonAsyncClient RIAE A=
connectionTimeout 2 maxConcurrency Z(0| 2= NettyNioAsyncHttpClient QIAEAT}

ZEHELICEH HTTP QIABIA = DynamoDbAsyncClient.Builder®| httpClientBuilder HIAME
E A|- 3|.o;| AHA—|EI L||:|-

7tX{ZLCH.

import software.amazon.awssdk.auth.credentials.EnvironmentVariableCredentialsProvider;
import software.amazon.awssdk.awscore.defaultsmode.DefaultsMode;

import software.amazon.awssdk.enhanced.dynamodb.DynamoDbEnhancedAsyncClient;

import
software.amazon.awssdk.enhanced.dynamodb.extensions.AutoGeneratedTimestampRecordExtension;
import software.amazon.awssdk.http.nio.netty.NettyNioAsyncHttpClient;

import software.amazon.awssdk.services.dynamodb.DynamoDbAsyncClient;

import java.time.Duration;

e =

// DynamoDbAsyncClient is the lower-level client used by the enhanced client.
DynamoDbAsyncClient dynamoDbAsyncClient =
DynamoDbAsyncClient
.builder()
.httpClientBuilder(NettyNioAsyncHttpClient.builder()
.connectionTimeout(Duration.ofMillis(5_000))
.maxConcurrency(100)
.tlsNegotiationTimeout(Duration.ofMillis(3_500)))
.defaultsMode(DefaultsMode.IN_REGION)
.credentialsProvider(EnvironmentVariableCredentialsProvider.create())
.build();

// Singleton: Use dynamoDbAsyncClient and enhancedClient for all requests.
DynamoDbEnhancedAsyncClient enhancedClient =
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DynamoDbEnhancedAsyncClient
.builder()
.dynamoDbClient(dynamoDbAsyncClient)
.extensions(AutoGeneratedTimestampRecordExtension.create())
.build();

// Perform work with the dynamoDbAsyncClient and enhancedClient.

// Requests completed: Close dynamoDbAsyncClient.
dynamoDbAsyncClient.close();

CHOH 2 & Al NettyNioAsyncHttpClient QIAEIA SR

OHZEZ|7Io|Mel Z|4aA W HEE A8 S W F2{™ NettyNioAsyncHttpClientE F445t1 0
o MH|A 22I0|HEM B RE £ USLICH HTTP 914 E0| IR EIIEZE S|AA AFEZ0| E045
LICF.

(® Note

NettyNioAsyncHttpClient QIABIAE ZREt 42 H 7| FH[7} E[H QAHAE Eot
of ELICt. SDKE MH|A ZEto|HET EE M QIAHAE B X| §f&LICH

CHS dlAl= F MH|A 22I0IME T AA83HE Netty 7|8 HTTP 22I0|91EE F/§LICH 2 MHE
NettyNioAsyncHttpClient QIAEHAE ZF BI{O| httpClient HMEZRE ™MEELICH MH|A &
2H0|IE S} HTTP 2aH0IRIE T} Cf 0|4 TR 5HK| Of oM T 7 HAIMO R BaLICH AEE HTTP
ZEI0|MEE O X|T 22 E&LCH.

7t LCh.

import software.amazon.awssdk.http.SdkHttpClient;

import software.amazon.awssdk.http.apache.ApacheHttpClient;
import software.amazon.awssdk.services.dynamodb.DynamoDbClient;
import software.amazon.awssdk.services.s3.S3Client;

Ic

// Create a NettyNioAsyncHttpClient shared instance.
SdkAsyncHttpClient nettyHttpClient =
NettyNioAsyncHttpClient.builder().maxConcurrency(100).build();
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// Singletons: Use the s3AsyncClient, dbAsyncClient, and enhancedAsyncClient for all
requests.
S3AsyncClient s3AsyncClient =
S3AsyncClient.buildexr()
.httpClient(nettyHttpClient)
.build();

DynamoDbAsyncClient dbAsyncClient =
DynamoDbAsyncClient.builder()
.httpClient(nettyHttpClient)
.defaultsMode(DefaultsMode.IN_REGION)

.credentialsProvider(EnvironmentVariableCredentialsProvider.create())
Lbuild();

DynamoDbEnhancedAsyncClient enhancedAsyncClient =
DynamoDbEnhancedAsyncClient.builder()
.dynamoDbClient(dbAsyncClient)

.extensions(AutoGeneratedTimestampRecordExtension.create())
.build();

// Perform work with s3AsyncClient, dbAsyncClient, and enhancedAsyncClient.

// Requests completed: Close all service clients.
s3AsyncClient.close();

dbAsyncClient.close()

nettyHttpClient.close(); // Explicitly close nettyHttpClient.

By 7Y
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import software.amazon.awssdk.http.Protocol;

import software.amazon.awssdk.http.ProtocolNegotiation;

import software.amazon.awssdk.http.async.SdkAsyncHttpClient;

import software.amazon.awssdk.http.nio.netty.NettyNioAsyncHttpClient;
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import
software.amazon.awssdk.services.transcribestreaming.TranscribeStreamingAsyncClient;

// Configure the Netty-based HTTP client to use the ALPN protocol.
SdkAsyncHttpClient nettyClient = NettyNioAsyncHttpClient.buildexr()
.protocol(Protocol.HTTP2)

.protocolNegotiation(ProtocolNegotiation.ALPN)
.build();
// Use the Netty-based HTTP client with a service client.
TranscribeStreamingAsyncClient transcribeClient =
TranscribeStreamingAsyncClient.builder()

.httpClient(nettyClient)

.build();

ALPN Z2EZ A2 #xf o|X I E =Ztat ZO|HTTP2 ZE2EE 20| MBH XS EHLCt

ZSA FE oA

r
4

0jo

P

FC ZZI2 Netty HTTP 22I0[HES ZEA| 74 2HE AISELICH

SdkAsyncHttpClient nettyHttpClient = NettyNioAsyncHttpClient.builder()
.proxyConfiguration(ProxyConfiguration.builder()
.scheme("https")
.host("myproxy")
.port(1234)
.username("username")
.password("password")
.nonProxyHosts(Set.of("localhost", "host.example.com"))
.build())
.build();

|I=I

E Al AMof| HESHE Java A|AEI SH2 O}

Ojo

HHE I TZtof| LIt U&Lch

$ java -Dhttps.proxyHost=myproxy -Dhttps.proxyPort=1234 -Dhttps.proxyUser=username \
-Dhttps.proxyPassword=password -Dhttp.nonProxyHosts=localhost|host.example.com -cp ...

App
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/A Important
HTTPS ZEA| A|IAE £4E AFE5I2dH Z=E0M scheme £4E httpsZ Al of &
LICt AZ|0F 40| ZEH| MHE[X| A2 F2 A7|0= HTTPR 7|2 MYEE|H SDKE
http.* A|IAE £40 3H&L|CH

A
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// Set the following environment variables.
// $ export HTTPS_PROXY="https://username:passwordemyproxy:1234"
// $ export NO_PROXY="localhost|host.example.com"

// Set the 'useSystemPropertyValues' to false on the proxy configuration.
SdkAsyncHttpClient nettyHttpClient = NettyNioAsyncHttpClient.builder()
.proxyConfiguration(ProxyConfiguration.builder()
.useSystemPropertyValues(Boolean.FALSE)
.build())
.build();

// Run the application.
// $ java -cp ... App

AWS CRT 7|Et HTTP Z2I0|HE 34

AWS CRT 7|gt HTTP Z2I0[1E 0= S7[4] AwsCrtHttpClientet H|S 7|4
AwsCrtAsyncHttpClient7t 24 &LICt. AWS CRT 7|gt HTTP 20| E &= Ct&3t Z2 HTTP E2+0[d
E 0|™4g NMZ¢gfLch.

. Cf WHE SDK AIZH AlZ
. Ci&e yzal 27

. CH7| AlZHEHS

. 17 NEf Bl

« DNS 2 i+ Al

SDK2| AWS CRT 7[gh 7 24

o| =20 AH=I AWS CRT 7|8t HTTP Z2}0|21EQF AWS CRT 7|8t S3 22I0|HE &= SDKe| ME
CIE M @A QlL]Ct
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https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/http/crt/AwsCrtAsyncHttpClient.html
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S7|A 2 H|S7|A AWS CRT 7|8t HTTP 22I0|21E = SDK HTTP 2210|21E QIE{H|0|AE 7345t
Zdoz, UMl HTTP E 410 AFZEILICI. SDKe| CIE S7| = HIS 7| HTTP 220|HEof CHEt
CHote 2 F713 01 0|-0| U&L|CH

AWS CRT 7|8 S3 220/ E & S3AsyncClient 2IE{HO|AE F38t W2 2, Amazon S3 A{H|A
A&35tE Ol AF8ElLICE Ol&= S3AsyncClient QIE{H| O|A 9| Java 7|EF 71349| CHRHO|H 0424 7PX|
|7C-Io 7;.||_._ol-|_||_—_|.

E M A BF AWS 22 THEIQ Q| 2lo|EE{2|E AF25HX|EF AWS CRT 7|8 HTTP 22I0|0E
= aws-c-s3 BlO|EEH2|E I-%%FXI olom S3 HE|TIE L2 E AP| 7|52 X|6HK| et&LCt. BHEH

Ls =

AWS CRT 7|6t S3 2 2}0|HE L= S3 HE|IIE YZE AP| 7|52 X|NSIEE EHE| TS L|USLCE

| AN EH

-||

AWS CRT 7|t HTTP Zc}0|E of KA A

AWS CRT 7|8t HTTP Zct0|HEE AI5tE{H HA Z2ME o F&H /M0 Z|4A BT 2.22.09| aws-
crt-client OIE|HEE F7I5tM2.

ct

1jo

2M 5 §LIE AFE3510d Maven pom. xml IS A& ELICH

® Note
Ol & S0{ oZ2|7|0|440] AWS Lambda B +0lM AAElE B2 HEIY S&5HQ 27| O
57 wxl|HoF 5t EAEL jar EME MBS SF MHE = U&LICH

Uber-jar option

7@ 2 = Linux, Windows 2! macOS & 02 Z3H& 9| HtO|L42|7} Z & E AWS CRT OtE| %
E 9| uber-jarg aws-crt-clientOM AMS & LICH

<project>
<properties>
<aws.sdk.java.version>2.29.10%*</aws.sdk.java.version>
</properties>
<dependencyManagement>
<dependencies>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>bom</artifactId>
<version>${aws.sdk.version}</version>
<type>pom</type>
<scope>import</scope>

N
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https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/s3/S3AsyncClient.html
https://docs.aws.amazon.com/sdkref/latest/guide/common-runtime.html
https://github.com/awslabs/aws-c-s3
https://docs.aws.amazon.com/AmazonS3/latest/userguide/mpuoverview.html
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</dependency>
</dependencies>
</dependencyManagement>
<dependencies>
<dependency>

<groupId>software.amazon.awssdk</groupId>

<artifactId>aws-crt-client</artifactId>
</dependency>

</dependencies>
</project>

I2d= Java SDK XS 2 HFEL|CF Maven Centralof| M Z| Al &

Java HEFIE AWS CRT 2lo|EE{2|e| ZSHEH HAM 2 2 H|§teted™ Uber-jar M Ct

S+
o| ¢Hd@gLct
« SDKQ| aws-crt-client OIE|ZE O] exclusions AE FIIgLICt O] M| &2 SDK7}

= =
- Zett £EH AWS CRT E2 & HTof et F&5H @A E FIIELICEH SHIE HEE AHsls
22 of2 AWS CRT OLE|HE B S AH™Hsts BHE HESHML
<project>
<properties>
<aws.sdk.java.version>2.29.l@1</aws.sdk.java.version>
</properties>
<dependencyManagement>
<dependencies>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>bom</artifactId>
<version>${aws.sdk.java.version}</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>
<dependencies>
<dependency>

<groupId>software.amazon.awssdk</groupId>
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https://central.sonatype.com/artifact/software.amazon.awssdk/bom
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<artifactId>aws-crt-client</artifactId>
<exclusions>
<exclusion>
<groupId>software.amazon.awssdk.crt</groupId>
<artifactId>aws-crt</artifactId>
</exclusion>
</exclusions>
</dependency>
<dependency>
<groupId>software.amazon.awssdk.crt</groupId>
<artifactId>aws-crt</artifactId>
<version>@.31.32</version>
<classifier>Zinux-x86_643</classifier>
</dependency>
</dependencies>

2 EAE HXE AI36l2{= Java SDK HE 2 2 HFELICH Maven Centralof A |41 &

“Uber-jar S M0l M X2 st software.amazon.awssdk crt:aws-crto| H™E HFELICH.
AWS CRT OlE|HE HHE &Qlst= BHAHE 22 B XstM L.

Sclassifier Zt2 BHEo| 722 HHELICH AL 7H5 3t 2t =2 AWS CRT for Java GitHub
HO|X|E HEstM2
AWS CRT OlE|HE H{XE &olst= BHA

Che EHAIE AF25104 ALR QI SDK for Java XTI} 3 8HE|= AWS CRT OIE|LE XS &0
gLt

1. Uber-jar 80| ZA|E CHE pom. xml IS MAMELICtH Ol MM ES S35l SDK7t 7|BMo 2
MZB8lE software.amazon.awssdk.crt:aws-crt| HAM S &Qlg £ l&L|Ct

2. ZZMEO|FRE(pom.xml It} S C|AE{Z])0l M CHS Maven B S A&HghL|CH
mvn dependency:tree -Dincludes=software.amazon.awssdk.crt:aws-crt

Maven2 CIHE %S e = UXIB, A= SD

software.amazon.awssdk.crt:aws-crt &

AE X222 2.29.10°| SDK HFI2 7|dlo 2 8t MZ =242 Ho{ZL|C}.

[INFO] org.example:yourProject:jar:1.0-SNAPSHOT
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[INFO] \- software.amazon.awssdk:aws-crt-client:jar:2.29.10:compile
[INFO] \- software.amazon.awssdk.crt:aws-crt:jar:0.31.3:compile

3. £20] software.amazon.awssdk.crt:aws-crt O}E|THE 0| CHSH EAICIE HEE Al
gtLICH O] B2 pom.xml mloi 0.31.3& F7F&LICH

AWS CRT 7|8t HTTP ECI0|91E A & 1M
MH|A S2}0|IEE Y= 8 [ AWS CRT 7|8 HTTP 22I0|HEE A5 HLl BHQ OIAEIAZ 31
245104 042 AH|A SEI0|HENA 28 4 QlaLct

Hl

Ol HHE AE =

LICH.

P

rin

in)
M

ol

AE23504 AWS CRT 7|8t HTTP Z2I0|1E QIAEA Q| £A42 L AIEH

D& AtRll: AMH[A 2EF0[AE ™M QIARA X|H

o

AWS CRT 7|8t HTTP 220|¢E Q| QIAEHAE F M3l of 5t= B MH|A ECI0|HES &7 YE
501 QIARAE MECoE A85te W0l E&LICH MH[A ZE2H0[HE LHO| httpClientBuilder
HMEE ArE5tH ELICH O[E A 6™ HTTP 22to|HE S| =8 F7[7} SDKO| ol #E[ZI22 I:4
O|A ZIQ5tK| &2 [ AWS CRT 7|Ht HTTP 22}0|1E QIAEAE FE235X| %2 AR HZEE F
ts8g Yxlet= dl =&0| Eulct

CtZ oMol = S3 MH|A EEI0|MEE M35l connectionTimeout & maxConcurrency 2t
2 A&3t04 AWS CRT 7|8k HTTP Z2I0|EE & LCt

Synchronous client

7tXZLCk.

import software.amazon.awssdk.http.crt.AwsCrtHttpClient;
import software.amazon.awssdk.services.s3.S3Client;
import java.time.Duration;

s =

// Singleton: Use s3Client for all requests.
S3Client s3Client = S3Client.builder()
.httpClientBuilder(AwsCrtHttpClient
.builder()
.connectionTimeout(Duration.ofSeconds(3))
.maxConcurrency(100))

N
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https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/http/crt/AwsCrtHttpClient.Builder.html
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.build();
// Perform work with the s3Client.

// Requests completed: Close the s3Client.
s3Client.close();

Asynchronous client

7tX{SL|C}.

import software.amazon.awssdk.http.crt.AwsCrtAsyncHttpClient;
import software.amazon.awssdk.services.s3.S3AsyncClient;
import java.time.Duration;

Ic

// Singleton: Use s3AsyncClient for all requests.
S3AsyncClient s3AsyncClient = S3AsyncClient.builder()
.httpClientBuilder(AwsCrtAsyncHttpClient
.builder()
.connectionTimeout(Duration.ofSeconds(3))
.maxConcurrency(100))
.build();

// Perform work with the s3AsyncClient.

// Requests completed: Close the s3AsyncClient.
s3AsyncClient.close();

OHZz|7{o|Mo| 2|AA Al i

2| A2 SFP4{H AWS CRT 7|8 HTTP Z210|1EE M5t
0424 AMH|A EEI0|MHENM SRE = U&LICH HTTP 014 £0| 3REIEE E|lAA AT 0| E0
ELiCt
(® Note
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CHZ olAlE connectionTimeout %! maxConcurrency #2 AF&3t0{ AWS CRT 7|8t HTTP &t
O|ME QIAFAE FYELICH FHE QARAE ZF MH|A ZEI0|HUE HHO| httpClient HIA
C 2 MEELICH MH|A ZE2I0|UEQ HTTP E2t0[AE 7L Ol ER5HK| o™ HA[Ho = Bl
Lich. HTTP 22t0leiE 7} nhxlsto 2 2Lt

Synchronous client

7tX{SLC}.

import
software.amazon.awssdk.auth.credentials.EnvironmentVariableCredentialsProvider;

import software.amazon.awssdk.awscore.defaultsmode.DefaultsMode;

import software.amazon.awssdk.http.SdkHttpClient;

import software.amazon.awssdk.http.crt.AwsCrtHttpClient;

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.dynamodb.DynamoDbClient;

import software.amazon.awssdk.services.s3.S3Client;

import java.time.Duration;

=

// Create an AwsCrtHttpClient shared instance.
SdkHttpClient crtHttpClient = AwsCrtHttpClient.builder()
.connectionTimeout(Duration.ofSeconds(3))
.maxConcurrency(100)
.build();

// Singletons: Use the s3Client and dynamoDbClient for all requests.
S3Client s3Client = S3Client.builder()
.httpClient(crtHttpClient)
.credentialsProvider(EnvironmentVariableCredentialsProvider.crea
.defaultsMode(DefaultsMode.IN_REGION)
.region(Region.US_EAST_1)
.build();

DynamoDbClient dynamoDbClient = DynamoDbClient.builder()
.httpClient(crtHttpClient)
.credentialsProvider(EnvironmentVariableCredentialsProvider.crea
.defaultsMode(DefaultsMode.IN_REGION)

.region(Region.US_EAST_1)
.build();

N
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// Requests completed: Close all service clients.
s3Client.close();

dynamoDbClient.close();

crtHttpClient.close(); // Explicitly close crtHttpClient.

Asynchronous client

7t ELch

import
software.amazon.awssdk.auth.credentials.EnvironmentVariableCredentialsProvider;

import software.amazon.awssdk.awscore.defaultsmode.DefaultsMode;

import software.amazon.awssdk.http.async.SdkAsyncHttpClient;

import software.amazon.awssdk.http.crt.AwsCrtAsyncHttpClient;

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.dynamodb.DynamoDbAsyncClient;

import software.amazon.awssdk.services.s3.S3AsyncClient;

import java.time.Duration;

s =

// Create an AwsCrtAsyncHttpClient shared instance.

SdkAsyncHttpClient crtAsyncHttpClient = AwsCrtAsyncHttpClient.builder()
.connectionTimeout(Duration.ofSeconds(3))
.maxConcurrency(100)
.build();

// Singletons: Use the s3AsyncClient and dynamoDbAsyncClient for all requests.
S3AsyncClient s3AsyncClient = S3AsyncClient.builder()
.httpClient(crtAsyncHttpClient)
.credentialsProvider(EnvironmentVariableCredentialsProvider.create())
.defaultsMode(DefaultsMode.IN_REGION)
.region(Region.US_EAST_1)
.build();

DynamoDbAsyncClient dynamoDbAsyncClient = DynamoDbAsyncClient.buildex()
.httpClient(crtAsyncHttpClient)
.credentialsProvider(EnvironmentVariableCredentialsProvider.create())
.defaultsMode(DefaultsMode.IN_REGION)

.region(Region.US_EAST_1)
.build();

// Requests completed: Close all service clients.

N
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s3AsyncClient.close();
dynamoDbAsyncClient.close();
crtAsyncHttpClient.close(); // Explicitly close crtAsyncHttpClient.

AWS CRT 7|8t HTTP ECI0|HEE 7|84l 2 M

SDK7} MH|A Z2}0|¢1E| CHEH 7|2 HTTP 22}0|2HEE AWS CRT 7|8t HTTP ZCI0|1EE Al
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St 5 Maven = mteg AT + U&LICH

Zt MH|A ZEI0|E olE|HEo|| 7|2 HTTP E2}0|HE S5 M0| U= exclusions
PﬁH:'_" ElLCt.
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CHZ pom. xml 0| A|0f X SDKE= S3 MH|AO| CHEH AWS CRT 7|8t HTTP 22+0|HEE AFEhLCH
FAE 9| AMH|A EEF0|ET}F S3AsyncClient?! B, SDKE AwsCrtAsyncHttpClientE AHSE
LICk AMH|A 22H0|1E 7} S3Client?] B SDKE AwsCrtHttpClientE AMSELICH o] MHAM
= 7|8 Netty 7|8t HISZ| HTTP 22t0|1E 2} 7|8 Apache 7|8t S7| HTTPE A& & i&LIC.

<project>
<properties>
<aws.sdk.version>VERSION</aws.sdk.version>
</properties>
<dependencies>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>s3</artifactId>
<version>${aws.sdk.version}</version>
<exclusions>
<exclusion>
<groupId>software.amazon.awssdk</groupId>
<artifactId>netty-nio-client</artifactId>
</exclusion>
<exclusion>
<groupId>software.amazon.awssdk</groupId>
<artifactId>apache-client</artifactId>
</exclusion>
</exclusions>
</dependency>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>aws-crt-client</artifactId>
</dependency>

N
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</dependencies>
</project>

Z|Al VERSION 2t EE{™H Maven S 2| Z X EEIE LESHAL.

@ Note

0424 AH|A 220|241 E 7} pom. xml ZtU0Y| MRAE|0] U= B 25 exclusions XML 24
7t Zegfuct.

Java A|AE &4 AFR

AWS CRT 7|2t HTTP 2Zt0|2EE offEE|70|M 2| 7|2 HTTPZ Ar8 35t

Java A|[AE] £ software.amazon.awssdk.http.async.service.impl2&

software.amazon.awssdk.http.crt.AwsCrtSdkHttpService 2t 2 MXEH EL|C}.

[

b odad

Al
oo

— =

OfZ 2|70l AlEf Sof dHstedm ChSo fA

ok
fjo

FAl2.

(i
ol

java app.jar -Dsoftware.amazon.awssdk.http.async.service.impl=\
software.amazon.awssdk.http.crt.AwsCrtSdkHttpService

CHE 2= ZZ 2 AF835tod o EC|F 0|1 T =0l M AAR] SHE AEELICH

System.setProperty("software.amazon.awssdk.http.async.service.impl",
"software.amazon.awssdk.http.crt.AwsCrtSdkHttpService");

® Note

AMAE £42 AH&3109 AWS CRT 7|8t HTTP 22t0|ME AH8 2 48 = poml . xml T}
9| aws-crt-client OE|HEN| F&HES F7s{ofF & LICt

oTTo=E T
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U&LICEH AwsCrtAsyncHttpClientOlM AL E
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0178 4} T4

—

9| connectionHealthConfiguration ¥ A& 3504 AWS CRT 7|t

HTTP 220|91E g{e
o| A ME FHEE FTHE &= U&LICH

HTTP 20| E
Azt |7 At 2 74 E AWS CRT 7|8 HTTP 20| E QlA

CHe Ol 917 MEf AT 42
SIAE ALS3HE S3 MHlA SEHOIMIEE Brets ofFLIC

Synchronous client
7FM & L.

import software.amazon.awssdk.http.crt.AwsCrtHttpClient;
import software.amazon.awssdk.services.s3.S3Client;

import java.time.Duration;

= =

// Singleton: Use the s3Client for all requests.
S3Client s3Client = S3Client.builder()
.httpClientBuilder(AwsCrtHttpClient

.builder()
.connectionHealthConfiguration(builder -> builder

.minimumThroughputInBps(32000L)
.minimumThroughputTimeout(Duration.ofSeconds(3)))

.connectionMaxIdleTime(Duration.ofSeconds(5)))
.build();

// Perform work with s3Client.

// Requests complete: Close the service client.
s3Client.close();

Asynchronous client
7F XS Lct.

import software.amazon.awssdk.http.crt.AwsCrtAsyncHttpClient;

import software.amazon.awssdk.services.s3.S3AsyncClient;

import java.time.Duration;

IcE
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// Singleton: Use the s3AsyncClient for all requests.
S3AsyncClient s3AsyncClient = S3AsyncClient.builder()
.httpClientBuilder(AwsCrtAsyncHttpClient

.builder()

.connectionHealthConfiguration(builder -> builder
.minimumThroughputInBps(32000L)
.minimumThroughputTimeout(Duration.ofSeconds(3)))

.connectionMaxIdleTime(Duration.ofSeconds(5)))

.build();

// Perform work with s3AsyncClient.

// Requests complete: Close the service client.
s3AsyncClient.close();

HTTP/2 X| 3

HTTP/2 T2 EZ2 0}2& AWS CRT 7|8t HTTP 22} 0|HE | M X E|X| o X|BH &% 22| = 0f| M K|

E ol gLt

159t KinesisAsyncClient EE £ TranscribeStreamingAsyncClient@t ZH0| HTTP/2 X|¢40| E e

A ZEI0|HEE AF835HE A NettyNioAsyncHttpClientE CHAl A2 SHE Zd0| E&LICH.

ZSA FE oA

CHE 2= =72 AE0M 28 A 88 FYste ol A8ste

ProxyConfiguration.Builder2| A& HE E0oi&FLICH.

Synchronous client

7S L},

import software.amazon.awssdk.http.SdkHttpClient;
import software.amazon.awssdk.http.crt.AwsCrtHttpClient;
import software.amazon.awssdk.http.crt.ProxyConfiguration;

IE

SdkHttpClient crtHttpClient = AwsCrtHttpClient.builder()
.proxyConfiguration(ProxyConfiguration.buildexr()
.scheme("https")

Bt M|

N
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.host("myproxy")
.port(1234)
.username("username")
.password("password")

.nonProxyHosts(Set.of("localhost", "host.example.com"))
.build())

.build();

Asynchronous client

7tX{ZLCH.

import software.amazon.awssdk.http.async.SdkAsyncHttpClient;
import software.amazon.awssdk.http.crt.AwsCrtAsyncHttpClient;
import software.amazon.awssdk.http.crt.ProxyConfiguration;

IE

SdkAsyncHttpClient crtAsyncHttpClient = AwsCrtAsyncHttpClient.builder()
.proxyConfiguration(ProxyConfiguration.buildexr()
.scheme("https")
.host("myproxy")
.port(1234)
.username("username")
.password("password")

.nonProxyHosts(Set.of("localhost", "host.example.com"))

.build())
.build();
ZEA 70l sigstE Java AlAHE £E2 Chg BEE ZE = Z00f Lok Jl&LCh

$ java -Dhttps.proxyHost=myproxy -Dhttps.proxyPort=1234 -Dhttps.proxyUser=username \
-Dhttps.proxyPassword=password -Dhttp.nonProxyHosts=localhost|host.example.com -cp ...
App

/A Important

HTTPS ZEA| A|IAR] £8E AME3IEdH T =M scheme £42 httpsE A5l of &
LICH A7|0F S0 =0l MYHEX| b2 B2 A7|0t= HTTPE 7|2 MY &0 SDKE
http.* A|lAR S4B SSLIC

—_

AWS CRT 7|8t HTTP £2}0[|E T

o

169



AWS SDK for Java 2.x H™ 2.x& 7HE Rt 7t0|=

// Set the following environment variables.
// $ export HTTPS_PROXY="https://username:password@myproxy:1234"
// $ export NO_PROXY="localhost|host.example.com"

// Set the 'useSystemPropertyValues' to false on the proxy configuration.
SdkAsyncHttpClient crtAsyncHttpClient = AwsCrtAsyncHttpClient.builder()
.proxyConfiguration(ProxyConfiguration.buildexr()
.scheme("https")
.useSystemPropertyValues(Boolean.FALSE)
.build())
.build();

// Run the application.
// $ java -cp ... App

HTTP ZSA| 74

IAEE M3/, Java AlAE £ MEHSHHLE, #E HEE MHEHS0{ HTTP ZRAIE FHE =
A& LICH

IAEE 7

MH|A 22to|HEE YEg I 20| ESY ProxyConfiguration 2HE AI&36t0{ IERE I &

A2 FA48tLIC} CHS oMl Amazon S3 MH|A Z2}0|HE M A2 8HE Apache 7|8 HTTP 22t
O|HES| ZHR Al 74 HIME EoiELICL.

SdkHttpClient httpClientl = ApacheHttpClient.builder()

.proxyConfiguration(ProxyConfiguration.builder()
.endpoint(URI.create("http://proxy.example.com"))
.username("username")
.password("password")
.addNonProxyHost("localhost")
.build())

.build();

S3Client s3Client = S3Client.builder()

.httpClient(httpClient)
.build();

o

oo
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« Apache 7|8t HTTP E2}0|2E

« URLConnection 7|8t HTTP Z20|E
« Netty 7|8t HTTP 22}0|01E

« AWS CRT 7|8t HTTP ECI0|ME

to

|2 MHE MEE0{ HTTP ZEA| 74

E0|M ProxyConfiguration EHHE BA|IMoZ ALE6HK| BLC{EHE SDKE 2|F d™E ot 7|
E | _—I.LA-|° _—I.LA-|oI-|__||:|.

MLk

71O R SDKE B JVM AIATE A8 HABILICH £490| stLtaHE WEIH SDKE 3t 7Et
NAE %49 2h2 AFSELICH A 7HS B AIAR £490] 9= B9 SDKE ZSA| 217 W48

HA =2
LICF.

SDK= CHS Java AlAHl &4 A 23 HEE ASE & &Lt

AAE &4 ME HTTP 20| E X|&
http.proxyHost HTTPS ZEA| Mol A 25
Ol&
http.proxyPort HTTPS ZEA| MHe| ZE®H E&F
http.proxyUser HTTPS ZEA| QIEE et At EF
Xt Ol&
http.proxyPassword HTTPS ZEA| QIEE @8t H] EF
YT
http.nonProxyHosts ZEANE 235|504 2 AZ 25
Siok st SAE S8 0| 2
2 HTTPSE A 835t= Z<o
T RESLC
https.ProxyHost HTTPS ZEA| MHHS| ZAE  Netty, CRT
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SdkHttpClient httpClient = ApacheHttpClient.buildexr()
.proxyConfiguration(ProxyConfiguration.builder()
.scheme("https")
.build())
.build();

2NO_PROXY &7 =S AE |2 Zto| 7 2 2R 7|3

UestE7t ZEE + UA&LICH

MY T ME
s, AAE A4 U B HAM HTTP Z2A| 48 282 A8 £ UaLICH

// Command line with the proxy password set as a system property.
$ java -Dhttp.proxyPassword=SYS_PROP_password -cp ... App

// Since the 'useSystemPropertyValues' setting is 'true' (the default), the SDK will

supplement
// the proxy configuration in code with the 'http.proxyPassword' value from the system
property.
SdkHttpClient apacheHttpClient = ApacheHttpClient.builder()
.proxyConfiguration(ProxyConfiguration.builder()
.endpoint(URI.create("http://localhost:1234"))
.username("username")
.build())
.build();

// Use the apache HTTP client with proxy configuration.

DynamoDbClient dynamoDbClient = DynamoDbClient.builder()
.httpClient(apacheHttpClient)
.build();

SDKE CHE Z5A| dEE sia=Lch

Host localhost

Port 1234

Password = SYS_PROP_password
UserName = username

Non ProxyHost = null
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Example- A|AE £40t 2tE He BT AL

Zt HTTP 22t0|¢1E 9| ProxyConfiguration Y& useSystemPropertyValues &
useEnvironmentVariablesValuesZl= AME MBS EELICH 7[2MHez2 F MHE2 2F truedd
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// System properties
http.proxyHost=SYS_PROP_HOST. com
http.proxyPort=2222
http.password=SYS_PROP_PASSWORD
http.user=SYS_PROP_USER

// Environment variables
HTTP_PROXY="http://EnvironmentUser:EnvironmentPassword@ENV_VAR_HOST:3333"
NO_PROXY="environmentnonproxy.host, environmentnonproxy2.host:1234"

MH|A ZEIO|MEE=E LIS & & SILIE A8s BHELICH RE 22 ZSA| HdHE BAMSZ st

x| &Lt

DynamoDbClient client = DynamoDbClient.create();
DynamoDbClient client = DynamoDbClient.buildexr().build();
DynamoDbClient client DynamoDbClient.buildex()
.httpClient(ApacheHttpClient.builder()
.proxyConfiguration(ProxyConfiguration.buildexr()
.build())
.build())
.build();

SDKE CHE ZEA| 42 #elgLch
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Host SYS_PROP_HOST. com
Port 2222

Password = SYS_PROP_PASSWORD
UsexrName = SYS_PROP_USER

Non ProxyHost = null

MHIA 2B0jIEOE 712 ZEA| ME0| UODR SDKE AIAH 442 HAE C1g B3 W4E
ZAMBHLICH AT 4 MFO| 87 WA HDH 2M5D2 SDKE AIAY &40 A8 ELICH
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CtS ZEot Z0| A|lA” £40| AH&0] falseE HE LT SDK

DynamoDbClient client DynamoDbClient.builder()
.httpClient(ApacheHttpClient.builder()
.proxyConfiguration(ProxyConfiguration.builder()
.useSystemPropertyValues(Boolean.FALSE)
.build())
.build())
.build();

HTTPE At8stod HEE ZEA| H2 &1 Zd &L

Host ENV_VAR_HOST

Port 3333

Password = EnvironmentPassword

UserName = EnvironmentUser

Non ProxyHost = environmentnonproxy.host, environmentnonproxy2.host:1234

Apache 5.x 7|8t HTTP £Z2I0|¢1E M

Apache5HttpClient A A

E AM83t2{mo] Cist 34542 F7lapache5-clientst L A{H|A 22F0|Q1EApache5HttpCliento|
CHEHE HAIM o2 FApache5SHttpClientdhoF B LICH

<dependencyManagement>
<dependencies>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>bom</artifactId>
<version>2.41.0%*</version>
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<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>

<dependencies>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>s3</artifactId>
</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>apache5-client</artifactId>
</dependency>
</dependencies>

k7t Mo 2 EA|El HAME A2 52 Java SDK HA S 2 HEEL|CH Maven Centralofl A %Al 25

£ &L

Apache5HttpClient AFS & 724

MH|A Z2t0o]ed
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import software.amazon.awssdk.http.apache5.Apache5HttpClient;
import software.amazon.awssdk.services.s3.S3Client;
import java.time.Duration;

IE

S3Client s3Client = S3Client // Singleton: Use the s3Client for all requests.
.builder()

.httpClientBuilder(Apache5HttpClient.builder()
.maxConnections(100)
.connectionTimeout(Duration.ofSeconds(5))

)
.build();

// Perform work with the s3Client.

s3Client.close(); // Requests completed: Close all service clients.

CHOF X2 4 Al: Apache5HttpClient QIAEIA 2R
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® Note

Apache5HttpClient QIAEAE 3
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import software.amazon.awssdk.http.SdkHttpClient;

import software.amazon.awssdk.http.apache5.Apache5HttpClient;
import software.amazon.awssdk.services.dynamodb.DynamoDbClient;
import software.amazon.awssdk.services.s3.S3Client;
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SdkHttpClient apache5HttpClient = Apache5HttpClient.buildex()
.maxConnections(100).build();

// Singletons: Use the s3Client and dynamoDbClient for all requests.
S3Client s3Client =
S3Client.buildexr()
.httpClient(apache5HttpClient).build();

DynamoDbClient dynamoDbClient =
DynamoDbClient.builder()
.httpClient(apache5HttpClient).build();

// Perform work with the s3Client and dynamoDbClient.
// Requests completed: Close all service clients.
s3Client.close();

dynamoDbClient.close();
apacheSHttpClient.close(); // Explicitly close apacheSHttpClient.
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 beforeExecution- 20| A™E|Z7| T™o| & E/LICt
- modifyRequest - SDK 2% ZX|E &L
« beforeMarshalling - HTTPO| CHEF @&O|
- afterMarshalling - HTTPOI CiEt 0| Ot&FEl Fof S EFLICH

- modifyHttpRequest - HTTP @& & gtL|CH.
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« beforeTransmission-HTTP & 0| M&E|7| Aol ==L}

QIE{ME| S5

overrideConfiguration HIMEE Ar&35t0{ MH|A 2E2I0|MEE 5 I QIHMEHE SE&L
Ct. 048] QIE{NEE S&E = UoH S5& = A2 M- ELICH

// Register a single interceptor.
SgsClient client = SgsClient.builder()

.overrideConfiguration(c -> c.addExecutionInterceptor(new LoggingInterceptor()))
.build();

// Register multiple interceptors.
S3Client s3Client = S3Client.builder()
.overrideConfiguration(config -> config
.addExecutionInterceptor(new TimingInterceptor())
.addExecutionInterceptor(new LoggingInterceptor())

.addExecutionInterceptor(new RequestModificationInterceptor()))
.build();
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import org.slf4j.Logger;
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import
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import

import
import

public

org.slf4j.LoggerFactory;
software.amazon.awssdk.awscore.exception.AwsServiceException;
software.amazon.awssdk.core.ApiName;
software.amazon.awssdk.core.SdkRequest;
software.amazon.awssdk.core.interceptor.Context;
software.amazon.awssdk.core.interceptor.ExecutionAttributes;
software.amazon.awssdk.core.interceptor.ExecutionInterceptor;
software.amazon.awssdk.http.SdkHttpRequest;
software.amazon.awssdk.http.SdkHttpResponse;
software.amazon.awssdk.services.s3.S3Client;
software.amazon.awssdk.services.s3.model.HeadBucketRequest;
software.amazon.awssdk.services.s3.model.ListBucketsResponse;

java.time.Duration;
java.time.Instant;

class S3InterceptorsDemo {

private static final Logger logger =
LoggerFactory.getlLogger(S3InterceptorsDemo.class);

public static void main(String[] args) {

logger.info("=== AWS SDK for Java v2 - S3 Interceptors Demo ===");

// Create an S3 client with multiple interceptors.
S3Client s3Client = S3Client.builder()

.overrideConfiguration(config -> config
.addExecutionInterceptor(new TimingInterceptor())
.addExecutionInterceptor(new LoggingInterceptor())
.addExecutionInterceptor(new RequestModificationInterceptor()))

.build();

try {
logger.info("Starting S3 operations with interceptors...");

// Operation 1: List buckets.

logger.info("Operation 1: Listing S3 buckets");

logger.info("M--------- oo ");
ListBucketsResponse listBucketsResponse = s3Client.listBuckets();

logger.info("Found {3} buckets", listBucketsResponse.buckets().size());

// Operation 2: Try to access a bucket that likely doesn't exist.

logger.info("Operation 2: Checking non-existent bucket (demonstrating error
interceptor)");
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logger.info(M----====--"- - ");
try {
s3Client.headBucket(HeadBucketRequest.builder()
.bucket("amzn-s3-demo-bucket-that-does-not-exist-1234")
.build());
} catch (Exception e) {
logger.info("Expected error occurred (interceptor should have logged

it)");

}

} catch (Exception e) {
logger.error(" Error during S3 operations: {}", e.getMessage(), e);

} finally {
s3Client.close();
logger.info("Demo completed - S3 client closed");

}

}

// Logging interceptor.
private static class LoggingInterceptor implements ExecutionInterceptor {
private static final Logger logger =
LoggerFactory.getLogger(LoggingInterceptor.class);

@Override
public void beforeExecution(Context.BeforeExecution context,
ExecutionAttributes executionAttributes) {
logger.info("[LOGGING] Starting request: {}",
context.request().getClass().getSimpleName());
}

@Override
public void afterExecution(Context.AfterExecution context, ExecutionAttributes
executionAttributes) {
logger.info("[LOGGING] Completed request: {}",
context.request().getClass().getSimpleName());
}

@Override
public void onExecutionFailure(Context.FailedExecution context,
ExecutionAttributes executionAttributes) {
logger.error("[LOGGING] Request failed: {}",
context.request().getClass().getSimpleName());
if (context.exception() instanceof AwsServiceException) {
AwsServiceException ase = (AwsServiceException) context.exception();
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if (ase.awsErrorDetails().errorCode() != null) {
SdkHttpResponse httpResponse =
ase.awsErrorDetails().sdkHttpResponse();
logger.error(" HTTP Status: {}", httpResponse.statusCode());

logger.error(" Error Code: {}",
ase.awsErrorDetails().errorCode());

logger.error(" Error Message: {}",
ase.awsErrorDetails().errorMessage());

}

// Performance timing interceptor.
private static class TimingInterceptor implements ExecutionInterceptor {
private static final Logger logger =
LoggerFactory.getlLogger(TimingInterceptor.class);
private Instant startTime;

@Override
public void beforeExecution(Context.BeforeExecution context,
ExecutionAttributes executionAttributes) {
startTime = Instant.now();
logger.info("## [TIMING] Request started at: {}", startTime);

@Override
public void afterExecution(Context.AfterExecution context, ExecutionAttributes
executionAttributes) {
if (startTime != null) {
Duration duration = Duration.between(startTime, Instant.now());
logger.info("## [TIMING] Request completed in: {}ms",
duration.toMillis());
}

@Override
public void onExecutionFailure(Context.FailedExecution context,
ExecutionAttributes executionAttributes) {
if (startTime != null) {
Duration duration = Duration.between(startTime, Instant.now());
logger.warn("## [TIMING] Request failed after: {}ms",
duration.toMillis());
}
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}

// Request modification interceptor
private static class RequestModificationInterceptor implements ExecutionInterceptor

private static final Logger logger =
LoggerFactory.getlLogger(RequestModificationInterceptor.class);

@Override
public SdkRequest modifyRequest(Context.ModifyRequest context,
ExecutionAttributes executionAttributes) {
SdkRequest originalRequest = context.request();
logger.info("[MODIFY] Modifying request: {}",
originalRequest.getClass().getSimpleName());

// For ListBucketsRequest, we can't modify much since it has no settable

properties
// For HeadBucketRequest, we can demonstrate modifying the request
if (originalRequest instanceof HeadBucketRequest) {
HeadBucketRequest headRequest = (HeadBucketRequest) originalRequest;
// Create a new request with an API name added.
return HeadBucketRequest.builder()
.bucket(headRequest.bucket())
.overrideConfiguration(b -> b.addApiName(ApiName.builder()
.name("My-API")
.version("1.0")
.build()))
.build();
}
logger.info("Not a HeadBucketRequest, returning original request");
return originalRequest;
}
@Override

public SdkHttpRequest modifyHttpRequest(Context.ModifyHttpRequest context,
ExecutionAttributes executionAttributes) {
logger.info("[MODIFY] Adding custom HTTP headers");
return context.httpRequest().toBuilder()
.putHeader("X-Custom-Header", "S3InterceptorDemo")
.putHeader("X-Request-ID", java.util.UUID.randomUUID().toString())
.build();
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}

Maven pom I}

<?xml version="1.0" encoding="UTF-8"?>
<project xmlns="http://maven.apache.org/POM/4.0.0"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://maven.apache.org/POM/4.0.0
http://maven.apache.org/xsd/maven-4.0.0.xsd">
<modelVersion>4.0.0</modelVersion>

<groupId>org.example</groupId>
<artifactId>interceptors-examples</artifactId>
<version>1.0.0</version>
<packaging>jar</packaging>

<name>interceptors-examples</name>
<description>Demonstration of execution interceptors in AWS SDK for Java v2</
description>

<properties>
<maven.compiler.source>17</maven.compiler.source>
<maven.compiler.target>17</maven.compiler.target>
<project.build.sourceEncoding>UTF-8</project.build.sourceEncoding>
<aws.java.sdk.version>2.31.62</aws.java.sdk.version>
<exec.mainClass>org.example.S3InterceptorsDemo</exec.mainClass>
</properties>

<dependencyManagement>
<dependencies>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>bom</artifactId>
<version>${aws.java.sdk.version}</version>
<type>pom</type>
<scope>import</scope>

</dependency>

<dependency>
<groupId>org.apache.logging.log4j</groupId>
<artifactId>log4j-bom</artifactId>
<version>2.23.1</version>
<type>pom</type>
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<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>

<dependencies>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>s3</artifactId>
</dependency>

<dependency>
<groupld>org.apache.logging.log4j</groupId>
<artifactId>log4j-core</artifactId>

</dependency>

<dependency>
<groupId>org.slf4j</groupld>
<artifactId>slf4j-api</artifactId>
<version>2.0.13</version>

</dependency>

<dependency>
<groupld>org.apache.logging.log4j</groupId>
<artifactId>log4j-slf4j2-impl</artifactId>

</dependency>

<dependency>
<groupld>org.apache.logging.log4j</groupId>
<artifactId>log4j-1.2-api</artifactId>

</dependency>

<dependency>
<groupId>org.junit.jupiter</groupld>
<artifactId>junit-jupiter</artifactId>
<version>5.10.1</version>
<scope>test</scope>

</dependency>

</dependencies>

<build>
<plugins>
<l-- Compiler Plugin -->
<plugin>

<groupId>org.apache.maven.plugins</groupId>
<artifactId>maven-compiler-plugin</artifactId>

<version>3.11.0</version>
<configuration>
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<source>17</source>

<target>17</target>
</configuration>
</plugin>
<!-- Surefire Plugin for running tests -->

<plugin>
<groupIld>org.apache.maven.plugins</groupId>
<artifactId>maven-surefire-plugin</artifactId>
<version>3.2.2</version>

</plugin>

<!-- Exec Plugin for running the main class -->
<plugin>
<groupId>org.codehaus.mojo</groupIld>
<artifactId>exec-maven-plugin</artifactId>
<version>3.1.0</version>

<configuration>
<mainClass>${exec.mainClass}</mainClass>
</configuration>
</plugin>
<l-- Shade Plugin to create executable JAR -->
<plugin>

<groupId>org.apache.maven.plugins</groupId>
<artifactId>maven-shade-plugin</artifactId>
<version>3.4.1</version>
<executions>
<execution>
<phase>package</phase>
<goals>
<goal>shade</goal>
</goals>
<configuration>
<transformers>
<transformer
implementation="org.apache.maven.plugins.shade.resource.ManifestResourceTransformer">
<mainClass>${exec.mainClass}</mainClass>
</transformer>
</transformers>
<createDependencyReducedPom>false</
createDependencyReducedPom>
</configuration>
</execution>
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</executions>
</plugin>
</plugins>
</build>

</project>
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Region region = Region.US_WEST_2;
Ec2Client ec2Client = Ec2Client.builder()
.region(region)
.build();

(® Note
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04, 0| ZE ZZ'2 DynamoDbClient ZHX|E Amazon DynamoDB& AH|A ZEI0|MER QI
Stetct.

ok

DynamoDbClient dynamoDbClient = DynamoDbClient.create();
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EIAAE &E5tE O MH|A Z2I0|MET 0|4 236X &2 I close() HAMEE EE5HM2.

ec2Client.close();

US|IBOZ AIE MH|A ECI0|METL EHR$t B try-with-resources 22 AF&5H0{ MH|A e}
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Security Token ServiceE £&3dt= StsClient= A HhEHs

import software.amazon.awssdk.services.sts.StsClient;
String getAccountID() {

try (StsClient stsClient = StsClient.create()) {
return stsClient.getCallerIdentity().account();
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MH|A ZEl0|UEE AME5to] T AWS MH|A0f - EHLICE.

o€ £04, 0| ZE ZZI2 RunInstancesRequest Z&l|E 4445104 A Amazon EC2 QIARIAE M
e

// Create the request by using the fluid setter methods of the request builder.
RunInstancesRequest runInstancesRequest = RunInstancesRequest.builder()
.imageId(amild)
.instanceType(InstanceType.T1_MICRO)
.maxCount(1)
.minCount(1)
.build();

// Use the configured request with the service client.
RunInstancesResponse response = ec2Client.runInstances(runInstancesRequest);

QHE UHETD QUAEHAE MUSHE CHAI SDKE QS HEE O AEE £+ UE F88HAPIE A2
gLt @28t APIE AF25™ Java lambda 34412 AI26I0{ XS 'QIEIQIe 2 OtE £ Q&L
Ct.

CIS oM ME 2 E AFE5t0d 28 MMSHE runInstances HAEQ| HHHE AFE 504 O
oM E CHA| 2 EHLICE

// Create the request by using a lambda expression.
RunInstancesResponse response = ec2.runlnstances(r -> r
.imageId(amild)
.instanceType(InstanceType.T1_MICRO)
.maxCount(1)
.minCount(1));
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Standard API

AwsRequestOverrideConfiguration overrideConfiguration =

AwsRequestOverrideConfiguration.builder()
.apiCallTimeout(Duration.ofSeconds(100L))
.apiCallAttemptTimeout(Duration.ofSeconds(25L))
.build();

GetObjectRequest request = GetObjectRequest.builder()
.bucket("amzn-s3-demo-bucket")
.key("demo