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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started-emergency-iam-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started-emergency-iam-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started-emergency-iam-user.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
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CH&Fofl CHEt B = 7Hof CHEF REA[EH LHE 2 the section called “BZ

1. CfE ¥g =& JSON HHES SAstT 2ZH0f Scheduler-Execution-Role.jsonZ X% st
M. ol &2 EH2 EventBridge 2 EH7F AL ALE CHAlsto] g g EE + UL S FLich

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}

>
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html

3.

>
o
12
ok
nx
0

EventBridge &7 & 24
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EventBridge 27E&47t CHAE € 7t
e &

AER TtolE
/A Important
ZZEM H#E0M A A S Y5t ESE Ci2IR 2ME YxIsHy| /I FIHE
% ZR|E FstE Wo| E&LICH RhAMIEH LI of| M| HA42 the section called “£ S &
CHERE X" MHEE HESHMR

AWS Command Line Interface (AWS CLI)0{lM CtS

03242 9l245104 A QIBtS AMAIEHL|C}H,
SchedulerExecutionRoleg 0| &&oi £043l2{=

o= H
O|ESZ HIRME

$ aws iam create-role --role-name SchedulerExecutionRole --assume-role-policy-
document file://Scheduler-Execution-Role.json

=

OH
(][]

tH ChEa 242 27t E34ELich

"Role": {
IIPathll: II/II’

"RoleName": "Scheduler-Execution-Role",

"RoleId": "BR1L2DZK3K4CTL5ZF9EIL",

"Arn": "arn:aws:iam::123456789012:role/SchedulerExecutionRole",
"CreateDate": "2022-03-10T18:45:01+00:00",
"AssumeRolePolicyDocument": {

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Service": "scheduler.amazonaws.com"

+

"Action": "sts:AssumeRole"

MAg UHYMo =2 SEIILE 5835t AH HHMg BEt{H OIS 38
StLHE MEISHM 2. JSON Het WA E SAtstod 20 . json U= MEFELICH
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Amazon SQS - SendMessage

Ct=2 EventBridge 27| E 217} ALE X H'H 2|
sgs:SendMessage B EHY™Mo 2 S &5

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"sqgs:SendMessage"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

Amazon SNS - Publish

CHS 2 EventBridge 27| E247F A&t A 2| 2 E Amazon SNS FX|0{ M sns:Publish
g EMro2 $ESILE et

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"sns:Publish"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

Lambda — Invoke

BHAQ
gh4=0i M
lambda InvokeFunction 2dg Xxzo 2 E%ﬂi S ELCt.
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{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"lambda:InvokeFunction"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

4. COfS BES ddstod M HEF HH S HIFHLICH PolicyNameE O] HHol Foisted= O|F2
Z HHM L.

$ aws iam create-policy --policy-name PolicyName --policy-document file://
PermissionPolicy.json

SELICH A ARNE 7|SELICH CF& B0l A O] ARNE A

"Policy": {
"PolicyName": "PolicyName",
"CreateDate": "2022-03-015T19:31:18.620Z2",
"AttachmentCount": 0O,
"IsAttachable": true,
"PolicyId": "ZXR6A36LTYANPAI7NI5UV",
"DefaultVersionId": "v1",
"Path": "/",
"Arn": "arn:aws:iam::123456789012:policy/PolicyName",
"UpdateDate": "2022-03-015T719:31:18.620Z"

gol ™ CH2 BWHS A™-SIML. your-policy-arng 0| EHA|0 M
H2MO| ARNSE AR LICL SchedulerExecutionRoled MY Q& O| O|F2E HHE

>
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12
ok
nx
02
[o¢]



EventBridge &7 & 24

$ aws iam attach-role-policy --policy-arn your-policy-arn --role-
name SchedulerExecutionRole

Ol attach-role-policy &2 HHE|AM SEH S Btetetx| & LICH

Oy A8

EventBridge A7 E2{ Y2 43t oz ZEY CHY0| 5tLt 0]4 Rlo{ok
LICE 7|1& AWS B|&AE A5t HLE M ElAAE HEE = A&LICH CHS EFAMMHEE AHE 5104
M EZ Amazon SQS CH7|¥E dHdst= S E0o4ELICE AWS CloudFormation.

MZ2 Amazon SQS CH7|¥ES MAI5tE{H

1. [} JSON AWS CloudFormation ElZ 32 SAsto 2Zofl 2 XM& &L
CtSchedulerTargetSQS. json.

"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"MyQueue": {
"Type'": "AWS::SQS::Queue",
"Properties": {
"QueueName": "MyQueue"

}

.
"Outputs": {
"QueueName": {
"Description": "The name of the queue",
"Value": {
"Fn::GetAtt": [
"MyQueue",
"QueueName"

.
"QueueURL": {
"Description": "The URL of the queue",
"Value": {
"Ref": "MyQueue"
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.
"QueueARN": {
"Description": "The ARN of the queue",
"Value": {
"Fn::GetAtt": [
"MyQueue",
"Arn"

}

2. O|MCHS HHFS AWS CLIAE S0 Scheduler-Target-SQS. json BZ2/0{A AWS
CloudFormation AE{2 AMAISHL|C}.

$ aws cloudformation create-stack --stack-name Scheduler-Target-SQS --template-body
file://Scheduler-Target-SQS.json

Ad
o

OH
ol

tH ChEa 242 27t 234ELich

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/Scheduler-
Target-SQS/1d2af345-al121-12eb-abcl-012e34567890"

}
3. [CI= H2d2 AlgH5104 AWS CloudFormation AEBHO]| CHEH @9F MEE =21 |C}. o] ME o AEBMQ]
MEfQI HIESl0 X|HE % 10| Z&HElLICH

$ aws cloudformation describe-stacks --stack-name Scheduler-Target-SQS

A 4, B2 Amazon SQS CH7|¥WE BtE D Ot 22 242 gtetghct
{
"Stacks": [
{

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/
Scheduler-Target-SQS/1d2af345-al121-12eb-abcl-012e34567890",

"StackName": "Scheduler-Target-SQS",

"CreationTime": "2022-03-17T16:21:29.442000+00:00",

"RollbackConfiguration": {3},
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"StackStatus": "CREATE_COMPLETE",
"DisableRollback": false,
"NotificationARNs": [],
"Outputs": [
{
"OutputKey": "QueueName",
"OutputValue": "MyQueue",

"Description": "The name of the queue"
},
{
"QutputKey": "QueueARN",
"OQutputValue": "arn:aws:sqs:us-west-2:123456789012:MyQueue",
"Description": "The ARN of the queue"
.
{

"OutputKey": "QueueURL",

"OQutputValue": "https://sqs.us-
west-2.amazonaws.com/123456789012/MyQueue",

"Description": "The URL of the queue"

1,

"Tags": [1,

"EnableTerminationProtection": false,

"DriftInformation": {
"StackDriftStatus": "NOT_CHECKED"

O IR E0|MHE QueueARNS| 7t 2 AFE 5104 CH7 | S EventBridge 27E 42| CHA
|

uau
£

ME Ar&3sto{ & Hmi EventBridge 27| &2 AFAEHE M5t
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EventBridge 27 & 24 A|Z 57

O] &F oAM= M EventBridge 27|1E2{ L Mol CHall MEELICt EventBridge A7 EE] &,
AWS Command Line Interface (AWS CLI) EE = AWS SDKs AMS o|'04 HEZZ/0| X|'HE Amazon SQS

CH o2 YHS MABLICH 171 CHe 228 MetD, MAIZE T4I5hm, Auet 5Hefof Cht 2|
o 22 NUE SHHLCH UE BE £ols YBol iy HHEoz 2@t o H38D iy

-
CH7[2d0fl HA|X|= M4 st=x| & 0I5 |C}

® Note
O] MHEME [} 224™ the section called “XtZd ZH 7|t X2 Al 270f MHE =|A 4 FHEt
OSE IAM AL AHE dH5te Q0| EELICH AFSAE HM5tD T8t & CHE BES A-Ast
0 HM|A EOH QIF HEE MHELICH AWS CLIZE T2 HA|A 7| IDQF HIZ HAA

717t EgfLich

$ aws configure

AWS Access Key ID [None]: AKIAIOSFODNN7EXAMPLE

AWS Secret Access Key [None]: wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
Default region name [None]: us-west-2

Default output format [None]: json

HotoIlE MEE M™M5l= ChFgh dhedol CHEt REAMIEH LHE 2 B 28 AWS Command Line
Interface AF& APHAMO| 4 A 2l 2 M =2|E HZTFHM 2.

A

« MM =7

 EventBridge 27|EH Z2£2 AFS35H04 7 Mo

- E AME35t04 &7H M AWS CLI

« EventBridge 27| £ SDKE AI&35t04 L& 4

« C}S EHA|

MM =A

O| MMo| EHHE A5ty Mol CH22 4=¥sl ok &Lct.
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b. [MAIX| ®& L £=41(Send and receive messages)|S ME{EFLIC}.

c. HMAIX| 27| & 87| I o|X|e] HIAIX| =Alo M HIAIX| EBIS MEHSI0{ LHof| [F2f CHA
CH7|¥€E B E|AE HA|X|E AL},

£ AM835t0{ U 48 AWS CLI

Ctg oMol M= AWS CLI BEE Ar&3sto RIES!0] x|
A& YdHEE create-schedule M= WS Eo4ELICt CHE ThetOIE Q| AtE| EAIRt ZE2
AMERto| HEE HiELICEH

=
« RoleArn — &0} 94738t AlSH od%to| ARNS Ql23stL|C}.
« A — CHE 2| ARNS 224 LICH 0 B CHY2 Amazon SQS CH7 [F LT

« U= - EventBridge 27| E 247} CHE CHY G0l ME St= HAIXIE L= ELICH

$ aws scheduler create-schedule --name sqs-templated-schedule --schedule-expression

'rate(5 minutes)' \
--target '{"RoleArn": "ROLE_ARN", "Axrn": "QUEUE_ARN", "Input": "TEST_PAYLOAD" }' \
--flexible-time-window '{ "Mode": "OFF"}'

MEl Amazon SQS CH&© 2 EventBridge &

SME2 MEI5H EventBridge AHIE 47}

A2 AWS CLI


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/create-schedule.html
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EventBridge 27| £ SDKE AF235l0{ & A

Ct= oMol M= EventBridge 27E24 SDKE AI&5t04 ®IES! 7|8t Amazon SQS CH& 0| Z & E
EventBridge A7 &2 L™ E MELICH.

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }

sqs_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<QUEUE_ARN>",
"Input": "Message for scheduleArn: '<aws.scheduler.schedule-arn>', scheduledTime:
'<aws.scheduler.scheduled-time>""

}

scheduler.create_schedule(
Name="sqs-python-templated",
ScheduleExpression="rate(5 minutes)",
Target=sqs_templated,
FlexibleTimeWindow=flex_window)

Example Java SDK

package com.example;
import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model. *;
public class MySchedulerApp {
public static void main(String[] args) {
final SchedulerClient client = SchedulerClient.builder()

.region(Region.US_WEST_2)
.build();

SDK Al 17
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Target sqgsTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("<QUEUE_ARN>")
.input("Message for scheduleArn: '<aws.scheduler.schedule-arn>',
scheduledTime: '<aws.scheduler.scheduled-time>'")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()

.name("<SCHEDULE NAME>")

.scheduleExpression("rate(1@ minutes)")

.target(sqsTarget)

.flexibleTimeWindow(FlexibleTimeWindow.builder ()
.mode(FlexibleTimeWindowMode.OFF)
.build())

.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and an Amazon SQS
templated target");

}
}
o
[:FEET LJ-74|
« 2& AWS CLIEE = EventBridge 27| £Z2{ SDKE A& 35t0] YHE S g Elste &0l CHEF RFAIEH LY
22 MME I XSIM YA 2.
- HES 7|8 CHak 4 whednt 18 CHA mhetOolE{e] AFSol CHEF REMIEH LHE 2 CHe 22| MM S
HZFAML

- EventBridge 27| &2{ OIO|E &2t API 2Fof CHEF XFMIBH L& EventBridge A7H|E2{ API &



https://docs.aws.amazon.com/scheduler/latest/APIReference/
https://docs.aws.amazon.com/scheduler/latest/APIReference/
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S 7|8 Yol AR StartDate 42 AHE5t0o] Aol X Hmf LM HAHFLICH S5 7|8 &
ol CHall StartDateE KNS stX| oot UKo FA| CHA S ZHX o2 S E517| AIRFELICt

rate(value unit)

01| Al

CHS oMol M= 230 AWS CLI create-schedule &7 rate E
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SqsParameters CH& R E ALE5104 Amazon SQS CHZ |0 T

O| Mo ME --start-date EtEtOlE 2fE HYotX| B2, dHE Hdstn &d5tet 2 =0
UHHM CHe S ™Mo 2 EE5H7| AlEHELCH

$ aws scheduler create-schedule --schedule-expression 'rate(5 minutes)' --

name schedule-name \

--target '{"RoleArn": "role-arn", "Arn": "QUEUE_ARN", "Input": "TEST_PAYLOAD" }' \
--flexible-time-window '{ "Mode": "OFF"}'

stE gt A e Y EELICH EventBridge A7 &2
2t AZHEHE cron 7|8 ™ E FEE & JUES XY

TE 20


https://docs.aws.amazon.com/scheduler/latest/APIReference/API_CreateSchedule.html#scheduler-CreateSchedule-request-StartDate
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$ aws scheduler create-schedule --schedule-expression "cron(15 10 ? * 6L 2022-2023)" --

name schedule-name \
--target '{"RoleArn": "role-arn", "Axrn": "QUEUE_ARN", "Input": "TEST_PAYLOAD" }' \
--flexible-time-window '{ "Mode": "OFF"}'
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at EHAIZ ALS5H04 Y|4 YHS TABLICH at EHAIS CHT} 20| EventBridge 2 A Z2{7+ &
Mg 7HsoR S EHEE st UM U AlZto 2 TAELD

o U™ E F5tH EventBridge 2FAIE = AFE A7 Yo X|A8t StartDate & EndDateE
st
=]

Cl2 oMol M= HEdot 74 AWS CLI create-schedule E$4AI0|MHE AR50 L3[4 AU
Mot WHg HodELIch ol oAz 202214 112 20 2F 1A|(UTC-8)0f| BF 1 AM¥liE|= 2™

g5t "ES! 7|8 SqsParameters CH K82 AFE 3104 Amazon SQS CHZ |0l HIAIXIE ™
LIC}.
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$ aws scheduler create-schedule --schedule-expression "at(2022-11-20T13:00:00)" --
name schedule-name \

--target '{"RoleArn": "role-arn", "Axrn": "QUEUE_ARN", "Input": "TEST_PAYLOAD" }' \
--schedule-expression-timezone "America/Los_Angeles"

--flexible-time-window '{ "Mode": "OFF"}'

EventBridge 27| E249| AlZtCH

EventBridge A7 E2{= AL X7t X|H5t= 2 & AIZHCHO| cron 7[EH 47 A 25| UA™HE 2 8E =
UL E X[ EFLICH EventBridge A7 & 24= IANA(Internet Assigned Numbers Authority) 0l A & X| &
2|5t= AlZHCH CllO|E{HIO|A & AFS B Lt

>~

| 8524 EventBridge A7 & 247} --schedule-expression-timezone I}ZIO|E{E AL 5}04
2 HItE A|ZtCHE AWS CLIEEE = JI&LICH ol & E0{ Ctg BY2 oY 27 8A| 300 O]
720l B EZS! 7|8 Amazon SQS SendMessage CHA 2 ZHHMO 2 5 &5 cron 7|8 YHE
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0z M no min

$ aws scheduler create-schedule --schedule-expression "cron(30 8 * * ? *)" --pame
schedule-in-est \

--target '{"RoleArn": "role-arn", "Axn": "QUEUE_ARN", "Input": "This schedule runs
in the America/New_York time zone.™" }' \

--schedule-expression-timezone "America/New_York"
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https://www.iana.org/time-zones
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--flexible-time-window '{ "Mode": "OFF"}'
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EventBridge Scheduleroi A & 22
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EventBridge Scheduleroi| A & AFEH 244

EventBridge 27| E2{ LMol= &d5tet HIgdslete F 74K HEf7F J&LICH OHg oMol M=
UpdateSchedule2 AI&35t0{ 520ICH A E|T Lambda CHAE S 7HHMO 2 S E5t= Y™ S HIE
Mstgfuct.

UpdateSchedule2 AFSE M= 2 & <+ L2t0|E{E M35l ok & LICH EventBridge A7 &2 =
MEXO| UHE AF8A7L MBS 8t HE R CHAIFLICt oMol A% &t nt2t0IEE XIHSHR| b ™
nulle 7|27to2 At}

Example AWS CLI

$ aws scheduler update-schedule --name lambda-universal --schedule-expression 'rate(5
minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axrn":"arn:aws:scheduler:::aws-sdk:lambda:invoke"
"Input": "{\"FunctionName\":\"arn:aws:lambda:REGION:123456789012:function:HelloWorld

\",\"InvocationType\":\"Event\",\"Payload\":\"{\\\"message\\\":\\\"testing function\\

"I 3\

--flexible-time-window '{ "Mode": "OFF"}' \

--state DISABLED

"ScheduleArn": "arn:aws:scheduler:us-west-2:123456789012:schedule/default/lambda-
universal"

}

CH2 oMol A= Python SDK®}F UpdateSchedule 22 AFS
Amazon SQSE CHA o Z 5t UM S H|EAMetetLCt.

tod &

Mkl

= 7|8 ol

fjo

A&

tod

[o][]
o

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

sqgs_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<QUEUE_ARN>",
"Input": "{}"}

flex_window = { "Mode": "OFF" }

UY SEf HE 26
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scheduler.update_schedule(Name="your-schedule",
ScheduleExpression="rate(5 minutes)",
Target=sqs_templated,
FlexibleTimeWindow=flex_window,
State='DISABLED')

EventBridge Scheduler0i| A 048t 7|ZF 74

Soi#t 7lzto @ UM TAI6HH EventBridge A A S2{7H ALSXI7H MRS 712F Lol CHAr S 7R
o2 SSFLICH Ol Charol HEHE oflorEl 7H 55 0| WRSHK| o2 B0l RSB Izt
SOt MESHH CHN Ol 2 35S BAAIA YNl MRS 5 £ AsLI

o€ S0 OjAIZH M™M= X0l CHEH 1522 R8st 7|7HE T H6HH o 2FEl A[ZHELCH 158
Z Lol cH&to| ZHH™Mo 2 S EELICH CHS AWS CLIZ! EventBridge 27 &2 SDK 0i|Al&=
UpdateSchedule& Ar&35t04 1A|ZOICH BF B M E|= %o CHal 1522 Reidt 7|ztE M

2ot
(® Note
Fodet 7|zhe dYE x| iR & XIGalof FLICE o] EME HHstX| f2e{H OFFE XIEH
LICH 22 FLEXIBLERZ dEsts 3¢ L8 AT 20 7|ZHE x|EsHoF & LICH

Example AWS CLI

$ aws scheduler update-schedule --name lambda-universal --schedule-expression 'rate(1l
hour)' \

--target '{"RoleArn": "ROLE_ARN", "Axrn":"arn:aws:scheduler:::aws-sdk:lambda:invoke"
"Input": "{\"FunctionName\":\"arn:aws:lambda:REGION:123456789012:function:HelloWorld

\",\"InvocationType\":\"Event\",\"Payload\":\"{\\\"message\\\":\\\"testing function\\

AN AN I B

--flexible-time-window '{ "Mode": "FLEXIBLE", "MaximumWindowInMinutes": 15} \

"ScheduleArn": "arn:aws:scheduler:us-west-2:123456789012:schedule/lambda-universal"”

Example Python SDK

import boto3

fodst 7|zt 7 27
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scheduler = boto3.client('scheduler')

sgs_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<QUEUE_ARN>",
"Input": "{}"}

flex_window = { "Mode": "FLEXIBLE", "MaximumWindowInMinutes": 15}

scheduler.update_schedule(Name="your-schedule",
ScheduleExpression="rate(1 hour)",
Target=sqs_templated,
FlexibleTimeWindow=flex_window)

EventBridge Scheduler0fl A &4 2| Dead Letter Queue(DLQ) T4

Amazon EventBridge 2 7|Z 4= Amazon Simple Queue ServiceE A& 35104 DLQ(Dead Letter
Queue)E X|HELICH LHo| CHA S ZHHMo 2 $E5HX| 251 EventBridge AZEHE 7HH =
E MR HE YO ERE st 25 8EHE Z&6t= JSON HO|EEE A XI7F XIH5t=

Amazon SQS EZ& CH7|LEE MEELICE

Ct2 FA|o M= 0] JSONE Dead Letter O|HIEEI T & L|CH Dead Letter O|HHEE Al L% 0|
Lt SEQI #HE BXE HEE & YUELICH ™o A RHA|E HAE 7445t EventBridge A7

- - =

Es MEXRTH HHE 20 AT H+-E 25 ALE T Dead Letter O|HEE HEELICH

DLQZ 7431, EventBridge A7E 247}

ChE &S0l A= Amazon SQS CH7|¥g Lo =
Zes £ M%stT, DLQOIM Dead Letter O|HIEE =4l

= =
Amazon SQSZE HA|X|IE 45t O Zest Mt

st W e AYHELICH
=
« Amazon SQS CH7 | AiM

. A o3 st MY

« DLQ(Dead Letter Queue) X|H

« dead-letter O|HIE 744

Amazon SQS CH7 | AA

Lol XH DLQE F85t7| Tol| E&E Amazon SQS CH7 ¥ S MMt of g LICH RHAISH X|El2
Amazon Simple Queue Service 7HZ At 2HLHA 2] Amazon SQS CH7 |2 HHE & ESHAL.

DLQ T8 28


https://docs.aws.amazon.com/SQSDeveloperGuide/sqs-configure-create-queue.html

EventBridge 27| &2 AR 7Ho|E

® Note
EventBridge 27| Z2{= FIFO CH7|¥E AFZ2| DLQE ME83t= W KIstK| et&LCt
CtS AWS CLI HE S Ar85t01 E& CH7|ds Mg Lct.
$ aws sqs create-queue --queue-name queue-name

A1 Z6tH Z1tod| QueueURLO| EA|IELICEH

{
"QueueUrl": "https://sqs.us-west-2.amazonaws.com/123456789012/scheduler-dlg-test"
}
CH7|¥e M3 & 7| ARNS 7|28 SLIC} EventBridge AAIE 2] Yol DLQE X%
ARNO| ZQ#LICt Amazon SQS 2£0|M EEE get-queue-attributes AWS CLI B E A& 3l
%

0 CH7|& ARNZ &2 += JU&LICh
$ aws sqs get-queue-attributes --queue-url your-dlq-url --attribute-names QueueArn

A5t Z2ntol CH7 |2 ARNO| E A|ElL|CE.

{
"Attributes": {
"QueueArn": "arn:aws:sqs:us-west-2:123456789012:scheduler-dlqg-test"
}
}
CHS MM M= EventBridge 27 E 217} Amazon SQSO]| Dead Letter O|HE S M&E ~ QI E &
B A% ool WRE HEtS FIbE LI

=20 12 —-1L- =2 O
EventBridge 27| £ 247} Dead Letter O|HE & Amazon SQSE M&E ST S 52T U A dghof
CtSot 22 HEt Ao Lok & M3 dgol M #HEt HAS o445t Wiedol| CHEE RhM|IEH

oY o5g At 4%

29


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sqs/get-queue-attributes.html#get-queue-attributes
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"Version": "2012-10-17",
"Statement": [

{
"Action": [
"sgs:SendMessage"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}
® Note
EventBridge AAIEHE A8 3504 Amazon SQS APICHA 2 ZHHMO 2 S &35l B39 9™
A3 ofstof T3t Mol olnl HAEI0] /S & UaLict
CtE Ao MHE EventBridge 27 &2 2£2 ALEstm d&of cHet DLQE XIEELICH.

DLQ(Dead Letter Queue) X|’H

DLQE X|%35t24™ EventBridge AAHIEE] 2£& EE= AWS CLI € AF835t04 7|& 2™ UC|0IESHAH
Lt A LEE g gtict.

Console

=& 2 AL8sto{ DLQE X|YstedH

—

of 2121 AWS Management Console#t Ct& Ctg 23 & ME45t0{ EventBridge conosle 2]
EventBridge 27|& 84 MME ALICI https://console.aws.amazon.com/scheduler/home

2. EventBridge £2FHE 2 2£0AM M LdHEE BFEHL L S50l HEE 7|E LHS HEE
LICE.

3. A I 0|X|oAM DLQ(Dead Letter Queue)ol| CH3H CHS & SHLHE T&5HAA2.

-

« L§ AWS |0 AH Amazon SQS CH7|¥ S DLQE MEHES MESH OIS EECIR SS0|M
DLQS| Ci7|d ARNS MEREFLCE.

- CHE AWS H™H 2| Amazon SQS CH7|¥ S DLQE X|HS ME4E CHZ DLQS| 7|4 ARN

Q/238tL|Ct CHE AWS HIZ0I A CH7 | ¥ S MENSIH EventBridge A E2] 242 CH7|

RNZ E&CH2 S50 EAEY &= gi&LCh

ne o

DLQ(Dead Letter Queue) X8 30


https://console.aws.amazon.com/scheduler/home
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4. M AES HES CHS 9N MM TE U KIS M5l DLQ TS BESAAIL.
QL R:

5. (M AHE) UHOIDLQ M HEES 22T SRolM UM 082 ME O U A
)

2 0| X|0 A DLQ(Dead Letter Queue
AWS CLI

E Ar8stod 7|& dHE Yo|o|EstE{™ AWS CLI

« update-scheduleBEE AIE5t0{ YHE YO|O|EFHAAIL. 0|0 M+dEt Amazon SQS

CH7|€E DLQZ RIEELICH Ea Amazon SQS HeHE 148 IAM 38 ARNS A& =
K| EELICH CHE 2 X2l ZAIR Z2f2 oY S22 HELo

$ aws scheduler update-schedule --name existing-schedule \
--schedule-expression 'rate(5 minutes)' \
--target '{"DeadLetterConfig": {"Arn": "DLQ_ARN"}, "RoleAxrn'": "ROLE_ARN",
"Arn":"QUEUE_ARN", "Input": "Hello world!™ }' \
--flexible-time-window '{ "Mode": "OFF"}'

E Ar83%t01 DLQE M YH g ddsted™ AWS CLI

e

mlo
02
HL

e UM 2 MAISIE{™ create-schedule WHE AFELICE 2E R 2| EAIRF 2L

$ aws scheduler create-schedule --name new-schedule \
--schedule-expression 'rate(5 minutes)' \
--target '{"DeadLetterConfig": {"Arn": "DLQ_ARN"}, "RoleAxrn'": "ROLE_ARN",
"Arn":"QUEUE_ARN", "Input": "Hello world!™ }' \
--flexible-time-window '{ "Mode": "OFF"}'

CHE M0l M= AWS CLI & AE5104 DLQOIAM BIE Z & HX| O|HIEE 4= AlgfL|CH

dead-letter O|HIE Z4AH

Ctg O30 20| receive-message BHEE A& 5104 DLQO M dead-letter O|HE & ZHAEHL|CH

—_— =
--max-number-of-messages £ Ar&5t0] HAAME HAIX| =8 HHEE = U&LICH

$ aws sqs receive-message --queue-url your-dlq-url --attribute-names All --message-
attribute-names All --max-number-of-messages 1
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/update-schedule.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/create-schedule.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sqs/receive-message.html

EventBridge &7 & 24 ALZ%t 7H0|=

"Messages": [
{

"Messageld": "2aeg3510-fe3a-4f5a-ab6a-6906560eaf7e",

"ReceiptHandle": "AQEBKNKTdOMrWgHKPoITRBwrPoK3eCSZIcZwVqCYOBZ
+FfTcORFpoplbtCqj36VbBT1HreM8+qM/m5jcwqS1A1GmII0/hYmMgn/
+dwIty9izE7HnpvRhhEyHxbeTZ5V@5RbeasYaBdNyi9WLcnAHviDh6MebLXXNWoFyYNsxdwJuGof/
w3htX6r3dxpXvvFNPGoQb8ihY37+u@gtsbuIwhLtUSmE8rbldEEWiUfi3IJ1zEZpUS77n/k1GWIMrnYgOGx/
BualLzOrFi2F738XI/
Hnh45uv3cab0YwS1ojPQ1lLtX2URg1haV5884FY1aRvY8jR1pCZabTkYRTZKSXG5KNgYZnHpmsspii6INkjitYVFKPo@H91w

"MD50fBody": "0@7adc3fc889d6107d8bb8fda42fed573",

"Body": "{\"MessageBody\":\"Hello, world!",\"QueueUrl\":\"https://sqs.us-
west-2.amazonaws.com/123456789012/does-not-exist\"}",

"Attributes": {

"SenderId": "AROA2DZE3W4CTL5ZR7EIN:ff00212d8c453aaaaeb44bc6846d4723",
"ApproximateFirstReceiveTimestamp": "1652499058144",
"ApproximateReceiveCount": "2",

"SentTimestamp": "1652490733042"

.

"MD50fMessageAttributes": "f72c1d78100860e00403d849831d4895",

"MessageAttributes": {

"ERROR_CODE": {
"StringValue": "AWS.SimpleQueueService.NonExistentQueue",
"DataType": "String"

I
"ERROR_MESSAGE": {
"StringValue": "The specified queue does not exist for this wsdl
version.",
"DataType": "String"
},

"EXECUTION_ID": {
"StringValue": "ad06616e51cdf74a",
"DataType": "String"

3,

"EXHAUSTED_RETRY_CONDITION": {
"StringValue": "MaximumEventAgeInSeconds",
"DataType": "String"

}

"IS_PAYLOAD_TRUNCATED": {
"StringValue": "false",
"DataType": "String"

iy
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"RETRY_ATTEMPTS": {
"StringValue": "0Q",
"DataType": "String"
I
"SCHEDULED_TIME": {
"StringValue": "2022-05-14T01:12:00Z",
"DataType": "String"
I
"SCHEDULE_ARN": {
"StringValue": "arn:aws:scheduler:us-west-2:123456789012:schedule/

DLQ-test",
"DataType": "String"
3,
"TARGET_ARN": {
"StringValue": "arn:aws:scheduler:::aws-sdk:sqs:sendMessage",
"DataType": "String"
}
}
}
]
}
CHef ZHH 3 &0| Aufet 7hs8h #elg AEetn EXE siidste ol =50| E|=5 dead-letter O
Eo| g £42 7S5 FAAL.

- ERROR_CODE - EventBridge A7 &247t CH& o MH|A APIZEE =45t=
QF AEE EZEEFLICE 2| oMo Amazon SQSO|AM BtEHSt 2@ F FEE
AWS .SimpleQueueService.NonExistentQueue®lL|Ct. EventBridge 27 E 24 EAZ Qlal &
Mol a2 7Moo 2 $&E5HK| R5t= < CH&l AWS.Scheduler.InternalServerError
QF IE=TJF EAELICH

- ERROR_MESSAGE - EventBridge AZ|Z 247} CHAL S| MHIA APIZRE| £ 45t @8 HAXIE =
grercth 2| Mol A Amazon SQSO|A BHEtel 2 F MIA|X|= The specified queue does
not exist for this wsdl version®L|C}. EventBridge 2AZIE2] B2 QI YH 0| Alufst
£ A2 &l Unexpected error occurred while processing the request 2F ZE7}
E AIELICE.

» TARGET_ARN - AZ|EM ZHHM o2 $ &5H= CHA Q| ARN(CHS MH[A ARN &4l
arn:aws:scheduler:::aws-sdk:service:apiAction)&lL|C}.

« EXHAUSTED_RETRY_CONDITION - O[HlE7} DLQO| L &l O|RE LIEFHLICE O] £ CHy
APIS| 2RIt BT QI @77t otLIEZt A= 758t 27 QI B LIEFHLICH O] £4oi= LXof
CHall 28t 2Ich RHAIT =& X3t ¥ EventBridge 27 E2{7t DLQZE M&E EL 0

= O
£ doi
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MaximumRetryAttempts Z{0| Z&E £ {1, O|HET} &Hof| T8t xIC) 7|ZtECH 2
0T M&oi Aulst B 0] £40{ MaximumEventAgeInSeconds Zt0| £&E £+ U&LICH

fl oMo MHE 27F ZE} 27 HAIXKIE 7[gte =z dHo| X|He Chie Ch7|&o| ZXHSHK]| S22 &

Qg = A&LCH
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27 S AME T st EventBridge 271 E 2= OHX|2 CHY o 7HH 358 &0 & A
MEuch U3l dHol A2 U™o| cheg 8t ¥ ZtHMo 2 &8 Foi A7t LM LICE rate
= cron EFAICE MBS A™o| AL OiX|2 ZHH £ & Oo|F Yol A ELICH B 9
of otx|% 7Y 3 &2 |t EndDatelt 7HE 7HH2 AlZtoll Ydlst= 2+ S ElLICH RS 4K
£ A83dtod dHEE F st X|EF EndDate L2 XIHetX| 2f2 B EventBridge 27 E2HE dHEE
S22 MASHX| pf&LCH

e A5 49 M 1S AKX E st HLE

=2S 7 7
2 HANME 7|E ool Rt5 A XME Fdots S dFELICH
AWS Management Console

1. https://console.aws.amazon.com/scheduler/0i| A EventBridge A& &2 LICH

2. Y S50|M HEsteis YHEE MEE Chs HES MEELICH
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https://docs.aws.amazon.com/scheduler/latest/APIReference/API_CreateSchedule.html#scheduler-CreateSchedule-request-EndDate
https://console.aws.amazon.com/scheduler/

EventBridge &7 & 24

3. 2IZ ErM Zof| M XIS MESSHL|C

2. update-schedule AWS CLI BB & At&35t0{ CtE 0| EA|El 7[& LHEE HOlo|EFLICE. Of
H2 --action-after-completion2 DELETERZ M&ELIC} O] MM E CHY 74
2 JSON Itol 2EHE HolRictm 7deLIch 2E 2 Yolo|Este{™ chatat 7|E LHof
CHal 7 d5ted= Z7|EF 2™ mteto|eE ~SsHok g LCt

ol ™2 Alzh g ¢H™ ol £ & 7t gh= UHLICH WetA --action-after-

SE1
completion IIZI0|EE HHEE M & M E KI™HELICH

$ aws scheduler update-schedule --name schedule-name
\

--action-after-completion 'DELETE' \
--schedule-expression 'rate(1 hour)' \

--end-date '2024-01-01T00:00:00'

--target file://target-configuration.json \
--flexible-time-window '{ "Mode": "OFF"}' \

UH0o| H o|& ER3EIX| et DeleteSchedule 2P 2 AKE £ U&LICH

Example AWS CLI

$ aws scheduler delete-schedule --name your-schedule

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

scheduler.delete_schedule(Name="your-schedule")
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https://docs.aws.amazon.com/scheduler/latest/APIReference/API_DeleteSchedule.html
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https://docs.aws.amazon.com/scheduler/latest/APIReference/
https://docs.aws.amazon.com/scheduler/latest/APIReference/
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EventBridge Scheduleroi M & & & 2|

LY ag2 Y82 #M5t= Ol AH8 3= Amazon EventBridge A& 2] 2lAAQILICEH

= default A7AIE2| 250 &4 AWS AE MBS ELICH M YEE default 28 E= &Y OrE10
ZEcte 2 25D A = JUSLICH oM 2| 500702 2 JE S e &= U&LICHAWS
H’SE. EventBridge A EEHE A S Ef I8 MEstod 7E LH CHAl dH JES FHE = UE
LIct. o
Ei 1= CHAEAIE T E5ts 7|2 A7t Holst= CHARAIE T Eote 22 F-8E to|E
LULICH EfO 8 M5t 8L, ARA E= & E 7|EcE dHE BRE = /U %L—lEP 0| & S04,
environment:production Ef1E AF&3t0{ YH0| £t a2 AlEe = &Lt

/A Important
7Rl AlE HE(PILE 7(E 7|2 HE = RlEE WEE eiol £ItSER| eE&LICH Bl E
RIS Te s 8IS AWS Mul2olM HMAE 4 aLich BlTE 4! ClolELt RIZhét o

n
O|E{of Ak& 37| £I8F Zdo| of=lLct

UM OEos M 2 MANEIE F 7HK] HEH7F U &= A&LICH

O M2 MAMSIH O50| 7|EXMo 2 ACTIVEQLICH ACTIVE 250 Y™ F7He £ &Lt
&S AAISHH EventBridge 27| E {7 #tEd 2™ AKE 2t 2 W7H K| 4 Ef7} DELETING2 E H
BELICE EventBridge 2AEH7I A8 YHEE M4AEt Folls= Y 282 AR AHAMH H
O|&t AI8E = Qi&LLCt.
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https://docs.aws.amazon.com/scheduler/latest/UserGuide/scheduler-quotas.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/scheduler/latest/APIReference/API_GetScheduleGroup.html#scheduler-GetScheduleGroup-response-State
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EventBridge Scheduleroil M & O & 4
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gLICH O S BAHME M 2E 282 dgstn i3 8 At8stod Blol2E RIYELICH 2- O
M UdHEE slid 250 AZE LI
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CHE FHMoME M 2HE a5 &MH5tn 0| 2E0l environment :development Ef1E AH& 5104
dlo|EE XIYste Lo CHal MBEELICH

AWS Management Console
E AL&3stod Ml O &2 M/g35t2{ AWS Management Console

1. 0o 232! AWS Management Console 311 https://console.aws.amazon.com/events/ Amazon
EventBridge 2& 2 iL|Ct.

2. 21% e Fol M UM IES MFLIC
3. Y™ OE HOo|X|0M &M 0§ Hde MEdFLICE
4 OEUg :_E_ A'”l=| X-I —-I!A|_=|_O_I OI%O'” :.—E— Ol%% (,)=! 4% L.l|:|- 01' TestGroup
5. Ei MMoiM CtSE s&ghct.
a.

MEZ2 Eila FIt8 MEfEFL|C
7l0l= o] 7|0l E&F3tedE O|ES =dTLICt o] At& Ao o] Y O Fo| £8t &4
of tllo|28 X|&5tE{™ environment S Ei5t AA|2.

c. (ME Aol 7|0l 2T E 22 LUHELICE o] RF&AMoME EF 7|0l development
zt2 oladst |C.
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https://console.aws.amazon.com/events/
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6. ZEsiziM UM I8 NS MYELIC M 2B0| YN I8 S=of EAIFLICH
7. (M AME) I8 S B I8 i 8 HElstadE A 180 HelRe Mestn B

@ Note

E Ar8stod M 2 &S ddsted AWS CLI

1. MESZEZE IS GLich

2.  AWS Command Line Interface (AWS CLI)0{|AM CtS create-schedule-group B&
st M 282 MMELICH ol BHEE El27t environment :development StLIQI O &2
AHA—|oI-L_||:|. O| E{1 EE= QAFSHET R A|AEIS AR50 X = 0| &8 #Z30] et

ol gllolE2 xIEE = U&LICH

YUY ol Bl 7| A 2k 2 ALSA HE = HHF AR

$ aws scheduler create-schedule-group --name TestGroup --tags
Key=environment,Value=development

ZI2Mez M 252 ACTIVE SEfQLICH o|x Mz BHE J50 M dH

=1 gt 7|

u

2CHA: ™ E

CHE EAE AHE5to{ O EHAo M BHE &0l M YEE A4 LIch

AWS Management Console

E AI83tod Y™H e a1 2343524 AWS Management Console

off 2121 AWS Management Console 311 https://console.aws.amazon.com/events/ Amazon

-_—

EventBridge &2 L|C}.

2. 2EZ EHM M LdES MEYELICH
3. Y™ Ho|S0AM L™ BHEVIE MBS0 M Y-S BHELICH
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/create-schedule-group.html
https://console.aws.amazon.com/events/
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4. U™ ME HE XId Ho|x|e] &™ Og0f Ciall EECHR2 SEoM M 282 o|§= MEE
LIC} & E04, TestGroupe ME4EFL|C}.
5. UM miH, CHA, M™HE X|IHEHCHS 9 2E L HE 0| X|ol M MEY AME S AESHAAL.
M L% ol CHEt REMIEE LIS 2 AlZF MMEE B ZSHMIR.

6. YHS rzstn MYstt{H dY MY S MEHELICH

2.  AWS Command Line Interface (AWS CLI)0{| A C}Z create-schedule BEE U2ELICEH

Ol 5t o] HME|1 | EHA M BHE sqs-test-scheduleOl2teE 281 24X
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$ aws scheduler create-schedule --name sqs-test-schedule --schedule-expression

'rate(5 minutes)' \
--target '{"RoleAxn": "ROLE_ARN", "Arn": "QUEUE_ARN", "Input'": "TEST_PAYLOAD" }'

\

--group-name TestGroup
--flexible-time-window '{ "Mode": "OFF"}'

O|X| A Y%0| TestGroup ¥ 21 HAZELICL.
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/create-schedule.html
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AWS Management Console

E M835tod OIEE2 AXlste{T AWS Management Console

1. o 232l AWS Management Console 5t11 https://console.aws.amazon.com/events/ Amazon
EventBridge &2 JLIC}.
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AWS CLI
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2.  AWS Command Line Interface (AWS CLI)0{|M Ct2delete-schedule-group BHE2 =
5to{ ™ O S AAELICEH --namel| gi2 AFSAF HE R HIFMAIL.
$ aws scheduler delete-schedule-group --name TestGroup
A3 5IH0| AWS CLI Y2 S8H S dtetstx| e &Lct
3. EO|DELETING &EH0i| =X| &Ql5t2d™ CHS get-schedule-group BES AL
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$ aws scheduler get-schedule-group --name TestGroup
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https://console.aws.amazon.com/events/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/delete-schedule-group.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/get-schedule-group.html
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MBHoE MME|H, C+S T Hl% 3 S240| EAIFLUC
{
"Arn": "arn:aws::scheduler:us-west-2:123456789012:schedule-group/TestGroup",
"CreationDate": "2023-01-01T09:00:00.000000-07:00",
"LastModificationDate": "2023-01-01T09:00:00.000000-07:00",
"Name": "TestGroup",
"State": "DELETING"
}
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An error occurred (ResourceNotFoundException) when calling the GetScheduleGroup

operation: Schedule group TestGroup does not exist.
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https://docs.aws.amazon.com/scheduler/latest/APIReference/API_CreateScheduleGroup.html
https://docs.aws.amazon.com/scheduler/latest/APIReference/API_DeleteScheduleGroup.html
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https://docs.aws.amazon.com/lambda/latest/dg/API_Invoke.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CreateQueue.html
https://docs.aws.amazon.com/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#inline-policies
https://docs.aws.amazon.com/lambda/latest/dg/API_Invoke
https://docs.aws.amazon.com/
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CodeBuild - StartBuild

» CodePipeline — StartPipelineExecution

e Amazon ECS - RunTask

« II2}0|E: EcsParameters

* EventBridge - PutEvents

- I2t0|E: EventBridgeParameters

* Amazon Inspector — StartAssessmentRun

e Kinesis — PutRecord

o II2t0|E: KinesisParameters

* Firehose — PutRecord
 Lambda - Invoke

+ SageMaker Al - StartPipelineExecution

 I}2t0|E{: SageMakerPipelineParameters

* Amazon SNS - Publish

* Amazon SQS - SendMessage

« I}2}0|E{: SqgsParameters

Step Functions — StartExecution
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https://docs.aws.amazon.com/codebuild/latest/APIReference/API_StartBuild.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_StartPipelineExecution.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_RunTask.html
https://docs.aws.amazon.com/scheduler/latest/APIReference/API_EcsParameters.html
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_PutEvents.html
https://docs.aws.amazon.com/scheduler/latest/APIReference/API_EventBridgeParameters.html
https://docs.aws.amazon.com/inspector/v1/APIReference/API_StartAssessmentRun.html
https://docs.aws.amazon.com/kinesis/latest/APIReference/API_PutRecord.html
https://docs.aws.amazon.com/scheduler/latest/APIReference/API_KinesisParameters.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecord.html
https://docs.aws.amazon.com/lambda/latest/dg/API_Invoke.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_StartPipelineExecution.html
https://docs.aws.amazon.com/scheduler/latest/APIReference/API_SageMakerPipelineParameters.html
https://docs.aws.amazon.com/sns/latest/api/API_Publish.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessage.html
https://docs.aws.amazon.com/scheduler/latest/APIReference/API_SqsParameters.html
https://docs.aws.amazon.com/step-functions/latest/apireference/API_StartExecution.html
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Amazon SQS SendMessage

Example &1 23&roi| CHEt #eh &3

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"sqgs:SendMessage"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

Example AWS CLI

$ aws scheduler create-schedule --name sqs-templated --schedule-expression 'rate(5
minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axrn":"QUEUE_ARN", "Input": "Message for scheduleArn:
'<aws.scheduler.schedule-arn>', scheduledTime: '<aws.scheduler.scheduled-time>'" }' \

--flexible-time-window '{ "Mode": "OFF"}'

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }

sqs_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<QUEUE_ARN>",
"Input": "Message for scheduleArn: '<aws.scheduler.schedule-arn>', scheduledTime:
'<aws.scheduler.scheduled-time>""

}

scheduler.create_schedule(
Name="sqs-python-templated",
ScheduleExpression="rate(5 minutes)",

Amazon SQS SendMessage 45
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Target=sqs_templated,
FlexibleTimeWindow=flex_window)

Example Java SDK

package com.example;

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.builder()
.region(Region.US_WEST_2)
.build();

Target sqsTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("<QUEUE_ARN>")
.input("Message for scheduleArn: '<aws.scheduler.schedule-arn>"',
scheduledTime: '<aws.scheduler.scheduled-time>"'")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()

.name("<SCHEDULE NAME>")

.scheduleExpression("rate(1@ minutes)")

.target(sqsTarget)

.flexibleTimeWindow(FlexibleTimeWindow.buildexr ()
.mode(FlexibleTimeWindowMode.OFF)
.build())

.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and an Amazon SQS

templated target");
}

Amazon SQS SendMessage
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Lambda Invoke

Example &1 23&roi| CHEt #eh &3

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"lambda:InvokeFunction"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}
Example AWS CLI

$ aws scheduler create-schedule --name lambda-templated-schedule --schedule-expression

'rate(5 minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axn":"FUNCTION_ARN", "Input": "{ \"Payload\":

\"TEST_PAYLOAD\" }" }' \
--flexible-time-window '{ "Mode": "OFF"}'

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }

lambda_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<LAMBDA_ARN>",
"Input": "{ 'Payload': 'TEST_PAYLOAD' }"}

scheduler.create_schedule(
Name="lambda-python-templated",
ScheduleExpression="rate(5 minutes)",
Target=lambda_templated,

Lambda Invoke
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FlexibleTimeWindow=flex_window)

Example Java SDK

package com.example;

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.buildexr()
.region(Region.US_WEST_2)
.build();

Target lambdaTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("<Lambda ARN>")
.input("{ 'Payload': 'TEST_PAYLOAD' }")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()

.name("<SCHEDULE_NAME>")

.scheduleExpression("rate(1@ minutes)")

.target(lambdaTarget)

.flexibleTimeWindow(FlexibleTimeWindow.buildexr ()
.mode(FlexibleTimeWindowMode.OFF)
.build())

.clientToken("<Token GUID>")

.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and Lambda templated
target");
}

Lambda Invoke
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Step Functions StartExecution

Example &3 3ol CHEt T8 =Y

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"states:StartExecution"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

Example AWS CLI

$ aws scheduler create-schedule --name sfn-templated-schedule --schedule-expression
'rate(5 minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axn":"STATE_MACHINE_ARN", "Input": "{ \"Payload\":
\"TEST_PAYLOAD\" 3}" }' \

--flexible-time-window '{ "Mode": "OFF"}'

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }

sfn_templated= {
"RoleArn": "<ROLE_ARN>",
"Arn": "<STATE_MACHINE_ARN>",
"Input": "{ 'Payload': 'TEST_PAYLOAD' }"

scheduler.create_schedule(Name="sfn-python-templated",
ScheduleExpression="rate(5 minutes)",
Target=sfn_templated,
FlexibleTimeWindow=flex_window)

Step Functions StartExecution
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Example Java SDK

package com.example;

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.buildexr()
.region(Region.US_WEST_2)
.build();

Target stepFunctionsTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("<STATE_MACHINE_ARN>")

.input("{ 'Payload': 'TEST_PAYLOAD' }")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.buildex()

.name (" <SCHEDULE_NAME>")

.scheduleExpression("rate(1@ minutes)")

.target(stepFunctionsTarget)

.flexibleTimeWindow(FlexibleTimeWindow.buildexr ()
.mode(FlexibleTimeWindowMode.OFF)
.build())

.clientToken("<Token GUID>")

.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and Step Function
templated target");

}

Step Functions StartExecution 50
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CreateQueue
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batchGet
batchDescribe
batchRead
transactGet
adminGet
adminList
testMigration
retrieve
testConnection
translateDocument
isAuthorized
invokeModel
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Example Lambda

$ aws scheduler create-schedule --name lambda-universal-schedule --schedule-expression
'rate(5 minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axrn":"arn:aws:scheduler:::aws-sdk:lambda:invoke"
"Input": "{\"FunctionName\":\"arn:aws:lambda:REGION:123456789012:function:HelloWorld

\",\"InvocationType\":\"Event\",\"Payload\":\"{\\\"message\\\":\\\"testing function\\

\"H\"I 3N

--flexible-time-window '{ "Mode": "OFF"}'
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_GetQueueUrl.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers.html#ListBrokers
https://docs.aws.amazon.com/lambda/latest/dg/API_Invoke.html
https://docs.aws.amazon.com/lambda/latest/dg/API_Invoke.html#API_Invoke_RequestParameters
https://docs.aws.amazon.com/lambda/latest/dg/API_Invoke.html#API_Invoke_RequestBody
https://docs.aws.amazon.com/lambda/latest/dg/API_Invoke.html#API_Invoke_RequestBody
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Example Amazon SQS

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }

sgs_universal= {
"RoleArn": "<ROLE_ARN>",
"Arn": "arn:aws:scheduler:::aws-sdk:sqs:sendMessage",
"Input": "{\"MessageBody\":\"My message\",\"QueueUrl\":\"<QUEUE_URL>\"3}"}

scheduler.create_schedule(
Name="sqs-sdk-test",
ScheduleExpression="rate(5 minutes)",
Target=sqs_universal,
FlexibleTimeWindow=flex_window)

Example Step Functions

package com.example;

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.buildexr()
.region(Region.US_WEST_2)
.build();

Target stepFunctionsUniversalTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("arn:aws:scheduler:::aws-sdk:sfn:startExecution")

Snput("{\"Input\":\"{}\",\"StateMachineArn\":\"<STATE_MACHINE_ARN>

\u}u)
.build();

Of| Al
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CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()
.name (" <SCHEDULE_NAME>")
.scheduleExpression("rate(1@ minutes)")
.target(stepFunctionsUniversalTarget)
.flexibleTimeWindow(FlexibleTimeWindow.buildexr ()
.mode(FlexibleTimeWindowMode.OFF)
.build())
.clientToken("<Token GUID>")
.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and Step Function

universal target");

}
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- <aws.scheduler.schedule-arn> - %9 |ARN°'I—|EP
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Example AWS CLI

$ aws scheduler create-schedule --name your-schedule \
--schedule-expression 'rate(5 minutes)' \
--target '{"RoleArn": "ROLE_ARN", \
"Arn": "arn:aws:scheduler:::aws-sdk:sqs:sendMessage", \
"Input": "{\"MessageBody\":\"<aws.scheduler.scheduled-time>\",\"QueueUrl\":
\"https://sqs.us-west-2.amazonaws.com/123456789012/scheduler-cli-test\"}"}' \
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--flexible-time-window '{ "Mode": "OFF"}'

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

sgs_universal= {

"RoleArn": "<ROLE_ARN>",

"Arn": "arn:aws:scheduler:::aws-sdk:sqs:sendMessage",

"Input": "{\"MessageBody\":\"<aws.scheduler.scheduled-time>\",\"QueueUrl\":
\"https://sqs.us-west-2.amazonaws.com/123456789012/scheduler-cli-test\"}"

}

flex_window = { "Mode": "OFF" }

scheduler.update_schedule(Name="your-schedule",
ScheduleExpression="rate(5 minutes)",
Target=sqs_universal,
FlexibleTimeWindow=flex_window)

Cts B
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https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#considerations-interface-endpoints
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#considerations-interface-endpoints
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws
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"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"scheduler:GetSchedule",
"scheduler:ListSchedules",
"scheduler:GetScheduleGroup",
"scheduler:ListScheduleGroups"

1,

"Resource":"*"
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
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* scheduler:ListSchedules
* scheduler:GetSchedule
* scheduler:CreateSchedule
* scheduler:UpdateSchedule
* scheduler:DeleteSchedule

- dE a5
* scheduler:ListScheduleGroups
* scheduler:GetScheduleGroup
* scheduler:CreateScheduleGroup
* scheduler:DeleteScheduleGroup
* scheduler:ListTagsForResource
* scheduler:TagResource

* scheduler:UntagResource
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« the section called “AmazonEventBridgeSchedulerFullAccess” - &1} APIE A8 3]0
EventBridge A 7| & 2101l CHEF A M A HEHS S 04T LICH.

- the section called “AmazonEventBridgeSchedulerReadOnlyAccess” - EventBridge &7 & 2
of CHet e17| & HMA HEtS Fo{FLICt

AmazonEventBridgeSchedulerFullAccess

AmazonEventBridgeSchedulerFullAccess ZZ& M2 2™ 4l 2™ OFo CHst 2E
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"iam:PassedToService": "scheduler.amazonaws.com"

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "scheduler:*",
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/*",
"Condition": {
"StringlLike": {
}
}
}
]
}

AmazonEventBridgeSchedulerReadOnlyAccess

AmazonEventBridgeSchedulerReadOnlyAccess #2[&

HEE 2 = U 7| T8 HErE FogLch

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"scheduler:ListSchedules",
"scheduler:ListScheduleGroups",
"scheduler:GetSchedule",
"scheduler:GetScheduleGroup",
"scheduler:ListTagsForResource"

1,

"Resource": "*"

}
]
}
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A

« Of| Al: CreateSchedule

« O{ Al: GetSchedule

« Oi| Al: UpdateSchedule

« 0 Al: DeleteScheduleGroup

0f| Al: CreateSchedule

CHS HA2 2ot FA7F dHE MM T AWS AR 7|12 ALE5l0] FS3HE M8E &
P ™ anagement Service (AWS KMS)0{|A{ 2[A A A
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"Version": "2012-10-17",
"Statement":

L

"Action":
[
"scheduler:CreateSchedule"
1,
"Effect": "Allow",
"Resource":
[
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-
schedule-name"
]
.
{
"Effect": "Allow",
"Action": "iam:PassRole",
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"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringlLike": {

"iam:PassedToService": "scheduler.amazonaws.com"
}
}
}
]
}
CtZ HAME ALE5to] 2ot FH|7F dHE Mdstn 25310 AWSKMS 12 #E[H 7|E M85t
E SSeLct 1 221" 7|2 MAE5tE{H E ot FXA|0l|H Al AWS KMS 2| A0 HMHAT £
AeE HEto| Qlofof gL O] HA2 EventBridge A EZ{0IM CIOIEIE &5 3t5tE Ol AHEElE
XHE B KMS 7(of CHEt AMA HetES Ro{gfLIct E= AUEFE(*) EXHE ALE 5104 HEH 2
2E 7| = X|IHE 0| WE Lx|ste sl Tlghof Ciet AMA HEtES Ro{g = A&LICH
{
"Version": "2012-10-17"
"Statement":
[
{
"Action":
[
"scheduler:CreateSchedule"
1,
"Effect": "Allow",
"Resource":
[

arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-
schedule-name"

]
},
{
"Action":
[
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Effect": "Allow",
"Resource":
[
"arn:aws:kms:us-west-2:123456789012: key/my-key-id"
A BH 7E HM A 76
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1,
"Conditions": {
"StringlLike": {
"kms:ViaService": "scheduler.amazonaws.com",
"kms:EncryptionContext:aws:scheduler:schedule:arn":
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-schedule-name"

}
}
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringlLike": {
"iam:PassedToService": "scheduler.amazonaws.com"
}
}
}
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"Version": "2012-10-17",
"Statement":

L

"Action":
[
"scheduler:GetSchedule"
1,
"Effect": "Allow",
"Resource":
[
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-
schedule-name"

]
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0i| Al: UpdateSchedule

CIS HAE A83lod E9F X7} scheduler:UpdateSchedule Z2fHE 2HXMoZE $ESI0{ &
HE UOIOIESE S 585t MAlI2. o OiEH7IH X2 HH2 U CreateScheduleO| &f 3 30i AWS
KMS AWS 4% 7| £= 1 22|™ 7|E AL sH=X| oiFof et FetELCH 2 e ™ol B¢
CtS HAME AWS &%) FIALS & LICH
{
"Version": "2012-10-17",
"Statement":
[
{
"Action":
[
"scheduler:UpdateSchedule"
1,
"Effect": "Allow",
"Resource":
[

"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-
schedule-name"

]
1,
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringlLike": {
"iam:PassedToService": "scheduler.amazonaws.com"
}
}
}

07 palE 7|2 TAE YN P 08 HAMS A AL,

AWS KMS ZlAA0| HMASE £~ QIEE §{25t= F 7 Heto| £ahE|o] Q)& LICt.

"Version": "2012-10-17",
"Statement":
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[
{
"Action":
[
"scheduler:UpdateSchedule"
1,
"Effect": "Allow",
"Resource":
[

"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-
schedule-name
I
{
"Action":
[
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:Decrypt"

1,
"Effect": "Allow",
"Resource":
[
"arn:aws:kms:us-west-2:123456789012: key/my-key-id"
1,

"Conditions": {
"StringlLike": {
"kms:ViaService": "scheduler.amazonaws.com",
"kms:EncryptionContext:aws:scheduler:schedule:arn":
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-schedule-name"

}
}
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringLike": {
"iam:PassedToService": "scheduler.amazonaws.com"
}
}
}
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0| Al: DeleteScheduleGroup

ChE 2 AL8stod 2oF FA7F 4 288 AXst S s1&stMAIR. I&S AXstH

siE &0 H4E d¥E ANMELUC 35S MAsts B2 FAE aig 250 ¢ ZEE

UHT AXE = U= Tl lofok FLICH o] A2 Hok oA XIHE U™ 1E2
scheduler:DeleteScheduleGroup 2t & L 2 E dHE XYMez 3 &Y + U= HE

g soigrict,

(® Note
EventBridge 27| £ = 7HE L™l CHEr E|l4a4 & e X|HE x|stx| L&LICH olE
£0{, O3 Y2 RESIK| ez Yol Z&siME o Eulct

"Resource": "arn:aws:scheduler:us-west-2:123456789012:schedule/my-
group/my-schedule-name"

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "scheduler:DeleteSchedule",
"Resource": "arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/*"
3,
{
"Effect": "Allow",
"Action": "scheduler:DeleteScheduleGroup",
"Resource": "arn:aws:scheduler:us-west-2:123456789012:schedule/my-group"
b
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringlLike": {
"iam:PassedToService": "scheduler.amazonaws.com"
}
}
}
]
}
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ESE 2R EMEREH ES5s 71E 01l |
O| &=l aws:SourceArn X X7 HEHIAE F|E A}

arn:aws:scheduler:* '123456789@12:schedule—group/your—schedule—group ZzHd2
g U™ I8 2 Hel7t xIFELICH

HJI-

2| AAO| MA ARNS ZE27HLE 03] B|AAE X|M5t= 32, ARNS| & £ Q= 2o CisH o
U= FtE ERH(*)E E& B aws:SourceArn 2EH X7 HHAE 9|§ Ab&8tLICH 0| & S0

arn:aws:scheduler:*:123456789012:schedule-group/*lL|C}.

aws:SourceArnQ| Zt2 0| Z749| HY|E X|'H3l2d= EventBridge AF|E24 €™ & ARNO|0{0f
st|Ch
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/A Important
aws:SourceArn BHEE | HE &7 UYO|Lt L 0|F HFALZ x|Hetx| OtAA|2. %]
Hsot= ARNZ2 2 I50][040F ErL|CH.

CIS o= AFESAF A8 48 AME| HAM0| M aws : SourceArn & aws:SourceAccount ™ =74 7
EIAE 7|E AHE35to] ESE CHElAt 2X8 EX|steE W2 EoiELIct
{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
1,
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012",
"aws:SourceArn": "arn:aws:scheduler:us-
west-2:123456789012:schedule-group/your-schedule-group"
}
}
}
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off CHE M8 HEE 2241 5HX|BH 7H4 scheduler:GetWidget TeH0| Qi i Er gLt

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
scheduler:GetWidget on resource: my-example-widget

O] Z% Mateol| HE2 scheduler:GetWidget 2 UE Ar&35t04 my-example-widget 2|40
BN ASE S S-S Uolo|EsH of gFLICt.
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

L 2|5 of AF2O| LH EventBridge 2FE 2] 2lAA AWS HHE off HMHASEE 5185}

0 Al&Lct.

CHE AlEe| A8A E= =3 2|
S £0l8t A

olA&L|C} it

AAEH = = AE o= AN
0 BB(ACL)E XIHISHE MHIAQ| ZS, Ol2{3t HAS AS 5104 CHE AFZHOIZ| ElAL0f CHEH A
& HErE Roig £ aLict

- EventBridge 27| Z2{0{M O|243t EMHE X[H5t=X| 0{F E LotE ™ EventBridge A7 E 27}

IAMI} 2S5t S A MMHE HTFHMIRL.

« A% AWS A Etol 2|40 ChE +°HA1IA HEtE MSote WS dotEedH AM ALS AT A9
A2t CHE O IAM ALE RE0f|H| HAMA HEr KIS S & E AWS A Y SHAIL.

- EfAtoll 2[a2o0f CHEF AMA HEHE KSste SHS LdotEedT IAM AE DB EFALTE AWS

HHE Agstof Cist HMHA Hel M2 2 AWS HHEZSHM L.

- ID H3o|ME Sl HMA HEHS NS5t S LolEE{H IAM AFR MEAMO| 2|F0f A 2l
SE AL Ko H| HMA HEF S (1D HHE| O[S FRFAML

« AZ2A A HM A0 CHEF A& T} 2[AA T7|EF HA ALE O] XH0|HE otEE{H IAM AFR A
Mol IAMS| A 2A HZXE Z|AA HHAE EXFIML

Amazon EventBridge A7|E2{2| CIO|EHH E=

B 235 0i HEELICt O EE*'OH HEE

AWS &5 22| 2 & Amazon EventBridge 27 &242Q| o0 ok
CHE AWS = ZEE M¥sts 2 2Y QlEptE ES5 & MY0| JU&LIC AWS EEF E. AM8Xte= 2l
ZtolM AR = 2HAE ZEISoF FLICH AFE5tE AWS MH|A o 2ot F4dnt 2| EfA3

off CHEH MU AL XIo|AH| A& LICH C|O|Ef Z 20| Alo]| CHEF REAMIEH LIS HIOIE1 Z2HO[EHA
FAQE EZStMR. R0l CIOoIE 230l CHEt RHMIE LIRS AWS HoF 2210 AWS 25 Y| @
o 3 GDPR EE1 AAIEE &XSHMIR.

CIoIE{ E& 84


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

EventBridge &7 & 24 ALZ%t 7H0|=

CIOIE ESE ?IsH At Y2 2551 AWS ™8 AWS IAM Identity Center E2= AWS Identity and
Access Management (IAM)E AF&5t0{ 7HE AL XHE AH5t= 0| E&LICH O[F | 5tEd 7HE At
EXtof|H xtolo| 2R E S4S| o|dst= ol 28t #HEtet 2oiguL ot =8t Ci20 22 Yo 2 o

O|EHE E & 35t= 20| E&LICH
« Zt A™Hol CHE 215 (MFA)2 AIE5HAIL.
« SSL/TLSE AtE35t0{ AWS EB|AALQF SAITLICH TLS 1.2 E4+0|H TLS 1.3 HAELICH.

« E AIE5I0 API L ALE X &5 ZZAE M™EELICH AWS CloudTrail. CloudTrail £X& AF&35}0q

AWS s 8 Ax{st= &gdol CHE RAFMISH LI 2 AWS CloudTrail AFR A Q| CloudTrail &%
o2 XML,
- Lol ZE 7|82 Eot Ko} &M AWS &S 3}

&2 M2 AIELICH AWS MHH|A.
H =

. Amazon S30i| MEE gzt dio|EHE AMstn O E&0| &/& Amazon Macie?t Z2 1

- HYE QEM0|A = APIE AWS Salioll AMAE [ FIPS 140-3 HE 2 &3t ZS0| HRFt
B2 FIPS =X QIEE MEFLICH A& 75T FIPS =X QIE0of CHE RM|EF LHE 2 Federal

Information Processing Standard(FIPS) 140-3&2 & ZX35tMIR2.

TZol O|HIY FAL 2 VL HEL S WEE BiOLL O|F HE Z2 A S4 HAE H
Eof =3stX| f= [0l E&LICH 097(|0d= EventBridge 27| EE{ E£=
AWS CLI, APl E£= AWS SDKs& At&3}04 &ogor_ 827t Z&-ELUct o|&of Arﬂil“ Bl &
At S HMAE Heol st ZE HO|BE T £ T 230 AH8E + U&LICH 27 H
Holl URLE MSE m s Mol CHE 2™ E HBs6t7| la AF S URLO Z&siiM= oF &
Lict.

F

EventBridge Scheduler®| M% A| &t =3}

| M0l M= Amazon EventBridge 2ZAIE 247t M& Cl|IO|EHE & S 35t5tT 55355t WS A
338L|Ct X{Z} O|O|E{E= EventBridge AFIZE 42 MH|A Q| 7|2 T @ Aof K& E Co[E{L
EventBridge £ 7| & 2= AWS Key Management Service (AWS KMS)2t S & =
EHE °|'32|'o|' S 3 3}8ILICFAWS KMS key. EventBridge 2FIEtHE F 7HX
AWS A% 7| & T8 2tz 7|8 K[ EFLCt

(® Note
EventBridge A7A|E2{= CHE & &35 KMS 7| AF&BF X[ &Lt

ME Al =3 85


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#kms_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
https://docs.aws.amazon.com/customer%20managed%20KMS%20key
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#symmetric-cmks

EventBridge &7 & 24

AWS A5 7|= AWS MH|ATE 0421 AWS HHH M ALE

2 AWS AH™Eol| MEEIX] &
Hx{o

=

AWS 428 7| EventBridge 27&2{ AtE
£ ME35lod Cl|o|E{et 2| AAE EE
235to{ 2 E CI|0|E{E =35t 5
7} @1&LICH EventBridge AFE L

}ol

_I_ ol

o oY AWS KMS Zo| AR 2 HLHE[X]

7 8|S 712 AF2X7F A A al
2|0{ A EventBridge A91|’°E-|01|A‘| E||0| -|

A eeld 718 AE8Y = &Lt 1

2l 7/ 0iE 30| gdstH, =2

7|1& M3t A AWS KMS EEF e

Management Service 2 22 & Z=5tAl

|

. ot535} OlE|HE

- KMS 7| 2]

« CloudTrail O|HIE 0f Al

ot 53} ofE|E

LICH 71

o

CH2 ZEOollE EventBridge 2HIE 47 & Al ¢ 5315t Chet &

£ KMS 7| 80| 4B x|of AU&LICH

ol olE| 7 Tl

H 0|2 =(Z|CH 256KB) CHa O MY EES 2
1 A
o

AWS AL 7|

ot7| ?ls Aot

HAtetior ot= &F
|ioF BFLIch

K|HER| Sf =

ZEl5Hs KMS 7|Lct.
t X|2 EventBridge *?ﬂ"E{'— o]
E Z EventBridge 2 7{&2{= AWS &
SerLich AFEAFAWS AR 7| EE= ML HAE ._EI%E
7t IH|0|E-|§ 23557 AWS &% 7| RIHE AtE5t AIE
? QF 0| LM x| f&LICE.

78| Clo|E{et Zf EHFoll M X|2dst

86


https://docs.aws.amazon.com/kms/latest/developerguide/limits.html
https://aws.amazon.com/kms/pricing/
https://aws.amazon.com/kms/pricing/

EventBridge &7 & 24 ALZ%t 7H0|=

HOo|E R =LS AWS A% 7| o7 aelE 7
Scheduling configura ~ AF|E 2! E344|(0f: x| XIHE[X] I 2
tion(of|f F4) Ht= LUxof CHEt rate
EE= cron 34, &
3|8 7t =& 9| B
ARME QB o| AlF
2, SR ERME LA
Z+CH).
CH& 74 CH&M o] Amazon 2l4& X[ XHEX| et S
A O|E(ARN) & 7|E}
CHa 2t M M2
ME.
s Y AN S s 77t 744, x| INF=L= PN RS,
& A Ho| A= 2,
ME Aujjol AHS &
= DLQ(Dead Letter
Queue) M5 HE.
EventBridge 27| &c{= 0| 0| dBE CHE CHY HIO|2EEE =85t si=E ek 12 22|
7|1€ AMEFLICE 2 #8718 MBS T MEstH EventBrldge AFAEE{= HoO|ZEE & H
et slstn S5 3terLct & H2 U2 AE5tI AWS &R FICHE B H2 X|™E o2 2hel

| 7l oy
7|1E AFSELICt CHE 2 E HIo|E 89| A< EventBridge AFIE B E 7|22 AWS AR 7| AFE
&tod M CIo|EE E& & LCt

CtZ the section called “KMS 7| ZE2[” MME S35l EventBridge AHIE M 02 HE|1E 7|18 AHS
}-

ot7| 2lsl IAM 2|4 I 7| S grE|ste S LotEMAL.

KMS 7| 22|

™ol meh chefofl MEsh= HOIZEE &5 3tstn si=5t7| 9E 2 228 7|12 M3E =%

A& LICH EventBridge 27| E2{= HO|2=E 2|CH 256KB7HX| Féérém S5stgfict o7
28 71& A8stH e 50| ddstH, =2 E[{E ZoteiM 20| FatELlch 12 223
7|18 M83t= WA AWS KMS & Eo| YR Z HAHELICH 2Z0f I:Hé REMIEH LI 2 AWS Key

Management Service 2 &2 & ZHAMI2.

N 87


https://docs.aws.amazon.com/kms/latest/developerguide/limits.html
https://aws.amazon.com/kms/pricing/
https://aws.amazon.com/kms/pricing/

EventBridge 27| &2 AR 7Ho|E

EventBridge A7|Z2{= C|O|EH & E3tE {8t dH2 Mdste Eot —’F—iﬂ% A= |AM H
gtLICH &, EventBridge 27|E2{ APIE &5t

Q1Z45HoF & LICt. EEBF EventBridge 2| E = _
&, A odAE o™ d&ol= OIO|EE HEE [ AWS KMS APIE E%%}= o £ R?_F AWS KMS
e Hete QJo{of Lt

>
olo
pal
- IR
X
12
e L
2 F
E
< o
g
>
E
w
A
z
w
FE
rw ret

(® Note
EventBridge 27| E2{= YAl FHEtol| CHEt Tl 048 At

oo
g'l_l
rr
=
jo
A
o
Q'I_l
A
el
Iy
-
[l

CtS MME A& 35104 EventBridge 2AIE B0 02 221 7|2 Ar&5te O 23 IAM Tt}
AWS KMS 7| A g gte|ste W g otaELct

T PEE 7€ AScttiH dYE ddste A 5F 7 IAM E¢F FA|of g HeEtE Ftstn
Lol Adst= Al A S FtoloF g LICH.

-|>|
Pl
>
Ol
Pl
|J
IE
A
rr
12
ok
o
%
Y
rh

UHES MME [ EventBridge AHIE2{ APIE £&5t= E¢t
T8 HAof ChE AWS KMS Erd 2 F7taloF ghLict.

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"scheduler:*",

# Required to pass the execution role
"iam:PassRole",

"kms:DescribeKey",
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NE=S 1=
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource": "*",
"Effect": "Allow"
.
]
}
* kms:DescribeKey - X33t 7|7t CHE & E 35t KMS 7|Q1X| &Qlste= o e gfLCt
+ kms:GenerateDataKey - EventBridge A&7t ECI0|HES S5 3512 =85t ol A5t

ClolH 7|1& ddst= ol EEfLch

CIOIEIS sHS & ] AWS KMS APIZ 3 5357| 23l EventBridge 27| Z2{0l| CHEH HMAE X2 5H24
A2 F7HsHok hLlCt

{
"Version": "2012-10-17",
"Statement" : [
{
"Sid" : "Allow EventBridge Scheduler to decrypt data using a customer managed
key",
"Effect" : "Allow",
"Action" : [
"kms:Decrypt"
1,
"Resource": "arn:aws:kms:your-region:123456789012:key/your-key-id"
}
]
}

« kms:Decrypt - EventBridge 2AIE2{7} & 25t E O|O|E{ et &7H MEst= =35t IO 7(2
ef =afoF &LCt.

==
= J— )

>
Rl
()
Ral
1
bol

ton

89


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#symmetric-cmks

EventBridge &7 & 24 ALZ%t 7H0|=

=
ne
>|
.I.
mjo
>
:I:
_I.
9.'—'
I'I'I
CD
=
W
a
«Q
D
>.
u
N
i
rH
>
mo
>
oo
Q'I_l
(@]
-l
;
>
g 0%
_IR
ok
mjo
0z
0%
9'|_|
.I.L
m
<
D
=
W
a
«Q
D
>.

o=
A2 Het WS Al o
oY 718 ASY 4 QloniH

g+ U :r
7| 8™ el
£ A8sto 17 2HE[B 7|2 duE [H AWS KMSZ7|E2Me 2 7|olls -l A 3ol CHEF AA|
A8 MEste e 22 7| @™ol &L
{

"Id": "key-policy-1",
"Version": "2012-10-17",
"Statement": [

{
"Sid": "Provide required IAM Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:root"
b
"Action": "kms:*",
"Resource": "*"
}

MEfMo 2 AR odgtol CHEH HMAD MBS 7| HAo| HRIE AMEHE = A&LICt
EventBridge 27| E 21 E2lAALL A 172 22| 7|18 MEsieds B2 OIFA & + J&LICH TS
7| HH oM E MBS0 7|18 MEE 4 Q= EventBridge &

"Id": "key-policy-2",
"Version": "2012-10-17",
"Statement": [

{
"Sid": "Provide required IAM Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::695325144837:root"
.
"Action": "kms:*",
"Resource": "*"
},
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{
"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/schedule-execution-role"
.
"Action": [
"kms:Decrypt"
1,
"Resource": "*"
}

CloudTrail O|HIE 0f| A|

AWS CloudTrail = 2 & APl £ & O|HIEE Z{XELICt. 097|0l= EventBridge 27| &247 024 &t

o] ngd:
2l 7|8 AH835tod HI0|E-|E S5 5t mjotc 2M5tE API 2 S£0| ZEELICE CHS odle
EventBridge 27| E21{7} 12 #E2|E 7|1E ALt kms:Decrypt U2 AI85tE A2 Eo{FE

CloudTrail O|HE & =& Eo{&ELIC}.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ABCDEABCD1AB12ABABABQ:70@abcd123al23al2345alaal2aalbcl2",
"arn": "arn:aws:sts::123456789012:assumed-role/execution-
role/70abcdl123al123al2345alaal2aalbcl2"”,
"accountId": "123456789012",
"accessKeyId": "ABCDEFGHI1JKLMNOP2Q3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "ABCDEABCD1AB12ABABABQ",

"arn": "arn:aws:iam::123456789012:role/execution-role",
"accountId": "123456789012",
"userName": "execution-role"

iy
"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-10-31T21:03:157",

"mfaAuthenticated": "false"
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}
I
"eventTime": "2022-10-31T21:03:157",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-north-1",

"sourceIPAddress": "13.50.87.173",

"userAgent": "aws-sdk-java/2.17.295 Linux/4.14.291-218.527.amzn2.x86_64 Open]DK_64-
Bit_Server_VM/11.0.17+9-LTS Java/11.0.17 kotlin/1.3.72-release-468 (1.3.72) vendor/
Amazon.com_Inc. md/internal exec-env/AWS_ECS_FARGATE io/sync http/Apache cfg/retry-
mode/standard AwsCrypto/2.4.0",

"requestParameters": {

"keyId": "arn:aws:kms:us-west-2:123456789012:key/2321abab-2110-12ab-al123-
a2b34c5abc67",

"encryptionAlgorithm": "SYMMETRIC_DEFAULT",

"encryptionContext": {

"aws:scheduler:schedule:arn": "arn:aws:scheduler:us-
west-2:123456789012:schedule/default/execution-role"
}
I
"responseElements": null,
"requestID": "request-id",
"eventID": "event-id",

"readOnly": true,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:123456789012:key/2321abab-2110-12ab-al23-
a2b34c5abc67"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_256_GCM_SHA384",
"clientProvidedHostHeader": "kms.us-west-2.amazonaws.com"
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https://docs.aws.amazon.com/scheduler/latest/APIReference/API_RetryPolicy.html
https://docs.aws.amazon.com/scheduler/latest/APIReference/API_RetryPolicy.html
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https://console.aws.amazon.com/servicequotas/home/services/scheduler/quotas/L-53944E21
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https://console.aws.amazon.com/servicequotas/home/services/scheduler/quotas/L-FB03E819
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https://console.aws.amazon.com/servicequotas/home/services/scheduler/quotas/L-66629D52
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"Effect": "Allow",
"Principal": {

"Service": "scheduler.amazonaws.com"
I
"Action": "sts:AssumeRole",
"Condition": {

"StringEquals": {

"aws:SourceArn":
"arn:aws:scheduler:region:account:schedule/schedule_group/schedule"
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"arn:aws:scheduler:region:account:schedule/schedule_group/schedule",

"arn:aws:scheduler:region:account:schedule-group/schedule_group"

}
}
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{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:SourceArn": [
]
}
}
}

ServiceQuotaExceededException
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