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https://console.aws.amazon.com/resource-explorer
https://console.aws.amazon.com/resource-explorer
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AWS CLI

2 MEE AH83504 Resource Explorers A% st2{™

2lAA BT Z2E£2 A8 MEHo] et AFEAHE CHAISH] B2 API &Y S &5 =-E L
CtZ OilXl AWS CLI HE2 & AH85t0 2& 2R oM SUE 7|2 HXE +=¥s5t= YHE 2od
ZLICt. AWS CLI
Example 1&H7|: #Hot= AWS 2|0 QIHAE 4445101 Resource Explorer & 433}

BlAA B8 EM35te{E ZF AWS 21T IR0 CHS S ASEILICH O oA 3™
of CLI0{ A Resource ExplorerE & A&}t gfL|C}.

$ aws resource-explorer-2 create-index

{

"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",

"CreatedAt": "2022-07-27T16:17:12.130000+00:00",

"State": "CREATING"

Example 2EH7|: #A/H 9| o2 2|H|0|E QU= ATL AWS 2|1 | § QIHAE FHLLE AO|0|EF L

2lAaA B0 2 QIHAE HHO| ojla2|H 0| QIHIAZ AUC|0IESES st2{H CHE &
JE L AWS EIJH ChE oldl -2 0|7 SF(HXILoF S5 )(us-east-1)0iA O E|

$ aws resource-explorer-2 update-index-type \
--arn arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd11111111 \
--type AGGREGATOR

"Arn": "arn:aws:resource-explorer-2:us-

east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",
"LastUpdatedAt": "2022-07-27T16:29:49.231000+00:00",
"State": "UPDATING",
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"Type": "AGGREGATOR"

Example 3EHA|: Of 12| H|0|E] AWS 2T QIHIA T} Z &=l H QtE 7|

OH2|HO|E RQUHAE e M ArS e O Y2 A>T LICH AWS 2[X O o x| BE2
Resource Explorer 2& 8 T2 MANM MEE W1 SLE FE MEeLICH Ol M2 Fofl
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2lAA HMS K| HELCH

$ aws resource-explorer-2 create-view \
--view-name My-New-View \
--included-properties Name=tags

"View": {
"Filters": {
"FilterString": ""
},
"IncludedProperties": [

{

"Name": "tags"

1,
"LastUpdatedAt": "2022-07-27T16:34:14.960000+00:00",

"Owner": "123456789012",
"Scope": "arn:aws:iam::123456789012:root",
"ViewArn": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/My-New-
View/la2b3c4d-5d6e-7f8a-9b0@c-abcd22222222"
}

Example 4EtA|: Mf R E 7|2 R2E 4 AWS 2™

CHe OIMOIAE O ErlolA MAdst R E 2l
S st AWS 2T YIxlolM O3 Be Mg

$ aws resource-explorer-2 associate-default-view \

--view-arn arn:aws:resource-explorer-2:us-east-1:123456789012:view/My-New-
View/1la2b3c4d-5d6e-7f8a-9b0Oc-abcd11111111
{

"ViewArn": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/My-New-
View/la2b3c4d-5d6e-7f8a-9b0@c-abcd11111111"
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https://console.aws.amazon.com/resource-explorer/home#/settings

AWS Z|AA EFA7|

AR 7H0|E

$ aws resource-explorer-2 list-indexes

{
"Indexes": [
{
"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",
"Region": "us-east-1",
"Type": "AGGREGATOR"
I
{

"Arn": "arn:aws:resource-explorer-2:us-
west-2:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd22222222",

"Region":"us-west-2",

"Type" :"LOCAL"
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$ aws resource-explorer-2 create-index \
--region us-east-1

"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",

"CreatedAt": "2022-11-01T20:00:59.149Z",

"State": "CREATING"

Resource Explorerg &&3tstti= 2 2|70 CHsl ol A& E gt=&Lict. ol --region mt2t0]
EHe g 2l I EZ ChAE

Resource Explorer= Y& QEA MM Z W2 0M HISY| Yo 2 7| M=ol 8
O| CREATINGY! &= QIOMH, O|= OBl T2 MATJ} OFE &t E|X| 22 LIEFHL|CEH

(® Note
QiAo 2EHE EfT7t X|HE 2|lAAE T 2 LYo A ZAntof| LEEFSLICH ER2 7 RIS
E|X| et2 2laa e e o 2 EAIE|= O 2A[ZF O|EHO| AL E[X(EH =27 B2 F2

Q) ZE 4 UsLich T8 BE 7|Z 22 Aol M A of22|AH0/E] QAR 0| £7|

= T AAH

SHE 2t=ote o =[] 1Al1ZFo] 23 + U&LICH

ul
0jo
2
u
mjo
>
gl:-
Q'I_l
|—_|
ﬁ
_|
—
<
m
0z
flul
1
J!'l
91
i
el
Ok
re
Hu
i
I
M
ok
o
ok
_|
z
Iy
r
o

2|0l M Resource Explorer QIS A A 30



AWS Z|AA EFA7| ARt 7H0l=

$ aws resource-explorer-2 get-index \
--region us-east-1

"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",

"CreatedAt": "2022-07-12T18:59:10.503000+00:00",

"LastUpdatedAt": "2022-07-13T18:41:58.799000+00:00",

"ReplicatingFrom": [],

"State": "ACTIVE",

"Tags": {3,

"Type": "LOCAL"

}
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AWS Management Console
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2. QIEHA MMojA SZSIEIE QIHA WOl HOIRS MENF O}] QA 93 WHS MeiEH
=
3. <EIH 0IB>2l QA RF HZ Th3 A0l OHZEIHOIE] QIHAE MEUS CHE W LIS
xErg Metsict
AWS CLI

24 YA E AEe ofae|H ol QHAZ &7stE{H

CHS oAl H™E2 x|IHE AWS 2™

Mof Qi QlE 2% LOCALOIAM 3 AGGREGATORE O
O|EFLICH oi2Z2|HOIH UHAE ZEE AWS 2|T0IM HUS EEaHoF FLICt,

$ aws resource-explorer-2 update-index-type \
--arn arn:aws:resource-explorer-2:us-

east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd11111111 \
--type AGGREGATOR \

--region us-east-1

"Arn":"arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",
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https://console.aws.amazon.com/resource-explorer/home#/settings
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"LastUpdatedAt":"2022-07-13T18:41:58.799Z2",
"State":"UPDATING",
"Type" :"AGGREGATOR"

}
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$ aws resource-explorer-2 get-index --region us-east-1
{
"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd11111111",
"CreatedAt": "2022-10-12T21:31:37.277000+00:00",
"LastUpdatedAt": "2022-10-12T21:31:37.677000+00:00",
"ReplicatingFrom": [
"us-west-2",
"us-east-2",
"us-west-1"
1,
"State": "ACTIVE",
"Tags": {},
"Type": "AGGREGATOR"
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AWS Management Console
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$ aws resource-explorer-2 update-index-type \
--arn arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd11111111 \
--type LOCAL \
--region us-east-1

"Arn":"arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b@c-abcd11111111",

"LastUpdatedAt":"2022-07-13T18:41:58.799Z",

"State":"UPDATING",

"Type" :"LOCAL"
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https://console.aws.amazon.com/resource-explorer/home#/settings
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_GetIndex.html
https://console.aws.amazon.com/resource-explorer/home#/settings

}
N2 HIS7|Mo 2 A S50 State7t UPDATING2 2 A E AEHoi M AIZHEILICEH ZHedol &t
EE|R=X| Qoo Chs BHES AAstT ACTIVE 85 EEO|M 2f StateE T A&
Ch. gelsteds QEIATE 2o El 2[-of|AM o] BHS Al™sHok gfLch.
$ aws resource-explorer-2 get-index --region us-east-1
{
"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd11111111",
"CreatedAt": "2022-10-12T21:31:37.277000+00:00",
"LastUpdatedAt": "2022-10-12T21:31:37.677000+00:00",
"ReplicatingFrom": [
"us-west-2",
"us-east-2",
"us-west-1"
1,
"State": "ACTIVE",
"Tags": {3},
"Type": "LOCAL"
}
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https://docs.aws.amazon.com/resource-explorer/latest/userguide/opt-in-region-considerations
https://docs.aws.amazon.com/resource-explorer/latest/userguide/getting-started-setting-up-prereqs.html#create-an-admin
https://docs.aws.amazon.com/resource-explorer/latest/userguide/security_iam_service-linked-roles.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/security_iam_service-linked-roles.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_delegated_admin.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_delegated_admin.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/getting-started-setting-up.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-aggregator-region.html
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https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-views.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-views.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-views-create.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-views-create.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-views-share.html
https://console.aws.amazon.com/systems-manager/quick-setup/create-configuration?configurationType=AWSQuickSetupType-ResourceExplorer
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacksets-orgs-enable-trusted-access.html
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Description: >-
CFN Stack setting up ResourceExplorer with an Aggregator Index, and a new Default

View.
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacksets-getting-started-create.html#stacksets-orgs-associate-stackset-with-org
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacksets-getting-started-create.html#stacksets-orgs-associate-stackset-with-org
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Resources:
Index:
Type: 'AWS::ResourceExplorer2
Properties:

Type: AGGREGATOR
Tags:

::Index’

Purpose: ResourceExplorer CFN Stack
View:

Type: 'AWS::ResourceExplorer2
Properties:
ViewName: DefaultView
IncludedProperties:
- Name: tags
Tags:

::View'

Purpose: ResourceExplorer CFN Stack
DependsOn: Index

DefaultViewAssociation:

Type: 'AWS::ResourceExplorer2
Properties:

ViewArn: !Ref View

::DefaultViewAssociation'

JSON

"Description": "CFN Stack setting up ResourceExplorer with an Aggregator Index,
and a new Default View.",

"Resources": {
"Index": {
"Type": "AWS::ResourceExplorer2::Index",
"Properties": {
"Type": "AGGREGATOR",
"Tags": {

"Purpose": "ResourceExplorer CFN Stack"

o
"View": {

"Type": "AWS::ResourceExplorer2::View",
"Properties": {

"ViewName": "DefaultView",

"IncludedProperties": [{
"Name": "tags"
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"Tags": {
"Purpose": "ResourceExplorer CFN Stack"
}
.
"DependsOn": "Index"
.
"DefaultViewAssociation": {
"Type": "AWS::ResourceExplorer2::DefaultViewAssociation",
"Properties": {
"ViewArn": {
"Ref": "View"
}
}
}
}
}
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Description: >-
and a new Default View.

CFN Stack setting up ResourceExplorer with a Local Index

Resources:
Index:
Type: 'AWS::ResourceExplorer2::Index'
Properties:
Type: LOCAL
Tags:
Purpose: ResourceExplorer CFN Stack
View:
Type: 'AWS::ResourceExplorer2::View'
Properties:
ViewName: DefaultView
IncludedProperties:
- Name: tags
Tags:

Purpose: ResourceExplorer CFN Stack

DependsOn: Index
DefaultViewAssociation:

47
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Type: 'AWS::ResourceExplorer2::DefaultViewAssociation'
Properties:
ViewArn: !Ref View

JSON

"Description'": "CFN Stack setting up ResourceExplorer with a Local Index, and a
new Default View.",
"Resources": {
"Index": {
"Type": "AWS::ResourceExplorer2::Index",
"Properties": {
"Type": "LOCAL",

"Tags": {
"Purpose": "ResourceExplorer CFN Stack"
}
}
b
"View": {
"Type": "AWS::ResourceExplorer2::View",
"Properties": {
"ViewName": "DefaultView",
"IncludedProperties": [{
"Name": '"tags"
1,
"Tags": {
"Purpose": "ResourceExplorer CFN Stack"
}
},
"DependsOn": "Index"
},
"DefaultViewAssociation": {
"Type": "AWS::ResourceExplorer2::DefaultViewAssociation",
"Properties": {
"ViewArn": {
"Ref": "View"
}
}
}
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$ aws resource-explorer-2 delete-index \
--arn arn:aws:resource-explorer-2:us-
west-2:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd22222222 \
--region us-west-2

"Arn": "arn:aws:resource-explorer-2:us-
west-2:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd22222222",
"State": "DELETING"

= A. — o o o
Mol BEE AsHior & LICH CHE ol BF2 0I5 MF(El2)(us-west-

AASMH 2. AWS

olcll A

RIFATL Qe El
2)0{ M Resource

Resource Explorer= Y& &K He| 242 “”:LEF-F-_’-E IH H|E7| o2 —1‘—%*&92 SEof
El H

Q40| DELETINGE EAIE £ Ql& Lt o] A

rr
JI
_5
N
[kl
HH
;
).
N
o
A
rio
Hu
m
A
el
20
0jo

LIEFHLICEH CHS HYEE A#5104 State PDELETEDE |:|=|7=|5|L ng E*EI%FO# %|E gt=& 0

E
2E stolg & e

$ aws resource-explorer-2 get-index \
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https://console.aws.amazon.com/resource-explorer/home#/settings
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--region us-west-2

-~

"Arn": "arn:aws:resource-explorer-2:us-
west-2:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd11111111",

"CreatedAt": "2022-07-12T18:59:10.503000+00:00",

"LastUpdatedAt": "2022-07-13T18:41:58.799000+00:00",

"ReplicatingFrom": [],

"State": "DELETED",

"Tags": {},

"Type": "LOCAL"
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https://console.aws.amazon.com/resource-explorer/home#/settings
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$ aws resource-explorer-2 list-indexes --query Indexes[*].Arn[
"arn:aws:resource-explorer-2:us-east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-

abcdl1111111",
"arn:aws:resource-explorer-2:us-west-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-

abcd22222222",
"arn:aws:resource-explorer-2:us-west-2:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-

abcd33333333"
]
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$ aws resource-explorer-2 delete-index \
--arn arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd11111111 \

--region us-east-1

"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",

"State": "DELETING"
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$ aws resource-explorer-2 get-index \
--region us-east-1

"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd11111111",

"CreatedAt": "2022-07-12T18:59:10.503000+00:00",

"LastUpdatedAt": "2022-07-13T18:41:58.799000+00:00",

"ReplicatingFrom": [],

"State": "DELETED",

"Tags": {3,

"Type": "LOCAL"
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$ aws resource-explorer-2 create-view \
--region us-west-2 \
--view-name "My-EC2-Prod-Resources" \
--filters FilterString="service:ec2 tag:stage=prod" \
--included-properties Name=tags

{
"View": {
"Filters": {
"FilterString": "service:ec2 tag:stage=prod"
1,
"IncludedProperties": [
{
"Name": "tags"
}
1,

"LastUpdatedAt": "2022-08-03T16:13:37.625000+00:00",
"Owner": "123456789012",
"Scope": "arn:aws:iam::123456789012:root",
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"ViewArn": "arn:aws:resource-explorer-2:us-west-2:123456789012:view/My-EC2-
Prod-Resources/l1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111"
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$ aws resource-explorer-2 create-view \
--region us-west-2 \
--view-name entire-org-view \
--scope "arn:aws:organizations::111111111111:organization/o-exampleorgid"

"View": {
"Filters": {
"FilterString": ""
b
"IncludedProperties": [],
"LastUpdatedAt": "2022-08-03T16:13:37.625000+00:00",
"Owner": "111111111111",
"Scope": "arn:aws:organizations::111111111111:0rganization/o-
exampleorgid",
"ViewArn": "arn:aws:resource-explorer-2:us-west-2:111111111111:view/
entire-org-view/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111"
}
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$ aws resource-explorer-2 create-view \
--region us-west-2 \
--view-name entire-ou-view \
--scope "arn:aws:organizations::222222222222:ou/o-exampleorgid/ou-

exampleouid"”
{
"View": {
"Filters": {
"FilterString": ""
1,

"IncludedProperties": [],
"LastUpdatedAt": "2022-08-03T16:13:37.625000+00:00",
"Owner": '"222222222222",

"Scope": "arn:aws:organizations::222222222222:ou/o-exampleorgid/ou-
exampleouid",

"ViewArn": "arn:aws:resource-explorer-2:us-west-2:222222222222:view/
entire-ou-view/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111"

}
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"resource-explorer-2:Search",
"resource-explorer-2:GetView"

1,

"Resource'": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/

MyTestView/la2b3c4d-5d6e-7f8a-9b@c-abcd11111111
}
]
}
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2
M
N
=
[
rol
all!
2
i
Pl
00
_QL
=l
2
A,
rok

2
é
>.
z
2

OF ZLEE ZAME HHErets LEIE AFS S04 02| HE MAsEE T2 MY 2laAE B
P & 4% Ql&LICh ABAC(S4 7|t Al
28 4 ULICH ABACOIAM A8 sHE

£492 AWSOIM 5He1g AT sHEHs Hot FHI9 HMASIEIE B4 BT HZE efT 2ot

%Sxﬂoﬂ AZE E—’.-f— IAM et HHE ASELICH EX2 EHM £2] Condition 4_’.\_%
=]

1]
ne
i
g'l_l
rr
ox
40 I-II
2T
_5_
12
;
m|m
oto
gl_
-
[l

o E =0 ElAte| Z2EM of E2[AH|0|ME X|Hste 2E AWS E2[AA00 EfT "Environment" =

"Production"& F7I& = U&LICH ZE2EHM 2tF0l| HMHAE HEHO| U 2ot FHABH Y 2l
A8 2+ AES Sl2dH ST Ef2 8 ZE{Z A8 35l= Resource Explorer #& ’é'i*é?:. Lich 3= o
= 'rro'" CHet HMAE MHE FAZ 0 MHettd™ O oAl 240 H|RE ZZAS 7HE HAME AE
&tod HetE FofgrLct
{

"Effect": "Allow",

"Action": [ "service:Actionl", "service:Action2" 1],

"Resource": "arn:aws:arn-of-a-resource",

"Condition": { "StringEquals": {"aws:ResourceTag/Environment":
"${aws:PrincipalTag/Environment}"} }
}
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$ aws resource-explorer-2 associate-default-view \
--region us-east-1 \
--view-arn arn:aws:resource-explorer-2:us-east-1:123456789012:view/

MyViewName/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111

{

"ViewArn": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/
MyViewName/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111"
}
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$ aws resource-explorer-2 tag-resource \
--resource-id arn:aws:resource-explorer-2:us-east-1:123456789012:view/
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--tags environment=production
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"resource-explorer-2:GetView",
"resource-explorer-2:Search"

1,

"Resource": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/*",

"Condition": {
"ForAnyValue:StringEquals": {
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"aws:ResourceTag/environment": "${aws:PrincipalTag/environment}"

2ot FAet 7 250l environment Ef27t UX|BE ZLO| LXISHK| & HLE & & StLtOl|
environment Ei17} Q= &< Resource Explorer= M @3 HEgHLICH.

ABACE At&75t0{ BlAA0] CHEF UM A HEHS QHHSHHA Fodst= Yol CHEF RbMIEH LIS 2 AWS
2 ABACEN FUQRI7I22E HZTFHML.

Resource Explorer & &%

O H7|= AWS ElAA BMY| F2 Bl4A T|H A E ALE5t0d HAMA HEFE F 048 LICH Amazon

S3 HZ! YA OiEt 7k K| 2 of2{et WA 2 Foll 2AEH R E MEE = U= AEXE XIHELICH

Ol= (IAM) A3 &F 7|8 HA= cHx ™ AWS Identity and Access Management IL|C}. IAM X}23

ST 7|t M2 Ag OF = MSRAH EEEIH HE, I8 E= MSRTH AMAE = U= &

A 3 2|aAE X|HELICH Resource Explorer F0ilM= CHE1t 20| £ 7tX| o WME AEE

= A&aLct
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Kol A &t B3F 7|8t HAMS gEsHok g LICH of HA2 2 7]2| Amazon 2|44 O[S (ARN)O| CH
Bt UM A HEHE HoiELCH

CIE A-Eu F & 3735H2{™ AWS Resource Access Manager (AWS RAM. AWS RAM hands of
resource-based policies for youE A&35HOF & LICH. S735t7| ol CHS 2 S =~sHok g LICt.

- CtE AY HA g AL
- HE 38 4 3R AAEE ol AI85HE 2lAA 7|H M == AM XHE B Y
7|8t H™of 2 resource-explorer-2:GetResourcePolicy resource-

explorer-2:PutResourcePolicy resource-explorer-2:DeleteResourcePolicy T8t
ol Z8tE|of QI=X| &HQIgtLCt,
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SES X|™HELICH = Resource Explorer #& AWS RAM 2t835t | X[ ELICH & 3R5H7IZ2 M=
ot 2ot Ao R0l et CHE MMoi| dEE Aot FAFEF HEE AWS RAM A B LICH a4 B
& ol chsh X[ & 2AWS Resource Access Manager AFHE MM O| AWS E|AA BRE R EFHA
2.

CHS ollxl H22 & 7EX| CHE o 2ot FA7 RE M8E + U5 ot YHE EoiELICH AWS A|

%
S.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": [ "111122223333", "444455556666" ]
b
"Action": [
"resource-explorer-2:Search",
"resource-explorer-2:GetView",
1)
"Resource": "arn:aws:resource-explorer-2:us-
east-1:123456789012:view/policy-name/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111",
"Condition": {"StringEquals": {"aws:PrincipalOrgID": "0-123456789012"},
"StringNotEquals": {"aws:PrincipalAccount": "123456789012"}

}
}
]
}Il
}

XIGE Z Agel gElats olx e, O&8 I ALSKIo| XA 5 7|8 HEt EM S dFsto] Foi A
MAE £ e S AHEAHE X1l oF FLICH A|1E 111122223333 E £ 4444555566662| 22|t
= ChE 3 22 oA S 488 + laUth. D™ oS el AZoM SRE FE AH835tod AM
g = e g AZe Ae, I8 A ASRolH 8BS T + U&LICH
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AWS Z|AA EfALT) AR 7hol=
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"resource-explorer-2:Search",
"resource-explorer-2:GetView",
"Resource": "arn:aws:resource-explorer-2:us-
east-1:123456789012:view/policy-name/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111"
}
]
}
Ol2{2t IAM XHZ4 BT 7|8 Mg 44 7|4 HAM|A HOJ(ABAC) Ot Mto| UHE ALSE & s
LICH sHE I CtoME 2 E 2lAaAet 2E XHE SFof| Efa7t XI™HE[=5 sfjof gLIct a& Ct
2 HMAE 5185t2d™ A4 S 2laA zholl Y x|SHoF H= Bl 7[2F 22 o XI™ g Lct
AEe| Fo| 2 & X|H5t= Lol CHEr XHAM[EF 82 Foll BT FI7IE XM, 4 7[gh
MIA Aofoll CHEF AFMIEH LIRS IAM AFR MHAO| Bl & AFR35104 2|A A0 ABAC CHEH M| A K|

0{ AWSZ! o o| MME FESMR. AWS

Resource Exploreroi| M 5 AFA

AWS B|AA ETMT| 22 O 0|4 ASE ERJt i 89 AXNE = U&LICH AWS Management
ConsoleE A&3l7{Lt AWS SDKOM AWS CLI B E= S API S Adstod RE AtA|e
= A&LICH
@ Note
AN AWS 2[H9| 7|2 RE XI™E Re AXMeE = glaLIch RE AXstedH R E 72440

M mM|7{sHoF EfLICH o|z A sted™ sHE 2I70i| A DisassociateDefaultView APl g Aldl
%I- A OIAL_||:|.

E|A HE
Ol HAE Alsted® CHE TEHol Rlofok BfLCH.

%t resource-explorer-2:DeleteView

AR 69


https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_DisassociateDefaultView.html

4

AWS Z|AA EFA7|

2laA: AA|stE{E F 2| ARN

1. Resource Explorer & 7 H O[X|0| M 4fx{|5lEi= ® Fol M HES MENFLICH
Xroie MEHSH & AMX||E MEHSHL|C}
3. EHQICHg dXolM 7 O|FS =det ChE AXIE MEIELICH

CHS B-E A™5to{ XI™HE Amazon 2l&4 O|F(ARN)E 7t R E AFA|ELICH

$ aws resource-explorer-2 delete-view \

--view-arn arn:aws:resource-explorer-2:us-east-1:123456789012:view/
MyViewName/1la2b3c4d-5d6e-7f8a-9b0c-abcd11111111

{

"ViewArn": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/
MyViewName/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111"
}
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HEME

test instance service:EC2 region:us-west-2

Resource Explorer= O|& Ct&1t Z 0| B7tgrLICt.

test OR instance AND service:EC2 AND region:us-west-2

o #EIE MEstE{H Lxlet= ElaATt OIF ME(2EI2) 2712 Amazon EC2 2|4 A0{0F 510
C(EHIAE, QIARIA) F 5tLt 0|4 0] 1A L|0{ {010k
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StLEEF 7HE o= e S-od| CHal StLte| EE{R
StLES| AWS E|HoBh &8 o U&LICH [hEtA

@ Note
OI-A|X-I ANDE O|o|.| E|AA9|. O:I El %
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ChS #Ele ZontE grerstx| ef&Lict

JP)

region:us-east-1 region:us-west-1

O| M|Bt2 SAlof oded gt2 7HE = U= £4(0dl: tag:, tag.key:, tag.value:)2| EH
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AWS Management Console
Resource Explorerg At835t0{ E|AAE HAMSHE{H

1. Bl AM Ho[x[oM At8stedE RE MEstE A2 A%
SolABE MEfE = Q&L

2. FHelol Felsttis ElaAE AEste AMoiet ZEE UMFLICH AAZ TtsE &2

Mo ciet RFMIEH L& 2 Resource Explorerdd CHeE A 22| £ 2 & =& & X3

3. Enter 7|18 =& # 2| MEELICH.
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AWS CLI
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$ aws resource-explorer-2 search \
--region us-east-1 \
--query-string "resourcetype:AWS::EC2::Instance tag:env=production"
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Amazon EC2 QIAEAAE AMSEILICH query-string Zt2tO|E{0 A8 7tS8H 2 E
Z3tM 2.
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AWS Z|AA EFA7| ALERE7H0|=

--view-arn arn:aws:resource-explorer-2:us-east-2:123456789012:view/My-Resources-
View/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111

SlAA AM 2Z|o| AN E AlEZ FTEE Z(csv) IHUZ LHEH £ USLICH csv THol= AR}
2AA S 2™, AWS AN, & Bl 4 2 ZHailMo| z 1 Ef1 F|oi CHEF @o| ZEEILICH csv
el A5 E XM AWS B AAZE LML Z|AA K| AR BT X|™H A| SE2E|HL 2
UXI7} U BEES &Holg £ A&LCH
1. BlAA ZAM 3| Zotoq E|AAE CSVE LHELH7|E MESSHL|CH,
A 2 5 e ot TEM AN E WELHAHLE AIB 71SEH 2 25 ZEMH HEUES
MEHSE 2~ Q& LT

Search criteria

View Info Query Info

v Q. Query keywords, filters and operators

Resources (1000+) info Export 1000 resources to CSV 4

K Export visible columns
All AWS Regions v ‘ All types v ‘

Export all columns

Identifier [4 \ Resource type Region AWS Account | Tag: SoftwareType

DeploymentStack- logs:log-group US East (N. Virginia) us-east-1 This account (not tagged)

2. EBEtXolM HAIXKIZF ZAIE[E csv LS H7|2 MEsHAHLE TS HE[SF fIX[o] MEst7|
2 MEfErL|CH

AM A0t E csv IHUZ LHELHZ| 74
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® Note

2024'A 7€ 9L R E{ Resource Explorer= [ 0|4 Ct& a4 RS X[&eHK| ef&LCt

* Amazon Elastic Container Service — ecs: task
* AWS Systems Manager — ssm:automation-execution

* AWS Systems Manager — ssm:patchbaseline

Bt 2laA K82 KA MH|A0 M HE AFE " = UX[BF Resource Explorero| A=  Of
Al -
=
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AWS Z|AA EFA7|

AR 7H0|E

RISEIS MHIA U BlAA R

K|2=E AWS MH|A

Amazon AP| Gateway

AWS App Runner

Amazon AppStream 2.0
AWS AppSync

Amazon Athena
AWS Backup

AWS Batch

AWS CloudFormation

Amazon CloudFront
AWS CloudTrail
Amazon CloudWatch

Amazon CloudWatch Evidently

Amazon CloudWatch Logs
AWS CodeArtifact

AWS CodeBuild

AWS CodeCommit

Amazon CodeGuru Profiler
AWS CodePipeline
AWS CodeConnections

Amazon Cognito

Amazon Connect

Amazon Q Connect

Amazon Detective

Amazon DynamoDB
EC2 o|O0|x| &l
Amazon ECR IHE 2

AWS Elastic Beanstalk

REE MEIA D ElaA 98
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AWS E[AA Ef A7)

AR 7H0|E

Amazon ElastiCache

Amazon Elastic Compute Cloud(AmazonEC?2)

Amazon Elastic Z1E{|0|4 B X|AE 2]

Amazon Elastic Container Service

Amazon Elastic File System

Elastic Load Balancing
AWS Elemental MediaPackage
AWS Elemental MediaTailor

Amazon EMR Serverless

Amazon EventBridge

AWS Fault Injection Service

Amazon Forecast

Amazon Fraud Detector

Amazon GamelLift

AWS Global Accelerator
AWS Glue

AWS Glue DataBrew

AWS ldentity and Access Management

Amazon Interactive Video Service
AWS IoT

AWS loT Analytics

AWS loT Events

AWS loT Greengrass Version 1
AWS loT SiteWise
AWS loT TwinMaker

AWS Key Management Service

Amazon Kinesis

Amazon Data Firehose

Amazon Kinesis Video Streams

AWS Lambda

XHElE MHIA F 2las Y
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AR 7H0|E

Amazon Lex

Amazon Location Service

Amazon Lookout for Metrics

Amazon Lookout for Vision

Amazon Managed Service for Apache Flink

Amazon Managed Service for Prometheus

Amazon Managed Service for Prometheus

Amazon Managed Streaming for Apache Kafka
AWS Migration Hub Refactor Spaces

AWS Network Firewall

AWS Network Manager

Amazon OpenSearch Service
AWS Panorama

Amazon Personalize
AWS Private Certificate Authority
Amazon QLDB

Amazon Redshift

Amazon Rekognition

Amazon Relational Database Service(AmazonRDS)

AWS Resilience Hub

AWS Resource Groups
AWS E|AA Ef AT

Amazon Route 53

Amazon Route 53 Recovery Readiness

Amazon Route 53 Resolver

Amazon SageMaker
AWS Secrets Manager
AWS Service Catalog

Amazon Simple Notification Service

Amazon Simple Queue Service

AHE= MBI~ D 222 98

78
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* Amazon Simple Storage Service(S3)

» AWS Step Functions

AWS Systems Manager
AWS Verified Access
AWS Wavelength

Amazon API Gateway

* apigateway:restapis

AWS App Runner

e apprunner:vpcconnector

Amazon AppStream 2.0

* appstream:appblock
* appstream:application
* appstream:fleet

» appstream:stack

AWS AppSync

* appsync:apis

Amazon Athena

* athena:datacatalog

* athena:workgroup

AWS Backup

* backup:backupplan

Amazon AP| Gateway
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AWS Batch

* batch:computeenvironment

* batch:jobqueue

* batch:schedulingpolicy

AWS CloudFormation

e cloudformation:stack

e cloudformation:stackset

Amazon CloudFront

e cloudfront:

cloudfront
cloudfront
cloudfront
cloudfront
cloudfront
cloudfront
cloudfront
cloudfront

cloudfront

cache-policy

:distribution

:function
:fieldlevelencryptionconfig
:fieldlevelencryptionprofile
:origin-access-identity
:originaccesscontrol
:origin-request-policy
:realtime-log-config

:response-headers-policy

AWS CloudTrail

e cloudtrail:trail

Amazon CloudWatch

* cloudwatch:alarm

* cloudwatch:dashboard

AWS Batch
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* cloudwatch:insight-rule
* cloudwatch:metric-stream

* evidently:project

Amazon CloudWatch Evidently

* evidently:project/experiment
« evidently:project/feature

* evidently:project/launch

Amazon CloudWatch Logs

* logs:destination

* logs:log-group

AWS CodeArtifact

e codeartifact:domain

* codeartifact:repository

AWS CodeBuild

* codebuild:project

AWS CodeCommit

* codecommit:repository

Amazon CodeGuru Profiler

» codeguru-profiler:profilingGroup

Amazon CloudWatch Evidently
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AWS CodePipeline

* codepipeline:pipeline

AWS CodeConnections

» codestarconnections:connect

Amazon Cognito

* cognito:identitypool

* cognito:userpool

Amazon Connect

* appintegrations:eventintegration

Amazon Q Connect

 wisdom:assistant
 wisdom:association

* wisdom:knowledge-base

Amazon Detective

* detective:graph

Amazon DynamoDB

* dynamodb:table

AWS CodePipeline
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EC2 o|O0|x| &l

« imagebuilder:component

* imagebuilder:containerrecipe

* imagebuilder:distributionconfiguration

* imagebuilder:image

* imagebuilder:imagepipeline

* imagebuilder:imagerecipe

« imagebuilder:infrastructureconfiguration

Amazon ECR IHE 2l

* ecrpublic:repository

AWS Elastic Beanstalk

« elasticbeanstalk:application

 elasticbeanstalk:applicationversion

* elasticbeanstalk:configurationtemplate

» elasticbeanstalk:environment

Amazon ElastiCache

* elasticache:
* elasticache:
* elasticache:
* elasticache:
* elasticache:
* elasticache:
* elasticache
* elasticache:

 elasticache:

cluster
globalreplicationgroup
parametergroup
replicationgroup
reserved-instance

snapshot

:subnetgroup

user

usergroup

EC2 o|O|x| &A
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Amazon Elastic Compute Cloud(AmazonEC2)

* ec2:capacity-reservation

* ec2:capacity-reservation-fleet

* ec2:client-vpn-endpoint

* ec2:customer-gateway

* ec2:dedicated-host

* ec2:dhcp-options

* ec2:egress-only-internet-gateway
* ec2:elastic-gpu

* ec2:elastic-ip

* ec2:fleet

* ec2:fpga-image

* ec2:host-reservation

* ec2:image

* ec2:instance

* ec2:instance-event-window

* ec2:internet-gateway

* ec2:ipam

* ec2:ipam-pool

* ec2:ipam-scope

* ec2:ipv4pool-ec2

* ec2:key-pair

* ec2:launch-template

* ec2:natgateway

* ec2:network-acl

* ec2:network-insights-access-scope
* ec2:network-insights-access-scope-analysis
* ec2:network-insights-analysis

* ec2:network-insights-path

Amazon Elastic Compute Cloud(AmazonEC2) 84
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ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:

ec2:

ec2

ec2:
ec2:

ec2:

network-interface
placement-group

prefix-list
reserved-instances
route-table

security-group
security-group-rule

snapshot

spot-fleet-request
spot-instances-request
subnet
subnet-cidr-reservation
traffic-mirror-filter
traffic-mirror-filter-rule
traffic-mirror-session
traffic-mirror-target
transit-gateway
transit-gateway-attachment
transit-gateway-connect-peer
transit-gateway-multicast-domain
transit-gateway-policy-table
transit-gateway-route-table
transitgatewayroutetableannouncement
volume

vpc

vpc-endpoint

:vpc-flow-log

vpc-peering-connection
vpn-connection

vpn-gateway

Amazon Elastic Compute Cloud(AmazonEC2)
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Amazon Elastic Z1E|0|] BRI AEE|

ecr:repository

Amazon Elastic Container Service

ecs:cluster

ecs:container-instance

ecs:service
ecs:task-definition

ecs:task-set

Amazon Elastic File System

Elastic Load Balancing

efs:filesystem

efs:accesspoint

elasticloadbalancing:
elasticloadbalancing:
elasticloadbalancing:
elasticloadbalancing:
elasticloadbalancing:
elasticloadbalancing:
elasticloadbalancing:
elasticloadbalancing:

elasticloadbalancing:

listener
listener-rule
listener-rule/app
listener/app
listener/net
loadbalancer
loadbalancer/app
loadbalancer/net

targetgroup

AWS Elemental MediaPackage

mediapackage:channel

Amazon Elastic Z1E0|d B X|AE 2|
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* mediapackage:originendpoint
» mediapackage-vod:packaging-configurations

 mediapackage-vod:packaging-groups

AWS Elemental MediaTailor

* mediatailor:playbackConfiguration

Amazon EMR Serverless

 emr-serverless:applications

Amazon EventBridge

* events:event-bus

* events:rule

AWS Fault Injection Service

 fis:experimenttemplate

Amazon Forecast

« forcast:dataset

« forcast:dataset-group

Amazon Fraud Detector

« frauddetector:detector

« frauddetector:entity-type
 frauddetector:event-type
« frauddetector:label

e frauddetector:outcome

AWS Elemental MediaTailor
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« frauddetector:variable

Amazon GamelLift

« gamelift:alias

AWS Global Accelerator

 globalaccelerator:accelerator
* globalaccelerator:accelerator/listener

* globalaccelerator:accelerator/listener/endpoint-group

AWS Glue

* glue:database
* glue:job

* glue:table

* glue:trigger

AWS Glue DataBrew

* databrew:dataset
 databrew:recipe

 databrew:ruleset

AWS Identity and Access Management

e iam:group

« iam:instance-profile
 iam:oidc-provider

« iam:policy

e iam:role

Amazon GamelLift
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iam:saml-provider
iam:server-certificate
iam:user

iam:virtualmfadevice

Amazon Interactive Video Service

ivs:channel

ivs:streamkey

AWS loT

iot:authorizer
iot:jobtemplate
iot:mitigationaction
iot:policy
iot:provisioningtemplate
iot:rolealias
iot:securityprofile
iot:thing

iot:topicrule

AWS loT Analytics

iotanalytics:channel
iotanalytics:dataset
iotanalytics:datastore

iotanalytics:pipeline

AWS loT Events

iotevents:alarmModel

Amazon Interactive Video Service
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« iotevents:detectorModel

 iotevents:input

AWS loT Greengrass Version 1

« greengrass:components

* greengrass:groups

AWS loT SiteWise

e iotsitewise:asset
« iotsitewise:assetmodel

* iotsitewise:gateway

AWS loT TwinMaker

« iottwinmaker:workspace
« iottwinmaker:workspace/component-type

« iottwinmaker:workspace/entity

AWS Key Management Service

* kms:key

Amazon Kinesis

* kinesis:stream

Amazon Data Firehose

* kinesisfirehose:deliverystream

AWS IoT Greengrass Version 1
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Amazon Kinesis Video Streams

* kinesisvideo:stream

AWS Lambda

« lambda:code-signing-config
* lambda:event-source-mapping

e« lambda:function

Amazon Lex

e lex:bot

Amazon Location Service

* geo:place-index

* geo:tracker

Amazon Lookout for Metrics

e lookoutmetrics:Alert

Amazon Lookout for Vision

* lookoutvision:project

Amazon Managed Service for Apache Flink

* kinesisanalytics:application

Amazon Kinesis Video Streams
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Amazon Managed Service for Prometheus

« aps:rulegroupsnamespace

* aps:workspace

Amazon Managed Service for Prometheus

* memorydb:cluster
* memorydb:parametergroup

* memorydb:user

Amazon Managed Streaming for Apache Kafka

e kafka:cluster

* kafka:configuration

AWS Migration Hub Refactor Spaces

» refactor-spaces:environment
 refactor-spaces:environment/application
 refactor-spaces:environment/application/route

 refactor-spaces:environment/application/service

AWS Network Firewall

* network-firewall:firewall-policy

AWS Network Manager

* networkmanager:core-network
* networkmanager:device
* networkmanager:global-network

* networkmanager:link

Amazon Managed Service for Prometheus 92
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Amazon OpenSearch Service

* es:domain

AWS Panorama

« panorama:package

Amazon Personalize

» personalize:dataset
« personalize:dataset-group

* personalize:schema

AWS Private Certificate Authority

« acmpca:certificateauthority

Amazon QLDB

* qldb:ledger
* qldb:stream

Amazon Redshift

« redshift:cluster

* redshift:eventsubscription
* redshift:parametergroup

* redshift:snapshot

* redshift:snapshotcopygrant
* redshift:snapshotschedule

* redshift:subnetgroup

redshift:usagelimit

Amazon OpenSearch Service
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Amazon Rekognition

 rekognition:project

Amazon Relational Database Service(AmazonRDS)

* rds:auto-backup

* rds:cev

* rds:cluster

* rds:cluster-endpoint
* rds:cluster-pg

* rds:cluster-snapshot
* rds:db

* rds:db-proxy

* rds:db-proxy-endpoint
* rds:deployment

* rds:es

* rds:global-cluster

* rds:og

* rds:pg

* rds:ri

* rds:secgrp

* rds:snapshot

* rds:subgrp

AWS Resilience Hub

* resiliencehub:resiliencypolicy

AWS Resource Groups

* resourcegroups:group

Amazon Rekognition
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AWS Z|AA EFM7F]

* resource-explorer-2:index

* resource-explorer-2:view

Amazon Route 53

« route53:healthcheck

« route53:hostedzone

Amazon Route 53 Recovery Readiness

« route53-recover-readiness:recovery-group

* route53-recover-readiness:resource-set

Amazon Route 53 Resolver

« route53resolver:firewalldomainlist
» route53resolver:firewallrulegroup
* route53resolver:resolverendpoint

e routeb53resolver:resolverrule

Amazon SageMaker

* sagemaker:model

* sagemaker:notebookinstance

AWS Secrets Manager

* secretsmanager:secret

AWS EZ| f

B>
[>
om
1=
N
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AWS Service Catalog

* servicecatalog:applications

* servicecatalog:attribute-groups

Amazon Simple Notification Service

* sns:topic

Amazon Simple Queue Service

* sqgs:queue

Amazon Simple Storage Service(S3)

* s3:accesspoint
* s3:bucket

* s3:storage-lens

AWS Step Functions

« states:statemachine

* stepfunctions:activity

AWS Systems Manager

* ssm:association

* ssm:document

* ssm:maintenancewindow
* ssm:managed-instance
* Ssm:parameter

* ssm:resourcedatasync

* ssm:windowtarget

AWS Service Catalog
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 ssm:windowtask

AWS Verified Access

* ec2:verifiedaccessendpoint
* ec2:verifiedaccessgroup
* ec2:verifiedaccessinstance

* ec2:verifiedaccesstrustprovider

AWS Wavelength

* ec2:carriergateway

XHE|= BlAA Q3 22| T2 2 ghAaloz HMA

®

S0l M RIYEIE Blas 8
&8 + 2l&LICh AWS SDK.

0 € E01 C}S od|MQF Z 0] list-supported-resource-types AWS Command Line Interface (AWS CLI)
HHE2 e = UsLCt

$ aws resource-explorer-2 list-supported-resource-types

{
"ResourceTypes": [

{
"ResourceType": "acm-pca:certificate-authority",
"Service": "acm-pca"

3,

{
"ResourceType": "airflow:environment",
"Service": "airflow"

3,

{
"ResourceType": "amplify:branches",
"Service": "amplify"

3,

. truncated for brevity ...

S50 HMASIE{H 2E oM ListSupportedResourceTypes =2

AWS Verified Access
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/resource-explorer-2/list-supported-resource-types.html

UF ClaL RYS OE Clad RN S A4S SRst= Amazon 2|44 O|F(ARN) EAEE
A= |} o|2{8t Yol g Mt Resource Explorere CHE ZlAA R8I0 L2 ZAAE E0E £
AU&LICE Ol CHs E9| BlAaA R0l Y& O/FLICH

AR Blas R
ec2:securitygroupegress
ec2:securitygroupingress

elasticloadbalancingv2:load
balancer

docdb:dbcluster
neptune:dbcluster
rds:dbcluster
docdb:dbclusterparametergroup
neptune:dbclusterparametergroup
rds:dbclusterparametergroup
docdb:clustersnapshot
neptune:dbclustersnapshot
rds:clustersnapshot
docdb:dbinstance
neptune:dbinstance
rds:dbinstance
docdb:eventsubscription

neptune:eventsubscription

ec2:security-group-rule

elasticloadbalancing:loadba
lancer

rds:cluster

rds:cluster-pg

rds:cluster-snapshot

rds:db

rds:es
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AWS Z|AA EFA7|

A 2lasd 7Y

rds:eventsubscription
docdb:globalcluster
rds:globalcluster
neptune:dbparametergroup
rds:dbparametergroup
docdb:dbsubnetgroup
neptune:dbsubnetgroup

rds:dbsubnetgroup

rds:global-cluster

rds:pg

rds:subgrp
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Resource Explorer0f CHet HAM 2| 2 &HZ

AWS E|AA B MT] = oM 7HE AWS E|&AE R = ol 50| EuLtt AWS A, dete ElaAE
HEs| & & = UTH Resource Explorer= 0| &S0l MEE 2 X|Hste AM 2| EXALE &
S LC o470l MHE 7|52 Ar85t= WHE Hod = FH2|2| M= Resource Explorer 2444
2| N & FZSHMIR.

$4RH & L= AFS AR ZH0| AWS Identity and Access Management (IAM) 2|4 A01 Q122 E
Ef 2= QIHAE|X| f&LICH

Resource Exploreroi| A 2|7t 2F S5t= 2 4]

Od A|xdO XM= olon = Xtoq X
. Ao O™ R A

ICH HA| 2 X|H35tX| et 2™ Resource Explorer= 221 AWS 2|
|& AHSELICH.

N [

==

S A2lol AABY £ i BlAAE ZHHLICH 242 OHE Bl4A MEE vHEss CiUE RE A
M8 4 sl

02 £01 7| Environment 2 Zf Production2Z Ef27} X|HE 2|AAD T EHEHE %’-% o
= Aguct O Chg Y 2laAE BHof 5t YF 4 0|/ 7t Ue AHSRHOAH B SHE 7

M HetE 2045t 5 MEfE = QIELICH Alpha =& Beta 4 2lAA7F ZEEI HE
e 2lAAE 2RI OF 5Hi= 042 AL AIIF AMAE = JU&LICt ZF Fof AMAE = QU
£ HNlo{5

SEXC

HreHof CHEH REMIEH LI 2 A2 2|8H Resource Explorer /701 CHEF HAM[A HEH 2048

=

[
(@]
a1

ol MMof M #El T2, WE U TE| Al 7|2 ol CHEt HEE MBFLICH

718 A"

74& 712X 2 QueryString2 =2| OR HAKIZ &AM 2 AftE|&= A}
NMEQLICH CHS oflxQt 20| BWME ALE5t0{ 2 F|9IEE CHE 7I¥EY} 7

Resource Explorer0il X & 2|7} 2t Sdt= &4 100
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ec2 billing test gamma
Resource Explorer= 0| 7|2|E S&& Ct21 £ 2 2|0|2 Bt ot
ec2 OR billing OR test OR gamma

Resource Explorer= HHLEE 7|FcE ANE AT [ B2 o Moot UX[St= 2lAA0]
o =2 M =& o4& LICt. 5Lt o|& o ot UX[GHX| et= EI.’E*E Aol M XM el= K| et &
K

L|C}. 3+ X|2+ Resource Explorer= ##2140| 22 Ao 2 7HF35l0d A ol M A ofef = Zo{HL
Ct.

_'_

|
A

zO

QueryString Zt2tO[E{of I -E— I8 E XI™ste B2 #Els HHo| MEE RE Soll AEE =

£ 33 1,000702] 2|AAE BrErEfLICH 2|0 Ehete + Qe =0 2|4 = 1,0007HLICH

0l= 504 1%
HAE 7|9

=
o
& LICH SOt 55 2

AlZtol XLt HHE | K| f &L Ct
ZH
ZEE ZefotH 22| 2o E O Y4stH Xere + A&LICH HMAE F(9{=29 & 2| EE{= AND o
MXE AFEstod ZE|olAM BIHEILICH 0| & S0 F 7He| Xt A 7|9=2t F 7o HEz FHE
CHE #CIE dZs6 EMe.
test instance service:EC2 region:us-west-2
ol #{el= ch31 Z ol E7HE Lo

( test OR instance ) AND service:EC2 AND region:us-west-2

ZEz 4 AND =23 Q4tRHE AH&5to] BIHELICH 2lAATF EHEet UXISHK| = B2 T 2
AAE ZADto] ZEEIX| & LICH oM # 2| ZTtol= Amazondt @4ZAL|0{ EC2 /1 O|= ME(d
2)of /e ofH Ao ZE F|QE & 5Lt oAt 0| HAAE 2lAA AWS 2™ 7F ZEHEILICH
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® Note

& AIZ ANDZ Qlsl] 2|aAet HAAE ZLE StLIEH 7HE 5= Q1= &40l CHsl stLte| EEEF A
Y & U&LICH o|E &0, ElAAE SHLES| AWS |0 BF £& = &LICH el CHS
7{2l= 41 & gretstx| ef &Lk

region:us-east-1 region:us-west-1

Ol AM[&H2 SAlof o] 22 7HE = U= £8(0: tag:, tag.key:, tag.value:)Q| EE0]
= MEE|X| & &LICh

CtS EO0l= Resource Explorer A Z{Z|ofl AE = U= ME 7I5E EHE 0|F0| LIFE/o] U&L
Ct.
ZE Ol& A ol oA
accountid: SIAAE AR AWS A 8 . Resource Explorer= X|&E #H|1H0| Bt 2|4
A0 Aol ZEFLICH
accountid:123456789012
applicati O| ZE{E At835tH awsApplication EH 7|9t BlAA OF k2 A 510
on: ElAAE AME = &LCt o E2(7|0|M 0|F E= ofEZ 2|7 0|M 2lAaA
05 o2 AME = A&LICIARN.

application:MyApplicationName

application:arn:aws:resource-groups: us-east-1
1123456789012 :group/MyApplicationName/1234567
89abced

arn:aws:resource-groups: us-east-1 :123456789012:grou
p/MyApplicationName/123456789abced
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Z/E| 0|2 Ao ol o &

(® Note
Ol ZE{E At835tEdH Foil eI X|%H Ci|O|E{of CHEF HAM|A FHEHO| A
0{0F ELCt.

id: N 2lAA0| AlHXIE Amazon ElAA O|F(ARN)2 2 EA[ELICH
id:arn:aws:license-manager: us-east-1 :12345678
9012:1icense-configuration:lic-ecbd5574fd92cb
0d312baea26EXAMPLE

region: 2lAATF JE AWS 2|17 2|XILICH Resource Explorer= Ao X[ El of
Ue BlaABE ZEFLICHAWS 2T,
region:us-east-1

(® Note
2™ I =0 1235 3H(04: us-east-1 2F 22 EHE g10])

region:us-east-1 o St 2 E HHEtSHX| t&LCt o &2
ZE{7} ot AIR HA HAE F|QEEM E[M I =T JHE =2

=Nlge

oz

2R E7| HEYLICH & £01, us-east-1 2 us, east, 12 24
EILICH region: MSFAE AFSSHH o248t 7+ 24 BRI &3

x| et& Lk
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AWS E|AA ETM7| AERE7HolE
ZE ol& A 4 oA
region:gl JHQlnt AKX [= AWS 2| LA KB He|7t 2EHR 7tF k= 2|AAE
obal ME O ABE £+ e region: EE9| E-r Ated|dLlct.
region:global
(@ Note
7|91= globalBt 235t H 2|E{= tho{ “global’0| 229 2|4 A0 €4
Ax|x| et7| 20 region:global It S8t Ayt ghEtE|X| oF
&LICt globalE 7| EE =5IH Y 2lase AAE EHE &
Aol A= BlAADE BHEHEILICE
resourcet service:type E7|H9| BlAA SEQILIC} Resource Explorer= XIHE &
ype: ol 2lAaApt Atol| Z & ELICE.
resourcetype:ec2:instance
resourcet O| EHE AIE5IH Ef I E X|¥st= 2|AAE HME = U&LICH tagse |
ype.suppo el fYUst ZELICH Resource Explorere Ef1 X|™ 7} 8t 2lAApt A
rts: otof ZghefLct
resourcetype.supports:tags
service: BlAA I AWS MH|A A4 El . Resource Explorer= K| E MH[A0 9
of MMHE|T ekl ElaAbt Zotof ZEEhLCH
service:ec2
tag: <key>=<va1ue> o2 E3Ek|l= BT 71/gf ‘B LTt Resource Explorere

LRlst= Z|ek xIHE 2ol 25 U= BTt U= 2lAA8 Aol Z&EfL
Ct.

tag:environment=production
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tag:all Resource Explorero| A E|&A 0| X|RE|X| EC{EH T StLt Of&f o] AFE At

MM |7t HUE BIAAE TME & 9lE tag: TEQ] S4 AzileLiC

(® Note
AWS MH|A MM EfT7}F QE ElAAE 04715] 0] EE{Q| Zutol EA|
ELct
tag:none MEXRI7t M8t 27 HAAEIX| i 2 2lAAE HME &= UE tag: EEQ
E0| #Ho|AL|Ct.
(@ Note
AWS MH|A MM E T} e BlAAE 04715] O] EE{o] ZT}bof EA|
ELct.
tag.key: E}1 7|. Resource Explorer= #t0il #t#[gi0| Y XI5t= 7|7t /U= Ei27t U=
2lAaAp Antol| ZEhEhct.
tag.key:environment
tag.value: Ei2 Zf. Resource Explorer= 7| O|&0i #Hgi0| Y x|5tE= 2t0l Q= ER T}

Rl BlAADE Aol EEHELICH

tag.value:production

A LER A 2 ol
"multiple B 7|HEZ FZdoF stE ofe] Holz FHE FES EMSE" "EF

> Il

word phrase" LI|Ct. Resource Explorer= ™A 20t & Ho{7t &7 XIHE & MCHZE &
ot 2laant ZEELICH

[}
m
(5%
[
A
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AWS E|AA EfALT| A=A 7ol
Q14 R} A oA
EE ZlSEE ME3HK| 8t 2™ Resource Explorer= 22 3 90|Ll 5l0|E2 2
TE AR LD, & UK U = M7t CHECHEE 7HE 748 249 A
fyphenate — xjgtt Blaag e eLICH ZAHS MK Flof ZE Zof 28t Zolo{of B
d-phrase " C}

"This matches only resources with the whole sentence."

This matches resources with any of the words.

"us-east-1" - H=E 2™ AGE 2lAAP AX|FLICH

us-east-1 -‘us’, “east’ L& “1"2 X &5t ZE BlAAQ UX|FLICH

-tag:"environment=production"

keyword* MTFA tLEstE OHE. EXtEe BofEh dEstE ERH(EE ) E EE =
A& LICt Resource Explorer= * 2F0| MF A EHIAE R A|Z 5= 2E0] = 2

oJ

AAREZAnto] ZEEILICE CFS M= 2 AlESle 2E 9F Y| AWS 21 &
L|IClus-east.

region:us-east*

/A Important
SE AM2 EXAEe A il 7| = TBof UEFE FXp(*) QA4HAE
E NSe = AefLich &, S8 AM Autolls X|HE 79 ER AR
St ZE EAED UR[etE 2laaTt ZEELICH
Resource Explorer & 2| 2|4 A A I 0|X|of| /= FHEI HAE ARt
oM sl HAMole JAUEFIE EAIL RS2 FIHE|X| et&L
Ct. M 2XIH0M 0 Flof *E S22 &Y = A&LICH
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https://console.aws.amazon.com/resource-explorer/home#/explorer

AWS Z|AA EFAMT] AR 7Ho|E

ALFRE AT L oA

-keyword Not QItA}. 7|HE E= TE{Q| AZ 220 5t0|E(-)2 A 5to] A ZHut
£ HIMA|Z £ Q& LICH Resource Explorer= O] QMR CHE ol 2 7|/E
e ZEQt Yx|steE RE SIAAE Ao AMlEiL|ct. S MM E
Amazon EC2 MH|AQI HAZAEI D E B|AAE Aol M LlgLCt.

-service:ec?

/A Important

HES AL 35t AWS CLI search --query-string It2H0|E Ztoil
AREZE S HRY AR 7"-r IZt0/E Ol &2 L S Z Xt CHal
2tk 22|sHof ELICH S EAHE AHESE
CLI &2 5H*—1§.*LIEL o & S04 CtE A= AuEL

aws resource-explorer-2 search --query-string "-tag:none
region:us-east-1"

g =02 TiNIsHe CH3 +HE 72 ExtPe o4 D= S E L
Ct.
aws resource-explorer-2 search --query-string ="-tag:none
region:us-east-1"
-7t mhetolE gfel & Hmi 22Xt =l X| ot =5 #E| EXtE oA EE
=ME HESE B EE S EXE AP g A&LIcH oS 3E
EALE2 A SELCH

aws resource-explorer-2 search --query-string "region:u
s-east-1 -tag:none"

e
m
B
r
Bl
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AWS Z|aA BT ARt 7H0l=

Q4AHR} Mo ol of x|
\<special SAd5HR| o EA|E CHE XEH5] E?:.*ﬁHOI: st E BAIE o|AaFo|Z=E £
character> UAGLICH HAEN EF= 2R * " - : = \) SkLt a

CHE ML= S stcdH siE EAF ool ¢
5t0|&Z(-) EAH("my-key-word" )7} &
St YHS LIEHH of M LIch

IE 5t Resource Explorer0i| A 3t0|Z 2| E&AIZ Ml 719 7HY 7|IEZ E2|5t
A LEE 27 HANE 2SI ER |2 = U&LCh

my\-key\-word"

"some_text\\some_more_text"
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https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-service-register.html
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https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-views.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-guide.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-guide.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/working-with-templates-cfn-designer.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/working-with-templates-cfn-designer.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-resourceexplorer2-index.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-resourceexplorer2-view.html
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Description: >-
Sample CFN Stack setting up Resource Explorer with an aggregator index and a default

view
Resources:
SampleIndex:
Type: 'AWS::ResourceExplorer2::Index'
Properties:
Type: AGGREGATOR
Tags:
Purpose: ResourceExplorer Sample CFN Stack
SampleView:
Type: 'AWS::ResourceExplorer2::View'
Properties:
ViewName: mySampleView
IncludedProperties:
- Name: tags
Tags:

Purpose: ResourceExplorer Sample CFN Stack
DependsOn: SampleIndex
SampleDefaultViewAssociation:
Type: 'AWS::ResourceExplorer2::DefaultViewAssociation'
Properties:
ViewArn: !Ref SampleView

JSON
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-resourceexplorer2-defaultviewassociation.html
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"Description": "Sample CFN Stack setting up Resource Explorer with an aggregator
index and a default view ",
"Resources": {
"SampleIndex": {
"Type": "AWS::ResourceExplorer2::Index",
"Properties": {
"Type": "AGGREGATOR",
"Tags": {
"Purpose": "ResourceExplorer Sample Stack"

1,

"SampleView": {
"Type": "AWS::ResourceExplorer2::View",
"Properties": {

"ViewName": "mySampleView",
"IncludedProperties": [
{
"Name": "tags"
}
1,
"Tags": {
"Purpose": "ResourceExplorer Sample CFN Stack"
}
1,
"DependsOn": "SampleIndex"
1,
"SampleDefaultViewAssociation": {
"Type": "AWS::ResourceExplorer2::DefaultViewAssociation",
"Properties": {
"ViewArn": {
"Ref": "SampleView"
}
}
}

Resource Explorer 1= A9 Fof CHEt JSSON & YAML &
CloudFormation AF& A MOl ResourceExplorer2 E|AA 73 HEE HIFHAM L.

Resource Explorer & CloudFormation & Z 2! 117


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_ResourceExplorer2.html
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https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/what-is-cloudformation-cli.html
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
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https://support.console.aws.amazon.com/support/home/?nc1=f_dr#/case/create
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Condition 2A0|A AlgdstL|Ct.

# https://docs.aws.amazon.com/IAM/latest/UserGuide/
reference_policies_examples_aws_deny-ip.html
{
"Version": "2012-10-17",
"Statement": {
"Effect": "Deny",
"Action": "*",
"Resource": "*",
"Condition": {
"NotIpAddress": {
"*aws:Sourcelp*": [
"%192.0.2.0/24*",
"*203.0.113.0/24*"

Iy
"Bool": {
"aws:ViaAWSService": "false"

O| Mg UOlo|EstE{d =4 Cor‘ldltlo QATLIPVE A HR| 2001:DB8:1234:5678:
2001:cdba:3257:8593::/64 & X &S = A0 0|EE/LIC}.

(® Note
7|1E IPv4 FLE O HTIMO| ZEHEE floll ERsIE2 I 2 AHSsHA A2, NOT
REMOVE

"Condition": {
"NotIpAddress": {
"*aws:Sourcelp*": [
"%192.0.2.0/24*", <<DO NOT REMOVE existing IPv4 address>>
"*203.0.113.0/24*", <<DO NOT REMOVE existing IPv4 address>>
"*2001:DB8:1234:5678::/64*", <<New IPv6 IP address>>
"*2001:cdba:3257:8593::/64*" <<New IPv6 IP address>>

. /64 2l
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AWS E|AA EFAMT|
},
"Bool": {
"aws:ViaAWSService": "false"
}
}

E Ar&35t0 IAM M| A FHEHE EhElote WiEof CHE REAM[E LHE 2 AFE AWS Identity and Access
Halo

Management B A Q| 22| M2 2l QIztel

ZEtO|UETL X|HE =+ U=X| FlstM L. IPve

Z|AA EHAH7| 28 AFRSHS T2, {region} .api.aws YIS EQIES siE 22}0|HET} 0|0] B AI5HE
CHE A= Qleof AMAE 4 AEX| HQlstE ol Z4LITH AWS AHIA IPv6 CHE BHHIE I
Bt A= ZQIEE #QlstE WHg dTELIC

O] ol A|o M= Linux & curl H 8.6.08 A& St1 api.aws ZHIQI0| U= AEZQIEE IPve EH3t

B Amazon Athena MH|A AIEZQIEE AL2EtLIC},

—

® Note
ZLtO|AET} fIR|et S L XS

2 2 WS 2|& MetstAAI2. O] dlolME 0|2 S8 (HK|
L|ot §8) — us-east-1 A E=EQ

A
£ AL F LI

1. CFS curl BEE A 8510 =X QIETL IPve FAZ FHOIZ|EX| & QFLICH

dig +short AAAA athena.us-east-1l.api.aws
2600:1f18:e2f:4e@5:1a8a:948e:7c08:d2d6
2600:1f18:e2f:4e03:4ale:83b0:8823:4ce5
2600:1f18:e2f:4e@4:34c3:6€9a:2b0d:dc79

2. L3 curl BHE IPv6 ALE5t0{ 2Ct0|ME HERIE AZY + U=SK[ AR LICH

curl --ipv6 -o /dev/null --silent -w "\nremote ip: %{remote_ip}\nresponse code:

%{response_code}\n" https://athena.us-east-1.api.aws

remote ip: 2600:1f18:e2f:4e05:1a8a:948e:7c08:d2d6
response code: 404
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2174 |P7} Hlo{ UL €F ZETI H|o] Y= B 220|HE HEQT F= A= ZQIEf CHE WE
13 A2 = IPv4 HELICH 0 CFS curl BE22 0

curl -o /dev/null --silent -w "\nremote ip: %{remote_ip}\nresponse code:
%{response_code}\n" https://athena.us-east-1.api.aws

remote ip: 3.210.103.49
response code: 404

A IP7h AMEI(AXIE SH ZETH e 0 B2 E AH835104 IPv4 AEZRIE Moz HES
AZ0| O|F 04T ZWULICH 28 MA= Z20IMEN fES Z2ZESS MESloF st22 2 A IP
IPv4 2040k BFLICH 23 IP7} IPv4 FATL ot B2 CHS BYEE M504 curlg ZHE AHE 5t
Al21Pv4.

> rr [y

curl --ipv4 -o /dev/null --silent -w "\nremote ip: %{remote_ip}\nresponse code:
%{response_code}\n" https://athena.us-east-1.api.aws

remote ip: 35.170.237.34
response code: 404
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"resource-explorer-2:GetView",
"resource-explorer-2:Search"
1,
"Resource": "arn:aws:resource-explorer-2:*:*:view/*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Search-Group": "${aws:PrincipalTag/
Search-Groupl}"}

}
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "resource-explorer-2:CreateView",
"Resource": "*",
"Condition": {
"StringNotEquals": {"aws:ResourceTag/Allow-Create-View":
"${aws:PrincipalTag/Allow-Create-View}"}
}
}
]
}
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"Version": "2012-10-17",
"Statement": [
A B 71eh A ofl & 141



AWS Z|AA EFA7| ALZ%t 7H0|=

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
I
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
"resource-explorer-2:
"resource-explorer-2:
"resource-explorer-2:
"resource-explorer-2:
"resource-explorer-2:
"resource-explorer-2:
"resource-explorer-2:
"resource-explorer-2:
"resource-explorer-2:
"resource-explorer-2:
"resource-explorer-2:
"resource-explorer-2:
"resource-explorer-2:
"resource-explorer-2:
"resource-explorer-2:
"resource-explorer-2:
"resource-explorer-2:

AssociateDefaultView",
BatchGetView",
CreateIndex",
CreateView",
DeleteIndex",
DeleteView",
DisassociateDefaultView",
GetDefaultView",
GetIndex",

ListIndexes",
ListSupportedResourceTypes",
ListTagsForResource",
ListViews",

TagResource",
UntagResource",
UpdateIndexType",
UpdateView""
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
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"Resource": [

i n

1,
"Condition": {
"StringNotEqualsIgnoreCase": {"aws:PrincipalTag/ResourceExplorerAdmin":
"TRUE"}

}

AWS of CHEr 2|3 X2 AWS E|AA EFAT|

AWS ZHE|E A2 oM ddstT BElstes S
U AL Atzi|ol| CHEt HEtE MSst= S dAIRSZZ AHERE
X

AWS Z2|E Halle D E AWS TZHO| A8 £ Qloa 2 EX AL AtE|of CHal =|A HEt HEtg &8
Of5tX| ot 2 £ UCtE Mol RolSHMIL. AFE AtEilol TRt 17 22|13 HAHg HMolstof HEtS
Z£0|= Zo| E&LLCE.

TEIE Yol YolE HEre HEE + HELICH AWS AWS 22 HHol| Yol HEtE dololE

StE B AWS sl AOIo|EE HH0| HAE ZE FH ID (A8, 2 &, ®E) of IS oIFLCH

AWS 0| AR E|HLE 7|E MH|20 Af AWS MH|A API 2 S A8 E = QU 2 AWS
F

« AdministratorAccess— ElAA0]| CHEF A HMA HEHS AWS AH|A 2 o4ELC

« ReadOnlyM|A — Z|AA0 CHEE 47| M HHA HEHE AWS AMH|A F0o4FLCY.

« ViewOnlyMH[A - ElaA A 7|2 HEHHOIEHE 2 = U= HEtE Fo{FLIcH AWS MH|A
(@ Note

ViewOnlyAccess Z&0i Z & El Resource Explorer Get* #&H2 2|F0f 5tLto| QI A0}
stLto| 7|2 REt ZEE = 7| 2ol TFY gAeF BHEHSHR|B List #HEt ot RASHA =3
Euct.

AWS Z 2|3 M 144


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AdministratorAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ReadOnlyAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/job-function/ViewOnlyAccess

AWS Z|AA EFA7| ARt 7H0l=

AWS Z|AaA B AM7|o| 2E[SE A

« AWSResourceExplorerFullAccess

» AWSResourceExplorerReadOnlyAccess

» AWSResourceExplorerServiceRolePolicy
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* apprunner:ListVpcC
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* backup:ListReportP
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tApplications

* events:ListEventBu
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* geo:ListPlaceIndex
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* geo:ListTrackers

AWS Z 2|3 M 148


https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSResourceExplorerOrganizationsAccess

AWS Z|AA EFAMT] AR 7Ho|E
HE AL M =Rt

* greengrass:ListCom
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* greengrass:ListCom
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* personalize:ListSc
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* accessanalyzer:analyzer
» acmpca:certificateauthority
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« amplify:branch

» amplify:domainassociation
» amplifyuibuilder:component
» amplifyuibuilder:theme
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» appstream:application

» appstream:fleet

» appstream:imagebuilder
* appstream:stack
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» aps:workspace

« apigateway:restapi

+ apigateway:deployment

» athena:datacatalog
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athena:workgroup

autoscaling:autoscalinggrou
P
backup:backupplan

batch:computeenvironment
batch:jobqueue
batch:schedulingpolicy
cloudformation:stack
cloudformation:stackset

cloudfront:fieldlevelencryp
tionconfig

cloudfront:fieldlevelencryp
tionprofile

cloudfront:originaccesscont
rol

cloudtrail:trail
codeartifact:domain
codeartifact:repository
codecommit:repository

codeguruprofiler:profilingg
roup

codestarconnection
s:connection

databrew:dataset
databrew:recipe
databrew:ruleset
detective:graph
directoryservices:directory
ec2:carriergateway

ec2:verifiedaccessendpoint
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» ec2:verifiedaccessgroup

+ ec2:verifiedaccessinstance

» ec2:verifiedaccesstrustprov
ider

* ecr:repository

+ elasticache:cachesecuritygr
oup

+ elasticfilesystem:accesspoi
nt

* events:rule

+ evidently:experiment

* evidently:feature

+ evidently:launch

+ evidently:project

+ finspace:environment
+ firehose:deliverystream
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+ forecast:datasetgroup
+ forecast:dataset

+ frauddetector:detector
+ frauddetector:entitytype
 frauddetector:eventtype
+ frauddetector:label

+ frauddetector:outcome
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» gamelift:alias

+ globalaccelerator:accelerat
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globalaccelerator:endpointg
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globalaccelerator:listener
glue:database

glue:job

glue:table

glue:trigger
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imagebuilder:imagerecipe
imagebuilder:image
imagebuilder:infrastructure
configuration

iot:authorizer
iot:;jobtemplate
iot:mitigationaction
iot:provisioningtemplate
iot:securityprofile

iot:thing
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* iot:topicruledestination
* iotanalytics:channel

* iotanalytics:dataset

* iotanalytics:datastore
* iotanalytics:pipeline

* jotevents:alarmmodel
* iotevents:detectormodel
* iotevents:input

* iotsitewise:assetmodel
* iotsitewise:asset

* iotsitewise:gateway

* iottwinmaker:workspace
* ivs:channel

* ivs:streamkey

+ kafka:cluster

* kinesisvideo:stream

* lambda:alias

+ lambda:layerversion

* lambda:layer

* lookoutmetrics:alert

* lookoutvision:project

* mediapackage:channel

* mediapackage:origi
nendpoint

* mediatailor:playbackconfigu
ration

* memorydb:acl
* memorydb:cluster

* memorydb:parametergroup

AWS 2|3 HA 156



AWS Z|AA EFAMT] AR 7Ho|E
HE AL M =Rt

* memorydb:user

* mobiletargeting:app

* mobiletargeting:segment

* mobiletargeting:template

+ networkfirewall:firewallpolicy
* networkfirewall:firewall

* networkmanager:glo
balnetwork

* networkmanager:device
* networkmanager:link
+ networkmanager:attachment

* networkmanager:cor
enetwork

* panorama:package

* qgldb:journalkinesisstreamsf
orledger

+ qldb:ledger

* rds:bluegreendeployment

+ refactorspaces:application

+ refactorspaces:environment

+ refactorspaces:route

« refactorspaces:service

 rekognition:project

* resiliencehub:app

+ resiliencehub:resiliencypol
icy

* resourcegroups:group

* route53:recoverygroup

* route53:resourceset

* route53:firewalldomain
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route53:firewallrulegroup
route53:resolverendpoint
route53:resolverrule
sagemaker:model

sagemaker:notebook
instance

signer:signingprofile
ssmincidents:responseplan
ssm:inventoryentry
ssm:resourcedatasync
states:activity
timestream:database
wisdom:assistant
wisdom:assistantassociation

wisdom:knowledgebase
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* codebuild:project

» codepipeline:pipeline

« cognito:identitypool

» cognito:userpool

* ecr:repository

+ efs:filesystem

« elasticbeanstalk:application

+ elasticbeanstalk:applicatio
nversion

» elasticbeanstalk:environmen
t

* iot:policy

* iot:topicrule

+ stepfunctions:statemachine
» s3:bucket
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» elasticache:cluster

+ elasticache:globalreplicati
ongroup

« elasticache:parametergroup
« elasticache:replicationgroup

» elasticache:reserved-instan
ce

+ elasticache:snapshot

« elasticache:subnetgroup

+ elasticache:user

« elasticache:usergroup

» lambda:code-signing-config

+ lambda:event-source-
mapping

* sgs:queue
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLEEXAMPLE:botocore-session-166EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/cli-role/botocore-
session-166EXAMPLE",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLEEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/cli-role",
"accountId": "123456789012",
"userName": "cli-role"
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},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-08-23T19:13:597",
"mfaAuthenticated": "false"
}
}
.
"eventTime": "2022-08-23T19:13:597",
"eventSource": "resource-explorer-2.amazonaws.com",
"eventName": "CreateIndex",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.15",
"userAgent": "aws-cli/2.7.14 Python/3.9.11 Windows/10 exe/AMD64 prompt/off command/
resource-explorer-2.create-index",
"requestParameters": {
"ClientToken": "792ee665-58af-423c-bfdb-d7c9aEXAMPLE"
.
"responseElements": {
"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",
"State": "CREATING",
"CreatedAt": "2022-08-23T19:13:59.775Z"
.
"requestID": "al93afe9-17ff-4f30-ae@a-73bb@EXAMPLE",
"eventID": "2ec50598-4de6-474d-bd0e-f5cOQEXAMPLE",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"
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{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLEEXAMPLE:My-Role-Name",
"arn": "arn:aws:sts::123456789012:assumed-role/My-Admin-Role/My-Delegated-
Role",

"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLEEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/My-Admin-Role",
"accountId": "123456789012",
"userName": "My-Admin-Role"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-08-23T18:33:06Z7",
"mfaAuthenticated": "false"

}
}
1,
"eventTime": "2022-08-23T19:04:06Z2",
"eventSource": "resource-explorer-2.amazonaws.com",
"eventName": "DeleteIndex",

"awsRegion": "us-east-1",
"sourceIPAddress": "10.24.34.15",
"userAgent": "aws-cli/2.7.14 Python/3.9.11 Windows/1@ exe/AMD64 prompt/off command/
resource-explorer-2.delete-index",
"requestParameters": {
"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/la2b3c4d-5d6e-7f8a-9b@c-abcd11111111"
.
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-RequestId,x-amzn-ErrorType,x-amzn-
ErrorMessage,Date",
"State": "DELETING",
"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111"
1,
"requestID": "d7d80bd2-cd2d-47fb-88d6-5133aEXAMPLE",
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"eventID": "675eab39-c514-4d32-989d-0ea98EXAMPLE",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management"

UpdatelndexType

CS2 QA E LOCALOM|M AGGREGATORE £ZA|7|= UpdateIndexType U2 Ho{F &=
CloudTrail 23 =& LIEHH o A Lt

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLEEXAMPLE:botocore-session-1661282039",
"arn": "arn:aws:sts::123456789012:assumed-role/cli-role/botocore-
session-1661282039",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLEEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/cli-role",
"accountId": "123456789012",
"userName": "cli-role"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-08-23T19:13:597",
"mfaAuthenticated": "false"

},

"eventTime": "2022-08-23T19:21:18Z",

"eventSource": "resource-explorer-2.amazonaws.com",
"eventName": "UpdateIndexType",

"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.15",
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"userAgent": "aws-cli/2.7.14 Python/3.9.11 Windows/1@ exe/AMD64 prompt/off command/
resource-explorer-2.update-index-type",

"requestParameters": {
"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",
"Type": "AGGREGATOR"
},
"responseElements": {
"Type": "AGGREGATOR",
"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",
"LastUpdatedAt": "2022-08-23T19:21:17.924Z",
"State": "UPDATING"
.
"requestID": "al45309d-dfl4-4c2e-a9f6-8ed45EXAMPLE",

"eventID": "ed33ab96-f5c6-4a77-a69a-8585aEXAMPLE",
"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012"
"eventCategory": "Management"
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLEEXAMPLE:botocore-session-1661282039",

"arn": "arn:aws:sts::123456789012:assumed-role/cli-role/botocore-
session-1661282039",

"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
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"sessionContext": {
"sessionIssuer": {
Iltypell: IlRolell’
"principalId": "AROAEXAMPLEEXAMPLE",

arn": "arn:aws:iam::123456789012:role/cli-role",
"accountId": "123456789012",
"userName": "cli-role"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-08-23T19:13:597",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2022-08-03T16:50:117",
"eventSource": "resource-explorer-2.amazonaws.com",
"eventName": "Search",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.15",

"userAgent": "aws-cli/2.7.14 Python/3.9.11 Windows/10
resource-explorer-2.search",

"requestParameters": {

"QueryString": "***"

},

"responseElements": null,

"requestID": "22320db5-b194-446f-b9f4-e603bEXAMPLE",

"eventID": "addb3bca-0c4l-46bf-a5e6-42299EXAMPLE",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management"

CreateView

CI2 2 CreateView 2 S H0{F = CloudTrail 2 &= 0| LIEFHH of M|l L|C}.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

exe/AMD64 prompt/off command/
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"principalId": "AROAEXAMPLEEXAMPLE:botocore-session-1661282039",

"arn": "arn:aws:sts::123456789012:assumed-role/cli
session-1661282039",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLEEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/cli
"accountId": "123456789012",
"userName": "cli-role"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-08-23T19:13:59Z",
"mfaAuthenticated": "false"

.
"eventTime": "2023-01-20T21:54:487",

"eventSource": "resource-explorer-2.amazonaws.com",
"eventName": "CreateView",
"awsRegion": "us-east-1",
"sourceIPAddress": "10.24.34.15",
"userAgent": "aws-cli/2.7.14 Python/3.9.11 Windows/10
resource-explorer-2.create-view",
"requestParameters": {
"ViewName": "CTTagsTest",
"Tags'": "*x*x"
},
"responseElements": {
"View": {
"Filters'": "**=*",
"IncludedProperties": [],
"LastUpdatedAt": "2023-01-20T21:54:48.079Z",
"Owner": "123456789012",
"Scope": "arn:aws:iam::123456789012:root",
"ViewArn": "arn:aws:resource-explorer-2:us-eas
CTTest/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111"
}

iy
"requestID": "b22d8ced-4905-42c4-blaa-ef713EXAMPLE",

"eventID": "f62e339f-1070-41a8-abec-12491EXAMPLE",

-role/botocore-

-role",

exe/AMD64 prompt/off

command/

t-1:123456789012:view/
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"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": '"Management"
}
DeleteView
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLEEXAMPLE:botocore-session-1661282039",
"arn": "arn:aws:sts::123456789012:assumed-role/cli-role/botocore-
session-1661282039",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLEEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/cli-role",
"accountId": "123456789012",
"userName": "cli-role"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-08-23T19:13:597",
"mfaAuthenticated": "false"

}I
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"eventTime": "2022-09-16T19:33:27Z"
"eventSource": "resource-explorer-2.amazonaws.com
"eventName": "DeleteView'
"awsRegion": "us-east-1",
sourceIPAddress": "10.24.34.15",
"aws-cli/2.7.14 Python/3.9.11 Windows/10 exe/AMD64 prompt/off command/

"userAgent":
resource-explorer-2.delete-view
: null,

"requestParameters"
responseElements": null,
"cdl74dle-0a24-4b47-8b67-d024aEXAMPLE"

"eventID":
"readOnly": false
"resources": [{
"accountId": "334026708824",
"type": "AWS::ResourceExplorer2::View"
"ARN": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/
CTTest/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111"

"AwsServiceEvent"

1,
"eventType":
. true,

"123456789012",

"managementEvent"
"recipientAccountId"
"Management"

eventCategory":
Ql&lf DisassociateDefaultView 20| X5 2

}
DisassociateDefaultView
CIE22 A 7|18 27]2| DeleteView & 2
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{
"eventVersion": "1.08",
userIdentity": {
"accountId": "123456789012"
resource explorer-Z.amazonaws com

"invokedBy":

"2022-09-16T19:33:262"
resource-explorer-2.amazonaws.com

prompt/off command/

.
"eventTime":
"eventSource": "
"eventName": "DisassociateDefaultView
"awsRegion": "us-east-1",
sourceIPAddress "10.24.34.15",
"aws-cli/2.7.14 Python/3.9.11 Windows/10 exe/AMD64
178

"userAgent":
resource-explorer-2.disassociate-default-view
null,

"requestParameters"
responseElements": null
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"eventID": "d8@16cbl-5c23-4ea4-bda2-70bO3EXAMPLE",
"readOnly": false,

"eventType": "AwsServiceEvent",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management"
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"resource-explorer-2:GetIndex",
"resource-explorer-2:ListIndexes",

1,

"Resource": "*"

}
]
}
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSResourceExplorerReadOnlyAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSResourceExplorerReadOnlyAccess
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» AWSResourceExplorerReadOnlyAccess

» AWSResourceExplorerFullAccess

ReadOnlyAccess

ViewOnlyAccess
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSResourceExplorerReadOnlyAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSResourceExplorerFullAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ReadOnlyAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/job-function/ViewOnlyAccess
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtocreatepermissionset.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html
https://aws.amazon.com/tools/
https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_control-access.html
https://aws.amazon.com/tools/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_request.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_request.html
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https://console.aws.amazon.com/resource-explorer/home#/settings
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* cloudfront:cache-policy

* cloudfront:origin-access-identity
* cloudfront:function

* cloudfront:origin-request-policy

* cloudfront:realtime-log-config

* cloudfront:response-headers-policy
* cloudwatch:dashboard

* docdb:globalcluster
 elasticache:globalreplicationgroup
* lam:group

« lambda:code-signing-config

* lambda:event-source-mapping
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* ssm:windowtarget

* ssm:windowtask

* rds:auto-backup

* rds:global-cluster

* s3:accesspoint
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https://console.aws.amazon.com/resource-explorer/home#/explorer

* resource-explorer-2:GetView

* resource-explorer-2:Search

Hot Ao €& HHol CHS oot HIxe TS FItst0{ 0] 2 US s + U&LICHAM.

"Effect": "Allow",

"Action": [
"resource-explorer-2:GetView",
"resource-explorer-2:Search"

1,

"Resource": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/My-
View-Name/1la2b3c4d-5d6e-7f8a-9b@c-abcd11111111"
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https://console.aws.amazon.com/servicequotas/home
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase
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SDK dEA

AWS SDK for C++

AWS CLI

AWS SDK for Go

AWS SDK for Java

AWS SDK for JavaScript

AWS SDK for Kotlin

AWS SDK for .NET

AWS SDK for PHP

AWS Tools for PowerShell

AWS SDK for Python (Boto3)

AWS SDK for Ruby

AWS SDK for Rust

AWS SDK for SAP ABAP

AWS SDK for Swift

AL oAl
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AWS CLI Z E of x|
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AWS SDK for Java 2. E O/ A
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AWS SDK for Kotlin 2= 0| Al

AWS SDK for NET Z E of X
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AWS SDK for Rust 2 E i x|
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AWS SDK for Swift 2= 04|&]|
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https://docs.aws.amazon.com/sdk-for-cpp
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/cpp
https://docs.aws.amazon.com/cli
https://docs.aws.amazon.com/code-library/latest/ug/cli_2_code_examples.html
https://docs.aws.amazon.com/sdk-for-go
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/gov2
https://docs.aws.amazon.com/sdk-for-java
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2
https://docs.aws.amazon.com/sdk-for-javascript
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javascriptv3
https://docs.aws.amazon.com/sdk-for-kotlin
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/kotlin
https://docs.aws.amazon.com/sdk-for-net
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/dotnetv3
https://docs.aws.amazon.com/sdk-for-php
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php
https://docs.aws.amazon.com/powershell
https://docs.aws.amazon.com/code-library/latest/ug/powershell_4_code_examples.html
https://docs.aws.amazon.com/pythonsdk
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python
https://docs.aws.amazon.com/sdk-for-ruby
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby
https://docs.aws.amazon.com/sdk-for-rust
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1
https://docs.aws.amazon.com/sdk-for-sapabap
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/sap-abap
https://docs.aws.amazon.com/sdk-for-swift
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/swift
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https://docs.aws.amazon.com/resource-explorer/latest/userguide/using-search-query-syntax.html#query-syntax-filters
https://docs.aws.amazon.com/resource-explorer/latest/userguide/arex-security-ipv6-upgrade.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/arex-security-ipv6-upgrade.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/supported-resource-types.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/supported-resource-types.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/supported-resource-types.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/supported-resource-types.html

F

1=

AWS E| 7|

k>
[>
om

AR 7H0|E

Resource Exploreroi| A C}&
HAE A x| #

Fraud Detector& AWS AMH|A
Z 535104 o 6571 A 2lA A0
CHEE X[ FIHRIELICE

Resource Explorer0i| A F 7}
ElAaA RES B IE XN
2 FII¥&LICE AWSResour
ceExplorerServiceR
olePolicy AWS ZZ|& M
22 Resource Explorerof &

JhElas RES B 4 s o
|

A
M4 Hetg ot &

O|EE[&LICE

r

jni

Resource Explorer= O|A| Of
ZC|70|MY Z|aA HAME

INF=l=

Resource Explorer= AWS
CloudFormation, & Amazon
AWS GlueE AWS MH|A Z
&atod o 867H M 2lA A0
CHt X|32 F7IRi&LICtH

SageMaker.

O|X| Resource ExplorerE At
25104 ZE = AR B LY

O] AWS H|&H TEtol| AX 24

20234 128 12¢

2023 11 16

2023 11 15

2023 11 14

192


https://docs.aws.amazon.com/resource-explorer/latest/userguide/security_iam_awsmanpol.html#security_iam_awsmanpol_AWSResourceExplorerServiceRolePolicy
https://docs.aws.amazon.com/resource-explorer/latest/userguide/security_iam_awsmanpol.html#security_iam_awsmanpol_AWSResourceExplorerServiceRolePolicy
https://docs.aws.amazon.com/resource-explorer/latest/userguide/security_iam_awsmanpol.html#security_iam_awsmanpol_AWSResourceExplorerServiceRolePolicy
https://docs.aws.amazon.com/resource-explorer/latest/userguide/using-search-query-syntax.html#query-syntax-filters
https://docs.aws.amazon.com/resource-explorer/latest/userguide/supported-resource-types.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/supported-resource-types.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-service-multi-account.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-service-multi-account.html
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