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Drift detection
Get notified when
AWS Resilience Hub
detects changes in
the compliance status

AWS Resilience Hub -
Resilience management

Centrally define, validate,
and track the resilience of
your applications

®

Add applications
Define the resources in your application

(CloudFormation stack, Resource groups, Terraform state file,
myApplications application or Kubernetes managed on Amazon
Elastic Kubernetes Service)

l

> =@

Assess application resilience

Define the resilience policies and assess the resilience of the app
and uncover weaknesses

l
oo

Take action

Implement recommendations, alarms, standard operating
procedures (SOP)

Test application resilience

Run tests using AWS Fault Injection Service to test across the
operational recommendations

l

1l |

= A
Track resilience posture
Suggest focus on CICD, and as application is updated making sure

AW

S Resilience Hub - S&421 22

you have checks in place to assess resilience
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= o

- 27 MAIX]: The following parameters were not found: [/ResilienceHub/
Alarm/3dee49al-9877-452a-bb@c-a958479a8ef2/nat-gw-alarm-bytes-out-
to-source-2020-09-21_nat-02ad9bc4fbd4e6135]. Make sure all the SSM
parameters in automation document are created in SSM Parameter Store..

- SHE W A T MRS OhA| A~5H7| ©of #ad ZEE HEstn A HMEX S Hi=sHok

P

ol

o Al dgto| MEtO| FEEIURELICEH 0] 2F HIAIXR|= MSE A d&of MEto| gie B2 UM
o EHA ME MEof LIEFL LY.

« @7 MAIX]: An error occurred (Unauthorized Operation) when calling the
DescribeInstanceStatus operation: You are not authorized to perform
this operation. Please Refer to Automation Service Troubleshooting
Guide for more diagnosis details

- S W SHIE A dE S MBMEX| EHOISHML. Ol ZYE 2 FCtHE e st Hets F7t
St "WIHE CHA| A"SHMI2
o Aldlof MBEMK|CH o A8 AU E UX| ZESLICH ol A2 E m2tOlE == WE Xs3 EXME
oIt ZielL|ct.
« @2 AR Aldo| MEoo gz @8 MHA|X|7I EAIE|X| et&L|Ct.
o SHZA 2 JHE A of & @12 2 E=3g HAAFSHZ| Toll AWS FIS A AR 2440 MHEE
CHZ 2124 mlztOo|E{E & Qlstm AIME EHAH|E A L|Ct.

AWS FIS Amazon Elastic Kubernetes Service 22{AE{0|AM A& Sl Kubernetes L EE E|AE S
= S0 A Al

Amazon EKS 2HAEAM A™-E[= Kubernetes ZEE EHAES]

Amazon Elastic Kubernetes Service (Amazon EKS) 2F &= CtS1t Z

- AWS FIS &% = Kubernetes AMH|A 7ol CHEF IAM 23& o 40| & E L& LICH.
- 2F HAIKI:

* Error resolving targets. Kubernetes API returned ApiException with
error code 401.

« Error resolving targets. Kubernetes API returned ApiException with
error code 403.

* Unable to inject AWS FIS Pod: Kubernetes API returned status code 403.
Check Amazon EKS logs for more details
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« ZIQ%F RBAC W&t 2HIE HYATHO|AE AFE 30 Kubernetes MH|A AHHE st +

HREX| 2 elstM .

« MSE IAM L& (E|AE CloudFormation AB40| £21 £ X )& Kubernetes A+& K01 7| O & FH
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« @7 MHA|IX|: Unable to heartbeat FIS Pod: Max failed sidecar containers
reached.
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https://docs.aws.amazon.com/fis/latest/userguide/eks-pod-actions.html
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https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ScoringComponentResiliencyScore.html
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SE20M B ZE HE AIg S HHESH= JSON 84| CloudFormation B Z 2!
H04EL|Ct AWS Resilience Hub. Employeestt= DynamoDB Ei|O|& 01 CHEF 17| ATt 2 L
17| MBt O|HIE 7t 18 Zote  EMstEl=
AAETHA
AldE = Q= HIEHH| O]

=2
=

Ct.
Bl Z 2l Resources
X oiZE|FHo|ME ATHEIK| kDT M|

0 E E04 oleH
DynamoDB E{|0|£29] ¢
AWS: :CloudWatch: :Alarm B2 E MYEELICH O2|1 5 AWS: :SSM: :Parameter
2| AAE AWS Resilience Hub

Mpe
M x|

EE HolgfLict.
"2010-09-09",

{
"AWSTemplateFormatVersion"
"Parameters" : {
"SNSTopicARN" {
"String",
are to be sent. This must be in the same Region being deployed.",
"Aarn:(aws|aws-cn|aws-iso|aws-iso-[a-z]{1}|aws-us-gov):sns:

: "The ARN of the Amazon SNS topic to which alarm status changes
([a-z1{2}-((isola-z]1{0,1}-)|(gov-)){0,1}[a-z]+-[0-9]):[0-91{12}:[A-Za-z0-9/]1[A-Za-

IlTypell
"Description”

"AllowedPattern"

z0-9:_/+=,@.-1{1,2563}%"
"ReadthrottleeventsthresholdexceededEmployeesONDEMAND@ODynamoDBTablePXBZQYH3DCJ9Alarm"

}
: {

o
"Resources"

"AWS: :CloudWatch: :Alarm",
"An Alarm by AWS Resilience Hub that alerts when the

{
"Type"
"Properties"” {
"AlarmDescription"
number of read-throttle events are greater than 1.",
"AlarmName"
[ {

DEMAND-0@-DynamoDBTable-PXBZQYH3DCJ9",

"AlarmActions"
"SNSTopicARN"
"ReadThrottleEvents",

"ResilienceHub-ReadThrottleEventsAlarm-2020-04-01_Employees-ON-

"Ref"
11,
"MetricName" :
"Namespace" : "AWS/DynamoDB",
"Statistic" : "Sum",
"Dimensions" [ {
"Name" : "TableName",
"Value" "Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJ9"
1,
"Period" : 60,
"EvaluationPeriods" : 1,
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"DatapointsToAlarm" : 1,
"Threshold" : 1,

"ComparisonOperator" : "GreaterThanOrEqualToThreshold",
"TreatMissingData" : "notBreaching",
"Unit" : "Count"

.

"Metadata" : {
"AWS: :ResilienceHub: :Monitoring" : {

"recommendationId" : "dynamodb:alarm:health-read_throttle_events:2020-04-01"

}

}

.

"dynamodbalarmhealthreadthrottleevents20200401EmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJI9Alaxn
{

"Type" : "AWS::SSM: :Parameter",
"Properties" : {
"Name" : "/ResilienceHub/Alarm/3f904525-4bfa-430f-96ef-58ec9bl19aa73/dynamodb-

alarm-health-read-throttle-events-2020-04-01_Employees-ON-DEMAND-@-DynamoDBTable-
PXBZQYH3DCJ9",
"Type" : "String",
"Value" : {
"Fn::Sub"
"${ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarm}"
1,
"Description'" : "SSM Parameter for identifying installed resources."
}
I

"dynamodbalarmhealthreadthrottleevents20200401EmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alazxn
{

"Type" : "AWS::SSM: :Parameter",
"Properties" : {
"Name" : "/ResilienceHub/Info/Alarm/3f904525-4bfa-430f-96ef-58ec9bl19aa73/

dynamodb-alarm-health-read-throttle-events-2020-04-01_Employees-ON-DEMAND-0Q-
DynamoDBTable-PXBZQYH3DCJ9",

"Type" : "String",
"Value" : {
"Fn::Sub" : "{\"alarmName\":

\"${ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarm}\",
\"referenceId\":\"dynamodb:alarm:health_read_throttle_events:2020-04-01\",
\"resourceId\":\"Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJI9\",\"relatedSOPs\":
[\"dynamodb:sop:update_provisioned_capacity:2020-04-01\"]}"

.
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"Description" "SSM Parameter for identifying installed resources.
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Ml o Z2[7o|Moll= F7t Elo|21 22 Z JtX| ElAAT}

"AWSTemplateFormatVersion": "2010-09-09T00:00:00.000Z",
"Description": "Application Stack with Employees Table",
"Outputs": {
"DynamoDBTable": {
"Description": "The DynamoDB Table Name",
"Value": {"Ref": "Employees"}

},
"Resources": {
"Employees": {
"Type": "AWS::DynamoDB: :Table",
"Properties": {
"BillingMode": "PAY_PER_REQUEST",
"AttributeDefinitions": [

{
"AttributeName": "USER_ID",
"AttributeType": "S"

I

{

"AttributeName": "RANGE_ATTRIBUTE",
"AttributeType": "S"
}
1,
"KeySchema": [
{
"AttributeName": "USER_ID",
"KeyType": "HASH"

I

{
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"AttributeName": "RANGE_ATTRIBUTE",
"KeyType": "RANGE"

1,
"PointInTimeRecoverySpecification": {
"PointInTimeRecoveryEnabled": true

},
"Tags": [
{
"Key": "Key",
"Value": "Value"
}
1,
"LocalSecondaryIndexes": [
{
"IndexName": "resiliencehub-index-local-1",
"KeySchema": [
{
"AttributeName": "USER_ID",
"KeyType": "HASH"
},
{
"AttributeName": "RANGE_ATTRIBUTE",
"KeyType": "RANGE"
}
1,
"Projection": {
"ProjectionType": "ALL"
}
}
1,
"GlobalSecondaryIndexes": [
{
"IndexName": "resiliencehub-index-1",
"KeySchema": [
{
"AttributeName": "USER_ID",
"KeyType": "HASH"
}
1,
"Projection": {
"ProjectionType": "ALL"
}
}
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}
}
}
}
it 2lAAE OfZZIAIOIMT B7H BYE 3247 OIx SHE BT 2lAAE ofB2IA O Ato| S
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[t2kA AWS: :CloudWatch: :Alarm 2|44 Holol M CHS
"Value" : "Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJ9"
CtSot 20| shAl2.
"Value" : {"Ref": "Employees"}
2|1 AWS: :SSM: :Parameter ZlAA HolofM CHSS HZAELICH

"Fn::Sub" : "{\"alarmName\":
\"${ReadthrottleeventsthresholdexceededDynamoDBEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarn
\"referenceId\":\"dynamodb:alarm:health_read_throttle_events:2020-04-01\",
\"resourceId\":\"Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJI9\",\"relatedSOPs\":
[\"dynamodb:sop:update_provisioned_capacity:2020-04-01\"]}"

CHEa 2ol oMl 2.

"Fn::Sub" : "{\"alarmName\":
\"${ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarm}\",
\"referenceId\":\"dynamodb:alarm:health_read_throttle_events:2020-04-01\",\"resourceld
\":\"${Employees}\",\"relatedSOPs\":
[\"dynamodb:sop:update_provisioned_capacity:2020-04-01\"]}"

SOPs 3 AWS FIS A& CloudFormation IZ3!2 +He M SUet M2 HAIE Fetod 5t 2L
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DynamoDB H|O|E 0] CHEt & =& AtE5tHo|M CHEE s-E & CloudFormation 24 & LICt.
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ofl A Al OHZ 2|70l M2 MAISIE{H CreateApp APIE 3
350k AWS Resilience Hub& LIC}. O] API04| CHEH RFAIE
resilience-hub/latest/APIReference/API_CreateApp.html E

SEStn nRskojEEF| 0| o2 A
LH& & https://docs.aws.amazon.com/

RS EXNES

M= CreateApp APIE AF2310{ AWS Resilience Hub 0llA A OHZ 2|7 0| M newAppS RHE
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aws resiliencehub create-app --name newApp

C}
=
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"app": {
"appArn": "<App_ARN>",
"name": "newApp",
"creationTime": "2022-10-26T19:48:00.434000+03:00",
"status": "Active",
"complianceStatus": "NotAssessed",
"resiliencyScore": 0.0,
"tags": {},
"assessmentSchedule": "Disabled"
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OHEZZ|7l0|ME BHE %0i&= CreateResiliencyPolicy APIE A& 304 o E 2|7 0|M o] 53
= JEHE I E = Us S YAME ddslor gLICt o APIoi| CHEt REAIEH LHE 2 https://
docs.aws.amazon.com/resilience-hub/latest/APIReference/API_CreateResiliencyPolicy.html EF&&
A RSMIS.

CtZ oAM= CreateResiliencyPolicy APIE AWS Resilience Hub A& 310404 A O Z 2| O]
M0l newPolicy CHEHE HM5t= WS EoiFLICt.

2

aws resiliencehub create-resiliency-policy \
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--policy-name newPolicy --tier NonCritical \

--policy '{"AZ": {"rtoInSecs": 172800, "rpoInSecs": 864003}, \
"Hardware": {"rtoInSecs": 172800, "rpoInSecs": 86400}, \
"Software": {"rtoInSecs": 172800, "rpoInSecs": 86400}}"

gg
{
"policy": {
"policyArn": "<Policy_ARN>",
"policyName": '"newPolicy",
"policyDescription": "",
"datalLocationConstraint": "AnyLocation",
"tier": "NonCritical",
"estimatedCostTier": "L1",
"policy": {
"AZ": {
"rtoInSecs": 172800,
"rpoInSecs": 86400
.
"Hardware": {
"rtoInSecs": 172800,
"rpoInSecs": 86400
.
"Software": {
"rtoInSecs": 172800,
"rpoInSecs": 86400
}
1,
"creationTime": "2022-10-26T20:48:05.946000+03:00",
"tags": {3}
}
}

Q24 AAOM BlAA 7K 7| U 7HK{ 7| ArEf 2 LIE{Z
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- ImportResourcesToDraftAppVersion— O| APIE AFS 35t CFFEH QI3 A A
oA oHZ2|7H0| M| ot HECSZ B|AAE JHK{E £ /U&LIC O] APIof| CHEt
KEMIEH LI 2 https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_ImportResourcesToDraftAppVersion.html EHHE FZSIMIL.
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« PublishAppVersion - O| API= GI0|EE AppComponent@t & 7H M 12| of Z (7| 0|
£ AlAIEFLICE of APIO CHEE REAIEH LI 2 https://docs.aws.amazon.com/resilience-hub/latest/
APIReference/API_PublishAppVersion.html EHE & E5HM L.

« DescribeDraftAppVersionResourcesImportStatus — Ol APIE A& 35t Of
Z2|70|M HHS 29| E|AaA 7K 7| & EE BLIEHZE = U&LICt o] APIo Y
Bt XEMIEH LI 2 https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_DescribeDraftAppVersionResourcesImportStatus.html EHd& & X 5HM 2.

CHS ol Xl= AWS Resilience Hub 0 A ImportResourcesToDraftAppVersion APIE A& 3}04
OHZE|HO|MeZ BIAAE 7HX{2E YHES EoiF Lt
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aws resiliencehub import-resources-to-draft-app-version \
--app-arn <App_ARN> \
--terraform-sources '[{"s3StateFileUrl": <S3_URI>}]'

sg
{
"appArn": "<App_ARN>",
"appVersion": "draft",
"sourceArns": [],
"status": "Pending",
"terraformSources": [
{
"s3StateFileUrl": <S3_URI>
}
]
}

CHS oflAMlE AWS Resilience Hub 0flA CreateAppVersionResource APIE AFE3l04 ofZ 2|7 0|
Mof| ZIAAE =SSR FItete WS HoiELICH

H

aws resiliencehub create-app-version-resource \
--app-arn <App_ARN> \
--resource-name "backup-efs" \
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--logical-resource-id '{"identifier": "backup-efs"}' \
--physical-resource-id '<Physical_xresource_id_ARN>' \
--resource-type AWS::EFS::FileSystem \
--app-components '["new-app-component"]'

C}
=

0lo

-~

"appArn": "<App_ARN>",
"appVersion": "draft",
"physicalResource": {
"resourceName": "backup-efs",
"logicalResourceId": {
"identifier": "backup-efs"
b
"physicalResourceId": {
"identifier": "<Physical_resource_id_ARN>",
"type": "Arn"
b
"resourceType": "AWS::EFS::FileSystem",
"appComponents": [
{

"name": "new-app-component",

"type": "AWS::ResilienceHub::StorageAppComponent",

"id": "new-app-component"

ClS oAM= AWS Resilience Hub 0| A DescribeDraftAppVersionResourcesImportStatus

APIE AL83dt0] B[AA0| 7IM27| JEHE ZLIERst= WHE HoiELIct
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aws resiliencehub describe-draft-app-version-resources-import-status \

--app-arn <App_ARN>

Ct
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)

"appArn": "<App_ARN>",
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"appVersion": "draft",
"status": "Success",
"statusChangeTime": "2022-10-26T19:55:18.471000+03:00"
}
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1. OfEZE[AH oM ot HME HAlIStE{T PublishAppVersion APIE AFSELICE O] API
ofl CHEr XFAMISH LIS 2 https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_PublishAppVersion.html| EHHE 2t Z3HMIL.
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aws resiliencehub publish-app-version \
--app-arn <App_ARN>

oct
o-d
{
"appArn": "<App_ARN>",
"appVersion": "release"
}

2. UpdateApp APIE At&3t04 o E2|7i0|Me| & A|E ol S = HAE M LTt O]
API0]| CHEt REMIEH LI 2 https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
AP|_UpdateApp.htm| B2 FEHMIL.
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aws resiliencehub update-app \
--app-arn <App_ARN> \
--policy-arn <Policy_ARN>

S§
{
"app": {
"appArn": "<App_ARN>",
"name": "newApp",
"policyArn": "<Policy_ARN>",
"creationTime": "2022-10-26T19:48:00.434000+03:00",
"status": "Active",
"complianceStatus": "NotAssessed",
"resiliencyScore": 0.0,
"tags": {
"resourceArn": "<App_ARN>"
.
"assessmentSchedule": "Disabled"
}
}
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« StartAppAssessment — O| API= OHEZ2[7| 0| Mo CHEt M HIHE Mg LCt O] API
of| CHSH XkAM|I8H L& 2 https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
AP|_StartAppAssessment.htm| EHHS E X 5HAI2.
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aws resiliencehub start-app-assessment \
--app-arn <App_ARN> \

--app-version release \
--assessment-name first-assessment

Ch
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"assessment": {
"appArn": "<App_ARN>",

"appVersion": "release",
"invoker": "User",
"assessmentStatus": "Pending",
"startTime": "2022-10-27T08:15:10.452000+03:00",
"assessmentName": "first-assessment",
"assessmentArn": '"<Assessment_ARN>",
"policy": {
"policyArn": "<Policy_ARN>",
"policyName": "newPolicy",
"datalLocationConstraint": "AnylLocation",
"policy": {
"AZ": {

"rtoInSecs": 172800,
"rpoInSecs": 86400

},

"Hardware": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

},
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"Software": {
"rtoInSecs": 172800,

"rpoInSecs": 86400

},
"tags": {}

Ct= oAM= AWS Resilience Hub 0ilA DescribeAppAssessment APl AHE
ol M 7l MEHE
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aws resiliencehub describe-app-assessment \
--assessment-arn <Assessment_ARN>

CH
o H

~

"assessment": {
"appArn": "<App_ARN>",

"appVersion": "release",
"cost": {
"amount": 0.0,
"currency": "USD",

"frequency": "Monthly"

},

"resiliencyScore": {
"score": 0.27,
"disruptionScore": {

"AZ": 0.42,
"Hardware": 0.0,
"Region": 0.0,
"Software": 0.38

iy

"compliance": {

IIAZII: {
"achievableRtoInSecs": 0,

"currentRtoInSecs": 4500,
"currentRpoInSecs": 86400,
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"complianceStatus": "PolicyMet",
"achievableRpoInSecs": @

},

"Hardware": {
"achievableRtoInSecs": 0,
"currentRtoInSecs": 2595601,
"currentRpoInSecs": 2592001,
"complianceStatus": "PolicyBreached",
"achievableRpoInSecs": 0

.

"Software": {
"achievableRtoInSecs": 0,
"currentRtoInSecs": 4500,
"currentRpoInSecs": 86400,
"complianceStatus": "PolicyMet",
"achievableRpoInSecs": @

}
.
"complianceStatus": "PolicyBreached",
"assessmentStatus": "Success",

"startTime": "2022-10-27T08:15:10.452000+03:00",
"endTime": "2022-10-27T08:15:31.883000+03:00",

"assessmentName": "first-assessment",
"assessmentArn": '"<Assessment_ARN>",
"policy": {
"policyArn": "<Policy_ARN>",
"policyName": '"newPolicy",
"datalLocationConstraint": "AnylLocation",
"policy": {
"AZ": {

"rtoInSecs": 172800,
"rpoInSecs": 86400

},

"Hardware": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

},

"Software": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

"tagS": {}
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"alarmRecommendations": [

{
"recommendationId": "78ece7f8-c776-499e-baa8-b35f5e8b8ba2",
"referencelId": "app_common:alarm:synthetic_canary:2021-04-01",
"name": "AWSResilienceHub-SyntheticCanaryInRegionAlarm_2021-04-01",
"description": "A monitor for the entire application, configured to

constantly verify that the application API/endpoints are available",
"type": "Metric",

"appComponentName": "appcommon",
"items": [
{
"resourcelId": "us-west-2",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
1,
"prerequisite": '"Make sure Amazon CloudWatch Synthetics is setup to monitor

the application (see the <a href=\"https://docs.aws.amazon.com/AmazonCloudWatch/
latest/monitoring/CloudwWatch_Synthetics_Canaries.html\" target=\"_blank\">docs</a>).
\NnMake sure that the Synthetics Name passed in the alarm dimension matches the name of
the Synthetic Canary. It Defaults to the name of the application.\n"

},
{
"recommendationId": "d9c72c58-8c00-43f0-ad5d-0c6e5332b84b",
"referenceld": "efs:alarm:percent_io_limit:2020-04-01",
"name": "AWSResilienceHub-EFSHighIoAlarm_2020-04-01",
"description": "An alarm by AWS Resilience Hub that reports when Amazon EFS

I/0 load is more than 90% for too much time",
"type": "Metric",

"appComponentName": "storageappcomponent-rlb",
"items": [
{

"resourceId": "fs-0487f945c02f17b3e",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

"recommendationId": "0Q9f340cd-3427-4f66-8923-7f289d4a3216",
"referenceId": "efs:alarm:mount_failure:2020-04-01",
"name": "AWSResilienceHub-EFSMountFailureAlarm_2020-04-01",
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"description": "An alarm by AWS Resilience Hub that reports when volume
failed to mount to EC2 instance",
"type": "Metric",

"appComponentName": "storageappcomponent-rlb",
"items": [
{

"resourcelId": "fs-0487f945c02f17b3e",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

1,

"prerequisite": "* Make sure Amazon EFS utils are installed(see the <a
href=\"https://github.com/aws/efs-utils#installation\" target=\"_blank\">docs</a>).
\n* Make sure cloudwatch logs are enabled in efs-utils (see the <a href=\"https://
github.com/aws/efs-utils#step-2-enable-cloudwatch-log-feature-in-efs-utils-config-
file-etcamazonefsefs-utilsconf\" target=\"_blank\">docs</a>).\n* Make sure that
you've configured “log_group_name’ in " /etc/amazon/efs/efs-utils.conf’, for example:
“log_group_name = /aws/efs/utils’ .\n* Use the created "log_group_name ™ in the
generated alarm. Find ‘LogGroupName: REPLACE_ME® in the alarm and make sure the
“log_group_name” is used instead of REPLACE_ME.\n"

.

{
"recommendationId": "b@f57d2a-1220-4f40-a585-6dable79cee2",
"referenceId": "efs:alarm:client_connections:2020-04-01",
"name": "AWSResilienceHub-EFSHighClientConnectionsAlarm_2020-04-01",
"description": "An alarm by AWS Resilience Hub that reports when client

connection number deviation is over the specified threshold",
"type": "Metric",

"appComponentName": "storageappcomponent-rlb",
"items": [
{

"resourcelId": "fs-0487f945c02f17b3e",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

"recommendationId": "15f49b10-9bac-4494-b376-705f8da252d7",
"referenceId": "rds:alarm:health-storage:2020-04-01",

"name": "AWSResilienceHub-RDSInstancelLowStorageAlarm_2020-04-01",
"description": "Reports when database free storage is low",
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"type": "Metric",

"appComponentName": "databaseappcomponent-hji",
"items": [
{

"resourcelId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",

"targetRegion": "us-west-2",

"alreadyImplemented": false

}
]
},
{
"recommendationId": "cl1l906101-cea8-4f77-be7b-60abb07621f5",
"referenceld": "rds:alarm:health-connections:2020-04-01",
"name": "AWSResilienceHub-RDSInstanceConnectionSpikeAlarm_2020-04-01",
"description": "Reports when database connection count is anomalous",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [
{
"resourcelId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
},
{
"recommendationId": "f169b8d4-45c1-4238-95d1-ecdd8d5153fe",
"referenceId": "rds:alarm:health-cpu:2020-04-01",
"name": "AWSResilienceHub-RDSInstanceOverUtilizedCpuAlarm_2020-04-01",
"description": "Reports when database used CPU is high",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [
{
"resourcelId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
},
{
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"recommendationId": "69da8459-cbe4-4bal-a476-80c7ebf096f0",
"referenceId": "rds:alarm:health-memory:2020-04-01",
"name": "AWSResilienceHub-RDSInstancelLowMemoryAlarm_2020-04-01",

"description": "Reports when database free memory is low",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [
{

"resourcelId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",

"targetRegion": "us-west-2",

"alreadyImplemented": false

"recommendationId": "67e7902a-f658-439e-916b-251a57b97c8a",

"referenceld": "ecs:alarm:health-service_cpu_utilization:2020-04-01",

"name": "AWSResilienceHub-ECSServiceHighCpuUtilizationAlarm_2020-04-01",

"description": "An alarm by AWS Resilience Hub that triggers when CPU
utilization of ECS tasks of Service exceeds the threshold",

"type": "Metric",

"appComponentName": "computeappcomponent-nrz",
"items": [
{
"resourceld": "aws_ecs_service_terraform-us-east-1-demo",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
I
{

"recommendationId": "fb30cb91-1f09-4abd-bd2e-9e8ee8550eb0d",

"referenceId": "ecs:alarm:health-service_memory_utilization:2020-04-01",

"name": "AWSResilienceHub-ECSServiceHighMemoryUtilizationAlarm_2020-04-01",

"description": "An alarm by AWS Resilience Hub for Amazon ECS that
indicates if the percentage of memory that is used in the service, is exceeding
specified threshold limit",

"type": "Metric",

"appComponentName": "computeappcomponent-nrz",
"items": [
{
"resourcelId": "aws_ecs_service_terraform-us-east-1-demo",
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"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

"recommendationId": "1bd45a8e-dd58-4a8e-a628-bdbee234efed”,

"referenceld": "ecs:alarm:health-service_sample_count:2020-04-01",

"name": "AWSResilienceHub-ECSServiceSampleCountAlarm_2020-04-01",

"description": "An alarm by AWS Resilience Hub for Amazon ECS that triggers
if the count of tasks isn't equal Service Desired Count",

"type": "Metric",

"appComponentName": "computeappcomponent-nrz",
"items": [
{
"resourceIld": "aws_ecs_service_terraform-us-east-1-demo",

"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

1,
"prerequisite": "Make sure the Container Insights on Amazon ECS is enabled:
(see the <a href=\"https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/

deploy-container-insights-ECS-cluster.html\" target=\"_blank\">docs</a>)."
}

CH2 olMlE ListAppComponentRecommendations APIE AF25t04 44 HE Atg
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aws resiliencehub list-app-component-recommendations \
--assessment-arn <Assessment_ARN>

2rCtH
[SH=|
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"componentRecommendations": [
{

"appComponentName": "computeappcomponent-nrz",
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"recommendationStatus": "MetCanImprove",
"configRecommendations": [
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
I
"appComponentName": "computeappcomponent-nrz",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
backups"
},
"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
backups"
I
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
backups™"
}
1,
"optimizationType": "LeastCost",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"

iy
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"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
I
"appComponentName": "computeappcomponent-nrz",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore
cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Based on the frequency of the
backups™"
},
"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore
cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
backups"
I
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
backups™"
}
I
"optimizationType": "LeastChange",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"
I
{
"cost": {
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"amount": 14.74,
"currency": "USD",
"frequency": "Monthly"

I
"appComponentName": "computeappcomponent-nrz",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No expected downtime. You're

launching using EC2, with DesiredCount > 1 in multiple AZs and CapacityProviders with
MinSize > 1",

"expectedRpoInSecs": 0,

"expectedRpoDescription": "ECS Service state is saved on
Amazon EFS file system. No data loss is expected as objects are be stored in multiple
AZs."

},

"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No expected downtime. You're

launching using EC2, with DesiredCount > 1 and CapacityProviders with MinSize > 1",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "ECS Service state is saved on
Amazon EFS file system. No data loss is expected as objects are be stored in multiple
AZs."

},

"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
backups"
}
},
"optimizationType": "BestAZRecovery",
"description": "Stateful Amazon ECS service with launch type Amazon

EC2 and Amazon EFS storage, deployed in multiple AZs. AWS Backup is used to backup
Amazon EFS and copy snapshots in-Region.",
"suggestedChanges": [
"Add AWS Auto Scaling Groups and Capacity Providers in multiple
AZs",
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"Change desired count of the setup",
"Remove Amazon EBS volume"

1,
"haArchitecture": "BackupAndRestore",
"referenceId": "ecs:config:ec2-multi_az-efs-backups:2022-02-16"
}
]
I
{
"appComponentName": "databaseappcomponent-hji",
"recommendationStatus": "MetCanImprove",
"configRecommendations": [
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
I
"appComponentName": "databaseappcomponent-hji",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",

"expectedRtoInSecs": 1800,

"expectedRtoDescription": "Estimated time to restore from
an RDS backup. (Estimates are averages based on size, real time may vary greatly from

estimate).",

"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Estimate based on the backup
schedule. (Estimates are calculated from backup schedule, real time restore may
vary)."

},

"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,

"expectedRtoDescription": "Estimated time to restore from

snapshot. (Estimates are averages based on size, real time may vary greatly from
estimate).",

"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Estimate based on the backup
schedule. (Estimates are calculated from backup schedule, real time restore may
vary)."

I
"Software": {
"expectedComplianceStatus": "PolicyMet",
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"expectedRtoInSecs": 1800,

"expectedRtoDescription": "Estimated time to restore from
snapshot. (Estimates are averages based on size, real time may vary greatly from
estimate).",

"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Estimate based on the backup
schedule. (Estimates are calculated from backup schedule, real time restore may

vary)."
}
I
"optimizationType": "LeastCost",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"
I
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
I
"appComponentName": "databaseappcomponent-hji",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

an RDS backup. (Estimates are averages based on size, real time may vary greatly from
estimate).",

"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Estimate based on the backup
schedule. (Estimates are calculated from backup schedule, real time restore may

vary)."
},
"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

snapshot. (Estimates are averages based on size, real time may vary greatly from
estimate).",
"expectedRpoInSecs": 86400,
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"expectedRpoDescription": "Estimate based on the backup
schedule. (Estimates are calculated from backup schedule, real time restore may
vary)."

I
"Software": {

"expectedComplianceStatus": "PolicyMet",

"expectedRtoInSecs": 1800,

"expectedRtoDescription": "Estimated time to restore from

snapshot. (Estimates are averages based on size, real time may vary greatly from
estimate).",

"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Estimate based on the backup
schedule. (Estimates are calculated from backup schedule, real time restore may

vary)."
}
I
"optimizationType": "LeastChange",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"
I
{
"cost": {
"amount": 76.73,
"currency": "USD",
"frequency": "Monthly"
I
"appComponentName": "databaseappcomponent-hji",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 120,
"expectedRtoDescription": "Estimated time to promote a

secondary instance.",
"expectedRpoInSecs": 0,

"expectedRpoDescription": "Aurora data is automatically
replicated across multiple Availability Zones in a Region."
1,
"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 120,
"expectedRtoDescription": "Estimated time to promote a

secondary instance.",
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"expectedRpoInSecs": 0,

"expectedRpoDescription": "Aurora data is automatically
replicated across multiple Availability Zones in a Region."
1,
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 900,
"expectedRtoDescription": "Estimate time to backtrack to a
stable state.",
"expectedRpoInSecs": 300,
"expectedRpoDescription": "Estimate for latest restorable
time for point in time recovery."
}
1,
"optimizationType": "BestAZRecovery",
"description": "Aurora database cluster with one read replica, with

backtracking window of 24 hours.",
"suggestedChanges": [
"Add read replica in the same Region",
"Change DB instance to a supported class (db.t3.small)",
"Change to Aurora",
"Enable cluster backtracking",
"Enable instance backup with retention period 7"

1,
"haArchitecture": "WarmStandby",
"referenceld": "rds:config:aurora-backtracking"
}
]
},
{
"appComponentName": "storageappcomponent-rlb",
"recommendationStatus": "BreachedUnattainable",
"configRecommendations": [
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
},
"appComponentName": "storageappcomponent-rlb",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",

"expectedRtoInSecs": 0,
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"expectedRtoDescription": "No data loss in your system",
"expectedRpoInSecs": 0,

"expectedRpoDescription": "No data loss in your system"
1,
"Hardware": {
"expectedComplianceStatus": "PolicyBreached",
"expectedRtoInSecs": 2592001,
"expectedRtoDescription": "No recovery option configured",
"expectedRpoInSecs": 2592001,
"expectedRpoDescription": "No recovery option configured"
},
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 900,
"expectedRtoDescription": "Time to recover Amazon EFS from

backup. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Recovery Point Objective for
Amazon EFS from backups, derived from backup frequency"
}
1,
"optimizationType": "BestAZRecovery",
"description": "Amazon EFS with backups configured",

"suggestedChanges": [
"Add additional availability zone"

1,
"haArchitecture": "MultiSite",
"referenceld": "efs:config:with_backups:2020-04-01"

},
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
},
"appComponentName": "storageappcomponent-rlb",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No data loss in your system",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "No data loss in your system"
I
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"Hardware": {

"expectedComplianceStatus": "PolicyBreached",
"expectedRtoInSecs": 2592001,
"expectedRtoDescription": "No recovery option configured",
"expectedRpoInSecs": 2592001,
"expectedRpoDescription": "No recovery option configured"
},
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 900,
"expectedRtoDescription": "Time to recover Amazon EFS from

backup. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Recovery Point Objective for
Amazon EFS from backups, derived from backup frequency"
}
1,
"optimizationType": "BestAttainable",
"description": "Amazon EFS with backups configured",

"suggestedChanges": [
"Add additional availability zone"
1,
"haArchitecture": "MultiSite",
"referenceld": "efs:config:with_backups:2020-04-01"
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aws resiliencehub create-app-version-resource \
--app-arn <App_ARN> \

--resource-name "backup-efs" \

--logical-resource-id '{"identifier": "backup-efs"}' \
--physical-resource-id '<Physical_resource_id_ARN>' \
--resource-type AWS::EFS::FileSystem \
--app-components '["new-app-component"]'

84
{
"appArn": "<App_ARN>",
"appVersion": "draft",
"physicalResource": {
"resourceName": "backup-efs",
"logicalResourceId": {
"identifier": "backup-efs"
},
"physicalResourceId": {
"identifier": "<Physical_resource_id_ARN>",
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"type": "Arn"
1,
"resourceType": "AWS::EFS::FileSystem",
"appComponents": [

{
"name": '"new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"

}

[

elAAE HUOECAOME FE 242 O

OHZ 2|7 0|M 7 A (AppComponent)= Bt EHR[2 2F S35t 10 Almfst= #E AWS 2laa OE ¢!
LIC} 2 SOo{CH7 | HHEZE AIE|E 2 72t YI B Q= A S Resilience Hub 0fl& o{H
AWS E|A AT} o{iH R 0| AppComponentt]| £& 4 Q=X|of CHEF #=l0| J&LICHE CHS EBlAA
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 UpdateAppVersionResource - O| API= OHEZ|7]|0|M 2| E[AA ME HEE UO|o|EFLICH
O| APIOf| CHEF REM|EH L& 2 UpdateAppVersionResource EHHE HZEHAIL.

. DeleteAppVersionAppComponent — Ol API= o E 2|7 0|440{| A AppComponentE AM A& LICEH
O| APIO| CHEF REMEH LI 2 DeleteAppVersionAppComponent EFHHE & Z3HAIR.

CHS oMol A= DeleteAppVersionAppComponent APIE AWS Resilience Hub AHE 3040 A{ Of
ZCI7o|Mol ZlaA MF HEE YO|o|Este WS HoiELICH
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aws resiliencehub delete-app-version-app-component \
--app-arn <App_ARN> \
--id new-app-component

C}
=
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"appArn": "<App_ARN>",
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"appVersion": "draft",

"appComponent": {
"name": "new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"

ClS od|AMoi M= UpdateAppVersionResource APIE AWS Resilience Hub AF&3104 0| o Al of|
M MM El Hl AppComponentE A A|5t= WS Ho{ELICE.

H

aws resiliencehub delete-app-version-app-component \
--app-arn <App_ARN> \
--id new-app-component

SE
{
"appArn": "<App_ARN>",
"appVersion": "draft",
"appComponent": {
"name": '"new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"
}
}
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aws resiliencehub update-app-version-resource \
--app-arn <App_ARN> \
--resource-name "ec2instance-nvz" \

--excluded
gg
{
"appArn": "<App_ARN>",
"appVersion": "draft",
"physicalResource": {
"resourceName": "ec2instance-nvz",
"logicalResourceId": {
"identifier": "ec2",
"terraformSourceName": "test.state.file"
3,
"physicalResourceId": {
"identifier": "i-@b58265a694e5ffcl",
"type": "Native",
"awsRegion": "us-west-2",
"awsAccountId": "123456789101"
3,
"resourceType": "AWS::EC2::Instance",
"appComponents": [
{
"name": "computeappcomponent-nrz",
"type": "AWS::ResilienceHub: :ComputeAppComponent"
}
]
}
}
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"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"resiliencehub:List*",
"resiliencehub:Describe*"

]I

"Resource": "*"
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
iam:ListGroupsForUser",
iam:ListAttachedUserPolicies",
jam:ListUserPolicies",
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"iam:GetUser"
1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",

iam:GetPolicyVersion",

iam:GetPolicy",

iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",

jam:ListPolicies",

jam:ListUsers"

]I

"Resource": "*"

2 758t AWS Resilience Hub OZ 2|71 0|44 LI
A

Version":"2012-10-17",
Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:ListApps"

]I

"Resource": [
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:StartAppAssessment"
1,
"Resourxce": [
"arn:aws:resiliencehub:*:*:app/appId"
]
}
]
}
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
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"resiliencehub:DeleteAppAssessment"
]I
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"
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"Version":"2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:CreateRecommendationTemplate™
]I
"Resourxce": [
"arn:aws:resiliencehub:*:*:app/appId"
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JSON

"Version'":"2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:DeleteRecommendationTemplate”
]I
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"
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C2 ol oMl 2 7= mateojackson IAM AL A7 248 AHE6104 7HA my-example-widget 2l

t
AA0 CHEE ME HEE 241 5+ K2 7H4 resiliencehub: GetWidget T1EH0| QS i B M EhL
C}.

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
resiliencehub:GetWidget on resource: my-example-widget

0| B, resiliencehub:GetWidget 2t E ALE35t0{ my-example-widget B|AA0 HAMAE
2 U= mateojackson AL At HAZ AH|O|E5H oF & LICH.

TS0l 28 B2 AWS HERHAH 2oletM2. ZEIRtE 232l A4 ZHE MS e AFR LT

iam:PassRole2 &35 QEL|X| A4S

iam:PassRole 2 & +&E HEt0| gicts 2R/ 7t == &lE|Pd AWS Resilience Hubol 23gh 2 TE e

= UE S HAZ Ao|o|EstoF &LICH

US AWS MH|A oIMHE M MH|A 48 BE= MH|A A4 s YHsts il 7I1E HE S e M
| A0 HEE £ U&LICH O|FHH stEd &g Mu|aof TEE HEto| Rlo{oF FfLct

CI2 of|X L7 E 2HE IAM AL X7} 248 A2 5104 AWS Resilience Hubof| A i £&sledn
MefLct. 5HX|BH &2 %an‘ID" MH[|A g ol Fo{gt #HEto| MH[A0 R
M =

marymajor & [ & x|
HlAo g MEE

o0k B LICH Mary=

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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MO IAMO| F EA AT 2|AA HMAE EESHM L.

AWS Resilience Hub M| A H8H & X

AWS Identity and Access Management (IAM)E AL& 3104 OHZE2(71|0|M BlA A0 CHE HMAE 2

St MEX O& EE HEo M8&ls IAM HHE Hde + &L

2 E AWS Resilience Hub O & Z|7]|0|A42 the section called “7t% & E X 248 (IAM ghE ALE 5
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T8 7 = U&LICH ol AE M7t CHE AWS BlaA EE

AWS Resilience Hub C| 223t HEHE Holst= HHE HAZEEY = JU&LICH EEX dgol= AWS
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« the section called “Zt™ & X} 24&b”
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AWS Resilience Hub £ & Xt @& 27} AWS MH|A & 2[AA0| HMASHT| Il =5t= AWS
Identity and Access Management AWS Resilience Hub (IAM) &3& ¢ 0 N
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Sk,

OHEE|Fo|ME Me M 7+ S EX A2 M3 LICH AWS Resilience Hub 2 2|AAE 7HA
QLALL BIIE Alzte M 2lAA0] HMAE = JUTE Ol HEtE gLt 7t &Kt
27| = AWS Resilience Hub 524 g o| A1Z[ ZZH0f| A AWS Resilience Hub AH|
(resiliencehub.amazonaws.com)& AZ[& = U= MHIAZE X|F5HoF & LICH
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IAM 2&£0|M 2t S &KX deh MAd

AWS Resmence Hub 7} AWS MH|A 2l 2|& 12304 7|
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IAM 2&8 AF85t0d 7|8 A 2 S &R 9E S BrSc{d™

1. https://console.aws.amazon.com/iam/0|A{ IAM £ LIC}.

2. PN B0 IS M = o3 MNS MBI
X

=H
3. ARSA XIH AE HHME MEfstn MAER XIH ME H
MEdErLICH
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® Note
2laA7t M2 CHE ARl Qe 79 2 Aol g g BHED T E HHols BX 7
8 ¢IE BMS ArSstior gLt

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"
3,
"Action": "sts:AssumeRole"
}
]
}
4. HE FIHo|x|o| HEH WM MMolM £8 E= M 0I&§S 7IECR BMS LEIYSH T Enter
F27| 4xtof AWSResilienceHubAsssessmentEx ecutlonPoll y= =guct
5. HMZ MEiStD OS2 MENRFLICH
6 O_=I|éEI- k||=' -I|=| A-IIA=|0.||A-| o=|%|- 0|E AI-7;|.Q.||
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html#roles-creatingrole-service-console
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6EF A0 7ol CHE ALS Afellot HEtE TTSHEE 15 A AZE £ Qs AE{E| ME =2
CHA|: HBH 7} MiMo| 9 E2280) )= TE E

L

® Note
OHZZ|A 0|2 MM5IHLE UCIO|EE M $4XH IAM AFS RH/A & of 7t Z & Xt 4gtod| CH
gt iam:passRole T&t0| Qloof gfL|Ct. stx[gt BI7HE A=st= o= o] Heto| ER5tHK|
ot &LCt.

Agof Az Y2 X|HE 2oF FAlofA g e EE &+ e TEHS FoIFLICH AWS Command
5 A 0 2

Line Interface (AWS LI)% AL create-role WHE AMEFLICt o] BH
O

2 M M= AlZE| YA Qlgtelg X|™E = U&LICE CFS of| Mol M= AWS Resilience Hub AMH|A
of 2ot Fxj|ofAH Y& s e = Ue HEHE Foists WHE Ho{FLICt.

(® Note
JSON 2Atge| o|A7A0|Z MFE(' ') T AFE2 & ™ol e} CHELICH

MZcreate-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-role-policy-
document '{

"Version": "2012-10-17", "Statement":

[

"Effect": "Allow",
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"Principal": {"Service": "resiliencehub.amazonaws.com"},
"Action": "sts:AssumeRole"

JSON It E A 3tod A= H2 o

B4 O JSON It U2 AF85t1 create-role WHES Al™St0] A& of CHE AE| HAMS Holgh £+
T U&LICH CHS M0 AM trust-policy.json2 3 C|RE{Z|o| A2 HAHO| ZEHE ol
LICt. O] 22 create-role BHZ A0 A& 0| AZELICH create-role BHO| &3
2 ME £24(Sample Output)ofl EA|ELICH 3gtol HEtE F7Isto{H Ao HA F 7} (attach-

policy-to-role) B A& 35tH AWSResilienceHubAsssessmentExecutionPolicy &2
HMZ FII5tE JAEH AEE = J&LICH 22> Ao CHer XEAI8H LH& 2 the section called
“AWSResilienceHubAsssessmentExecutionPolicy” EHHE & X 5HM2.

MZE trust-policy.json

JSON
{
"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"
}I
"Action": "sts:AssumeRole"
H
}

MZ create-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-
role-policy-document file://trust-policy.json
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aws iam attach-role-policy --role-name AWSResilienceHubAssessmentRole --
policy-arn arn:aws:iam::aws:policy/
AWSResilienceHubAsssessmentExecutionPolicy

WA AWS AY HMAE @It CHE AlEe| g - M A Y

AATF EER/BIAA H™HO| e BRI oHE2|AH 0|2 AWS Resilience Hub A2 %o 2 Tytst
(o]

2ol 2 7 7|0 QI5tS AAISHOF BHL|CH Q48 MA Xxt= AR K% AAS A|QI5HH 7HX 55
3t Al

Kb Qist MM =2 M|AQF H|2EHL|C}.

|

« the section called “IAM APIE A%t gt atg|”

« the section called “JSON I} S AL& 3504 AZ| XA H ol

IAM —'7'——"\—01|A-| K/El_/lx_é 7:||x-l_g o3dst AHAA

AWS Resilience Hub 7} CHE AWS AHZ S| AWS MH|A L BIAA0]| HMAE = U E 5te{H 0|

et 2 A"EoM A = dgatiof LIt
IAM 222 AF235104 IAM 220 M EX/2|AA A Xof Ciet «dste ot=p{dH

1. https://console.aws.amazon.com/iam/0lA IAM 2£& LIC}.

2. EI-AH 7<|-0-||A-| _=I|%I-% MEHSE = o5t HA—I% Al_-IE'ﬁHill-l—lL—-I'.
Al

= -1 T 12 OO
3. ASXE RN AE HMS MET ASRE AW AR HH FolM OHS HAS AR £ 0122

MEfE L

® Note
2laA7t M2 CHE AR e B2 2 AMollA g BrED CHE Aols BX 7
8 &E| BHME A& st oF B L.
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4. T F7I Ho|X|o HEt HM MMM &8 E= HM 0|§2 7|22 YA EEJS 1 Enter
F27| Axtof AWSResilienceHubAsssessmentEx ecutlonPoll y= I23gict
5. YMg MEist D S22 MEiFLICH

6. UE ME HE MMM e o|F HAto| T8 AE O|F (o
AWSResilienceHubAssessmentRole) 2 23&FL|C}.
o
=

7. (M ALE) N ARRO] 2ol ChEH A

SEFAIOIM AR Ol CHEH ALS Abzlloh #EHe TZISHRIT 1EHA: A28 4 9l AE{E| M e 2
CHAl: #8271 Mo| @ B0l 9l HE HES MEFLIC

st 7t S EX &0l sts:assumeRole HEHE F7I510{ ZHH S EX7 EX AHo| &2 &2
T UL E sHof Lt
MAE 2t B X ofgtol T B &R Aol ohe WAS FhELC

{

"Effect": "Allow",

"Resource": [
"arn:aws:iam::secondary_account_id_1l:role/RoleInSecondaryAccount_1",
"arn:aws:iam: :secondary_account_id_2:role/RoleInSecondaryAccount_2",
1,

"Action": [
"sts:AssumeRole"
]
}

Line Interface (AWS CLI)% At
2 A3 M= AlZ| X% ©

>

Hol Zof|H wEe £¢ls

® Note
JSON EXtES| O|AFHO|Z M=E(" ') 27T AFEE & HTof et CHELICH
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MZcreate-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-role-policy-

document '{"Version": "2012-10-17", "Statement": [{"Effect": "Allow","Principal":
{"AWS": ["arn:aws:iam::primary_account_id:role/InvokerRoleName"]}, "Action":
"sts:AssumeRole"}]1}'

HEO| JSON It U2 AtE50o{ d&hof CHE A2 HAMZ Holg =& U&LICH CHZ o Aol M
trust-policy.json2 Z[&l C|EE 2| Tt UILICE

JSON IS AL stod A2 M2 Ho|

B O| JSON It U E AI8 351 create-role WY A&5to d&tol CHEH AE| HAE Holg
T UA&LICH CHS A0AM trust-policy.json 3 CIRE{E|o| AE| HAHO| ZEHEl Ul
LICt. O] A2 create-role BHE A 504 &0l AAZE/LICt create-role BHO| £
2 MEZ E=(Sample Output)ofl ZA|ELICH &0 MEtS FIt6t2{H Ag ol A & JH(attach-
policy-to-role) BWE 2 AL 3tH AWSResilienceHubAsssessmentExecutionPolicy Z2|&
MMZ FIt5te AREH AIEE = U&LICH 2H21™ H2ol| cHet AFM[EF LHE 2 the section called

“AWSResilienceHubAsssessmentExecutionPolicy” EHHE HZHAM2.

MH

trust-policy.json

AL

MZ create-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-role-policy-
document file://trust-policy.json

24
=

0x
M|k
M

MZ attach-policy-to-role

aws iam attach-role-policy --role-name AWSResilienceHubAssessmentRole --
policy-arn arn:aws:iam::aws:policy/
AWSResilienceHubAsssessmentExecutionPolicy.

2K IAM AL X HEF AFS

#XH IAM ALE AL HEHES AF85to{ WIHE st n A™Ste{™ ol WS A8SHAR.
AWSResilienceHubAsssessmentExecutionPolicy Z2Z|3 HAME IAM AFS AL EE= AL RIS A

A& dgol AZE + AU&LICH
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LAY HH

oM AZE 2l HAME ALE5HH IAM AL REeE S YUEH AHol A 2 ElZl= ol Z 2|7 olMof CHEt
G7tE SE5| dde = &Lt
o d& B7t 8-

AWS Resilience Hub 0| 0| &l E7} #H&d KtdE s o UH ostcdH M He
A

AwsResilienceHubPeriodicAssessmentRole2 Ai4dsloF &fL|LC}.

o 45 7| AN A(RIHM HAZE 7t ZEX

|

g
i

A-&dtE Setol= o] EFAI7H E st

)

AWS Resilience Hub & & 4435} 5104 od|2F=l 7} ghad =H]

fjo
02

st

A
T
1. AWSResilienceHubAsssessmentExecutionPolicy #2|¥ HME g0 A2 ErLICt
2. O3 HAME FILELICE 07| M= o E2[7o|M0| Ho|El primary_account_id
AWS H 0| B7IE AELICt £t of|efEl Brto| dg
(AwsResilienceHubPeriodicAssessmentRole)0i ¢4

=
of HAZAE AlE| MRS 5t
HA2 AWS Resilience Hub AH|A7} of|FEl H7o| gt E s+l = = HEHE Fo{gLCt.

o HE T7to| d&tof CiEt 42| 2 (AwsResilienceHubPeriodicAssessmentRole)

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
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AWS Resilience Hub At

}

wit A" 2™

AWS Resilience HubE 0424 A|E1t &7 AtE st B CFS IAM Tet HA0| LR ELICH AFS AtEdl
off ek 2k AWS AEol CHE Hetol Heg + J&aLItt A2A HE HMAE floi AWS Resilience
Hub € MYE = CEo 22 AE A HE S nedgfLch

- 7|2 A — ol EE[F0|MME BtED TWIHE AAsiei= AWS HE LI
« BEX/EIAA A™Y(E) - 2lAATE X AWS HE(E)ILICH

® Note

g
i

A-&dte Setol= o] EFAI7H E st

ol

o 3 7|0 HAMA (KM AZFE 2t S EX g
« Amazon Elastic Kubernetes Service0ll MAE £ Qe HEHE 5= &0l CHSH RHA

Bt L2 2 the section called “Amazon EKS 2 {AE{0]| CH 8t AWS Resilience Hub @AM A &
Map EHHE A XGHMI.

7|2 A" dd

7|2 H%ZAwsResilienceHubAdminAccountRoleOi M A 232 MAISIT 0|2 =S £+ UE
AWS Resilience Hub HMAE & A5taHoF B LICH O] A2 2|AATF ZEEI AWS HHo| CHE o8
of HMASHE Cl| AFEEILICEH 2AAE 22 HEto| glo{oF & LCt.

® Note

.« 2438l 0|E 2 AwsResilienceHubAdminAccountRoleO|0{oF & L|C},
2 A™o| M MdsHok gLt

-« TR IAM AL RS Eofl= 0] & E +=UE iam:assumeRole TEHO| Rl0{oF BrLICH,
Fed B2 A AEXLE v AR,

Kl

« secondary_account_id_1/2/...2
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ZH2|R} & (AwsResilienceHubAdminAccountRole) o A E| MM Ct2 1 ZH&LCt

Zt HX A ™o M| AwsResilienceHubExecutorAccountRole HAE PBHE D Q|0iA CHE 22|
(o]

Rt oigtg #dststod ol HE S SYsHof BLCh o] 4 20iM o EEIAOIM BlAAE AT H
7t5t= AWS Resilience Hub Ci| At E[2 2 MAeE Het: L eL(Ct
& X|2F AWSResilienceHubAsssessmentExecutionPolicy B2l XM2g qgtof 445t A

A} o5t &= S 4745l oF BFL|C}

>
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o

A{E Az gM2 chsat &L

AWS ZH2|E HAM20|M Mdstn 2e2lste S 2 ARE HAMlL|CH AWS. AWS ZHE2|E HAM2 AIE
A OE L dFof HE EE S AIEE £+ UEE OI2 LUl AL Abei|of CHEE HEtE MBSES

o

> N M
rn
H &

X FII'I
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i
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I—P 7|7< MH[A01 M API Zf A E AHEE = Ul &IH

KEMIEE LHE 2 1AM A}

OIEO

Xb7tolEol AWS #EIE EHE HESAL.

AWSResilienceHubAsssessmentExecutionPolicy

AWSResilienceHubAsssessmentExecutionPolicy2 IAM AtZd ZHof 14 E &~ Q&LICH
7HE A¥StE S0t0| W2 WILE A™E = U= HMA HEHS CHE AWS MH[A0| Fo{FLct.

et AR Y

O] A2 ZE AWS FIS 2} SOP EZ&!2 Amazon Simple Storage Service(Amazon
S3) HZIo| AAIE = = MHE HEtE MSELICH Amazon S3 HHZ! OI& 2 aws-
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resilience-hub-artifacts-2 A|&5H{oF & LICt CHE Amazon S3 HHZ!ol| HAlStEd= B
CreateRecommendationTemplate APIE EHMO 2 SEHM HAIE = U&LICH RtMIE LIS
2 HY Mg B E3 dM(CreateRecommendationTemplate)2 & = 5HM| 2.

o| YAlof= Chg HEto| 27 Elof JU&LICH

« Amazon CloudWatch(CloudWatch) — OfZ 2|7 0|42 2 LIE{&I5 7| 3 Amazon CloudWatchof|
MMst 2 E HHE HEE JIXSLICt E38t ResilienceHub WA mHO|AN Q= oZ 2|7 0|M
o| 522 M=o CHEt CloudWatch X|EE HAlSt= Of cloudwatch:PutMetricDatag AIEE
L|CF.

« Amazon Data Lifecycle Manager - AWS H|"H 1t 21Z2El Amazon Data Lifecycle Manager 2|2~ 20|
CHEt Describe HEtE 10 XS ELICEH

« Amazon DevOps Guru - AWS 7|81t 214 El Amazon DevOps Guru 2|&AE LEQE5H T Describe
Het2 M3 glct.

« Amazon DocumentDB - A% AWS I} ¢1Z4El Amazon DocumentDB EIAAE LIQE35t 1 Describe
T2 M3 gt

« Amazon DynamoDB (DynamoDB) — AWS 7|81} ¢4Z2E Amazon DynamoDB Z|AAE LISt
Describe ™&t2 XS &LICH.

 Amazon ElastiCache(ElastiCache) - AWS H|’d1} ¢4 Z2El ElastiCache 2|2A04| CHE Describe ™
gt2 M3 ELct.

« Amazon ElastiCache(Redis OSS) Serverless(ElastiCache(Redis OSS) Serverless) - 74/& AWS 1}
@14 El ElastiCache(Redis OSS) Serverless 7301 CHEl Describe &2 M3 & LICH.

« Amazon Elastic Compute Cloud(Amazon EC2) — AWS "3 244 El Amazon EC2 E|AAE LIY
5t Describe MEt2 M3 FLICH

« Amazon Elastic Container Registry(Amazon ECR) - AWS |81} ¢4ZEl Amazon ECR 2lA A0 Cf
gt Describe M3tE A3 ELICEH

« Amazon Elastic Container Service(Amazon ECS) - AWS |1t 24Z2El Amazon ECS 2|A 401 CH
8t Describe ™&t= M3 ELICH.

« Amazon Elastic File System(Amazon EFS) - AWS 7|51t ¢34 El Amazon EFS 2|4 A0 CHE
Describe ™&tE A3 ELICH.

« Amazon Elastic Kubernetes Service(Amazon EKS) — AWS A1t ¢1Z4El Amazon EKS E|AAE
LIQ¥&t 1 H8t2 Describe M3 ELICH

« Amazon EC2 Auto Scaling - AWS H|’d1t 244 El Amazon EC2 Auto Scaling 2[AAE L&t
Describe H&HE XS EfLICH
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o

Amazon EC2 Systems Manager(SSM) - AWS H|’d 1t ¢1ZAEl SSM 2|4 A0i CHE Describe T&t
2 X3 Ect

AWS Fault Injection Service (AWS FIS) - AWS 7|51t 42 E AWS FIS AlF] & AlF =
5t Describe HEHE2 M3 FLICH

M|k

s Ly

Amazon FSx for Windows File Server(Amazon FSx) - 74| AWS 1} 214 El Amazon FSx E|AAE
Lt35t T Describe #EtE AMSELICH

Amazon RDS - AWS A1} 944 El Amazon RDS E|AAE LISt D Describe et M3 &L
Ct.

Amazon Route 53(Route 53) — AWS 7| &1t @173 Route 53 E|A~AE LISt Describe #et
2 M3gLct.

Amazon Route 53 Resolver - AWS 7|81 21Z4El Amazon Route 53 Resolver 2|2~ A0 CHEt
Describe ™&tE LtA35t T NS ELIC.

Amazon Simple Notification Service(SNS) — AWS 7|1} 24Z2E Amazon SNS 2|AAE LIS}
Describe #™&t2 M3 & LICH.

Kl

aTH

Amazon Simple Queue Service(Amazon SQS) — AWS A1t ¢4ZEl Amazon SQS EIAAE LIQ
51 Describe ™82 XS EHLICH

Ml

Amazon Simple Storage Service(Amazon S3) - 41" AWS It ¢4Z2E Amazon S3 2|AAE LISt
1 Describe M2 XS EhLICH.

(® Note
HIIE MstE S 2rEld YoM Yolo|ESH ok &t FaHE HEt
Resilience Hub = s3:GetBucketLogging T™8t2 At&35t0 B7IE HM3Mo 2 22 §LICtH
Je2qLt AWS Resilience Hub = F2HEl HEt2 LI¥stE 41 HAIX|E EAISEE 0| F7t
& g0 7|1Zt2 MSELICH XIEE S 7[ZF LHo| FaHE HEHE FIt6HK| 2
Aol gL Ct,

o
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>
=
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2
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AWS Backup - AWS #| &3} 94748 Amazon EC2 Auto Scaling EIAAE LEd6t 1 Describe HEt
£ 7t SLch

AWS CloudFormation - | AWS 2t 124 El AWS CloudFormation AEH9| 2|4 A0]| CHEt
Describe Mt LI¥stn 7t SLCt.

AWS DataSync - AWS |51} ¢4Z4El AWS DataSync 2lA A0 CHEt Describe HEHE LIYS D
Mot

Directory Service - AWS 7|1t 2172 Directory Service 2|4 A04 CHEt Describe HEHS LIS
1 AMSELCt.
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= o

- AWS Elastic Disaster Recovery (Elastic Disaster Recovery) - AWS 7|51} 174 El Elastic Disaster
Recovery ElAA0| CHE Describe HEtE MSELICEH

« AWS Lambda (Lambda) - A AWS I} HAZEl Lambda EIAAE LIQS 12 Describe HEHE AME
gt

« AWS Resource Groups (El&4 O 8) - A AWS It ¢4Z El Resource Groups E|AAE LIPSt
Describe H&tE ASELIC}.

ol

« AWS Service Catalog (Service Catalog) - I’ AWS 1} @173 El Service Catalog 2|AAE LI
Describe ™&tE M3 ELICH.

!

« AWS Step Functions - AWS 7|& 1t 914 El AWS Step Functions 2|2 A0 CHE Describe T2
Ltdst T AMSELCE

« Elastic Load Balancing - AWS 7’31} ¢4Z3El Elastic Load Balancing 2lAAE LIQ35I 1 Describe
HetE MBS gl

« ssm:GetParametersByPath— O| H&tE A& 504 O EE[A|0|M0f 74El CloudWatch ZE, il
AE E= SOPE #t2|ghLch.

AWS A Ho| B7tE delist= S B0l AWS AMH|A0| HMASHE
Kb AFS A OE & Ao HetE FhstedH o 1AM 30| 2 FLCH

AWS Resilience Hub AWS &t 2|83 220 CHer &d|o|E

O| MH|A7Z} o|Eq8F 43 ALEt 2 £=X4517| A|ZH8H AWS Resilience Hub O|£ £ E{2] AWS EFEI% S
M Aol Eof CHEH ME HEE SLICH o] I[o|X|2] B4 Aol CHEH KIS &2 S
Resilience Hub 2A{ 7|5 1| O|X|0{|A{ RSS I|EE 7 S35HAM2.

H3 =S Date
AWSResilienceHubAs AWS Resilience Hub = & 2024 A 12 174
ssessmentExecutionPolicy - 7HE A™¥st=E AWSFIS &
A ALE Otof| M AlEAWSResili

enceHubAsssessment

ExecutionPolicy Of Al
AE £ TS List 2 Get
13t2 R0{5tI= 5 & UCo|E

e
&Lict

2o HJI
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2

AWSResilienceHubAs

ssessmentExecutionPolicy -
W AL

AWSResilienceHubAs
ssessmentExecutionPolicy -
W AL

AWSResilienceHubAs

ssessmentExecutionPolicy -
2 ALE

Ad404
=o

AWS Resilience Hub £ &
7HE Adst= ¢ Amazon
ElastiCache(Redis OSS)
Serverless2| E[AA & 740
HMAE &= Q= Describe
T8t2 204AWSResili
enceHubAsssessment
ExecutionPolicy SIES
E Yolo|Ex&LICt.

AWS Resilience Hub = &
7HE AM#S= AWS Lambda
S 9ot Amazon DocumentDB,
Elastic Load Balancing %/ 9|
2laA U Fof HAAE

& Q)= Describe HEt2 &2
0JAWSResilienceHubAs
ssessmentExecution
Policy St=5E YUOIO|EX
&LCt.

AWS Resilience Hub £ &7}
E AM™5t= S92 Amazon FSx
for Windows File Server
2 212 & U= Describe
T8t2 204AWSResili
enceHubAsssessment
ExecutionPolicy SIES
E dolo|Exi&LICt.

Date

2024H 9 25

¢}

20244 8 1

20244 38 26
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2

AWSResilienceHubAs

ssessmentExecutionPolicy -
WY AL

AWSResilienceHubAs

ssessmentExecutionPolicy -
7 A

AWSResilienceHubAs
ssessmentExecutionPolicy -

e

AWS Resilience Hub 04| A{ &4
AU =X AIE

Ad404
=o

AWS Resilience Hub = &7}
= At SoF A2 ole
£ QlE Describe HEIE &
04AWSResilienceHubAs
ssessmentExecution
Policy St=SE& AWS Step

Functions &O|0|E${& LICH.

AWS Resilience Hub £ &H
7t& Adst= Sk Amazon
RDS2| 2|AA0] HAMAE
& U= Describe HEE2 &
0JAWSResilienceHubAs
ssessmentExecution
Policy St=5E YUCIO|EX
&LCt.

0| AWS Resilience Hub =#4
2 HItE A¥st7| /st e
AWS MH|A0f CHEF M A
MSgrLict.

AWS Resilience Hub 7} AWS
2213 MAtof| CHE HE LHE
F=ME AlEH&LICEH

=1 AAH

AWS Resilience Hub HZ AL} 2! |JAM ®8H & X

AWSResilienceHubAsssessmentExecutionPolicy AWS Z2 |§>
AWS Resilience Hub AlE
g %!QLJEL AWS Zt2|d HAof CHE REMIEH LIS MME F X

B AR = |. |.

‘AWSResilienceHubAsssessmentExecutionPolicy”.

H 2 ALto] CHEF A2 AWS Resilience HubCH2 0| A Aot L|Ct.

« Infrastructure OHZ 2|71|0|M 2tE2| X H =2 A Lol CHEF IAM T8

o|-0=| LII-C')__-IIO." .u_IOol- -”

Date

20234 10 30

2023 10 5

2023 6E 26

2023H 6 15

SAI} CHE W2 AL

2 Ltof IAM FHEtE F0od

6M1|°the section called
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0o
1z

02
x

54 ZE(XF HEALtof CHE IAM HE
4

(=]
. OHZ2|H 0| ALK HZ AL CHEH IAM H8t

A HEHE F0o4st7] 218 IAM e

Infrastructure O Z2[7|0|M 2 2|XF HE ALEo|| CHEF IAM T &
CtS MAH2 |nfrastructure OHEE2|710|4A1 2t 2|AF HIE ALY 2R

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "InfrastructureApplicationManager",
"Effect": "Allow",
"Action": [

"resiliencehub:AddDxraftAppVersionResourceMappings",
"resiliencehub:CreateAppVersionAppComponent”,

"resiliencehub:CreateAppVersionResource",

"resiliencehub:CreateRecommendationTemplate”,

"resiliencehub:DeleteAppAssessment",
"resiliencehub:DeleteAppInputSource",

"resiliencehub:DeleteAppVersionAppComponent",

"resiliencehub:DeleteAppVersionResouxce"”,

"resiliencehub:DeleteRecommendationTemplate",

"resiliencehub:Describe*",
"resiliencehub:List*",
"resiliencehub:PublishAppVersion",

"resiliencehub:PutDraftAppVersionTemplate",
"resiliencehub:RemoveDraftAppVexrsionResourceMappings",
"resiliencehub:ResolveAppVersionResources",

"resiliencehub:StartAppAssessment”,
"resiliencehub:TagResouxce",
"resiliencehub:UntagResource",
"resiliencehub:UpdateAppVersion",

"resiliencehub:UpdateAppVersionAppComponent”,

"resiliencehub:UpdateAppVersionResource"

1,

"Resource": "*"

180



0o
1z
0%
x

AWS Resilience Hub At

Lo

HIZL|A Q%Y 22Xt M= 4Lbof CHEH IAM HE

ChE HAM2 HIZL|A A5 d 2rE|RF = 4ALol| 28t Here Fo{gLCh

"Version":"2012-10-17",
"Statement": [
{

"Sid": "BusinessContinuityManagex",

"Effect": "Allow",

"Action": [
"resiliencehub:CreateResiliencyPolicy",
"resiliencehub:DeleteResiliencyPolicy",
"resiliencehub:Describe*",
"resiliencehub:List*",
"resiliencehub:ResolveAppVersionResources",
"resiliencehub:TagResource",
"resiliencehub:UntagResource",
"resiliencehub:UpdateAppVersion",
"resiliencehub:UpdateAppVersionAppComponent",
"resiliencehub:UpdateAppVersionResource",
"resiliencehub:UpdateResiliencyPolicy"

]I

"Resource": "*"

O Z 2[7H0]4d A At B2 ALEof CHEH IAM HE

pal
ih
0l
0%
p=)
2
=
>
i
i)

181



0o
1z
0%
x

AWS Resilience Hub At

"Version":"2012-10-17",
"Statement": [
{

"Sid": "ApplicationOwnex",

"Effect": "Allow",

"Action": [
"resiliencehub:AddDraftAppVersionResourceMappings",
"resiliencehub:BatchUpdateRecommendationStatus",
"resiliencehub:CreateApp",
"resiliencehub:CreateAppVersionAppComponent",
"resiliencehub:CreateAppVersionResouxce",
"resiliencehub:CreateRecommendationTemplate",
"resiliencehub:CreateResiliencyPolicy",
"resiliencehub:DeleteApp",
"resiliencehub:DeleteAppAssessment”,
"resiliencehub:DeleteAppInputSource"”,
"resiliencehub:DeleteAppVersionAppComponent”,
"resiliencehub:DeleteAppVersionResource",
"resiliencehub:DeleteRecommendationTemplate”,
"resiliencehub:DeleteResiliencyPolicy",
"resiliencehub:Describe*",
"resiliencehub:ImportResourcesToDraftAppVersion"”,
"resiliencehub:List*",
"resiliencehub:PublishAppVersion",
"resiliencehub:PutDraftAppVersionTemplate",
"resiliencehub:RemoveDraftAppVersionResourceMappings",
"resiliencehub:ResolveAppVersionResources",
"resiliencehub:StartAppAssessment"”,
"resiliencehub:TagResouxce",
"resiliencehub:UntagResource",
"resiliencehub:UpdateApp",
"resiliencehub:UpdateAppVersion",
"resiliencehub:UpdateAppVersionAppComponent”,
"resiliencehub:UpdateAppVersionResource",
"resiliencehub:UpdateResiliencyPolicy"

1,

"Resource": "*"
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0o
1z
0%

17| M8 MM A HEtE F0o{5t7| 2Tt IAM Tt
CS HM2 27| M HM A0 EeFt HEHE Fo{E Lt
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "ReadOnly",
"Effect": "Allow",
"Action": [

"resiliencehub:Describe*",
"resiliencehub:List*",
"resiliencehub:ResolveAppVersionResources"

1,

"Resource":

myn
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AWS Resilience Hub M

=

<
12
e

- X4 58 HH -0l o E2(F 0ol HelEl EEX AY E= 7|2 AWS AHL| AWS T 1A
of CHet A2 Xt B3 2 AWS Resilience Hub LICH RHAlIEH LI 2 CHE MIE & Z5tHA

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::<s3-bucket-name>/<path-to-state-file>"
},

{
"Effect": "Allow",

"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::<s3-bucket-name>"

@ Note

AwWSResilienceHubAsssessmentExecutionPolicy #2|
ListBucket ™3t0| LR 5tX| A &LICtH

(1
2
%

mjo

>

ol

9'|_|

rr

N

(® Note

KMSE Al235104 Terraform A Ef IS 25 5t
OF &fL|C}.

t= B2 CtS kms:Decrypt M2 F7t3H

(o]l

"Effect": "Allow",
"Action": [

"kms:Decrypt",
1,

"Resource": "<arn_of_kms_key>"
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}

B X HA™Hol U= Amazon S3 HHZ!0{| M Terraform & Ef T 71X 2 7|

- HA GA - 2x AE & stLtol /e the Amazon S3 HHZ! o] HZ! HAQILICH RfAEF LI 2 CHS

A O T
OIXME HZESHM R
« X4 5H YA - 7|2 HH AWS Resilience Hub 0l A& Q1 AWS A& ej&tof 4G E AWS At
74 ZH HAMILICH AFME LI 2 CHS oM E & ZSHMIR.
(@ Note
AWSResilienceHubAsssessmentExecutionPolicy #ZIE HAE AIESE B
ListBucket ™&t0| HR3tX| i& LIt
(® Note
KMSE AtE735t0q Terraform & Ef TtUS A5 3t5t= B CHS kms:Decrypt HetS F7}5H
OF grLCt.
{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
1,
"Resource": "<arn_of_kms_key>"
}

Amazon Elastic Kubernetes Service 22{AE{0f| Ci & AWS Resilience Hub Al A &FAd

st

AWS Resilience Hub = Amazon EKS Z2{AE{ 9| QIZ2IE & 2415104 Amazon Elastic Kubernetes
Service(Amazon EKS) EHAE{Q| S HZ S I LICH = Kubernetes g 7|8H M| A X 0
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= o

(RBAC) +d2 AWS Resilience Hub At &304 Amazon EKS 22{AES| YR 2 HIZE|= CHE
Kubernetes(K8) YIZ2Z=& BIIELICE 7t H22E 24 & YIHE ¢l Amazon EKS E22{AEE
/2| AWS Resilience Hub 3t24M CtS 2 =3l of & LICt

« Amazon EKS 28{AE{2t S S HHolM 7|& AWS Identity and Access Management (IAM) 3&
=2 Mgt 7Lt AFSELICH.

« Amazon EKS ZZ{AE{0f| CHEF IAM AFE X} 2 A& C’—*.UHIAE g d3tst 0 Amazon EKS {AE LY
K8 ElaA0f F7F 7| M8 HEHS F046tM|2. Amazon EKS 2 2{AE{0f CHE IAM AFE X &

g AMAE EEststs G-l CHE REAEH LHE 8 4é B0l CHEH IAM AFE R} & 48 AMA

[ 443t - Amazon EKSE & Z35HMIL.

" g lo

IAM RIE{E|E AL 3= Amazon EKS E2{AE | CHEF HM A= Amazon EKS ZHEE Z 2 2lof
M A™E[= AWS IAM Authenticator for Kubernetes0ll 2|5 Ar& MHEELICt 215 XH= aws-auth
ConfigMap (M 4 HEE 7tX{SLICH

® Note

« aws-auth ConfigMap Aol CHEt XtA|EH LI& 2 GitHub2| Full Configuration Format&
SESC YIS

« CHEEHIAM XP’—‘! %':' 0| CHEF REMIEH LHE 2 IAM AL A B MM At SEAMEAL I8

« Kubernetes 2& 7|8 M| A K|0{(RBAC) F-J0i CHEt XFAIEH LHE 2 Using RBAC
Authorization(RBAC £921 AF8)2 & X 3HAML.

AWS Resilience Hub = HH 2| IAM &2 AF& 3104 Amazon EKS EHAH LS| E|AAE FHE|'L

Ct. 7t Amazon EKS 22{AH LHQ| 2|A&A AWS Resilience Hub 01 M| A SHE{HAMIM AL St IAM

& = Amazon EKS 22AE L2 2|aA0l CHEF SE8 87| TE HEH0l U= Kubernetes 1501
OHZ!I5HoF AWS Resilience Hub & L|C}.

AWS Resilience Hub = CHS IAM Q& &M & SILIE AFE 351047t Amazon EKS E8{AE 2|4 A0

UMAE 4 TS SSHLICH

- OHECIFIO|MO| B|AAN HMASHE | A 7|8 HMAE AESIES THE B2, ofZ2(7 0]
ME ME  AWS Resilience Hub A MEE 2t S EXA FE L= EX A|H d482 HIH &

0l Amazon EKS 2 HAE{0| HMASH= O AFo = L|C}.
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https://github.com/kubernetes-sigs/aws-iam-authenticator#readme
https://github.com/kubernetes-sigs/aws-iam-authenticator#full-configuration-format
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
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2{AE{0 AWS Resilience Hub M| A St

7|8t o EZ|FO|Mo 2 L HE AL 7} Amazon EKS
I.

=
= YHE 2EoiELct

Primary account Secondary account
AWS Resilience Hub
8 AssumeRole using Service Principal
Customer . K. A
Describe-Instance =)
> =H oS

Describe-Instance =14 )
— ADS Describe-Instance > ece
"4 N

AWS Resilience Hub
@ AssumeRole using Service Principal @ Describe-Instance ‘ Ece AWSResilienceHubServiceRole EKS API
Scheduler EKS API
AWSResilienceHub —_— @ EKS

ServiceRole

AssumeRole

IAM ALE XIS AFE7510d B|AA0 HMASEE o Z 2|7 0| A8 AL Amazon EKS 2

- X
HAE 9 S8t Aol A AwsResilienceHubAssessmentEKSAccessRoleQ| O|§ 22 M IAM
g ddsHok gLIct 2242 of IAM S & & A& 3101 Amazon EKS SHAE{0] AMAE +
&Lct

Ct2 70 Clojo{124e oHEZ2|AH 0|4A40| 34RH IAM ALK} HEEE AIRSIEE TMHE A7}t 7|18
H %ol HiZ =l Amazon EKS Z2{AE{0] AWS Resilience Hub < e

&l Primary account

B——n——_ -o——|[@]

Login Current IAM Role Assume Role AWSResilienceHub
AssessmentEKSAccessRole

CHS 70 Cholo{a =2 o Z 2|7 0l4A0] 34/ IAM AL A} HEHE AIBSIEE T MHE FRIHEX
Aol HiZ &l Amazon EKS 2 2{AE0| AWS Resilience Hub MASH=E S 2
Secondary account

Al Primary account

A—n—RF—an —8— B3 g (¢

AwsResilienceHub Assume Role AwsResilienceHub Assume Role AwsResilienceHub
AdminAccountRole ExecutorAccountRole AssessmenEKSAccessRole

Login Current 1AM Role Assume Role

Amazon EKS Z{AE{Q| 2|A A0 CHEt AWS Resilience Hub @M A HEH £0

3 I 749 Amazon EKS Z{AE{0] & 2|A A0
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Amazon EKS Z{AE LM BIAAE AMST BItst= o 228 82 AWS Resilience Hub 0O
E 045240

1.

Amazon EKS Z{AE HHAE = JUEF IAM &S F+E&LICEH

iE 7|Et HM|AE AHESHo{ OHECIFIO|ME 48 A2 O| BHAIE HAUSF T 2EHAIZ TS

o OHEZC|F 0| E HHSt= Ol AFREH &S A8 E = U&LICH AWS Resilience Hub O] IAM

roles VS AL 5t &0 CHEt REAIEH LHE 2 the section called “AWS Resilience Hub2t 1AM
HF A

34XH IAM AFE R} HEHE AF25H04 O Z 2|70l E 7T B Amazon EKS A E{Q} S5t
H X0l AwsResilienceHubAssessmentEKSAccessRole IAM Q3&h2 MAdsof &hL|Ct 12
B Amazon EKS 2 HAE{ 0| HMAS= S2F O] IAM & 0| AFZELICH.

OHE|AH O|ME 7K1 "WIlsteE SotE IAM &2 AWS Resilience Hub AH2 3104 Amazon
EKS EHAEQ| 2|AA0 HHATLICEH O] A& 2 Amazon EKS E2{AES & EEP Aol M

£|040F StHOo{ A Amazon EKS 22{AEE HWItst= AWS Resilience Hub | 228 #Eto| =&
ZEl Kubernetes 21 &1+ O ZElL|C}.

Amazon EKS 22{AE{7} AWS Resilience Hub 3= A& SUsH AXol| s B CHS 1AM
AME| S ALE5H0{ &S MASHoF ELiCH O] IAM A ZE| Z=H0{|M caller_IAM_roletE #
M AEo|M APIsE =& 35H= Ol AFSE LICH AWS Resilience Hub.

Y]

® Note
caller_IAM_role= AWS AF2 X} AIH1F HAZAEl &rlL|C}.

Amazon EKS 2AE{7} WA HH( AWS Resilience Hub & H/H1 CHE HHE)ol| U= B Ch
2 AwsResilienceHubAssessmentEKSAccessRole IAM AIE| RS AL2510 IAM &2
M8t ok gLCt.

(@ Note
A 742 2 AWS Resilience Hub AFE A 7|21} CHE H ol HiZ & Amazon EKS 2
E{AE{0| HMASIEAH CFE HHE HMAE 6Ok FLICH REAMSH LHE2 CHS MME

xl-?t°|.k||o
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2.

AWS Resilience Hub O & 2|7 0|A40f| CHEF ClusterRole & ClusterRoleBinding (S5
RoleBinding) &2 4AgHLICt.

Ik

0

ClusterRole ZE MMClusterRoleBindingdt™ 7} Amazon EKS 2AES EH HIYA
Ho|A0| &5t BIAAE EM5t T WIHSH= AWS Resilience Hub G| 228 17| M HEtS
of o4 Lct.
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Ad5t7| A3

L
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AWS Resilience Hub £ A[235tH OIS & 5ILIE 22 5t0 =
H|O| A0l CHBEF HM|AS X|BHE

a. ZE UHYADO|A CHEE 27| HMA HEHE AWS Resilience Hub O Z 2|7 0|Mof Eo{&t
LIC}.

7t Amazon EKS EAE LIo| 2 E HYAHO|AMNM ElAAS| SHZ WIF AWS
Resilience Hub 5t24% C}S ClusterRole L& M 5HoF & L|CtClusterRoleBinding.

- resilience-hub-eks-access-cluster-role (ClusterRole) -7} Amazon EKS 2
HAE|E H7Hss AWS Resilience Hub Cf| 2238 #M8tg Ho|ghL|ct

« resilience-hub-eks-access-cluster-role-binding(ClusterRoleBinding)
— Amazon EKS 2AE{0M resilience-hub-eks-access-group O|& 0| Il""El
&8 H9o|5t0{ AWS Resilience HubOll A AFS RHOIM| S 8421 LIHE A& 7| 6] Z

2E HYAamo|Aof CHEE 217 HMA HEHES AWS Resilience Hub O Z 2|71 0| Mol o045t
= " HESI2 s Zd&Lct

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: resilience-hub-eks-access-cluster-role
rules:
- apiGroups:
resources:
- pods
- replicationcontrollers
- nodes
verbs:
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- get
- list
- apiGroups:
- apps
resources:
- deployments
- replicasets
verbs:
- get
- list
- apiGroups:
- policy
resources:
- poddisruptionbudgets
verbs:
- get
- list
- apiGroups:
- autoscaling.k8s.io
resources:
- verticalpodautoscalers
verbs:
- get
- list
- apiGroups:
- autoscaling
resources:
- horizontalpodautoscalers
verbs:
- get
- list
- apiGroups:
- karpenter.sh
resources:
- provisioners
- nodepools
verbs:
- get
- list
- apiGroups:
- karpenter.k8s.aws
resources:
- awsnodetemplates
- ec2nodeclasses
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verbs:
- get
- list

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:
name: resilience-hub-eks-access-cluster-role-binding
subjects:
- kind: Group
name: resilience-hub-eks-access-group
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: resilience-hub-eks-access-cluster-role
apiGroup: rbac.authorization.k8s.io

b. EX LYUAHO|A AWS Resilience Hub £ 212 £ = HMA HEt2 EodghLct.

A
i

EX HYUAHO|A ME LHO| 2|A A0 HMA AWS Resilience Hub 3t =
REHg 4 2l&LICiRoleBinding. OIE PISiAlE Che igte Mastiol gLt

« ClusterRole - Amazon EKS E22{AEH LHS| E /YA HO|AN = ElAA0 HHA
st 22242 I AWS Resilience Hub 3t240 C}2 ClusterRole 23t MAdsHof &
LIC}.

« resilience-hub-eks-access-cluster-role— E%& HYATHO|A LIS E|lAAE

_\‘é:)ljl.gl.f [:-” "éli?_?_l' :r"-|o}'° 7(|7H°|'L|L__|'

- resilience-hub-eks-access-global-cluster-role - Amazon EKS EAH
LHOIM S HIYAT O|A AZEX| &f2 EHAEH HY 2|AA2E Holste ol €2
8t Het2 X|HELICH AWS Resilience Hub = OHZ Z|70|Mo| 2248 TWII35H7| 23l
Amazon EKS 2HAES| FE{AH HE| 2|AA 0] =)o HMAY = U= HEHO| E
QeLc

ClusterRole &g dddstr| 2t AEX2 Ch31 Z&Lch
cat << EOF | kubectl apply -f -

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
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metadata:
name: resilience-hub-eks-access-cluster-role
rules:
- apiGroups:
resources:
- pods
- replicationcontrollers
verbs:
- get
- list
- apiGroups:
- apps
resources:
- deployments
- replicasets
verbs:
- get
- list
- apiGroups:
- policy
resources:
- poddisruptionbudgets
verbs:
- get
- list
- apiGroups:
- autoscaling.k8s.io
resources:
- verticalpodautoscalers
verbs:
- get
- list
- apiGroups:
- autoscaling
resources:
- horizontalpodautoscalers
verbs:
- get
- list

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
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metadata:
name: resilience-hub-eks-access-global-cluster-role

rules:
- apiGroups:
resources:
- nodes
verbs:
- get
- list
- apiGroups:
- karpenter.sh
resources:
- provisioners
- nodepools
verbs:
- get
- list
- apiGroups:
- karpenter.k8s.aws
resources:
- awsnodetemplates
- ec2nodeclasses
verbs:
- get
- list
EOF

* RoleBinding & -0| J&27t & HAH O[A LHo| 2|AA0 HHASHE AWS
Resilience Hub Cl| 28t &2 2o LIct. &, ZF HIYAH O|AM RoleBinding &4&
2 MMsto{7 X|HE HYAmO|A A AWS Resilience Hub 0ff AM[AE 4=
=5 SHoF &Lt

® Note
ClusterAutoscalerg A5 AFH LR AHR = B kube-systemOA F7}
2 RoleBinding& M-d3ioF ELIC} O|l= kube-system HAHO|A ] UL QI
ClusterAutoscalerg HW7lst= O 2R &FLICH.
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O|=Z!H| 24 Amazon EKS Z2{AE|{ AWS Resilience Hub £ HW7tsteE S
system HJAH O|A LHO| BIAAE HWILSHE O Rt HEHE Fodg

Ct.

RoleBinding &g ddst7| IEF HE22 Ch31t &L

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: resilience-hub-eks-access-cluster-role-binding
namespace: <namespace>
subjects:
- kind: Group
name: resilience-hub-eks-access-group
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: resilience-hub-eks-access-cluster-role
apiGroup: rbac.authorization.k8s.io

EOF

« ClusterRoleBinding & -0| &0
Resilience Hub O 28t Mt FodghL|Ct.

ClusterRoleBinding G& 2 Md37| {st EE2 Cta Z&Lch

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:

name: resilience-hub-eks-access-global-cluster-role-binding
subjects:

- kind: Group

name: resilience-hub-eks-access-group
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apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: resilience-hub-eks-access-global-cluster-role
apiGroup: rbac.authorization.k8s.io

EOF

3. resilience-hub-eks-access-groupE Amazon EKS E22{AE0| HMASHE Ol ASEl=
IAM &t} O| =S =5 aws-auth ConfigMapS YUCHIOIESIAIL.

o] BHAIE 1EtHI0I M AL 8 IAM &t Tt 2EHA 0| A M A El Kubernetes 15 ZHe| OHEIS A AI st

il
LICt O] O E2 Amazon EKS E2{AH LHL| 24400 HMAE £ U= HEHE IAM Jeof Fo

gLk

(® Note

« ROLE-NAME2 Amazon EKS Z2{AE0]| HM|ASH=E C| AFSE[= IAM G2 LIEHHL

Ct.

« OHEZ|Z|O|MO| AE 7|8t HMAE AL EE F+HE E? He2 olE2AH oM
MM 5= AWS Resilience Hub SO MEE|E &KX gt or= H X H X 24&h0|0
OF &rL|C}H.

- TXH 1AM AFERHE AL 5t0] 2lA A0 HMASHE S ofE | olME FAE B2 &
= A2XE HtE Al AwsResilienceHubAssessmentEKSAccessRoleO|040F &
LIC}.

« ACCOUNT-IDE= Amazon EKS 2 AE 9| AWS A& IDO4oF &fL|C}.

eksctl create iamidentitymapping \
--cluster <cluster-name> \
--region=<region-code> \

NHBE & AL Bel
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--arn arn:aws:iam: :<ACCOUNT-ID>:role/<ROLE-NAME>\
--group resilience-hub-eks-access-group \
--username AwsResilienceHubAssessmentEKSAccessRole

» ConfigMap 1 O|O|E{ mapRoles AlMof IAM & M|E HEE F715104 aws-auth
ConfigMap& +82 2 HEE = J&LICt aws-auth ConfigMapE HEstEA™H CHS HH

[=N=]
£ gL
kubectl edit -n kube-system configmap/aws-auth

mapRoles MMof= Ct& metOlEH 7t Z&E = U&LC.
g

« rolearn — F7}=E IAM 23 9| Amazon 2| O|&(ARN)ILICE.

« ARN #& — arn:aws:iam: :<ACCOUNT-ID>:role/<ROLE-NAME>.

 username — Kubernetes LH0{|A{ IAM & oi| OHEE ALE XL O|F
(AwsResilienceHubAssessmentEKSAccessRole)

« groups — 1& O|§2 24| (resilience-hub-eks-access-group) MM BHE & O]
St Ux|sHoF gfLct.

@ Note
mapRoles 4440| gl= B2 O MMHE +S 2= F7}sl{oF BfLCt.

CtE ®EXS AH835104 ConfigMap 21 CIO|E{ mapRoles AlMof IAM g M2 HEE F
JbErLct
- groups:

- resilience-hub-eks-access-group
rolearn: arn:aws:iam: :<ACCOUNT-ID>:role/<ROLE-NAME>
username: AwsResilienceHubAssessmentEKSAccessRole

Amazon Simple Notification Service FX|0{l AWS Resilience Hub A A5t 5 &3}

o| MlMof M= AWS Resilience Hub 7t o Z 2|7 0|Mof| CH8H 2 &S Amazon Simple Notification

Service(Amazon SNS) FA|0f| AA|St =8 M st= Eedof CHa MFELICE Amazon SNS F=A[of

Al SEig d™stcd{H ChE 0| U=X] FlstM 2.

« M AWS Resilience Hub OHZ Z|AH O] L|C}

HHBE & AL Bl
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« 7 422 XSSl of st 7IE Amazon SNS FX| AWS Resilience Hub &/L|Ct. Amazon SNS FX||

Adof CHet REM[EF LHE 2 Amazon SNS 4| 448 & ZEstMIR.

AWS Resilience Hub 7F Amazon SNS FX|ofl & &S HAISHES St242 Amazon SNS FX| 2] HAM|A
g s Z ol PololEsHof & LCt

® Note
AWS Resilience Hub & At&3t04 ZEQI EITo| HIAIXIE 7I2Me 2 E43tE 2o
UE FXofl HAlIsHE 7 Amazon SNS F Aol CHal MAE 2|AA RS X5l oF &
LIt ®=2 2t resiliencehub.amazonaws.comOilA] resiliencehub.<opt-in-
region>.amazonaws.comZ HZ g LICt.

2 £ 3} (SSE) Amazon SNS M| E At&3dt= &< AWS Resilience Hub 0| 7] Amazon SNS &
8t Decrypt & GenerateDataKey * HAMA 0| U =X| & It oF B LICEH

2/0{ Decrypt GenerateDataKey* CHEF HMAE X3 5tE{H HAof AWS Key Management
Service HMAE 4= Q= S HEtE Z &H5HoF AWS Resilience Hub g LT}

A

rok
rok

AWS Resilience Hub TH& ALE S Z&SHHLE ME = U &

AWS Resilience Hub & AtE5E OHE 2|70l HE A S ZEet7HLE NIt 5 HetE MEHe
T UELICE CHE 1AM AE| HAM S A8 510 of ZEIA| 0| HE M2 Z/SHHL MelstES
st ANgte & Q&LICH O] IAM AlZ| ZHAHo A caller_IAM_role ( AWS AF2 A} A XD} ¢1AE) =
XY HHo| M APIsE ZE5t= O AHEELICH AWS Resilience Hub.

o| elz g} H 9ot AWS Resilience Hub

#El™ MH|AQlE Amazon Web Serwces HOF ZZAA JHE Aol MHEIAWS 22 HEQT
H ot MxI2 AWS Resilience Hub £ 5 E|L|C}.

AWS O M HAIBH API 52 AF235104 HIER/TE AWS Resilience Hub 301 HMAEHLICEH 2
CtOIHFETL & HE EKTLS) 1.2 Ol 2 X|&sHoF &LICH TLS 1.3 o|&f & HEELICH ZEto|A
E = Ephemeral Diffie-Hellman(DHE) EE = Elliptic Curve Ephemeral Diffie-Hellman(ECDHE)1t 22
Perfect Forward Secrecy(PFS)7t Z& &l &% MEF 2T X|5HOF & LICt Java 7 O & o Z| Al A[AH
2 CHE = olgfet REE K|HELCH
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Ar&sto{ MESH o &L|Ct E
ecurlty Token Serwce(AWS STS)% %6%04 LAl XV—:! FHS dM5to] Q™| MEE =

=
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%

o

AWS AMH|A0 CHer S 3= AL

o| ol MHE X|HE|E AWS AH|A0{ AWS Resilience Hub CH8H0I| A £=& &t
CHEE M5 HEE XMS5tod of Z2|7H0|Me| S EfM|I7F s &R AT gFLCt o248t HAt=
Zt Application Component(AppComponent)2| = 23 Z&of| Ho|El 2t H|w 5t0{ Recovery Time
Objective(RTO) Z! Recovery Point Objective(RPO)E FXM&tLICH Wrloll= o ZE2I7o|M, el=z| &
Of AZ ST ol 2|& &ofo} Z+e Chekst 98i0| ZCto| ZEHEILICH 2Lt 023 ZHALS AIoHo|.E;|I:I=|
ElAA HMAE £ QT E AWS Resilience Hub off 221 |AM HEHE AMZ 8l ok HLict o] ZollAM7t
BlAAN HBHASD S22 HALE +EE = UTE 518 5H= AWS Resilience Hub Ol 228 1AM
Tstol| CHaH REMIS| Yot MM A= SMAWS of CHEr B 2|3 2= AWS Resilience Hub.

CHEEh S 32 HALof
|.

El JHlI rr

0|l

AWS MH|A

* Amazon Elastic File System

« Amazon Relational Database Service Z! Amazon Aurora

* Amazon Simple Storage Service

* Amazon DynamoDB

* - Amazon Elastic Compute Cloud
« Amazon EBS
« AWS Lambda

* Amazon Elastic Kubernetes Service:

* Amazon Simple Notification Service

* Amazon Simple Queue Service

* Amazon Elastic Container Service

» Elastic Load Balancing

* Amazon API Gateway

« Amazon DocumentDB

« NAT HO|E 0]

* Amazon Route 53

* Amazon Application Recovery Controller(ARC)
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« Amazon FSx for Windows File Server
 AWS Step Functions
» Amazon ElastiCache (Redis OSS)

Amazon Elastic File System

O| MM0oi| A= Amazon Elastic File Systemilt ZtZEl 2 E S22 A & HE AL S LHAELIC
Amazon Elastic File System0i| CH&F X} A8t L& 2 Amazon Elastic File System MEAME & Z35HM2.

. — =
LBt EE AZ SE Al %%Eﬁw BE S 0IELICh T AAR- ol CHEH AHM|EH LIE2 Amazon
EFS It AARIO| 7HE Y

ThQY AIAE ol

AWS Resilience Hub = H{ Z &

Ch. EE8F Cross-Region ] S440| g3l k|0 JU=X| & Rlsto] HHMoM F et E< 2™
SEol oiEt M8 HRIE E&ELCH

e AAEIof CHE AWS Backup H|#l0| ZHo|x|o] /JUE=X]| = lefL]
.I

M4

A
e

ClOE =X

AWS Resilience Hub = HIZE ot A[AH0| CHal 2|7 L E== 2™ ZF Amazon EFS G| OB S |7+
Holz|of U=X| =RIELICE Amazon EFS Cl|O|E| SX|= oHZ2(7H0|M, lZ 2t AZ & 2[T +=F0f
M ofld RTO & ofl&f RPOE 7HMdstE ol ==0| ELIct E8F o E 2|7 0] SE Al T A AR S
22 &3t AWS Backup 57| 95 217 LHQF Z& EIR{= K| AWS Resilience Hub & Q18 LT,

Amazon Relational Database Service 2! Amazon Aurora

0| Aol A= Amazon Relational Database Service 2! Amazon Aurora®fl EX8t R E S ¢i23 Z4A 4l
THE AL E LG EHLICEH Amazon Relational Database Service 2! Amazon Aurora®il CHEF XEAM|EH LHE
2 Amazon Relational Database Service AHEAME 2 X5HMIL.

Bt AZ HHEZ

AWS Resilience Hub = GlO[E{#I0 A7} B QIAHIAR M EIRI=X| 2olstn SHolgld B % ola
S 9 97| M8 SHES XIHEHK| 4SS LiepLICH
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CtS AZ HIE

AWS Resilience Hub = CIO|E{H|0|A 7} B X QIAEIA e 97| M8 SRS} &7 HIZ =]
EOIEILICH CIOIE{HIO| AT 17| M8 SHEn &M HHZE BR= AZ B A Mo =X|E 5{E5t
T E CE AZof| HiZ E|9= K| AWS Resilience Hub & QIgtL|Ct.

HHOA

= =

AWS Resilience Hub = H{EZ El O|O|E{H|O|A QIAEIAO]| CIS WY 7|s0| MEL|=X| &QlgL|ct.

« AWS Backup AtS 94 SME A8 A=

« AWS Backup HZHof| 2§t B il 2T ] SAIE S AFE5H04 H/E

o ELAL Q] AJABRIO| =& AHAF

2|7 ZF &ol =X

AWS Resilience Hub £ S 223 H2Hof 2 o|El RTO 2! RPO CHA S &H0l5lod 2|3 SHoZEE =2
TgrL|ct. =8 AWS Resilience Hub £ CHS 1t Z2 2| Zt ol 7[HIXHE AlHSl0{ 21X SEHE X2E
T U&LCt

« WXl 2™ AYAFAIEO| ZTEE 2|7 LY B

- CHE 2T 7| M8 SX

« CI2 2™ EX E{AE7F UE Amazon Aurora 2 2 Cl|O|E{H| 0| A&

- CHE 2|™o] slEElA BEX E8{AE{7} = Amazon Aurora 2 28 O|O|E{H[0|A

O W& 2|7 LY &ol =X

AWS Resilience Hub £ 1Z 2} £= AZ S S0f S92 Halol| Ho|E RTO & RPO CHANS & Qg
L|C}. EE8F AWS Resilience Hub £ CH21 Z2 2% L of 7|2 E Algdstod ofZ2|70|M, Q= g}

U AZ SEE MEIE = JU&LCH

Mol = Aurora 2{AH

« Amazon Relational Database Service(RDS)2| CtE AZ QIAEA
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« Amazon RDS C}& AZ EHAE
- CHE AZ0] 17| M & SAE 0| U= Amazon RDS2| Bt QIAE

|>

Amazon Simple Storage Service

o] MMoi= Amazon Simple Storage Service(Amazon S3. Amazon S301| CH8F XA L& 2 Amazon
S3 A—H:HHE xl-x°|.k||o

HE 2l

AWS Resilience Hub = Amazon S3 HZ!0| HT & 2(7t & H3tE MEE FEE[0] U=X| =HQlF L
Ct.

oo E! s

AWS Resilience Hub = HHZEl Amazon Simple Storage Service(Amazon S3) HHZ!04| CHEF AWS
Backup 7|&0| Ho|k[o{ U=X[ & UELICH et Ao 2 =& Sthol gt 28 Hel7t EeEt
42 2™ 7t i S 40| EHEt ko] JUeX|T gelgh|ot

A™ 57
AWS Resilience Hub = =221 22 0| RPO CHA 0| point-in-time2 2 S F(PITR)7t 2R3t X| & QlF
LICH J2qLt PITROM= WA 27 W40 X|HEIX| E&LICt metA 213 7 2 SM0| g M3tEl 7|

At
& of2f AWS Backup HIEE AEst7HLE M A&l S dEELCH
ClOlE =X

AWS Resilience Hub = HiEZEl Amazon S3 H{Z!0]l CHaH S LFt 21 |AI(SRR) & w it 2| 5K
(CRR)7} Ho|z|o{ QI=X]| &QlEtLICt Amazon S3 HIO|E{ SX|= o Z2|710|M, Q1= 2l AZ & 2
M=ol o4 I 22 RTO 2 of & 3 2= RPOE JHAMELICH EE8H ZHA| H{ZF1Q| AFX|E CHA
Amazon S3 HHZ!of| EX|E|X| gtem 2 ZHix|o| EE|X MAXNZEE| E5EL|Ct EdF 22421 Mo M
9|l RTO CHA 2 7|82 2 &= Amazon S3 Replication Time ControI(S3 RTC)2 &d3tsof st=X] 04
£ & AWS Resilience Hub & QIEFLICt O] HF 7tsE 7152 158 OlLHoll &4 HZ! Z4A| 2] 99.99%
g =Agct

« AWS Backup A5 4 SME A8 =
« AWS Backup Hof| 2§t B2 Wit 2| W SAHE S AL8 504 HE|

o E}A} EHOY A|AE
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Amazon DynamoDB

O| MM0ofM= Amazon DynamoDBOf| Eet RE S 32 A L HY A S LIFELICEH Amazon
DynamoDBO| Lt RtA|EH L8 2 Amazon DynamoDB AEME & XML,

.‘

of| ol uH e
AWS Resilience Hub = H{Z &l E{|0|£ 0] 2#240] o|O| X o|k|o{ U=X| &QlstL|Ct 8t 2| & 5
Ehofl CHEE ME 7 2R st A< MAof chalf 2™ Z eidg sl ofF sl x| & lghLct.

INESE-- B

AWS Resilience Hub = S &2 Ao RPO FSE0f 2t point-in-time %—‘rL(PlTR)ﬂ L BX|
LICt 22t PITRO|E T &t 2|7 20| X|HE|X| et &LICt Mt 27 7t #ied S Mol g MdstE
& 0of|2F AWS Backup HIEZ AHS AL M HES Mo

ZZ2H glo|lg

AWS Resilience Hub £ Hi ZEl Amazon DynamoDB E{|0|& 0| C}& 2|0 5tLt o4& o] EX||E0| U

= 22U E0|EZ Holx|of Q=X EOlELICH 22H HO|ES MHSHH 2™ =Z ol olld &=
EC RTO ¥ 0of&t I3 2= RPO7Zt FHME| D HE|H-HE|E EE= HE|E-TIA|E CFE 2 ZE0iA
e £ e 7IsE MBELICH AWS Backup =& Amazon DynamoDB PITRE 2| & 5Ll A
Ar&3to{ of Z2|7H0|M BEHE MEE = U&Lct

- Amazon Elastic Compute Cloud

0| MM0f|AM = Amazon Elastic Compute Cloudol| E&8t R E S22d A & HE AL S L8
Ct. Amazon Elastic Compute Cloudo| CHgt XtAl[EF LHE 2 Amazon Elastic Compute Cloud 2B ME
FRSHMIR.

AER K QIAEA

AWS Resilience Hub = CH 7|& & stLI7F F &l 89 Amazon EC2 QIAEHAE MEf XEH Q1A
EAAZ AEEL|CEH

« 0| QIAE A O] 2AZAE 5Lt 0|4 2| Amazon Elastic Block Store(Amazon EBS) £ & 01l CH3H
DeleteOnTermination £40| falseZ2 MY E HEL.

« Amazon Data Lifecycle Manager === AWS Backup 7|& 0| Amazon EC2 QIAEA E= tLt O 4
9| Amazon EBS &0 ¢1ZAE E<.
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« AWS Elastic Disaster Recovery 7t Amazon EC2 QIARIA AEZ|X| 28 SAlste Ol A El=
a2,

® Note
Amazon EC2 QIAEIA T} 2|0| 7|& & SILIE SF5HX| &= B 0|2 AE| HIKE
Amazon EC2 QIAEIAZ AWS Resilience Hub F|Z gfLIC}.
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Amazon EC2 £&!
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"Version": "2012-10-17" ,
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"

},
"Action": "sts:AssumeRole",
"Condition": {}

32 AWSResilienceHubV2AssessmentExecutionPolicy 2|8 Mg HAA%tLICH =
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Terraform AFEH @) GHA|A HEH

Amazon S3 HHZ!0| M Terraform TS 212 £+ U= HEHE A

"Version": "2012-10-17" ,
"Statement": [

{
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::s3-bucket-name/path-to-state-file"
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I
{
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::s3-bucket-name"
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X AMICH Resilience Hub AMH|A0 Amazon EKS 2HAEE Z&35s <R CFS 3EH Z2 M A0 I«
Kubernetes 23& 7|t HAM|A X|0{(RBAC)E AL 5}04 Amazon EKS 2{AE9| M HIOIHE ¢
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1CHH|: Amazon EKS 28{AEO| CI2 M

—

HA 5t 2R E HYADO|AMM E 28 Kubernetes 2|2 A0] CHEF % MICH Resilience Hub 47| 7
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cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: resilience-hub-eks-access-cluster-role
rules:
- apiGroups:
resources:
- pods
- replicationcontrollers
- nodes
- services
verbs:
- get
- list
- apiGroups:
- apps
resources:
- deployments
- replicasets

e
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verbs:
- get
- list
- apiGroups:
- policy
resources:
- poddisruptionbudgets
verbs:
- get
- list
- apiGroups:
- autoscaling.k8s.io
resources:
- verticalpodautoscalers
verbs:
- get
- list
- apiGroups:
- autoscaling
resources:
- horizontalpodautoscalers
verbs:
- get
- list
- apiGroups:
- karpenter.sh
resources:
- provisioners
- nodepools
verbs:
- get
- list
- apiGroups:
- karpenter.k8s.aws
resources:
- awsnodetemplates
- ec2nodeclasses
verbs:
- get
- list
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:
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name: resilience-hub-eks-access-cluster-role-binding
subjects:

- kind: Group
name: resilience-hub-eks-access-group

apiGroup: rbac.authorization.k8s.io
roleRef:

kind: ClusterRole
name: resilience-hub-eks-access-cluster-role
apiGroup: rbac.authorization.k8s.io

EOF

2CHA|: IAM @& 2 Kubernetes 1504 O &

AHA—| ol- IAM &4

2
=

A S re
Amazon EKS 4 A|A % S (&) EE aws-auth ConfigMapS AFS & = Ql&LICH.

AN EH

SM A EKS HM A B 5 AL (THE)

EKS HMA $22 SPAE Els wQlLich SHAEE API EE
FIG_

API_AND_CON

aws eks create-access-entry \
--cluster-name cluster-name \

--principal-arn arn:aws:iam::ACCOUNT-ID:role/ResilienceHubRole \
--type STANDARD \

--kubernetes-groups '["resilience-hub-eks-access-group"]'

2 M B: aws-auth ConfigMap AH2

Z{AE{7} CONFIG_MAP == API_AND _CONFIG_MAP OI1& ZEE Al
ConfigMap2 T&EE = A&LICH

P

o
rr

eksctl Al

eksctl create iamidentitymapping \
--cluster cluster-name \
--region region \
--arn arn:aws:iam::ACCOUNT-ID:role/ResilienceHubRole \

silience-hub-eks-access-group Kubernetes & 01 O& & LICt.

Z <2 CHAl aws-auth

e
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--group resilience-hub-eks-access-group \

--username AwsResilienceHubAssessmentEKSAccessRole

£ = ConfigMap2 8522

kubectl edit -n kube-system configmap/aws-auth

o0l M40l mapRoles Ot2Holl O|& F7tgfLICtH

- groups:
- resilience-hub-eks-access-group
arn:aws:iam: :ACCOUNT-ID:role/ResilienceHubRole

AwsResilienceHubAssessmentEKSAccessRole

rolearn:
username:
3EHA!: =2l
g ofE ol U= =elgt|ct.

RBAC Z|AA7} ERistD

kubectl get clusterrole resilience-hub-eks-access-cluster-role
kubectl describe clusterrolebinding resilience-hub-eks-access-cluster-role-binding

BR(EMA):

rr

P

ol

A&

fjo

=2
=

0]

o
=
>
0%

aws eks describe-access-entry \
--cluster-name cluster-name \
--principal-arn arn:aws:iam::ACCOUNT-ID:role/ResilienceHubRole

aws-auth ConfigMap(=4 B)2 AIE5ts 4<%

kubectl get configmap aws-auth -n kube-system -o yaml | grep -A 3 "ResilienceHubRole"
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+ AWSResilienceHubV2AssessmentExecutionPolicy

+ AWSResilienceHubResilienceTestingPolicy

» AWSResilienceHubServiceRolePolicy
« AWS ZH2|3 H&oi CHEt REAMICH Resilience Hub IO E

AWSResilienceHubV2AssessmentExecutionPolicy

AWSResilienceHubV2AssessmentExecutionPolicyS IAM A} SHof| AZE + U&LCH I
7HE A™StE S0t0| M S dM Hot 2l #2|E @I CHE AWS MH[A0] ¢47| 8 HMA
TEt2 FoigfLct.

« Amazon CloudWatch(CloudWatch) - A% AWS I 242 El CloudWatch 2|4 A0 CHE
DescribeGet, 2! List #&t2 MIBELICH

« AWS CloudFormation - AWS 7|21t ¢4Z4El AWS CloudFormation 2|4 404 CHEF DescribeGet,
UL ist MES MIBELICH

« Amazon Elastic Compute Cloud(Amazon EC2) - AWS 7|1} 241Z4E Amazon EC2 2|A 400 CHEH
£’ Describe H&t2 M3 FLICH
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Amazon Elastic Container Service(Amazon ECS) - AWS 7’41} ¢4ZE Amazon ECS 2|4 A0 CH
8t Describe & List &2 MSELICH.

Amazon Elastic Kubernetes Service(Amazon EKS) - AWS |1} 944 El Amazon EKS Z|AA0] CH
8t Describe & List H&r2 M3 g LIC.

Amazon Elastic Container Registry(Amazon ECR) - AWS 7|81} 4ZEl Amazon ECR 2[A A0 CH
8t Describe ™82 M3 ELICH.

Amazon Elastic File System(Amazon EFS) - AWS 7|81t 214 El Amazon EFS 2|4 A0 CHE
Describe &t A3 ELICH.

Amazon ElastiCache(ElastiCache) - AWS H|"H 1t 212l ElastiCache 2|2 A0] CHE Describe ™
ol-o X-”.l.ol'l__l[_l.

Elastic Load Balancing - AWS A1} 44 El Elastic Load Balancing 2| A A01 CH#t Describe ™
Amazon DynamoDB(DynamoDB) - AWS "3 1} 24ZEl DynamoDB 2|2~ A04| CHet Describe &
List HEtE MIELICH.

Amazon RDS - AWS X1} 9474 El Amazon RDS Z|A A0 CH8t Describe &S MSEHLICH.
Amazon DocumentDB - AWS 7’41t 24ZEl Amazon DocumentDB 2|4 A0 CHEF Describe &
List HEtE M3 ELICH

AWS Lambda (Lambda) - AWS 7|1} ¢4Z2El Lambda 2|A A0 CHEF £ Get L List HEHS2 A
ZsHLC}.

[« =

AWS Step Functions - AWS A1t ¢1Z4El AWS Step Functions 2|A A0 CHE Describe &
List HetE M3 LI

Amazon Simple Notification Service(Amazon SNS) - AWS 7|51} 244 E Amazon SNS 2|4 A0
CHEF Get & List HEHE MBS ELCH

Amazon Simple Queue Service(Amazon SQS) - AWS "3t 42 El Amazon SQS 2|4 A0 CHEt
Get X List MEr= M3 ELICH

Amazon Simple Storage Service(Amazon S3) - AWS |1} 244 El Amazon

S3 2lAaA0] CHEF Get & List HEHE2 MBS LICt 2 Amazon S3 H
StAWSResilienceHubS3AccessStatement aws:ResourceAccount 271 7|€ AI835l04 &
Ust AlFo| 2lAAZ MBHEILICH

Amazon Route 53(Route 53) - AWS A &1} ¢4Z4E Route 53 Application Recovery Controller 2|24~
AE ZEE Route 53 2|AA0| CHEt Get 2 List HEHE MBS ELICEH
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« Amazon EC2 Systems Manager(SSM) - AWS '3} ¢1Z4E SSM 2|4 A0] CHE Describe &
Get H&tE MSErLCt.

« Amazon EC2 Auto Scaling - AWS 7|81} 4ZEl Amazon EC2 Auto Scaling 2|2 A01 CHE
Describe ®™&tE A3 ELICH.

« AWS Backup - AWS HH1} A4 El AWS Backup 24200 CHEF DescribeGet, 2 List HEHE A
Sgct

« AWS Elastic Disaster Recovery (Elastic Disaster Recovery) - AWS 7|1} @473 El Elastic Disaster
Recovery 2|AA0f CHE Describe HEHE XM S ELICH.

« AWS Fault Injection Service (AWS FIS) - AWS A &Getd} HAZEE AWS FIS Al L Al
CHEE 2 List HEt2S MSgLc

« Amazon FSx for Windows File Server(Amazon FSx) - AWS 7|81t 4ZEl Amazon FSx 2lAA0|
CHEt Describe HEHE XS EHLICE.

Ed|
=]

o

Slof

13

« Amazon Data Lifecycle Manager - AWS 7|"3 1 24ZEl Amazon Data Lifecycle Manager 2|2A0|
CHEt Get HEHE NS ELICEH

« AWS DataSync - AWS 7|1} ¢4Z2El AWS DataSync 2|4 A0 CHEt Describe 2 List HEtH2 A
SELCH.

« AWS Resource Groups (2|44 I&) - AWS A X1t ¢1Z8E Resource Groups 2|4 A0 CHE Get
S List MEE M3 ELICH.

- AWS Service Catalog (Service Catalog) - AWS 7|81t 244 El Service Catalog 2|2 A04 CHE Get
S List MEE M3 ELIC.

« Amazon API| Gateway - REST API, HTTP APIs, APIs At #HZ| ! = i[9l o|Soi CHEt EH Z|AA
ARN IHEHO 2 (7} X|HEl GET Mt MBS gLCt.

« Amazon Kinesis - AWS 7|10} 2422 E! Kinesis 2|A A0 CH et Describe 2! List HEHE2 M2 &L
Ct.

« Amazon Kinesis Data Firehose - H"d AWS 1} ¢d4E! Kinesis Data Firehose 2|2~ 201 CHEt
Describe % List MEHE M-I &HL|Ct.

« Amazon EventBridge - AWS 7|31} 944 El EventBridge 2lA A0 CHEt Describe 2 List HEtS
MSgfuct.

« Amazon MSK - 7| AWS I} 24Z4El Amazon MSK & MSK Connect Z|A A0 CHEH DescribeGet,
2 List HEHE MSELCh

« Amazon MemoryDB - AWS 7|51} ¢4 E MemoryDB 2|4 A0 CHEF Describe 2 M3 &L
C}.

« Amazon Redshift - AWS 7| X1} 243 El Redshift 2|2 A0] CHEF Describe HMEHE M2 8L|Ct.
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« AWS Global Accelerator - AWS A& 1} 244 El Global Accelerator 2|2 A0 CHEF Describe &
List M8t M2 Lct.

« AWS HIES3 e3ted - AWS A XDt ¢4Z3El Network Firewall 2|2 A0 CH8 Describe 2! List
Hete MSELct

« AWS Shield - AWS A% 1} 244l Shield 2|A A0 CH$t Describe 2! List Het2 A
- AWS WAF V2 - AWS H| &1t 4ZE WAF V2 ElaA0f CHE Get X List HEHE MBELICH

« AWS Resource Access Manager - AWS H'd1t ¢1AEI RAM 2[A A0 CHEt Get & List HEHE A
3|},
o H

OH

gLk

5t
=

« Amazon VPC Lattice - AWS A1t 4=l VPC Lattice 2IAA0]| CHEF Get &l List HEHE A
L|C}.

OH

« AWS Config - AWS A& 24Z4E Config 2|A A0 CHEF Describe & List HEHE M3 ELICH

« Amazon CloudFront - AWS 7|Z1} 244 El CloudFront 2lAA | CHEE Get & List HEHE NS &L
Ct.

« AWS Secrets Manager - AWS 7|1t 244 El Secrets Manager 2|2 A0] CHEt Describe & List
T2 M3 gt

« AWS C|EE{Z] MH|A - AWS A XD 4Z4= C|2E{Z| MH|A 2|AA0| CH8t Describe HEHE A
sttt
[~ | .

« Amazon DSQL - AWS AH™H1t A4 El DSQL 2|AA0| CHE Get & List HEHE MBS ELICH
« Amazon QLDB - AWS A X1} ¢4Z2=l QLDB 2|2 A0 Ci8t Describe & List Mt AMZ&HL|C}.

« AWS Certificate Manager - 71 AWS 2t H4ZEl ACM 2|4 401 CHE DescribeGet, & List &t
£ N3&rct.

« Application Auto Scaling - AWS |1t 244 El Application Auto Scaling 2|2 A01 CHEt Describe
Het2 M3 gt

« SSM QIAEHE - AWS A1l AZAEl SSM QUAIHE Z[AA0f CHEF Get H List HEHE MBS EL
CH.

« B3 - AWS A-ED AT BTt X|™HE ElAAE FEIE = U= GetResources HEHE MSE
L|Ct.

AWS ZH2|Y HAM2 o|g{st HEt2 AWSResilienceHubV2AssessmentExecutionPolicy
NS eLict #Hetol AWS UOo|EE I x|l H4EHE RXIHEF EH EME SAtst= O
Al 22l A E AZAELICH ™A M EME Eo{t AWS HE(E M X oA

AWSResilienceHubV2AssessmentExecutionPolicyE & Z 5HA| L.
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AWSResilienceHubResilienceTestingPolicy

AWSResilienceHubResilienceTestingPolicy2 IAM AtZ3 ZHoi| 9128 &= Ql&LICH o] Y
2 SHH EIAE Fof AHSXHE CHalstod S AlEstn 2|5t o 228 AWS Fault Injection
Service (AWS FIS) #&t2 Resilience Huboll £ 04&f LICt. Resilience HubOl A A|Z 3 Al&ol= Ef
7} XI’§ELICtmanagedBy: resiliencehub.

- AWS Fault Injection Service (AWS FIS) - &l3] HIES! M4 U AX|, MF Al 2 x|, M
dEf ZLEE, A Oy o 2|l4aA LHd, M Al 2la2 Bl XE, O AE Tid 74 &
| I al A =3
= =

TEtE MSELICE ol2dEh 22 2 Ef27}
resiliencehub.

« IAM-E|AE A3l 243820 iam:PassRole MEStT AWS FIS7| A
Biam:CreateServicelLinkedRoleS A&st= O EREH MH|A 244 4& 2 AWS FIS A g

= UTSF gfLict

« AWS Application Recovery Controller(ARC) 2| gt - Algo| dE 2 AMME|= 2| ME A= A
e DLERIE & QE List L Get HEHE MEEHLICH.

« Amazon CloudWatch(CloudWatch) - S = EH|AE 0| A F I EES| URE TH FZEE H
7tDescribeAlarmHistorydtT= & XNE&ELICH.

"Version": "2012-10-17" ,
"Statement": [

{
"Sid": "AWSResilienceHubFISActionStatement",
"Effect": "Allow",
"Action": "fis:CreateExperimentTemplate",
"Resource": "arn:aws:fis:*:*:action/*"

},

{

"Sid": "AWSResilienceHubFISCreateExperimentTemplateStatement",
"Effect": "Allow",

"Action": "fis:CreateExperimentTemplate",

"Resource": "arn:aws:fis:*:*:experiment-template/*",
"Condition": {
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"StringEquals": {
"aws:RequestTag/managedBy": "resiliencehub"

"Sid": "AWSResilienceHubFISStartExperimentFromTemplateStatement",

"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment-template/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/managedBy": "resiliencehub"

"Sid": "AWSResilienceHubFISStartExperimentStatement",
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/managedBy": "resiliencehub"

"Sid": "AWSResilienceHubFISExperimentStatement",
"Effect": "Allow",
"Action": [

"fis:GetExperiment",

"fis:StopExperiment",

"fis:ListExperimentResolvedTargets"
1,
"Resource": "arn:aws:fis:*:*:experiment/*",
"Condition": {

"StringEquals": {

"aws:ResourceTag/managedBy": "resiliencehub"

"Sid": "AWSResilienceHubFISExperimentTemplateStatement"

AWS 2|
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"Effect": "Allow",

"Action": [
"fis:CreateTargetAccountConfiguration",
"fis:DeleteExperimentTemplate"

]I

"Resource": "arn:aws:fis:*:*:experiment-template/*",

"Condition": {
"StringEquals": {
"aws:ResourceTag/managedBy": "resiliencehub"

"Sid": "AWSResilienceHubFISPassRoleStatement",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/*",
"Condition": {
"StringEquals": {
"iam:PassedToService": "fis.amazonaws.com"

"Sid": "AWSResilienceHubFISTagResourceStatement",

"Effect": "Allow",

"Action": "fis:TagResource",

"Resource": [
"arn:aws:fis:*:*:experiment-template/*",
"arn:aws:fis:*:*:experiment/*"

1,

"Condition": {

"StringEquals": {
"aws:RequestTag/managedBy": "resiliencehub"

"Sid": "AWSResilienceHubRegionSwitchStatement",

"Effect": "Allow",

"Action": [
"arc-region-switch:ListPlanExecutions",
"arc-region-switch:GetPlanExecution"

1,

AWS 2|
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"Resource": "arn:aws:arc-region-switch::*:plan/*:*"
.
{
"Sid": "AWSResilienceHubFISCreateSLRStatement",
"Effect": "Allow",
"Action": "iam'CreateServiceLinkedRole",
"Resource": "arn:aws:iam::*:role/*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "fis.amazonaws.com"
}
}
},
{
"Sid": "AWSResilienceHubCloudWatchAlarmStatement",
"Effect": "Allow",
"Action": "cloudwatch:DescribeAlarmHistory",
"Resource": "*"
}

AWSResilienceHubServiceRolePolicy

AWSResilienceHubServiceRolePolicyE MH[A 44 e3gh(SLR) M
2 |AM QIE{E|of| 428 £ Qi&LICt RIMICH Resilience Hub= CHE HH £
AWS Organizations X| 2 &45}5t20| MH|A o172 OﬁquI-g Ase 2 4

resiliencehub.amazonaws.com MH|A 2Ot FR|E AlZ|EFL|Ct.

AWS Resilience Hub2| MH|A 943 d&tof| CHF REA|EH LI & AWS Resilience Hub2| MH|A 944
Isl Al E BRGNS

H

et ME ™

ror
HL

O| HaHg AF2 5t REAMICH Resilience Hub7l CHE AIH S 224 Z2IE {5 217 T8 AWS
Organizations HE 0| BMAE = JU&LICH

o| YAlof= Chg HEho| 27 Elof JU&LICH

|]0II

« AWS ZZ| - Organizations 2|A A0 CHEt Describe & List 82 MSELIC o2&t HEt2 =
PR E M5, UE BE|KHE AlEetn, MEE & Ue AMA HENE =eIFLIC.
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Ct= IAM 22 Xt M|CH Resilience Hub7t CHE HI™E 5823 # 2|2 I3l Organizations 2|4 A0 HA|
ASHE AWS O 28t MetE MSELict.

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AWSResilienceHubOrganizationsReadStatement",

"Effect": "Allow",

"Action": [
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:ListAccounts"”,
"organizations:ListAccountsForParent",
"organizations:ListChildren",
"organizations:ListDelegatedAdministrators",
"organizations:ListDelegatedServicesForAccount",
"organizations:ListOrganizationalUnitsForParent",
"organizations:ListParents",
"organizations:ListRoots",
"organizations:ListTagsForResource"

1,

"Resource": "*"

AWS Z2|& M=o CHst REMICH Resilience Hub YL 0| E

O| MH|A 7} O3t B4 AlEt2 FX4517| A|ZHSE O|F 5 E R A|CH Resilience Hu g
M A0l Eof CHEr MF HEE SLICt o] Io|X|e] BdE Aol CHEr AtE &S 2ror{ REA|ICH
Resilience Hub &AM 7|5 | 0|X|0{| A RSS L|IEE 7 55HM2.

HZ =l Date
AWSResilienceHubRe AWS = S EHAE S0 AF 2026 78 31
silienceTestingPolicy - Af H&  &XI& CH4l5H04 %'?:1% A&

st &2|5t= o 228 AWS

Fault Injection Service (AWS
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Date

20264 72 7
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AWS Organizations& At835t= 4% MEIMo 2 T & T4 of
M[CH Resilience HUbE T+ 8E = A&LICH CIE2 WE dY

1. el A-E20| Cheh MEE = e HHAE &8t ELICtresiliencehub. amazonaws . com.

I
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"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"

+

"Action": "sts:AssumeRole"
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{
"Effect": "Allow",
"Principal": {

"AWS" :

"arn:aws:iam: :123456789012:role/AWSResilienceHubAssessmentRole"
iy

"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {

"sts:ExternalId": "ngrh-my-service-111122223333"

S S +UT 4 e kel HMS Foben
{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": [
"arn:aws:iam::111122223333:role/NGRHResourceRole",
"arn:aws:iam: :444455556666:r0le/NGRHResourceRole"
]
}

3EHAH|: MH|AO|A AP AIX 38 24

MHIAE d9e mf mAf A e ARNs &

o =

aws resiliencehubv2 create-service \
--name "my-service" \
--regions '["us-east-1"]1' \
--permission-model '{

"invokerRoleName": "AWSResilienceHubAssessmentRole",
"crossAccountRoles": [
{

"crossAccountRoleArn": "arn:aws:iam::111122223333:role/NGRHResourceRole",

"externalId": "ngrh-my-service-111122223333"
3,
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{

"crossAccountRoleArn": "arn:aws:iam: :444455556666:r0le/NGRHResourceRole",
"externalId": '"ngrh-my-service-444455556666"
}
]
} 1
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* kms:DescribeKey

* kms:GenerateDataKey

* kms:Encrypt

4 T Z83HL|Clkms: CreateGrant.
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AWS CLI:

# Create the policy

aws resiliencehubv2 create-policy \
--name "standard-availability" \
--availability-slo '{"target": 99.9}'

# Apply the policy to your service
aws resiliencehubv2 update-service \

--service-arn "arn:aws:resiliencehub:us-east-1:123456789012:service/api-
service:def456" \

--policy-arn "arn:aws:resiliencehub:us-east-1:123456789012:policy/standard-
availability:ghi789"
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3. O|&(0d: My Application)dt MEHX MG Ql248tL|C}
4.

M(Create)= MEHEILICY.

26T & o AIAE 2 MEIA 84 271



AWS Resilience Hub At

0o
1z
0%
x

AWS CLI:

aws resiliencehubv2 create-system \
--name "my-application" \
--description "My first application in Resilience Hub"
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AWS CLI:
aws resiliencehubv2 create-service \
--name "api-service" \
--regions '["us-east-1"]' \
--associated-systems '[{"systemArn": "arn:aws:resiliencehub:us-
east-1:123456789012:system/my-application:abcl123"}]"' \
--permission-model '{"invokerRoleName": "AWSResilienceHubAssessmentRole"}'
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AWS CLI:

aws resiliencehubv2 start-failure-mode-assessment \

--service-arn "arn:aws:resiliencehub:us-east-1:123456789012:service/api-
service:def456"
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i
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FOISHE{HH:

aws resiliencehubv2 list-failure-mode-assessments \
--service-arn "arn:aws:resiliencehub:us-east-1:123456789012:service/api-
service:def456"
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AWS CLI:

aws resiliencehubv2 list-failure-mode-findings \
--service-arn "arn:aws:resiliencehub:us-east-1:123456789012:service/api-
service:def456"
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AWS CLI

# List the available test templates
aws resiliencehubv2 list-test-templates --region us-east-1

# Create a test for your service from a template
aws resiliencehubv2 create-test \

--test-template-arn "arn:aws:resiliencehub:us-east-1:aws:test-template/aws-az-
recovery:rtaz00l" \

--target-identifier "arn:aws:resiliencehub:us-east-1:123456789012:service/api-
service:def456" \

--parameters '{"availabilityZone": ["us-east-1a"]}'

# Start a test run
aws resiliencehubv2 start-test-run --test-id "test-id"

# Check the status and results of the test run
aws resiliencehubv2 get-test-run --test-run-id "test-run-id"
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System (e.g., "E-commerce Platform")

### User Journey: "Path to purchase"

# ### Service: "Auth Service"

# ### Service: "Checkout Service"

# ### Service: "Payment Service"

### User Journey: "Order fulfillment"

# ### Service: "Order Management Service"

# ### Service: "Shipping Service"

### Shared Service: "EKS Platform Service"
(supports multiple user journeys)
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AWS Resilience Hub

A ABIS A5 E{TH(AWS CLI)

aws resiliencehubv2 create-system \
--name "system-name" \
--description "system-description"
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aws resiliencehubv2 list-systems

aws resiliencehubv2 get-system \
--system-arn "arn:aws:resiliencehub:region:account-id:system/system-name:id"
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aws resiliencehubv2 delete-system \
--system-arn "arn:aws:resiliencehub:region:account-id:system/system-name:id"
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aws resiliencehubv2 create-user-journey \
--system-arn "arn:aws:resiliencehub:region:account-id:system/system-name:id" \
--name "journey-name" \
--description "journey-description"
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aws resiliencehubv2 create-service \
\
--regions '["region"]' \
--permission-model '{"invokerRoleName":
--associated-systems '[{"systemArn":

--name "service-name"

"role-name"}' \

"system-arn"}]'

CIS EoME MHIAE MMSH S FIIE = UE A8 7158 U3 AA RS MESHLICH
2l AA AHE ME
AWS CloudFormation AEH ClZEl=0d Holz|o] J&LICH AWS
CloudFormation.
Terraform A EH m}& Ol 2} = Terraform(Amazon S32| AFEH mH&)of|
M rE|ghLict.
2lAaA BN MHIAE EfOE UR|IAIF BIAAE AAE L
Ch. Ef27F 042 7HQI BFY ENT 7|EF @l29d AA
XYE 2E E 02 2R |3PE 2| A AR ZHAH
grLICH ofed B2 7|gt 2 AAE SlHE AA
oF Ux|GtE 2IAAE HMEHLCE
Amazon Elastic Kubernetes Service 2c{AE MH|AE Amazon EKSO| A AZEIL|C}
MH|A0| 2 AA F7}
QUed AAE FIIEIHH(ESD)
1.  XIAMICH Resilience Hub £ &1 MH|AZ O|S&LICH.
0 TLAJ EHS MEHBFL|C)
3. AMH|A BlAA AM Mo HE S MEdgHLICE

284



AWS Resilience Hub A8 YA

4. U LA R

0%
mjo

MEHSI D Host 2dE XMBELict.
« AWS CloudFormation AEH - AEH

O| MH|A0f CHEH ME4SH 2|0t A El AEO] LAIE'L—IEL
« Terraform A E{ Tt - ArE] 1} O] Amazon S3 URLES &l24&FL|C}.
. AL BT - LRIAZ BT 7|2 g =dELIct.

» Amazon EKS Z2{AE - 22{AE ARNZ 2&stn Z e HYHAHO|AE MEHEFLICE

5. X7}E MdgLc
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aws resiliencehubv2 create-input-source \
--service-arn "service-arn" \
--resource-configuration '{"cfnStackArn": "stack-arn"}'
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o AAHE] 47 K| - A|AEI|AM ME|ATF MIAEIISL|CH,
- FEZ UOIOIEH - KT EZE 7H0| YO[O|EZIF&LICE.

2t OlHIE B20ls EHUATE O[HE RF U HZE Aol ChEt 0t0| EAELIC S5 0HE
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of CHer 71 HEE EedH MF HE EAIE MEELIC
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SlAAE FTEE U3 AANM RSS2 AMELICEH 7Y BIAAE 822 FIH6HK| ot&LICH &}
MICH Resilience Hub= AWS CloudFormation AEH. Terraform A'Ef I} Y Amazon EKS EHAE 4l
2IAA B0 2| AAE AMSHL|C}.
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CIAAE HoH(ES)
1. ZIMICH Resilience Hub 2£& €11 MH|AZ O|SELICI.
2. MHA EEEZX|E MEHEFL|CE

3. ZlAA OfiE L 2AA FSEols AME ZE 2AATE, 21T L 234 MH|A &2 E
E AIELCE.
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aws resiliencehubv2 list-resources \
--service-arn '"service-arn"

aws resiliencehubv2 list-resources \
--service-arn "service-arn" \
--aws-region "region"
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%t MICH Resilience Hub7t BIAAE 3= Q%2 B4Z252{H MHH|ANAM 2 AAE FIH6EHLE XA
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Fe AdEfLC

aws resiliencehubv2 delete-input-source \
--service-arn "service-arn" \
--input-source-id "input-source-id"

Q= HIXK|IAEZ||A oHEE|F 0| HEIAE 7K 7|

MA 22 242 2F BIXIAEE|0|M ofEE|AH 0| HEIAEE J7HX{2t M RFM|CH Resilience HubO|
MOoHZEC|IFolM REHIE HEZE £ QELICH 71K 2 HEHIAEE ElAA M| ZXE|X]| &2 HIEL
A HEIC|O|E{Z AWS BlAA EEZX|E EaterLCt.

MA EM 7}K 2 7|

MH E2Me "o 2= "It Foil XtMICH Resilience Hub7t AF&5t= 7 o 7|l ZARIAEE WS
g LICH Amazon S301 ME & HA EME MH[AL| (R A4 2 HZ=EE + AU&LICH
HA EME 7HMe{H(ES)

1. AIAM|CH Resilience Hub &2 €11 AMH|AZ O|SFLICE.
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aws resiliencehubv2 create-input-source \
--service-arn "service-arn" \

--resource-configuration '{"designFileS3Url": "s3://bucket/path/to/design-

doc.pdf"}'
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At M|CH Resilience Hub2| 107K |0l 307H2| MHIA R CHE ™A &7+l ESHEE 2

1. Y AHAM AlAEE MEFLCH
HA MA| AL 4742 ESES LIEIL s B AARS MEELICH Y 7HB{HAA HTHol A Al
ABlS MMED TR M ZRE FAM5HELC
aws resiliencehubv2 create-system \
--name "acme-ecommerce" \
--description "Acme Corp e-commerce platform" \
--sharing-enabled
2. Y AHEHo|MH MH|AE MdgfL|Ct
ZH B2 3 AAHE ARNEZ & Z5t0{ RH&lo] AH ™ol MH|IAE HMFLICE
# In account A (auth team)
aws resiliencehubv2 create-service \
--name "auth-service" \
--regions '["us-east-1", "us-west-2"]' \
--permission-model '{"invokerRoleName": "AWSResilienceHubAssessmentRole"}' \
--associated-systems '[{"systemArn": "arn:aws:resiliencehub:us-
east-1:111111111111:system/acme-ecommerce:abcl23"}]"'
# In account B (checkout team)
aws resiliencehubv2 create-service \
--name "checkout-service" \
--regions '["us-east-1", "us-west-2"]' \
--permission-model '{"invokerRoleName": "AWSResilienceHubAssessmentRole"}' \
--associated-systems '[{"systemArn": "arn:aws:resiliencehub:us-
east-1:111111111111:system/acme-ecommerce:abcl123"}]"'
3. Zt MH|Aof &3 AAE FIHELICH
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# Auth team adds their CloudFormation stack
aws resiliencehubv2 create-input-source \

--service-arn "arn:aws:resiliencehub:us-east-1:222222222222:service/auth-
service:def456" \

--resource-configuration '{"cfnStackArn": "arn:aws:cloudformation:us-
east-1:222222222222:stack/auth-prod/..."}"'

# Checkout team adds their EKS cluster
aws resiliencehubv2 create-input-source \

--service-arn "arn:aws:resiliencehub:us-east-1:333333333333:service/checkout-
service:ghi789" \

--resource-configuration '{"eks": {"clusterArn": "arn:aws:eks:us-
east-1:333333333333:cluster/checkout-cluster", '"namespaces": ["checkout"]}}'

4. A-EXt oiEE HeolgLch

Y AYGoM HIZLIA 7|SE2 MHIAE O&3tstE ALER 08 S A d& LI

aws resiliencehubv2 create-user-journey \

--system-arn "arn:aws:resiliencehub:us-east-1:111111111111:system/acme-
ecommerce:abcl23" \

--name "Path to purchase" \

--description "Customer browses, adds to cart, and completes checkout"

# Create a policy
aws resiliencehubv2 create-policy \
--name "mission-critical" \
--availability-slo '{"target": 99.99}' \
--multi-az '{"rtoInMinutes": 5, "rpoInMinutes": 1, "disasterRecoveryApproach":
"ACTIVE_ACTIVE"}' \
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--multi-region '{"rtoInMinutes": 30, "rpoInMinutes": 5,
"disasterRecoveryApproach": "WARM_STANDBY"}'

# Associate with a service
aws resiliencehubv2 update-service \

--service-arn "arn:aws:resiliencehub:us-east-1:333333333333:service/checkout-
service:ghi789" \

--policy-arn "arn:aws:resiliencehub:us-east-1:111111111111:policy/mission-
critical:xyz"

6. HIIE AAELIC.
7k MHl20IM Fol RE HILE AlStsto] SR HRHE AlgELc
aws resiliencehubv2 start-failure-mode-assessment \

--service-arn "arn:aws:resiliencehub:us-east-1:333333333333:service/checkout-
service:ghi789"
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2. YA Mg MEdSLICE
3. ¥ o|Fot MBS U=ELCt
4. Wt M8 QAE MENFHLICH
- C+& 2|T DRE ™EH5t1 RTO/RPOE MM ELICH
- 784 SLOE ™etstn S E MHWEES HYELct.
- CIO|EH 57 SEE gtetD i 7t AZhE d™- gL ct
5. M4d(Create)=2 MEHFLICI

AWS CLI:

aws resiliencehubv2 create-policy \
--name "Critical Service Policy" \

--multi-region '{"rtoInMinutes": 15, "rpoInMinutes": 5, "disasterRecoveryApproach":
"WARM_STANDBY"}' \

--availability-slo '{"target": 99.99}'

AEXR 01 & A
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aws resiliencehubv2 update-user-journey \

--system-arn "arn:aws:resiliencehub:region:account-id:system/system-name:id" \
--user-journey-id "user-journey-id" \

SR oI A NHIS + 20 98 58
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--policy-arn "arn:aws:resiliencehub:us-east-1:123456789012:policy/critical-dr:abc123"

[T

BMS AHIL0 T MBS2H O HUS ASHLICH

aws resiliencehubv2 update-service \
--service-arn "arn:aws:resiliencehub:..." \

--policy-arn "arn:aws:resiliencehub:us-east-1:123456789012:policy/high-
performance:def456"

A &4 3 CHEHA BTt

MHIAE MH|A0] MBE|= 2= H&ol| s BrHELICH

. 59 SRE 2 HHIAS 913 ALS 043 £Z oM DR RS ABBLICH
. MHIA B2 29 27 AR Chah MHIA SZ0M A5 S AEBLICH
- £ MM oS ALK 0ol MHlAol S Aol HSELICH

User Journey: "Path to Trade"

Policy: "Trading Platform DR Policy" (Multi-Region, RTO 15 min, RPO 5 min)
### Service: "Order Execution"

Policy: "Order Execution Performance Policy" (Availability 99.99%, Error <
0.1%, p99 < 50ms)
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#FMICH Resilience Hub 2 = AWS CLIOAM S 924 MR LA

aws resiliencehubv2 list-policies
HAg Aol EstE{H:

aws resiliencehubv2 update-policy \
--policy-arn "arn:aws:resiliencehub:..." \
--availability-slo '{"target": 99.99}"
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MH| A0 Route 53 s{A47|E S35l DNS #Z2|E s=ddst= AF Y 2l&A(Amazon Elastic Compute
Cloud @IAEIA Amazon Elastic Container Service 2%, Amazon Elastic Kubernetes Service ZE
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U E AMELICH 2&0M MH|A EEEX|E &elsto] =QlE = U&Lch
. EZ 55X g Qo= =7} IAM -‘;‘-Iofo| LQ3HX| pt&LICt B4 M2 XHAM|CH Resilience
bo| XA MH[A Xt BHE A& 501 DNS 22| Gl O|E{oi| HM AT LICE

JMH|A0| CHEH 24 Ad 48 215}

il
Z£0|M EEE AWS CLIE At83to] S&d AME g8ste = U&LCH

B MH|Aol| CHEr S5 AME Ed3tsttiH(EE)

Z£0iM MH|AZ O|S3tod 7t jig MEFLICH O Chs S&d AM 288 & MEELIch

B MH[2o0f CHEF S& ' AME g9 stedTH(CLI)

aws resiliencehubv2 update-service \
--service-arn "arn:aws:resiliencehub:us-east-1:123456789012:service/checkout:abcl123"
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--dependency-discovery "ENABLED"

S4M HME 4358t & XHAMICH Resilience HubE CHS BHHIE +~&ELICH.
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FAstod M BEHE K|t 7|& 542 Hollo|EELICE
=
=

&8 AME &35 5H £ GetService L ListServices API Z40f| A EHEHE|=
DependencyDiscoveryConfig ZiM|0l= 27 E[AATI AME[RE=X| {22 &4 E2440] oFF]
T 51X 02 E LtEtHL = EE7F Z&ELICH

CHS ZolMe S&d AMo| X &EiE LiEHE EEE L

Field 7 Y

status N S&5d AMo| #4x] 4El: INITIALIZING |,
ENABLEDEE &= DISABLED.

eligibleResourceCo Integer S&d Aol MEet AFE 2las o

unt Ol k2 Blaas HM Z 2 MATF A S A
22 null W7HX[0|H 2t =& M=ol M Ao
O|EFL|C}.

message ZAtA ol A S EfE HBSt= HIAIX|ILICE of

| -
-
2 dMol 2kl S&5dE = EH|7H &

null Z2< &lL|Ct.

message EE&= AE| & MA 2[AaA £~E J|HO 2 A ZAM AEHof CHEF ZHARAEE NS ELCH
CtS Zol= 7ks 8 HAIXIZF LEQE Q& LICEH
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Status MABlAA £ Al K]

INITIALIZING 0 “HMEl M BlaA Qs

INITIALIZING 17l o| At "SEE AM

ENABLED 0 “HME MA 2|44 QI8

ENABLED 17 Ol 4 g SE5HE & &H[7F EIRi&LICH

DISABLED 9| "SEE AME Ed5t6t0 BEEE EAE
L[CF."

CHS OlMo A= AWS CLIE AL8sto AM A EfE & elste WHE EoiELICH

aws resiliencehubv2 get-service \

--service-arn "arn:aws:resiliencehub:us-east-1:123456789012:service/checkout:abc123"

8H0l= dependencyDiscovery Z4&|7¢ & ELICH

{
"service": {
"dependencyDiscovery": {
"status": "INITIALIZING",
"updatedAt": "2026-06-30T10:00:00Z2",
"eligibleResourceCount": 5,
"message": "Discovering dependencies"
}
}
}
message Zl
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Finding: "RDS database is not configured for Multi-Az"
-> Policy requirement: Multi-Region DR (RTO 15 min)
-> Impact: Regional failover would require manual database restoration,
exceeding the 15-minute RTO target

Finding: "No health check configured on ALB target group"
-> Policy requirement: Availability SLO (99.99%)
-> Impact: Unhealthy instances continue receiving traffic,
degrading availability below target
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aws resiliencehubv2 list-failure-mode-findings \
--service-arn "arn:aws:resiliencehub:..."
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aws resiliencehubv2 update-failure-mode-finding \
--service-arn "arn:aws:resiliencehub:..." \
--finding-id "finding-123" \
--status "RESOLVED"

ZA 2 E A QGUSoZ EAISE{TH(CLI)

aws resiliencehubv2 update-failure-mode-finding \
--service-arn "arn:aws:resiliencehub:..." \
--finding-id "finding-123" \
--status "IRRELEVANT"
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"Version": "2012-10-17" ,
"Statement": [
{
"Sid": "FISTrustPolicy",
"Effect": "Allow",
"Principal": {
"Service": "fis.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "account-id"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:fis:*:account-id:experiment/*"
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718 9. 5+ "HEZ!2 Amazon EC2, Amazon EC2 Auto Scaling, Amazon ElastiCache, Amazon

RDS, UIE {3 ACLs, AWS Application Recovery Controller
A2 AdeL|Ct ChE MEt HAE Al odghof| ed 2= Ct.

{
"Version": "2012-10-17" ,
"Statement": [
{

"Sid": "EC2StopAndStartInstances",
"Effect": "Allow",
"Action": [
"ec2:StopInstances",
"ec2:StartInstances"

1,
"Resource": "arn:aws:ec2:*:account-id:instance/*"
I
{
"Sid": "EC2Describelnstances",
"Effect": "Allow",
"Action": "ec2:DescribeInstances",
"Resource": "*"
I
{
"Sid": "EC2EncryptedVolumesKmsGrant",
"Effect": "Allow",
"Action": "kms:CreateGrant",
"Resource": "arn:aws:kms:*:account-id:key/*",
"Condition": {
"StringLike": {
"kms:ViaService": "ec2.*.amazonaws.com"
},
"Bool": {
"kms:GrantIsForAWSResource": "true"
I

"ForAllValues:StringEquals": {

5t 50| MH|A0 CH8H AWS FIS
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"kms:GrantOperations": ["Decrypt", "CreateGrant"]
1,
"Null": {
"kms:GrantOperations": "false"
1,
"StringEquals": {
"kms:GrantConstraintType": "EncryptionContextSubset"
1,
"ForAnyValue:StringEquals": {
"kms:EncryptionContextKeys": "aws:ebs:id"

"Sid": "EC2InjectApiError",

"Effect": "Allow",

"Action": "ec2:InjectApiError",

"Resource": "*",

"Condition": {

"ForAnyValue:StringEquals": {
"ec2:FisActionId": [

"aws:ec2:api-insufficient-instance-capacity-error",
"aws:ec2:asg-insufficient-instance-capacity-error"

"Sid": "AutoScalingDescribe",

"Effect": "Allow",

"Action": [
"autoscaling:DescribeAutoScalingGroups",
"autoscaling:DescribeTags"

1,

"Resource": "*"

"Sid": "ElastiCachelInterruptAzPower",

"Effect": "Allow",

"Action": [
"elasticache:InterruptClusterAzPower",
"elasticache:DescribeReplicationGroups"

1,

"Resource": "arn:aws:elasticache:*:account-id:replicationgroup:*"
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{

"Sid": "EBSPauseVolumeIO",
"Effect": "Allow",
"Action": "ec2:PauseVolumeIO",

"Resource": "arn:aws:ec2:*:account-id:volume/*"

"Sid": "EBSDescribeVolumes",
"Effect": "Allow",

"Action": "ec2:DescribeVolumes",
"Resource": "*"

"Sid": "NetworkTagManagedNacl",
"Effect": "Allow",
"Action": "ec2:CreateTags",

"Resource": "arn:aws:ec2:*:account-id:network-acl/*",

"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkAcl",
"aws:RequestTag/managedByFIS": "true"

"Sid": "NetworkCreateManagedNacl",
"Effect": "Allow",
"Action": "ec2:CreateNetworkAcl",

"Resource": "arn:aws:ec2:*:account-id:network-acl/*",

"Condition": {
"StringEquals": {
"aws:RequestTag/managedByFIS": "true"

"Sid": "NetworkCreateNaclOnVpc",

"Effect": "Allow",

"Action": "ec2:CreateNetworkAcl",
"Resource": "arn:aws:ec2:*:account-id:vpc/*"

"Sid": "NetworkModifyManagedNacl",
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"Effect": "Allow",
"Action": [

"ec2:CreateNetworkAclEntry",

"ec2:DeleteNetworkAcl"
1,
"Resource": "arn:aws:ec2:*:account-id:network-acl/*",
"Condition": {

"StringEquals": {

"ec2:ResourceTag/managedByFIS": "true"

"Sid": "NetworkDescribe",

"Effect": "Allow",

"Action": [
"ec2:DescribeVpcs",
"ec2:DescribeSubnets",
"ec2:DescribeNetworkAcls",
"ec2:DescribeManagedPrefixLists"

]I

"Resource": "*"

"Sid": "NetworkReplaceNaclAssociation",

"Effect": "Allow",

"Action": "ec2:ReplaceNetworkAclAssociation",

"Resource": [
"arn:aws:ec2:*:account-id:subnet/*",
"arn:aws:ec2:*:account-id:network-acl/*"

"Sid": "NetworkPrefixListEntries",

"Effect": "Allow",

"Action": "ec2:GetManagedPrefixListEntries",
"Resource": "arn:aws:ec2:*:account-id:prefix-list/*"

"Sid": "RDSFailoverCluster",

"Effect": "Allow",

"Action": [
"rds:FailoverDBCluster",
"rds:DescribeDBClusters"”
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"Resource": "arn:aws:rds:*:account-id:cluster:*"
"Sid": "RDSDescribeForTargetResolution",
"Effect": "Allow",

"Action": "rds:DescribeDBInstances",

"Resource": "arn:aws:rds:*:account-id:db:*"

"Sid": "ARCZonalShiftManagedElb",

"Effect": "Allow",

"Action": [
"arc-zonal-shift:StartZonalShift",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:UpdateZonalShift",
"arc-zonal-shift:CancelZonalShift"

1,

"Resource": [

"arn:aws:elasticloadbalancing:*:account-id:loadbalancer/app/*",
"arn:aws:elasticloadbalancing:*:account-id:loadbalancer/net/*"

"Sid": "ARCZonalShiftManagedAsgEks",

"Effect": "Allow",

"Action": [
"arc-zonal-shift:StartZonalShift",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:UpdateZonalShift",
"arc-zonal-shift:CancelZonalShift"

1,

"Resource": "*",

"Condition": {

"StringlLike": {
"arc-zonal-shift:Resourceldentifier": [

"arn:aws:autoscaling:*:account-id:autoScalingGroup:

"arn:aws:eks:*:account-id:cluster/*"

"Sid": "ARCZonalShiftList",
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"Effect": "Allow",
"Action": "arc-zonal-shift:ListManagedResources",
"Resource": "*"

"Sid": "TargetResolutionByTags",
"Effect": "Allow",

"Action": "tag:GetResources",
"Resource": "*"

"Sid": "FISExperimentLogging",

"Effect": "Allow",

"Action": [
"logs:CreatelLogDelivery",
"logs:GetLogDelivery",
"logs:UpdatelLogDelivery",
"logs:DeletelLogDelivery",
"logs:ListLogDeliveries"

1,

"Resource": "*"

"Sid": "FISExperimentLogGroupAccess",

"Effect": "Allow",

"Action": [
"logs:DescribeResourcePolicies",
"logs:PutResourcePolicy",
"logs:DescribelLogGroups"”

1,

"Resource": "*"

—
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"Version": "2012-10-17" ,
"Statement": [

{

"Sid": "SsmSendCommandOnDocuments",
"Effect": "Allow",
"Action": "ssm:SendCommand",

"Resource": [

"arn:aws:ssm:*::document/AWSFIS-Run-Network-Packet-Loss-Sources",
"arn:aws:ssm: *: :document/AWSFIS-Run-Network-Packet-Loss-ECS"

]

"Sid": "SsmSendCommandOnInstances",
"Effect": "Allow",

"Action": "ssm:SendCommand",

"Resource": [
"arn:aws:ec2:*:account-id:instance/*",
"arn:aws:ssm:*:account-id:managed-instance/*",
"arn:aws:ecs:*:account-id:task/*/*"

"Sid": "SsmListAndCancelCommands",
"Effect": "Allow",
"Action": [
"ssm:ListCommands",
"ssm:CancelCommand"

1,

"Resource": "*"

"Sid": "Ec2DescribeForTargetResolution",
"Effect": "Allow",
"Action": [
"ec2:DescribeInstances",
"ec2:DescribeSubnets"

]I

"Resource": "*"

"Sid": "EcsDescribeForTargetResolution",
"Effect": "Allow",
"Action": [

"ecs:DescribeTasks",
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"ecs:DescribeContainerInstances",
"ecs:ListTasks"

1,

"Resource": [
"arn:aws:ecs:*:account-id:task/*/*",
"arn:aws:ecs:*:account-id:container-instance/*/*",
"arn:aws:ecs:*:account-id:cluster/*"

"Sid": "EksDescribeCluster",

"Effect": "Allow",

"Action": "eks:DescribeCluster",

"Resource": "arn:aws:eks:*:account-id:cluster/*"

"Sid": "TargetResolutionByTags",
"Effect": "Allow",

"Action": "tag:GetResources",
"Resource": "*"

"Sid": "FISExperimentlLogging",

"Effect": "Allow",

"Action": [
"logs:CreateLogDelivery",
"logs:GetLogDelivery",
"logs:UpdateLogDelivery",
"logs:DeletelLogDelivery",
"logs:ListLogDeliveries"

1,

"Resource": "*"

"Sid": "FISExperimentLogGroupAccess",

"Effect": "Allow",

"Action": [
"logs:DescribeResourcePolicies",
"logs:PutResourcePolicy",
"logs:DescribelogGroups"”

1,

"Resource": "*"
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{
"Version": "2012-10-17" ,
"Statement": [
{
"Sid": "RouteTableDisruptCrossRegion",

"Effect": "Allow",

"Action": [
"ec2:AssociateRouteTable",
"ec2:DisassociateRouteTable",
"ec2:ReplaceRouteTableAssociation",
"ec2:CreateRoute"

1,

"Resource": [
"arn:aws:ec2:*:account-id:route-table/*",
"arn:aws:ec2:*:account-id:subnet/*"

]
},
{
"Sid": "RouteTableManagedCreate",
"Effect": "Allow",
"Action": "ec2:CreateRouteTable",
"Resource": "arn:aws:ec2:*:account-id:route-table/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/managedByFIS": "true"
}
}
.
{

"Sid": "RouteTableManagedCreateOnVpc",
"Effect": "Allow",

"Action": "ec2:CreateRouteTable",
"Resource": "arn:aws:ec2:*:account-id:vpc/*"
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},
{
"Sid": "RouteTableManagedDelete",
"Effect": "Allow",
"Action": "ec2:DeleteRouteTable",
"Resource": [
"arn:aws:ec2:*:account-id:route-table/*",
"arn:aws:ec2:*:account-id:vpc/*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceTag/managedByFIS": "true"

"Sid": "PrefixListManagedCreate",
"Effect": "Allow",
"Action": "ec2:CreateManagedPrefixList",

"Resource": "arn:aws:ec2:*:account-id:prefix-list/*",

"Condition": {
"StringEquals": {
"aws:RequestTag/managedByFIS": "true"

"Sid": "PrefixListManagedModifyDelete",

"Effect": "Allow",

"Action": [
"ec2:DeleteManagedPrefixList",
"ec2:ModifyManagedPrefixList"

1,

"Resource": "arn:aws:ec2:*:account-id:prefix-list/*",

"Condition": {
"StringEquals": {
"aws:ResourceTag/managedByFIS": "true"

"Sid": "NetworkInterfaceManagedCreate",
"Effect": "Allow",
"Action": "ec2:CreateNetworkInterface",
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"Resource": "arn:aws:ec2:*:account-id:network-interface/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/managedByFIS": "true"

"Sid": "NetworkInterfaceManagedCreateOnSubnetAndSg",
"Effect": "Allow",
"Action": "ec2:CreateNetworkInterface",
"Resource": [
"arn:aws:ec2:*:account-id:subnet/*",
"arn:aws:ec2:*:account-id:security-group/*"

"Sid": "NetworkInterfaceManagedDelete",
"Effect": "Allow",
"Action": "ec2:DeleteNetworkInterface",
"Resource": "arn:aws:ec2:*:account-id:network-interface/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/managedByFIS": "true"

"Sid": "FISCreateTags",

"Effect": "Allow",

"Action": "ec2:CreateTags",

"Resource": [
"arn:aws:ec2:*:account-id:route-table/*",
"arn:aws:ec2:*:account-id:prefix-list/*",
"arn:aws:ec2:*:account-id:network-interface/*",
"arn:aws:ec2:*:account-id:security-group/*"

1,

"Condition": {

"StringEquals": {
"aws:RequestTag/managedByFIS": "true"
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"Sid": "Ec2NetworkDescribeAndRead",
"Effect": "Allow",
"Action": [

"ec2:DescribeRouteTables",
ec2:DescribeSubnets",
"ec2:DescribeVpcs",
ec2:DescribeVpcPeeringConnections",
"ec2:DescribeNetworkInterfaces",
ec2:DescribeManagedPrefixLists",
"ec2:DescribeVpcEndpoints",
ec2:DescribeSecurityGroups",
"ec2:GetManagedPrefixListEntries",
ec2:DescribeTransitGateways",
"ec2:DescribeTransitGatewayAttachments",
ec2:DescribeTransitGatewayPeeringAttachments",
"ec2:DescribeInstances"

1,

"Resource": "*"
1,
{

"Sid": "TgwDisruptCrossRegion",

"Effect": "Allow",

"Action": [
"ec2:AssociateTransitGatewayRouteTable",
"ec2:DisassociateTransitGatewayRouteTable"

1,

"Resource": [
"arn:aws:ec2:*:account-id:transit-gateway-route-table/*",
"arn:aws:ec2:*:account-id:transit-gateway-attachment/*"

]

1,
{

"Sid": "VpcEndpointDisrupt",

"Effect": "Allow",

"Action": "ec2:ModifyVpcEndpoint",

"Resource": [
"arn:aws:ec2:*:account-id:vpc-endpoint/*",
"arn:aws:ec2:*:account-id:security-group/*"

]

1,
{

"Sid": "VpcEndpointSecurityGroupManaged",
"Effect": "Allow",
"Action": [
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"ec2:CreateSecurityGroup",
"ec2:DeleteSecurityGroup",
"ec2:RevokeSecurityGroupEgress"

1,

"Resource": [
"arn:aws:ec2:*:account-id:security-group/*",
"arn:aws:ec2:*:account-id:vpc/*"

"Sid": "SsmSendCommandOnDocuments",

"Effect": "Allow",

"Action": "ssm:SendCommand",

"Resource": [
"arn:aws:ssm: *::document/AWSFIS-Run-Network-Packet-Loss-Sources",
"arn:aws:ssm:*::document/AWSFIS-Run-Network-Packet-Loss-ECS"

"Sid": "SsmSendCommandOnInstances",

"Effect": "Allow",

"Action": "ssm:SendCommand",

"Resource": [
"arn:aws:ec2:*:account-id:instance/*",
"arn:aws:ssm:*:account-id:managed-instance/*",
"arn:aws:ecs:*:account-id:task/*/*"

"Sid": "SsmListAndCancelCommands",
"Effect": "Allow",
"Action": [
"ssm:ListCommands",
"ssm:CancelCommand"

]I

"Resource": "*"

"Sid": "EcsDescribeForTargetResolution",

"Effect": "Allow",

"Action": [
"ecs:DescribeTasks",
"ecs:DescribeContainerInstances",
"ecs:ListTasks"
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"Resource": [
"arn:aws:ecs:*:account-id:task/*/*",

"arn:aws:ecs:*:account-id:container-instance/*/*",

"arn:aws:ecs:*:account-id:cluster/*"

"Sid": "EksDescribeCluster",

"Effect": "Allow",

"Action": "eks:DescribeCluster",

"Resource": "arn:aws:eks:*:account-id:cluster/*"

"Sid": "DynamoDbGlobalTablePauseReplication",

"Effect": "Allow",

"Action": [
"dynamodb:PutResourcePolicy",
"dynamodb:GetResourcePolicy",
"dynamodb:DeleteResourcePolicy",
"dynamodb:DescribeTable",
"dynamodb:InjectError"

1,
"Resource": "arn:aws:dynamodb:*:account-id:table/*"
"Sid": "S3PauseReplicationConfiguration",

"Effect": "Allow",

"Action": [
"s3:PutReplicationConfiguration",
"s3:GetReplicationConfiguration”

1,

"Resource": "arn:aws:s3:::*",

"Condition": {
"BoolIfExists": {

"s3:IsReplicationPauseRequest": "true"
},
"StringEquals": {

"aws:ResourceAccount": "account-id"
}

"Sid": "S3PauseReplication",
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"Effect": "Allow",
"Action": "s3:PauseReplication",
"Resource": "arn:aws:s3:::*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "account-id"

"Sid": "S3ListAllBuckets",
"Effect": "Allow",
"Action": "s3:ListAllMyBuckets",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "account-id"

"Sid": "MemoryDbMultiRegionPauseReplication",

"Effect": "Allow",

"Action": [
"memorydb:PauseMultiRegionClusterReplication",
"memorydb:DescribeMultiRegionClusters"

]I

"Resource": "arn:aws:memorydb::account-id:multiregioncluster/*"

"Sid": "TargetResolutionByTags",
"Effect": "Allow",

"Action": "tag:GetResources",
"Resource": "*"

"Sid": "FISExperimentLogging",

"Effect": "Allow",

"Action": [
"logs:CreateLogDelivery",
"logs:GetLogDelivery",
"logs:UpdateLogDelivery",
"logs:DeletelLogDelivery",
"logs:ListLogDeliveries"
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1,

"Resource": "*"

},
{

"Sid": "FISExperimentLogGroupAccess",

"Effect": "Allow",

"Action": [

"logs:DescribeResourcePolicies",
"logs:PutResourcePolicy",
"logs:DescribelogGroups"”
1,
"Resource": "*"
}
]
}
CHE 2| &5+
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{
"Version": "2012-10-17" ,
"Statement": [
{

"Sid": "SsmSendCommandOnDocuments",

"Effect": "Allow",

"Action": "ssm:SendCommand",

"Resource": [
"arn:aws:ssm:*::document/AWSFIS-Run-Network-Packet-Loss-Sources",
"arn:aws:ssm:*::document/AWSFIS-Run-Network-Packet-Loss-ECS"

]

},
{

"Sid": "SsmSendCommandOnInstances",

"Effect": "Allow",

"Action": "ssm:SendCommand",

"Resource": [

"arn:aws:ec2:*:account-id:instance/*",
"arn:aws:ssm:*:account-id:managed-instance/*",
"arn:aws:ecs:*:account-id:task/*/*"
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"Sid": "SsmListAndCancelCommands",

"Effect": "Allow",

"Action": [
"ssm:ListCommands",
"ssm:CancelCommand"

1,

"Resource": "*"

"Sid": "Ec2DescribeForTargetResolution",

"Effect": "Allow",

"Action": [
"ec2:DescribeInstances",
"ec2:DescribeSubnets"

1,

"Resource": "*"

"Sid": "EcsDescribeForTargetResolution",

"Effect": "Allow",

"Action": [

"ecs:DescribeTasks",
"ecs:DescribeContainerInstances",
"ecs:ListTasks"

1,

"Resource": [
"arn:aws:ecs:*:account-id:task/*/*",
"arn:aws:ecs:*:account-id:container-instance/*/*",
"arn:aws:ecs:*:account-id:cluster/*"

"Sid": "EksDescribeCluster",

"Effect": "Allow",

"Action": "eks:DescribeCluster",

"Resource": "arn:aws:eks:*:account-id:cluster/*"

"Sid": "TargetResolutionByTags",
"Effect": "Allow",
"Action": "tag:GetResources",
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"Resource": "*"
1,
{
"Sid": "FISExperimentLogging",
"Effect": "Allow",
"Action": [
"logs:CreatelLogDelivery",
"logs:GetLogDelivery",
"logs:UpdatelLogDelivery",
"logs:DeletelLogDelivery",
"logs:ListLogDeliveries"

1,

"Resource": "*"

"Sid": "FISExperimentLogGroupAccess",

"Effect": "Allow",

"Action": [
"logs:DescribeResourcePolicies",
"logs:PutResourcePolicy",
"logs:DescribelLogGroups"”

1,

"Resource": "*"

S st HAE A
AME| HAMZ 2 permissions-policy.jsonXM&trust-policy.jsonstd Mt HAMZ = & E
Ct= AWS CLIE ArE5t0] &S Ao efLCt.

aws iam create-role \
--role-name my-resilience-testing-role \
--assume-role-policy-document file://trust-policy.json

aws iam put-role-policy \
--role-name my-resilience-testing-role \
--policy-name resilience-testing \
--policy-document file://permissions-policy.json

Resilience Hub7} E|AE Al&o| AFESIES EHAENM Hees MHEELICEH
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aws resiliencehubv2 update-test \

--test-id test-id \

--role-name my-resilience-testing-role
CtE AHE Al g
CHS AY EIAE QS| A2, & role chaing AWS FIS AFS & LICH = AlEE AdsE AHoAM LAAE
olO|E{ &S 4+ AWS FIS gfLict 2 Ol 2AAED 0| Qe 4 2laar ZEE 2 A
Moy HAE S T UELICH LAAEDO|H A& S & ¢ M5t T ZE CHad AHo|M e J&E 2
Mgt

LALEDOIH AE A

AEE ddst= AHolM LALER OB Hg S dEELICH M2 HH2 AWS FIS 7+ B AE
2 YA Ut ESE CHiEIA ES 2 0|8 st 5 5{S & LI
NE RS

{

"Version": "2012-10-17"
"Statement": [
{

4

"Sid": "FISTrustPolicy",
"Effect": "Allow",
"Principal": {
"Service": "fis.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "orchestrator-account-id"
.
"ArnLike": {
"aws:SourceArn": "arn:aws:fis:*:orchestrator-account-id:experiment/*"

"Sid": "SelfAssume",
"Effect": "Allow",
"Principal": {

A
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"AWS": "arn:aws:iam::orchestrator-account-id:role/orchestrator-role-name"
iy
"Action": "sts:AssumeRole"
}
]
}

et m
QIAAEDOIE] HEt MM nE HAE HESIof s SUELICH 0|2 S& W&
& AE b S st a2 sHAstD, Ay 24 U =8 FI(|8 oelgd = J{&Lch
AssumeTargetAccountRole E0AM ZF CH& HE & o ARNS LI ELICH.

"Version": "2012-10-17" ,
"Statement": [
{
"Sid": "AssumeTargetAccountRole",
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": [
"arn:aws:iam::target-account-id:role/target-role-name"

"Sid": "FISExperimentlLogging",

"Effect": "Allow",

"Action": [
"logs:CreatelLogDelivery",
"logs:GetLogDelivery",
"logs:UpdatelLogDelivery",
"logs:DeletelLogDelivery",
"logs:ListLogDeliveries"

1,

"Resource": "*"

"Sid": "FISExperimentLogGroupAccess",

"Effect": "Allow",

"Action": [
"logs:DescribeResourcePolicies",
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"logs:PutResourcePolicy",
"logs:DescribelogGroups"”

1,
"Resource": "*"
},
{
"Sid": "FISExperimentLifecycle",
"Effect": "Allow",
"Action": [
"fis:GetExperiment",
"fis:StopExperiment",
"fis:ListExperimentResolvedTargets"
1,
"Resource": "arn:aws:fis:*:orchestrator-account-id:experiment/*"
},
{
"Sid": "OrchestratorTagGetResources",
"Effect": "Allow",
"Action": "tag:GetResources",
"Resource": "*"
},
{
"Sid": "OrchestratorDescribeForTargetResolution",

"Effect": "Allow",
"Action": [

"ec2:DescribelInstances",
ec2:DescribeSubnets",
"ec2:DescribeVpcs",
ec2:DescribeAvailabilityZones",
"ec2:DescribeTransitGateways",
ec2:DescribeTransitGatewayAttachments",
"ec2:DescribeTransitGatewayPeeringAttachments",
ec2:DescribeRouteTables",
"ec2:DescribeManagedPrefixLists",
ec2:GetManagedPrefixListEntries",
"ec2:DescribeVpcEndpoints",
"ec2:DescribeVolumes",
"rds:DescribeDBClusters",
"elasticache:DescribeReplicationGroups",
"elasticache:DescribeCacheClusters",
"ecs:DescribeTasks",
"ecs:ListTasks",

ecs:DescribeServices",
"ecs:DescribeContainerInstances",
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"ecs:DescribeClusters",
"eks:DescribeCluster",
"eks:ListClusters",
"dynamodb:DescribeGlobalTable",
"dynamodb:DescribeTable",
"dynamodb:ListGlobalTables",
"memorydb:DescribeMultiRegionClusters",
"memorydb:DescribeClusters",
"autoscaling:DescribeAutoScalingGroups",
"elasticloadbalancing:DescribeloadBalancers",
"arc-zonal-shift:ListManagedResources",
"arc-zonal-shift:GetManagedResource",
"iam:GetRole",

"iam:ListRoles",

"s3:GetBucketTagging",
"s3:ListAl1MyBuckets",
"s3:GetReplicationConfiguration",
'ssm:DescribeInstanceInformation”

]I

"Resource": "*"

ZF HEAM CHe 2lAAE ZE5ie CHY JE S HMELICH AMZ M2 QI AEDO|H HE0|
0|2 =S E SHBELIC} sts:Externalld 272 71 2t 2 AHAAEY|O|E] HZ&o| ARt
AWS FIS Al&oZ AMgteLIC} aws:PrincipalArn 272 AMEE 2HAEDO|E] &of nxE
L|Ct.
IR =L
{
"Version": "2012-10-17" ,
"Statement": [
{

"Sid": "OrchestratorRoleAssumeRole",
"Effect": "Allow",
"Principal": {

"AWS": "orchestrator-account-id"
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"Action": "sts:AssumeRole",

"Condition": {
"StringlLike": {

"sts:Externalld": "arn:aws:fis:*:orchestrator-account-id:experiment/*"
I
"ArnEquals": {
"aws:PrincipalArn": "arn:aws:iam::orchestrator-account-id:role/orchestrator-
role-name"
}
}
}
]
}
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{
"Version": "2012-10-17" ,
"Statement": [
{

"Sid": "EC2StopAndStartInstances",

"Effect": "Allow",

"Action": [

"ec2:StopInstances",

S HAEE Q3 IAM A AF 350

=20 T



AWS Resilience Hub

0o
1z

02
x

"ec2:StartInstances"

1,

"Resource'": "arn:aws:ec2:*:target-account-id:instance/*"

"Sid": "EC2DescribeInstances",
"Effect": "Allow",

"Action": "ec2:Describelnstances",
"Resource": "*"

"Sid": "EC2EncryptedVolumesKmsGrant",
"Effect": "Allow",
"Action": "kms:CreateGrant",
"Resource": "arn:aws:kms:*:target-account-id:key/*",
"Condition": {
"StringlLike": {
"kms:ViaService": "ec2.*.amazonaws.com"
},
"Bool": {
"kms:GrantIsForAWSResource": "true"
I
"ForAllValues:StringEquals": {
"kms:GrantOperations": ["Decrypt", "CreateGrant"]
},
"StringEquals": {
"kms:GrantConstraintType": "EncryptionContextSubset"
I
"ForAnyValue:StringEquals": {
"kms:EncryptionContextKeys": "aws:ebs:id"

"Sid": "EC2InjectApiError",

"Effect": "Allow",

"Action": "ec2:InjectApiError",

"Resource": "*",

"Condition": {

"ForAnyValue:StringEquals": {
"ec2:FisActionId": [

"aws:ec2:api-insufficient-instance-capacity-error",
"aws:ec2:asg-insufficient-instance-capacity-error"
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"Sid": "AutoScalingDescribe",

"Effect": "Allow",

"Action": [
"autoscaling:DescribeAutoScalingGroups",
"autoscaling:DescribeTags"

1,

"Resource": "*"

"Sid": "ElastiCachelInterruptAzPower",

"Effect": "Allow",

"Action": [
"elasticache:InterruptClusterAzPower",
"elasticache:DescribeReplicationGroups"

]I

"Resource": "arn:aws:elasticache:*:target-account-id:replicationgroup:*"

"Sid": "EBSPauseVolumeIO",
"Effect": "Allow",
"Action": "ec2:PauseVolumeIO",

"Resource": "arn:aws:ec2:*:target-account-id:volume/*"

"Sid": "EBSDescribeVolumes",
"Effect": "Allow",

"Action": "ec2:DescribeVolumes",
"Resource": "*"

"Sid": "NetworkTagManagedNacl",
"Effect": "Allow",
"Action": "ec2:CreateTags",

"Resource": "arn:aws:ec2:*:target-account-id:network-acl/*",

"Condition": {
"StringEquals": {

"ec2:CreateAction": "CreateNetworkAcl",

"aws:RequestTag/managedByFIS": "true"
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}I
{

"Sid": "NetworkCreateManagedNacl",
"Effect": "Allow",
"Action": "ec2:CreateNetworkAcl",
"Resource": "arn:aws:ec2:*:target-account-id:network-acl/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/managedByFIS": "true"

"Sid": "NetworkCreateNaclOnVpc",

"Effect": "Allow",

"Action": "ec2:CreateNetworkAcl",

"Resource": "arn:aws:ec2:*:target-account-id:vpc/*"

"Sid": "NetworkModifyManagedNacl",
"Effect": "Allow",
"Action": [

"ec2:CreateNetworkAclEntry",

"ec2:DeleteNetworkAcl"
1,
"Resource": "arn:aws:ec2:*:target-account-id:network-acl/*",
"Condition": {

"StringEquals": {

"ec2:ResourceTag/managedByFIS": "true"

"Sid": "NetworkDescribe",

"Effect": "Allow",

"Action": [
"ec2:DescribeVpcs",
"ec2:DescribeSubnets",
"ec2:DescribeNetworkAcls",
"ec2:DescribeManagedPrefixLists"

]I

"Resource": "*"
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"Sid": "NetworkReplaceNaclAssociation",
"Effect": "Allow",
"Action": "ec2:ReplaceNetworkAclAssociation",

"Resource": [
"arn:aws:ec2:*:target-account-id:subnet/*",
"arn:aws:ec2:*:target-account-id:network-acl/*"

]

"Sid": "NetworkPrefixListEntries",

"Effect": "Allow",

"Action": "ec2:GetManagedPrefixListEntries",

"Resource": "arn:aws:ec2:*:target-account-id:prefix-list/*"

"Sid": "RDSFailoverCluster",

"Effect": "Allow",

"Action": [
"rds:FailoverDBCluster",
"rds:DescribeDBClusters"”

1,

"Resource": "arn:aws:rds:*:target-account-id:cluster:*"
"Sid": "RDSDescribeForTargetResolution",

"Effect": "Allow",

"Action": "rds:DescribeDBInstances",

"Resource": "arn:aws:rds:*:target-account-id:db:*"

"Sid": "ARCZonalShiftManagedElb",

"Effect": "Allow",

"Action": [
"arc-zonal-shift:StartZonalShift",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:UpdateZonalShift",
"arc-zonal-shift:CancelZonalShift"

1,

"Resource": [

"arn:aws:elasticloadbalancing:*:target-account-id:loadbalancer/app/*",
"arn:aws:elasticloadbalancing:*:target-account-id:loadbalancer/net/*"
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"Sid": "ARCZonalShiftManagedAsgEks",
"Effect": "Allow",
"Action": [
"arc-zonal-shift:StartZonalShift",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:UpdateZonalShift",
"arc-zonal-shift:CancelZonalShift"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"arc-zonal-shift:Resourceldentifier": [
"arn:aws:autoscaling:*:target-account-id:autoScalingGroup:*",
"arn:aws:eks:*:target-account-id:cluster/*"

]
}
}
I
{
"Sid": "ARCZonalShiftList",
"Effect": "Allow",
"Action": "arc-zonal-shift:ListManagedResources",
"Resource": "*"
I
{
"Sid": "TargetResolutionByTags",
"Effect": "Allow",
"Action": "tag:GetResources",
"Resource": "*"
}

—

{
"Version": "2012-10-17" ,
"Statement": [
{
"Sid": "SsmSendCommandOnDocuments",
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"Effect": "Allow",
"Action": "ssm:SendCommand",
"Resource": [

"arn:aws:ssm:*::document/AWSFIS-Run-Network-Packet-Loss-Sources",
"arn:aws:ssm: *: :document/AWSFIS-Run-Network-Packet-Loss-ECS"

]
},
{

"Sid": "SsmSendCommandOnInstances",

"Effect": "Allow",

"Action": "ssm:SendCommand",

"Resource": [
"arn:aws:ec2:*:target-account-id:instance/*",
"arn:aws:ssm:*:target-account-id:managed-instance/*",
"arn:aws:ecs:*:target-account-id:task/*/*"

]

},
{

"Sid": "SsmListAndCancelCommands",

"Effect": "Allow",

"Action": [

"ssm:ListCommands",
"ssm:CancelCommand"
1,
"Resource": "*"
I
{

"Sid": "Ec2DescribeForTargetResolution",

"Effect": "Allow",

"Action": [

"ec2:DescribeInstances",
"ec2:DescribeSubnets"
1,
"Resource": "*"
},
{
"Sid": "EcsDescribeForTargetResolution",

"Effect": "Allow",
"Action": [
"ecs:DescribeTasks",

"ecs:DescribeContainerInstances",

"ecs:ListTasks"

]I

"Resource": [
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"arn:aws:ecs:*:target-account-id:task/*/*",
"arn:aws:ecs:*:target-account-id:container-instance/*/*",
"arn:aws:ecs:*:target-account-id:cluster/*"

]
},
{
"Sid": "EksDescribeCluster",
"Effect": "Allow",
"Action": "eks:DescribeCluster",
"Resource": "arn:aws:eks:*:target-account-id:cluster/*"
},
{
"Sid": "TargetResolutionByTags",
"Effect": "Allow",
"Action": "tag:GetResources",
"Resource": "*"
}
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{
"Version": "2012-10-17" ,
"Statement": [
{
"Sid": "RouteTableDisruptCrossRegion",
"Effect": "Allow",
"Action": [

"ec2:AssociateRouteTable",
"ec2:DisassociateRouteTable",
"ec2:ReplaceRouteTableAssociation",
"ec2:CreateRoute"

1,

"Resource": [
"arn:aws:ec2:*:target-account-id:route-table/*",
"arn:aws:ec2:*:target-account-id:subnet/*"
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"Sid": "RouteTableManagedCreate",
"Effect": "Allow",
"Action": "ec2:CreateRouteTable",
"Resource": "arn:aws:ec2:*:target-account-id:route-table/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/managedByFIS": "true"

"Sid": "RouteTableManagedCreateOnVpc",

"Effect": "Allow",

"Action": "ec2:CreateRouteTable",

"Resource": "arn:aws:ec2:*:target-account-id:vpc/*"

"Sid": "RouteTableManagedDelete",

"Effect": "Allow",

"Action": "ec2:DeleteRouteTable",

"Resource": [
"arn:aws:ec2:*:target-account-id:route-table/*",
"arn:aws:ec2:*:target-account-id:vpc/*"

1,

"Condition": {

"StringEquals": {
"aws:ResourceTag/managedByFIS": "true"

"Sid": "PrefixListManagedCreate",
"Effect": "Allow",
"Action": "ec2:CreateManagedPrefixList",
"Resource": "arn:aws:ec2:*:target-account-id:prefix-list/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/managedByFIS": "true"

"Sid": "PrefixListManagedModifyDelete",
"Effect": "Allow",
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"Action": [
"ec2:DeleteManagedPrefixList",
"ec2:ModifyManagedPrefixList"
1,
"Resource": "arn:aws:ec2:*:target-account-id:prefix-list/*",
"Condition": {
"StringEquals": {

"aws:ResourceTag/managedByFIS": "true"
}
}
},
{

"Sid": "NetworkInterfaceManagedCreate",

"Effect": "Allow",

"Action": "ec2:CreateNetworkInterface",

"Resource": "arn:aws:ec2:*:target-account-id:network-interface/*",

"Condition": {

"StringEquals": {
"aws:RequestTag/managedByFIS": "true"
}
}
I
{

"Sid": "NetworkInterfaceManagedCreateOnSubnetAndSg",

"Effect": "Allow",

"Action": "ec2:CreateNetworkInterface",

"Resource": [
"arn:aws:ec2:*:target-account-id:subnet/*",
"arn:aws:ec2:*:target-account-id:security-group/*"

]

},
{

"Sid": "NetworkInterfaceManagedDelete",

"Effect": "Allow",

"Action": "ec2:DeleteNetworkInterface",

"Resource": "arn:aws:ec2:*:target-account-id:network-interface/*",

"Condition": {

"StringEquals": {
"aws:ResourceTag/managedByFIS": "true"
}
}
I
{

"Sid": "FISCreateTags",
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"Effect": "Allow",

"Action": "ec2:CreateTags",

"Resource": [
"arn:aws:ec2:*:target-account-id:route-table/*",
"arn:aws:ec2:*:target-account-id:prefix-list/*",

"arn:aws:ec2:*:target-account-id:network-interface/*",
arn:aws:ec2:*:target-account-id:security-group/*"

1,
"Condition": {
"StringEquals": {
"aws:RequestTag/managedByFIS": "true"

"Sid": "Ec2NetworkDescribeAndRead",
"Effect": "Allow",
"Action": [
"ec2:DescribeRouteTables",
"ec2:DescribeSubnets",
ec2:DescribeVpcs",
"ec2:DescribeVpcPeeringConnections",
ec2:DescribeNetworkInterfaces",
"ec2:DescribeManagedPrefixLists",
ec2:DescribeVpcEndpoints",
"ec2:DescribeSecurityGroups",
ec2:GetManagedPrefixListEntries",
"ec2:DescribeTransitGateways",
ec2:DescribeTransitGatewayAttachments",
"ec2:DescribeTransitGatewayPeeringAttachments",

1,

"Resource": "*"

ec2:DescribeInstances"”

"Sid": "TgwDisruptCrossRegion",

"Effect": "Allow",

"Action": [
"ec2:AssociateTransitGatewayRouteTable",
"ec2:DisassociateTransitGatewayRouteTable"

]I

"Resource": [

"arn:aws:ec2:*:target-account-id:transit-gateway-route-table/*",
"arn:aws:ec2:*:target-account-id:transit-gateway-attachment/*"

360



AWS Resilience Hub At

]

0o
1z
0%
x

1,
{
"Sid": "VpcEndpointDisrupt",
"Effect": "Allow",
"Action": "ec2:ModifyVpcEndpoint",
"Resource": [
"arn:aws:ec2:*:target-account-id:vpc-endpoint/*",
"arn:aws:ec2:*:target-account-id:security-group/*"

"Sid": "VpcEndpointSecurityGroupManaged",

"Effect": "Allow",

"Action": [
"ec2:CreateSecurityGroup",
"ec2:DeleteSecurityGroup",
"ec2:RevokeSecurityGroupEgress"

1,

"Resource": [
"arn:aws:ec2:*:target-account-id:security-group/*",
"arn:aws:ec2:*:target-account-id:vpc/*"

"Sid": "SsmSendCommandOnDocuments",

"Effect": "Allow",

"Action": "ssm:SendCommand",

"Resource": [
"arn:aws:ssm:*::document/AWSFIS-Run-Network-Packet-Loss-Sources",
"arn:aws:ssm: *::document/AWSFIS-Run-Network-Packet-Loss-ECS"

"Sid": "SsmSendCommandOnInstances",

"Effect": "Allow",

"Action": "ssm:SendCommand",

"Resource": [
"arn:aws:ec2:*:target-account-id:instance/*",
"arn:aws:ssm:*:target-account-id:managed-instance/*",
"arn:aws:ecs:*:target-account-id:task/*/*"
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"Sid": "SsmListAndCancelCommands",
"Effect": "Allow",
"Action": [
"ssm:ListCommands",
"ssm:CancelCommand"

1,

"Resource": "*"

"Sid": "EcsDescribeForTargetResolution",

"Effect": "Allow",

"Action": [

"ecs:DescribeTasks",
"ecs:DescribeContainerInstances",
"ecs:ListTasks"

1,

"Resource": [
"arn:aws:ecs:*:target-account-id:task/*/*",
"arn:aws:ecs:*:target-account-id:container-instance/*/*",
"arn:aws:ecs:*:target-account-id:cluster/*"

"Sid": "EksDescribeCluster",

"Effect": "Allow",

"Action": "eks:DescribeCluster",

"Resource": "arn:aws:eks:*:target-account-id:cluster/*"

"Sid": "DynamoDbGlobalTablePauseReplication",

"Effect": "Allow",

"Action": [
"dynamodb:PutResourcePolicy",
"dynamodb:GetResourcePolicy",
"dynamodb:DeleteResourcePolicy",
"dynamodb:DescribeTable",
"dynamodb:InjectError"

1,

"Resource": "arn:aws:dynamodb:*:target-account-id:table/*"
"Sid": "S3PauseReplicationConfiguration",

"Effect": "Allow",

"Action": [
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"s3:PutReplicationConfiguration",

"s3:GetReplicationConfiguration"
1,
"Resource": "arn:aws:s3:::*",
"Condition": {

"BoolIfExists": {

"s3:IsReplicationPauseRequest": "true"
}
}
I
{

"Sid": "S3PauseReplication",

"Effect": "Allow",

"Action": "s3:PauseReplication",

"Resource": "arn:aws:s3:::*"

I
{

"Sid": "S3ListAllBuckets",

"Effect": "Allow",

"Action": "s3:ListAllMyBuckets",

"Resource": "*"

I
{

"Sid": "MemoryDbMultiRegionPauseReplication",

"Effect": "Allow",

"Action": [
"memorydb:PauseMultiRegionClusterReplication",
"memorydb:DescribeMultiRegionClusters"

1,

"Resource": "arn:aws:memorydb::target-account-id:multiregioncluster/*"

},
{

"Sid": "TargetResolutionByTags",

"Effect": "Allow",

"Action": "tag:GetResources",

"Resource": "*"

}

-
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"Version": "2012-10-17" ,
"Statement": [
{
"Sid": "SsmSendCommandOnDocuments",
"Effect": "Allow",
"Action": "ssm:SendCommand",
"Resource": [
"arn:aws:ssm: *::document/AWSFIS-Run-Network-Packet-Loss-Sources",
"arn:aws:ssm:*::document/AWSFIS-Run-Network-Packet-Loss-ECS"

]
.
{

"Sid": "SsmSendCommandOnInstances",

"Effect": "Allow",

"Action": "ssm:SendCommand",

"Resource": [
"arn:aws:ec2:*:target-account-id:instance/*",
"arn:aws:ssm:*:target-account-id:managed-instance/*",
"arn:aws:ecs:*:target-account-id:task/*/*"

]

.
{

"Sid": "SsmListAndCancelCommands",

"Effect": "Allow",

"Action": [

"ssm:ListCommands",
"ssm:CancelCommand"
1,
"Resource": "*"
},
{

"Sid": "Ec2DescribeForTargetResolution",

"Effect": "Allow",

"Action": [

"ec2:DescribeInstances",
"ec2:DescribeSubnets"
1,
"Resource": "*"
.
{
"Sid": "EcsDescribeForTargetResolution",
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"Effect": "Allow",

"Action": [
"ecs:DescribeTasks",
"ecs:DescribeContainerInstances",
"ecs:ListTasks"

1,

"Resource": [
"arn:aws:ecs:*:target-account-id:task/*/*",
"arn:aws:ecs:*:target-account-id:container-instance/*/*",
"arn:aws:ecs:*:target-account-id:cluster/*"

]

I

{
"Sid": "EksDescribeCluster",
"Effect": "Allow",
"Action": "eks:DescribeCluster",
"Resource": "arn:aws:eks:*:target-account-id:cluster/*"

I

{
"Sid": "TargetResolutionByTags",
"Effect": "Allow",
"Action": "tag:GetResources",
"Resource": "*"

}

]
}
g S ddstn HAE 14
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aws iam create-role \
--role-name my-orchestrator-role \
--assume-role-policy-document file://orchestrator-trust-policy.json

aws iam put-role-policy \
--role-name my-orchestrator-role \
--policy-name resilience-testing-orchestrator \
--policy-document file://orchestrator-permissions-policy.json
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aws iam create-role \
--role-name my-target-role \
--assume-role-policy-document file://target-trust-policy.json

aws iam put-role-policy \
--role-name my-target-role \
--policy-name resilience-testing-target \
--policy-document file://target-permissions-policy.json
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aws resiliencehubv2 update-test \
--test-id test-id \
--role-name my-orchestrator-role
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aws resiliencehubv2 update-service \
--service-arn "arn:aws:resiliencehub:us-east-1:123456789012:service/my-
service:abcl123" \
--report-configuration '{"reportOutputs": [{"s3": {"bucketPath": "my-report-bucket",
"bucketOwner": "123456789012"}}]1}"

EXt Heholl= CHY HA!s3:PutObjecto|E F045t= Tetk 20| Rlo{of & LICH Ctg o Aol M
%

{
"Version": "2012-10-17" ,
"Statement": [
{
"Effect": "Allow",
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::my-report-bucket/*"
}
]
}
® Note

HZloHe| HMFALE AF835lE ZbucketPath(0d: my-report-bucket/reports) 210]
et 2lAaA0 HAE RI™ELICHO: arn:aws:s3: : :my-report-bucket/reports/*).
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# List your vl applications
aws resiliencehub list-apps
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# Import a vl application to a next generation Resilience Hub service
aws resiliencehubv2 import-app \
--vl-app-arn "arn:aws:resiliencehub:us-east-1:123456789012:app/my-app:..."

# Import a vl policy to a next generation Resilience Hub policy
aws resiliencehubv2 import-policy \
--vl-policy-arn "arn:aws:resiliencehub:us-east-1:123456789012:resiliency-policy/..."
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aws resiliencehubv2 start-failure-mode-assessment \

--service-arn "arn:aws:resiliencehub:...
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IAM Z£01M AWS IAM 2482 MAE 4 UALICH AFSRE I AlZ| HAS M OHeD 22
A._'El K-IKHO A'.R%I-L_“:'._

"Version": "2012-10-17" ,
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "resiliencehub.amazonaws.com"

iy

"Action": "sts:AssumeRole",
"Condition": {}

gl_l- o o O —
Ao = M LI W BEIE AsH AWS MEIA0] CHEF 947| H18 ML HEHS SodLic

(® Note

AWSResilienceHubV2AssessmentExecutionPolicy= O|™E CH
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esilience Hub= AWSResilienceHubServiceRolePolicy #2238 HEE AIE35l04 MH|
A 0i74 odste RIS 0= AMASH|CH

Terraform AEH @l SHA|A HEH

%t MICH Resilience Hub AMH|A0] Terraform &ME{ IS Z &5}
Amazon S3 HZ!0l| A Terraform IS 212 = U= HEE A

{
"Version": "2012-10-17" ,
"Statement": [
{
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::s3-bucket-name/path-to-state-file"
by
{
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::s3-bucket-name"
}
]
}
SR E|AES 9I3HIAM AF o3t
SHHEHAEET AL ZEE FUSHT S AWS Fault Injection Service 7HE 3= 1AM 3 EH 04| M
MYELICH TR Met2 ElAE HES0) et DEXIH O Y AY YOS AN BHAEE M2 o
2 o3 RS ASHLICH Z ElAEO] CHEH A2] U HEt WM MMS ISR SR HAEE
I3t IAM AJ3H o8t

Amazon EKS H&t

Amazon EKS 2 2{AEE RIAM|CH Resilience Hub MH|AM| Z8 6= A< CHS 3EAH Z 2 M|A0] 2}
Kubernetes g 7| H M| A X|0{(RBAC)E At& 3101 Amazon EKS 2HAES| 7 HIOIEE ¢S

=
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O|ZA &t ZE HYAH O|A0M & 28 Kubernetes 2IA A0 CHEH REAMICH Resilience Hub 17| &
2 HM|A HEto| £odFL|C.

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: resilience-hub-eks-access-cluster-role
rules:
- apiGroups:
resources:
- pods
- replicationcontrollers
- nodes
- services
verbs:
- get
- list
- apiGroups:
- apps
resources:
- deployments
- replicasets
verbs:
- get
- list
- apiGroups:
- policy
resources:
- poddisruptionbudgets
verbs:
- get
- list
- apiGroups:
- autoscaling.k8s.io
resources:
- verticalpodautoscalers
verbs:
- get
- list
- apiGroups:
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- autoscaling

resources:

- horizontalpodautoscalers

verbs:
- get
- list
- apiGroups:

- karpenter.sh

resources:

- provisioners
- nodepools

verbs:
- get
- list
- apiGroups:

- karpenter.k8s.aws

resources:

- awsnodetemplates
- ec2nodeclasses

verbs:
- get
- list
apiVersion:
kind: Cluste
metadata:
name: resi
subjects:
- kind: Gr
name: re

apiGroup:

roleRef:
kind: Clus
name: resi
apiGroup:

EOF

rbac.authorization.k8s.io/v1
rRoleBinding

lience-hub-eks-access-cluster-role-binding

oup
silience-hub-eks-access-group
rbac.authorization.k8s.io

terRole
lience-hub-eks-access-cluster-role
rbac.authorization.k8s.io

2CHA|: IAM 23& 2 Kubernetes 1201 O Z

MadstIAM B S
OH A
o

Amazon EKS

Ire
A % (F&) EE aws-auth ConfigMap2 AFR & 4 U&LICt
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aws eks create-access-entry \
--cluster-name cluster-name \

--principal-arn arn:aws:iam::ACCOUNT-ID:role/ResilienceHubRole \
--type STANDARD \

--kubernetes-groups '["resilience-hub-eks-access-group"]'

M B: aws-auth ConfigMap AF&

S AE0|M CO FIG_MAP EE= API_AND_CONFIG_MAP QI1& 2
ConfigMap2 HEE = JU&LICh

M
>
oo
g'l_l
rr
ox
40
jul

Al aws-auth

eksctl AFR

eksctl create iamidentitymapping \
--cluster cluster-name \
--region region \
--arn arn:aws:iam::ACCOUNT-ID:role/ResilienceHubRole \
--group resilience-hub-eks-access-group \
--username AwsResilienceHubAssessmentEKSAccessRole

kubectl edit -n kube-system configmap/aws-auth

CllO|E{ MlA49| mapRoles ofzof O|& F7+&FLICt.

- groups:
- resilience-hub-eks-access-group
rolearn: arn:aws:iam::ACCOUNT-ID:role/ResilienceHubRole
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AwsResilienceHubAssessmentEKSAccessRole

username:

3EHA: =l

RBAC 2|AA 7} EXi5tD &

kubectl get clusterrole resilience-hub-eks-access-cluster-role
kubectl describe clusterrolebinding resilience-hub-eks-access-cluster-role-binding

FR(SMA):
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Q
x
>
og
ffo

aws eks describe-access-entry \
--cluster-name cluster-name \
--principal-arn arn:aws:iam::ACCOUNT-ID:role/ResilienceHubRole

a4

rr

P

[e]l]

aws-auth ConfigMap(2/M B)E A

kubectl get configmap aws-auth -n kube-system -o yaml | grep -A 3 "ResilienceHubRole
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« 7| ID(A: 1234abcd-12ab-34cd-56ef-1234567890ab)

« 7| ARN(H|: arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab)

« HE O|F(M: alias/my-key)
HE ARN(M: arn:aws:kms:us-west-2:111122223333:alias/my-key)

T B2l 718 RIYEI2AH , CreateService CreateSystem®EE CreatePolicy API &g 3
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CIS 7| YA RIMICH Resilience Hub7}t 7|18 A SIES S ELICE 7|71 EH ElAA0EH AIEE
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{

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowResilienceHubDescribeKey",
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"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::CUSTOMER-ACCOUNT-ID:role/CUSTOMER-ROLE"

iy
"Action": "kms:DescribeKey",
"Resource": "*",

"Condition": {
"StringEquals": {
"kms:ViaService": "resiliencehub.REGION.amazonaws.com"

"Sid": "AllowResilienceHubEncryptDecryptForServices",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::CUSTOMER-ACCOUNT-ID:role/CUSTOMER-ROLE"
I
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "resiliencehub.REGION.amazonaws.com"
I
"StringlLike": {
"kms:EncryptionContext:aws:resiliencehub:service-arn":
"arn:aws:resiliencehub:*:CUSTOMER-ACCOUNT-ID:sexrvice/*"
}

"Sid": "AllowResilienceHubEncryptDecryptForSystems",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::CUSTOMER-ACCOUNT-ID:role/CUSTOMER-ROLE"
I
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:GenerateDataKey"
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1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "resiliencehub.REGION.amazonaws.com"
I
"StringlLike": {
"kms:EncryptionContext:aws:resiliencehub:system-arn":
"arn:aws:resiliencehub:*:CUSTOMER-ACCOUNT-ID:system/*"
}

"Sid": "AllowResilienceHubEncryptDecryptForPolicies",
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::CUSTOMER-ACCOUNT-ID:role/CUSTOMER-ROLE"

I
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "resiliencehub.REGION.amazonaws.com"
I
"StringlLike": {
"kms:EncryptionContext:aws:resiliencehub:policy-arn":
"arn:aws:resiliencehub:*:CUSTOMER-ACCOUNT-ID:policy/*"
}

"Sid": "AllowResilienceHubCreateGrantForAsyncWorkflows",
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::CUSTOMER-ACCOUNT-ID:role/CUSTOMER-ROLE"

iy
"Action": "kms:CreateGrant",
"Resource": "*",

"Condition": {
"StringEquals": {
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"kms:ViaService": "resiliencehub.REGION.amazonaws.com",
"kms:GrantConstraintType": "EncryptionContextSubset"
},
"StringLike": {
"kms:EncryptionContext:aws:resiliencehub:service-arn":
"arn:aws:resiliencehub:*:CUSTOMER-ACCOUNT-ID:sexrvice/*"

iy
"ForAllValues:StringEquals": {
"kms:GrantOperations": [

"Encrypt",
"Decrypt",
"GenerateDataKey"
]
}
}
}
]
}
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"encryptionContext": {
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"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLE:session-name",
"arn": "arn:aws:sts::111122223333:assumed-role/YourRole/session-name",
"accountId": "111122223333",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/YourRole",
"accountId": "111122223333",

"userName": "YourRole"
}

},

"invokedBy": "resiliencehub.amazonaws.com"
},
"eventTime": "2026-01-15T10:07:2272",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
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"sourceIPAddress": "resiliencehub.amazonaws.com",
"userAgent": "resiliencehub.amazonaws.com",
"requestParameters": {
"granteePrincipal": "resiliencehub.amazonaws.com",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
"retiringPrincipal": "resiliencehub.amazonaws.com",
"operations": [
"Decrypt",
"GenerateDataKey",
"Encrypt"
1,

"constraints": {
"encryptionContextSubset": {

"aws:resiliencehub:service-arn": "arn:aws:resiliencehub:us-

west-2:111122223333:service/my-service:abcl23"
}

1,
"responseElements": {
"grantId":

"Qab0ac0d0b000f00eaddccaleddfcOdbcedddcO00fO000000cObc@a®@@@aaatSAMPLE",

"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
},
"requestID": "ff000af-00eb-00ce-0e00-ea@@0fb0fba@SAMPLE",
"eventID": "56d4e434-abb6-4dd7-8558-ad38560d03b1",
"readOnly": false,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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"eventVersion": "1.11",

"userIdentity": {
"type": "AWSService",

"invokedBy": "resiliencehub.amazonaws.com"
},
"eventTime": "2026-01-15T11:18:36Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",
"sourceIPAddress": "resiliencehub.amazonaws.com",
"userAgent": "resiliencehub.amazonaws.com",

"requestParameters": {
"numberO0fBytes": 32,
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"encryptionContext": {
"aws:resiliencehub:service-arn": "arn:aws:resiliencehub:us-
west-2:111122223333:service/my-service:abc123",
"aws-crypto-public-key": "AwAnnorjRE
+DFQYIuDKjGEv1Xwro5Rdiegk8f1lmgq7m@N. . ."
}
b

"responseElements": null,

"requestID": "c5bedc9b-e6d6-45f8-b121-c9851a3d718a",
"eventID": "e839a7ed-e4a9-32a3-b92a-2c7237a40c82",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}
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"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

Decrypt

API Etlg B3l BlAAE ZAs 7L B 2 ERT} ofFol KMEE ClOIEIS *2lg mf &hAlCH
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"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLE:session-name",
": Marn:aws:sts::111122223333:assumed-role/YourRole/session-name",
"accountId": "111122223333",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/YourRole",
"accountId": "111122223333",

"arn

"userName": "YourRole"
}

I

"invokedBy": "resiliencehub.amazonaws.com"
I
"eventTime": "2026-01-15T11:27:497",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-west-2",
"sourceIPAddress": "resiliencehub.amazonaws.com",
"userAgent": "resiliencehub.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"encryptionContext": {
"aws:resiliencehub:service-arn": "arn:aws:resiliencehub:us-
west-2:111122223333:service/my-service:abc123",
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"aws-crypto-public-key": "A/9P3BCO5WjeQONZR1fBiEqWKEse/

Yk11Mxd2VIh2ED5. . ."
}
iy

"responseElements": null,
"requestID": "30f8e9bc-4e0@a-4359-8bc3-8278ef42c206",

"eventID": "195ef@70-c952-4c28-9883-29bca297a0@8c",

"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"recipientAccountId": "111122223333",

"eventCategory": "Management"
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"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",

"principalId": "AROAEXAMPLE:session-name",

"arn": "arn:aws:sts::111122223333:assumed-role/YourRole/session-name",

"accountId": "111122223333",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/YourRole",
"accountId": "111122223333",
"userName": "YourRole"
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}
I
"invokedBy": "resiliencehub.amazonaws.com"
I
"eventTime": "2026-01-15T10:07:13Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-west-2",
"sourceIPAddress": "resiliencehub.amazonaws.com",
"userAgent": "resiliencehub.amazonaws.com",
"requestParameters": {
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

iy

"responseElements": null,

"requestID": "e427932c-448b-49aa-88el-b311c27ba753",
"eventID": "48c596a5-83c7-4603-b0Ocf-bedff2548623",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

KtAMIS| ot 7|

CHS 2laA0iM Z|of CHet F:7F HEE #Hlg =+ U&LIch

lj
b

« AWS Key Management Service 7|2 7H'Zoil CHEt RtA[EF LI 2 AWS Key Management Service 7H
gt XF OHLHME R ESHMIR.

« S| Eot ] Abed|of CHEF AWS Key Management Service XFAIEH LI& 2 AWS Key Management
Service et A} OHLHME & X SHAIL.
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CloudTrail O|HE 2Z4

Xt MICH Resilience Hub= AWS CloudTrail (CloudTrail) 2t S&HELICtH 2ZE API &2 ®HAICH
Resilience Hub 2£ 9| & 2! ®x}M|CH Resilience Hub APIO| CHEt T2 a2 Ql 8HAl &2 I §5}04
CloudTrailol| O|HIEZ 2 ZE|L|C}.

K| E|= &HAMICH Resilience Hub O|HIE

Ct=2 8 Zeslod 2 E &HAMICH Resilience Hub API 21212 CloudTrailoll 2 2 &/ L|Ct.

3= k=l O|HE oA

Al AH] CreateSystem ,DeleteSystem , GetSystem , ListSyste
ms

MH[A CreateService ,UpdateService ,DeleteService ,
ListServices

Sk CreateResiliencePolicy ,UpdateResiliencePo

licy , DeleteResiliencePolicy

o} StartFailureModeAssessment , GetFailur
eModeAssessment ,ListFailureModeFindings
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3= k=] O|HIE of| x|

Discovery StartServiceTopologyDiscovery , ListDepen
dencies , ClassifyDependency

SE/2 HAE CreateTest , GetTest, ListTests , UpdateTest ,
DeleteTest ,StartTestRun , StopTestRun , GetTestRu
n ,ListTestRuns ,ListTestTemplates , GetTestTe
mplate , PutTestSources ,DeleteTestSources
ListTestSources ,ListTestRunSources ,ListTestR
unEvents , ListResolvedTestRunTargetResources

CloudTrail O|HE of| Al

C}2 & StartFailureModeAssessment APl 3 Z0{ Ci &t CloudTrail O|HIE S| of &IL|LC}.

"eventVersion": "1.08",
"eventSource": "resiliencehub.amazonaws.com",
"eventName": "StartFailureModeAssessment",
"awsRegion": "us-east-1",
"sourceIPAddress": "203.0.113.1",
"userAgent": "aws-cli/2.x",
"requestParameters": {
"serviceArn": "arn:aws:resiliencehub:us-east-1:123456789012:service/
checkout:abc123"
.
"responseElements": {
"assessmentId": "alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"status": "PENDING"

EventBridge & &l

LIEj2igt 4 QlaLich Of2f#t TS CHE AWS AMHIAOIA &ele E278 4 AaLich o2 Sof
AT B2 Tbo} 2R ELE A E4 40| H7AE mi0CH Amazon SNS FRI0] A3 E ELiE RS

g =+ A&LICH

Amazon EventBridgeE AtE5tH O|HIE T|HF 722 AFE 504 AFAM|CH Resilience Hub2| E[AAE 2
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EventBridge T+=! & O|HIE mi&oi| CHEt RHM[EH LHE2 EventBridgel| O|HE 5! O|HE THEZ F =X
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At MICH Resilience HubE AAE AFE35I0d 2E O|HEE LHEYL|Ctaws. resiliencehub. AHA|CH
Resilience Hub2| O|HIEQ} U X|A|7|24TH O|HIE THEIOf|O| AA T} ZE&E[o{of ELICH EH O|HE &
ot UX|GHEEE 7|EC 2 FIIE EE{3detail-typed = U&LICH

EventBridge 2£01 O|HE mEE 235Ut 2o{doc{t L IiE 2 SHE MEELICH fR8E
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6. CtE=S MEgLIC

7. O|HE AA0| AL 7|27t AWS O|HIEE OCHZE SLCH.

8. O|HIE mEO|M L ZHE i=2d8 MEdFhLCt

9. "source": ["aws.resiliencehub"]%} YX[detail-typeAlZ[E{=7t Z &= O[HE THH
2 U5t HLE 204 E&LICH ofAl= O[HIE THE 3! O[HIE of A MME EZSHMR.
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"source": ["aws.resiliencehub"],
"detail-type": ["Failure Mode Assessment Completed"]

"source": ["aws.resiliencehub"],
"detail-type": ["Failure Mode Assessment Failed"]
}
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"source": ["aws.resiliencehub"],

"detail-type": ["New Dependency Discovered"]

xFMICH Resilience HubOllA 2 & O|HIE 41EH

—_ =1

Cl2 I{E2 3ol 2tAHIgi0| 2 E Oo|HEM A X|&L|Ct.
{
"source": ["aws.resiliencehub"]
}

S oE2 A7t =2 Z20E st ol A Brtet UR|E

{
"source": ["aws.resiliencehub"],
"detail-type": ["Failure Mode Assessment Completed"],
"detail": {
"highSeverityCount": [{"numeric": [">", 0]}]
}
}

r
oolI

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",

"detail-type": "Failure Mode Assessment Completed",
"source": "aws.resiliencehub",

301l CHet oAl O|HIEE MSE LICH

FL|C}.

EventBridge & &

407



AWS Resilience Hub

0o
1z

02
x

"account": "111122223333",
"time": "2026-01-15T10:30:00Z",
"region": "us-east-1",
"resources": [
"arn:aws:resiliencehub:us-east-1:111122223333:service/my-service:abcl23"
1,
"detail": {
"assessmentId": "alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"status": "SUCCESS",
"findingsCount": 5,
"highSeverityCount": 2

detail 4X|= CIS HEE T &ELICH

Zc HH

assessmentId 2t2E oto| s AERLct.

status Bt SEfILict. 2t SUCCESS.
findingsCount AHE Ao e RA Auto| & #=luct.
highSeverityCount AEE MZ T =2 ZA Zoto| =Lt

{
"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Failure Mode Assessment Failed",
"source": "aws.resiliencehub",
"account": "111122223333",
"time": "2026-01-15T10:30:00Z",
"region": "us-east-1",
"resources": [

"arn:aws:resiliencehub:us-east-1:111122223333:service/my-service:abcl23"

1,
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"detail": {
"assessmentId": "alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"status": "FAILED",
"failureReason": "Unable to assume the invoker role specified in the service
configuration."

}

detail A& Chg HEE ZFELICHL

Zc MY

assessmentId Aist Wrto| 1R AlMEXtILICH
status Lot e ILICH gk FAILED.
failureReason Lot Aot o|gof cHer B ILICEH

Al 2= ™It 7| o|HIE

CHE2 X[E #2l& sl B717t C7| Y W Ydst= O[HIE S| o JLICH BIH7F RAIZ [T 24 A]

ZF o|Lhof 2 = ELICE.

{
"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Failure Mode Assessment Queued",
"source": "aws.resiliencehub",
"account": "111122223333",
"time": "2026-01-15T10:30:00Z",
"region": "us-east-1",
"resources": [
"arn:aws:resiliencehub:us-east-1:111122223333:service/my-service:abcl23"
1,
"detail": {
"assessmentId": "alb2c3d4-5678-90ab-cdef-EXAMPLE22222"
}
}

detail Z4A|

rr

CtE 228 Z&ELCH

EventBridge & &

409



AWS Resilience Hub

]

=

Ad04
= o

assessmentId CHZ| ¢l Hote| ns AlgXIQIL|CE

CHZ| S B7t7t

2tE2E|M YO Failure Mode Assessment Completed EE&= Failure Mode

Assessment Failed O|HIE 7} gfAiEtL|CT.

ol 2= A1 HEE oHE
CtE22 A 2= Aot siAE T 2 S EAIE M Ydlsts o|HIE Q| of &ILICH
{

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",

"detail-type": "Failure Mode Finding Resolved",

"source": "aws.resiliencehub",

"account": "111122223333",

"time": "2026-01-15T10:30:00Z",

"region": "us-east-1",

"resources": [
"arn:aws:resiliencehub:us-east-1:111122223333:service/my-service:abcl23"

1)

"detail": {
"findingId": "alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"status": "RESOLVED",
"severity": "HIGH",
"category": "SINGLE_POINT_OF_FAILURE"

}

}

detail A Chg HEE ZEefLICHL

ME

E
findingId
status

severity

SHAE Zduto| 1 AlMEXQILICEH
sHZ2 AEfQIL|Ct. Zt: RESOLVED, IRRELEVANT .

Zuto| Mzt lL|Ct. Zk: HIGH, MEDIUM, LOW.
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Zc MH
category Alm 2= #4304, SINGLE_POINT_OF_FA
ILURE SHARED_FATE ).
ME2 ZSE5H ZM o|HIE
CIE2 349 AMolM My|Ao] CHEt M S48 AEE m 2M5t= O[HES| of /ILICH O] O|HE
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"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "New Dependency Discovered",
"source": "aws.resiliencehub",
"account": "111122223333",
"time": "2026-01-15T10:30:00Z",
"region": "us-east-1",
"resources": [
"arn:aws:resiliencehub:us-east-1:111122223333:service/my-service:abcl23"
1,
"detail": {
"dependencyId": "alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"dependencyName": "S3",
"dnsName": "s3.us-east-1.amazonaws.com."
"location": "us-east-1",
"provider": "AWS",
"sourceRegions": [
"us-east-1",
"us-west-2"

e

=] =k

dependencyId AME S&-Eo| 17 AERHLCH
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dependencyName F45/89| 0|&(0dl: AWS MH|A O[8).

dnsName MH|A0|M &40t S4l5t= ol AH&35t= DNS 0|§ &
L|Ct.

location S&440| ZAEE|E AWS 21 £ R|QLIct

provider L8 SSAJLICE gtoll= AwS, ThirdParty 7t Z&

sourceRegions MH|AT7H0| 34580 S4lste 2Lt

2 [ g2l et = XIMICH Resilience Hub X|EE 7|Hto 2

CtE oAM= 2h= AMB|A0] CHEH 7184 SLO HAME Hd8E = Q12 I EClHElE BEE MME
L|Ctmy-service.

aws cloudwatch put-metric-alarm \

--alarm-name "ResilienceHub-PolicyNotAchievable-AvailabilitySlo" \

--metric-name "PolicyAchievable" \

--namespace "ResilienceHub" \

--dimensions Name=Service,Value=my-service Name=PolicyComponent,Value=AvailabilitySlo
\

--statistic Minimum \

--period 86400 \

--threshold 1 \

--comparison-operator LessThanThreshold \

--evaluation-periods 1 \

--treat-missing-data notBreaching \

--alarm-actions "arn:aws:sns:us-east-1:123456789012:resilience-hub-alerts"

0

RtAMICH Resilience HubOll CHE CloudWatch B2 A 412



o4
o

AWS Resilience Hub M

nx

x

Ol 2= G7t 7[zte| BrlolM MM EHE = QICt T BN | (X|E 71 0.0) ALARM & EHE TI2tE
LICt --treat-missing-data notBreaching MM O|O|E ZIEJ} Qi M "7t Zholl BET;
EE|HEIX| §f= 5 ELch

AWS 7’8ol E ZF AWS AMH[20f CiEF O MEtol2t L st 7|8 & F 0| U&LICH EE| BAIEX]
e et 4 gETF2 AWS S| RELICH UF YT ol CHet B7HE Y + URIB CHE €T
2 =8 & gLt

Service Quotas

L2 E o= xHAMICH Resilience Hub2| 20| LIQIE|0q Q& LCE.

# Resource 712 g9 Z¥7ts
1 S AEHE AAE AWS 2™ 500 of|

2 = AEE MHH|A AWS 2™ 100 ofl

3 AARE AL XE 04 20 ot
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15 HAE HEE2/H HAE 1 ofL|R
=22/21 | AE =0 A A8 AWS Fault Injection ServiceZ/Z2 AWS FIS AH|A ST BIAE Al
o= MEELICH of7[oll= =[ICH &€ A™ ok x(ICH 2 7(zhol| CiEt &€ F 2o ZEEL|Ct XpAIEH
LI 2 &g 3l X8 ALEHE 2 X5 AWS Fault Injection Service.
StE K|t
ChE g2 =2 + gLt
# Resource =~ k)
1 = AHEE AlA WS 2| (%[CH) 1,000
2 MHIAEH 9123 AA(%|CH) 100
3 MHIAZ 2| A A (ZICH) 1,000
4 AAEE AL AL 047 (ZICH) 100
5 MH|AT TR AE 48 ARNs 5
6 Y Mu|AE Foll 2= Bt 2§ 2
LT B
Service Quotas &2 AF&3t7HLE AWS Support0l] £2|5t04 X 7ts8t €S H SIHE QL¥E =+

&Lt

Service QuotasE A2

1. Service Quotas 2&£ 2 L]

5104

EFAH &}
= R (=]

2.

oA AWS MH|A
3. AWS Resilience HUbE

M=

Ct

414


https://docs.aws.amazon.com/fis/latest/userguide/fis-quotas.html
https://console.aws.amazon.com/servicequotas/

JLIct.
LICH.

H

IE
.l

.I

Y
_|

H

1. AWS X|

4. MH|AZ Resilience HubE

AWS Resilience Hub
AWS SupportE
2. A3

O|LHoll M2 LCt.

3
H

1 7|&

o2 B

OolH
= L=

ol

R

P

~
Klo
o

o
ol

74
=

[}

A

=
L

%t MICH Resilience HUDE At

—

—

I MICH Resilience Hub

| Al 0i| A

=HA

A
« AWS Organizations 74 £

|_|
i}

L|

10

Wy
S

==
1o

ok

I[

K]

-,

oll

Ao A of

415

il

1o

53
i3]


https://console.aws.amazon.com/support/home

ol
nx
0%
x

AWS Resilience Hub At

CHS Zol= 7tsEh 2l o2 ¢#o| Lo AU&LCH.

20l £FM

FE5E2 A IP(ODNS o) E A 8" L B4 ZM2 DNS #Helof o|EELICH IP 4R O|F

C}. Offl A2 AME|X| gt&LICH IP 7|8 S&HE2 =5
o2 FXMErLC}.

VPCO i BlAA At VPC7} Ot=l Lambda & 4= Route 53 d{A17| EIE

MASHKR| ot & LICH LambdaZ VPCO| 4235 HLE &
Mg 220z FXEH|C]

359 717t Lol S& 4ol BBEIXI 48 F&HE 359
=5

H|Route 53 a{A47| & S & DNS &2l A2 X} X|Z DNS s{A47|= Route 53 2| 242 23]
gtL|Ct. VPC7t 7|2 Route 53 sHA47|E Al St=X| &
elgtLict.

Kubernetes O1E 2|7 M 3%}

S SS5H0| AME|RX|BF B2 R EKS EE{AE Q| &2 FE MH|A0] Z|QIEL|C}.

2I01: 042 MH|A 7} EKS 2BAEE 2R5t= ZL DNS #HE|l= ZE £F0| ot == £ZF 0| A
AREILICH

£2M 25 2L|A0 EHE ZE =& 0{EZ|FMO| AEE[0] U&LICH #X| S S2{AE o] CHE
SEHE 522 AEELICH

<
U
@)
N
_c;
l:
3

O
o
Q

N
FH
>
m
Ral
oII

0|0

& Lambda &+ && 80| AME|X| gt&LICH

22l VPCOl| A E|X| i 2 Lambda &= Route 53 8i447|& S35l DNS HEIE -5t x| 2 &LICH

ol
e s
N

74 "t | ambda &£ & VPCO|| 91351 7{Lt Resilience Hub 2|8 2| S5 M2 S0 2 FAEHL|LCE.

ol 2= ot 2H 416



ol
nx
0%
x

AWS Resilience Hub At

oL 2 E|X| oES

4 HI7l= 308 0|4 IN_PROGRESS #ENE & XIFLICH.
Ct& £olls 7ts8 el 52 w0l Ltk /U&LCh.
el £FM
CHFE MHIA(CHEQ| 2lAA) 2[AATE1,0007H O| & Q1 MH|AM CHEE Bt H 2
e 22 = U&LICH 2| 6027 ZICHRILIC
SEXA G HEt =X S & X 9&0f ReadOnlyAccess 27} AWSResili
enceHubV2AssessmentExecutionPolicy %
Ao JA=X| = elgLct.
EEEX7} HREX| &t 2 HILE AlEet7| Mol 83 Xo 2 StartServ
iceTopologyDiscovery  2ZE|QRE=EX| =QIEL]
Ct.
MH[A 27 L7471 MufEt™H GetFailureModeAssessment
SEHOUM 27F HAIXIE &Qlgtct.

SA FEtE| EZ 2 X|0f| CHEF @/ E StartFailureModeAssessment EHEFSFLICEH

12 &d: StartServiceTopologyDiscovery HXE A™stT 33X =R 2 E W7HX| 7|CHE
LICH "otole 228 EEZ X7} EELICt

Yo 2= Zntvt of & YA UX[etX| k=

0
i
o
il
0o
m
9
Iy
r
ful

H
N

I
o
>

>

hvd
vl
0x
12
o
AL
rr o ok
i
>
0o
>
bl
2
wa
x

m
oz
A
%
FO
4 0
oo

ol 2= ot 2H 417



AWS Resilience Hub

GItol M A 2= Zp7h 4o g =)

Seh B 430 R FEEJIX|E ME A 2= ZAE BhEtgLict
7tsE #el

- MH|20= =

- YAo| MEE|x| et&LIchEAO| ¢

- O7|EIX{= O|O| B &

AccessDeniedException:
Unable to assume role

AccessDeniedException:
Cross-account role

AccessDeniedException:

ElaAT 79| g LTk
o

QT ANEE SEFELICL

oY a2 ol Ltk Q&Lct

Jholls BAdg 4 Qs BEF of7|HRI LR

jgtol AlE| HAg | o]
EgfLCt.

A2 HA alg =olghL
CtExternalld

SEX d&o] sts:Assum

sts:AssumeRole 5tof| CHEt sts:Assum eRole T&tE F7}EHL
eRole T8Ol Qi3 Ct.
InvalidParameterEx o| & 0|E0| 7IE IAM oigt O|EI A E EolE
ception: Role does not At UX|5HK| L&L LICt.
exist ClpermissionModel
418

>
=
4e
r
rok
to
3



AWS Resilience Hub At

ofgh 749 20l

1 =

fol
i
2]
0
oTI-
o
o
E
Inu
]
-
0%
m
;
rir
>~
1
o
T
[l

CH2 AWS CLI BEE AFE 35104

(o}

Ag ol EMstEX| & lstedw:

aws iam get-role --role-name AWSResilienceHubAssessmentRole

NER=E:

— o T

FolshedE:

mjo
ot

aws iam get-role --role-name AWSResilienceHubAssessmentRole \
--query 'Role.AssumeRolePolicyDocument'

Hot =7t HeBt 3y g & A=X| AlE8 ol stE{H:

o
0%

A
e

aws iam simulate-principal-policy \
--policy-source-arn arn:aws:iam::123456789012:ro0le/AWSResilienceHubAssessmentRole \
--action-names resiliencehub:GetService resiliencehub:StartFailureModeAssessment

AWS Organizations 74 A

CHS 2 YEHx{ 2l AWS Organizations 743 A IL|C}.

u

ol=| Bta|R} M @

*F el a2 e
AWSOrganizationsNo M3l L|X| of2 = E| ZE 7522 AWS
tInUseException OrganizationsE & 435} &f
L|C}.
AccountNotRegister Aol Z&o| HEH7}t ot  AHE HEHAS =elgLc.
edException
ConstraintViolatio MH|A £2|7F 2 MHSLE|X]  enable-aws-service
nException =) -access THX{E AAE
L{Ct.

AWS Organizations 743 24|

419



AWS Resilience Hub

F

E|X7F " AEHe| MHIAE 2

Zdx

Ad
o

H 7S 7HA

LICE.

Fa
=

4
A

(o]
H

A
e

0] LEet A& LT

E| I:él'bll=’

1}t 3HZ

ol

ol

o
1
S
it
ol

2 A ddof Alztol 4

ale

2 o+ UELICH TICHRACHE CHA|

FLCE.

sto|s
f R — |

3 Shele AfH|

LiCt 12A12F =

F

=
=

Hl

<]

AE LAl BRIE

HE ol AEol Al EX|=IR&LICH

AHE

I.

off 7+l 8t

EES

z|Zof

&Lict.

0%

<+
w

Al X[2d

= =

(o)
=

2l A-oM M2E = QU

2
Lict.

O Mo A|

F

__o=._

|

(@)

T

47

od

MH|A

2 AZOIM CHe TS MHsHod MHIA 917 o

aws iam get-role --role-name AWSServiceRoleForResilienceHub

|5t 12 A|Z+ofCH

= o)
=

=N

o]
AA

ol

il
of

ol
)

Z|chElLct

ol

by

claa AM 2

CloudFormation

420

M2

I

4
m



A MY

AWS Resilience Hub

M

=X} @48t0d cloudformation:DescribeStackResources ™&t0| Q= X| &QlgfL|Ct.
PN

« WAt AE AEHo] B WA AlE Aol HMA HEFO| U= K| FHIELICH

Terraform A E{ T}2loi HMHAE = QIS

S BlAA AMO| Terraform A Ef Tt S o1X| Z2&hL|Ct

« Amazon S3 BHHZl1} 7| ZZ7t SHIEX| = QlgL|Ct.
S EX Aol AElf ool CHE s3:GetObject TEHO| U=X| & QlghL|Ct

e ool X|HEl= FAUX| # gLt

o2

CIAAT AME|IXR|BF EEZ K| MA 0| Almlfst

S Bl AL S50 EALX|EF EEZX|0s AZ0] EAIZIX| E&LICH

o
£FM
« SEX Ygof7} AUE=K| &g LICIReadOnlyAccess( EEZX| #H ol Q).
« BAATHVPCOH QUYUEX| EQIFLICH EEZX| MAH2 VPC 7|8 422 oiEEh.
« EKS Z|AA 9| 42 Kubernetes RBAC7} LA E|0{ Q=X]| & QlgtLCt.

AtMICH Resilience HubE S&MQ 523 2f0] gie 2z HMoM 5§ 2las RES X1|9|°*L—IEP
AME 2l oAt EAIE Aoz o 8RR X 2 32 MLl R3Y + U&LCh
Elas RE0| AME[X| ES

*AFAM|CH Resilience Hube M S0 CIS 2|lAA REE XHESHX
=S¢ 2Mof Qg2 =X L= EX QIZ 2L point-in-time

AWS: :EC2::EIP

AWS: :EC2::Volume

421



ol
[l
0%
x

AWS Resilience Hub At

Elas R

0%

AWS: :EC2::Snapshot

AWS: :FSx: :Snapshot

AWS::Lightsail: :DiskSnapshot

AWS: :RDS: :DBSnapshot

AWS: :RDS: :DBClusterSnapshot

AWS: :EC2::FlowlLog

AWS: :CloudWatch: :Dashboard

AWS: :Logs: :LogGroup
AWS::Logs::MetricFilter

AWS: :SSM: :ResourceDataSync

AWS: :RDS: :DBParameterGroup

AWS: :RDS: :DBClusterParameterGroup
AWS: :ElastiCache: :ParameterGroup

AWS: :RDS: :DBSubnetGroup

AWS: :ElastiCache: :SubnetGroup

AWS: :EC2: :SubnetNetworkAclAssociation
AWS: :EC2::VPCGatewayAttachment

AWS: :CloudFormation: :Stack

AWS: :CloudFormation: :WaitConditionHandle

AWS: : CodeDeploy: :DeploymentGroup

glAA A 2 422



ol
[l
0%
x

AWS Resilience Hub At

Elas R

o

AWS: :KMS: :Alias
AWS: :SecretsManager: :SecretTargetAttachment

AWS: :CloudFormation: :CustomResource

KA E|2ix|B @ 20| MR EIX| ofS Blas 9

r

iPHIEH esilience Hub= ZAEIAEO]| CHSH CI2 ElAA LSS ZAMs T XEHSHX|EF H T 758 2|4
A grehgko] Z et E|X| et&LChH S3#3 2MolE EAIEX| &f&LCt

AWS: :TAM: :Role

AWS: :TAM: :Policy

AWS: : TAM: :ManagedPolicy

AWS: :IAM: :InstanceProfile

AWS: :Lambda: :LayerVersion

AWS: :Lambda: :Permission

AWS: :EC2::LaunchTemplate

AWS: :EC2::SecurityGroup

AWS: :EC2: :SubnetRouteTableAssociation
AWS: :CloudFront: :0riginRequestPolicy
AWS: :CloudFront: :CloudFrontOriginAccessIdentity
AWS: :SecretsManager: :Secret

AWS: :CloudWatch: :Alarm

glAA A 2 423



ol
nx
0%
x

AWS Resilience Hub At

Elas R

o

AWS: :CDK: :Metadata

AME 2lAaat EEZX| 2|40 RH0|™

ListResources API 2E0| EZZX| CIO|0{a R0 EAIE|= ZHECH O B2 2lAATF EAIE £ Q)
SLICH AMEI DE BIAAJEEZZX| E7|0| EAE= Zd2 otLlL|CH EEERX|= 2AAT A5 &
25t YAS BEo{F = 34 o= L|ct. XHAMICH Resilience HubE EEZX| E7|0|AM CHE BlaA
off AZALE|X| et 2|AAE NMHELICH

ECS ¢

rr

HT 758 2lAAE EAILXK]| b= EC2 QIARIA

| 2 _/.\_é(oﬂi Auto Scaling 215, ECS MH|A EEE EKS HH;‘T’;)7|‘ EC2 QIAEIA ECS 3¢ EKS E
e HERT QEH0|AE &5t B AHAMICH Resilience HubE SHE SIAAE /Al E|AA R
BrLICH YAl ElAAE LA|XQLICE AR BElAAE B F7| O|HEES Sdl|l A 522 CHA|EL

—_——— =

tMICH Resilience Hub= SEIZM 27} ot & 2[E S5 0|8 BoterLct

n
>

g2laAs 838 42| oA

AWS::EC2::Instance Auto Scaling 2 & E= EKS = E O &
AWS: :ECS: :Task ECS AMH|A

AWS: : EKS: : Pod EKS HiXZ &= SX2 ME

AWS: :EC2: :NetworkInterface Auto Scaling0il M & 2|5t= EC2 QIAEA

Olefet RHol SB MY IAAMSlIM BEISHK| 22)E A 2F0l R

SHH EHAE BA 424



AWS Resilience Hub A8 YA

T Ql: At MICH Resilience Hub= CH&f Ol CHal B ol EH BHAE Aig A-ATLICH MH|A0| CHEr O
7.‘_+

Age ofns| T Lot

P SR Aol 2t = F W7 X| ZICH2[7HLE AFE5H04 B X|StopTestRunst CHE A ™S

HMA HE @ F e &/ HAE AR Aln|
S A AWS FIS 2= CHA MH|A = 5tLEC| AccessDenied LFE Qs E|AE Ago| AlufghL|ct.

S EolE 7tsEh #elnt i Yol Lok }U&LICH

AN
ol £FM

ARl 48 M| HAMo| M S{25HK| &t S odgto| AlZ|E fis.amazonaws.com £ 1

o4

AWS FIS aws :SourceAccount 2! aws:SourceArn ZE740]|
HEa dx|s=X| ZQlgLC A2 W2 MME &
M EHHE HAEE 28 IAM AR 4E.

EHIAE HZEZElof| CHEr A sk Mt 5+ ZHEHAE HEZESI2 HE CFE AWSFIS 2/ M EE A

= sirLich Ald Sl el Z2lof cieh e H2 g 44T
LICH M22 MME 3 XTSMH S HE HAEE |8t
IAM &3 48t

CHE A d& ®|elo] HEEIX| S CHS AE HIAE | ?5'—?— 9_91I/\EE1|0|E-| o4&ro| CHat

\I
Illlﬂl
\I
Hﬂ
oh
2
x
E
>.
2
=]
>
i
O
o
i
.
?..
C
]
N
rhe
Ao
g
i

=M EHAE X 425



AWS Resilience Hub

0

Lu|
{|

E

u
u

A
ol
2

"
Ll

SH
(=)

KIO

Clskipped.

2l AATF & LICE

ol

1 Holo| SsM ZiE||O| ==

Xto
==

4

of ZAIEl= A2 obELCh.

o

Amazon EC22| SSM Agent, Amazon ECS

J0| =&

—

=

of

Amazon EKS Z E 9| Kubernetes AMH|A 7|

EHAEON ZE SHM0| EAIEE 22 oLt

78 E|AE 1 0| K|

Ch S5 H0| ZAIEE

HoiEL

ol

BAEE M2 O of ¢l 2E

2y %

=_
110

0]

o
K
Ka

...
|

10
T
N

-
1jo

oK

Ok
K4

-

oll

426

10| LI E|0f & LICE up-to-

7 uhy
xhdof| cf

oi

Kol'

FMICH Resilience Hub API

4| API AFZ2 X} M|CH Resilience Hub API

X

2 TyE

.|

—

x

F

S
[l

o 1=
I.

o404H4

MICH Resilience HubOl A £ 24% 22X ™
75

N
—

—

—

—

o 4t 40i| A

O MlMof|
date ME = AIM|CH Resilience Hub

|


https://docs.aws.amazon.com/fis/latest/userguide/fis-actions-reference.html
https://docs.aws.amazon.com/resilience-hub/v2/APIReference/

AWS Resilience Hub At

0o
1z
0%

e XFOA
— =

. Clolef Et9

- 2R IC

API 2E & oI5 =3

A
T

Ol

Endpoint

https://resiliencehub.{region}.amazonaws.com

API tHZA

At MICH Resilience Hub APls /v3 B2 HFAIE AFSELICH 2E ¥ 2 AWS MYE HZH 4(Sigv4) 2

MBsHok gfLICt.

Authentication

PE API S&£0z= &8 AWS A4 SHO| R LICt RtAM|CH Resilience Hub= TEH 0404 AWS
|

el
IAMES AF28rL|CH IAM X2H0| 223 resiliencehub: * &2 B o{st=xX| &olstL|C}.

o
=

1A

Xt AM|CH Resilience Hub APl CHS1F Z 2 HF 0| &redE XS ELICt.

=pa
zHed Hf e MY
CreatePolicy POST 7t8% SLO, RTO/RPO L& & DR M2 HAIS ALE
Sto S HAME Mdghct
UpdatePolicy POST A O & g Yo|lo|EFLCE.
GetPolicy GET MM ME HEE dMEhct
ListPolicies GET AEE MH|A 7t ZEE GAME LG
DeletePolicy POST HAMZ AXELICEH

APl 273

xl:l
ro
0l
4>
0%

427



0lo
[l
02
x

AWS Resilience Hub At

AAHE
xtHod T3] A0
b I — | [ —| = O
CreateSystem POST MENX] Z&M ZHM 2 HSLE ALE5H0d A|ARIS MY
grLict
UpdateSystem POST AMAER HE, SE5E M L KMS 7|8 HO|o|EF L
Ct.
GetSystem GET AMAER NS HEE AMEfLICt
ListSystems GET ,organizationId ould% 2 ZEHZE = U Al
AHEIZ LAt L CtaccountId .
DeleteSystem POST AMAEIE AFELICHeiEE ME[ATF @10{0F B).
AE R 047
xFoq HF A4
i — | [e 3 —| = O
CreateUserJourney POST A A AFERE 04 S M gfLCt.
UpdateUserJourney POST MRt 0{H MH|A L HAZ Ao o|EFLICEH
GetUserJourney GET AMEX 08 MR HEE ZHAMFLIC.
ListUserJourneys GET A ARIO| AFE R} 044 E LEFEELIC.
DeleteUserJourney POST MRt 0{H 2 AMIELICEH
MH|A
=Y g =k
CreateService POST S™, Het 2E B0 7 U BSE5E dM HdYE

A&stod MHIAE A dgfLC

Foq 428

A
I



AWS Resilience Hub

EHod HF
| o d
UpdateService POST
GetService GET
ListServices GET
DeleteService POST
Q3 oA
pNJef| HFH4
| o d
CreateInputSource POST
ListInputSources GET

DeleteInputSource POST

A 2t W =S HAE T e TR MulA A
C

, systemId, , userJourneyId , ould, &
organizationId 2 ZIEHEE £ 9= MH|A

E LtY¥accountId assessmentStatus &L
CtpolicyArn .

MHIAE AfA[ELICH

A4 04
=o

EIAA HM AA(E|AA Bl CloudFormation AEH,
Terraform & Ej I}l EKS 2HAE == M7 n)
E #AFUC ofgd Efl27t Q= B e 7|k 1=
AAO| B2 MHIAE XIHE 2 E B9 YXISHE
2lAAD ZMSFL|CH o{q BN 7|RF @134 AA 0| Z

? MHIAE alie 242 LR[stE BlALE AM

0x

e}
C

2
s

429



AWS Resilience Hub

Sl FAFS

Xtod
==

ListResources

Yo 2= HIt

Xtod
==

StartFailureModeAs
sessment

ListFailureModeAss
essments

=2 ElAE

| S |

Xtod
|

ListTestTemplates

GetTestTemplate

CreateTest

GetTest

UpdateTest

ListTests

o
It

ox
It

POST

GET

0%
It

GET

POST

GET

POST

GET

Ad 04
= o

serviceFunctionId 2% 2 ZIEZIE 4= Ues MH|
A0] CHoH HAE 2[AAE LIEELICtawsRegion .

A0
= o

EZZX| MHIAF S|
st HISZ| Al 7|8 BIHE EB|HELICH

S Ee YRR Z8E BILE U

L|cH.

e oz
o o

i B — = = A [== R = |
Lt

EHAE HEZ30iM MH| A0 CHE HIAES &S
Ct.

mt2tolE, X 20 L IS T HAE FHE

HMELICH

ntet0lE, X =2 A g2 2 EHAE FHE
ol EgrLIct

MHu[&of cHet HIAEE LEdgfL|CH

£
s

4

30



AWS Resilience Hub

xHod
-1 |

DeleteTest
StartTestRun
StopTestRun
ListTestRuns

GetTestRun

ListTestRunEvents

PutTestSources

DeleteTestSources

ListTestSources

ListTestRunSources

ListResolvedTestRu
nTargetResources

EEZX|

Xtod
|

ListServiceTopolog
yEdges

0%
It

POST

POST

POST

GET

GET

GET

POST

POST

GET

GET

GET

0%
It

MH|£&0f CHEt BIAE S AIRFEFLICH

BlAE Aol CHEt 43 71E B2 EE BEA EE
g LpegatLict

A4
= o

MH|&9| ElAas S&E AXIE LR LICH

2
s

431



AWS Resilience Hub At

MHIA 7|

ol
[l
0%
x

Xtod Ad 04

ox
It

== = o
CreateServiceFunct POST E LT (PRIMARY)NZ MH|A &8 H-&= L
ion CtSUPPLEMENTAL .
UpdateServiceFunct POST MH|A & £48 Hoo|EFfLCt,
ion
ListServiceFunctions GET MH|&o0f ciEt MH[A &8 Lt @gfLCt.
DeleteServiceFunct POST MH|A & =& AFA|EFLIC
ion
AddServiceFunction POST 2AAE MH|A Bt AZLICHEEY 2ICH 10
Resources 7H).
DeleteServiceFunct POST 2las HAEE MAHELICHSEE Z=|CH 107H).
ionResources
Aol RE ZAF Ant
e s A
GetFailureModeFind GET Al g HE AIg 2 Zefet A 2= At MF EE
ing g HAgfLct.
UpdateFailureModeF POST Al 2 A MElEHZEE, 2hH 18)E YOIo|Est
inding T MBS FUHELC
ListFailureModeFin GET , severity failureCategory % 2 ZEZE £

dings ol AT 2= AL AIE L}PgL|Ctstatus.

bal
-
o}
+

432

il
I



AWS Resilience Hub

04

Xtod
=

CreateAssertion

UpdateAssertion

ListAssertions

DeleteAssertion

Ad
S

O
1

-

Xto4
=1 =

UpdateDependency

ListDependencies

Reports

xtod
|

CreateReport

ListReports

ox
It

POST

POST

GET

POST

0%
It

POST

GET

0%
It

POST

GET

A4 04

= O

HE: U EHAEE AIE510{ S ofdMHE ML
C}

O{MMEAE T HFEE AUO|o|EELICE.

HFE L AA(USER EEE )HZ ZERE £+ Qe oM
ME LILELICISYSTEM.

nx
02

S4 4 HEtEI0lE|(2]H, 525 £5)E YololEF

LICH

MHu[2of cHsl HAME S&dS LrdgrL|ch

Ad04
= o

PDF 2 17 M(FAILURE_MODE , DEPENDENCY E&
TESTING R&8)E 4Msto{ T 7—'1 Amazon S3 H{Z!o]|
Lot

=

EIOME AEf L Amazon S3 £3 Qx|2 Lt
L|C}.

2 o0z
o 01

2
s

433



ol
nx
0%
x

AWS Resilience Hub At

OHE
Ene g =k
ListServiceEvents GET MH| A0 CHEt 7”% O|HEE LIFEEL|CHHE:

USER/SYSTEM, &M=~ 474 = &)

ListSystemEvents GET AlAEo CHEt Z At O|HIEE LEGEELCH

ool gi|o|M
=Y g =k
ImportApp POST v1 Resilience Hub OHZ 2|AH0|ME v2 MHIAZ 7+HK

ZLct.

ImportPolicy POST  vi1 M2 v2 @AloZ JIx{SLICH

C|O|E Ef

CtS E 0= AtM|CH Resilience Hub APIOIA At& 5= 2 O|O|E 40| LIdE|of QI&LICH
®Y ME
SystemEntity ARN, O|&, A& L M4 AlZto| /U= AARULICH
UserJourneyEntity O|F, MY, MH|A =8 L HAo| Z&El AFEAF 0.
ServiceEntity ARN, O|&, A|AH] i Wt 2E 2 23] AATL Q= MH|

A L|Ct
ResiliencePolicyEntity Ol ¥ 7d 24(DR, 7t84, d5)7t &t &l HAlL|ct.
AssessmentEntity ID, &EH, Ef AR T U AT R RA ZADbJF ZEE Tt
=Lt

clole Bt 434



AWS Resilience Hub A8 YA

7y ME

FindingEntity ID, 0|2 Alm AlZtT ol ME AbSto| Z3HEl BHof B2 Z A}
At lL|ct.

RecommendationEntity O|F, MY, H|E Y ST Ho| Z&E HE AHE LY.

DependencyDiscover AEf, MA 2lAA = HAIX] L o2 e 2 HO|0|EE EtY

yConfig ARHETL Qe BSEM AM L HLICEH GetService o]
ofal| HtetElLICtListServices .

DependencyEntity O|&, Iz, 8% LU 58T MEf7t ZFE &4,

TopologyEntity ID, EFHARYE BlAA £ QX[ = EEEX[LCH

DependencyDiscoveryConfig ™ Z&

{
"status": "INITIALIZING | ENABLED | DISABLED",
"updatedAt": "timestamp",
"eligibleResourceCount": integer,
"message": "string"

}

Ct=2 E0o|AME= DependencyDiscoveryConfig 20| ZHEE MEELICEH

Field

M

s
T = O

status off S5 Mol TR S EfJULICH &3 2L
INITIALIZING (&4H0| A~ F), ENABLED
(AMo| 2|1 &#4) == DISABLED (Z440]
D+KU.

I

HM JEf7L O x[2t e 2 Uo|o|EEl B
Lt

updatedAt ofL|

o O
1> iy
omo0x

K g

Cllole Bt 435



AWS Resilience Hub

Field Eh 23
eligibleResourceCo oL S5 Mol Mt AFE 2laA Ut
unt 2lAaA M T2 AT HY AdE EE
null OH77FX|E BHEHErL(CH
message ofL| AR A MElE dHSH=E HIAIX[L|CH A
O B2 BHEE MEE = U2 null Y
g vhgterlct
Mt 2 RE
{
"invokerRoleName": "string",
"crossAccountRoles": [
{
"crossAccountRoleArn": "string",
"externalId": "string"
}
]
}
Y I L FZ
{
"multiRegionDr": {
"required": "boolean",
"rtoMinutes": "integer",
"rpoMinutes": "integer"
},
"availabilitySlo": {
"targetPercentage": "number",
"performanceConditions": {
"expression": "string",
"conditions": [
{
"type": "FAULT_RATE | LATENCY | VOLUME",
"operator": "LESS_THAN | GREATER_THAN",
"value": "number",
"percentile": "string"
dliolEf Eted

436



AWS Resilience Hub

>
0o
1z
0%

}
]
}
iy
"dataProtection": {
"rpoMinutes": "integer"
}
}
o= ac
Ct= E0i= AMICH Resilience Hub APIO|AM BHEtE|= @/ F =7 LEPEE[0] & LCt.
& 3c HTTP AlEf A
ValidationException 400 A meto|e7t R ER&L
ResourceNotFoundException 404 X|™et 2|l &ATF EXMEHK| f& L CtH
ConflictException 409 edo| FAH AEHet S=LICHH: B
77t olo] A S¢)
AccessDeniedException 403 S EXolA B8t Heto| gisLIct
ThrottlingException 429 SHE KT I ZHE|R&LICH
InternalServerException 500 LHE MHIA 2F
ServiceQuotaExceededExcepti 402 MH|A &2 Za#laLct
on
U0l @ 7 AlLIEIL
AlLtEIR F a4 ey
EZEX| gl0| Bt Al ConflictException StartServiceTopolo
gyDiscovery HXE A™E

L|ch.

to
B[l
kU
In

437



AWS Resilience Hub

AlLIEIR

Lot MBEIS SO Bt AR

MHIAZ AHE 5104 AJAE ALK

At MICH Resilience Hub A}

CHE EolME

=
F

ConflictException

ConflictException

AccessDen
iedException

ServiceQu
otaExceed
edException

2 Mol A

o =2 O

AFMICH Resilience HubOl| CHE MM EIZ|AS

ol

H7=| HIEH
= o H

X B7tot 2tz E m7kR| 7 (ot
=ILICH

X 2 E AMH|& A2EE MAHE
LICE.

WA AE dgE 7

Organizations& &

Lok

0_>|'. 0>-
o T
(e
— -
_lTI_ -

CHt 2 B2 0= AWS Organizat
ionsE AHSELICH

EM 715

438



ol
nx
0%
x

AWS Resilience Hub At

AWS 0{%

Z|A AWS E0{= AWS 04%] & X 9| AWS E04{EE XM L.

439


https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html

AWS Resilience Hub

cdxl



	AWS Resilience Hub
	Table of Contents
	AWS Resilience Hub
	AWS Resilience Hub란 무엇인가요?
	AWS Resilience Hub - 복원력 관리
	AWS Resilience Hub 작동 방식

	AWS Resilience Hub - 복원력 테스트
	AWS Resilience Hub 개념
	복원력
	Recovery Point Objective(RPO)
	Recovery Time Objective(RTO)
	예상 워크로드 복구 시간 목표
	예상 워크로드 복구 시점 목표
	애플리케이션
	애플리케이션 구성 요소
	애플리케이션 규정 준수 상태
	드리프트 감지
	복원력 평가
	복원력 점수
	중단 유형
	AWS FIS 실험
	SOP

	AWS Resilience Hub 페르소나
	AWS Resilience Hub 지원되는 리소스
	AWS Resilience Hub 및 myApplications
	자세히 알아보기


	시작하기
	사전 조건
	에 애플리케이션 추가 AWS Resilience Hub
	애플리케이션을 추가하여 시작하기
	에서 애플리케이션의 세부 정보 설명 AWS Resilience Hub
	다음


	이 애플리케이션의 관리 방법 선택
	다음

	리소스 컬렉션 추가
	리소스 컬렉션 추가
	AWS CloudFormation 스택 사용
	사용 AWS Resource Groups
	myApplications 애플리케이션 사용
	Terraform 상태 파일 사용

	EKS 클러스터를 추가합니다.
	다음


	RTO 및 RPO 설정
	다음

	예약된 평가 및 드리프트 알림 설정
	다음

	권한 설정
	다음

	애플리케이션 구성 파라미터 구성
	다음

	태그 추가
	다음

	AWS Resilience Hub 애플리케이션 검토 및 게시
	다음

	AWS Resilience Hub 애플리케이션 평가 실행


	사용 AWS Resilience Hub
	AWS Resilience Hub 요약
	애플리케이션 상태
	리소스 유형별 상위 인프라 권장 사항
	인프라 권장 사항
	구현되지 않은 운영 권장 사항
	경보 권장 사항
	SOP 권장 사항
	AWS FIS 실험 권장 사항
	드리프트가 있는 애플리케이션
	복원력 점수
	복원력 점수에 대한 하위 10개 애플리케이션
	정책별 애플리케이션 상태

	AWS Resilience Hub 대시보드
	애플리케이션 상태
	시간 경과에 따른 애플리케이션 복원력 점수
	구현된 경보
	실험 구현

	AWS Resilience Hub 애플리케이션 설명 및 관리
	AWS Resilience Hub 애플리케이션 요약 보기
	평가 요약
	요약
	애플리케이션 복원력
	구현된 경보
	구현된 실험

	AWS Resilience Hub 애플리케이션 리소스 편집
	애플리케이션 구성 요소 관리
	애플리케이션 구성 요소에서 리소스 그룹화
	수동 그룹화를 위해 차단된 서비스
	AWS Resilience Hub 리소스 그룹화 권장 사항
	수동으로 리소스를 AppComponent로 그룹화


	새 AWS Resilience Hub 애플리케이션 버전 게시
	모든 AWS Resilience Hub 애플리케이션 버전 보기
	AWS Resilience Hub 애플리케이션의 리소스 보기
	AWS Resilience Hub 애플리케이션 삭제
	애플리케이션 구성 파라미터
	애플리케이션 구성 파라미터 업데이트


	복원력 정책 관리
	복원력 정책 생성
	복원력 정책의 세부 정보에 액세스

	에서 복원력 평가 실행 및 관리 AWS Resilience Hub
	에서 복원력 평가 실행 AWS Resilience Hub
	평가 보고서 검토
	평가 보고서
	복원력 권장 사항 검토
	운영 권장 사항 검토
	운영 권장 사항 포함 또는 제외

	복원력 평가 삭제

	복원력 위젯에서 복원력 평가 실행 및 관리
	복원력 위젯에서 복원력 평가 실행
	복원력 위젯에서 평가 요약 검토

	경보 관리
	운영 권장 사항에서 경보 생성
	경보 보기

	표준 운영 절차 관리
	AWS Resilience Hub 권장 사항을 기반으로 SOP 구축
	사용자 지정 SSM 문서 생성
	기본값 대신 사용자 정의 SSM 문서 사용
	SOP 테스트
	표준 운영 절차 보기

	AWS Fault Injection Service 실험 관리
	AWS FIS 실험 시작, 생성 및 실행
	AWS FIS 실험 실행

	AWS FIS 실험 보기
	AWS Fault Injection Service 실험 실패/상태 확인
	AWS Systems Manager를 사용하여 AWS FIS 실험 실행 분석
	AWS FIS Amazon Elastic Kubernetes Service 클러스터에서 실행 중인 Kubernetes 포드를 테스트하는 동안 실험 실패


	복원력 점수 이해
	애플리케이션의 복원력 점수에 액세스
	복원력 점수 계산
	가중치


	를 사용하여 애플리케이션에 운영 권장 사항 통합 CloudFormation
	CloudFormation 템플릿 수정


	AWS Resilience Hub APIs 사용하여 애플리케이션 설명 및 관리
	애플리케이션 준비
	애플리케이션 생성
	요청
	응답

	복원력 정책 생성
	요청
	응답

	입력 소스에서 리소스 가져오기 및 가져오기 상태 모니터링
	요청
	응답
	요청
	응답
	요청
	응답

	애플리케이션 초안 버전 게시 및 복원력 정책 할당

	AWS Resilience Hub 복원력 평가 실행 및 관리
	AWS Resilience Hub 복원력 평가 실행 및 모니터링
	요청
	응답
	요청
	응답

	평가 결과 검사
	요청
	응답
	요청
	응답


	애플리케이션 수정
	애플리케이션에 리소스 수동 추가
	요청
	응답

	리소스를 단일 애플리케이션 구성 요소로 그룹화
	요청
	응답
	요청
	응답

	AppComponent에서 리소스 제외하기
	요청
	응답



	의 보안 AWS Resilience Hub
	의 데이터 보호 AWS Resilience Hub
	저장된 데이터 암호화
	전송 중 암호화

	AWS Resilience Hub의 ID 및 액세스 관리
	대상
	ID를 통한 인증
	AWS 계정 루트 사용자
	페더레이션 ID
	IAM 사용자 및 그룹
	IAM 역할

	정책을 사용하여 액세스 관리
	ID 기반 정책
	리소스 기반 정책
	기타 정책 유형
	여러 정책 유형

	AWS Resilience Hub와 IAM의 작동 방식
	AWS Resilience Hub의 자격 증명 기반 정책
	AWS Resilience Hub의 자격 증명 기반 정책 예제

	AWS Resilience Hub 내의 리소스 기반 정책
	AWS Resilience Hub에 대한 정책 작업
	AWS Resilience Hub에 대한 정책 리소스
	AWS Resilience Hub에 사용되는 정책 조건 키
	AWS Resilience HubACLs
	AWS Resilience Hub를 사용한 ABAC
	AWS Resilience Hub에서 임시 자격 증명 사용
	AWS Resilience Hub에 대한 전달 액세스 세션
	AWS Resilience Hub의 서비스 역할
	AWS Resilience Hub의 자격 증명 기반 정책 예제
	정책 모범 사례
	AWS Resilience Hub 콘솔 사용
	사용자가 자신의 고유한 권한을 볼 수 있도록 허용
	사용 가능한 AWS Resilience Hub 애플리케이션 나열
	애플리케이션 평가 시작
	애플리케이션 평가 삭제
	특정 애플리케이션에 대한 권장 사항 템플릿 생성
	특정 애플리케이션에 대한 권장 사항 템플릿 삭제
	특정 복원력 정책으로 애플리케이션 업데이트


	IAM 역할 및 권한 설정
	AWS Resilience Hub 자격 증명 및 액세스 문제 해결
	AWS Resilience Hub에서 작업을 수행할 권한이 없음
	iam:PassRole을 수행하도록 인증되지 않음
	내 외부의 사람이 내 AWS Resilience Hub 리소스에 액세스 AWS 계정 하도록 허용하고 싶습니다.

	AWS Resilience Hub 액세스 권한 참조
	IAM 역할 사용
	간접 호출자 역할
	IAM 콘솔에서 간접 호출자 역할 생성
	IAM API를 사용한 역할 관리
	JSON 파일을 사용하여 신뢰 정책 정의

	교차 AWS 계정 액세스를 위한 다른 계정의 역할 - 선택 사항
	IAM 콘솔에서 보조/리소스 계정용 역할 생성
	IAM API를 사용한 역할 관리
	JSON 파일을 사용하여 신뢰 정책 정의



	현재 IAM 사용자 권한 사용
	단일 계정 설정
	예정된 평가 설정
	교차 계정 설정
	기본 계정 설정
	보조/리소스 계정 설정



	AWS 에 대한 관리형 정책 AWS Resilience Hub
	AWSResilienceHubAsssessmentExecutionPolicy
	권한 세부 정보

	AWS Resilience Hub AWS 관리형 정책에 대한 업데이트

	AWS Resilience Hub 페르소나 및 IAM 권한 참조
	Infrastructure 애플리케이션 관리자 페르소나에 대한 IAM 권한
	비즈니스 연속성 관리자 페르소나에 대한 IAM 권한
	애플리케이션 소유자 페르소나에 대한 IAM 권한
	읽기 전용 액세스 권한을 부여하기 위한 IAM 권한

	로 Terraform 상태 파일 가져오기 AWS Resilience Hub
	기본 계정에 있는 Amazon S3 버킷에서 Terraform 상태 파일 가져오기
	보조 계정에 있는 Amazon S3 버킷에서 Terraform 상태 파일 가져오기

	Amazon Elastic Kubernetes Service 클러스터에 대한 AWS Resilience Hub 액세스 활성화
	Amazon EKS 클러스터의 리소스에 대한 AWS Resilience Hub 액세스 권한 부여

	Amazon Simple Notification Service 주제에 AWS Resilience Hub 게시하도록 활성화
	AWS Resilience Hub 권장 사항을 포함하거나 제외할 수 있는 권한 제한

	의 인프라 보안 AWS Resilience Hub

	AWS 서비스에 대한 복원력 검사
	Amazon Elastic File System
	파일 시스템 유형
	파일 시스템 백업
	데이터 복제

	Amazon Relational Database Service 및 Amazon Aurora
	단일 AZ 배포
	다중 AZ 배포
	백업
	리전 간 장애 조치
	더 빠른 리전 내 장애 조치

	Amazon Simple Storage Service
	버전 관리
	예약된 백업
	시점 복구

	데이터 복제

	Amazon DynamoDB
	예약된 백업
	시점 복구

	글로벌 테이블

	- Amazon Elastic Compute Cloud
	상태 저장 인스턴스
	Auto Scaling 그룹
	Amazon EC2 플릿

	Amazon EBS
	예약된 백업
	데이터 백업 및 복제

	AWS Lambda
	고객 Amazon VPC 액세스
	Dead Letter Queue(DLQ)

	Amazon Elastic Kubernetes Service:
	다중 AZ 배포
	배포와 ReplicaSet 비교
	배포 유지 관리

	Amazon Simple Notification Service
	주제 구독

	Amazon Simple Queue Service
	Dead Letter Queue(DLQ)

	Amazon Elastic Container Service
	다중 AZ 배포

	Elastic Load Balancing
	다중 AZ 배포

	Amazon API Gateway
	리전 간 배포
	프라이빗 API 다중 AZ 배포

	Amazon DocumentDB
	다중 AZ 배포
	탄력적 클러스터 및 다중 AZ 배포
	탄력적 클러스터 및 수동 스냅샷

	NAT 게이트웨이
	다중 AZ 배포

	Amazon Route 53
	다중 AZ 배포

	Amazon Application Recovery Controller(ARC)
	다중 AZ 배포

	Amazon FSx for Windows File Server
	파일 시스템 유형
	파일 시스템 백업
	데이터 복제

	AWS Step Functions
	버전 관리 및 별칭
	리전 간 배포

	Amazon ElastiCache (Redis OSS)
	단일 AZ 배포
	단일 AZ 배포
	리전 간 장애 조치
	백업
	더 빠른 리전 내 장애 조치


	다른 서비스와 함께 사용
	AWS CloudFormation
	AWS Resilience Hub 및 CloudFormation 템플릿
	에 대해 자세히 알아보기 CloudFormation

	AWS CloudTrail
	AWS Systems Manager
	AWS Trusted Advisor

	AWS Resilience Hub 사용 설명서의 문서 기록

	차세대 Resilience Hub
	차세대 Resilience Hub란 무엇입니까?
	주요 기능 한 눈에 보기
	지원되는 리전 및 가용성
	요금 개요
	관련 서비스

	차세대 Resilience Hub 설정
	사전 조건
	필수 IAM 권한 및 역할
	AWS 차세대 Resilience Hub에 대한 관리형 정책
	AWSResilienceHubV2AssessmentExecutionPolicy
	권한 세부 정보

	AWSResilienceHubResilienceTestingPolicy
	권한 세부 정보

	AWSResilienceHubServiceRolePolicy
	권한 세부 정보

	AWS 관리형 정책에 대한 차세대 Resilience Hub 업데이트

	AWS Organizations 통합 구성(선택 사항)
	다중 계정 설정( AWS 조직 제외)
	고객 관리형 키(선택 사항)

	차세대 Resilience Hub 시작하기
	자습서 개요 및 사전 조건
	1단계: 복원력 정책 구성
	2단계: 첫 번째 시스템 및 서비스 생성
	시스템 생성
	서비스 생성
	서비스를 시스템과 연결

	3단계: 첫 번째 실패 모드 평가 실행
	4단계: 실패 모드 조사 결과 및 권장 사항 검토
	5단계: 종속성 검색 활성화(선택 사항)
	6단계: 첫 번째 복원력 테스트 실행(선택 사항)

	시스템, 사용자 여정 및 서비스
	개요: 시스템, 사용자 여정 및 서비스 계층 구조
	애플리케이션 모델링 작동 방식

	시스템 생성 및 관리
	시스템 생성
	여러 시스템을 생성해야 하는 경우
	시스템 나열 및 설명
	시스템 삭제

	사용자 여정 생성 및 관리
	사용자 여정 생성
	사용자 여정 정의 지침
	사용자 여정 업데이트
	사용자 여정 삭제

	서비스 생성 및 관리
	서비스 생성
	서비스에 입력 소스 추가
	서비스 배치: 동일한 계정과 다른 계정
	서비스 기능
	서비스 이벤트 로그 보기

	서비스에서 리소스 추가 및 제거
	검색된 리소스 보기
	입력 소스 업데이트

	외부 레지스트리에서 애플리케이션 컨텍스트 가져오기
	설계 문서 가져오기

	서비스 토폴로지 보기
	예: 다중 계정 애플리케이션 모델링

	복원력 정책
	복원력 정책 이해
	정책 구성 요소
	가용성 서비스 수준 목표(SLO)
	다중 리전 재해 복구
	다중 AZ 재해 복구
	데이터 복구 목표

	복원력 정책 생성
	사용자 여정 및 서비스 수준에서 정책 적용
	정책 상속 및 다단계 평가
	정책 관리 및 업데이트

	평가
	종속성 검색
	종속성 검색 작동 방식
	지원되는 종속성 유형
	종속성 검색과 관찰성 도구의 차이점

	종속성 검색을 위한 사전 조건
	서비스에 대한 종속성 검색 활성화
	검색 상태 모니터링
	검색된 종속성 보기
	종속성을 하드 또는 소프트로 분류
	적용 범위 및 알려진 제한 사항
	종속성 검색 문제 해결
	가격 책정

	장애 모드 평가
	실패 모드 평가 작동 방식
	복원력 정책과의 관계
	장애 모드 지침

	서비스 수준에서 실패 모드 평가 실행
	최소 토폴로지 요구 사항

	실패 모드 조사 결과 및 권장 사항 보기
	평가 기록 및 추세
	가격 책정


	복원력 테스트
	복원력 테스트 작동 방식
	테스트 구성
	사용 가능한 테스트
	가용 영역: 복구
	종속성 검증
	다중 리전: 격리
	다중 리전: 복구

	테스트 실행 및 보고서
	복원력 테스트를 위한 IAM 실행 역할
	단일 계정 실행 역할
	가용 영역: 복구
	종속성 검증
	다중 리전: 격리
	다중 리전: 복구
	역할을 생성하여 테스트에 연결

	다중 계정 실행 역할
	오케스트레이터 계정 역할
	대상 계정 역할
	가용 영역: 복구
	종속성 검증
	다중 리전: 격리
	다중 리전: 복구

	역할을 생성하고 테스트에 연결



	대시보드 및 보고
	중앙 SRE 대시보드 개요
	서비스 수준 보기
	정책, 계정, 리전 및 시스템을 기준으로 필터링
	규정 준수 및 복원력 태세 보고서 생성

	AWS Organizations 통합
	차세대 Resilience Hub의 다중 계정 거버넌스 개요
	Organizations 통합 설정
	서비스 연결 역할
	계정 간에 복원력 정책 적용
	조직 전체의 복원력 태세 보기
	멤버 계정 온보딩 관리
	위임된 관리자 설정에 필요한 IAM 권한

	에서 마이그레이션 AWS Resilience Hub
	차세대 Resilience Hub의 변경 사항
	개념 매핑: AWS Resilience Hub v1에서 차세대 Resilience Hub로
	Step-by-step 마이그레이션 가이드
	마이그레이션할 애플리케이션 식별
	마이그레이션 API 사용
	첫 번째 실패 모드 평가 실행
	새 기능 활성화

	요금 전환
	마이그레이션 중 알려진 제한 사항

	차세대 Resilience Hub의 보안
	IAM 역할 및 권한 참조
	데이터 암호화
	저장 시 암호화
	고객 관리형 키를 사용한 저장 중 암호화
	에서 차세대 Resilience Hub가 권한 부여를 사용하는 방법 AWS KMS
	고객 관리형 키 생성
	차세대 Resilience Hub에 대한 고객 관리형 키 지정
	키 정책
	차세대 Resilience Hub 암호화 컨텍스트
	차세대 Resilience Hub의 암호화 키 모니터링
	자세히 알아보기


	전송 중 암호화

	VPC 엔드포인트
	CloudTrail 통합
	규정 준수 고려 사항
	데이터 보존
	생성형 AI 데이터 처리
	최소 권한 권장 사항


	차세대 Resilience Hub 모니터링
	CloudWatch 지표 참조
	평가 지표

	CloudTrail 이벤트 로깅
	지원되는 차세대 Resilience Hub 이벤트
	CloudTrail 이벤트 예제


	EventBridge 알림
	차세대 Resilience Hub의 이벤트에 대한 EventBridge 규칙 생성
	이벤트 패턴 및 이벤트 예제
	장애 모드 평가 완료 이벤트
	실패 모드 평가 실패 이벤트
	실패 모드 평가 대기 이벤트
	장애 모드 결과 해결된 이벤트
	새로운 종속성 검색 이벤트


	차세대 Resilience Hub에 대한 CloudWatch 경보 설정
	경보: 정책을 달성할 수 없음


	할당량 및 제한
	Service Quotas
	하드 제한

	할당량 증가 요청

	차세대 Resilience Hub 문제 해결
	종속성 검색 문제
	검색에서 예상 종속성을 반환하지 않음
	Kubernetes 어트리뷰션 격차
	VPC가 아닌 Lambda가 표시되지 않음

	장애 모드 평가 문제
	평가가 완료되지 않음
	토폴로지를 찾을 수 없는 경우 평가가 실패합니다.
	장애 모드 결과가 예상 정책과 일치하지 않음
	평가에서 실패 모드 결과가 생성되지 않음

	IAM 및 권한 오류
	일반적인 권한 오류 코드 및 해결 방법
	역할 구성 확인

	AWS Organizations 구성 문제
	위임된 관리자 설정 오류
	멤버 계정 가시성 격차
	서비스 연결 역할이 멤버 계정에 있는지 확인

	리소스 검색 문제
	CloudFormation 스택을 찾을 수 없음
	Terraform 상태 파일에 액세스할 수 없음
	리소스가 검색되었지만 토폴로지 생성이 실패함
	지원되지 않거나 제외된 리소스 유형
	리소스 유형이 검색되지 않음
	저장되었지만 요금이 청구되지 않은 리소스 유형

	검색된 리소스와 토폴로지 리소스의 차이점
	청구 가능한 리소스로 표시되지 않는 EC2 인스턴스 또는 ECS 작업

	복원력 테스트 문제
	테스트 실행이 시작되지 않음
	액세스 거부 오류와 함께 테스트 실행 실패
	완료 전 테스트 실행 중지
	모든 작업을 건너뛰고 테스트 실행이 완료됨
	종속성 장애 작업이 설정 오류와 함께 실패함
	테스트에 모든 종속성이 표시되는 것은 아닙니다.

	알려진 문제 및 해결 방법

	API 참조
	API 요청 및 인증 수행
	작업
	복원력 정책
	시스템
	사용자 여정
	서비스
	입력 소스
	리소스
	장애 모드 평가
	복원력 테스트
	토폴리지
	서비스 기능
	장애 모드 조사 결과
	어설션
	종속성
	Reports
	이벤트
	마이그레이션

	데이터 타입
	DependencyDiscoveryConfig 구조
	권한 모델 구조
	정책 구성 요소 구조

	오류 코드
	일반적인 오류 시나리오


	차세대 Resilience Hub 사용 설명서의 문서 기록

	AWS 용어집
	

