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Drift detection
Get notified when
AWS Resilience Hub
detects changes in
the compliance status

AWS Resilience Hub -
Resilience management

Centrally define, validate,
and track the resilience of
your applications

®

Add applications
Define the resources in your application

(CloudFormation stack, Resource groups, Terraform state file,
myApplications application or Kubernetes managed on Amazon
Elastic Kubernetes Service)

l

> =@

Assess application resilience

Define the resilience policies and assess the resilience of the app
and uncover weaknesses

l
oo

Take action

Implement recommendations, alarms, standard operating
procedures (SOP)

Test application resilience

Run tests using AWS Fault Injection Service to test across the
operational recommendations

l

1l |

= A
Track resilience posture
Suggest focus on CICD, and as application is updated making sure

AW

il
I
>

S Resilience Hub Zf

you have checks in place to assess resilience
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(® Note
AWS FIS A|LIE|R = 04E] AFT HolEl & edo| iE 2& ™E 7S /LIC [MmEtME ol
£ FX& AWS Resilience Hub == 912 #EHE F£X 72 HYELICH

« MO _AWS FIS 2tQio| 2 xE MHEH|C}

AWS Resilience Hub & AF2 35t A|RFSH Al&0| AEHE FHE 4= USLICH AHMIEH LIRS H7Hoi A
THE AWS FIS A8 EpdH MR E 2 ZT5HM L.

AWS Fault Injection Service 413 Alm{/ArEl &0l 96


https://docs.aws.amazon.com/resilience-hub/latest/userguide/exclude-recommend.html?icmpid=docs_resiliencehub_help_panel_operational_recommendations_alarms

AWS S¢3 5= MEX7o|E

=X

- Systems ManagerE At&3t04{ AWS FISAWS 413 Al &4

« AWS FIS Amazon Elastic Kubernetes Service 2E{AE 0| M A E|= Kubernetes ZEE E|AES
= S0 Ale Alnf

Systems ManagerE A& 5t0{ AWS FISAWS AlE] A& HAd
AWS FIS Al&g A&ist & Systems Managerol A A3 ME HEE 2 £ &LICHAWS .

1. CloudTrail > O|HIE 7|Z(Event History)2 2 0|5 &FL|LC}.
2. 2™ IDE AME35t0 At8X} O0|F 2 7IECE O|HEE ZEJFLICH.

3. X&3 A" AlZ(StartAutomationExecution) & 52 = Qg LICH 2% IDE= SSM AtS3H IDRIL
Ct.

4. AWS Systems Manager > A} 53} 2 0O|S&fL|C}

5. SSM XI=3} IDE Ar&35tod &= ID(Execution ID)HE EEZ ST XIS3t MF HEE =olghL

Ct.

5 E Systems Manager AtSEHE AFE5t0] A™dlE EME = UA&LICH RHA[EH LHE2 AWS
Systems Manager Automation AFHE MBEME & ZHM 2. &A™ 2= PEPEllE'l'_ ARl ME HE
O| I matO|E] MMofl LIEFLID] AWS FIS A&of| LIEFLER| ot = MBI o2t 0|e & Z & &L

A EHA Lol EY Bz =2ICH25t0d B A &Ei & 7|E B A MF HEol CHet HEE ¥ E

UtE{Ql @ 7
Lot EDE A3stE SO wrAistE UHEQI @R E Ol 2L
| A™E|7| Mol 22 HES/0| BiZEZIX| eft&LICt 0|2 2l AHE 5 EAloAM

« HIAE/SOP A0
QF MIAIX|7} ghgh|ct,
« @7 MAIX]: The following parameters were not found: [/ResilienceHub/
Alarm/3dee49al-9877-452a-bb0c-a958479a8ef2/nat-gw-alarm-bytes-out-

to-source-2020-09-21_nat-02ad9bc4fbd4e6135]. Make sure all the SSM
parameters in automation document are created in SSM Parameter Store..
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« @7 MAIX]: An error occurred (Unauthorized Operation) when calling the
DescribeInstanceStatus operation: You are not authorized to perform
this operation. Please Refer to Automation Service Troubleshooting
Guide for more diagnosis details
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50 TWIHE CHAl M.
. MOl HBHKID i AE ZTE VK| RPALICH Ol HRE WEHOE EE LIS RS 2HE
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. 2F HAIX|: A0 8BHOD2 2F HAIXIZF EAIEIX| gLt
- SHZ W TN Bl A ol & Q21 W S ZAbst| Fofl 22 nEtOIEE EelstT AWS FIS
MBS B0 MTE I ABE THE TS

AWS FIS Amazon Elastic Kubernetes Service 2 AE{ 0| M A T|= Kubernetes ZE
E HAESI=E S A3 Alj

Amazon Elastic Kubernetes Service (Amazon EKS) @& = Ct21H &

« AWS FIS 43 £ = Kubernetes AH|A 7| Z0i CHEH IAM & o| R E AL},
« 27 HIAIX];

« Error resolving targets. Kubernetes API returned ApiException with
error code 401.

* Error resolving targets. Kubernetes API returned ApiException with
error code 403.

* Unable to inject AWS FIS Pod: Kubernetes API returned status code 403.
Check Amazon EKS logs for more details
- 7 Y Che e HolstHe.
« AWS FISaws:eks:pod %I AtE 0| X|EE MR=X| & letM 2.
- LRt RBAC Wt SHHE HHAHO|AE ALE S04 Kubernetes AMH|A HHEE ddstn 7
MR HolstM2.
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« Q% MIAIX|: Unable to heartbeat FIS Pod: Max failed sidecar containers
reached.
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« 27 MIAIX|: Assertion failed for the following alarms. O{AMoO| Mufist ZE HE
EL

tdghLct.
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AWS SH#H3H 5= AR 7Ho|E
0 € Sof ot SFE20|M EHZ et B2 HEY AHEE HdHSH= JSON 4| AWS CloudFormation =
Z£5!2 B 0{&LICt AWS Resilience Hub. EmployeesZt= DynamoDB E|IO|201 CHEt 17| AE FE
olL|c}.

=

HE 2! Resources A2 DynamoDB El|0|22| 17| A&t O|HIE =7} 1& Zote [ E85tE=
AWS: :CloudwWatch: :Alarm ZE & MYEELICH O2|1 5 AWS: :SSM: :Parameter ZlAAE
AWS Resilience Hub 7} 41Xl o Z2|7i[0|ME AFHE EE 9i0o| MX|El S|AAE AlHE £~ T E [
EFCIO|EHE HolgfLct.
{
"AWSTemplateFormatVersion" : "2010-09-09",
"Parameters" : {
"SNSTopicARN" : {
IlTypell : IlStIingll’
"Description" : "The ARN of the Amazon SNS topic to which alarm status changes
are to be sent. This must be in the same Region being deployed.",
"AllowedPattern" : "~arn:(aws|aws-cn|aws-iso|aws-iso-[a-z]{1}|aws-us-gov):sns:

([a-z]{2}-((iso[a-z]1{0,1}-)|(gov-)){0@,1}[a-z]+-[0-9]):[0-9]1{12}:[A-Za-z0-9/][A-Za-
z0-9:_/+=,@.-1{1,256}%"
}
+

"Resources" : {

"ReadthrottleeventsthresholdexceededEmployeesONDEMAND@ODynamoDBTablePXBZQYH3DCJ9Alarm"
{

"Type" : "AWS::CloudWatch::Alarm",
"Properties" : {
"AlarmDescription" : "An Alarm by AWS Resilience Hub that alerts when the
number of read-throttle events are greater than 1.",
"AlarmName" : "ResilienceHub-ReadThrottleEventsAlarm-2020-04-01_Employees-ON-

DEMAND-@-DynamoDBTable-PXBZQYH3DCJ9",
"AlarmActions" : [ {

"Ref" : "SNSTopicARN"
11,
"MetricName" : "ReadThrottleEvents",
"Namespace" : "AWS/DynamoDB",
"Statistic" : "Sum",
"Dimensions" : [ {

"Name" : "TableName",

"Value" : "Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJ9"
1,
"Period" : 60,
"EvaluationPeriods" : 1,
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"DatapointsToAlarm" : 1,
"Threshold" : 1,

"ComparisonOperator" : "GreaterThanOrEqualToThreshold",
"TreatMissingData" : "notBreaching",
"Unit" : "Count"

.

"Metadata" : {
"AWS: :ResilienceHub: :Monitoring" : {

"recommendationId" : "dynamodb:alarm:health-read_throttle_events:2020-04-01"

}

}

.

"dynamodbalarmhealthreadthrottleevents20200401EmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJI9Alaxn
{

"Type" : "AWS::SSM: :Parameter",
"Properties" : {
"Name" : "/ResilienceHub/Alarm/3f904525-4bfa-430f-96ef-58ec9bl19aa73/dynamodb-

alarm-health-read-throttle-events-2020-04-01_Employees-ON-DEMAND-@-DynamoDBTable-
PXBZQYH3DCJ9",
"Type" : "String",
"Value" : {
"Fn::Sub"
"${ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarm}"
1,
"Description'" : "SSM Parameter for identifying installed resources."
}
I

"dynamodbalarmhealthreadthrottleevents20200401EmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alazxn
{

"Type" : "AWS::SSM: :Parameter",
"Properties" : {
"Name" : "/ResilienceHub/Info/Alarm/3f904525-4bfa-430f-96ef-58ec9bl19aa73/

dynamodb-alarm-health-read-throttle-events-2020-04-01_Employees-ON-DEMAND-0Q-
DynamoDBTable-PXBZQYH3DCJ9",

"Type" : "String",
"Value" : {
"Fn::Sub" : "{\"alarmName\":

\"${ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarm}\",
\"referenceId\":\"dynamodb:alarm:health_read_throttle_events:2020-04-01\",
\"resourceId\":\"Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJI9\",\"relatedSOPs\":
[\"dynamodb:sop:update_provisioned_capacity:2020-04-01\"]}"

.
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"Description" "SSM Parameter for identifying installed resources."
}
}
}
}
: iz A
AWS CloudFormation ®|Z&! +H
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"AWSTemplateFormatVersion": "2010-09-09T00:00:00.000Z2",

"Description": "Application Stack with Employees Table",
"Outputs": {

"DynamoDBTable": {

"Description": "The DynamoDB Table Name",
"Value": {"Ref": "Employees"}

iy

"Resources": {
"Employees": {
"Type": "AWS::DynamoDB: :Table",
"Properties": {
"BillingMode": "PAY_PER_REQUEST",
"AttributeDefinitions": [

{
"AttributeName": "USER_ID",
"AttributeType": "S"
I
{
"AttributeName": "RANGE_ATTRIBUTE",
"AttributeType": "S"
}
1,
"KeySchema": [
{
"AttributeName": "USER_ID",
"KeyType": "HASH"
I
{

oiZEI7H ol &
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"AttributeName": "RANGE_ATTRIBUTE",
"KeyType": "RANGE"

1,
"PointInTimeRecoverySpecification": {
"PointInTimeRecoveryEnabled": true

},
"Tags": [
{
"Key": "Key",
"Value": "Value"
}
1,
"LocalSecondaryIndexes": [
{
"IndexName": "resiliencehub-index-local-1",
"KeySchema": [
{
"AttributeName": "USER_ID",
"KeyType": "HASH"
},
{
"AttributeName": "RANGE_ATTRIBUTE",
"KeyType": "RANGE"
}
1,
"Projection": {
"ProjectionType": "ALL"
}
}
1,
"GlobalSecondaryIndexes": [
{
"IndexName": "resiliencehub-index-1",
"KeySchema": [
{
"AttributeName": "USER_ID",
"KeyType": "HASH"
}
1,
"Projection": {
"ProjectionType": "ALL"
}
}
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]
}
}
}
}
A BIAAE ol Z2IF oD} & HHEZ 524 O|X| SIEAEE EIAAE ofZ2|7|0|M AEHO| 57
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[F2FA AWS : :CloudWatch: :Alarm ElAA HOofM CH2 S HEELICH
"Value" : "Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJ9"

= 2o

1jo

SHMIR.
"Value" : {"Ref": "Employees"}
12|13 AWS: :SSM: :Parameter ElAA ZHoloM CHS S BHZAELICEH

"Fn::Sub" : "{\"alarmName\":
\"${ReadthrottleeventsthresholdexceededDynamoDBEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarn
\"referenceId\":\"dynamodb:alarm:health_read_throttle_events:2020-04-01\",
\"resourceId\":\"Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJI9\",\"relatedSOPs\":
[\"dynamodb:sop:update_provisioned_capacity:2020-04-01\"]}"

"Fn::Sub" : "{\"alarmName\":
\"${ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarm}\",
\"referenceId\":\"dynamodb:alarm:health_read_throttle_events:2020-04-01\",\"resourceld
\":\"${Employees}\",\"relatedSOPs\":
[\"dynamodb:sop:update_provisioned_capacity:2020-04-01\"]}"

SOPs & AWS FIS
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/resource-import-nested-stacks.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/walkthrough-crossstackref.html
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AWS Resilience Hub APIs Al235}04 O Z2|70|M A 4l
z+H 2|

AWS Resilience Hub Z&2 AI&35t0{ OHE 2|7 0|2 MHE5t D
Resilience Hub £ AF23t8 AWS Resilience Hub APIs. O] &0l A
&5t0 o ZE|AH0|ME Mgt LE2 MY LICH E5t APIE &
27 NMSstof 5t= mt2tolE 22 HolFLICH RtMEt ME= CHEe

rl:l

FEISHZ| I8 CHRtS 2 AWS

AWS Resilience Hub APIsZ A}
sHoF 5= = At X4ZdEH of M2t
o =X

g HZFMIR.

Z r

x
e

« the section called “OHZ Z|7{|0|M &H|”
« the section called “O§Z 2|71 0| 4

=
« the section called “OHZZ|7[0|M =%~

ofZ |70l EH|

OfZ2|70|ME #H|stzd® HX] o ZE(7|0lME Ystn S YMS e O3 U 2400M
ofZ2|70|M BlAAE THR{etok BfLICE o ZE(7i|0|ME #HIstE Ol AH& El= AWS Resilience Hub
APIsO CHE RtAMIEF L8 2 O S FHME A ZstM L.

- the section called “OjZ2|7i|0|M BHET|”
« the section called “S 29 & AfAS
« the section called “OHZ 2|7|0|M E|AA T1HA

7|2
« the section called “OHZEZ|F|0|ME HAlStT S {24 HAg %EI-EOI-EII-I’l[:l--”

OfZ2|7i0] 4

ol M A OHZ 2|7 0|42 MAIEtE4T CreateApp APIE £&6t1 1R3 ofZ 2|70l 0|2 A
350k AWS Resilience Hub& LIC}. O] API0Y| CHEH AEAIEH L ttps://docs.aws.amazon.com/
resilience-hub/latest/APIReference/AP|_CreateApp.html EHHE & X 35HAML.

obo
rIo
0

& oAM= CreateApp APIE AF®3+04 AWS Resilience Hub 0llA Al O Z 2|71|0| M newAppE THE
S 2o{EFLct.

nr i

kO
0%

aws resiliencehub create-app --name newApp
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https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_CreateApp.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_CreateApp.html

AWS =231 5= AR 7Hol=
SH
{
"app": {
"appArn": "<App_ARN>",
"name": "newApp",
"creationTime": "2022-10-26T19:48:00.434000+03:00",
"status": "Active",
"complianceStatus": "NotAssessed",
"resiliencyScore": 0.0,
"tags": {},
"assessmentSchedule": "Disabled"
}
}
= piE A My

OHEZZ|7l0|ME BHE %0 CreateResiliencyPolicy APIE A& 3504 O E 2|7 0|M 9o 53
= JEHE I E = U S YAME ddslor gLICt o APIoi| CHEt REAIEH LHE 2 https://
docs.aws.amazon.com/resilience-hub/latest/APIReference/AP|_CreateResiliencyPolicy.html EF&&

xl-?t°|.k||o

CHS oMol = CreateResiliencyPolicy APIE AWS Resilience Hub AF& 310401 A o Z 2|7 0|
0] newPolicy CHEHE HMM5t= WHE EoiELICt.

Y

aws resiliencehub create-resiliency-policy \

--policy-name newPolicy --tier NonCritical \

--policy '{"AZ": {"rtoInSecs": 172800, "rpoInSecs": 86400}, \
"Hardware": {"rtoInSecs": 172800, "rpoInSecs": 86400}, \
"Software": {"rtoInSecs": 172800, "rpoInSecs": 86400}}"'

gg
{
"policy": {
"policyArn": "<Policy_ARN>",
"policyName": '"newPolicy",
"policyDescription": "",

i
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I
2
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https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_CreateResiliencyPolicy.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_CreateResiliencyPolicy.html
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"datalLocationConstraint": "AnyLocation",
"tier": "NonCritical",
"estimatedCostTier": "L1",
"policy": {

"AZ": {

"rtoInSecs": 172800,
"rpoInSecs": 86400

I

"Hardware": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

I

"Software": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

}
iy
"creationTime": "2022-10-26T20:48:05.946000+03:00",
"tags": {}

Q24 AAONM ElAA 7K 27| L 7HK{2 7| A BLE{E!
AWS Resilience Hub £ OHEZZ|7|0|Mof| 2| AAE 71X 7| {8l CFS APIsE N3 &fLCt.

+ ImportResourcesToDraftAppVersion — O| APIE AFS35tH CHFSH Q121 AA
oM oHZ2|7H0| M| Ot Mo Z B|AAE JHK{E £ /U&LICE o] APIof| CHEt
KEMIEH L8 2 https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_ImportResourcesToDraftAppVersion.html EHHE EHZSIMI2.

« PublishAppVersion - O| API= | O|EEl AppComponent@t &7 M BHZ 2| ofZ 2|7 0|
£ HAIELICE o] APIO CHEE REAIEH LI 2 https://docs.aws.amazon.com/resilience-hub/latest/
APIReference/API_PublishAppVersion.html EH2 & E5HM L.

+ DescribeDraftAppVersionResourcesImportStatus — Ol APIE A& 3 Oof
ZE70|M HTES 2 90| Bl4aA 77| HEHE ZLIEHZE = U&LICH o| APIoi| CH
Bt XFMIEH LI 2 https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API|_DescribeDraftAppVersionResourceslmportStatus.html| EHE & X 5HMI2.

CH2 oAM= AWS Resilience Hub 0llA ImportResourcesToDraftAppVersion APIE AFE 35104
OHEZEZ|ZO|Mo 2 E|AAE T E YW S EoiELICt
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https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ImportResourcesToDraftAppVersion.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ImportResourcesToDraftAppVersion.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_PublishAppVersion.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_PublishAppVersion.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeDraftAppVersionResourcesImportStatus.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeDraftAppVersionResourcesImportStatus.html
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aws resiliencehub import-resources-to-draft-app-version \
--app-arn <App_ARN> \
--terraform-sources '[{"s3StateFileUrl": <S3_URI>}]'

=a=1
{

"appArn": "<App_ARN>",

"appVersion": "draft",

"sourceArns": [],

"status": "Pending",

"terraformSources": [
{

"s3StateFileUrl": <S3_URI>

}

]

ClS oAM= AWS Resilience Hub 0ilA CreateAppVersionResource APIE AL&35104 OHE 2|7 O

Mol E| AL E S22 FItsts YHE 2oiELICH

2

aws resiliencehub create-app-version-resource \
--app-arn <App_ARN> \

--resource-name "backup-efs" \

--logical-resource-id '{"identifier": "backup-efs"}' \
--physical-resource-id '<Physical_resource_id_ARN>' \
--resource-type AWS::EFS::FileSystem \
--app-components '["new-app-component"]'

SH
{
"appArn": "<App_ARN>",
"appVersion": "draft",
"physicalResource": {
"resourceName": "backup-efs",

OHZZ|F|0|M BIAA 7HK{27| 2 7K 7| AE) B L|E{&l
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"logicalResourceId": {

"identifier": "backup-efs"

},

"physicalResourceId": {
"identifier": "<Physical_resource_id_ARN>",
"type": "Arn"

},

"resourceType": "AWS::EFS::FileSystem",
"appComponents": [

{
"name": "new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"

}

CHZ ol A= AWS Resilience Hub 0llA DescribeDraftAppVersionResourcesImportStatus
APIE At836t0{ ElaA 0 7t X2 7| 4ElE ELIEZ S WS 2oiE LIt

=H=2 -

o

aws resiliencehub describe-draft-app-version-resources-import-status \
--app-arn <App_ARN>

SH
{
"appArn": "<App_ARN>",
"appVersion": "draft",
"status": "Success",
"statusChangeTime": "2022-10-26T19:55:18.471000+03:00"
}

L= AlsHsly| Fof MK OHZ 2|7 00| X O A AHA|StD OfZE[FH 0|2 = AIE Ao =
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1. OHEZEIAH oMo ot TS HAISHE{T PublishAppVersion APIE AFSELICE O] AP
ofl CHBF XFM[SH L 2 https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_PublishAppVersion.htm| EHHE & X SHMIL.

Ct2 Mol M= PublishAppVersion APIE AWS Resilience Hub AH& 50401 A{ O & 2|71 0| M
O| Zot HME HAlste W2 EoiELCt

Y

aws resiliencehub publish-app-version \
--app-arn <App_ARN>

St
o -
{
"appArn": "<App_ARN>",
"appVersion": "release"
}

2. UpdateApp APIE AtE35t04 ofE2[7| 0| o] EA|E 0| S &2 M2 Z XM gLt 0]
API0i| CHE XEMIBH L& 2 https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
AP|_UpdateApp.htm| EHHE & XM

CtS ol Aol M= UpdateApp APIE AWS Resilience Hub AH& 310401 A 2|2 E of E2(7 0|
HTo| 523 HME MEstc YHUs HoiELo

*H

aws resiliencehub update-app \
--app-arn <App_ARN> \
--policy-arn <Policy_ARN>

C}
=

0lo
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https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_PublishAppVersion.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_PublishAppVersion.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_UpdateApp.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_UpdateApp.html
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{
"app": {
"appArn": "<App_ARN>",
"name": "newApp",
"policyArn": "<Policy_ARN>",
"creationTime": "2022-10-26T19:48:00.434000+03:00",
"status": "Active",
"complianceStatus": "NotAssessed",
"resiliencyScore": 0.0,
"tags": {
"resourceArn": "<App_ARN>"
1,
"assessmentSchedule": "Disabled"
}
}

AWS Resilience Hub S&23 7} Al&l ol zHZ|

M EHT1o| o ZE|AHO|ME HAIE Folle M S WItE Adstn ZutE 244501 of E 2|7 0| M
o S HAof HolEl o ¢ /I 2= RTOR of&f RPOE SFst=X| &elstior gfLict BIloM=
Zt oHEZIF0IM 8 24 Fg YA HlwetT FE, SOP & &2 NMAIRLICH

KMt HE = ChEel FXE H st L.

« the section called “S&23 W7} Als 4l 2| |E{2)”

* the section called “

AWS Resilience Hub =823 I7| AldH gl | |E{ &

oM S¢42d WIIE A& AWS Resilience Hub 5t 2EHE D LIE{2I5t24H CHS APIsE A3l oF &
L|C}.

« StartAppAssessment — O| API= O Z2[71|0|4d0d| CHEF A BILE A getLICt. O] API
ofl CHEt REM[EH LHE 2 https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API|_StartAppAssessment.html EHHE 2R 5HA|2.

. DescrlbeAppAssessment O API= O EE[7 o|4of CHEt WIHE dBstm HWot =t 2 el
£ NMZfct. of APIol CHEE REMIEH LI & https://docs.aws.amazon.com/resilience-hub/latest/
APIReference/API_DescribeAppAssessment.html EHHE R R SHAI2.
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https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_StartAppAssessment.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_StartAppAssessment.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeAppAssessment.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeAppAssessment.html
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C}2 ol Xl= AWS Resilience Hub 0A1 StartAppAssessment APl AFS A| A LI Mg AlZHSHE
g HoiELICh

aws resiliencehub start-app-assessment \
--app-arn <App_ARN> \

--app-version release \
--assessment-name first-assessment

Ch
=1

0lo
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"assessment": {
"appArn": "<App_ARN>",
"appVersion": "release",
"invoker": "User",
"assessmentStatus": "Pending",
"startTime": "2022-10-27T08:15:10.452000+03:00",
"assessmentName" :
"assessmentArn":
"policy": {
"policyArn": "<Policy_ARN>",
"policyName": "newPolicy",
"datalLocationConstraint":
"policy": {
"AZ": {

"first-assessment",
"<Assessment_ARN>",

"AnyLocation",

"rtoInSecs":
"rpoInSecs":

}I

"Hardware": {

"rtoInSecs":
"rpoInSecs":

}I

"Software": {

"rtoInSecs":
"rpoInSecs":

"tagS": {}

172800,
86400

172800,
86400

172800,
86400
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aws resiliencehub describe-app-assessment \
--assessment-arn <Assessment_ARN>

Ct
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"assessment": {
"appArn": "<App_ARN>",

"appVersion": "release",
"cost": {
"amount": 0.0,
"currency": "USD",

"frequency": "Monthly"

.

"resiliencyScore": {
"score": 0.27,
"disruptionScore": {

"AZ": 0.42,
"Hardware": 0.0,
"Region": 0.0,
"Software": 0.38

}
},
"compliance": {
"AZ": {
"achievableRtoInSecs": 0,
"currentRtoInSecs": 4500,
"currentRpoInSecs": 86400,
"complianceStatus": "PolicyMet",
"achievableRpoInSecs": @
},

"Hardware": {
"achievableRtoInSecs": 0,
"currentRtoInSecs": 2595601,
"currentRpoInSecs": 2592001,

126



"complianceStatus": "PolicyBreached",
"achievableRpoInSecs": @

},

"Software": {
"achievableRtoInSecs": 0,
"currentRtoInSecs": 4500,
"currentRpoInSecs": 86400,
"complianceStatus": "PolicyMet",
"achievableRpoInSecs": 0

}
},
"complianceStatus": "PolicyBreached",
"assessmentStatus": "Success",

"startTime": "2022-10-27T08:15:10.452000+03:00",

"endTime": "2022-10-27T08:15:31.883000+03:00",

"assessmentName": "first-assessment",
"assessmentArn": '"<Assessment_ARN>",
"policy": {
"policyArn": "<Policy_ARN>",
"policyName": "newPolicy",
"datalLocationConstraint": "AnyLocation",
"policy": {
"AZ": {

"rtoInSecs": 172800,
"rpoInSecs": 86400

.

"Hardware": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

.

"Software": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

iy
"tagS": {}
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DescribeAppAssessment — O| APIE A& 5tH 5742 """‘—'1% 7|Z22 o E 2|7 0| Mol T
A AEHE FXE £ Q&LICH 8 complianceStatus B0 7Y &4 HEE FEF
1 resiliencyScore XA ZF B &oi CHEt EEE%' HMrE FEE s UBL
API0i| CHEF XEAMIBH LI 2 https.//docs aws.amazon.com/resilience-hub/latest/APIReference/
API|_DescribeAppAssessment.html| EHHE B X FHAI2.

ListAlarmRecommendations — O| APIE AFE5tH H7t9| Amazon 2|44 O|F(ARN)E AHS
ol 22 HE AEE2 U2 = U&LICt O] APIo CHEE REAIEH LHE 2 https://docs.aws.amazon.com/
resilience-hub/latest/APIReference/API_ListAlarmRecommendations.html Bt & & XA 2.

® Note
SOP L FISE|AE HE AIE2 €orf{™ ListSopRecommendations &
ListTestRecommendatlons APIE A& &L Ct.

CHZ oAM= ListAlarmRecommendations APIE AFE35HE T7H2| Amazon ElAA O|E(ARN)Z A

O &4
el

2504 AE HE Al S Q= v HodE Lo}
(® Note

SOP 2 FISEHIAE HE AEE ¥op{H ListSopRecommendations &
ListTestRecommendations & &tLIZ HFEZLICH.

o

aws resiliencehub list-alarm-recommendations \

--assessment-arn <Assessment_ARN>

8
{
"alarmRecommendations": [
{

"recommendationId": "78ece7f8-c776-499e-baa8-b35f5e8b8ba2",
"referenceId": "app_common:alarm:synthetic_canary:2021-04-01",
"name": "AWSResilienceHub-SyntheticCanaryInRegionAlarm_2021-04-01",
"description": "A monitor for the entire application, configured to

constantly verify that the application API/endpoints are available",
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"type": "Metric",

"appComponentName": "appcommon",
"items": [
{
"resourceId": "us-west-2",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
1,
"prerequisite": "Make sure Amazon CloudWatch Synthetics is setup to monitor

the application (see the <a href=\"https://docs.aws.amazon.com/AmazonCloudWatch/
latest/monitoring/CloudWatch_Synthetics_Canaries.html\" target=\"_blank\">docs</a>).
\nMake sure that the Synthetics Name passed in the alarm dimension matches the name of
the Synthetic Canary. It Defaults to the name of the application.\n"

I
{
"recommendationId": "d9c72c58-8c00-43f0-ad5d-0c6e5332b84b",
"referenceld": "efs:alarm:percent_io_limit:2020-04-01",
"name": "AWSResilienceHub-EFSHighIoAlarm_2020-04-01",
"description": "An alarm by AWS Resilience Hub that reports when Amazon EFS

I/0 load is more than 90% for too much time",
"type": "Metric",

"appComponentName": "storageappcomponent-rlb",
"items": [
{

"resourcelId": "fs-0487f945c02f17b3e",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

}
]
},
{
"recommendationId": "09f340cd-3427-4f66-8923-7f289d4a3216",
"referenceld": "efs:alarm:mount_failure:2020-04-01",
"name": "AWSResilienceHub-EFSMountFailureAlarm_2020-04-01",
"description": "An alarm by AWS Resilience Hub that reports when volume

failed to mount to EC2 instance",
"type": "Metric",

"appComponentName": "storageappcomponent-rlb",
"items": [
{

"resourceld": "fs-0487f945c02f17b3e",
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"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
1,
"prerequisite": "* Make sure Amazon EFS utils are installed(see the <a
href=\"https://github.com/aws/efs-utils#installation\" target=\"_blank\">docs</a>).
\n* Make sure cloudwatch logs are enabled in efs-utils (see the <a href=\"https://
github.com/aws/efs-utils#step-2-enable-cloudwatch-log-feature-in-efs-utils-config-
file-etcamazonefsefs-utilsconf\" target=\"_blank\'">docs</a>).\n* Make sure that
you've configured “log_group_name’ in '/etc/amazon/efs/efs-utils.conf’, for example:
“log_group_name = /aws/efs/utils’ .\n* Use the created "log_group_name  in the
generated alarm. Find ‘LogGroupName: REPLACE_ME® in the alarm and make sure the
"log_group_name” is used instead of REPLACE_ME.\n"
},
{
"recommendationId": "b@f57d2a-1220-4f40-a585-6dable79cee2",
"referenceld": "efs:alarm:client_connections:2020-04-01",
"name": "AWSResilienceHub-EFSHighClientConnectionsAlarm_2020-04-01",
"description": "An alarm by AWS Resilience Hub that reports when client
connection number deviation is over the specified threshold",
"type": "Metric",
"appComponentName": "storageappcomponent-rlb",
"items": [
{
"resourceId": "fs-0487f945c02f17b3e",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
I
{
"recommendationId": "15f49b10-9bac-4494-b376-705f8da252d7",
"referenceId": "rds:alarm:health-storage:2020-04-01",
"name": "AWSResilienceHub-RDSInstancelLowStorageAlarm_2020-04-01",
"description": "Reports when database free storage is low",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [
{
"resourceId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
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"alreadyImplemented": false

"recommendationId": "cl1906101-cea8-4f77-be7b-60abb07621f5",

"referenceId": "rds:alarm:health-connections:2020-04-01",
"name": "AWSResilienceHub-RDSInstanceConnectionSpikeAlarm_2020-04-01",
"description": "Reports when database connection count is anomalous",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [

{

"resourceId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",

"targetRegion": "us-west-2",

"alreadyImplemented": false

"recommendationId": "f169b8d4-45c1-4238-95d1-ecdd8d5153fe",
"referenceld": "rds:alarm:health-cpu:2020-04-01",

"name": "AWSResilienceHub-RDSInstanceOverUtilizedCpuAlarm_2020-04-01",

"description": "Reports when database used CPU is high",
"type": "Metric",

"appComponentName": "databaseappcomponent-hji",
"items": [
{

"resourceId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",

"targetRegion": "us-west-2",

"alreadyImplemented": false

"recommendationId": "69da8459-cbe4-4bal-a476-80c7ebf096f0",
"referenceId": "rds:alarm:health-memory:2020-04-01",
"name": "AWSResilienceHub-RDSInstancelLowMemoryAlarm_2020-04-01",

"description": "Reports when database free memory is low",
"type": "Metric",

"appComponentName": "databaseappcomponent-hji",

"items": [
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{
"resourceId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
1,
{

"recommendationId": "67e7902a-f658-439e-916b-251a57b97c8a",

"referenceld": "ecs:alarm:health-service_cpu_utilization:2020-04-01",

"name": "AWSResilienceHub-ECSServiceHighCpuUtilizationAlarm_2020-04-01",

"description": "An alarm by AWS Resilience Hub that triggers when CPU
utilization of ECS tasks of Service exceeds the threshold",

"type": "Metric",

"appComponentName": "computeappcomponent-nrz",
"items": [
{
"resourcelId": "aws_ecs_service_terraform-us-east-1-demo",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
},
{

"recommendationId": "fb30cb91-1f0@9-4abd-bd2e-9e8ee8550eb0",

"referenceId": "ecs:alarm:health-service_memory_utilization:2020-04-01",

"name": "AWSResilienceHub-ECSServiceHighMemoryUtilizationAlarm_2020-04-01",

"description": "An alarm by AWS Resilience Hub for Amazon ECS that
indicates if the percentage of memory that is used in the service, is exceeding
specified threshold limit",

"type": "Metric",

"appComponentName": "computeappcomponent-nrz",
"items": [
{
"resourcelId": "aws_ecs_service_terraform-us-east-1-demo",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
},
{
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"recommendationId": "1bd45a8e-dd58-4a8e-a628-bdbee234efed”,

"referenceId": "ecs:alarm:health-service_sample_count:2020-04-01",

"name": "AWSResilienceHub-ECSServiceSampleCountAlarm_2020-04-01",

"description": "An alarm by AWS Resilience Hub for Amazon ECS that triggers
if the count of tasks isn't equal Service Desired Count",

"type": "Metric",

"appComponentName": "computeappcomponent-nrz",
"items": [
{
"resourceld": "aws_ecs_service_terraform-us-east-1-demo",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",

"alreadyImplemented": false

1,
"prerequisite": "Make sure the Container Insights on Amazon ECS is enabled:
(see the <a href=\"https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
deploy-container-insights-ECS-cluster.html\" target=\"_blank\">docs</a>)."
}

CIS oAM= ListAppComponentRecommendations APIE AFE35t0 7144 BHE ALE &R S =S
IHMSHE Eredol CHEt HE AtEhE U= WS Eo{ELICh

Y

aws resiliencehub list-app-component-recommendations \
--assessment-arn <Assessment_ARN>

SH
{
"componentRecommendations": [
{
"appComponentName": "computeappcomponent-nrz",
"recommendationStatus": "MetCanImprove",
"configRecommendations": [
{
"cost": {
"amount": 0.0,
"currency": "USD",
53 YA Yy
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"frequency": "Monthly"

1,
"appComponentName": "computeappcomponent-nrz",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
backups™"
},
"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
backups"
I
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Based on the frequency of the
backups™"

iy

"optimizationType": "LeastCost",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"

"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
},

T

_?r__IE# R{RH )gi/g 134



"appComponentName": "computeappcomponent-nrz",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
backups™"
},
"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
backups"
.
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Based on the frequency of the
backups™"

1,

"optimizationType": "LeastChange",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"

"cost": {
"amount": 14.74,
"currency": "USD",
"frequency": "Monthly"
.
"appComponentName": "computeappcomponent-nrz",
"recommendationCompliance": {
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IIAZII: {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No expected downtime. You're

launching using EC2, with DesiredCount > 1 in multiple AZs and CapacityProviders with
MinSize > 1",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "ECS Service state is saved on
Amazon EFS file system. No data loss is expected as objects are be stored in multiple
AZs."
1,
"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No expected downtime. You're
EC2, with DesiredCount > 1 and CapacityProviders with MinSize > 1",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "ECS Service state is saved on

system. No data loss is expected as objects are be stored in multiple

launching using

Amazon EFS file
AZs."
},
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription":
cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

" Estimated time to restore

"expectedRpoDescription": "Based on the frequency of the
backups"
}
},
"optimizationType": "BestAZRecovery",
"description": "Stateful Amazon ECS service with launch type Amazon

EC2 and Amazon EFS storage, deployed in multiple AZs. AWS Backup is used to backup
Amazon EFS and copy snapshots in-Region.",
"suggestedChanges": [

"Add AWS Auto Scaling Groups and Capacity Providers in multiple

AZs",
"Change desired count of the setup",
"Remove Amazon EBS volume"
1,
"haArchitecture": "BackupAndRestore",
"referenceId": "ecs:config:ec2-multi_az-efs-backups:2022-02-16"
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an RDS backup. (Estimates are averages based on size, real time may vary greatly from

"appComponentName": "databaseappcomponent-hji",
"recommendationStatus": "MetCanImprove",
"configRecommendations": [
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
.
"appComponentName": "databaseappcomponent-hji",
"recommendationCompliance": {

estimate).",

schedule. (Estimates

vary)."

snapshot. (Estimates

estimate).",

schedule. (Estimates
vary)."

snapshot. (Estimates
estimate).",

IIAZII: {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

},

"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

are averages based on size, real time may vary greatly from

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

.

"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

are averages based on size, real time may vary greatly from

"expectedRpoInSecs": 86400,
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"expectedRpoDescription": "Estimate based on the backup
schedule. (Estimates are calculated from backup schedule, real time restore may
vary)."

}
},
"optimizationType": "LeastCost",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"
},
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
},
"appComponentName": "databaseappcomponent-hji",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

an RDS backup. (Estimates are averages based on size, real time may vary greatly from
estimate).",

"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Estimate based on the backup
schedule. (Estimates are calculated from backup schedule, real time restore may
vary)."

.

"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

snapshot. (Estimates are averages based on size, real time may vary greatly from
estimate).",

"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Estimate based on the backup
schedule. (Estimates are calculated from backup schedule, real time restore may
vary)."

},

"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,

T
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"expectedRtoDescription": "Estimated time to restore from
snapshot. (Estimates are averages based on size, real time may vary greatly from
estimate).",

"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Estimate based on the backup
schedule. (Estimates are calculated from backup schedule, real time restore may

vary)."

}
},
"optimizationType": "LeastChange",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"
},
{
"cost": {
"amount": 76.73,
"currency": "USD",
"frequency": "Monthly"
},
"appComponentName": "databaseappcomponent-hji",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 120,
"expectedRtoDescription": "Estimated time to promote a

secondary instance.",
"expectedRpoInSecs": 0,

"expectedRpoDescription": "Aurora data is automatically
replicated across multiple Availability Zones in a Region."
I
"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 120,
"expectedRtoDescription": "Estimated time to promote a
secondary instance.",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "Aurora data is automatically
replicated across multiple Availability Zones in a Region."
1,
"Software": {
"expectedComplianceStatus": "PolicyMet",

"expectedRtoInSecs": 900,
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"expectedRtoDescription": "Estimate time to backtrack to a
stable state.",
"expectedRpoInSecs": 300,

"expectedRpoDescription": "Estimate for latest restorable
time for point in time recovery."
}
1,
"optimizationType": "BestAZRecovery",
"description": "Aurora database cluster with one read replica, with

backtracking window of 24 hours.",

"suggestedChanges": [
"Add read replica in the same Region",
"Change DB instance to a supported class (db.t3.small)",
"Change to Aurora",
"Enable cluster backtracking",
"Enable instance backup with retention period 7"

1,

"haArchitecture": "WarmStandby",

"referenceId": "rds:config:aurora-backtracking"

"appComponentName": "storageappcomponent-rlb",
"recommendationStatus": "BreachedUnattainable",
"configRecommendations": [
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
I
"appComponentName": "storageappcomponent-rlb",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No data loss in your system",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "No data loss in your system"
},
"Hardware": {
"expectedComplianceStatus": "PolicyBreached",
"expectedRtoInSecs": 2592001,
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"expectedRtoDescription": "No recovery option configured",
"expectedRpoInSecs": 2592001,
"expectedRpoDescription": "No recovery option configured"
I
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 900,
"expectedRtoDescription": "Time to recover Amazon EFS from

backup. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Recovery Point Objective for
Amazon EFS from backups, derived from backup frequency"
}
I
"optimizationType": "BestAZRecovery",
"description'": "Amazon EFS with backups configured",

"suggestedChanges": [
"Add additional availability zone"
1,
"haArchitecture": "MultiSite",
"referenceIld": "efs:config:with_backups:2020-04-01"

I
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
I
"appComponentName": "storageappcomponent-rlb",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No data loss in your system",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "No data loss in your system"
},
"Hardware": {
"expectedComplianceStatus": "PolicyBreached",
"expectedRtoInSecs": 2592001,
"expectedRtoDescription": "No recovery option configured",
"expectedRpoInSecs": 2592001,
"expectedRpoDescription": "No recovery option configured"
I
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"Software": {

"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 900,
"expectedRtoDescription": "Time to recover Amazon EFS from

backup. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Recovery Point Objective for
Amazon EFS from backups, derived from backup frequency"
}
1,
"optimizationType": "BestAttainable",
"description'": "Amazon EFS with backups configured",

"suggestedChanges": [
"Add additional availability zone"

iF
"haArchitecture": "MultiSite",
"referenceIld": "efs:config:with_backups:2020-04-01"
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aws resiliencehub create-app-version-resource \
--app-arn <App_ARN> \

--resource-name "backup-efs" \

--logical-resource-id '{"identifier": "backup-efs"}' \
--physical-resource-id '<Physical_resource_id_ARN>' \
--resource-type AWS::EFS::FileSystem \
--app-components '["new-app-component"]'

=1,
{
"appArn": "<App_ARN>",
"appVersion": "draft",
"physicalResource": {
"resourceName": "backup-efs",
"logicalResourceId": {
"identifier": "backup-efs"
.
"physicalResourceId": {
"identifier": "<Physical_resource_id_ARN>",
"type": "Arn"
.

"resourceType": "AWS::EFS::FileSystem",
"appComponents": [
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"name": "new-app-component",
"type": "AWS::ResilienceHub: :StorageAppComponent",
"id": "new-app-component"
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aws resiliencehub delete-app-version-app-component \
--app-arn <App_ARN> \
--id new-app-component
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"appArn": "<App_ARN>",
"appVersion": "draft",
"appComponent": {

"name": "new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"
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aws resiliencehub delete-app-version-app-component \
--app-arn <App_ARN> \
--id new-app-component
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"appArn": "<App_ARN>",
"appVersion": "draft",
"appComponent": {

"name": '"new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"
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aws resiliencehub update-app-version-resource \
--app-arn <App_ARN> \
--resource-name "ec2instance-nvz" \

--excluded
SH
{
"appArn": "<App_ARN>",
"appVersion": "draft",
"physicalResource": {
"resourceName": "ec2instance-nvz",
"logicalResourceId": {
"identifier": "ec2",
"terraformSourceName": "test.state.file"
.
"physicalResourceId": {
"identifier": "i-0b58265a694e5ffcl",
"type": "Native",
"awsRegion": "us-west-2",
"awsAccountId": "123456789101"
.
"resourceType": "AWS::EC2::Instance",
"appComponents": [
{
"name": "computeappcomponent-nrz",
"type": "AWS::ResilienceHub: :ComputeAppComponent"
}
]
}
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
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AWS S 5= AEXt7tol=

IAM2| 2259 Atzi|ol| CHEF REMIEE LIE 2 IAM ALE B A L| IAMLS| EoF Y A& & ZshM|2.

AWS Resilience Hub 2& Al

AWS Resilience Hub 2&0f HAMASE{™ Z|A M8 E§Ho| lo{oF &L|Ct. o|z{8t HEtE S35l ol M
AWS Resilience Hub Z|AA0| CHEE M HEE LIYstD 2 5 U040 ELICH AWS HH. A B
HetECH o AMEHAQl ID 7|8 HAg MMEE A2, 2£0| siE Halof 8= °*IE|E|(A+RX+ TE

Jgh)oll el o|=CH= %SstX| et&LICt.

T3

AWS CLI EE= AWS APIOBF S £5H= AFE X0 CHEH 2|4 2& HES 38 2= i&LIct chal
F F

Testti= API ot x[ot= E Lol AMAE + U F TLICH

A REQF 24E 0| 09715| AWS Resilience Hub £ AFEE £ U T 5 35l2{™ AWS Resilience Hub
ConsoleAccess = ReadOnly AWS B Z|¥ HHE AE{E|ol| 2T LICt RtMIEH LHE2 IAM ALS

MBEMO| AFE X0 H HEF F7HE B ESHML.

CtS M22 AL X0l 7| AWS Resilience Hub 2&2| ZE Z|AAE LIYWElD 2 £ QE HEtS B0
StX|EF 4, HHIOIE = AXNE = Ue HEt2 Foistx| et&Lct
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"resiliencehub:List*",
"resiliencehub:Describe*"
1,
"Resource": "*"
}
]
}
AERI7L RtAlol IR HEtE 2 = ULE 58
Ol oIMl= IAM AL RE7 REAIO| ALE XL IDOf| A E! QlEtel U EHEI" HHE E = UEF 5835t
Mg Ydsts WS 2oiELICt ol WMo 2&£0M E£= AWS CLI EE= AWS APIE ALE 5104
T2 Y HAc2 0| 2UE AEE £ U= HEto| 2 E[o] /d&LICt
{

"Version": "2012-10-17",
"Statement": [
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

ME 7158 AWS Resilience Hub O Z 2|7 0| L}

CtE E2 AL Ao A AHE 7HS 8 AWS Resilience Hub OHEE|F|O[ME LIEE = = THEFE 7

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:ListApps"
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AWS 532 5=

INE=Y ] Xe] )=
1,
"Resource": [
"gn
]
}
]
}
ofZ 27| 0|4 L7+ AIZf
Chg 442 A X0l S5 AWS Resilience Hub OfE 2|70l Aol CHEH TIHE AlRHE 4 Qli= Mt
g Rofgiict
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:StartAppAssessment"
1,
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"
]
}
]
}
o Z 2|70l L7} 4K
Chg A2 A X0l S5 AWS Resilience Hub OfE 2|70l &dofl CHEH T7HE ArRIE 4 Qli= et
g RofgfLict
{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:DeleteAppAssessment"

]I
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"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"

]
}
]
}
S o Z2[AH olMdo] CHEt HEY Al HES! dd
CHS M2 AFE Ao Hl 57 AWS Resilience Hub OHEZ 2[AH 0|4A0] CHEt HE AtE BHIZSI2 MME
& e Mg Sofgrict
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:CreateRecommendationTemplate"
1,
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"
]
}
]
}
S o Z2[AH 0|0l CHEt HE A "HES! AFK|

Che &AM AFS ROl S AWS Resilience Hub OfZ 2|70l 410] CHEH & A HE3IS AmE

=

o
= U TErE FodgfLch

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:DeleteRecommendationTemplate"

1,

"Resource": [

166

AWS Resilience Hub2l IAM2] & 5 Hf Al



AWS S 5= AEXt7tol=

"arn:aws:resiliencehub:*:*:app/appId"

Sy =82 yMo = of 2 0l HHlolE

AMEXtoH EH 5224 ME o 2 AWS Resilience Hub O ZZ|7|0|ME AH|I0|E

gk

A
e

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:UpdateApp"
1)
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"
1,
"Condition": {
"StringlLike" : { "resiliencehub:policyArn" : "arn:aws:resiliencehub:us-
west-2:111122223333:resiliency-policy/*" }
}
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7| @8l Ct= IAM &2 £=l&hL|ct.

o 34Xl A%l AwsResilienceHubAdminAccountRole

« CI2 Aol M AwsResilienceHubExecutorAccountRole

ESh of ok =l WIE A5 HIF AwsResilienceHubPeriodicAssessmentRole 238t 4
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
resiliencehub:GetWidget on resource: my-example-widget

0| B2, resiliencehub:GetWidget 24 S ALE5t0{ my-example-widget E|AA0 M AE
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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1. https://console.aws.amazon.com/iam/0M IAM &2 dL|Ch
2. B oM degs MEIE £ A8 Mg MEIELICE
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MedstLict

BlaA7t ME CHE AHO Qe B9 2 A-IM A SHEm OHE ARlE 2X A
|

HME ArSsHok gLict,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"

iy

"Action": "sts:AssumeRole"
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2 M8 s AME HE 2l i| A0l A= AWS Resilience Hub AH|A

=2 OlA |.
= = ALMEH
off 2ot o)A g e +HE + U= HEE Foists LS EoiFLICH

_|j|_
Ojo
L o

(® Note
JSON EXAtde| o|AFO|Z MEE(' ') T AHE2 & KMol et CHE LI

AMZ create-role
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o

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-role-policy-
document '{

"Version": "2012-10-17","Statement":

[
{
"Effect": "Allow",
"Principal": {"Service": "resiliencehub.amazonaws.com"},
"Action": "sts:AssumeRole"
}
]
}l
JSON It U2 A8 5H0{ AlZ| HA Ho|
B O| JSON IS A5l create-role HHEE AlEHSI04 &hof CHEH A E| HAMS HOlg &=
= U&LICH CHS oMo A trust-policy.json2 €& CIRE|Z[Q] AlZ| AHo| Z & El m Q]
L|Ct. O] HA2 create-role BHS A&5t0{ A& ol AZAELICI create-role BHO| £
2 ME £2d(Sample Output)oll ZA[EILICtH Fgof HetE Fo+5te{ Ldeoll =& F 7} (attach-

policy-to-role) BWE 2 AL& 3504 AWSResilienceHubAssses
HHMg FItetes WRE AIRE £ U&LICH 221- HRof cHEt REAMIEH LIE 2 the section called

“AWSResilienceHubAsssessmentExecutionPolicy” EHE X SHMIL.

ME trust-policy.json

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"
},
"Action": "sts:AssumeRole"
}]
}

AMZ create-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-
role-policy-document file://trust-policy.json
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"Role": {
"Path": "/",
"RoleName": "AWSResilienceHubAssessmentRole",
"RoleId": "AROAQFOXMPL6TZ6ITKWND",
"Arn": "arn:aws:iam::123456789012:role/AWSResilienceHubAssessmentRole",
"CreateDate": "2020-01-17T23:19:12Z2",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"
},

"Action": "sts:AssumeRole"

]

MZ attach-policy-to-role

aws iam attach-role-policy --role-name AWSResilienceHubAssessmentRole --
policy-arn arn:aws:iam::aws:policy/
AWSResilienceHubAsssessmentExecutionPolicy

WA AWS 748 HMAE IEF CHE 78| A - MEY ALY

g
12

AATFEZ/BIAA A UeE BRI ofZ2[70|MHE AWS Resilience Hub d3XMo 2 I7
= UES Z A™Hof| A2 MAIsHoF ELICH A M MR AE HXM 2 HdEg MelsiH ™" 28

4
Kb st MM = 2 M|AQ} H|&EHL|C}.

|
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« the section called “JSON I} S Al235}04 AlE| = X o)

IAM 220 EX/EBIAA A e MM

AWS Resilience Hub 7} CF& AWS H Ol AWS MH[A &l Z|AA0| HHAE = AT E 5tE{H Ol

Bt Zh Aol g s MdsoF ghLict.

IAM 2&£ &2 At8501 IAM Z2&£0M 2EZ/2[AA A Ho| Cigh Jg S Brsci™

dE MEfghLC

= %
T 2 oo
El

=H
X dlz HH g MEst T AR XY Az EM oM COhE HXE SAet = OS2

(® Note
2laA7t HE CHE A"l e B2 2 HTolA fghg e D OfE H™ols BX A
Y AE EME ALSshioF BfLct.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::primary_account_id:role/InvokerRoleName"
]
.

"Action": "sts:AssumeRole"

[
—_

4. T F7 HO[X|el HE HAM MMM S8 E= M 0|E2 7IECE HME
F27| &xtol AWSResilienceHubAsssessmentEx ecutlonPolicy% 2238 L[Ct

5. Mg MEstn Cts2 MEELICH
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AWS S 5= AEXt7tol=

6. oIE AR HE MMolA| B 0| MXtol TR 4E OIF (0l:

AWSResilienceHubAssessmentRole) & I23&FL|C}
7. (ME4ALE) AE ARLol Aol cHE dHE S =AEL|ct

6Tt A0 A 3ol CHEF AL AtEiet HEHE TRISIE{H 1B MEE £ e AEE| MB =2
Bt Mt F7h Mo 2 EF0 e HE HES ME{EfLICH

st 7t S EX &0l sts:assumeRole HEHE F7I510{ ZHH S EX7 EX AYo| &2 &2
= U5 SH{oF Lct.
MABHZt BE gl T S &R ol Ohe WS FhEUC

{

"Effect": "Allow",

"Resource": [
"arn:aws:iam::secondary_account_id_1l:role/RoleInSecondaryAccount_1",
"arn:aws:iam: :secondary_account_id_2:role/RoleInSecondaryAccount_2",
15
"Action": [

"sts:AssumeRole"
]
}

IAM APIE AFEEH A& 2t

= Qle HEHE Fo4&L|ct AWS Command

& o| AME| MAM2 X|HE 2ot 2
MASE{™ create—role E"'E"% AtggLlct o] &
o Ch.

=
T
Line Interface (AWS CLI)% AtE35to] e3g
S A3 M= AlZ RIEE Q =) 3
U

2ot FrofH dge s 4

0>|
E_
Mr >

® Note
JSON EAtgol o|Aa7ol= MFE(' ') 2T ME 2 4 KMo e} CHELICH

MZcreate-role
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aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-role-policy-
document '{"Version": "2012-10-17","Statement": [{"Effect": "Allow","Principal":
{"AWS": ["arn:aws:iam::primary_account_id:role/InvokerRoleName"]}, "Action":

"sts:AssumeRole"}]}"’

O JSON It US AL 5o F&rof CHEr AlZ| HAMS Holg =& U&LICt CHS od|X|od[ A
trust-policy.json %[l C|EEE[Q| TpUL|Ct

JSON I U ALE5t04 Al HA ol

BT O] JSON It U2 AF23t1 create-role HHE A0 A& of CHEH AE| HAME Holgh £
= U&LCt Ch2 oMo A trust-policy.json2 &A C|RE 2O A2 20| L& E mUQ
L|Ct. O] 22 create-role WS A0 A& 0| AZELICH create-role BHO| &3
2 ME £324(Sample Output)fl ZAIEILICH Ao HEHS FI+ste{ A &oll =& F I} (attach-

policy-to-role) WS AIE35lH AWSResilienceHubAsssessmentExecutionPolicy &2l
MM FItste ZdEE| AIZE £ QIALICH 22|13 K=ol CHEF XFM|EH LH 2 the section called

“AWSResilienceHubAsssessmentExecutionPolicy” EHHE & XM 2.

MEZ trust-policy.json

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::primary_account_id:role/InvokerRoleName"
]
},
"Action": "sts:AssumeRole"
}
]
}

AMZ create-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-role-policy-

document file://trust-policy.json
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"Role": {
"Path": "/",
"RoleName": "AWSResilienceHubAssessmentRole2",
"RoleId": "AROAT2GICMEDJIMLG6EVQRG",
"Arn": "arn:aws:iam::262412591366:role/AWSResilienceHubAssessmentRole2",
"CreateDate": "2023-08-02T07:49:23+00:00",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"AWS": [
"arn:aws:iam::262412591366:r0le/
AWSResilienceHubAssessmentRole"
]
},

"Action": "sts:AssumeRole"

MEZ attach-policy-to-role

aws iam attach-role-policy --role-name AWSResilienceHubAssessmentRole --
policy-arn arn:aws:iam::aws:policy/
AWSResilienceHubAsssessmentExecutionPolicy.

2K IAM AL R} HEF ALS
2 1AM AFERF HEtE ALEst0 BIHE Yot Asti{™ o] YHE MEHAMIR.

AWSResilienceHubAsssessmentExecutionPolicy #Z2|& HME IAM AFEAL L= AFE XL ¢

Z4=| odstol| Q4Z4E & oJa L},

B 2eld S E A8 5HH IAM AL Attt S U HHol| M 2HElE[= o Z 2l o] Mof CHE
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AwsResilienceHubPeriodicAssessmen

+
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®
mo o
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0x
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. odgt J|ut HAASIOIM HB B 7] S E X} o

ok
M

A-&st= Setol= o] BAH 7t Eest

o
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AWS Resilience Hub 7} 0| 2= Z7} zHad =k

o
o

S

Htok

A
e

Hdststked

2

1. AWSResilienceHubAsssessmentExecutionPolicy tE|1EE HAE dghof edAFLICEH

2. CIS HAME FIIgLICH 047|ME ofZ2(7H0]440] HO|El primary_account_id
AWS HHo|H BI7HE A-gfLich E8 of 2 El Bote| ¢
(AwsResilienceHubPeriodicAssessmentRole)ol| P12 E A2 HAMZ F7t5H0F §L|Ct. Ol
HH 2 AWS Resilience Hub AMH[A 7} of| 2FEl HILo| g S R

1l
o4
|

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iam:GetRole",
"sts:AssumeRole"
1,
"Resource": "arn:aws:iam::primary_account_id:role/
AwsResilienceHubAdminAccountRole"
},
{
"Effect": "Allow",
"Action": [
"sts:AssumeRole"
1,
"Resource": [
"arn:aws:iam::primary_account_id:role/
AwsResilienceHubAssessmentEKSAccessRole"
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o’ El Wrto| o CHet A E| X2 (AwsResilienceHubPeriodicAssessmentRole)

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"
.
"Action": "sts:AssumeRole"
}

WA AE HH

AWS Resilience HubE 042 A|E1t &7 AtE 5= B CFS IAM TEt HA0| LR ELICH AFS Atz
of 2k Zf AWS A Hof CHE Teto| HeE + JU&LICH ZZ2A HHEH HMAE 2[sH AWS Resilience

Hub € MYE = CEo 22 AE A HEE nedgfLch

- 7|2 A'd — ol EE[A0|MME BtED TBIHE AAsiei= AWS HE LI

o BX/E|IAA AY(E) - 2lAaATE KIXIE AWS HE(E).

I&steE S2rolls of ErAI7F Hest

T

Kt

9
ot
1]

>.

o Qdsk 7|Ht OHA-”/\( 2o 125t 7t 5

« Amazon Elastic Kubernetes Service0ll MAE £ Qe HEHE = &0l CHSH REA
Bt L2 2 the section called “Amazon EKS 2 {AE{0] CH 8t AWS Resilience Hub @AM A &

gt BHE B sk .

AWS Resilience Hub HA|A HEH & X 181



fin

AWS =21 5

7l AE HE

7|12 AHZAwsResilienceHubAdminAccountRoleOAM A &S
AWS Resilience Hub AMAE & A45}5H0F BfLICH O] &te 2|AAT7F ZEHE AWS HIXo| CHE gt

of AN ASHE Ol AAEELICH ElAAE oIS FEho| glofoF ghLct

(® Note
« 3% 0|22 AwsResilienceHubAdminAccountRoleO|0{OF &L |C}.
« 7|8 HHEo|M MAIsHoF &LICt.

o 3™ IAM AL RH e o Ol &S = iam:assumeRole TEHO| Qlo{oF EFL|CH.

« secondary_account_id_1/2/...2 && BEX A AlEXIZ HFAML.

r

CHe BAEe AMOl THE R0l Al BlAAo AHMAE £ U NH7| HEt S Aol MZELIC
AWS
{
{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Resource": [
"arn:aws:iam: :secondary_account_id_l:role/AwsResilienceHubExecutorAccountRole",
"arn:aws:iam::secondary_account_id_2:role/AwsResilienceHubExecutorAccountRole",
1,
"Action": [
"sts:AssumeRole"
]
}
]
}

ol

#E|XF A& (AwsResilienceHubAdminAccountRole) o] A 2| HAM2 S0} ZH&L|CH

— 1=

"Version": "2012-10-17",
"Statement": [
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{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::primary_account_id:role/caller_IAM_role"
},
"Action": "sts:AssumeRole"
},
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::primary_account_id:role/
AwsResilienceHubPeriodicAssessmentRole"
},
"Action": "sts:AssumeRole"
}
]
}
BXR/E|AA AHHE MY

Zt B & Ao M M AwsResilienceHubExecutorAccountRole HHE BtE1 {0 M BHE ZE|

Rt o482 EAI5t5t0d O] A& S 4 sHok BLIC O 24 20lA oS 2FoIM BlAAE AT D H

7}6H= AWS Resilience Hub Ol AF2 E|2 2 X& 8 Motz e shLch.

5t X|2F AWSResilienceHubAsssessmentExecutionPolicy 2|3 MM S g0l o425t n A™

A} o435t X4z S odZd5HoF BFL|C}.

=2 o/|=

MR ofEt

[l

B g2 ot 24t

{
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::primary_account_id:role/AwsResilienceHubAdminAccountRole"
b
"Action": "sts:AssumeRole"
}
]
}
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AWS S¢3 5= MEX7o|E

AWS o CHst 22|23 &= AWS Resilience Hub

SE A EHULICH AWS. AWS BHEI™ HH2 A8
TS B2 UBAQI AL Atzilol ChE HEHE MBS

HAEIREL

ANS B2/t B2 DE AWS ZUO| NBY 91002 BT NS Aol s 21 et Herg
Of5HX| k2 4 QUALICH ALS Abdlloll TRE T BHEIS S Holstod MEHE Fols %ol E8
Lict

AWS B 28 BHo| HOlEl HE2 HBY 4 HALICH 7HAWS BEIE HAo| HOIE HEHS AWS
QL0 513 FR0| QIZE DE Hot R A2 BHALE K, 18 X 3ol ¥HS DIFILICH
AWS = M AWS MEIA 7k AIRLEIZALE 71Z MEIA0) A APIAHRIE AL E 4 U7 ST AWS &2

AWSResilienceHubAsssessmentExecutionPolicy

AWSResilienceHubAsssessmentExecutionPolicy2 IAM AtZd ZHof ¢4Z2E &+ Ql&L|CH
7HE A8SE S0t0| W2 WILE A-E 4 Qe HMA HEHS CHE AWS MH|A

AN - 1

#

HEh MlF HE

rot

|I=I

O| M2 AL AWS FIS 2 SOP ®lEZ!2 Amazon Simple Storage Service(Amazon
S3) HAof| HAIE = /U= e HetE MBS LI Amazon S3 HZ! O|&2 aws-
resilience-hub-artifacts-2Z A|Zt&Hok E*l—lEP CHE Amazon S3 HZ!of| HAlstE{e B¢

CreateRecommendat1onTemplate APIE 2lH™Mo 2 S ESHM HAIE = U&LICH AtAEH LIS
2 HY A HEE é':*’8(CreateRecommendatlonTempIate)% XML,

O| d&ol= Chs HEro| e klof U&LICH

r

« Amazon CloudWatch(CloudWatch) — OfZ 2|7 0|4 E 2 LIE{-I5 7| /3 Amazon CloudWatchof|
MMt R E 8E BEE 7t XS LICt E8t ResilienceHub WIZAH O|A0 /= OfZ 2|7 0| M
o] 5 ¢ M40 CiEr CloudWatch X|EE HA|3t= O| cloudwatch:PutMetricDatas AIE &
LIC}.
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AWS S¢3 5= MEX7o|E

« Amazon Data Lifecycle Manager - AWS 7|41t 24Z3El Amazon Data Lifecycle Manager 2|2~ A0f
CHet Describe &S U1 x| ZEHLCt.

 Amazon DevOpsGuru - AWS 7|1} 2474 El Amazon DevOpsGuru 2lAAE LIQE5HD ofof| CHEt
Describe ®&t2 MEZ¢&L|Ct.

« Amazon DocumentDB - % AWS 1} 2173 El Amazon DocumentDB Z|AAE LIE5tD 0|0 CHEt
Describe ®&HE AN S EHLICt.

« Amazon DynamoDB (DynamoDB) — AWS 7’41t @4Z4E Amazon DynamoDB Z2|AAE LIE3}
Describe Mt XS gfLICH.

Kl

. Amazon EIastiCache(EIastiCache) - AWS A™H 1 AZE ElastiCache 2|AA0| CHE Describe

« Amazon ElastiCache(Redis OSS) Serverless(ElastiCache(Redis OSS) Serverless) - 741’3 AWS 1}
@14 El ElastiCache(Redis OSS) Serverless 301 CHEl Describe ™2 M3 & LICH.

« Amazon Elastic Compute Cloud(Amazon EC2) — AWS A1} 9474 El Amazon EC2 EIAAE LY
51 Describe ™82 XS ELICH.

« Amazon Elastic Container Registry(Amazon ECR) - AWS 7|1} 2173l Amazon ECR E|AA0] CH
8t Describe ™&t2 M3 ELICH.

« Amazon Elastic Container Service(Amazon ECS) - AWS A& 44 E Amazon ECS 2|A A0 CH
8t Describe M3t2 AMSELICEH

« Amazon Elastic File System(Amazon EFS) - AWS 7|51 ¢34 El Amazon EFS 2|4 A0 CHE
Describe Mt2 M3 gLICH.

« Amazon Elastic Kubernetes Service(Amazon EKS) — AWS &1} 944 El Amazon EKS Z|AAE
LIdst 0 M2 Describe MZELICH.

 Amazon EC2 Auto Scaling - AWS 7|81 ¢4Z4El Amazon EC2 Auto Scaling E|AAE LIYst D O
0f| CHEF Describe H&H2 M3 & LIC.

« Amazon EC2 Systems Manager(SSM) - AWS H|’d1 ¢1Z4El SSM 2|4 A0 CHE Describe T8t
£ X3 &hLct.

« AWS Fault Injection Service (AWS FIS) - AWS &0t HAZEE AWS FIS A& & A =HES/of Cigt
Describe ®™&tE LtA35t T NS ELICH.

« Amazon FSx for Windows File Server(Amazon FSx) - 4| AWS It ¢1Z4El Amazon FSx 2|4 A0

CHEt Describe W&HE LIESt 1 XS EHLICH

« Amazon RDS - AWS A X1} 24Z3E Amazon RDS 2IAAE LIQ@stD 0|0 CHEF Describe HEHE
N3gct
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 Amazon Route 53(Route 53) — AWS &1} ¢4 El Route 53 E|AAE L35I T Describe M3t
£ MSELch

« Amazon Route 53 Resolver - AWS 7|1 ¢4Z3El Amazon Route 53 Resolver 2|2 201 CHEF
Describe H&tE LIG5t NS eLICt

« Amazon Simple Notification Service(SNS) — AWS A& 1} 24 El Amazon SNS EIAAE LIY
Describe ™32 AMSELICH.

« Amazon Simple Queue Service(Amazon SQS) — AWS |1} ¢4Z4El Amazon SQS E|AAE LIY
5t Describe HEH2 MSELICH

« Amazon Simple Storage Service(Amazon S3) - A/ AWS 1t 244 El Amazon S3 2|AA0] CHE
Describe &t L5t MSELICH

F

ol
!

@ Note
HILE AEst= st HEl™ HAol M Yol|o|Esof 5t 2l Mol
s3:GetBucketLogging ™8t2 At&304 BW7HE AWS Resilience Hub 43O 2 2t = 3L
Ch. Z2{Lt AWS Resilience Hub = & &l #HEtS LIPst= A1 HAIXIE EA
F7te Rof 7|7t2 MSELC XIHE g0l 7|2 Lol =2HEl HEtE FIH6EX

7t7¢ Ao gLt

ol Ql= A

« AWS Backup - AWS A1} HAZEl Amazon EC2 Auto Scaling EIAAE L3t 11 Describe #Et
2 7tXSLch

« AWS CloudFormation - A3 AWS I+ 24Z4El AWS CloudFormation AEB40| B|AA0f CHE
Describe ®™&tE LIA35t T 7t A4S LIC.

« AWS DataSync - AWS A1 ¢4Z2E AWS DataSync 2|2 A0 CHEt Describe HEHS LISt
x.||_._oI-L||:|._

« AWS Directory Service - AWS A5 44 El AWS Directory Service 2|42 A0] CHEF Describe ™
B2 L5t MSELICH

- AWS Elastic Disaster Recovery (Elastic Disaster Recovery) - AWS 7|51} @473 El Elastic Disaster
Recovery 2|A A0 CHE Describe HEHE XS ELICEH

« AWS Lambda (Lambda) - 74| AWS 1} ¢4ZEl Lambda 2|42 A0 CHEF Describe ™S LIRSt
NS ElC.

« AWS Resource Groups (El&A I 8) - A AWS I 242 El Resource Groups 2|4 A0] CHE
Describe ®™&tE LtA35t T M3 ELICH.

« AWS Service Catalog (MH|A FHEFZ2 ) - HH AWS I ¢4 E! MH|A FHEIZ2T B|AAE LS
Describe ™&t2 M3 LICH.

Kl
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1=

« AWS Step Functions - AWS #H|&1} 44
tT MSBEc

Lt

« Elastic Load Balancing - AWS 7| &1} 9473

[¢]

gt L5t MEZshuct.

- ssm:GetParametersByPath— O| H&t2 A& 3t04 o ZEE|AH 0|M0i FE CloudWatch

AE Ei SOPE BalgLICH

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AWSResilienceHubFullResourceStatement",
"Effect": "Allow",
"Action": [

"application-autoscaling:DescribeScalableTargets",

"autoscaling:DescribeAutoScalingGroups",
"backup:DescribeBackupVault",
"backup:GetBackupPlan",
"backup:GetBackupSelection",
"backup:ListBackupPlans",
"backup:ListBackupSelections",
"cloudformation:DescribeStacks",
"cloudformation:ListStackResources",
"cloudformation:ValidateTemplate",
"cloudwatch:DescribeAlarms",
"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics",
"datasync:DescribeTask",
"datasync:ListLocations",
"datasync:ListTasks",
"devops-guru:ListMonitoredResources",
"dlm:GetLifecyclePolicies",
"dlm:GetLifecyclePolicy",
"docdb-elastic:GetCluster",
"docdb-elastic:GetClusterSnapshot",
"docdb-elastic:ListClusterSnapshots",
"docdb-elastic:ListTagsForResource",
"drs:DescribeJobs",

A&, H|

El AWS Step Functions 2|2 A0] CH8t Describe #HEtE

El Elastic Load Balancing 2|420i| CH8 Describe ™
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"drs:DescribeSourceServers",
"drs:GetReplicationConfiguration",
"ds:DescribeDirectories",
"dynamodb:DescribeContinuousBackups",
"dynamodb:DescribeGlobalTable",
"dynamodb:DescribelLimits",
"dynamodb:DescribeTable",
"dynamodb:ListGlobalTables",
"dynamodb:ListTagsOfResource",
"ec2:DescribeAvailabilityZones",
"ec2:DescribeFastSnapshotRestores",
"ec2:DescribeFleets",
"ec2:DescribeHosts",
"ec2:DescribeInstances",
"ec2:DescribeNatGateways",
"ec2:DescribePlacementGroups",
ec2:DescribeRegions",
"ec2:DescribeSnapshots",
ec2:DescribeSubnets",
"ec2:DescribeTags",
ec2:DescribeVolumes",
"ec2:DescribeVpcEndpoints",
"ecr:DescribeRegistry",
"ecs:DescribeCapacityProviders",
"ecs:DescribeClusters",
"ecs:DescribeContainerInstances",
"ecs:DescribeServices",
"ecs:DescribeTaskDefinition",
"ecs:ListContainerInstances",
"ecs:ListServices",
"eks:DescribeCluster",
"eks:DescribeFargateProfile",
"eks:DescribeNodegroup",

"eks:ListFargateProfiles",

"eks:ListNodegroups",
"elasticache:DescribeCacheClusters",
"elasticache:DescribeGlobalReplicationGroups",
"elasticache:DescribeReplicationGroups",
"elasticache:DescribeServerlessCaches",
"elasticahce:DescribeServerlessCacheSnapshots",
"elasticache:DescribeSnapshots",
"elasticfilesystem:DescribeFileSystems",
"elasticfilesystem:DescribelLifecycleConfiguration",
"elasticfilesystem:DescribeMountTargets",
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"elasticfilesystem:DescribeReplicationConfigurations",
"elasticloadbalancing:Describelisteners",
"elasticloadbalancing:DescribelLoadBalancers"”,
"elasticloadbalancing:DescribeTargetGroups",
"elasticloadbalancing:DescribeTargetHealth",
"fis:GetExperiment",

"fis:GetExperimentTemplate",

"fis:ListExperiments",
"fis:ListExperimentResolvedTargets",
"fis:ListExperimentTemplates",
"fsx:DescribeFileSystems",
"lambda:GetFunctionConcurrency",
"lambda:GetFunctionConfiguration",
"lambda:ListAliases",
"lambda:ListEventSourceMappings",
"lambda:ListFunctionEventInvokeConfigs",
"lambda:ListVersionsByFunction",
"rds:DescribeDBClusterSnapshots",
"rds:DescribeDBClusters",
"rds:DescribeDBInstanceAutomatedBackups",
"rds:DescribeDBInstances",
"rds:DescribeDBProxies",
"rds:DescribeDBProxyTargets",
"rds:DescribeDBSnapshots”,
"rds:DescribeGlobalClusters",
"rds:ListTagsForResource",
"resource-groups:GetGroup",
"resource-groups:ListGroupResources",
"route53-recovery-control-config:ListClusters",
"route53-recovery-control-config:ListControlPanels",
"route53-recovery-control-config:ListRoutingControls",
"route53-recovery-readiness:GetReadinessCheckStatus",
"route53-recovery-readiness:GetResourceSet",
"route53-recovery-readiness:ListReadinessChecks",
"route53:GetHealthCheck",

"route53:ListHealthChecks",
"route53:ListHostedZones",
"route53:ListResourceRecordSets",
"route53resolver:ListResolverEndpoints",
"route53resolver:ListResolverEndpointIpAddresses”,
"s3:ListBucket",

"servicecatalog:GetApplication",
"servicecatalog:ListAssociatedResources",
"sns:GetSubscriptionAttributes",
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sns:GetTopicAttributes",
"sns:ListSubscriptionsByTopic",
"sqgs:GetQueueAttributes",
"sqs:GetQueueUrl",
"ssm:DescribeAutomationExecutions",
"states:DescribeStateMachine",
"states:ListStateMachineVersions",
"states:ListStateMachineAliases",
"tag:GetResources"

1,

"Resource": "*"

"Sid": "AWSResilienceHubApiGatewayStatement",

"Effect": "Allow",

"Action": [

"apigateway:GET"

1,

"Resource": [
"arn:aws:apigateway:*::/apis/*",
"arn:aws:apigateway:*::/restapis/*",
"arn:aws:apigateway:*::/usageplans"

"Sid": "AWSResilienceHubS3ArtifactStatement",
"Effect": "Allow",
"Action": [

"s3:CreateBucket",

"s3:PutObject",

"s3:GetObject"
1,
"Resource": "arn:aws:s3:::aws-resilience-hub-artifacts-*",
"Condition": {

"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AWSResilienceHubS3AccessStatement",
"Effect": "Allow",
"Action": [

"s3:GetBucketLocation",
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"s3:GetBucketLogging",
"s3:GetBucketObjectLockConfiguration",
"s3:GetBucketPolicyStatus",
"s3:GetBucketTagging",
"s3:GetBucketVersioning",
"s3:GetMultiRegionAccessPointRoutes",
"s3:GetReplicationConfiguration",
"s3:ListAl1MyBuckets",
"s3:ListMultiRegionAccessPoints"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AWSResilienceHubCloudWatchStatement",
"Effect": "Allow",
"Action": [

"cloudwatch:PutMetricData"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"cloudwatch:namespace": "ResilienceHub"

"Sid": "AWSResilienceHubSSMStatement",
"Effect": "Allow",
"Action": [
"ssm:GetParametersByPath"
1,

"Resource": "arn:aws:ssm:*:*:parameter/ResilienceHub/*"
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ssessmentExecutionPolicy -
W AL
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ssessmentExecutionPolicy -
W AL
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AWS Resilience Hub 2473 At

8 25 AR}

Ad404
=o

AWS Resilience Hub 7 E7}
E AM™5t=E S92 Amazon FSx
for Windows File Server 743
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ExecutionPolicy SIES
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AWS S 5= A 8%t 7tol=

AWS Resilience Hub HZ AL} &/ |JAM HEH & X

AWSResilienceHubAsssessmentExecutionPolicy AWS 2|3 M2 2l O} HE2 AL
H H™M F 5tLHE AWS Resilience Hub At&3t04 2 4atjof 5t= HIEALE0Y| IAM THEHS 504
& = U&LICH AWS ZHE|- HAol CHE REMIEH LIS 2 MM E & T 5tM|the section called

‘AWSResilienceHubAsssessmentExecutionPolicy”.

H2ALbo] CHEt A2 AWS Resilience HubCHS 0| A A|HgfL|Ct.
- gt ofE2|70|M £ EIRF H 2 ALto] CHEF IAM THE

« HIZELIA Q54 2R HEALEo|| CHEF IAM 3t

« OHEC|7H 0| ARA HZALI0Y CHEF IAM HEt

« 271 M8 HMA HEFE F0q5t7| QI8 IAM THE

QlZ 2t o4 Z 2|7 014 B aIxt T2 ALtol CHE IAM HEt

mn

njo

P

Y2 elz gl of Z2|7H| 0|4 ZElRt HEALIY R HetE Fo{RfLIC

"Version": "2012-10-17",
"Statement": [
{

"Sid": "InfrastructureApplicationManager",

"Effect": "Allow",

"Action": [
"resiliencehub:AddDraftAppVersionResourceMappings",
"resiliencehub:CreateAppVersionAppComponent",
"resiliencehub:CreateAppVersionResource",
"resiliencehub:CreateRecommendationTemplate",
"resiliencehub:DeleteAppAssessment",
"resiliencehub:DeleteAppInputSource",
"resiliencehub:DeleteAppVersionAppComponent",
"resiliencehub:DeleteAppVersionResource",
"resiliencehub:DeleteRecommendationTemplate",
"resiliencehub:Describe*",
"resiliencehub:List*",
"resiliencehub:PublishAppVersion",
"resiliencehub:PutDraftAppVersionTemplate",
"resiliencehub:RemoveDraftAppVersionResourceMappings",
"resiliencehub:ResolveAppVersionResources",
"resiliencehub:StartAppAssessment",
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"resiliencehub:TagResource",
"resiliencehub:UntagResource",
"resiliencehub:UpdateAppVersion",
"resiliencehub:UpdateAppVersionAppComponent",
"resiliencehub:UpdateAppVersionResource"

1,

"Resource": "*"

}
]
}
HIZL|A 9L 22|k} HE2 A Lo CH IAM et
CtE M2 H|ZLA ASH BE|At HE2 4Lt 2Rt HEtE Fo{&LCt.
{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "BusinessContinuityManager",

"Effect": "Allow",

"Action": [
"resiliencehub:CreateResiliencyPolicy",
"resiliencehub:DeleteResiliencyPolicy",
"resiliencehub:Describe*",
"resiliencehub:List*",
"resiliencehub:ResolveAppVersionResources",
"resiliencehub:TagResource",
"resiliencehub:UntagResource",
"resiliencehub:UpdateAppVersion",
"resiliencehub:UpdateAppVersionAppComponent",
"resiliencehub:UpdateAppVersionResource",
"resiliencehub:UpdateResiliencyPolicy"

1,

"Resource": "*"

}
]
}

OHEZ|AHO|M 2Kt W= ALtof CHEh IAM THEt
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"Version":

"Statement": [

{

"resiliencehub

"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:

"resiliencehub

"resiliencehub

"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:

"resiliencehub

"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:

"Resource": "*"

"2012-10-17",

"Sid": "ApplicationOwner",
"Effect":
"Action": [

"Allow",

:AddDraftAppVersionResourceMappings",
BatchUpdateRecommendationStatus",

CreateApp",

CreateAppVersionAppComponent",
CreateAppVersionResource",
CreateRecommendationTemplate",
:CreateResiliencyPolicy",
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:

DeleteApp",

DeleteAppAssessment",
DeleteAppInputSource",
DeleteAppVersionAppComponent",
DeleteAppVersionResource",
:DeleteRecommendationTemplate",
DeleteResiliencyPolicy",

Describe*",

ImportResourcesToDraftAppVersion",

List*",

PublishAppVersion",
:PutDraftAppVersionTemplate",
RemoveDraftAppVersionResourceMappings",
ResolveAppVersionResources",
StartAppAssessment",

TagResource",
UntagResource",
UpdateApp",

UpdateAppVersion",
UpdateAppVersionAppComponent",
UpdateAppVersionResource",
UpdateResiliencyPolicy"
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "ReadOnly",
"Effect": "Allow",
"Action": [
"resiliencehub:Describe*",
"resiliencehub:List*",
"resiliencehub:ResolveAppVersionResources"

1,

"Resource": "*"

2 Terraform 2 E} Il 7FX{2 7| AWS Resilience Hub

AWS Resilience Hub &= Amazon Simple Storage Service 2 2|8 7|(SSE-S3) EE& #2I¥ 7|(SSE-
KMS)E AtE35t04 M & 25 3HSSE)E A& 3101 AWS Key Management Service &f & 3t
Terraform A Ej I} 71X 7|2 K| ELICH Terraform AEf mfo| 724 M|& 253} 7| (SSE-C) &
AL&3tod ef Z3HEl 42 AWS Resilience Hub2 AFHE3104 71X £ QiaLch

Terraform & Ej I}UE 2 714 22{H AE| ol Ue {Ix[o et ChS o 22 1AM HEH0| AWS
Resilience Hub Z 2 &FL|C}.

712 A %ol 2= Amazon S3 HHZ!0l| A Terraform AHE{ Tl 7142 7|

N

£ A8 2| Amazon S3 HZ!0ll RIE Terraform & EHf ThU0i| CHEF AWS Resilience Hub 2| 847| Al
AE
=

I
518 ted™ ChE Amazon S3 HZ! A 3l 1AM E3o| Ee gfLch.

« HZ! HH - 7|2 AHol /= CHe Amazon S3 HZ! 2| HZ! FAQIL|CH RHAMIEH LI 2 CFS oM E
SEC VRS
{

"Version": "2012-10-17",
"Statement": [
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{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
.
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::<s3-bucket-name>/<path-to-state-file>"
},
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
},
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::<s3-bucket-name>"
}
]
}

- Xt23 ZH G -0l ol Z2|A oMo Ho|El SEX HE E= 7|2 AWS HHO| AWS FXH IAM g
of CHer A= X4 5 H M2 AWS Resilience Hub &ILICH AFAMIEH LIS CIS XIS & X 5tA
2

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::<s3-bucket-name>/<path-to-state-file>"
b
{
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::<s3-bucket-name>"
}
]
}
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® Note
AWSResilienceHubAsssessmentExecutionPolicy eI dME MEote B2
ListBucket H&t0| ZR3HX| k& LCt
® Note
KMSE At&36t0q Terraform & E It U2 &5 3l6t= A< CtS kms :Decrypt 82 F7H5H
OF ghLct.
{
"Effect”: "Allow",
"Action": [
"kms:Decrypt",
1,
"Resource": "<arn_of_kms_key>"
}

EZX Ao 9= Amazon S3 HHZI0| M Terraform A E{ T} 71X 27|

« HZ! HA - 2X AH & stLtol /= CHa Amazon S3 HA 9| HZ! HAL|Ct RtMIE LHE2 CH S

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
},
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::<bucket-with-statefile-in-secondary-account>/<path-
to-state-file>"
},
{
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"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
},
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::<bucket-with-statefile-in-secondary-account>"
}
]
}
- A4 5 YA - 7|2 A AWS Resilience Hub 0lAM A3 Z21 AWS A &0l AZE AWS At
23 ZE HML|ct RtMEF LIS 2 CHE oM E XM,
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
},
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::<bucket-with-statefile-in-secondary-account>/<path-
to-state-file>"
},
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
},
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::<bucket-with-statefile-in-secondary-account>"
}
]
}
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® Note
AWSResilienceHubAsssessmentExecutionPolicy #ZIE HAE AIEdE B2
ListBucket ™&t0| R 3X| of&LICt
® Note
KMSE At&36t0q Terraform & E It U2 &5 3l6t= A< CtS kms :Decrypt 82 F7H5H
ofF &fLCt.
{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
1,
"Resource": "<arn_of_kms_key>"
}

Amazon Elastic Kubernetes Service 2t{AE{0] CHEF AWS Resilience Hub
CHAM|A 25|
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« Amazon EKS EHAE2t 8L AHo|M Z7|&E AWS Identity and Access Management (IAM) &3
2 M5 HLE At S
* Amazon EKS Z2{AE{0]| CHE IAM AFSAH & e HM|AE EHEH6T Amazon EKS 22{AH LY
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https://docs.aws.amazon.com/eks/latest/userguide/add-user-role.html
https://docs.aws.amazon.com/eks/latest/userguide/add-user-role.html
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IAM QIE{E|E AF28l= Amazon EKS 2 AE{0f CHEE BM| A= Amazon EKS ZHEE Z5[Qlof
M A-E|= AWS IAM Authenticator for KubernetesOll 2|l A2 MM ElLICE QIS KIE aw
ConfigMap (M 4 HEE 7HX{SLICH

® Note

« aws-auth ConfigMap Aol CHEt XAl LHE 2 GitHub2| Full Configuration Formatg
xl-?t °|.A-|| Q.
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CHS 74 Clolo{1 2 o E2[70|M0] & 7|8t o Z2|Fo|MHMe 2 2 E BL7F Amazon EKS
2 {AE{0| AWS Resilience Hub M| ASHE WS HoiFL|CH

Primary account Secondary account
AWS Resilience Hub
8 AssumeRole using Service Principal
Customer ;,
Descnbe Instance
’ K_A
Describe-Instance DS @ Describe-Instance Ecz
"4 b |E i
AWS Resilience Hub
AssumeRole using Service Principal Describe-Instance oz AWSResilienceHubServiceRole EKS API
y = @~
Scheduler EKS API
AWSResilienceHub e IlG‘I Exs
ServiceRole
AssumeRole
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https://github.com/kubernetes-sigs/aws-iam-authenticator#full-configuration-format
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://kubernetes.io/docs/reference/access-authn-authz/rbac/
https://kubernetes.io/docs/reference/access-authn-authz/rbac/

AWS S 5= A 8%t 7tol=

X IAM AFEXIE AFE5H0] E|AA M| HMHASHEE ofZ2|70|MHME 748 ZL Amazon EKS 2
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i 2 MASHoF & LICH 224 O] IAM &2 AF& 3104 Amazon EKS 2 A E{0]| AMAE =

&L|Ct.

Cl2 7 clojlo{a e oHEZ 2|7 0|M0| 34Kl IAM AF2 AL HEHS AI2SIEE TME 77 7|8
H X0 Hi Z =l Amazon EKS Z2{AE{0l AWS Resilience Hub M| A= W2 HoiFL|Ct.

Primary account

A > T =) (@
Login Current lAM Role Assume Hole AWSResilienceHub
AssessmentEKSAccessRole

CHS 7H' CHolo41 2 OHZ Bl 01440] S4XH IAM AFS AH HBHS AHESHE S TAE HeI 2
A ™o i ZE Amazon EKS 22{AE{0 AWS Resilience Hub HM|ASHE WH¥E 2o —ELIEP
Primary account Secondary account

A——n T a —A T 6—R——nH @
Login Current IAM Role Assume Role AwsResilienceHub Assume Role AwsResilienceHub  Assume Role AwsResilienceHub
AdminAccountRole ExecutorAccountRole AssessmentEKSAccessRole
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OHEZ|FIO|ME 7t WItstE S2HE IAM @& S AWS Resilience Hub AF& 3104 Amazon
EKS E{AEQ| 2|AA0] MAMATLICH O] Y& Amazon EKS S E{AE{Q} S8 7| Zdof AMAd
Z|o{of 3tH Amazon EKS E8{AEE H7}5l= AWS Resilience Hub O|of| 22§+ M8to| L& =l

Kubernetes 1 &2} O & ElLIC}.

Amazon EKS 22{AE{7} AWS Resilience Hub & A& S U A™ol| I B2 CHS 1AM
AME| MRS ALE5l0{ &S MGl oF 8hL|ct. O] IAM Al ZHEH0f|A] caller IAM rolet $
M HHEHHMH APIsE £ &35t= Ol AFEELICH AWS Resilience Hub.

(® Note
caller_IAM_role= AWS AL X} HH1}p A4 El &L |Ct.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::eks_cluster_account_id:role/caller_IAM_role"
},
"Action": "sts:AssumeRole"
}
]
}
Amazon EKS 2{AE{7} R A= AWS Resilience Hub & &1} CHE H&H)ol|l U= B Ch
S AwsResilienceHubAssessmentEKSAccessRole IAM A2 2SS AIE50] IAM Q&S

&-dalfof grLct.

(® Note
A™ ZH2 2 AWS Resilience Hub AFEAH 7|3t CHE 7ol BHZE El Amazon EKS 2
BHAE O HM|ASHE M S HHE HMAE 5ok BLICH RHMEH LIS 2 EFRE X
StM2.

Amazon EKS 22{AE{0f CHEF AWS Resilience Hub Al A £ A435} 204



{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::eks_cluster_account_id:role/
AwsResilienceHubExecutorRole"
.
"Action": "sts:AssumeRole"
}
]
}

AWS Resilience Hub

oHZ 2|7i|0|Mof CHEt ClusterRole & ClusterRoleBinding (£
RoleBinding) A& M

AEct
ClusterRole & M4dClusterRoleBinding3t?i7} Amazon EKS E{AE S| EH HIKA
golAad &5t 24 % 2351 WIHsE AWS Resilience Hub O 28 17| & HEHS
£ o4gfLct.
Ctg & StLIE 2t=2 501 S WItE M7 /s Ha

AWS Resilience Hub & A& 3tH
H 0| A0 CHEH HM|AES X|5HE

a. Z2E HYADO|A CHE o17| HAMA HEHE AWS Resilience Hub O Z 2|71 0|A0] Eo{gt
LIC}.

7} Amazon EKS 2 2{AE Lo B E HYUAHO|ANAM BlAAS E224E2 I AWS

L -

Resilience Hub 5t24% & ClusterRoleE& d4dalof & LICIClusterRoleBinding.

- resilience-hub-eks-access-cluster-role (ClusterRole) -7} Amazon EKS 2
B AE{E LWItstE AWS Resilience Hub Of| Z 28t Het2 Ho|gtL|Ct.

* resilience-hub-eks-access-cluster-role-binding(ClusterRoleBinding)
— Amazon EKS 2{AE{0{M resilience-hub-eks-access-group O|&0]| X|HE
&S 82|50{ AWS Resilience HubOl| A AtEXtoi|l M| 533 TWIHE A&s7| fls 2R
B HEtg RoiFLIch
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AWS 22121 5= ARt 7H0l=

2 E HYATO|AO CHEF 17| HMM|A HEHS AWS Resilience Hub OHZ 2|7 0|01 £ 045}
= HESI2 s &Lt

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: resilience-hub-eks-access-cluster-role
rules:
- apiGroups:
resources:
- pods
- replicationcontrollers
- nodes
verbs:
- get
- list
- apiGroups:
- apps
resources:
- deployments
- replicasets
verbs:
- get
- list
- apiGroups:
- policy
resources:
- poddisruptionbudgets
verbs:
- get
- list
- apiGroups:
- autoscaling.k8s.io
resources:
- verticalpodautoscalers
verbs:
- get
- list
- apiGroups:

Amazon EKS 2 AE{0] CHEt AWS Resilience Hub M| A & A45} 206



- autoscaling
resources:
- horizontalpodautoscalers
verbs:
- get
- list
- apiGroups:
- karpenter.sh
resources:
- provisioners
- nodepools
verbs:
- get
- list
- apiGroups:
- karpenter.k8s.aws
resources:
- awsnodetemplates
- ec2nodeclasses
verbs:
- get
- list
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding

metadata:

name: resilience-hub-eks-access-cluster-role-binding
subjects:

- kind: Group

name: resilience-hub-eks-access-group
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: resilience-hub-eks-access-cluster-role
apiGroup: rbac.authorization.k8s.io

4>
30
rr
1
=
|>
)
ro
mjo
I
i
o
r
o

b. EH HYAHO|A AWS Resilience Hub £ 212

M UUADO|A ME LHO| B|AA HAHA AW

EA = Resilience Hub StE £ &
ANgte £ ?l&LICRoleBinding. O|& QIS E CIS HEge

dsfioF BfLct.

OEU’

Amazon EKS 22{AE{0f CHEF AWS Resilience Hub Al A £ A435} 207



AWS 28421 5 AL8 R 7Hol=

« ClusterRole - Amazon EKS EHAHE LS| E HJYUAH O|AN UEs BlAA0] HAMA
of1 22242 W7} AWS Resilience Hub 52484 CF2 ClusterRole &2 MAd5H of &
LIC}.

« resilience-hub-eks-access-cluster-role— EX HYATHO|A LISl E|AAE
HWolsle o 2 Hete X|™Ehuict.

- resilience-hub-eks-access-global-cluster-role - Amazon EKS EHAH
LHollM S5 Ul AT Ol A0 HAZIEIX| of2 BRAH HQl 2lAAE Hytete of W23
et X|EELICH o= ol E 2|70l o] H2IE BItst 7| f/8 Amazon EKS 224
E{o| FeHAH Hel 2lAA(0d: =)o HMAE £ 2= HEH0] AWS Resilience Hub &
ELct

ClusterRole ¥ S ddst7| e HES2 Ch5t Z&LICH

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: resilience-hub-eks-access-cluster-role
rules:
- apiGroups:
resources:
- pods
- replicationcontrollers
verbs:
- get
- list
- apiGroups:
- apps
resources:
- deployments
- replicasets
verbs:
- get
- list
- apiGroups:
- policy
resources:
- poddisruptionbudgets
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AWS S 5= A 8%t 7tol=

verbs:
- get
- list
- apiGroups:
- autoscaling.k8s.io
resources:
- verticalpodautoscalers
verbs:
- get
- list
- apiGroups:
- autoscaling
resources:
- horizontalpodautoscalers
verbs:
- get
- list

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: resilience-hub-eks-access-global-cluster-role

rules:
- apiGroups:
resources:
- nodes
verbs:
- get
- list
- apiGroups:
- karpenter.sh
resources:
- provisioners
- nodepools
verbs:
- get
- list
- apiGroups:
- karpenter.k8s.aws
resources:
- awsnodetemplates
- ec2nodeclasses
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verbs:
- get
- list

EOF

* RoleBinding W& -0| A& 27t §H UJUAH O|A LHS| E|AAN HAMASE AWS
Resilience Hub O| 28t HetE Fo{gfLct. &, ZF WA H O[A0 RoleBinding &g
2 MM5to47t X[ HE YA m oA A AWS Resilience Hub 0ff HA|A & 4= Q)
_'.:_% atiof & LCt.

(® Note

ClusterAutoscaler2 A5 A7 U0 AFS5lE AL kube-systemOi| A F7}
2 RoleBindingE M350k B LICE Ol= kube-system HAmO|A Q] UL QI
ClusterAutoscaler2 HWrtste= o 2Lt

O|Z A 5t™ Amazon EKS &2{AE{ AWS Resilience Hub & H7t35t= S¢F kube-
system WYAHO|A LHO| BIAAE TrtstE o] WRE Hite Foig + UALL

Ct

RoleBinding &g & ddst7| flgr HEA2 St Z &L

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1l
kind: RoleBinding
metadata:
name: resilience-hub-eks-access-cluster-role-binding
namespace: <namespace>
subjects:
- kind: Group
name: resilience-hub-eks-access-group
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: resilience-hub-eks-access-cluster-role
apiGroup: rbac.authorization.k8s.io
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EOF

« ClusterRoleBinding €& -0| F&27 FHAH HY 2lAA0 HAMASH= AWS
Resilience Hub O| 8t H&hE £ o4& LIC.

ClusterRoleBinding Q&2 Md3l7| {8t IE32 Ct3 Z&Lch

cat << EOF | kubectl apply -f -

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding

metadata:

name: resilience-hub-eks-access-global-cluster-role-binding
subjects:

- kind: Group

name: resilience-hub-eks-access-group
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: resilience-hub-eks-access-global-cluster-role
apiGroup: rbac.authorization.k8s.io

EOF

3. resilience-hub-eks-access-groupE Amazon EKS EHAE{0| HMASHE Ol AHBEE
IAM &0t O E St == aws-auth ConfigMap2 UCIOIESHAMIL.

s sl
E
[0
>.
=
x
9,'1

O] EtHl= 1EHAIIAM AFEEH IAM & 1t 2EHA|of| A M A El Kubernetes 18 72| O =)
LIC} O] O Z' Amazon EKS ZEHAHE LHC| 2|A A0 HAMAE £ Q= HEHS IAM Q& o £ o
ghlct
= .

(® Note

« ROLE-NAME Amazon EKS 22{AE 0| HMASH= O] AFREl= IAM &S LIEFL
Ct.
- OHEC|FO|MO| A& 7|Et BMAE AIESEE FHE ER HaE2 ojEZ2AHo|ME
MM SHE AWS Resilience Hub 5S¢ ME L= S &R 48 £
OF &rL|C}.
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« X IAM AL XHE A8 5H0] BlAAN HMASES ofEE|FH0|ME FHE B2 i
o Al XK= HFE A| AwsResilienceHubAssessmentEKSAccessRoleO|0{0fF &
L|C}.

« ACCOUNT-IDE Amazon EKS Z{AE{2| AWS A% ID0{0F & L|C}.

CtS 4 & 5tLHE AF83104 aws-auth ConfigMapE MxIE = U&LICH
 eksctl At&3t7

ChS B S A#S04 aws-auth ConfigMapE YClO|E g LCt.

eksctl create iamidentitymapping \
--cluster <cluster-name> \
--region=<region-code> \
--arn arn:aws:iam: :<ACCOUNT-ID>:role/<ROLE-NAME>\
--group resilience-hub-eks-access-group \
--username AwsResilienceHubAssessmentEKSAccessRole

« ConfigMap 91 HIO|E{ mapRoles M4oi IAM & ME HEE F7}+510{ aws-auth
ConfigMapE =822 HAE = U&LICH aws-auth ConfigMapE TEIStEAH CIS HH

[= N
£ =L
kubectl edit -n kube-system configmap/aws-auth

mapRoles MMof= Ct& metOlE7t Z&E = U&LC.

« rolearn — F7IE IAM & o] Amazon 2|4 A O|F(ARN)IL|C},

« ARN 7#& — arn:aws:iam: :<ACCOUNT-ID>:role/<ROLE-NAME>.

« username — Kubernetes LH0{| A IAM 23&toi| OHE& AE Xt O|F
(AwsResilienceHubAssessmentEKSAccessRole)

« groups — & O|§2 2EtA| (resilience-hub-eks-access-group) MM BHE & O]
St Ux|sHoF gfLict.

@ Note

mapRoles 40| ¢z E2 ol S +S 22 FJtsl{ok ErLICH

212

[>
mwl
l?l
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- groups:
- resilience-hub-eks-access-group
rolearn: arn:aws:iam: :<ACCOUNT-ID>:role/<ROLE-NAME>
username: AwsResilienceHubAssessmentEKSAccessRole

Amazon Simple Notification Service A|0{l AWS Resilience Hub | A|5tE
5 gd3s

O] MAd0f M= AWS Resilience Hub 7F Amazon Simple Notification Service(Amazon SNS) ZA|oi| of
ZC|7olMol| CHEH S RIE HAISHE T Edstete WS HYELICEH Amazon SNS FXof FA| &
212 HY5iedw ChE 0| U] EHStM .

jo

2t A1 AWS Resilience Hub OHZ 2|7 0|44 L|C}.

- 71 €22 ™& AWS Resilience Hub 3li0F t= 7|& Amazon SNS FAM|ILICH. Amazon SNS =X
KEMIEH LH2 2 Amazon SNS F£A| MM 2 X SHMI2.

AWS Resilience Hub 7t Amazon SNS #X|0f & &IS HAISHE= = 5t21@ Amazon SNS X[ 2| HAlA
Mg oh23 2ol Holo|EsH o gLct.

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowResilienceHubPublish",
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"
},
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:region:account-id:topic-name"
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(@ Note
AWS Resilience Hub € At&35t01 SEQI 22| HAIXIE 7|22 Ed3stE 2T
U FAHof AlAISHE A< Amazon SNS FA[of| CHEH MMEE E|lAA HAMS =5l of &
LICt ¢= 22 resiliencehub.amazonaws.com0M resiliencehub.<opt-in-
region>.amazonaws.comZ HZ g LICt.

2t 5 3} (SSE) Amazon SNS =M E At&3dt= A< AWS Resilience Hub 0| 7] Amazon SNS &
8t Decrypt & GenerateDataKey * HAM|A HEHO| QU=X| = I5H0F FLICEH

2/0f CHEt Decrypt GenerateDataKey* HMAE X3 5tE{H HAo AWS Key Management
Service VM| AE 5= Q= CHF HEHS Z & sloF AWS Resilience Hub & LIC}.

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowResilienceHubDecrypt",
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"
I
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1,
"Resource": "arn:aws:kms:region:account-id:key/key-id"
}
]
}
AWS Resilience Hub & AteE EZ & st HL Mg = /U= Het Mt
AWS Resilience Hub & AFE 5t Ol EE(A| 0| FHE X 5HHL MRSt 5 HEHE Mete =

P

A&LICH O 1AM A 2| HE S ALE 504 OfZE 2|7 0| HE AME S ZESHHLE MRSt S et
g Mgte &= U&LIch ol IAM A E| HAMo|ME caller_IAM_role (AWS AME X} A1 -1t 014 F
M HHo|M APISE 25

N—
J
-

t= Ol AF2ElLICH AWS Resilience Hub.

o
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AWS S 5= AEXt7tol=

"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@",
"Effect": "Allow",
"Action": "resiliencehub:BatchUpdateRecommendationStatus",
"Resource": "arn:aws:resiliencehub:us-west-2:12345678900:app/0e6237b7-23ba-4103-
adb2-91811326b703"

}
]
}

o| Q1= 2} E 9ot AWS Resilience Hub

ZE|1E MH|AQIE Amazon Web Services: E0F ZZM|A THE Ao MHE AWS 22H HE
/3 Hot MRIE AWS Resilience Hub 2 5 EILICH. https://d0.awsstatic.com/whitepapers/Security/
AWS_Security Whitepaper.pdf

AWS HA|El API &8 At&35t04 LIEQ|3 & AWS Resilience Hub &30 HA|AELICEH Et0]
HEJ} T HS HOHTLS) 1.2 0|42 X|®I5Hok BLICH TLS 1.3 o|at2 HEFfLICH S2to|ME

& Ephemeral Diffie-Hellman(DHE) EE = Elliptic Curve Ephemeral Diffie-Hellman(ECDHE) 1t &2
PFS(TE &7 E 0ot Perfect Forward Secrecy)7t Z& &l &5 MEZ T X8l oF &LICt Java 7 O 4
o| x|¢l A|AEIZ TR 2 Olg{et REE X|HELICH

S QEE HMA 7| ID L IAM P{EFRL ZHRAEl HOF &8 S HA|A F|E A8 EHo4 Mt oF & Lict
EE = AWS Security Token Service(AWS STS)E AtE3510] YAl AHE ZHE AYsto 2 Ho| HEE
= A&LICH
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AWS S 5= AEXt7tol=

AWS MH|A0] CHEF = &= AL

Ol oM ofE2(7H|0lMe| S 23 EfMI7I VFES & X| =5 X ElE AWS AH|A0 AWS
Resilience Hub CHSHOI M £8i5t= CHYst 22429 ZJAlo] CHEt M8 MEE MZehuict o|g{st 7*M
£ Z Application Component(AppComponent)2| S22 HAMof| Ho|El 22 J7|ELZ SF At =
(RTO) & 57 Al SE(RPO)E FHELICH E7tole ofZE2(7H0lM, QIZE} o, AZ SE A EI""
Zoliet #2 Chet 82 SEO E?:. 2lL[Ct TB{Lt o33 HALE Al sied™ 2laa0f HAM A
= UL = AWS Resilience Hub 0il 224 IAM TEHE XS 3alok gLICH Of ol A7t 2lA 20 HM| A S
T SHH HAE e + UATF 5HE oFE AWS Resilience Hub H| 228t IAM HEHoi| CHal REA| 5]
otEedH MM E HERStMRAWS of CHet 22/ E3 AWS Resilience Hub.

r-\

1

AWS AMH|A

* Amazon Elastic File System

« Amazon Relational Database Service Z! Amazon Aurora

* Amazon Simple Storage Service(S3)

* Amazon DynamoDB

* Amazon Elastic Compute Cloud
* Amazon EBS
« AWS Lambda

« Amazon Elastic Kubernetes AH|A

* Amazon Simple Notification Service

* Amazon Simple Queue Service

*« Amazon Elastic Container Service

» Elastic Load Balancing

* Amazon API| Gateway

« Amazon DocumentDB
« NAT #|O|E O]

* Amazon Route 53

* Amazon Application Recovery Controller(ARC)

* Amazon FSx for Windows File Server
* AWS Step Functions
* Amazon ElastiCache (Redis OSS)
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AWS 532 5=

Amazon Elastic File System

O| M0 A= Amazon Elastic File System1 ZtZAE 2 & S22 A L HE A S LG EL(Ct
Amazon Elastic File SystemO| CHEt AFA|EF LH& 2 Amazon Elastic File System AEME HEASHAR.

Tl AAH R

I}Ql A|AE EHOS

| T
AWS Resilience Hub = HiEZEl It A|AEI0] CHEF AWS Backup 7[&!0| Holk|o U =X| =QIEL
Ct. EE3t Cross-Region BHQ] S MO| & M3EtE|0f JI=X| QIS0 WM 75t 8 2l =&

SEroll CHet {8 I8 HR LI
Cllo|E =]

AWS Resilience Hub = HIEZ E It A|AE| CHEH 21X LY == 2|7 7 Amazon EFS l|O|E{ S X7}
HOo|E|of UEX| = RIELICt. Amazon EFS H|O|E S A= oHEZ2|AH 0|M, elzgt, AZ & 2| &0

AR - o S |
A 014 RTO 2 ofl4 RPOE 7hd3te ol 0| ELich 8t OfZEIAOIM SE Al Y AlAH =9

22 g3t AWS Backup 3t7| 95 217 LHeE A& EIR{= K| AWS Resilience Hub = Q18 L|CH,

Amazon Relational Database Service 2! Amazon Aurora

=)

0| Ml Moi M= Amazon Relational Database Service 2! Amazon Aurora0ll EX8F R E SI23 ZA}

HE AMEE LEQEEEL|CH Amazon Relational Database Service 2! Amazon Aurora®i| CHEF XEA|EF LI
2 Amazon Relational Database Service AHAME X 5IAML.

EHQl AZ HH

AWS Resilience Hub = O|O|E{H|O| A7} Bt QIAEIAZ HIZE|QEX| &0l5tD, AME FR EX
CIAEIA Tl 2|7 M8 SANEE X|HSIX| oSS LIEFAHLICE

—_Oo T

CtS AZ HiE
AWS Resilience Hub = O|O|E{H|O|A 7} EX QIAEA =017 M2 EX|20 87 tlEE|R=X|
golstL|Ct. CllO|E{HIO|ATL 17| M EX=2 0t &7 HHZEl ZAR .= AZ STt A| &ol| =x|E 525t

T E 2 AZo| HHZ E|94= K| AWS Resilience Hub & QIgL|Ct.
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AWS =212 512 AEx 7tol=

2

HHO
=l
AWS Resilience Hub = HiZ & H|O|E{H|0|& QAR A CHE ¥ 7|50| MEL|=X| FlgL|Ct

« AWS Backup AtS 4 SME A8 A=
« AWS Backup H3of| LRt A2 2T 7t ¢ SAIESE H =

. EFAL Q] AARIO| £5 At

2| 7k o =X

AWS Resilience Hub = = &24 X #H0j Zo|El RTO L RPO CHAI S &QI5t04 2| S 2 RE 241
grolct. =8t AWS Resilience Hub = CHS 1 242 2™ 7t o} 7[RI E AlgE3lod 2| SE2

= A&Lch

o

ook
r

=

E)

L-H HH O

i

2l
ry
>
L
S
i

=4E A =z 3H
- OHE 2o 7| 8 FH=
- CIE 2™l Ex= E8{AE7} /= Amazon Aurora =2 2'H G| O|E{tH| 0| A
- CtE ZI™0 sEE[A BEX EB{AE{7} 2= Amazon Aurora 2 2'H O|O|E{H| 0| A

Cf k2 2/ L Zol =X

AWS Resilience Hub = QIZ 2} L= AZ B 50i S¢=2d HaHof Ho|E RTO L RPO CHA S &folEt
L|C}. EE8F AWS Resilience Hub & CHHS 1t ZH2 2| LH of7|EIX{E Algd5lo{ ofZ 2|F|0|M, 2l =2}

U AZ BHE MElE = U&LICH

AN&0| = Aurora E2{AH
« Amazon Relational Database Service2| C}& AZ QIAEI A (Amazon RDS)
« Amazon RDS C}& AZ E2{AH

. CHE AZOl 27| T8 =XIE0| /= Amazon RDS2| B QIAEIA
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AWS S¢3 5= MEX7o|E

Amazon Simple Storage Service(S3)

0| MMoi M= Amazon Simple Storage Service(Amazon S3. Amazon S30i| CHEH XFA|IBH LI 2
Amazon S3 MBAME HZESHM L.

B 2l

AWS Resilience Hub & Amazon S3 H{Z!0| HHT 22|17t 285 E A B2 F4E|0] I=X| = elgL
Ct.

0;||OI=E| HH o4

- 14

AWS Resilience Hub = HiZEl Amazon Simple Storage Service(Amazon S3) HHZ!0f| CHEF AWS
Backup 7|2/0| Ho|E|of Ql=XR| EQlgtL|Ct =8 Mo 2|17 & SEhof CHEt M8 M7t e st
A 2T 7 ] S Mol &dstE[o] U=X| #elghot

A =
AWS Resilience Hub = = #23 H& 0| RPO CH 40| point-in-time2 £ |7 (PITR)7} 2 8HX| & Qlgf

LICt Z2{Lt PITRO] X 2|17 #Hd0| K| E|XK| et&LICH [FEtA 2| ZF Bied 20
& of|2F AWS Backup A& AHE5HHLE A A= 2 HMEL|CH

ot
X
o
n
I

FIF

TLY

EJIS RN

AWS Resilience Hub = HiEZEl Amazon S3 HZ!0i| CH3H S Y& 2I™ |SA(SRR) & Wit 2/ SH|
(CRR)7} Ho|E|o{ QU=X| =Rl LIC Amazon S3 HIO|EH SXl|= H%Eﬁ'ﬂol)k=| O_EEP, Az 4 2|
MeEoM oy 322 RTO 2 04 /2 2= RPOE JHME LICH. &
Amazon S3 HZlol| EAM|E|X| ptoa 2 ZHx|o| E2|M ANERE E5 & |

O|El RTO CHAME 7|82 2= Amazon S3 S| AlZH M0{(S3 RTC)E & 4d5}5 H0|= st=X| o2 E AWS
Resilience Hub =21 LIC} O 7 7158 7|2 158 O|LHo| &A HZ! ZHA{|2] 99.99% & = A& L
Ct.

« AWS Backup AtS 4 SME A8 A=
« AWS Backup H3of| LR st A2 2T 7t g SAIESE H =

+ EAR Q] AIARIO| £ 5 At
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AWS SH#H3H 5= AR 7Ho|E

Amazon DynamoDB

0| M40l A= Amazon DynamoDBOl| S8 ZE S242) HAL & HF AL S LtABfLICH Amazon
DynamoDBO{| CHEH XFM|EH L& 2 Amazon DynamoDB AEME & Z=5HMIQ.

0;||OI=E| HH oA

- 1

AWS Resilience Hub = HiEZ El E{|O|£0i ¥ie10| o|O| Ho|z|o{ U=X| &IgLICH =8 2| =& &

1 —H
Erol g M & Hel7t 2 32 EAo| s 2[™ 7 Hd S T daliof st= x| & lgfL|ct

A =7
AWS Resilience Hub £ 521 z4o| RPO F X0l II}2} point-in-time2 2 %-‘rl(PlTR)ﬂ x| &
QIstL|Ct. aa{Lt PITROS T& 2|& ¥HQ10| X E|K| oA LICt [EFA 2|7 ZF ¥Hed M0 & A5t

|
= 7|1Z ol|2F AWS Backup HIZIS AFR 5t HLE Al 722 AAdstL|C}
Iz glo|E

AWS Resilience Hub & H{XZ E!l Amazon DynamoDB E{|0|£ 0| C}& Z|&of §tLt o4 o] SHE0] Q!
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