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or its affiliates.

Inc. All Rights Reserved.

# Copyright Amazon.com,

#

# Licensed under the Apache License,
not use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the
distributed on an
# OR CONDITIONS OF ANY KIND,
specific language governing permissions
# and limitations under the License.

Version 2.0 (the "License"). You may

'license' file accompanying this file. This file is
'AS IS' BASIS, WITHOUT WARRANTIES

express or implied. See the License for the

name: research-and-engineering-studio-infrastructure
description: An RES EC2 Image Builder component to install required RES
software dependencies for infrastructure hosts.
schemaVersion: 1.0
parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- AWSRegion:
type: string
description: RES Environment AWS Region
phases:
ZEto|8! VPC T (ME ALEY) 23
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- name: build
steps:
- name: DownloadRESInstallScripts
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: '<s3 tar.gz file uri>'
destination: '/root/bootstrap/res_dependencies/
res_dependencies.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'cd /root/bootstrap/res_dependencies'
- 'tar -xf res_dependencies.tar.gz'
- 'cd all_dependencies'
- '/bin/bash install.sh’
- name: AddEnvironmentVariables
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
-
echo -e
http_proxy=http://<ip>:<port>
https_proxy=http://<ip>:<port>

no_proxy=127.0.0.1,169.254.169.254,169.254.170.2,1ocalhost,

{{ AwWSRegion }}.res, {{ AWSRegion }}.vpce.amazonaws.com,

{{ AwWSRegion }}.elb.amazonaws.com,s3.

{{ AwWSRegion }}.amazonaws.com,s3.dualstack.

{{ AwWSRegion }}.amazonaws.com,ec2.{{ AWSRegion }}.amazonaws.com,ec2.
{{ AwWSRegion }}.api.aws,ec2messages.{{ AWSRegion }}.amazonaws.com,ssm.
{{ AWSRegion }}.amazonaws.com,ssmmessages.

{{ AwWSRegion }}.amazonaws.com,kms.

{{ AWSRegion }}.amazonaws.com,secretsmanager.

{{ AwWSRegion }}.amazonaws.com,sqs.

{{ AWSRegion }}.amazonaws.com,elasticloadbalancing.

{{ AwWSRegion }}.amazonaws.com,sns.{{ AWSRegion }}.amazonaws.com,logs.

ZEtO|H! VPC A (MEH ALE 24
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{{ AwWSRegion }}.
{{ AwWSRegion }}.
{{ AwWSRegion }}.
{{ AwWSRegion }}.
{{ AwWSRegion }}.
{{ AwWSRegion }}.

amazonaws.com, logs.

api.aws,elasticfilesystem.

amazonaws.com, fsx.{{ AWSRegion }}.amazonaws.com,dynamodb.
amazonaws.com, api.ecr.

amazonaws.com, .dkr.ecr.

amazonaws.com, kinesis.{{ AWSRegion }}.amazonaws.com, .data-

kinesis.{{ AWSRegion }}.amazonaws.com, .control-
kinesis.{{ AWSRegion }}.amazonaws.com,events.

{{ AwWSRegion }}.
{{ AwWSRegion }}.
{{ AwWSRegion }}.
{{ AwWSRegion }}.

amazonaws.com, cloudformation.

amazonaws.com, sts.

amazonaws.com, application-autoscaling.

amazonaws.com,monitoring.{{ AWSRegion }}.amazonaws.com
" > Jetc/environment

A
4. Image Builder O|O|X| B|A|Z|E 4 gfLICt.

Section

SlAlZ ME HE

7|2 ololx]

ut2t0|E NERHES

B Enter an appropriate name
such as res-recipe-linux-x
86.

{7 Enter a version, typically

starting with 1.0.0.

=L Add an optional descripti
on.

O|O|X| =4 Select managed images.

0S Amazon Linux

o|O|x| 2z|&l Quick start (Amazon-m
anaged)

o|D0|X| ol& Amazon Linux 2 x86

Z2to|8l VPC FA(MEH ALY
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Section u2t0|e ANEX ESE
s HE XE SM Use latest available OS
version.
QIAEA T Y - Keep everything in the

default settings, and make
sure Remove SSM agent
after pipeline execution is
not selected.

xtof C|2E|Z A ClEE2 42 /root/bootstrap/re

s_dependencies

Components de Fd 4 Ct=

mo

Z{Mst T A=

o

L

Amazon Z2|&: aws-cli-

version-2-linux

« Amazon & Z2|&:
amazon-cloudwatch-
agent-linux

o AMEX}7E AS: Amazon

EC2 #+4 247}t 0|

of MeE|R&LICH EE

ofl AWS #H|H ID2t XY

AWS 2™ & =g

Ct.

A HAE Search for and select:

« Amazon #2Z|¥: simple-
boot-test-linux

b. BIAL H&S M=

o
A
n

5. Image Builder QIZ 2} A2 MABLICH

a. KNEE ZIAAM QZt TS MEdEFL|CEH

Z2to|8l VPC FA(MEH ALY



T U AX|L0fY ARLIQ AER Ttol=

=

b. Qzet 74 HES MEELICH
A

15

c. lzet7d 4y mHolx|o|M Chs2 UFLICH

Section ut2t0|E MEX E=
Ut B Enter an appropriate name

such as res-infra-linux-x86.

AH Add an optional descripti
on.
IAM 3% Select the IAM role created
previously.
AWS Q1 g} CIAEIA R Choose t3.medium.
VPC, MEUI L Heot O Select an option that

permits internet access
and access to the Amazon
S3 bucket. If you need to
create a security group,
you can create one from
the Amazon EC2 console
with the following inputs:

. VPC: Q12 FAof AR
Ele 2T SUS VPCE
MeigtLich of vecols

QIE{L A& HEHO| 2
OF &

A RPN PNES

« CIDR £%:0.0.0.0/0

d. =gt 7 S MEdgrLICH
6. A EC2Image Builder ItO|Z2}QI2 MdgtL|Ct

Z2to|8l VPC FA(MEH ALY 27
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a. O|O|x| mto|zERlez o|Sstod 0|O|Xx| mto|ZetQl HeS MEHELICE

b. ILO|ZERl MEF HE X|d wo|x|oM CheE Y3ist ChES MEELICEH

c. BIAIZ M= HO|X|o|M Z|E BlIATZ| ArE S M5t o|Tol Hdet BAlL| 0l &S U=F
LICH CtE S MEELCH

d. OlOIX| ZZ M4 Fo| Ho|x|oM 7|8 2228 MEstn Chs s MEErL(Ch

e. zet 74 ol Holx[olM 7|& Qlzel 7+ AAEE MBist 1 o|™o| et l=et 74
ola

9|
|2{gLict Che S MEELich

=
f.  HizZz A% Zo| wo|X|oM Ct&S MEfstod MEAELICE

RES7} QlZet EAE QlA ._'| E N2 AEte + =5 £ o|0|X|= B{ZE RES &
Bt St 2lTol| {ook B LICH MH[A 7[22fE AtEsHH EC2 Image Builder AH|A
HAEEE EI’F_*OHA‘I == o|0[X|7F S-EELICH

m |

]I°|

+ 042 BITI0| RESE HHE 32434 A BHE A% A4S M=45tT 0|0l 2TS of F7he 4
UBLICH

g. MEAAEE AEStD mo|Z 2l Mg MENELICH
7. EC2Image Builder ZtO|Z2}QI2 AlELICEH
a. O|O|X| ZtO| =2t Rlod| A A48t mol|=Z 2t QIS Frot MEdErL|CE

S
b. Zrod2 MEHGI T mo|Z 2l AlS MEHSH|C}

uto|z2tRlof A AMI O|O|X|E Hdst= Ol 2F 4520 M 1A|ZHo] AE = U
o

AN
=
8. MME AMIS| AMIIDE 7|E 35t 10l A InfrastructureHostAMI T2t O|E{ Q] {240 2 A& & LICHhe
section called “1EtA|: MZF A|EP.

gh A A& HEHO| AWS AHIA EH
5t 2+ 9l= Z QlEof CHsH o] Bt

Zetol%l VPC R0 AL E) 28



7 Y AR|L|o{™ AFLCIR AEXt7tol=

CXQIE7J} O|™o| +HE|X| 2t AL ClEH0|A VPC RJIEZQIEE AWS MH|A AFE 5104
aoﬂ 1| E X|&g wEuch

2. 5718 89 440l Zetols! MEU StLHE MEfELICE.

AWS MH|A MH|A O|&

Application Auto Scaling com.amazonaws.region.application-autoscaling

AWS CloudFormation com.amazonaws.region.cloudformation

Amazon CloudWatch com.amazonaws.region.monitoring

Amazon CloudWatch Logs com.amazonaws.region.logs

Amazon DynamoDB com.amazonaws.region.dynamodb(HO|ES| 0| A==
CIE EHQ)

Amazon EC2 com.amazonaws.region.ec2

Amazon ECR com.amazonaws.region.ecr.api

com.amazonaws.region.ecr.dkr

Amazon Elastic File System com.amazonaws.region.elasticfilesystem

Elastic Load Balancing com.amazonaws.region.elasticloadbalancing

Amazon EventBridge com.amazonaws.region.events

Amazon FSx com.amazonaws.region.fsx

AWS Key Management Service com.amazonaws.region.kms

Amazon Kinesis Data Streams com.amazonaws.region.kinesis-streams

Amazon S3 com.amazonaws.region.s3(RESHAM 7|E2Xo 2 MM

£ HOo|EQo|A=x2QIE EHe

AWS Secrets Manager com.amazonaws.region.secretsmanager

Z2to|8l VPC (M= At 29


https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-vpce-bucketnames.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html

7 A AX[L|oF AFCIR AEXt7tol=

AWS AMH|A MH|A 0|2

Amazon SES com.amazonaws.region.email-smtp( use-1-az2, use1-
az3, usel-az5, usw1-az2, usw2-az4, apne2-az4, cac1-
az3 & cac1-az4 7t FPo| M= XX A S

AWS Security Token Service com.amazonaws.region.sts
Amazon SNS com.amazonaws.region.sns
Amazon SQS com.amazonaws.region.sqs
AWS Systems Manager com.amazonaws.region.ec2messages

com.amazonaws.region.ssm

com.amazonaws.regi on.ssmmessages

VPC AEXZQIE Qi0| MH|A0| 44

VPC AIEXZQIEE X|otX| §b= MH|AS SEete{™ VPCo HEE! MEUH| ZEA| MHE MY
=] LICt. AWS Identity CenterE ID M3~ E A& 3504 Research and Engineering Studio HY
Zo| Rt &[4 AMA HEHE 71T ZEA MHE HM52{H OIS BHAHE [MHEMSL.

1. RES H{Z O A& vPCo| H{E 2! MEY|M Linux QIAEIAE A|EHEHL|CE.

« Linux I{22] - Amazon Linux 2 =& Amazon Linux 3
- O}7|EdX] - x86
2 - t2.micro O 4

-0.0.0.0/00{ M ZE 31282| TCP
AZASI0] ZRA| MHE - ELICH

b. EE ZtE MEUo|M ChZ T Qo CHEr HAZEE s{EgfLCt

. .amazonaws.com(&Et AWS MH|A 9| ZALR)
 .amazoncognito.com(Amazon Cognito&)

- .awsapps.com(ldentity Center&)

Zzto|8! VPC THA(MEH AL 30


https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_sts_vpce.html
https://docs.aws.amazon.com/sns/latest/dg/sns-vpc.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-setting-up-vpc.html
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- .signin.aws(ldentity Center&)

 .amazonaws-us-gov.com(Gv Cloud &)

c. CHE 2E AFS ML
d. ZSAIMHE BassD ASELIC
e. IS Al M7t 44l C47|5Hs PORTE 7|53 SLcH,
3. ZSA Mol Chet HAAE 5ISSHES 22 BlolgS AR
a. VPC Z2£E2 0|535t04 2lZEt SAE L VDI ZAEN AFEE HEUIQ 2L HO|2E 4
I:|=1ls=ll-|__||:|.
b. BE 441 24780| O EHAlIM MAE TS A M QAHAZ O|SSHES 2t ElolE
g BRI
c. 2UZEHVDIsOl AL BE MEU(QIE N2 9i2)ol 228 EfolEol CHaol relg 4

Zptol|8! VPC HiE met0lE A7

0{| M= AWS CloudFormation ElZ2!0oj| EX
OF ErL|CH && 748t Zeto|8! vPCod 4
OF &rLC}h.

AMIOXo
oo —l—

i gull=

InfrastructureHostAMI

IsLoadBalancerinternetFacing
LoadBalancerSubnets
InfrastructureHostSubnets

VdiSubnets

I} 2tO|E{E the section called “1EHA|: A& A

4l CHZ7|8t= PORTOIAM €

ERIEL

2 HiZstedH ChS mtet0/EHE BAIE 2 dHsH

olzd
=

Use the infrastructure AMI ID created in the

section called “Amazon Machine Image(AMIs)
Z=HJ".

Set to false.
Choose private subnets without internet access.
Choose private subnets without internet access.

Choose private subnets without internet access.

Zzto|8! VPC THA(MEH AL
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ot 2t O] E 4

[ClientIP] You can choose your VPC CIDR to allow
access for all VPC IP addresses.

QIF Blas dd

O| CloudFormation 2B HEQZ, AE Z|X|, Active Directory 2! = H| Q1 Q15 A
( PortalDomainNameO| M3 & 2<)& MEeLICH ME2 lZ35i2{H O[2{Tt 2|F 2[AAE Al
2= QJo{of Erct.

|I=

HiZ 7ol BA|L| BlZEle Ctez2ss 4 QlaLch

HHZE A|ZF: 9F 40~90=

1. o 232! AWS Management Console 5} https://console.aws.amazon.com/cloudformation
AWS CloudFormation 2&& L|C}.

(@ Note
2R A"oll =X = lgLct

2. Z&0iM =ESS AEELICH

AWS GovCloud(O|= M%&) 2[Fof| Bl Z5t= ZF< GovCloud ZHE|M Ao EHEXE AZEL
Ct.
3. HEZ nzto/HE L=iEct
mt2tolE Default =LS
DomainName corp.res.com Active Directory0f AtE E|=
S HIeIuct 71282 7
EAER MEXE dH™s5t=
LDIF moi M3ELIct. 7
2 AEXE AL OPE4 U

7|22t 2 ELIC} gt
Zsle{HE UM|o|Estn
TO|LDIF e NS &

32


https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml

947 2 AX|L0{Z ARC|2

ol 2tO|E

SubDomain(GovCloud 2t 3
=

AdminPassword

Default

A 04
= o

Ct. Active Directory0ll A& &

= DHen dRg Ee=

H&LICH

ol mzto|Es A8 2|
o| L M= AL ol x|t
GovCloud 2|XMo| A T4
lLct.

SubDomaing A|3 5}+¢
ot2t0|E ool A2 E
DomainName A7

LICH MZEl Active Dlrectory
T HQl o|F2 st =Helo|
Eluict

Active Directory Zt2|X 2| &
Z (At&X} O|& Admin). Of
MNEXtE Z7| REAERHE
CHA ol # CIHEE{Z[of &
|0 o|Fofl ASEIX| ei&L
Ct.

£2:0| ol A2 (1)
At HAE &3 EE (2)
7|72t mof ZAlel AwS &
Oh 2t % o ARNY = &L

Ct{"password":"somep
assword"}

2
T
Olo
Pal
lo
o I2
ok
rr
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements

017

al o x

= -

Lo ARLC|Q

ol 2tO|E

ServiceAccountPassword

7| o4

Default

A 04
= o

MHIA AE()2 M5t
=0 AFSEE 3L
CtReadOnlyUser . O] HH
2 7|30l A+ ELCt,

(o)

CH{"password":"somep
assword"}

0| AAERIO AE =
Active Directory2| &t & S%t
HeT MEE SF6Hok g

L|C.

SSH Z&0|HEE A& St0d
e QIAEAE AFs L

& 1: AWS Systems
Manager M| ZH2|X
5tod QIAE A AQE

A& LICH.

it
Pl
H1 oo

i
ol
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
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ol 2tO|E

LDIFS3Path

ClientlpCidr

ClientPrefixList

Default

aws-hpc-recipes/ma
in/recipes/res/res

_demo_env/assets/r

es.ldif

A 04
= o

Active Directory A% o| £
EAEPNZE EHAHO|M 7K
£ LDIF 2o Amazon S3
Z2L|Ct RIME LHiee
LDIF X| 2 & =stM L. ot
2tO0|E{= HEE Cl|=E{Z]of
048] AFR RIS MA St T
2 0|2 A& LICt

T U 5 E{E GitHuboll A Al
28 £ e res.dif IUS
SELYe)

AO|E 0] HMAE IP T4
LICH ol E E0{IP =4

£ MBSt 1 [IPADDRES
51/32 E M85t ZSAE
EEEO| HMAD FEE
A&LICH HiZ 0| o

O|EE + A&LICH

Active Directory 2| = =01|
CHet HNMAE MSste HF
AL 222 olzdst|C}. B

-1
HEHTA S8 Yof ohzt
AHMIEH LSS 17 ey
MEA S8 52 HRHA
o
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https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res.ldif
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html

017 U Alx|LiofE) ARC|2 A8 7hol=

I 20| E Default AN
EnvironmentName res-[environment PortalDomainName O| Al
name ] 2= ZA<o| netolE e &3

LHAIM At E = JUZF
HEI Bt ASOH EfOE F
7tst= Ol A ELICE ol&=
RES ABMS MME M AIS
E|= EnvironmentName
ut2t0|e{ 2t Y x|sHoF & LCt.
H’Hod| ofed e+ E 2 HlZ 5=

22 TRk BLICH

PortalDomainName GovCloud H{ 3 o] Z< 0| m}
2tO|E{E =5t X| Ot M A2,
M E=H S0l 2lsAet &
otz 7l 822 MR
&LCt.

AHoi cHEt Amazon Route
532| Q! o|FLICt. O
MEIJIMBEHHEE QB
Mot 7| ool M E|ofof
Y2 E=FELICE AWS Secrets
Manager. AtA| ZH QI & QI
S M7t e 4<0| ntzto|
E{ 2 H|® & Environme
ntName = QU&LICH

4. 7150IM BE QIR SOlstn A MM MBI
1EA: MEF AIE
Ol 44449 step-by-step K|l It MBS TAIsHT HISoll hEZ 2t

HHZE AlZF: 2F 60

HL

HHZ 5l7| Xof o] MZ0d CHEt CloudFormation EIZ2!2 CI22E8 £ Ql&LCE

1A ®E AlE 36


https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json

7 A AX[L|oF AFCIR AEXt7tol=

in AWS GovCloud(O|= AMF)E HizZstE d<0| EE32 AASELICH

® Note

AWS CloudFormation Z|AAE AWS 2212 E 71 7|E (AWS CDK) (AWS CDK) #+Z20iM
M ELICH

AWS CloudFormation &Z2!/2 9| AWS 0 Research and Engineering StudioE H{Z & L|CI AWS 2
CIRE. ABS AIE6t7| Mol AL 2742 SF&lof gfLct.

1. o 232l AWS Management Console St11 https://console.aws.amazon.com/cloudformation
AWS CloudFormation 2&& L|C}.

in AWS GovCloud(0I A)8 B st2imi0| HE3'S AISFELICH
3. Ol MBE3IR JIRHoR 0|2 SR(HAILH 2R) ElTolM AIRELICH CHRUM 242 Al%
S124E1 24 A D20/ 2T ME7|8 AWS EIFAR B LIC

(@ Note
Ol ME2 &AH LRI AHEE 4= 2= Amazon Cognito AH|AE AFSEFLICHAWS 2|
™. Amazon CognitoE AFEE = AWS 2| JU=0MOo| MES AlZHsHok gLt 2|
=|Al 71242 AWS 2| al Services ListE 2 X 5HAMIL.

4. metO/EoMo| XZE "E3 e w0 E HEstn 2o el =g LICH RAi5&HE 2F £l
3| A 4

AAE HIZE B2 R & ABYO| Z2 Bof| M o|2{Er mEt0IEE X2 + U&LICh

ot 2t0|E Default =
EnvironmentName <res-demo> res-2 A|ZHstD 11XHE K|
E’;fE RES & 7o x|&8E 1

fef olF&LCh.
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https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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ol 2tO|E

AdministratorEmail

InfrastructureHostAMI

SSHKeyPair

[ClientIP]

ClientPrefixList

IAMPermissionBoundary

Default

ami-[## ## ### ##]

X.x.x.0/24 EE= x.x.x.0/32

A 04
= o

ME dYE 228 AL8 XL
OlHY FAL|Ct E3to]
AERHE S8 Al Al 24
C|=EE{ 2] Single Sign0| U=
A2 2alo|3 ZeiA ALS X}

g S gLt

(MEY AlEhH RE @It &
AEO| AMSE ALSAF XY
AMIIDE M3 & = UEL
Ch. $4KH x| E|= 7|2 0SE
Amazon Linux 2&/L|C}. RFAl
8t LIE 2 RES x| AMIs #
M EHE HESAAIL.

olzpl SAEN HASE O
AMEE|lE 7| Ho{L|Ct.

AAEo] CHEE 212 S A EH5t
= IP 4 ZE{LICH Hix
£ ClientlpCidrE Cl0|E &

o
i
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X
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Q17 A QX|L|o{& ARLC|2 MEX 7t0|E

ot 2t0|E Default =

Vpcld QUAEIATE AZE VPCO| IP
Ct

IsLoadBalancerinternetFacin o
g Sl

A
&t trueE MEHE

Lo
Q x
x [T |n
|> YL
~ e
B FO X
>
ok
i
(0]
o

oy
40
o
w
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mn - il
rz
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[ul
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FAIRE M=z
oM = 74 O]
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t2t0|E Default

VdiSubnets

ActiveDirectoryName corp.res.com

ADShortName corp

LDAP 7|2 DC=corp,DC=res,DC=
com

LDAPConnectionURI

ServiceAccountUserName ServiceAccount

Adod
= O

VDI QIAEIATL AIZHE HE
CHE 748 ¥AolM 5 7H O]
Aol Zatoly! MELS M=
FLich 9% LEQY A
ofl oJ3H = 7H 0l4+ AT Z
S MME DEE MR
Ct

Active Directory2| = MH|212]
Lict = Q! O|§ 0t &
}-

g Ees elgLULh

Active Directory2| ® 2 0|8
2/LICt. O|& NetBIOS O|&
olgtn T gfict,

LDAP A& 7= LHo| 7|0
CHst LDAP B2 lL|C}H

Active Directory2| SAE M
HoAM 12 E = U= B
Idap:// A2 LIC Z|& AD
THPICE XtS3EHE 2% 2
AAE HHEF B Idap://co
rp.res.com AL & 5= Q&L
Ct.

ADO|| 24Z45t= Ol A El=
MHIA HEHO| AHE R 0|&
LICt. o] H"H2 Computers
OU Lol M HFEIE MME
£ Qle= HA|A HEHO| 910
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t2t0|E Default

ServiceAccountPass

wordSecretArn

UsersOU

GroupsOU

SudoersOU

SudoersGroupName RESAdministrators

ComputersOU

DomainTLSCertifica
teSecretARN
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ServiceAccount2| &HF Bl A
EASI ZEEHOHSS

ARNZ XS &Lct.

=2 sudoersE {8 AD
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EnableLdaplDMapping

DisableADJoin

ServiceAccountUserDN

SharedHomeFilesystem|D

CustomDomainNamefo
rWebApp

CustomDomainNameforVDI

Default

False

A 04
= o

UID ! GID #HZ7} SSSDof|
M EMEE[=X| E= ADOIM
NM3ste HEII A =X
ZAHEELICEH SSSDOA A
st UID & GIDE AH23tEd

M TrueZ AH35t1, ADOIA
M33t= UID & GIDE AFE
5ted™ False2 AAEHLICE.
CHE 2ol A<0| utetO/HE

TrueZ AZ3HoF &L|CH

Linux SAE7} C|EEZ &
Helo| =QIstx| RSt =% 5t
EAMHE TrueZ #HZEELICE.
IR gtem™ 7|2 MEQ

FalseE 1CHE SLICI

CIAE 2o MH[A A ALS
Xte|l 17 O|F(DN)=2 =g

L|C.

Linux VDI A E
ol A|AEI| A}
IDQJL|C}.

=lo| | Ko et Y2 E
MBste ol ABEIE 39
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5 [AE4 M4d(Create stack)|2 {1EH5I0 AEHS HE B LICH

MI
.g.

AWS CloudFormation 2& 92| AE}f 0| AEBHO| MHEHE E &= USLICH 2F 60
CREATE_COMPLETE &E{E utA| ElL|C}.
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ME A= AEol bHEZ =[P At ZFo| T E olHedS 2 A ELICH URLE At&Estod Ao 2
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Qlstn CHE ALSAIE 2la 22 AW 0|AE FEELICH
[EXTERMAL] Invitation to Join RES Environment: res-test - Message (HTML)
File Message Help Q Tell me what you want to do
4 5 - J/ =1 Rules ~ (]| Iﬁ) /oFmd )
B @ I? F] L:'1M et ™ asana To Manager = |v_'| J)
;) - D@E Aﬁe :ply E{ijmy Foru:d E:J - e el :r; Deone _ E OHENDtE (I‘\?‘Iark CaEgEr‘ize Follow Trgsllate (i {;\:d %
& Junk + Al [ Mare ~ © Reply & Delete 77 Create New = - F‘gﬁttiﬂﬂs’ U] = Up~ - [3 Select~ Aloud
Delete Respond Quick Steps [l Mave Tags N Editing Speech Zoom ~

[EXTERNAL] Invitation to Join RES Environment: res-test

I . Repl %) Reply All F d
no-reply@verificationemail.com € Reply €) Reply — Forwan
7o [ Mon 10/16/2023 12:35 PM

| CAUTION: This email originated from outside of the organization. Do not click links or open attachments unless you can confirm the sender and know the content is safe.

Hello clusteradmin,
You have been invited to join the res-test environment.

Your temporary password is:

You can sign in to your account using the link below:
https://res-test-external-alb-801427597.us-east-1.elb.amazonaws.com

RES Environment Admin

018t 20{E SSO BZXAH0f HAASIEE ® THOIM HHE

MME 2 ESIM T 710|E. clusteradmineE XIS Al

E MMElT Y Z2ZME| AFEA T2 O HHAS 898 + UaH
b &

SR HAIEE HiZE £ QiaLCt
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MZF LoolE

Research and Engineering Studio(RES)0i|= H™ 4C|0|E 7} H|O[X{IX| Ot o|LAR1X|of k2t MZFS
AClo|Est= & 7HX| &0l Q&L

2E| MAE AFSELICH Ho[X EElAE et EE ASSIHH, otold EE|
A HSE FIHELICH o|& S0{ 7T 2024.012 2024'A 1&0i HIO|H EE2[A
™ 2024.01.012 siiE HH 2| O0to|L] EE[A UO|o|ER&LICH.

+ HIOJX HE HH0IE

« OFOJL] A YHHI0IE

H[O|XM HT HO|0[E

Research and Engineering Studio= A 4FS AFE5H04 813 MHEE X[ 2L 17 O|T RES #ZF0AM %|
tlZo2o|nto|asolMME X[REFLICH Eeto| Z2MAE AE5t0] ALSAE 2EE 57| Tof
2t740f CHEF YO|O|EE EHAES T EQIE 4= & Lct

1. S BEo| AHAFE MM EFLICE the section called “AEHAF MA"S(8) XA L.

HEHZ B LICH the section called “1EHA|: ME AIZ"S(8) B ESHAHIR.

2 IN
3. YOo|EE &dof AHAE MBEFLICEH the section called “AHAF ME"E(8) HE5HAML.
4

DE HolE7t M 8oz I3z oto|ael|o|MEIRE x| & lgf Lt

OrolLd HHH Yo[o|E

RESO CHEH OFO|Ld BT MO0 E Q| B2 AH Mx|7F 2 3HK| et &LICH AWS CloudFormation
ElZ 22 20|0|E S0 7|E RES AEH Eg . AC|0|EE HHESHT| AWS
CloudFormation Z10{|0{ A $4A RES & = SOolgtL|Ct HES AZ BERM HE HSE

= & A&LICH

oy ﬂIIO
lo
T
gl

0i: "Description": "RES_2024.1"
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OtO|LA TS YOOl E ot HH:

ol M #|&I AWS CloudFormation & & 2!E CH2 2 E 8 L|Ctthe section called “1EHAH|: M ZF A%}

https://console.aws.amazon.com/cloudformation AWS CloudFormation 2& 2 3L|C}.
AEHO|AM 7|2 ABME ol MEAEFLICH 2 EA|Z|o{oF B LICt<stack-name>.

2iElolE8 M

12
ng
T
o

e
b
U

|>
x g

rx
gl
r
[ul

[
»u
19
hu
In
i
rx
i
i
C
o

=]
AL 1 B> WK

> [0

gl
41 o2
> J0 o
g'l_l
Kl
1 =

o x rx "W o
0z
=)
x

mo - MO pe Mo
Hu
In
rok
pm
I3

' N
mjo
14
Hu
[N
o
r
o

>
L S

[>
0x HL
=)
x
ul
alo

= © 0 N o o H~ W N =
om

el
K]
fjo
R
gl
o
r
ful

0. <stack-name> Z4E 0{ A

0rolL] A LMo|E 46


https://console.aws.amazon.com/cloudformation/

7 A AX[L|oF AFCIR ALEX} 7O

M&E A 7H

04X AWS Management Console ==& A& 3501 AWS M| & 0| A Research and Engineering Studio
E MHE & U&LICH AWS Command Line Interface. O A& 01| A 4448 Amazon Simple Storage
Service(Amazon S3) HZ!E =822 A x||5Hok &LICt O| ME2 EEE H|0|EE XME st B2

<EnvironmentName>-shared-storage-security-group= AFS2 2 AMA|SH K| SE&LICH

AHE AWS Management Console

rO
o
r
n

1. AWS CloudFormation &0 21
2. AEH HO|X|of|AHO| ME o] Mx| ARMES MEMEFLICE

3. A ME MEfErLICH

A8 AWS Command Line Interface

2tdol A AWS Command Line Interface (AWS CLI)E AFSE = =X =QlgfLict x| X|&E2
AWS CLI Al ™MHAM 0| 2F £od2lL|7F AWS Command Line Interface?2 & Z=35tM 2. AWS CLI £
A8E 4 2ln FMEO| HZE BlTlol BEIR AR TAEIER| HOIE £ Ohg BUS ML
Ct.
$ aws cloudformation delete-stack --stack-name
<RES-stack-name>
shared-storage-security-group &f &
/A Warning
NE2 o|T5tX| 2 ol £AZEE E5617| Q8 7|EXo 20| ot A|AEIE RK|E
ick S0t 28 2 92E T NARIE ARISES Hetsel e ALH Ul seE RE
Clo|E7} 7Moo 2 AMK|EILICH HIOIE{E M5t HLE A EoF D& 0i ClIO|IEHE MELE 5=

Zi0| E&LIC

1. o 232! AWS Management Console 5t11 https://console.aws.amazon.com/efs/ Amazon EFS

&g Yotk

A& AWS Management Console

47


https://console.aws.amazon.com/cloudformation/home
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://console.aws.amazon.com/efs/

7 A AX[L|oF AFCIR AEXt7tol=

N

<RES-stack-name>-shared-storage-security-groupZt Q1Z4E 2 E o A|ABRIS AMK|EFLICH
= o238t ot A|ARIS CHE EoF O &0 R EStod C|O|EE |RXIE &= U&LICH.

3. 0of 232l AWS Management Console 3t 11 https://console.aws.amazon.com/ec2/ Amazon EC2
=& gLt

4. <RES-stack-name>-shared-storage-security-group2 AF A L|C}H

Amazon S3 H{Z! ALK

EHS AMR||5l7|2 AN He

O| MEE A== O|o|E{7} &4 E|X| =5 AWS CloudFormation AEBHE A 23 E
HIEOM M A48 Amazon S3 HZN(SEQ! 2|Fo| HHZ8)E |XISIEE FHELICH MES M7Hs
Z OOIEE EZEE 7t s BR0|SSHAUS =822 AXE = JA&LCt Chg S0 ket
Amazon S3 HHZ!& ArX|EFLICt.

1. ol 232! AWS Management Console 3t11 https://console.aws.amazon.com/s3/ Amazon S3 &
&2 oL},

= A ol A Hﬁ’\'é MEdELICH

-Nname.

et ChS HIR7IE MEELICH ZF P S HIR{oF &rLCH
A

o A W N
N
>
3
o
N
o
>
own 2

> Mo
I
mp 3 W

£ A83dt0o1 S3 HAE AfAX|stedH CHS BF S AWS CLIA™AELICH

$ aws s3 rb s3://<bucket-name> --force

® Note

--force BB HZo| LHEE HIELICL

Amazon S3 EHHZ! AFK|| 48
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https://console.aws.amazon.com/s3/
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* Amazon CloudWatch Logs
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Research and Engineering Studio= 2 SAML 2.0 & A4 Y SZXE AFSE £ &Lt 9
H ZIAAE AL835101 RESE HHZZ7HLE IAM Identity CenterE AFSE 7| &Q1 B MME HZE5HA
SI1AM Identity CenterE A& 3504 Single Sign-On(SSO) A%, AFAll SAML 2.0 28 X4 5 22X}
7t U= R MME B ZEstMIRSingle Sign-On(SSO)E 2IEt At 8E SZA 74,

|

« |AM Identity Center& A& 35104 Single Sign-On(SSO) A

+ Single Sign-On(SSO)2 {8t X4 5H S S At 77

< MERO| &S MY

IAM Identity Center& AF&3}04 Single Sign-On(SSO) A™H

Z2[Y Active Directory0ll @1Z2El ID MIE{7} O &l Qi B 2 AR ELICHEA: Xt 38 M A4,
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AR 7H0|E

® Note

AWS GovCloud(O|= M) 2|70 HH=
I}E|M H oM SSOZ AWS GovCloud

15 R B ME A

IAM Identity Center & 433}

ste Fe
(US) Adistict

S)

1. AWS Identity and Access Management 2& 0| 2218 L|C}.
2. Identity CenterE iL|C}.
3. FHEE MEdELCH
4. OfM &3t AWS Organizations& AEHEHLICY.
5. H&S MEigLICE
@ Note
22| Active DirectoryZt = 2ot S 2| U=X| = elguct

2 2|3 Active Directory0i| IAM Identity Center 124

IAM Identity Center® &443l8t £ C}2 HE M CHAIE 22 8fLict

1. EHM M dES Mot

2. K4 BHAANM EHUS MESID KIH BH AA HAS MEiSH|C}
3. 7|= Cl2E{Z|of A CIZE|2|E MENsL |}

4. CrS2 MEgLcH

5. HZEALE dEstT &2l §Xtof ACCEPTE &rLCt

6. A BHALAHAZ MEAFLICE

ID ME{0]| AHE X} &

of 7

Atgro| 2t2]3 Active Directory0il IAM Identity Center

H 1 o]

— -

e AERE|H =

LICE.

Research and Engineering Studio&

HH = Bt

| BHLAZF LHEFE

IAM Identity CenterE At&3t0{ SSO &M%
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47 @l QX[L|o{R AKLCIQ AMEXt7Ho|E

1. 2ol UL OFHLH A% AlRFS MEdELCH

2. H4 0¥ FHoM CtES MEFLICH

3. AEA MMM STISHE AFEAIE (RF LICH

4. FIHE MEHELICH

5. Ct&S MEfghLct

6. HIAYS HES OhE 78 HEE MEELIC

7. S7)EtzEMAE B E Y 28  AGLICH STIEt6 K] pEe AL RO CHEt B HIAIX|7t
EAZ|H S713t RINE HEFLICH

2CHA|- Xk 74 Z & MIE{of 914

IAM Identity Center0i| A oOfZ 2|7 0| -

1. |AM Identity Center &2 dLIC}
OHZ Z|F| 0|2 MEHEFLLCE.

ofZ 2|70l FT7HE MEHEFLICE.

MY 7|2 d-olM dYstei= ol E2|7H0|M0| U&LICHE MEfELICH

O ZZ|A 0| &M SAML 2.02 ME4FLIC

CtS& H=fhLich

ArEsteie EA| O|F1 B S =IgLict

IAM Identity Center H|E}C| O|E{0{ A IAM Identity Center SAML HIE}C|O|E] T O] /I E = A}
LIC}. RES ZEZ |IAM Identity Center® FA4%&  ZghL|CH

9. OHEZZ|7o|M £Moil o E2[AH 0| AlZF URLE I=dgfLICt 0 & E04 <your-portal-
domain>/sso®JLICt.

10. OHZZ|7|0|M ACS URLOIAM RES ZEO| Z|C|3MH URLE =dELICt 0|2 & op{H:

© N o o bk~ D
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a. B3 #elofaM L dEE Mg

IAM Identity CenterS AF23t0{ SSO A% 51


https://console.aws.amazon.com/singlesignon/

017 U Alx|LiofE) ARC|2 A8 7hol=

b. XA BT S=At ”HES MEHELICH

c. Single Sign-On0iA SAML Z|C|2M URLE 32 = U&LICh
11. OfZ2|7i0|4 SAML CHAH 0| A Amazon Cognito URNS 1248t L|C}.

URLE ddsteqH:

a. RES ZHo|M Lt dHS HLICH
b. XA 5T =X oM ALEX E IDE F&LICH
c. Ol EXtLol AER & IDE F7HEfLICH

ofZ 2|70l Mol CHEr £ oiE 74
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M=o ${user:email}S 248t
& A0l A emailAddress& ME{EFL|CE
M &4 oiE 718 MEdgct
HEZEZIFH 0| M| AFEX

%
IAM Identity Center2|0| ZAtd 2t EE= AL X &£/d0f| HEAWME = EL|Ct${user: email}.
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SAM RIEEIX] £ F

B#473 ALE X{E(Save changes)2 ME4ELICEH
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IAM Identity Center2| o & 2|71 0| Mod| AL Xt F7}

1. ldentity Centeroll M +3El o Z (70| Mol L E AFSAE P10 ASX SE S MEILICH
2. OfEZ(AHOIME HHAE &
3. ASKt EYS MEiFLCH
RES &4 LHoll A IAM Identity Center A%

1. Research and Engineering Studio 39| &4 2|0 et MM S duct.

IAM Identity CenterE At&3t0{ SSO &M%



Q17 A QX|L|o{& ARLC|2 MEX 7t0|E

X|.7=1 7<I:|=| _T'_:l.xl. IE=||-I% O=||__||:|._

2 =
3. Single Sign-On0i| A HE|(&Ef )2 MEHFHLICY.
4 E_|.2 7(-II=|§ %FA_!% INPS 'I-|__||:|._

[ T s Y

a. SAMLZ MEHFHLCEH

b. Z =Xt O|F0l| AL Rtof|H £l=5EH O|&
c. MEHOIE EM A=ZQIE URL 24
d. 30| SASt URLE 24 LICHAM Identity Center0f| A O ZE2[7|0]MH M.
e

f

0

S=Xt O|HY &0l 'email'S 24T LICH
MEs MEfgfLc

5. HOIX|E M=Z x| SEf7} ZE8sE Aoz EAZ=X| FELICH

Single Sign-On(SSO)2 <&t At 8 I =ZA +4

Research and Engineering Studio= 2 & SAML 2.0 A} & 32Xt S& Z|0{ RES Z & CHEt
AE Xt HMAE QB EILICE O] EHA0IME MENSH SAML 2.0 Xt 5 SZAtet & st= XIEE A
SELICH 1AM Identity CenterE AtEstEie B¢ AME EHZE5HM the section called “IAM Identity
Centerg AFE3l04 SSO %"

® Note

ArEXtol o|H Y2 IDP SAML 044441} Active Directory0ll A 2 x|GHok &LICH X3 5&H 22
XHE Active Directoryd]| @125t 7Moo 2 AHSKHE S7(5H5H0F & LICH

S|

- X4 8E 3ZX 7Y

- A4 5E SZXE MBS EE RES +4

- HEE2EHM B Z0M A4 5E S SR 7Y
« SAML IdP EA| C|HZ

O MMof M= RES Amazon Cognito At AL E22| HEE Xt 5 SZAE Fdste HAHE M3E
LICH.

Single Sign-On(SSO)2 {8t At 5% FZ At 7+ 53
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RES= RES ZE I T2 HE| HMAE & Ql= AFRAL X124 SHO0| 9= AD(AWS ZE/3 AD &£
= At Z2H|X'FE AD)7t QUChD 7HHELICH ADE A3 5E AMH[A SZXtof 45t M-SRt
12 S7I3teLCH ID M3 Aol MBME &Q2lsto] ADE 45t ASKHIDE S7(8H5t
gfobELICt 0| E01 AF® AWS IAM Identity Center A A{2| Active DirectoryE ID 4

FZEstM 2.

—

x 1Y

> fr 1]
> 1T o
Ol mo oIj
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]]>|'

= |[H g

13 A (1dP)ol A RES& SAML 2.0 o ZE|FH|0|dE FI&LICH o] F#/goil= Ch& metolE 7t
LICE.

SAML E[C|EM URL - IdP7} MH|A SZ XA SAML 2.0 SE S EUi= O AH& 8= URLYL
CH.

N
O

IEl
kO
ot

@® Note
IdPo]| It2F SAML Z2|C|2M URLS| O|E0| CtE £ & LLCt.

« OZ 2|7 0|M URL
. 0{AM AH|XF AH|A(ACS) URL
« ACS POST HIQIZ! URL

URLZ 7tX22{H

1. Z2|X} EE£ clusteradmin® 2 RESO| 21 Q1&fL|Ct.

2. G Eeltdet dE K4 58 S=4E o|SELICH
3. SAML Z|C|34 URLES MEfEFLCH
« SAML CH& URI - AMH|& S X & SAML CH Y 7HA| ] 27 IDRILICH

@® Note
IdPO]| [T} 2} SAML CH4F URICS| O|£0| CIE = &L}

» ClientlD
- OHZ2|7 0|M SAML CHA
- SP QE{E| ID

Single Sign-On(SSO)g ¢Itt X124 5H S ZA 714 54


https://docs.aws.amazon.com/singlesignon/latest/userguide/gs-ad.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/gs-ad.html

urn:amazon:cognito:sp:user-pool-id

SAML CH& URIE & oB{H

1. E2|X} EE= clusteradmin@ 2 RESO| 2118 L|C}.
2. g4 gt ME "X E s S2XE oS ELICH
3. A

3. RESO| AA[E SAML ofdMof = Ot HE/ZEIY0| AHERte| o|HIY FAZ A E[of Rlofof &
LICH

« SAML A &= NamelD
« SAML O|H|Y

4. |dP= T8 2 7|2 2 SAML o{EdMof| EE/ZoYE FotELICh RESOH= o2t E=7t E
LICH iR e S=Ats 7I2Mez o|g{3 EEE Kts2z MELIch Fd8liof st= B C
|

oo ko
o

« AudienceRestriction -& £ A& L|Cturn:amazon:cognito:sp:user-pool-id. user-
pool-id& Amazon Cognito At At £ 9| IDE Hi 5 LIC}.

<saml:AudienceRestriction>
<saml:Audience> urn:amazon:cognito:sp:user-pool-id
</saml:AudienceRestriction>

« 85 -8 InResponseToZ MHE&LICthttps://user-pool-domain/saml2/
idpresponse. user-pool -domain& Amazon Cognito At& A} £90| =HIQl O|E2 2 HiE L
Ct.

<saml2p:Response
Destination="http://user-pool-domain/saml2/idpresponse"
ID="1id123"
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
IssueInstant="Date-time stamp"
Version="2.0"
xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
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- SubjectConfirmationData - At& X} & saml2/idpresponse HIEEZQIEQ} P2 SAML 2F
IDInResponseToZ Recipient A™ELICH

<saml2:SubjectConfirmationData

InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
NotOnOrAfter="Date-time stamp"

Recipient="https://user-pool-domain/saml2/idpresponse" />

« AuthnStatement - CtS1 Zro| £ AEL|C}.

<saml2:AuthnStatement AuthnInstant="2016-10-30T13:13:28.152Tz"
SessionIndex="32413b2e54db89c764fh96ya2k"
SessionNotOnOrAfter="2016-10-30T13:13:28">
<saml2:SubjectlLocality />
<saml2:AuthnContext>

<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password</
saml2:AuthnContextClassRef>

</saml2:AuthnContext>
</saml2:AuthnStatement>

5. SAML OHEZ 2|7 0|0l 230t URL EEV} QlE 42 2 d™E#LCl<domain-url>/saml2/
logout.

T HQI URLE 7tx{22{H

1. E2|X} E= clusteradmin@ 2 RESO| 2118k L|C}.
2. #4F e

3. EHelu

6. IdP7} Amazon Cognito2t2| AIZ|& T &F5t7| 25 ME QUBME +==5t= B Amazon Cognito
ME Q1B ME Ct22E510d IdPoll =2 =8t

x
0
ro
O
>
i
_\'l_
>

12 &Y

1. AlESt710d - Amazon Cognito Z2& 2 ¥LICH. AWS Management Console

2. ANEX E2 MEELICH ALK} &2 040k & LICtres-<environment name>-user-pool.
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https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html

AR 7H0|E

o7 U X[ oj- ARC|Q
3. [239Ql #7Z(Sign-in experience)] B2 ME{EFL|C}
4. HOHOME AAE FH IZA 222 MM ME IEM E7|E MEHRFLICEH
Cognito user pool sign-in info
Users can sign in using their email address, phone number, or user name. User attributes, group memberships, and security settings will be stored and configured in your user
pool.
Cognito user pool sign-in options User name requirements
User name User names are not case sensitive
Email
Federated identity provider sign-in (1) nfo @ ( Add identity provider ) [( View signing certificate )]
Your app users can sign-in through external social identity providers like Facebook, Google, Amazon, or Apple, and through your on-prem directories via SAML or Open ID
Connect.
[ Q Search identity providers by name ] 1 &
Identity provider A | Identity provider type v | Created time v | Last updated time v
(@) idc SAML 2 weeks ago 3 hours ago
O| @15 ME AtE35t04 Active Directory IDPE HH5t1,E F7t5tIrelying party trust,
Of &= FAtAtof CHEF SAML X[ E M8t e = JU&Lch
® Note
O|= Keycloak & IDCOH|= MEE|X| f&LICt
5. OfEZ[#Ho|d dHEo| 2= E[T SAML 2.0 ofZ 2|7 0|4 HIEFHIO|E| XML EE= URLE CH2 2
CEEfLICt S B oM AFSELICH
-~ a1 = =
38 538 SZAE AESEE RES 74

RESO1| CH$t Single Sign-On A& tZ3te{H

=]

2| X} EE = clusteradmin© 2 RESOf| 2118t}

=

r

el et T K1 B B2XE OIS ELIC

Flos

Single Sign-On(SSO)2 2I&t AtE 8H 324+ 7o
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Environment Settings

Environment Name AWS Region 53 Bucket
@ res-gaenvi us-east-1 [ res

General Network Identity Provider Directory Service Analytics Metrics CloudWatch Logs

Identity Provider

Provider Name User Pool Id Administrators Group Name
cognito-idp @ u 1_re ! (P administrators-cluster-group

Managers Group Name Domain URL Provider URL
managers-cluster-group (3 https://res-gaenv1-9d4688cf-5¢14-48d0-990f- [J https://cognito-idp.us-east-1.amazonaws.com/us-east-
ce96d346a24c.auth us-east-1.amazoncognito.com 1_reuFsm8SE

Single Sign-On

Status SAML Redirect URL 0IDC Redirect URL
https:/ires-gaenv1-9d4688cf-5c14-48d0-990f- https://res-gaenv1-9d4688cf-5c14-48d0-990f-
ce96d346a24c.auth.us-east- ce96d346a24c.auth.us-east-
1.amazoncognito.com/sam|2/idpresponse 1.amazoncognito.com/oauth2/idpresponse

3. Single Sign-On0ilA 2B} E A[7]| @1o| TE] ot 0|2 E 4EH5}04 Single Sign-On 74 H[0|X[E &
L|Ct.
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Single Sign On Configuration

Identity Provider

Choose the third-party identity provider that you would like to configure.

® sAML ® oibC
Configure trust between Cognito and Configure trust between Cognito and
a SAML 2.0-compatible identity an OIDC identity provider,
provider.

Provider Name

Mame used for the provider in cognito

Metadata Document Source

Provide a SAML metadata document. This document is issued by your SAML provider.
@® Upload metadata document

@ Enter metadata document endpoint URL

Metadata document

[ Choose file

Provider Email Attribute

The Email attribute used to map email between your idp and the Amazon Cognito user pool

Refresh Token Expiration (hours)

Must be between 1 and 87600 (10 years)

12
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=

® Note
CtS Ol§2 S8 &lX| ekt&Lct

» Cognito
* IdentityCenter

c. MECIOIE EAM AA0M MAHE S48 MEYSt T HIEIHIOIE XML EME HZEot7HLE kf
3 &E 3SRl URLE MSELICH

d. S=A O|HY £dof HIAE ZHE =FLICtemail.

274 M H|0|X|2 CtA| 2E&LICH 7440| 2HFE ™ Single Sign-OnO| EA48HEILICH.

I
r
0
[
0

NMBE Q8 B AAE AI5l0d HIZEEHMR
= A2 FH8 B Oktat Z2 CHE AHE 5F 3ZAE 74
2 Ml 7t x| 7 oteto|eHE - gfLct.

ES 2382 ddst IAM Identity CenterE X3 588 3
38 = U&LICH RES SSO &3t af Al

1. 32X 0|& - +HE = QIS

2. HEIH|OIE &

HECIOIE EM X S22 OlHY SE2 +HstedH S &L

Amazon Cognito 2& £ O|S & LICt.

—

2. EHMoA AL R B2 MEyBLICH

3. AMSX B2 Mestol ASK B HRE BT

4. 2IQIE7 Hold HialolM A BT 3K 210102 0S5 stod RHE A FY Z2X
g it

5. YYo= HEHOlEIE XD 44 TS WFstxl on a2 £9 FLich &4 11Ee
Q40| £ 5t2{Ed TR MeABLIC HIEHE|OJE| 2AE Uo|o|= 524 HIEHG|0lE] ZAIS M
gLict
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Attribute mapping (1) info

View, add, and edit attribute mappings between SAML and your user pool.

User pool attribute | SAML attribute

email email

Metadata document 1o

View and update your SAML metadata. This document is issued by your SAML provider. It includes the issuer's name, expiration information, and keys that can be used to
validate the response from the identity provider.

Metadata document source Metadata document endpoint URL
Enter metadata document endpoint URL https://portal.sso.us-west-2.amazonaws.com/saml/metadata
/MDg40DM3NTczNjYOX2lucyO4M2EyYTcyMGUzZTFIMDI4

a. DynamoDB Z&£2 Y1 EMo|M Elo|22 MEfEFLICH

b. <environment name>.cluster-settings EfO|E2 &of MEiStD 2 MM &S
TS MEiEtLCH

c. €5 AWM EE= FE|o|M ZE{Z 0|S5to4 CHZ m2t0|EHE ULt
« 54 0|& - key
« 2t -identity-provider.cognito.sso_idp_provider_email_attribute
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A7 L AXL- ARC|2
I ¥ Scan or query items
[ O scan ] [ O Query
Select a table or index Select attribute projection
[Table res-jan19.cluster-settings v ] [All attributes v ]
¥ Filters
©
Attribute name Type Condition Value
[Q key X] [ String v ] [ Equal to v ] [ identity-provider ] ( Remove )
7
A 4
Run Reset
~
{ (® Completed. Read capacity units consumed: 13 X
J
Items returned (1) Edit String .D ( Actions ¥ ) ( Create item )
" 1 & X
[ emai ] \?/
Enter any string value
|:| key (String) v | version v
O identity-provider.cognito.ss Cancel T > L 1
SAML IdP A C|HZ
SAML 27| - Chrome E2}2X{0{|0] #H S AtE3t01 SAML & FHot11 SAML 1M ZIE &
olgh £ QlaLch RHMIEH LIS 2 Chrome & £E0{0] SAML-tracerg & ZaHMI2.
SAML 7H& Xt =7 - OnelLogin2 SAML QIZEE 22 C|2 Y5t SAML o{&dMo| E HEE =0l
st O A8 e &= /e =78 MSELCH XEMEH LHE 2 OneLogin & AFO|E Q| Base 64 Decode +
Inflate & & =AML
Amazon CloudWatch Logs - CloudWatch Logs0i|A RES 29| 27 = A1 E &0le = JUsaL
Ct. 23 0|& @Al 21 a8 J&LICtres-environment-name/cluster-manager
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https://chromewebstore.google.com/detail/saml-tracer/mpdajninpobndbfcldcmbpnnbhibjmch?pli=1
https://www.samltool.com/decode.php
https://www.samltool.com/decode.php

T U AX|L0fY ARLIQ A 8%

Amazon Cognito A& M - Amazon Cognito2t2| SAML S &oil ChEt XFAIEH LHE 2 Amazon Amazon
Cognito 7HeE X} OHLHM O] AL X} Z0i| SAML X723 5H Z=ZAF FIHE HEFHAQ.

A-EXte| gfE Ed

1. AWS Directory Service &0 MAE ABO| C|HEZ|IE MEIELICEH

HY HwolM AHSA &5 RiDES MEELICH
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AEX XIE EHRIE A 85t B2 XE2| &l 2 VDI FE 2 X[t E 5t¢ =M elg dsHor
LICt.
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(® Note
AWS GovCloud(O|= M%) 2[Fol| Bl Zst= 3¢ THQI HEE AR JHE ARG = &
8 mE[M HHolM & o ZZ|7 0| 2 vDI 5t ZHIQlE MAELICE.

>

o

1. Route 53

AH A4
oo

rH
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O
|0
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o
0
(o]
u
9'|1
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M=
"of CHE Bl Z =& W HStedT NLB FAE AMELICH

a. AWS CloudFormation £ &

mo @
r
[l

b. <environment-name>-vdc

c. ClIAAE MEHFITE YL|Cl<environmentname>-vdc-external-nlb.
d. NLBO{|A{ DNS O|EE EAtEfLICE

8. Route 53 Z2&& QLCt.
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https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-saml-idp.html
https://console.aws.amazon.com/directoryservicev2/
https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/cloudformation
https://console.aws.amazon.com/route53/
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11. Bl E {%(Record type)ol A CNAMES AMEHEHL|C}

e LICH A& EHIQIE ArEstEd™H A X7 MS 8F7HLE AWS Certificate Manager (ACM)0|A 23
gt I{E 2! SSL/TLS IE ME F/g5Hof B LICH ACME2 A 83te 4% ZC0[HEQ & MH|A ZAE
Z+ofl SSL/TLS M2 531617 9/61 metnlE|Z MS36HoF 3t AWS 2lAA O|E S gt o,

712Mo 2 RESE T H QI amazonaws.com AF& 35104 OHEE|70|M 2= WHAHAMOM ¢l TEHE A
El

® Tip
QI8 B|AA OE I7|X|E HIE 5= BRM 2|F 2|lAA ARMS HHEZE
PortalDomainName [HOf| MEASH T H|QlS I2d&HoF B LICIR|E (A A M.

AS R XIE SHRIo] ChEt Q1B ME MadstHH:

1. 2&0|AM AWS Certificate Managerg& &0 HEZ! QIS ME REELICt. AWS GovCloud(O|= A
£)of HHZ 3= B GovCloud THE|M H|Hof| QIS ME gf

2. HEEQAUBAM 2FE MHstn Chs2 MEFLICH
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https://console.aws.amazon.com/acm/home#/certificates/request
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o AE HHE:

SHE Zt QB M| 215 M MF HE 0| M Route 530 BlZ =
A =]

MEfZL S ESE HEx|o{oF §LICH.

in AWS GovCloud(O|= M&)E HiZ 5}
HHolM gt2 AH835tod H{EE
Eoz HZA|o{of &fLct,

o

8. M Q&AM ARNEZ SAtsto{e| mfetn|E =2 =4

=

Amazon CloudWatch Logs

Research and Engineering Studio= x| &0 CloudWatchd| CtZt 22 21 1

JE HE 7|7t Ote EE XA Q.

— 4T /| =

CloudWatch Log 1 &

/aws/lambda/<installation-stack-name>-cluster-
endpoints

/faws/lambda/<installation-stack-name>-cluster-
manager-scheduled-ad-sync

faws/lambda/<installation-stack-name>-cluster-
settings

/aws/lambda/<installation-stack-name>-oauth-c
redentials

/aws/lambda/<installation-stack-name>-self-si
gned-certificate

/laws/lambda/<installation-stack-name>-update-
cluster-prefix-list

/aws/lambda/<installation-stack-name>-vdc-sch
eduled-event-transformer

ze

od

—
=
AR ¥y

Retention

Or2 E|X| ot

DR E|X| AE

Dt E|X| S

Otz £|X| &t S

2| X| o2

o2 E|X| &t S

o2 x| o

CNAME 7|9} 2 =A
ol MeZEE

LICFACMCertificateARNforWebApp.

Amazon CloudWatch Logs
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CloudWatch Log & Retention

/aws/lambda/<installation-stack-name>-vdc-upd BtZ E|X| &t S
ate-cluster-manager-client-scope

/<installation-stack-name>/cluster-manager 371
/<installation-stack-name>/vdc/Z1E £ 37HE
/<installation-stack-name>/vdc/dcv-broker 370

/<installation-stack-name>/vdc/dcv-connection-  37H&

gateway
2O 389 7|8 EEE ¥HZAs24H CloudWatch £ 2 0|S3+04 CloudWatch Logs2| 271 Cf|O|E]
HE HE XFEHE MENML.

2024'A 422 E ALK X|H HEt BHE 01225109 RESOHIM M8t gt g MEIMo 2 e =
&SLICH AL K& HE ZBHE IAMPermissionBoundary IH2HO|E{2| UAE 2 Het ZH| 2] ARNE A
33504 RES AWS CloudFormation A%x[o| 22 2 o = QU&LICt O| mt2tO|EE HIY £ RES
oigtof Mt BA 7 MYEIX| et&LICH CHE 2 RES Y& 0| 2155l 0F 5t &Y SEQLICH HAMe
2 A83sttd= et A7} O 22 &5t Xl = lFLc.

[ |

"Effect": "Allow",

"Resource": "*",

"Sid": "ResRequiredActions",

"Action": [
"access-analyzer:*",
"account:GetAccountInformation",
"account'ListRegions",
"acm:*",
alrflow.*",
"amplify:*",
"amplifybackend:*",
"amplifyuibuilder:*",
"aoss:*",



https://console.aws.amazon.com/cloudwatch
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
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"apigateway:*",
"appflow:*",
"application-autoscaling:*",
"appmesh:*",
"apprunner:*",
"aps:*",

"athena:*",
"auditmanager:*",
"autoscaling-plans:*",
"autoscaling:*",
"backup-gateway:*",
"backup-storage:*",
"backup:*",

"batch:*",
"bedrock:*",
"budgets:*",

"ce:*",

"cloud9:*",
"cloudformation:*",
"cloudfront:*",
"cloudtrail-data:*",
"cloudtrail:*",
"cloudwatch:*",
"codeartifact:*",
"codebuild:*",
"codeguru-profiler:*",
"codeguru-reviewer:*",
"codepipeline:*",
"codestar-connections:*",
"codestar-notifications:*",
"codestar:*",
"cognito-identity:*",
"cognito-idp:*",
"cognito-sync:*",
"comprehend: *",
"compute-optimizer:*",
"cur:*",

"databrew:*",
"datapipeline:*",
"datasync:*",

"dax:*",
"detective:*",
"devops-guru:*",
"dlm:*",
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"de:*",

Ildrs:*ll’

"dynamodb:*",

Ilebs:*ll’
"ec2-instance-connect:*",
Ilecz:*ll’
"ec2messages:*",
"eCI:*",

||ecs:*||’

Ileks:*ll’
"elastic-inference:*",
"elasticache:*",
"elasticbeanstalk:*",
"elasticfilesystem:*",
"elasticloadbalancing:*",
"elasticmapreduce:*",
"elastictranscoder:*",
Iles:*ll’

"events:*",
"firehose:*",

"fis:*",

"fms:*",

"forecast:*",

"fox:i*",

||geo:*||’

"glacier:*",

"glue:*",

"grafana:*",
"guardduty:*",
"health:*",

"iam:*",
"identitystore:*",
"imagebuilder:*",
"inspector2:*",
"inspector:*",
"internetmonitor:*",
"iot:*",
"iotanalytics:*",
"kafka:*",
"kafkaconnect:*",
"kinesis:*",
"kinesisanalytics:*",
"kmS:*",

"lambda:*",
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"lightsail:*",
"logs:*",
"memorydb:*",
"mgh:*",
"mobiletargeting:*",
"mg:*",
"neptune-db:*",
"organizations:DescribeOrganization",
"osis:*",
"personalize:*",
"pi:i*t,

"pipes:*",
"polly:*",

"qldb:*",
"quicksight:*",
"rds-data:*",
"rds:*",
"redshift-data:*",
"redshift-serverless:*",
"redshift:*",
"rekognition:*",
"resiliencehub:*",
"resource-groups:*",
"routeb3:*",
"route53domains:*",
"route53resolver:*",
"rum:*",

"s3.x",
"sagemaker:*",
"scheduler:*",
"schemas:*",
"sdb:*",
"secretsmanager:*",
"securityhub:*",
"serverlessrepo:*",
"servicecatalog:*",
"servicequotas:*",
"ses:*",

"signer:*",

"sns:*",

"sqs:*",

"ssm:*",
"ssmmessages:*",
"states:*",
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ya

"storagegateway:*",
"sts:*",
"support:*",
"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"textract:*",
"timestream:*",
"transcribe:*",
"transfer:*",
"translate:*",
"vpc-lattice:*",
"waf-regional:*",
"waf:*",

"wafv2:*",
"wellarchitected:*",
"wisdom:*",
"xray:*"

RES X|& AMIs 7+

RES x|$—4 AMIs ALE3tH AL RE X1 AMIsOl| 7het DIA T & QIARIA(VDIs)Ofl CHEF RES & E2
AN Mx|E 4 A&LICh RES X2 AMIs AFE 5T O|2] HI0|ZE O|0|XIE A& 3tod VDI QIARIAO
2l AlZto| g4 EL|Ct EC2 Image Builderg At&3t0{ AMIs IESIT M AZESQ|o{ ABOZ S2
& £ Ql&LICH Image Builderodl CH8F XEMIBH LI 2 Image Builder AF2 MEHME XM 2.

Alahat7| Fofl 2[4 H{E 0| RESE HiZ 3o Euict

A

« RES 230l AMASHT| 2IEF IAM S
« EC2 Image Builder 7t 24 A4

+ EC2 Image Builder il A|Z| £H|

« EC2 Image Builder @lZ 2} 7

* Image Builder O|O|X| m}O|Z 2} 21 T4
« Image Builder O|O|X| mto[=Z2}Ql A%
* RESH MAZEQo{ AR SS

Hi

[

RES X|& AMIs T4 70


https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
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RES 2rZ40] HMASIZ| 2B IAM & = H|

EC2 Image Buildert| A RES &4 AH|A0d| HA|ASHE2{H RES-EC2InstanceProfileForlmageBuilder
EHE 1AM &2 MA5H7LE %510k BHLICH Image Builder0ll A AFE & IAM &S 45 BY
ofl CH&t XEMIBH LI 2 Image Builder AFH& AE A 2| AWS Identity and Access Management (IAM)2
AZSML.

« AMEIE £ e & 0l= Amazon EC2 MH|A7F Z & ELICH
« AmazonSSMManagedInstanceCore %! EC2InstanceProfileForimageBuilder &3%4

. HiZE RES #7Z40f CHEH DynamoDB % Amazon S3 HM|A 7} &MBHEl AL AF X| & RES &2

(ol Hae 17 maly £ 17 Qlatel HM

Med 4 lesLich)

MO

MEIE = = BH AEE
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
}
"Action": "sts:AssumeRole"
}
]
}
RES 74 %H:
{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "RESDynamoDBAccess",
"Effect": "Allow",
"Action": "dynamodb:GetItem",
"Resource": "arn:aws:dynamodb:{AWS-Region}:{AWS-Account-ID}:table/{RES-
EnvironmentName}.cluster-settings",

RES 2tZ3ol HMAsHZ| 2|8 IAM Q& ZH| 71


https://docs.aws.amazon.com/imagebuilder/latest/userguide/image-builder-setting-up.html#image-builder-IAM-prereq
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"Condition": {
"ForAllValues:StringlLike": {
"dynamodb:LeadingKeys": [
"global-settings.gpu_settings.*",
"global-settings.package_config.*"
]
}
}
},
{
"Sid": "RESS3Access",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::{RES-EnvironmentName}-cluster-{AWS-Region}-{AWS-
Account-ID}/idea/vdc/res-ready-install-script-packages/*"
}
]
}
EC2 Image Builder # s
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1. fYoM L= MEiErLICH
2. OlOlx| Y A |(0S)0i A Linux &£ = WindowsE &8 L|CH.
3. T A 0|0t &2 o0 U= o|§2 Y=ELICtresearch-and-engineering-

studio-vdi-<operating-system>.
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Linux

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance

# with the License. A copy of the License is located at

#
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# http://www.apache.org/licenses/LICENSE-2.0
#
# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-linux
description: An RES EC2 Image Builder component to install required RES software
dependencies for Linux VDI.
schemaVersion: 1.0
parameters:
AWSAccountID:
type: string
description: RES Environment AWS Account ID
RESEnvName:
type: string
description: RES Environment Name
RESEnvRegion:
type: string
description: RES Environment Region
RESEnvReleaseVersion:
type: string
description: RES Release Version

phases:
- name: build
steps:
- name: PrepareRESBootstrap
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'mkdir -p /root/bootstrap/logs'
- 'mkdir -p /root/bootstrap/latest’
- name: DownloadRESLinuxInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/linux/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
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destination: '/root/bootstrap/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'tar -xvf
{{ build.DownloadRESLinuxInstallPackage.inputs[@].destination }} -C /root/
bootstrap/latest'

'/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
install.sh -r {{ RESEnvRegion }} -n {{ RESEnvName }} -g NONE'
- name: FirstReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
delaySeconds: 0
- name: RunInstallPostRebootScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
'/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
install_post_reboot.sh'
- name: SecondReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
delaySeconds: 0

Windows

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance

# with the License. A copy of the License is located at

#
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# http://www.apache.org/licenses/LICENSE-2.0
#

# or in the 'license' file accompanying this file. This file is distributed on

an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the

specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-windows

description: An RES EC2 Image Builder component to install required RES software

dependencies for Windows VDI.
schemaVersion: 1.0
parameters:
AWSAccountID:

type: string

description: RES Environment AWS Account ID
RESEnvName:

type: string

description: RES Environment Name
RESEnvRegion:

type: string

description: RES Environment Region
RESEnvReleaseVersion:

type: string

description: RES Release Version

phases:
- name: build
steps:

- name: CreateRESBootstrapFolder
action: CreateFolder
onFailure: Abort
maxAttempts: 3
inputs:

- path: 'C:\Users\Administrator\RES\Bootstrap'

overwrite: true
- name: DownloadRESWindowsInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:

- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/windows/

res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'

EC2 Image Builder -4 24 A4

75



B
0

7 2 x|LiofE AFC

bl

:

omu
9m
to
>
0lo
>
N
o
n

destination:
'{{ build.CreateRESBootstrapFolder.inputs[@].path }}\res_windows_install_{{ RESEnvRelec
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecutePowerShell
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'cd {{ build.CreateRESBootstrapFolder.inputs[@].path }}'
- 'Tar -xf

res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
'Import-Module .\virtual-desktop-host-windows\Install.psl'
- 'Install-WindowsEC2Instance'
- name: Reboot

action: Reboot

onFailure: Abort

maxAttempts: 3

inputs:

delaySeconds: 0
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« Amazon Linux 2(x86 % ARM64)
« Ubuntu 22.04.3(x86)
* Windows 2019, 2022(x86)

Create a new recipe
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Create a new Image Builder pipeline
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Modify an existing Image Builder pipeline
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Research and Engineering Studio PN & demoadmin1 v

res-stage (us-west- <

2)

Virtual Desktop Dashboard

v Home

Instance Types (1 Session State (2

Virtual Desktops

Shared Desktops Summary of all virtual desktop sessions by instance types. Summary of all virtual desktop sessions by state.
File Browser
SSH Access
ADMIN ZONE
v eVDI
Dashboard
Sessions
Software Stacks (AMIs)
Permission Profiles méa.large STOPPING
Debug
Settings
& W méa.large ) STOPPING
» Envir M }:4
Base0S (3 Project (4
Summary of all virtual desktop sessions by Base OS. Summary of all virtual desktop sessions by Project Code

Windows
Amazon Linu...
project1
W Amazon Linux2 [ Windows W projectl
Availability Zones (9 Software Stacks (6
Summary of all virtual desktop sessions by Availability Zone. Summary of all virtual desktop sessions by Software Stack.

Software Stacks

Amazon Linux 2 - x86_64

o -
0

0.5 1 15
No. of Sessions

us-west-2a

W us-west-2a

N}

W Sessions
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RES Virtual Desktops Sessions

Sessions (2)

Virtual Desktop sessions for all users. Endﬁ see these sessions eal Desktops. 9
QLG OR AN  Create Session

@ Created ¥ Last 1 month

Q Search 0 All States ¥ All Operating Systems ¥
(-] Session Name v Owner v Base OS Instance Ty... State Project Created On
[ demoadminiami21 [ B demoadmin1 Amazon Linux 2 méa.large @® Stopped project1 9/27/2023, 8:31:50 AM
O demoadminiwindows1 demoadmin Windows méa.large @® Stopped projectl 9/27/2023, 8:38:23 AM
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Launch New Virtual Desktop X

IX|L|0q
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Cl
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Session Name
Enter a name for the virtual desktop

[ )

Session Name is required. Use any characters and form a name of length between 3 and 24
characters, inclusive.

User
Select the user to create the session for

(@ )

Project
Select the project under which the session will get created

[ v)

Operating System
Select the operating system for the virtual desktop

[ Amazon Linux 2 v ]

Software Stack
Select the software stack for your virtual desktop

[ v)

Enable Instance Hibernation

Hibernation saves the contents from the instance memory (RAM) to your Amazon Elastic Block
Store (Amazon EBS) root volume. You can not change instance type if you enable this option.

®

Virtual Desktop Size
Select a virtual desktop instance type

@ )

— 1 Storage Size (GB)
MM 4 85

Enter the storage size for your virtual desktop in GBs

& )




RES Virtual Desktop SESSS 8765705b-8919-48ba-901a-19e2c49cf043

Session: demoadmin1amli21

S50lM MM ol MEstod MM HF SEE SLICH

General Information

Session Name Owner

demoadmintami21 demoadmin1

Details Server Software Stack Project Permissions

Session Details

RES Session Id DCV Session Id

8765705b-8919-48ba-901a-19e2c49cf043

Session Type Hibernation Enabled

VIRTUAL No

Updated On
9/29/2023, 11:01:20 PM

AT E9fo] AEH(AMIS)

® Note
MZ= CentSO7 AZE Q0] AEHS 0| A AlStsHE{H o4

State
® Stopped

Schedule Monitoring - >

Description

bd63e69a-e75a-427b-b4c8-39d7c43b95ad

Created On
9/27/2023, 8:31:50 AM

Azl E& HHE S AWS Marketplace
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https://docs.aws.amazon.com/govcloud-us/latest/UserGuide/getting-started-standard-account-linking.html

All Operating Systems v

Name Description AMIID Base 05 Root Volume Size Min RAM GPU Manufacturer Created On
2 CentOS7 - ARM64 CentOS7 - ARM64 ami-07f692d95b2b9c8cS Cent0S 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
CentOS7 - x86_64 CentOS7 - x86_64 ami-00f8e2c955f7ffa9b Cent0S 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
RHELS - x86_64 RHELS - x86_64 ami-0b530377951178d6b RedHat Enterprise Linux 8 10GB 4GB N/A 6/7/2024, 11:25:19 AM
UBUNTU2204 - x86_64 UBUNTU2204 - x86_64 ami-073ff8e13d826b7f8 Ubuntu 22.04 10GB 4GB N/A 6/7/2024, 11:25:19 AM
RHEL7 - x86_64 RHEL7 - x86_64 ami-0bb2449¢2217ch9b0 RedHat Enterprise Linux 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Windows - x86_64 Windows - x86_64 ami-0667133d0dc6089e 1 Windows 30GB 4GB N/A 6/7/2024, 11:25:19 AM
Windows - AMD Windows - AMD. ami-05df91be1d294f195 Windows 30GB 4GB AMD 6/7/2024, 11:25:20 AM
Windows - NVIDIA Windows - NVIDIA ami-00d7af9d003819a90 Windows 30GB 4GB NVIDIA 6/7/2024,11:25:20 AM
RHEL9 - x86_64 RHELD - x86_64 ami-099185fc24d27c2a7 RedHat Enterprise Linux 9 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Amazon Linux 2 - ARM64 Amazon Linux 2 - ARM64. ami-04ed2b27d86¢17f09 Amazon Linux 2 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Amazon Linux 2 - x86_64 Amazon Linux 2 - x86_64 ami-Oee5c62243ab25259 Amazon Linux 2 10GB 4GB N/A 6/7/2024, 11:25:19 AM
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Register new Software Stack X

Name
Enter a name for the software stack

[ )

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ )

AMI Id
Enter the AMI Id

[ )

AMI Id must start with ami-xxx

Operating System
Select the operating system for the software stack

[ Amazon Linux 2 v ]

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[N/A v]

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

& )

Min. RAM (GB)
Enter the min. ram for your virtual desktop in GBs

& )

Projects
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Update Software Stack: Amazon Linux 2 - ARM64 X

Stack Name
Enter a name for the Software Stack.

[ Amazon Linux 2 - ARM64

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ Amazon Linux 2 - ARM64

Projects
' Select applicable projects for the software stack

[ ")
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v Home
Virtual Desktops

Shared Desktops

View hosts and ses:

sions registered with NICE DCV Broker

VD Host VD Sessions
File Browser
SSH Access
of 1 item
O©"servers" : [ 1 item
ADMIN ZONE ©0: { 15 items
v eVvDI "id" : "aXAtMTAtMy@xNTctMTkOLmNvcnAucmVzLmNvbSOxMC4zLjEINy4x0TQtNmRmY j ImNWYyYTQANDEYN2E1IMzgwZDU4YjIzM2I2Zjg=""
"ip" 1 "10.3.157.194"
Dashboard
"hostname" : "ip-10-3-157-194.corp.res.com"

Sessions

"default_dns_name" : "ip-10-3-157-194.corp.res.com"

Software Stacks (AMIs)

"port" : |NUEE

Permission Profiles

©"endpoints" : [ 4 items
Debug ©0:{ 3 items
Settings "port" : 8443
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v Desktops
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DCV Host ®

Allowed Security Groups Max Root Volume Size
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- Research and Engineering Studio P & demoadmin4 v

= RES Environment Management Projects (6)

.
PrOJECtS @ Actions a ) Create Project
Environment Project Management e Edit Project e

0 Disable Project

Q

Update Tags
Title Project Code Status Budgets Groups Updated On

[ (o] project-1 project-1 @ Enabled - * IDEAUsers 10/3/2023, 7:04:18 PM ]
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AR 7H0|E

Create new Project

Project Definition

Title

Enter a user friendly project title

(

Project ID

Iphabets. numbers, hyphens (-, underscores

(). or periods (.. Must be betwee

Do you want to enable budgets for this project?

(@ ]

Resource Configurations

Add file systems

select applicable file systems for the Project

(

» Advanced Options

Team Configurations

Groups

Role

00se a role for the gro

up

[ group_1

v ] [Proje(tMember

)

Add group

Users
Select applicable users for the Projec

Role
Choose a role for the user

=

Remove user
)

v ] [ProjectMember

IZME HE
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2. Y HRFHM Z2ME HEIS MENEHLICH.
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Edit Project

Project Definition

Title
Enter a user friendly project title

( Project1

Project ID

Enter a project-id

ase alphabets. numbers, hyphens (), underscores (), or periods (). Must be betwe;

and 40 characters long.

Do you want to enable budgets for this project?

(@ ]

Resource Configurations

¥ Advanced Options

Add Policies

Select applicable policies for the Project

(

Add Security Groups
Select applicable security groups for the Project

(

» Linux

» Windows

Team Configurations

Groups
Select applicable Idap groups for the Project

Role
e a role for the group

{ group_1

v ] { Project Member

)

Add group

Users
Select applicable users for the Project

Role

00se a role for the user

[ userl

v ] [ Project Member

Remove user
M ]
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Environment Project Management

Projects
1

Q <
Title Project Code Status Budgets Groups Updated On
[ (o] project-1 project-1 © Enabled - e IDEAUsers 10/3/2023, 9:06:30 PM ]
1
File Systems in project-1 v
Title Name File System ID Mount Target Projects Scope Provider Created through RES?
No records
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res:Resource/vdi-security-group

504 AWS 2lA A0 CH

JEEME

Hot J 5o cHst XEMIEH LI 2 Amazon VPC A2 MEAMo| £ oF
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C}.
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S3 URI s3://bucketname/script.sh
HTTPS URL https://sample.samplecontent.com/sample
2Z ot file:///user/scripts/example.sh
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¥ Linux

Run Script When VDI Starts
Scripts that execute at the start of a VD

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ] [ 1.2 ]
[ https://sample‘samplecontent‘com/sample] [ ] ( Remove Scripts )
[ file:///root/bootstrap/latest/launch/script ) [ 1.2 ] ( Remove Scripts )

Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©O

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ) { 1,2 ]
Add Scripts

v Windows

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[53://sampIe-res-scripts/sample.sh ! J [ 1,2 ]
Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh } [ 1.2 ]
Add Scripts
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® Note
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- Research and Engineering Studio 4 | & demoadmin4 v
RES Environment Management Users (6)
Users (©) (ctions ») 02}
Environment user management Set as Admin User

c Q Search Disable User
Username uiD GID Email Is Sud... Role Is Active Status Groups
* |IDEAUsers
(o) demouser2 3006 3006 demouser2@demo. No user No ®© Enabled
e DemoUsers

O sauser2 3011 3011 sauser2@demo. No user No @® Enabled e SAUsers

* DemoAdmins

(@) demoadmin4 3003 3003 demoadmin4@demo. Yes admin Yes © Enabled * AWS Delegated Administrators
* |IDEAUsers
O pmtuser02 8001 6001 pmtuser02@demo. No user No @© Enabled e ProductUsers

b. ALSXF HIE S

Groups

rl-J

Active Directory0llM S7[3tEl 2E I&2 1& HO|X|o ZEAIELICH 28 74 A &2lol cHer il

B 82 Mug Azt T Jtols.
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- Research and Engineering Studio

RES Environment Management

Groups

Environment user group management

a Q Search

L & demoadmind v

®
@ Actions a ) 9

Disable Group

1

Title Group Name Type Role Status GID
[ o) IDEAUsers IDEAUSsers external user @ Enabled 4000 ]
(@) SAAdmins SAAdmins external user @ Enabled 3035
O AWS Delegated Administrators AWS Delegated Administrators external admin @ Enabled 3999
Users in IDEAUsers (3 v
(] Username uiD GID Email Is Sudo? Role Is Active Status Groups Syn«
¢ DemoAdmins
(] demoadmin1 3000 3000 demoadmini@demo. Yes admin Yes @© Enabled ¢ AWS Delegated Administrators 10/3
* IDEAUsers
¢ DemoAdmins
0O demoadmin4 3003 3003 demoadmin4@demo Yes admin Yes @© Enabled * AWS Delegated Administrators 10/3
* |DEAUsers
e SAAdmins
27 2o ASHSH OlA
& HO|X[o|M CHEE +=-E = U&LICH
=2 E o 7{AHSH
2 22 MEHS 742 Rlod il 2 AR5 22 YH|&tAsts st A 5| 3¢
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Team Configurations

Groups Info Permission profile Info

| group_1 ¥ | | Project Owner v ( Remove )

nt themselves or

| group_2 v | |ije[1 Member v ( memove )

|:’ Add group ‘

Mo users attached. Click 'Add user’ below to get started

| Add user |

(o) D

8 user1 v

o]

v Desktops
P Envir nent. These are which you are a part o Edit Project

My Virtual Desktops —————
G [ pisable project

Shared Desktops

File Browser

Title status Budgets Groups

Project Code
SSH Access Instructions

O project2 Project? @ Enabled « group2 « user! 7/15/2024, 11:45:22 AM
. * group_1

v Environment Management O  project3 Project3 @ Enabled — 7/15/2024, 8:05:20 AM
+ group.:

Projects
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Virtual Desktops

test2 © Connec t

@ Ready Windows t3.medium @ No Schedule

1

Tuesday, August 6
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RES <

v Desktops
My Virtual Desktops
Shared Desktops
File Browser
SSH Access Instructions

v Session Management
Sessions

ZrE|XE7}E ol AFS RHO[AH| CHE AFERtol| CHEF Ml S dEe + Qe Teto| gl 32 215 BM

Fole ch3a Zol MM &e|7F ZAIZX| ef&LICH

Ls H

RES <

v Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions
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Research and Engineering Studio & H|O|X|2| 1% &M FolMq Met Z2E S MEfgrL|Ct. O
HO|X|HM HEt Z2EHE 44, UO|o|E, LIY, E7| & AXE = A&LCH

Research and Engineering Studio PN

& admin1 v

RES

o)
Permission Profiles

v Desktops
P Create and manage permission profiles.

My Virtual Desktops
Shared Desktops

File Browser

Profile name Description Creation date Latest update Affected projects
SSH Access Instructions
(@] Project Owner Default Permission Profile for Project Owner 2 months ago 3 weeks ago 2
. UpdateStatus test 3 weeks ago 3 days ago 1
v Session Management o P 8 Vs ag

Dashboard O Project Member Default Permission Profile for Project Member 2 months ago 2 months ago 2
Sessions
Software Stacks 1

Desktop Shared Settings
Debugging

Desktop Settings

4

Envir
Projects
Users
Groups

File Systems
S3 Buckets

Permission Profiles

1. 712 ¥t Z2 2 HolxlolM Bads #HEt 2o o|&S MeEfLICh of Holx|oflA] Meyzt
gt Zz2 I WEISHHLE ARIE & U&L|CH
et Z=Z
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Project Owner Dalete

General Settings

Profile ID Description Creation date

[P project_owner Default Permission Profile for Project Owner 3 weeks ago

Latest update
3 weeks ago

Permissions Affected projects

Permissions (4)

Permissions granted to this permission profile

Project management permissions (selected 2/2)

Update project membership Update project status
U sociated Enable or d a project

@ Enabled @ Enabled

VDI session management permissions (selected 2/2)

Create session Create/Terminate other’s session

RES Permission Profiles Project Owner

Project Owner

General Settings

Profile ID Description Creation date
project_owner Default Permission Profile for Project Owner 2 months ago

Latest update

4 hours ago
Permissions Affected projects
Affected projects (2)
List of projects using this permission profile.
Project name Groups Users
Project1 [4 1 2
Project3 [ 2 0

Htz2

1z}
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Create permission profile

Permission profile definition

Profile name

Assign a name to the prof

C_ )

Must start with a letter. Must contain 1 to 64 alphanumeric characters

Profile description

Optionally add more details to describe the specific profile

Permissions

Permissions granted to this permission profile.

Project management permissions

Update project membership Update project status

Update users and groups associated with a p broject
(] (@ ]

VDI session management permissions

Enable or disable a

Create session Create/Terminate other's session
Create a session within a project Create/Terminate another user's session within a project

. 7l2 Mt Z2E wolx|oIA Foll 2= M
Z Meystod ST HEt Z2 TS Aol Bt
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Permission profile definition

Profile name

Assign a name to the profile

[ Project Member

Profile description

Default Permission Profile for Project Member

Permissions

Permissions granted to this permission profile.

Project management permissions

Update project membership

Update users and groups

VDI session management permissions

Create session

Update project status

@ ]

Create/Tel

@ ]

rminate other's session

et T 2 E AKX
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78 ™

<4

4

© 1 permission profile deleted successfully. This deletion did not impact any ongoing projects.
RES ern 1 Profile:
s o .
Permission Profiles

Create and manage permission profiles.

Desktops

My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

Profile name Description Creation date Latest update Affected projects
Session Management O Project Owner Default Permission Profile for Project Owner 2 months ago 3 minutes ago 2
Dashboard
(@] Project Member Default Permission Profile for Project Member 2 months ago 2 months ago 2
Sessions
Software Stacks 1

Desktop Shared Settings
Debugging

Desktop Settings

Environment Management
Projects

Users

Groups

File Systems

S3 Buckets

Permission Profiles
Environment Status

Snapshot Management

rot
"

Iz

DPERES ZZHMEN = 22Y 22|XH7F FHEE = U= F 7HX| 7|2 Het T2 Zo| & M3EL
Ch (£8t 22Y BEXls ZZMEO| CHet A HEt ZZES MM D +HE £+ J&LICH) OIS &
ol 7|8 Het Z2MURI"ZZME HH" U "ZZME AQA0 &= HEHO| LI U&LICE.
Het T2 EN TZMEO| AFBXE MEHFY| {6l R045l= HEH2 AHAO| £ Z2ZHME|P M E
ELICH 2EYH #2Xte ZE ZTZHME|M ot ZE HEHE 7HE I AFRRFILICEH
e =k ZZME HH Z2ME AR
MM Mo A& Mg ME X X
gLICH AL R
Q1X|E x|0| &t
SFof &AHelo]
Ktalo| MME =
Xetn S28 ¢
U&Lct.
CIE AIEO| MM Z2HME LHO|M X
MMIBRE CIE AFZXO| Al
Het Z2 I 109



947 2 AX|L0{Z ARC|2

T8t A
Mg M5 HLE
S=2gLct
zadE 4 Z2MEQ 4
AH|0|E E AR
Eg ddlo|Eg
LIC}.
TZME MEfY =ZZMEE FH
ol E S} L= HIE M35
gLict

I A|AE
- Research and Engineering Studio

RES Environment Management

File Systems

Create and manage file systems for Virtual Desktops

File System

L &

@ Actions a Onboard File System m
Add File System to Project

O Remove File System from Project
[o Fox ONTAP for Linux fox 07 linux 5042200847 3dadbf80 S fsx_netapp_ontap ]

ot AAE H O|XK|o| M CtEE s-&E = JU&LICH
1. I A|ARIZ ALt
2. IO AARIZ MEHSH A 2 HF & AFE5tod 82 - Lct

a. ZEME It AAE FTt

b. ZZHMEO|M IY AIAE! XA
3. MU AAREE 2EIELIC
4. WU AARIZ Mgt
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017 U Ax|LjofE ARC|2

AR 7H0|E

N

Create new File System

Title
Enter a user friendly file system title

X

[

Eg. EFS 01

Name
Enter a file system name

[

File System name can only use lowercase alphabets, numbers and underscore (_). Must be
between 3 and 18 characters long.

File System Provider
Select applicable file system type

[ EFS

Projects
Select applicable project

[

©

Subnet ID 1
Enter subnet id to create mount target

[

Subnet ID 2

Enter second subnet to create mount target

[

Subnet ID 1 and Subnet ID 2 should be in two different AZs

~

IO

Mount Directory
Enter directory to mount the file system

V.
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Onboard New File System X

Onboard File System
Select applicable file system to onboard

[ .

[ fs-0013c7a86b6d5f79e [efs] ]

fs-0edf4f076a4631d76 [efs]

fs-0303cda359d042ca8 [efs]

L fs-0ff091b934dda5208 [efs] ‘

oY A[AE 113
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r 3
Onboard New File System X

Onboard File System
Select applicable file system to onboard

[ fs-0edf4f076a4631d76 [efs] v ]

©

Title
Enter a user friendly file system title

[ )

File System Name
Enter a file system name

[ )

File System name cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers and underscore (_). Must be between 3 and 18 characters long.

Mount Directory
Enter directory to mount the file system

[ )

Mount directory cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers, and hyphens (-). Must be between 3 and 18 characters long. Eg. /efs-01

L 4
238 ¢

272 el Holxlols HEE £ZE9ofet ME L) A7 EAIELICH of7]ollE 2ZE9) o] KX
2E 0|F U JIE AlAE HES Ze Mt Z3ELC

22 A 114



nd Engineering Studio PN & demoadmin4 v

= RES Environment Management Status ®

Environment Status

Modules @

Environment modules and status

Module Module ID Version Type Status API Health Check Module Sets

Global Settings global-settings - @Conflg © Deployed © Not Applicable

Cluster cluster 2023.10 © Deployed © Not Applicable o default

Metrics & Monitoring metrics 2023.10 @© Deployed © Not Applicable ¢ default

Directory Service directoryservice 2023.10 @© Deployed © Not Applicable o default

Identity Provider identity-provider 2023.10 @© Deployed © Not Applicable o default

Analytics analytics 2023.10 @© Deployed © Not Applicable o default

Shared Storage shared-storage 2023.10 @© Deployed © Not Applicable o default

Cluster Manager cluster-manager 2023.10 @© Deployed @© Healthy o default

eVDI vdc 2023.10 @© Deployed © Healthy o default

Bastion Host bastion-host 2023.10 © Deployed © Not Applicable o default
Infrastructure Hosts ©
Cluster hosts and status

Instance Name Module ID Node Type Version Instance Type Availability Zone Instance State Private IP Public |

res-demo2-bastion-host bastion-host @Iﬁfra 2023.10 mb.large us-east-2a @® Running 10.1.3.148 3.145.1¢

res-demo2-vdc-controller vdc @APP 2023.10 mb.large us-east-2a @® Running 10.1.129.105

res-demo2-vdc-broker vdc @lﬂﬁa 2023.10 mb.large us-east-2b @®@ Running 10.1.149.12

res-demo2-cluster-manager cluster-manager @App 2023.10 mb5.large us-east-2b @®© Running 10.1.155.249

res-demo2-vdc-gateway vdc @ Infra 2023.10 mb5.large us-east-2b @® Running 10.1.153.135
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Ix|Lod AFRCIR

RES Environment Management

Snapshot Management

Created Snapshots ‘"

Snapshots created from the environment

[ Q, Search

S$3 Bucket Name Snapshot Path Status

No records

Applied Snapshots C

Snapshots applied to the environment

Created On

4

@Oy

@ Apply Snapshot

[ Q  Search

S3 Bucket Name Snapshot Path Status

No records

AEHAE 2rE| H O|X[o|M CHEE +-E & J&LICH

1. MAE DE AUATL ST AElE Eic

2. ARHAS MABILICH AHAS MAISHAT BIX| SEE Het
3. M8E DE AN T HEIE ELICH

4. ARHAS BB BILIC

Created On

E
|
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HoF Bf LICH.

AHAE MY stE{H TX] Amazon S3 HHZ!O| HR 3 HEHE XMSsHoF B LICH HZ! ddof cHet XbA

o
HZ! Md g HEstMe. HA HA 2El Y M AMA 22

o
— (=}
Olefet M ZRHIM ¥ 70| &4 HolM TASY 4 b

de g8&ste Aol E&LICH

1>

C
%
i
o

116


https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html

7 Y AX|L|of) ARECIR AER Ttol=

=

® Note
Ol Amazon S3 HHZ!o| =& F7|= ME LHoM 2|zl X| &L 2&0M HI! =& F7|
E elstok gfLict,

HHZlol HetE FIhetedH:

1. B2 SSolM MAE Bzl Mg
2. g MeEL

3. BiZ) ol HES MeELIC

4. BiZ HMo| Chg 22 F7HELICH Ol S S ABRILl o2 ChMELICH

AWS_ACCOUNT_ID
RES_ENVIRONMENT_NAME
AWS_REGION
S3_BUCKET_NAME

/A Important
oM X[t HE ERIE2 MEHALCH AWS. REMIEF LHE 2 hitps:/
docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_version.html

MMZ AEHR

JSON

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {
"AWS" :
"arn:aws:iam: : {AWS_ACCOUNT_ID}:xole/{RES_ENVIRONMENT_NAME}-cluster-manager-
role-{AWS_REGION}}"
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C
%
i
o

117


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_version.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_version.html

52
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7 2 x|LiofE AFC

bl
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omu
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to

Lo

1. [&HXF H44d(Create Snapshot)]

MASH Amazon S3 HHZlQ| 0|

2
3. HZ! Lo AHXE MEE E=2
4

},

"Action": [
"s3:GetObject",
"s3:ListBucket",
"s3:AboxtMultipartUpload”,
"s3:PutObject"”,
"s3:PutObjectAcl"”

]I

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

1,

"Condition": {

"Bool": {
"aws:SecureTransport": "false"

3,

"Principal": "*"

mo mfo
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T W AR Lof> ARCI AR 7tolE
r )
Create New Snapshot X

S3 Bucket Name
Enter the name of an existing S3 bucket where the snapshot should be stored.

[ )

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).

Snapshot Path
Enter a path at which the snapshot should be stored in the provided S3 bucket.

[ )

Snapshot path can only contain forward slashes, dots (.), exclamations (1), asterisks (¥*), single

guotes ('), parentheses (), and hyphens (-).

b A
5. 5~102 % A4 Ho|X|ollM MZ T &lS MEi5to] HEHE =HQIgfLIct A4Ef7F IN.PROGRESS

LAY =IIY
C

oll Al COMPLETEDZ HZE mi7tx| A4 RE 51K il

—_—
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Mg L|CtRecordName_SnapshotRESVersion_ApplySnapshotID. = Ef A BT X

ApplySnapshotID 20| AHAE MESlois= ZF A|ZE AEFLICEH
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A #7Z0| ol 43} ChE L Aliste 729 23 T80 Q! CloudWatch 2104 AlE HEE 2ol
& /res-<env-name>/cluster-manager UA&LICH Zf 230l= [AHAF M) E7} U&L
A

5t
=
Ct AL 2 EF F 0= the section called “AE4F 22" HO|X[0| M AHAFO| HEHE QI £
2
=

BZlol HEte F7hsteied
1. 2SS0l AAE w2 MeisLC

2. W3 g MeErLICH

3. 7! Aol M Bl MEisLICt

4. BiZ! HMO| kS 22 F7ILICH O] #ES AHSRIL| 222 ThAE LIC

AWS_ACCOUNT_ID
RES_ENVIRONMENT_NAME
AWS_REGION
S3_BUCKET_NAME

JSON

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {
"AWS":
"arn:aws:iam: : {AWS_ACCOUNT_ID}:xole/{RES_ENVIRONMENT_NAME}-cluster-manager-
role-{AWS_REGION}}"
},
"Action": [
"s3:GetObject",
"s3:ListBucket"
1,
"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

Y,
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AT A QlR|L|of™ ARLC|Q =
{

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

1,

"Condition": {

"Bool": {
"aws:SecureTransport": "false"
}
},
"Principal": "*"
}
]
}
AlArS B 5w
1. AN MEE MEfEL|CH
2. AHAFO| ZEHEl Amazon S3 HHZ!o| O|E 2 ¢l=dgtL|Ct,
3. HZ! LHo| A 4Fof CHEt I A2 & =Lt
4. MNES MEHFLICEH
AL BT 121
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Q17 A QX|L|o{& ARLC|2 MEX 7t0|E

Apply a Snapshot X

S3 Bucket Name
Enter the name of the S3 bucket where the snapshot to be applied is stored.

[ )

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).

Snapshot Path
Enter the path at which the snapshot to be applied is stored in the provided S3 bucket.

[ )

Snapshot path can only contain forward slashes, dots (.), exclamations (!), asterisks (¥*), single
guotes ('), parentheses (), and hyphens (-).

5. 5~10% F AL ZE| HO|X|oMH M2 T &S MEistod HEfE =flgfLct

BHE dYols o3 22 ME 78 AT 27 ZAIELICH

I
MES Z2H|Ks S| BEIR AFSR OlF U olHYUDt 28 HES EAELIC 8 22 X

S MEHEAEE HEE £+ Q&L
« ID MZSY|

Single Sign-On & EfQt Z2 MEE E Al LICH

¢ Network

HMAE 8t VPC ID, HFAI S5 IDs EA|ELICE

» Directory Service
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AEXtolE A &Eof Cigh &d CIEEE| 48 & MH|& AE 22 &f 5 22X ARNS E AL

Amazon S3 H{Z!

A
« Amazon S3 H{Z! Ef xi{
F

d

« Amazon S3 H{Z! F

&l

e Amazon S3 HHZ! ™
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 CloudTrail Al2 A

Amazon S3 H{Z! Ef XY
Research and Engineering Studio(RES)+= Linux Virtual Desktop Infrastructure(VDI) °._ éoﬂ
Amazon S3 HZ! B AHE X|HELICH RES ZrEIAtE S3 HZ!2 RESOH| 22t =2
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53 buckets

Bucket name Bucket ARN Mount point Mode Custom prefix Projects

53 Bucket arn:aws:s3:res-s3-example /53-bucket RAW %p default

Amazon S3 H{Z! F 7}

RES 70 S3 HZ!E F7}5t2{H:

jo

1. Add bucket(HHZ! F7HE MEIEL
2. H{Z! 0|§, ARN, EIX{ X|&3}

/A Important
« MSE HZARN, B X[H L EE= 4 = HEY + &L
7

- HZ ARNOl= 22T E S3 HIAE olflS HFAIZ AClste HFAVF 28 E = U&L

Ct.
3. HIE 2EYE ZEE MEiFLIc
/A Important

Y 2EE ASE Ho|E A2t 2HEE KR L2 Mdlds &

P
il
©
n

N

AL
e
=

FO

4. 12 SMolA 1AM 28t ARN% xzZstod m o |
of EAlof ket A} A M A0 TR E IAM G2 WA A 17! A

5. (M= AHE) LIS ol HEE % 2
Z VDI Mol EtRHE 4 eigLich Z2ME

LICF.

6. MES MEELICH
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RES

Add bucket

Currently only available for Linux desktops

Bucket setup

Bucket display name
Type a user friendly name to display

Bucket ARN

Paste the copied Amazon Resource Mame (ARN) from

Mount point
Type the directory path where the bucket will be mounted

Mode
() Read only (R)

Allow user only to read or o

53 even across different accounts

© Read and write (RW)

Allow users to read or copy stored data and write or edit

Custom prefix

Enable th em to create a prefix automatically

| Mo custom prefix v

» Advanced settings - optional

1AM role ARN

To access the bucket, paste the |AM role Amazon Resource Mame (ARN) copied in Identity and Access Management (LAM)

Project association

Projects - optional
Associate the bucket with t

to Create Project.

lowing projects. To add a new proje

| v | .;:(3:;.

(o) DD
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/A Important
Z2MEE S3 AT AFSE WIS Y ZEME| JIE JH4 CIAIE Qlza
(VDI) QIAE A0 SRIEIX| ebgsLich IS o] Y T2 ME ot T Fofjgt

EHME|M AlZrEl VDI Mo ot 2 EFLICEH

FIF
0

« SSHAM ZEMEE 44 HAISHE S3 HZ! | H|O|H

& ALEXt= s Clo|E{of UM AT +~ giA ELCH

RES Environment

Edit S3 Bucket

Bucket setup

Bucket display name
Type a user friendly name to display

53 Bucket

Project association

Projects - optional
Choose the projects to associate to the bucket

| default X |

| default |
[ cancel ) Save bucket setup

Amazon S3 H{Z! &7
1. S3HZ! FSE0{M S3 HZIS MEAEFL|CE.

2. =d HIolM KIS MettLich

/A Important

e HX{ HIIMH ZE Z2HME HAZAE X||7{5HoF &L}
o M7 22 S3 IOl Cl|O|E{of| &S F K| &&LICH S3 HZ! O RESS| 2448+ A7
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GlolE Ae2

RESO{ S3 H{Z!

#7181 63! Lol cloleig
B LICH 2! :

7t HO[|X|oM 17| ME(R) &=

-4 mjo

7| H&

Read Only (R)E MEH5tMH HZ! ARN(Amazon 2lAA 0|§)e| HMFAIE 7[8te 2 H|0|H ZHZ|

7t M ELICH o & S0 #EIX7F ARNZ AFE 350 HHZ!2 RESOH| F7tarn:aws:s3:: :bucket-
name/example-data/st10| HZ!E ZEME AL T2 ME B 0145t R Z2ZME AL X
ZHME B LM VDIsE AlZt5tE AL XHE /example-data ## ### bucket-named Q= OIO|E
ok ol2 &= U&LICE Y B2 22 9| OO|E{of HMAE = i&LICt HZ! ARNO| HF AL FItHE

— ¢ A o A
B2 HA D AZEE EE Z2HE M HAH HAE AEY = &L

'|E
x| g2
171 & AT

Read and Write (R/W)E MEHSIH |of|A M st EHE HHZ! ARNS| HFALE 7|8 e 2 H|0|E 4
2171 A& M ELICEH o] ZEofE Z2IR7F S3 HElof| B J|EE MFAIE M3 E £+ e F7H M

0| !&LICt Read and Write (R/W)E MEHSH CIS =|0| 28 E EECIR2 HFE MBsteE

A}QXF x|7§-| ME A|. A-IIA=|° A|.Qol- A ?/\IQL—“:"
o A}Rx} x| x4 -I A|. O-I%

* /%p
* /%p/%u
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Add bucket

(@ Currently only available for Linux desktops

Bucket setup

Bucket display name
Type a user friendly name to display

( )

Bucket ARN
Paste the copied Amazon Resource Name (ARN) from AWS 53 even across different accounts

Mount point

Type the directory path where the bucket will be mounted
Mode

O Read on\y(R)

Allow nly to read or copy stored data

© Read and wrlte(R/W)
Allo s to read or copy store:

Custom prefix
Enable the system to create a prefix

[ No custom prefix a ]

[ No custom prefix 4 ]
Wil n dedicated directory

A& xIE Cllo|E A2l eig

MRt XI'd HF A0 No custom prefixE MEHSIH AFE X XI'H O|O|E{ ZHE| @40| HHZ!O| F
7HEILICE o|Z A 5t HZI 1AE R E T2 MET| 17| L MT| HMA HEE THE 5= U&L
Ct. ol & 0] EIXt7I7F arn:aws:s3: : :bucket-name No custom preflx MELEI ARNS
AE35t0d HZ!E RESOH| 715110 H{ZI€ Z2ME A L T ZME Bo} (45 AR T Z2ME
ALY ZE=ZME B LHO|M VDISE AlZst= AL A= HZof CHEF F A3 o17| 2 A 7| HAM|A FHE
£ A&t

ZeMeY +FoiMol Hlole Zia)

AEXE XE HF AL /%pE MEHSHH HAQ| CIO|E{7} A= 2 EH =2 dMEZ H2|E L
Ct %p M- Z2EME I EE LIEMHLICH o|E S04 #EIRIIt IN
bucketarn:aws:s3:::bucket-name® ARN2 AF&3t0{ HHZ!2 RESOH| F7I5t10| HZE
EME AL ZZME BRl 45 AR ZEZME AQ| AFEXI A= /bucketOf IS
LICt Z2XME AS| AF2Xt BE AL AL /bucketol ZHAd8t g 2 £ = Q&LICH 2Lt
AEXB7I Z2ME Bo|M VDIE AlEE T /bucketS AT{EH T2 MEHZ | 0|E
S 2 AFSKE AT B8 Tt JO| EA|EIX] E&LICH AF X ATZF BB THUR HFA OPEHOI S3
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7 A AX[L|oF AFCIR AEXt7tol=

HZIMH 3 & 4= /ProjectA UXK|EH AFE A} BE Z2ME BO| VDIsE AFEE /ProjectB gt
off HMAE = U&LICE
ZZMEY AISAEH =F oMol dlole A2

A XIS HF A /%p/%uE MEISHH HZIO| HIOE{7}t Y Z2MEQL IAEI Zt EH 2
ME U ALEXIZ ZAEIELICH sp s Z2ME FEE LIEHLHDE ALKl 0|52 %u LIEFAL]
Ch. 0 & E0{ ZEIXRF=7} arn:aws:s3:: :bucket-name /%p/%u MEYE ARNI} OF2 E X|HO|
/bucket@ ARNS AL&3t04 HHZ!E RESOH ZotgtLct ol Zle Z2NME A Ul Z2ME B}
AZAE|0] JU&LICH TE2ME A AFEAF AE /bucketOl IHUS £ ‘RASLIEP %p 22| Us

N

O|™ AlLt2|29 Et2|0| B AF2K BE ZE2ME AV}l /bucketl ZEXME A0
2 £ iaLCt Z2MEQ} AIZAF 2571 CIO|E{E ZAz|st7| &2 LC}. APRXPA

U2 HF AL ot o] S3 HHZI0|MH &2 £ /ProjectA/UserA U X|EH AFEXI BE =
VDIs At&& /ProjectA/UserB [HBH0Y| MM AT = Ql&LICEH

WA A HZ! AM A

RESE HHZ!lofl M8t HEto| e B9 CHE AWS AHTE0l A I:I-I g BAE = A&LUCH oS AlLLE]
20 M AE AS| RES BE2 AE Bol S3 HZ!E EAisted gLt

1EHA: RES7t HHZ &l AHM IAM A& S M8 LICHO|E H™E Ast #).

1.
2.

S3 HZ(AI™E A)ofl HAM|ABHOF 5t RES HI% 2] AWS Management Consoleoll 21918t L|C}.

IAM 2£ 8 Lt

c. LC}Z JSON HAME 20 D&LICH<BUCKET-NAME>E 7H™E B Q= S3 HHZIQ| O|ES 2 H}

"Version": "2012-10-17",

Amazon S3 HZ!
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"Statement": [

¢ <BUCKET-NAME>",
:<BUCKET-NAME>/*"

{
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"”,
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxtMultipartUpload"
1,
"Resource": [
"arn:aws:s3::
"arn:aws:s3::
]
}
]
}
d. CtES MEigLCt
4. HAMg AESD MMELICH
a. GHMo| o|FE UAELICHO: "S3AccessPolicy").
b. WMol SMS MYstE MU TS FtELIC
c. HMS HEFD MM YES MELC
5. 1AM 2&2 gLt

IAM CHA|[Z2EZ O|S&LC

—_

a
b. ErAM FolM[QE(Roles)|S MEHEILIC.

o
c. L[t JSON HMZ 20 D&LICH<ACCOUNT_ID>E 'S AQ]
<ENVIRONMENT _NAME>E RES HHEZ O| &4 O|E2 =2, <REGION>S

Mo Z HFELICH.

JSON

M AHAHEIDE,
RES7} HHZ =l AWS 2|
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS":
"arn:aws:iam: : <ACCOUNT_ID>:xole/<ENVIRONMENT_NAME>-custom-credential-
broker-lambda-xole-<REGION>"

},

"Action": "sts:AssumeRole"

a. & 0|5 (0il: "S3AccessRole")2 =23 L|Ct.

b. 3ErAIM B FI7HE MEAFE O}

« 7|: res:Resource

« Zf: s3-bucket-iam-role

c. UES HAEST Qg dMds Mgt
9. RESOIMIAM A& A+S:
a. 48k IAM 38 ARNZS SAELICH
b. RES &0 29l L|ct
c. oI1% EtM FofM S3 HZIS MEigL|Ct
d. HI F7IE MEEt D Wt A S3 HZ ARNS 2 S AIS AF kLt
e. IZ HY-MEAE EECHR2S MEHFLICE
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2EHH: HK Bl HZ! M 4

1. 713 BL| AWS Management Console0ll 21 QIgfL|C}.

(on
12
=
|>
-+
ro
fjo
4
A

ok
F

N
mjo
x
rC
[ul

b. CtE HAME FIt5to HE A2l IAM &g of HZof| CHEF MM A HehE Fo{ghLct
(<AccountA_ID>E H™E AC| AN H™H IDE HFF* 11 <BUCKET-NAME>E S3 HHZ! O|§ L2
HbELICH.

JSON
{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam: :AccountA_ID:role/S3AccessRole"
}I
"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxtMultipartUpload"”
1,
"Resource": [
"arn:aws:s3:: :<BUCKET-NAME>",
"arn:aws:s3:::<BUCKET-NAME>/*"
]
}

e
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Zzto|S! VPCOHIM CO|E & &%

AEXE7F 2o S3 B{ZQ| Cl|0|E{E AI™H 2| AHA| S3 BH{Zl2 E5tK| 2SIE 2 VPC YEZQIEE
QiZdstod —zto|El VPCE BES & £ Ql&LICt Ct 2 E+74|01|HL A& LHe| S3 HZl ot w At A& HZ
O| U F7} H&oi CHet HMAE K|H6tE S3 MH|A0| CHEH VPC AEZQIEE MAMSIE HEHE

Hoi&L|CtH
1. Amazon VPC £ & Lt

a. AWS Management Consoled| 21 Q18tL|C}.

b. https://console.aws.amazon.com/vpc/ Amazon VPC &2 iL|Ct,

2. S38VPCCUULEEQIE M.

b. A=EEZQIE HMZ MEHFLICE
c. AMH|IA HFo|AM AWS MHIAE ME4SHOF B LICH
% Z'=0il com.amazonaws.<region>.s3 (<region>2 si'gd AWS IS 2 Cf

e. =Z0|r S3 MHIAS MefstLCH

3. QdExXOIE M™ FA:

0z
0%
ok
<
)
@)
M
x
L
o
A
[ul

a. VPCOHMQAE=EEZQIEE

b. MEYo|MHZ =0 VDI e | AIRE|= Zalo|el MEY S B = AMENSH |C}
c. DNS 0|2 A5l SM0| MEHE|0] QI=X| &olstL|Ct 0|27 524 ZZ}0|E! DNS A
E 0|§2 Ad=ZQE HESLI QE{Ho|AZ &lg £ QlaLich
4. HMAE Metet=§ HHS FEfLIct

a. MAO|M AI2 A} X|HS MEHSHL|CH
b. HHMHET|M HAHE £= 5 AE LH| 2|A A0 CHEE HMAE MEHete WS Q=g
LICH CHS2 oM AU QILICHmybucketS S3 H{Z! O|EQ 2 HIL D 111122223333 L

w D

(
odE MAE AWS A IDsZ HFELICH.

OII

4444555566662 UAMA

JSON

"Version": "2012-10-17",
Amazon S3 HZ! 133



https://console

Q17 A QX|L|o{& ARLC|2 MEX 7t0|E
"Statement": [
{
"Effect": "Allow",
"Principal": "*"
"Action": "s3:*",
"Resource": [
"arn:aws:s3:::mybucket",
"arn:aws:s3:::mybucket/*"
1,
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": [
"111122223333", // Your Account ID
"444455556666" // Another Account ID
]
}
}
}
]
}
5. A=SZOIE MM
a. NEE AEgLICH
b. AEZQIE MHS MEASHLICH
6. A=XZOIEE =QlghLCt.
a. EEXQIEJ HHEE|H VPC E2£0MH AEXQIE MMoZ o|SELICT
b. ME MM=EIJd=xZOIES MENSH |C}
c. SENT} AL JtSEHX| ERIFLICH
ChZ EAlol et A" Ee XIEE AE ID el 2|AA2 XghEl S3 HMAE 518 st= VPC IEX
CIEE M-dELCt,
=X &
EH{Z!0| VDI EFRHE|X| E=X| & elst= WY
HHZ!0| VDIO| BfRHE|X| Qi = B LFE =l = e E 7tX| /X7t U &LICH of2f HAHE (IHE
L|Ct.
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1. VDI 231§ &elgfuch.

a. AWS Management Consoled| 21 QIgL|C}.

b. EC2 242 91 QIAEAR o|S¢&LCt

c. AlZEt VDI QIAEIAE MEHFHLCE

sudo su
cd ~/bootstrap/logs

7|0 REAEH 208 BOIE 4 aLich Aol ChEt M HEE
| |

configure.log.{time} TtU0f U&LICH

Lt Jetc/message 20| RHAM[EH LIS S EQISHMIR.
o

2. MEX XI™E XA 5H 22 7{ Lambda CloudWatch Logs = Q!

a. AWS Management Consoled| 221 QIgFL|C}.
b. CloudWatch 2&£2 Q1 21 IE2 2 o|s&L|Ct.

c. 21 IEE AMELICt/aws/1lambda/<stack-name>-vdc-custom-credential-
broker-lambda.

d. AM27sstA M 20 282 ZAStD 230 2F
HZ 2 B AISHT| @8t LAl ALEA}F X[H AHE SF2 NS
7t ZerELct

3. A8X X|1H A4 5H 2 2 7{ API Gateway CloudWatch Logs & Q!

H&L|Ct olefet 210l= S3
t= AN 2ol CiEh ME EE

ol

a. AWS Management Console0i| 2 1218 L|C}.
b. CloudWatch &2 ¥1 21 O§2E O|SFLCt

c. 21 IEE AMELICt<stack-name>-vdc-custom-credential-broker-
lambdavdccustomcredentialbrokerapigatewayaccesslogs<nonce>.

d A8 7tsE XM 23 288 HAlstn 2300M 27 E &Lt 0|28 230)= S3
HZ!g EfxstE ol 228 AHS X XI1H Xt S0l CHEF API Gatewayoll CHEH @ U 8H

=
ap 2rEE ME e 2EELCH

SHE $ ujZI0| IAM 8 A FRHE Wy
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AWS DynamoDB &0 239

7 2 Ax|LiofY ARCIR

1.

2

LICH.

F

__OH—
il

H

M

ol
il

E| O]

EHS
==

of M

At
=

FL|Ct<stack-name>.cluster-settings.

ElO|E&S AZHEILICH

3

=2 shared-

storage.<filesystem_id>.s3_bucket.iam_role_arn HFEL|C}

« 2t <filesystem_id>8 £+

IAM @38 ARNC 2 SHIEA|

(I

ofn

~i
o
N

i[N
o

mr

100

ok
N

1
L

Hr

700

fL|Ctshared-

1%
storage.<filesyste
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m_id>.s3_bucket.iam_role_azrn.

LICE.

F

S
=
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ol
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CloudTrail A2 MZH

CloudTrail & & A835104 A0 M CloudTrailg & 4d3l5t2424 CloudTrail AWS CloudTrail AHE A
BM | CloudTrail £ AFE5t0{ £ MMo| MBE X[&E [F2 M L. CloudTrail2 HMASHIAM
A E 7|55t04 S3 HZ!of| CHEF HMAE 7ISELICH Ol ZEME E= ALK HAGE QIAEA

IDOi| CHA| A2 =+ U&LICH

Hor s |

-

Research and Engineering Studio=& AF&3t04 C Ct AWS Secrets
Manager. RESE= 74 M S0 EQt &S E RAISS 2 MMELICH 83 MM Sof ZH2|R7F =38t
Heot &t = meto/EHE Y23E L|C.

Hl ol& oy MAE RES elxi7t o=y
<envname>-sso-clie gt 32 I8 Single v
nt-secret Sign-On OAuth2 £t

O|HE Hot k5
<envname>-vdc-clie vdc ClientSecret v
nt-secret
<envname>-vdc-clie vdc Clientld v
nt-id
<envname>-vdc-gate T M|2loi| CHEH REA| M v
way-certificate-pr HE CIEM Z2to[E!
ivate-key 7|
<envname>-vdc-gate =~ TM|2104| CHEF XA A v
way-certificate-ce BE QB M
rtificate
<envname>-cluster- Se{AE 2[R v
manager-client-secret  ClientSecret
<envname>-cluster- cluster-manager v

manager-client-id

Clientld

HL
Q
o
]
o

]
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html

o4

7 2 AR|L0{T ARC|S

H|E O|& e A=
<envname>-external- T MH|2!oi CHEF RFA| A
private-key BE IS M =20l
7
<envname>-external- T MH|2!oi CHEF RFA| A
certificate HE QI M
<envname>-internal- = 2lod cHEt XAl M v
private-key BE QB M Z2to[E!
7|
<envname>-internal- T elodl CHEE REA| M v
certificate HE QIS M
<envname>-director v
yservice-ServiceAc
countUsername
<envname>-director v

yservice-ServiceAc
countPassword

CHS 2o &5 ARN Zt2 DynamoDB2| <envname>-cluster-settings E|l 0|2 0f| Z & Z|o{ Q!&LICH

7| A
identity-provider.cognito.sso_client_secret

vdc.dcv_connection_gateway.certificate.certificate_secret_arn A EH
vdc.dcv_connection_gateway.certificate.private_key_secret_arn A EH
cluster.load_balancers.internal_alb.certificates.private_key_se A EH

cret_arn

directoryservice.root_username_secret_arn

o
]
o

138
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7| AN
vdc.client_secret AEH
cluster.load_balancers.external_alb.certificates.certificate_se A EH
cret_arn

cluster.load_balancers.internal_alb.certificates.certificate_se AEY
cret_arn

directoryservice.root_password_secret_arn
cluster.secretsmanager.kms_key_id
cluster.load_balancers.external_alb.certificates.private_key_se A EH

cret_arn

cluster-manager.client_secret

H|IE ZLIEE & &[0

(® Note

Research and Engineering Studio Z2ME £0{ 91Z435t= AWS Budgets {20 M X[ E|X|
er&L|CH AWS GovCloud (US).

H|E &0l = 20| EI=5 AWS Cost Explorerg S3l of A2 MM5E Zd0| E4LICH 222 HEE
= U&LICH RtMEE LI 2 Zto| 22 & H0|X|E &= 35tM|the section called “AWS O| M= 2| AMH|
A”

HIS 52 XI#157| /51 RES ZZHMEE Lol M AAE ol dtol 28 2 &LICH AWS Budgets.
x| AT WIS BT EHT LHol M B Bl EAIsksof BrLict

1. o 222l AWS Management Console 311 https://console.aws.amazon.com/costmanagement/
AWS ZX & HIE &2l 2£8 Pl

2. HI8 &Y Ei3E MEELICH

3. res:Project & res:EnvironmentName Ei1E Z4M3t 1 MEHEHL|CH

HIE ZLIE{E X o 139


https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
https://console.aws.amazon.com/costmanagement/
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Billing

X

Home

4

Billing

Bills

Payments

Credits

Purchase orders

Cost & usage reports

Cost categories

Costallocation tags (19
<@

Free tier

Billing Conductor [4

L]

Cost Management
Cost explorer [4
Budgets

Budgets reports

Savings Plans [4

L]

Preferences

Billing preferences
Payment preferences
Consolidated billing [4

Tax settings

4

Permissions

Aébnrsnd naticins FA

® Note

HiZ £ RES Ei7| EAIZlE Ol 2|cH 5t 71 A&

Cost allocation tags .«

Cost allocation tags activated: 3

User-defined cost allocation tags AWS generated cost allocation tags

User-defined cost allocation tags (2/47) info

‘ Q Find cost allocation tags 11 matches

Clear filters

¥ Download CSV

12> @
-] Tag key Y Status v Last updated date v Last used month v
(] res:BackupPlan ® Inactive November 2023
O res:ClusterName ® Inactive November 2023
a res:DCVSessionUUID ® Inactive November 2023
[} res:EndpointName @® Inactive November 2023
res:EnvironmentName \:E/ ® Inactive November 2023
O res:Moduleld @® Inactive November 2023
O res:ModuleName ® Inactive November 2023
[} res:ModuleVersion @® Inactive November 2023
[m} res:NodeType ® Inactive November 2023
res:Project ® Inactive November 2023

X
m
wn
i)

>.
>
=]
jml
ro
k=)
rz
fjo
0z
0%
g'l_l
™
-l
2

o &F e
of &F A7

ol &F

Mo 40 px ox T

o & b

CHS

A& LICH.

HIE ZLEZ & &0
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10.
11.

12.
13.

Choose budget type i«

Budget setup

2@

-

) Use a template (simplified)

© Customize (advanced)
Customize a budget to set parameters specific
to your use case. You can customize the time
period, the start month, and specific accounts.

Use the recommended configuratiens. You can
change some configuration options after the
budget is created.

. Step 1
Billing X .
Choose budget type
Home Step 2
Set your budget
¥ Billing
Bills Step 3
Payments Configure alerts
Credits
Purchase orders AEpOaCE

Attach actions
Cost & usage reports

Cost categories Step 5

Cost allocation tags Review

Budget types

Free tier

Billing Conductor [

¥ Cost Management

© Cost budget - Recommended \ﬂ-/

Manitor your costs against a specified dollar amount and receive alerts when your user-defined thresholds are
met. Using cost budgets, the budgeted amount you set represents your expected cloud spend. For example,
you can set a cost budget for a business unit and then add additional parameters such as the associated
member accounts.

Cost explorer [4

Budgets 1 )
-
Budgets reports

Savings Plans [4

) Usage budget

Manitor your usage of one or more specified usage types or usage type groups and receive alerts when your
user-defined threshalds are met. Using usage budgets, the budgeted amount represents your expected usage.
For example, you can use a usage budget to monitor the usage of certain services such as Amazon EC2 and
Amazon 53.

¥ Preferences

Billing preferences
Payment preferences

Consolidated billing [2

) Savings Plans budget

Track the utilization or coverage associated with your Savings Plans and receive alerts when your percentage
drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by Savings Plans, while setting a utilization target lets you see if your Savings Plans are unused or
underutilized.

Tax settings

¥ Permissions

Affected policies [

) Reservation budget

Track the utilization or coverage associated with your reservations and receive alerts when your percentage
drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by reservations, while setting a utilization target lets you see if your reservations are unused or
underutilized. Reservation alerts are supported for Amazon EC2, Amazon RDS, Amazon Redshift, Amazon
ElastiCache, and Amazon Elasticsearch reservations.

M HEoiAM of&tef o|0] /U= ofldk O|FE &
[EnvironmentName]-[ProjectName]-[Bud

ofl &t B0 EZ
[Add filter]& MEHELICE.
Aol Ef 2 E MEHFLICE

E} 20 M res:ProjectE ME4ELICE

® Note
Eiot 2he ALSE
& U Bl oflat e e

getNam

Of|AF 2 MM T2 M E O o AHS RHEI S

=
AWS HIS x84 TE{RIS MeiatLic

Next

HIE ZLIE{ZE

2! xoq
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Budget scope info

Add filtering and use advanced options to narrow the set of cost information tracked as part of this budget

Scope options

() All AWS services (Recommended) O Filter specific AWS cost dimensions
Track any cost incurred from any service for this Select specific dimensions to budget against.
account as part of the budget scope For example, you can select the specific service

“EC2" to budget against.

Filters info Remove all

Dimension

\ Tag y. v

{ Tag \

\| res:Project y, v
/Values N

| Filter tags by values v

project1 X

\ J/

Cancel Apply filter

Add filter

¥ Advanced options

Aggregate costs by
Unblended costs v |
Supported charge types v |

Upfront reservation fees X | ‘ Recurring reservation charges X | | Other subscription costs X |

Taxes X | ‘ Support charges X ‘ | Discounts X |

HIE ZLER 2 Xoq 143
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15. (M= ALE) 23 AIgE FIrELc

16. CtE&2 MEFLIC

17. (M A E) 2RI0| FEE B2 MY HEE AHESH0| RIS E Hete HUE T EHLIL
18. &S MEFLICH

19. OllAb LS HAE ST 7t ofl &t mhEtO|E{o| A SHIE Ef27F ML= &l ct,
20. oil&t dgS MEELICH

O|A| oi|atO] HMHE[RIeEE ZEMEO| of A2 EMEE = JUELICH ZEMEO| of&tE 7{E{H Al
Mg B X 5tM Rthe section called “Z2ME TAE]P of|AFS Z0h5tE 714 AT 0| AR E|X| &t &
LICt A3 E0| AlZTEl= SO o &t Ztet ™ clA3 0| A& 2SS F L.

RES Environment M

Projects

Environment Projec

Q

Title Project Code Status Budgets Groups Updated On

Actual Spend for budget: RES1-Project1-Budget1 . DemolUsers

project1 project1 @ Enabled ® Budget Exceeded * DemoAdmins 10/31/2023, 12:44:12 PM

Limit: 500.00 USD, Forecasted: 394534 USD * ProductUsers

-

of A2 HAZAEHOF St AR 242 ot} ofdt 22 WRIBLICH RES LHO|M 244 AtE 0| M E &2
F o C

— o
CEE Z2HMEE HE s ot E HIFEEEE +~ &L
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Ol Mol ME 7t ClAZESE AEstod CHE AEXIe HYste Lo e X|EE ALS Ko AH| A

te dAa3s

74 OlA3 & QIE{HO|A(VDI) ZES AFRSHH AL XE7H0I A Windows EE£ Linux 7H ClA3 ES
ddstn 2Eld = UAELICH AWS. ALEAHE £ =7 Y ofEE|FHolMdo| A x| A FEE

= MSS
MENO A Amazon EC2 QIAEIAE A|ZHer = Ql& LTt

RES Home Virtual Desktops

Virtual Desktops Do s | )
rhel? @ Connect
(@ Ready RedHat Enterprise Linux 9 3. mediurr
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XHElE 238 A

RESE ®Xf g 22U AMME Ar8stod 7ty A &S AIRE + JUXSF XA LICH

rOI'

« Amazon Linux 2(x86 %! ARM64)
+ Ubuntu 22.04.03(x86)
* Windows 2019, 2022(x86)

M oAz & AE

3. MOAzES ME HEE U=erLCt.

a3 & HE7 28E M 7t=E7 ZA| LIELET 10~152 O[LHO CIAZ &S ALEE = JU&LICH Al
EF A|lzh2 e85t o|O|x|of 2t CHELICH RESE GPU QIARAE ZHX|5t1 &2 E2L0|HE MXIE
LIC.

ClASE HAMA

7t olaz S0l HMAsIEAH a3 &l 7tEE MEHSt D @ EE= DCV 2Et0|UEE AHE5H0

# HE2ME S5 ClAT S| HMASHE 20l T 412 A7 Wl
. TS ML MU Mestod BBt XS S5 ClAA S0l S HMARLIC
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MyDesktop3-windows (2 Connect

-------

C & DCV Session File )( (7 ) ) ( Acis v )

DCV connection

DCV ZCI0|¢EE Safl A3 S0 HMASHE 24| M52 HE = U&LICH DCVE Saliof
OH M| A 5tE{™:

E7t dX[E]

El
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Claz g HMA 147



247 A Adx|Lof ARC|Q M-8xt 7Hol=

— =

How to connect to your Virtual Desktop?

Windows Mac 0S Linux Ubuntu Web Browser

Step 1) Download DCV Windows Client.

L zIp & MslI

Step 2) Install the DCV client on your computer.
Step 3) Download your virtual desktop connection file. (DCV Session File) & Download

Step 4) Open your .dcv (DCV Session File) with DCV viewer client.

Gl 3 & el &[0

CASE AENE KofsEdH:

1. HYS o=igfLICH
2. JtddlazaE SeiE MEELICH Wl 7HX] & S0l MEE +~ &Lt
- 3%

SXIE MA2 HIOlE] £ 40| wAsHX| ot o AIKIE X BXIE MMS CHAl AIRHE 4 2L
.

E|
S

Rl
il

2R MM E RHF—ZIELICH

Ok

=
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7t olaa &2l st=01E Yool EstHLE MM O|F 2 HEY + UA&LICH
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>
W
N

a. Ads MEfghLC
b. 7t Cl&3F EHE MEHELIC
c. BXI|E MEHELICH

(® Note

Z0f H™ ZE MMelHa3 & 27| YO0|EE + gl&Lct

Ola3 ol SXIZRSE &gt = 2HYS MEe O S MM Ho[o|EE MEiErLICH

o M 0D

MM o
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Schedule for windows-session X

Setup a schedule to start/stop your virtual desktop to save and manage costs. The schedule
operates at the cluster timezone setup by your cluster administrator.

[ (@ Cluster Time: October 20, 2023 4:32 PM (America/New_York)

Monday

[ No Schedule

Working Hours (09:00 - 17:00)
Stop All Day
Start All Day

Custom Schedule

[ No Schedule

Thursday

[ No Schedule

Friday

[ No Schedule

Saturday

[ Stop All Day

Sunday

[ Stop All Day




R OAIENM BRECIAAES £ + YBLICH ClAI S 752 BEIR EE ARK
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RES Home Shared Desktops

Shared Desktops (2)

List of Virtual Desktops shared with you. Unless user has Admin or Owner profile, session owner must be connected in order for them to connect.

@ Session Created ¥ Last 1 month

Q Search All States ¥ All Operating Systems ¥

Name Session Owner Base OS Instance Type State Permission Expiry Download DCV File Join Session

DemoSession demouser2 Amazon Linux 2 méa.large [©] Ready 10/26/2023, 5:00:00 PM Download Connect 4

MyDesktop6-linux-gs demoadmin1 Amazon Linux 2 t3.medium © Ready 10/22/2023, 5:00:00 PM Download Connect [2

1

S Zosl= el o 5t 25t & A OlA 54045l = E|
NME Sfste S S A Uxtol CHet HetE 798 = U&LICH HlE S0 ®dst= EHolA
o 2 0 st - st A Ol
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Update Permission for MyDesktop5 X
Select the username, permission profile and the expiry date of the rules

{Q demoadmin1 X] [ Owner Profile a ] [2023/10/22 ] [ ]

View Only Profile
This profile grants view only access on the DCV

Session. Can see screen only. Can not control
session

Admin Profile

This profile grants the same access as the
Admin on the DCV Session

Collaboration Profile

This profile grants certain access on the DCV
Session. Can see screen, control mouse and
keyboard.

Owner Profile
This profile grants the same access as the Vv
Session Owner on the DCV Session
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RES

File Transfer

Favorites

My Files

1 ®m root / home / demouseri

#2  Options v

Create folder Actionsv ¥ Favorite C' Refresh

2, Upload files

2 items

Oct 20, 2023, 11:10 AN —

Desktop

Oct 20, 2023, 11:10 AN —
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 Filezilla(Windows, MacOS, Linux)
* WinSCP(Windows)
» AWS Transfer for FTP (Amazon EFS)
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RES Home

File Browser

My Files Favorites File Transfer

File Transfer Method

We recommend using below methods to transfer large files to your RES environment. Select an option below.

O Filezilla () WinSCP () AWS Transfer
Available for download on Windows, MacOS and Linux Available for download on Windows Only Your RES environment must be using Amazon EFS to use
AWS Transfer
FileZilla

Step 1: Download FileZilla
* Download FileZilla (MacOS) [4

* Download FileZilla (Windows) [
* Download FileZilla (Linux) [3

Step 2: Download Key File

( & Download Key File [*.pem] (MacOS / Linux) ) ( % Download Key File [*.ppk] (Windows) )

Step 3: Configure FileZilla

Open FileZilla and select File > Site Manager to create a new Site using below options:

Host Port

Protocol Logon Type

SFTP Key File

User Key File

demouser3 /path/torkey-file (downloaded in Step 2)

Save the settings and click Connect

Step 4: Connect and transfer file to FileZilla
During your first connection, you will be asked whether or not you want to trust . Check "Always Trust this Host" and Click "Ok".

Once connected, simply drag & drop to upload/download files.

SSH HAM[A

SSHE At&5t0o H& SAE| HA|ASHE{H:

LICF.

RES M50 A SSH HAM|AE MEHS!
OHAM| A0 SSH EE= PUTTYE AF2EFLICE

stHO| E A== R|F ol ket
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* RunBooks
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AWS CloudFormation A E40| "WaitCondition received failed message.
Error:States.TaskFailed"

AEBHO| MEzxoz MME £ AWS CloudFormation O|H| & 2l0| £AIE|X| &f S
E:

Aist JEjof QIARA =3 &= vdc ZHE S
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« AdDomainAdminNode CREATE_FAILEDOAM 2|2 E|AA(HIE) AB Mo Aluj

« XE 58 el =X

+ iam:PassRole2 ¥t 5 QB E[X| S
« LH AWS A 2|2 9| AtEHO] 2|2 A0 M my Research and Engineering Studio0ll AWS A A

18
-
>.
= =)

& X7t Active Directory0ll F7+E|{X|BF RESO| M 52 E
A

+ CloudWatch cluster-manager 20| 27| Mgt =1t @7

- AEEX]
- RESE Sall It A|AEIS MHIMX|CH VDI SAEN ERHE[X| S
« RESE Sdi U AARIE 2EYRIX|EL VDI SAE| BIRHEIX| §I S
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AD ZQl AMlIjZ 213} vdc-controller QIAEIA T} =8t S QILICI / eVDI ZE0i API A EH &2l Al

mj7} EAIELICEH
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cluster-manager Amazon CloudWatch 210 "<user-home-init> 74| E O} = Al & ¢ L|

Ct ArEA7F S71stE W7HR| CHZ| S"(AIE 0l AEX 0|52l B2)0| EAIELICH

272! Al Windows ElA3 501 "H|E0| HIg J&H =& LICH ZEIXI|H E2|stMR.”

Q|F/IZ4 AD &1t #r24E DHCP 24 EX

Firefox 2 & MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

« Env AHA|

res-xxx-cluster AEH0| "DELETE_FAILED" & EjO| 11 "& 0| R &3 X| oFHLE =&l = Qig"
o=z ol5 2502 AtK|E £ 9ig

23 47

VDI EICIREC

Linux EC2 QIAEIANAM ZEO CIREE

Windows EC2 QIAEIAOA ZO CIREE

WaitCondition 270l CHEF ECS 21 =%
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o 2E4ZI 2| 2024 .x

ot
=

ci Tl Xl 2024 .x

2024.06) AD & O|§0i 40| ZeEl 3¢ AHM M 0| AuigfLCt
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(2024.04.02 0|5}) & SAEo| HMASHZ| et =etoly! 7|7t 22 ER&LICEH
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 CloudFormation AEH

« Amazon EC2 Auto Scaling & & 50 BtHE EXIE Qe AIAH Fof

o QHIZO| Amazon EC2 24 2 ¥

- QlZEt SAE

- QlEEL SAE QM CIAIE

- SEEI YJEo|ZAE

« X E I8 R 88 Active Directory(AD) 221 BH&
+ Windows DCV C|HZ

23 U2 RESO|A A Q1 Amazon EC2 QIAEIAN| EXELICE SSM MM #E|XkH= of248 ot
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+ /opt/idea/app/logs/application.log
* /root/bootstrap/logs/

 /var/log/

» /var/log/sssd/

» /var/log/messages

+ /var/log/user-data.log
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+ /var/log/cloud-init.log

« /var/log/cloud-init-output.log

Linux 7t A3 EM CIE2 88 23 0S8 Z&ELICH

* /var/log/dcv/

+ /root/bootstrap/logs/userdata.log

 /var/log/messages

Windows 7t& HA3 & QIABAS ZEI =0 HE £ U&LICH

* PS C:\ProgramData\nice\dcv\log

* PS C:\ProgramData\nice\DCVSessionManagerAgent\log
Windows0l M & of Z 2|70l 22 CHSoM HE = U&LICH

* PS C:\Program Files\NICE\DCV\Server\bin

Windows0{lA{ NICE DCV 215 M o2 CHRoM 32 = &LICH.

+ C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv\

Amazon CloudWatch 21 1 &

ot

Amazon EC2 & AWS Lambda H# & 2|4 A= Amazon CloudWatch Log Groups0ll HEE 7|5 &L

Ch 23 ¥2e HAA SME sl Y HEE U2 0 98 HEE MBY £+ YsLich
olzfgt 10| ol&E CHEI &Lt

 /aws/lambda/<envname>-/ - lambda related
 /<envname>/
* cluster-manager/ - main infrastructure host
 vdc/ - virtual desktop related
» dcv-broker/ - desktop related

* dcv-connection-gateway/ - desktop related

g8t 27 9 o|HE ME AA 161
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 controller/ - main desktop controller host
* dcv-session/ - desktop session related
EI1 IS EME MOS0 22 UEX Y AEA EXEE AHEs5to] HEESE X0l REE +
Qi&sLich o7 874 7|2 & 2At0| ZEE HIAIXIBH Z2{ELIC

?"ERROR" ?"error"

ENE BLIE|EStE EE CHE did

— -

CloudWatch Dashboards& 435t ZdlL|Ct.

o€ E0{ EAlY¥ 2F L ERROR

O| WMl S8 HA5tD 0|8 MoE JEiZ 2 EAlste Mg
HELICH Ol $HE AFSstH mEH HE0| HUMZS S LIEHLE MM EX E= FAMe ddS o
A HXIE & A&LIc

ChE2 QlZet A Eo cHet oM ULICH Ol& AtEstedH 22| 22 dst 1
.l

<region> £4E MAE A2 = vtELICH
{
"widgets": [
{
"type": "log",
"x": @,
"y": 0,
"width": 24,
"height": 6,

"properties": {
"query": "SOURCE '/<envname>/vdc/controller' |
SOURCE '/<envname>/cluster-manager' |
SOURCE '/<envname>/vdc/dcv-broker' |
SOURCE '/<envname>/vdc/dcv-connection-gateway' |
fields @timestamp, @message, @logStream, @log\n|

filter @message like /(?i)(error|ERROR)/\n|
sort @timestamp desc|

stats count() by bin(30s)",

"region": "<region>",
"title": "infrastructure hosts",
"view": "timeSeries",

"stacked": false

162



o471 al AX|L|o{2 AEL|Q ALZ%t 7H0|=

H o7 ZFEA

CHAIEE 9| of| = Ct3 1t Z&LCt.

CloudWatch » Dashboards > res-stage2-errors-lines Autosave: Off @ Period override 5 minutes (auto)
res-stage2-errors-lines v ¢ ‘ =) ‘ ‘ 1h 3h 12h 1d 3d 1w Custom UTC timezone ¥ H C I v ” x H Actions ¥ Save

infrastructure hosts

1. count
40.00 e 0

30.00

20.00

10.00

1.64 |- e — T ——— : T — T R — S — - " .f......
10-28 21:11:48
19:00 20:00 — Z1wu - 2200 2300 00:00 01:00 0200 0300 0400 05:00 06:00 07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00 1500 16:00 17:00  18:00

CloudFormation A EH

A Bof MME CloudFormation AE0l= 24 20 2248 2|AA O|HIE 2l &34 HE7J}

L|ch.

o
ook oy

i,

0=

Hl

2t A=H0f CHa OIHIE, Bl44 W &2 S AZotod Aol CHE HEE HIE £ sLch
RES AFEH:

» <envname>-bootstrap

<envname>-Z{AE]

 <envname>-X|E
« <envname>-directoryservice
* <envname>-identity-provider
« <envhame>-shared-storage
+ <envname>-cluster-manager
« <envhame>-vdc

* <envhame>-bastion-host

SIS 83 AU(CI2 HUE HIHD OB oY BALE AEY 4+ 21 TR ANS 285 HRE
BIAILIE AL 5t CIE BHEE I8t EIAAE MY 4+ UsLIDH)
f83 21 U OHE HE &4 163
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« <envname>

« <envname>-U|E{Z

« <envname>-DirectoryService
.« <envname>-AE2|X|

+ <envnhame>-WindowsManagementHost

Amazon EC2 Auto Scaling 1 & S0l BHEE EX2 I8t A[AR] Frof

RES Uls7t M 2R E LEHLHE B2 o E2|70|MH AZEQo{ == T[E EX|7F UYL = U&L
ct.

Zt QIZ 2} Amazon EC2 RIARA X5 37| = E(ASGs)0l|E QIAEHAS I 7| ZH &2 K|
st= ol /8% = U= &8 Bo| ZE |0 ‘&'% IEP Ul HO|X[o] 2F 7} U7ALE HMAE 5= Qi B
< Amazon EC2 Z2&0|M SEE QAE AT} 0424 7 [ =X| RISt Auto Scaling 2 & &5 EolM
21 ASGE & 21504 Amazon EC2 RQIAEIAT}L =8 ZQIX| &QIghL|ct.

T QIAE A0 CHEt 221 Amazon CloudWatch 271 1E 2 AI235t0{ X2 2012 LIEtH £
UNeE 77 24K UK EQIFLICH SSM MM 2£E ALE5H0d SliiE &9l Al Sl QIAH
A0 CHEF MMHE P10 QUAEAT HIHYE O RZ EAIE|1T ASGOH| olalf SR E|7| Hof| QIAEAS| 2T
I U HAASHo] ¢l &g == &LCt

Ol EXM|7t Y dst=E < ASG 2&0l LS RALE ES0| EAIE & J&LICH

EC2 Dashboard X C EC2 ) Targetgroups ) res-bicfn3-web-portal-e2958adc )
EC2 Global View
e res-bicfn3-web-portal-e2958adc
v Instances
Instances Details
Instance Types
Launch Templates
SpotRequests Target type Protocol : Port Protocol version VvPC
Instance HTTPS: 8443 HTTP1 vpe-011d10e23ad 10chge [4
Savings Plans
Reserved Instances 1P address type Load balancer
Dedicated Hosts 1Pv4 res-bicfn3-external-alb [
Capacity Reservations
Total targets Healthy Unhealthy Unused Initial Draining
AMIs
AMI Catalog » Distribution of targets by Availability Zone (AZ)
Select values in this table Al lied to the

v Elastic Block Store
Volumes
Snapshots Targets Monitoring Health checks Attributes Tags

.
v Network & Security Registered targets (1) Register targets
ups

Filter targets 1
ge

Key Pairs
[m] 1-0ba5d508631f20043 res-bicfn3-cluster-manager 8443 eu-central-1c © healthy

S8 21U OHE BE A4 164
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IAO AISH = o1 e} k=1 NS i
Amazon EC2 Z2£2 A ¢/ tlA3 50| gig M YEtAo = O3 3 HIRELICH EAE QIAEA
— hva = = — S| =
£ RES QIZ 2} Amazon EC2 3AEQ|LIC} QIAEIA 0| 9| HFAIE RES #74 0| Lct
EC2 Dashboard . Instances (5) ifo
EC2 Global View | Q, Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 | X | | Instance state = running | X | | Clear filters
v
Instances O Name # v | Instance ID | Instance state A | Instance type ¥
Instances
O res-stage2-cluster-manager -095bdc4c87321a4ff ® Running @ Q mb.large
Instance Types
O res-stage2-vdc-broker 1-041867308771e71d3 ® Running @ e mb5.large
Launch Templates
Spot Requests (] res-stage2-vdec-controller -08800976c757717e6 © Running @ Q mb5.large
Savings Plans O res-stage2-bastion-host 1-0523e5480f434581a (® Running @ Q mb5.large
Reserved Instances (] res-stage2-vdc-gateway 1-00773bc97cc1e841d @ Running @ Q mb5.large

Dedicated Hosts

Capacity Reservations

m]

ol

—

[

A

Im

p

=)

ol

te Hla3 &

Amazon EC2 2£0i|M 7H ClA3 50| A S mf CHS 1 Hlx ot A LIEHELICH 0] B2 7He oA
A2 WMoz EAIELICH QAHA O|F2| ™MOIME OlAZES YEE MERAULICH S22

O|§2 AlEF Al HE M|44 0| 0|0 7|2 "MyDesktop" EE= AFEXE7F e O|F ILICH

EC2 Dashboard % Instances (7) wfo
EC2 Global View | Q, Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 | X | | Instance state = running | X ‘ | Clear filters
¥ Instances
O Name / 4 | InstanceID | Instance state v | Instancetype ¥
Instances
O res-stage2-bastion-host -0523e5480f434581a @ Running @ Q m5.large
Instance Types
] res-stage2-cluster-manager 1-095bdc4c87321a4ff ® Running @ Q m5.large
Launch Templates
Spot Requests O res-stage2-MyDesktop1-demoadmind j-022826c122d8c78d5 ® Running @ Q méa.large
savings Plans O res-stage2-ProjectWork1-demoadmin4 I-09ba5d8ae152¢6f25 ® Running @ Q méa.large
Reserved Instances [ res-stage2-vdc-broker -041867308771e71d3 ® Running @ Q m5.large
Dedicated Hosts O res-stage2-vdc-controller I-08800976c757717e6 ® Running @& Q mb5.large
Capacity Reservations O res-stage2-vdc-gateway i-00773bc97cc1e841d ® Running @ Q mb5.large
¥ Images
AMIs
AMI Catalog

UHAQl Amazon EC2 & 2 165
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Amazon EC2 2&0| SEEl QIAEA7
SEE JEoQlzet SAET ZHEIFR, &

EXME LIEtd = /&L

CHE ololx|lz =& o3& AUABHAE HoiELICH

EC2 Dashboard % Instances (10) info
EC2 Global View | Q. Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 ‘ X | | Clear filters
¥ Instances
O Name £ a Instance 1D | Instance state v | Instance type ¥
Instances
O res-stage2-cluster-manager i-095bdc4c87321a4ff © Running @ Q mb5.large
Instance Types
O res-stage2-vdc-broker 1-041867308771e71d3 () Running @ a mb5.large
Launch Templates
res-stage2-vdc-controller i-08800976c757717e6 Runnin mb5.large
Spot Requests U 9 © g @a 9
Savings Plans ] res-stage2-windows1-demoadmind 1-092cdf6a7e52e9b9a © Terminated @ Q méa.large
Reserved Instances [} res-stage2-rhel91-demoadmin4 I-0b3d134f606a53636 © Terminated @ Q méa.large
Dedicated Hosts O res-stage2-bastion-host I-0523e5480f434581a (® Running @ mb&.large
Capacity Reservations O res-stage2-aml21-demoadmind i-023844b29c12b9393 @ Q méa.large
¥ Images d res-stage2-MyDesktop1-demoadmind 1-022826¢122d8c78d5 ® Running aQ méa.large
AMIs (] res-stage2-ProjectWork1-demoadming i-09ba5d8ae152c6f25 ® Running @ Q mé6a.large
AMI Catalog [l res-stage2-vdc-gateway i-00773bc97ccled41d @ Running @ Q mb5.large

CIHS2 AD 78 2t HEE 27| Q6 Q1= et ZAE 248 = Q= Idap 284 W o| of IL|ct. A
SE i A 7I|E T2t 0lE s 28 dd Al (=4 Ti2t0(EE grSsl ok gfLICH

ldapsearch "(cn=AWS Delegated Add Workstations To Domain Users)" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

ldapsearch "(&(objectClass=group))" -x -h corp.res.com

-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

Windows DCV C|HZ
Windows ClATEIME CHS S AFR5H04 (IS MMS LE 4 e

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe'list-sessions

Windows DCV C|HZ 166
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[

Session: 'a7953489-9dbf-492b-8135-7709dccc4cab’ (owner:admin2 type:console
name:windows1)

NICE DCV HH™ HE &7|

|

NICE DCVE 74 OIA3 & Ml4Moi AFZEILICH AWS NICE DCV. CHS oMol ME M %|E DCV &

Efoie] HEHE #elste gHE EoiE L

Linux

[root@ip-10-3-157-194 ~]# /usr/bin/dcv version
NICE DCV 2023.0 (rl4852)
Copyright (C) 2010-2023 NICE s.r.l.

All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

Windows

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe' version

NICE DCV 2023.0 (rl5065)
Copyright (C) 2010-2023 NICE s.r.l.

All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

RunBooks

CHE MAdolls WAIE 4 e X, 018 HXIsHE W, 2R s1Z Wioll chet Mgto| Zatslo] UL
Lict,
. Azl 25

« AWS CloudFormation A E0| "WaitCondition received failed message. Error:States.TaskFailed"

- AEM0| ¥YFXo = MHE F AWS CloudFormation O|HI Y Y El0| =4IE|X| oI5

NICE DCV ™ HE & 7| 167


https://aws.amazon.com/hpc/dcv/
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o Amigt HEfjO| QIAEA =8 E= vdc HEE D
- B35 UH 27 E QI5H 84 CloudFormation AE0| AKX I 5
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- B4 44 B CloudFormation AEH M4 Almj
« AdDomainAdminNode CREATE_FAILEDO|AM 2|F 2|AA (O ) AEH A AlTj
« XAE 58 el =X
« iam:PassRole2 Tt 5 QS EIX| IS
« L AWS A |F 2| AE 0| 2[4 A0 my Research and Engineering Studiodll AWS M| A 5t
TS 5805t H&LICt
- B8 z2a0g i A 239 H0[X|= SotZrLCt.
c ZOQS AEE I "MEXNEHE = US"2F &
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T A lx|L|of> ARC|R AER7tol=

Y oAag FE 24
« Amazon EC2 QIAEIATI Z2L0|M ZEEE gHEXOE E A|ELICE.
« AD ZQI| Almj 2 Q15 vdc-controller QIAEIA T &8 ZQ|LIC}. / eVDI ZE 0| API AE] 201 Almy

- ZENMEE FII517| 25 AZEQo] ABS HEY M ECI20| ZEMET EA|LX| IS

» cluster-manager Amazon CloudWatch 2101 "<user-home-init> I Ol & AL & £ Qia L
Ch AL X7 S718HE W77HK| CHZ| S"(HIEH 0| AHE X 0|§ Q! Z<2)0| EA[ELICE.

« 212l Al Windows HIAT S0 "A 0| HIE G5t} &LICH 22Xt AH E2o|5HML.”

- 9%/174 AD P44} H2AEI DHCP SM )|

 Firefox 2% MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

Env & A

* res-xxx-cluster AE10| "DELETE_FAILED" &/ E{O| 11 "&l 0| R E 5t X| 7Lt =& = QI8" 2
FR2 05 822 MNE = A

- 2%

« VDIELCIREE

s Linux EC2 QIAEHANMH ZEOCIREE

« Windows EC2 QIAEHANM EOCIREE
+ WaitCondition 2 FH et ECS 21 =&

AWS CloudFormation AEH0]| "WaitCondition received failed message. Error:States. TaskFailed"
AEHO| MEMo 2 MMEl & AWS CloudFormation O|HI 20| =AIE|X| oF 2

(=]
et AERO| QIABIA 2B EE vdo HEEE

QFZ 9I5| #7A CloudFormation AEH0| A X E|X| o S
27 MA Zof CIDR E2 mlztolE{of 277 grazi&LCt.
2t4 M4 B CloudFormation A& 44 Almy
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« AdDomainAdminNode CREATE_FAILEDOM 2|8 E|AA(HIE) ABH Mo Aluj

AWS CloudFormation 2 E40]| "WaitCondition received failed message.
Error:States.TaskFailed"

EANE AlYdstE4{™ 2= Amazon CloudWatch 21 &€ ZAAE LICl<stack-name>-

InstallerTasksCreateTaskDefCreateContainerLogGroup<nonce>-<nonce>. S&t 0|&
OS2I 0|0 7 Y= B AME 7Isst A Hml 210 OF 8 AAEILICH 23 LHe| 27 HIAIX|

- oOoT

£ Aol CHEF REMIEt HE E MBS

(® Note
ut2tOle Zfoll 3ol gl=x| = QIgrLCt.

AEHO| MZ XMoo=z MAME £ AWS CloudFormation O & Zl0| £ AIE|X| o2
AWS CloudFormation 2E40| §d3 o2 MMEE & O|HY =CHE B X| & R CISS =HIFLICH

OlHIY =4 met0|E7t St 2 H UH A= X] FH I Lt

—

O|HY FAT} ZRE[ALE MM AE 5= = B Research and Engineering Studio &2 4t
NSt RHHH{ZSFL|C}.

2. Amazon EC2 E£0|M =&t QIAEAO| Z7HE & QI5IA2.
<envname> MFAIVF BSREOE EA|IE OHS A QIARAZ CHA| El= Amazon EC2 QIAE AT

AU B2 UELYZ E&= Active Directory 10|l 2A7F g & Y& LI

3-AWSﬂéga%aaMmawE&wﬂTa*AEHgﬁﬂgaﬂmem;zamwa
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H
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7 A AX[L|oF AFCIR AEXt7tol=

L|C}.
ATt & EfO| QIARA &3 EE= vdec ZHEE T
O| 2Xlo| 7}E a8t #1212 EBIAA(E)7F Active Directory0l] 4Z35H7{LE ZQIE 4= gi7| I E IL|C}.

1. BHENHMvdc ZE

M

o A Sl QAARHAN|M SSM2ZE MME AlEFELICH

2. sudo su -2(8) A™ELICH

w

systemctl status sssd2(E) A& LICH

AEN7 HIEMHO| AL MIHHAL 230 2 F7F EAIZ|TH QIAEIA T} Active Directoryoll Z Q18 £~ ¢}
= RALct

[root@ip-: 1# systemctl status sssd
® sssd.service - System Security Services Daemon
Loaded: Jloaded (/usr/lib/systemd/system/sssd.service; enabled; vendor preset: disabled)
Active: |active (running) |since Tue 2023-11-14 12:12:19 UTC; 1 weeks 0 days ago
Main PID: 317248 (sssd) Might see “inactive”/“failed” here
CGroup: /system.slice/sssd.service
[-31248 /usr/sbin/sssd -i --logger=files
[—-31249 /usr/libexec/sssd/sssd_be --domain corp.res.com --uid 0 --gid 0 --logger=files
[-31251 /usr/libexec/sssd/sssd_nss --uid 0 --gid 0 --logger=files
L-31252 /usr/libexec/sssd/sssd_pam --uid 0 --gid 0 --logger=files

15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd be[31249]: GSSAPI client step

Might see errors
highlighted in
RED here

NRRRENREFRERRNR

SSM2F 21

. SUS HHE AABHAME M™cat /root/bootstrap/logs/userdata.logdtod 21
E ZAMELCH
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ZE el 1: B2 E LDAP A MIF HEII =E

EOE HAEFLICH CHS 2 40] 0424 ' BH=E[T QIARIA T} Active Directoryofl ZQIE = gz 24
LICt.

+ local AD_AUTHORIZATION_ENTRY=

+ [[ -z " 1]

+ [[ 0 -1e 180 1]

+ local SLEEP_TIME=34

+ log_info '(@ of 180) waiting for AD authorization, retrying in 34 seconds ...'

++ date '+%Y-%m-%d %H:%M:%S, %3N’
+ echo '[2024-01-16 22:02:19,802] [INFO] (@ of 18@) waiting for AD authorization,

retrying in 34 seconds ...
[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization, retrying in
34 seconds ...

+ sleep 34

+ (( ATTEMPT_COUNT++ ))

1. RES &Hf ¥ o CtSoi cHet mtetolE Zfol St 2 H LU A= X] F I Lt

+ directoryservice.ldap_connection_uri
« directoryservice.ldap_base
+ directoryservice.users.ou
« directoryservice.groups.ou
« directoryservice.sudoers.ou
« directoryservice.computers.ou
« directoryservice.name
2. DynamoDB E|O|Z20{M & ZEl /2 YOO|EFLIC E|0|&& DynamoDB £ 2| E|O|E0|A &
£ &= &L HIO|Z O|§2 0|0o{0oF g L|Ct<stack name>.cluster-settings.
3. Elo|E22 YO|o|ESFH = X &tF QUABHAE A™ 5 FHAH &E|RH & vdc ZEESHE 4f
Mg LICH Auto Scaling® DynamoDB E|O|& 2| |4l 22 AL&5104 Af QIARAE A|ZFEFLIC.

= 2l 2: AR El ServiceAccount A& X} 0|F 0| =4F

=

237} Insufficient permissions to modify computer accountZ HHEHeH AE MM =
0off /238t ServiceAccount O|§0| SHIEX| &t 2 =+ U&LICH.
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—

AWS E£0{| X Secrets ManagerE iLIC}.

2. directoryserviceServiceAccountUsernameZ 3t&LICH 2o @t 5 = 040 &L
Cl<stack name>-directoryservice-ServiceAccountUsername.

oly

3. HOortSE Ao ME HE HO|X|E SLICH Eot &5 ZfoA EoF &S 7 ZHAMS MEiFt 1 &
dt IAE S MEAEFL|CY,

4. 7ol UOoo|EE A #A| A8 Sl #7439 cluster-manager ! vdc-controller 2IAEAE ALK
grLICt. Auto Scaling® Secrets Manager2| %41 2t 2 AF& 3504 A QIARIAE A|ZFEFLICEH

o - |
[

e

0l 3: 2 &l ServiceAccount &5 124

230 Invalid credentials7t EA|E|TH AR M Fof 238t ServiceAccount 571 SHIEX|
org £ &Lt
1. AWS Z2£0{ A Secrets ManagerE iL|C}.

2. directoryserviceServiceAccountPasswordE 3t&LICH E o @t 5 = 040F &L
Cl<stack name>-directoryservice-ServiceAccountPassword.

3. HOoHASE Hol ME HE HO|XIE SLICH 2ot &3 ZfoM 2ot &b 5 gt HMg MEistD &
Ht HIAEE MEASHL|CH

4. LYZE JUAL U=t dE 7t SHIEX| FHAl5HK| §f2 Z < Active Directory & Secrets
Manageroi M &= & MEHEE = UA&LICH

a. oM S E KM% 3t2{™H AWS Managed Microsoft AD:

i. AWS Z£2 21 Secrets ManagerZ O|S &tL|C}.

i. directoryserviceServiceAccountPasswordE & &LICH Eo &5 &= 040
Ct<stack name>-directoryservice-ServiceAccountPassword.

ot
r

i, Eot ot S8 o Al B HOIXIE HUIC 2ot 23 ZHolM 2o ohs 7t M M
EiStD Rt BHIAEE MESHL|CEH
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5. Zf2 YdIo|ESt E2 °=|7<H Al™ QI A 9| cluster-manager & vdc-controller 2IAEHAE AFK|
gtLICH Auto Scaling2 %4l Zt2 AF2510 M QIARIAE A|ZFEFLCH.

S HE| @ F 2 QI8 84 CloudFormation AEBHO| AMK|| | K| &2

ot Z2 5% ZAM 27 E QI5H <env-name>-vdc CloudFormation 284 AMx| 7} AIi5H= B2
vdcdcvhostsecuritygroupOle= 2&£2 AFE5t0i RES ¥ MEUW E= Hot JE O 2 AlZHE
Amazon EC2 QIAEA 2 = QI&LICHAWS .

o| EXNE 3H %}E#EH OIE—IE drAlo 2 A|ZHEl B E Amazon EC2 QIAEIAE ol S2&LICH &

LICH.

lII)

£73 444 S0fl CIDR £ Tat0lE{ofl 277 L3

st73g Aas mj SE AEH7} [ATHIQ! CIDR 22 miztole{of thet 277t LhEbLICH

Failed to update cluster prefix list:

An error occurred (InvalidParameterValue) when calling the
ModifyManagedPrefixList operation:

The specified CIDR (52.94.133.132/24) is not valid. For example, specify a CIDR
in the following form: 10.0.0.0/16.

EHME sHZs7| 28l o & El= A2 xx.x.0/24 £= x.x.x.0/32]LIC}.
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AdDomainAdminNode CREATE_FAILEDM| A 2|8 2[AA(HIZ2) AEH MM Al

CIS @50 &7 ol 873 AEY MAO| AlTljsl=s A CIAEA A|ZF & Z 2 H|X{Y S0{ Amazon
EC2 THX|7} of 7| x| b H| L AlF7| HEY = A& LICH

AdDomainAdminNode CREATE_FAILED Failed to receive 1 resource signal(s) within the
specified duration

2| RHol M THR|7F T Elof UK, 2E UAE A0 CH3H T X7t FEE|o] U] &

%)
n
<
0%
Fu
e

2. SSM RunCommand/Automation A& 7|50 M Z{X| 21 SSM EA{ 2| A O] QIAEA A|Zt T}
Ux|st=X| &QlgL|Ct

3. B9 Amazon EC2 QIAEIAO| CHEt 21 UM EH CIABA 2ZE HAESI0{ T2 H|X{

S0l QlAHAT RHFEERA= K| &l Lct
x| B2 Qs EX7F glst B AR & %|4 158 20f RES QIAFIAO Ci8 x| M 82 X
Q4gtL|Ct
A 5 el =X
Single Sign-On(SSO) X A}z 5 (ot AE CHE RO BEXls AR E FHo = Qls erghct
SSO 74 M-of chsh RtME LH82 Ch2 8 B XA

+ the section called “IAM Ildentity CenterE AI&3}04 SSO M ™
« the section called “Single Sign-On(SS0)2 {8t At 5 S 2K 749

A 5 geler HHE O E EXME sidsieid oS 24 a2 FHE HZsHAIL.
|

el
mjo

+ iam:PassRoleg &5t & QS E[X| &
« LH AWS HH 2|8 9| AtEH 0] 2|A A0 M my Research and Engineering Studio®] AWS 4 M| A ST
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« CloudWatch cluster-manager 2 104 M

L

RS U R

|0l EsHok grLICt

U AWS MEIAE AFSSHE! A AHIA A8 i AMH|A 917 od3g Masts Chal 7I1E e e o
o Mul20l MR 4+ USLICH 0l s24® ALBI7H M2 +
x| Qlodof BLiCt

CtZ oAl 2/ = marymajorct= IAM AL X7 2&8 A& 5101 RESOIM &S s=5todn &
af Mg L|Ct SHX|2H 5248 MU|A A& 0| £o4dt HEHO| MH|A0d| Qlo{0F B LICH Mary=

X 2
= =
MH[&0 g S MEE & e HEtE 7HX|D UK ef&LIcH

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

O] B, Mary7t iam:PassRole 22 & & &= UL T Mary2| S YO|0|EsHOF & LICH =F0|
Lst 49 AWS HHE|XHoA Z2olstM2. BEIRte 221 A3 ZHE M T AR LT

LH AWS A Q|2 0| AtZH 0| 2|4 A0 M my Research and Engineering Studio0l AWS

[ |
HMASIES 5{&stD Al&LICt.

Of AR O| BlAaA0] HMHAE M AHSE £ U dEe MY £
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& HEtg 2oy £ s

Ad 5 e 2A 176



Q17 A QX|L|o{& ARLC|2 MEX 7t0|E

. AREAWS HE HAOIM ElAA 0] CHEE HAHA HEHS RToHE WS U
HAO| AR CHE AWS HIZIO| IAM ALS IOl ML HEH RIZS BEFHAL
QOHE I IAM AHR MM E}

« EFAF AWS HIZH0 2IA A0 CHBF HAMA HEHE MZSHe wheHe 2o}
A A2 AWS A &of CHEF HMA B KBS &E35
+ A BT ASE S AMAE K WS Lot BT IAM M-S MBMO| QR 0M QIS E
AERFoi|H| HMA HEH X Z (Rt
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1. CloudWatch 2£ L]
2. BEOaEoAM et OES

A
A
3. REI1O&2 ¥o{z2a AER0M 2FE AMELICH

&LI|Ct/<environment-name>/cluster-manager.

T4 UHe HolstEE:

1. DynamoDB & 47|

2. HO|2dM 2t= Ello|E2 & &LUCt<environment-name>.cluster-settings.
3. Elolg2 ¥ Elolg BS Eralg ML

4. EHE{ MMZ #EstD ohs HaE QuELIC

« 54 0|E -7
. xHA-mE
e Zf-sso

=
6. EFEtEl EXtEolM SSO T+ 2tol SHHEKX| &RlFfLIcH SHI=ZX| 82 B2 sso_enabled 7|2|
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://console.aws.amazon.com/cloudwatch
https://console.aws.amazon.com/dynamodb

Q17 A QX|L|o{& ARLC|2 MEX 7t0|E

Edit item

You can add, remove, or edit the attributes of an item. You can nest attributes inside other attributes up to 32 levels deep. Learn more [4

Attributes

Attribute name Value

key - Partition key [ identity-provider.cognito.sso_enabled -]
Y

[ value ] O True © False

7. RES AI2X} QIE{H|O|AZ S0}7} SSOE AHFAIBHLCE.

ZIOQE ALE W "AISKIE HE & O}

A& X7+ RES QIE{H|O|A0 2 216t2{1 & [ "User not found” 257t & A|Z|1 Active DirectoryOf|

A-EXI UE B
« AEX7H RESO| 811 Z|Z20f ADOY| AHERIE F7

«  ALSXETE ot E RESO| S7I3tE|X| 8E 4 E + U&LICH RESE OiAIZE S7|2HE2 2 T|CHRACH
7t CHE S713 = AER7E FILEIR=X] FHelsoF & & QU&LICH FA| S7|8tste{He| B A|

E mELICIAFE X7} Active Directory0ll F7HE|AX ESHIM +EHE.

Eﬂ_ol
A

« AFXI7} RESO]| /=
fLICH REMISH LI 2 Single Sign-On(SSO)E I8t

1. 44 0HZo| SHHE A TAEIE K| SHold
A BT ZIA TA BHS TR,

| OlHIY F2A0f OHEZI=X| FHIELICH.

[e)

2. SAML XM=1t SAML O|H|Y0| 25 ALK}

= 2t =]

A& X7 Active DirectoryOl F7HE|A X2 RESO|AM F2HE

Active Directory0l| At AHE F7HU K| RESO]| —'T—i.*il B2 AD §7|3t& EEZ|7{sHoF ELICH AD &
7|13t= AD &5 2 RES 2t 42 2 7IX{ 2= Lambda & =0 2|3 A|lZHEE =~ ELICH ZB<0f ket
MAMEXREs OES FIIEt F O S7I8t ZEMATL M™YE W7HR| X|40| LHlE = laLch

= =
Amazon Simple Queue ServiceOll A =822 S7|3HE Al = U&LICH
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S713t ZEMAE =SS E AFELICH
1. Amazon SQS Z&2 Lt
2. CH7|Q¥oIME MEHErL|Cl<environment-name>-cluster-manager-tasks.fifo
3. HAIX| S L I8 MEASLICE
4. MHAIX| 220 CtE2 L=gLct
{ "name": "adsync.sync-from-ad", "payload": {} }
5. MAIX| 2& DOl CtEE =ELICt adsync.sync-from-ad
6. MAIX| &= M7 IDo| dolo| At EAtES =FLICH o] &= 2 o|r 5&2 o[Loi| O|Fo{Zl
= Z &1 &Etof gLict O Ao E0| FAEL|CH
MME dEE M AASKIE AISE = Q13
HMEg ddsts 2ElXo|X|BH MM E M EE Il Active Directorydl| Q= AFEXAIE AL E = Qi 8
? MERII MZLE EOQI6HoF & = UELICH M2 &g ALE R0l CHAHAMEH e = UEL
Ch. &4 AFERt= 8380 & o|a 2a¢lstoF g L|Ct.
CloudWatch cluster-manager 210 27| M8t =1t 2 F
2023-10-31T718:03:12.942-07:00 ldap.SIZELIMIT_EXCEEDED: {'msgtype': 100, 'msgid': 11,
'result': 4, 'desc': 'Size limit exceeded', 'ctrls': []}
CloudWatch cluster-manager Z 10| 0| 2 77} gt A5 H LDAP Ao LT B2 AISAF B2 E
E prEtE &= U&LICh ol EXME sl Zsted™ IDPL| Idap A At AMEHE sEIMR.

AEZ|K|
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- RESE Safl i} A|ARIS MAMMX|OH VDI SAE EIRHE|X| oF S

- RESE Sall iU AMAHRIE 2HESMX|BH VDI SAE| BRI X| oS
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https://console.aws.amazon.com/sqs

7 Y AR|L|o{™ AFLCIR AEXt7tol=

* VDI ZAENM 7L &2 = QT

« RESO{IM Amazon FSx for NetApp ONTAPS MAZM X2 = H|Q10f| =I5t K] &

o

ol

RESE S5 I A|ARIS MEFMX|B VDI SAE ERHEIX] 2
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Il A|AEIZ VDI SAE EFRSIE{T HA "AFR 7ls" AtE{O{0F 8FL|C}. of2H BHA|of ek I A|
AEI0| 2 MEHQIX| = elEhL|Ct.

Amazon EFS

1. Amazon EFS 2£ 2 0|S&Lct.

2. It AAE HER7F AFE 7t 2IK| &l

3. ot A|AE] AEYTL AL 7HSO0| Ol B VDI SAEE A|ZSEH7| ™o Z|CHEIL|CH

1. Amazon FSx 2£ 2 0|SgfLC}.

2. SEN7F ALE 7S EHR| HQIELICH

3. HEf7} A8 7tS0| ot B VDI ZAEE A|Ef6t7| Mo ZICHEIL|CH

RESE S3ll I} A|AEHIE 2EYFX|CH VDI SAE ETRIE|X| ©

RESO| 22T E It A|ARIM = VDI SAETL OIU A|AHRIES BAE = UAESE FHE Ee EHob O
& T Elo] Qo{of gfLICH o|g48t e A|AEI2 RES QIR0 MMHE|2E RESE HAZAE Hot 18
&2 &elstK| eb& L ch

SHCIE MY AlAHID 1ZE Hot D8 ohg elttes £

H
o
or
Olo
:I0|=l
L
ot
r
o

. Linux ZAEO| NFS EZfZ/(ZE: 2049)
. Windows " 3 AE 9| SMB EZHZ|(EE: 445)
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https://console.aws.amazon.com/efs/home#/file-systems
https://console.aws.amazon.com/fsx/home#file-systems

7 A AX[L|oF AFCIR AEXt7tol=

VDI SAEO|M 7L} & 5= QF

Ojo

ONTAP2 ZE &0 CHsll UNIX, NTFS 2! MIXED 20t AEFUE X|gfL|Ct. 2ot AEPOE'OH [PEP
ONTAPO| Cl|O|E{ HMIAE FMo{ste O| AH25lE HE 81} o|48t HEHS
C1E R&Eo| A™ELICH

o€ E0{ EEO0| UNIX EQt AEIYUE AI835l= B2 SMB 22I0|HE= ONTAPO|CIE Z2EEZ E
Mo 2 25l o4 5| LIO|E{ | HMAE = JU&LICHEAAES o1F & HEt Fo 4X1|+) 2{L} ONTAPS
UNIX EctO|HER 7|8 =7 E AIE3510{ =HE = = UNIX HEtE AFSELICH

T8t X2l AFE AbE| of

0lo

Linux I3 2E0{ A UNIX AEIY 28 At

H3H2 sudoer?} CHE AF2X}of| CHEH 7~ A

] LICt. ol & 04, CtE2 /<project-name> C|
E{Z2|0il CHEF <group-ID> TA| 27|/Ar 7| H

SR
g2 2 & HHo|H FogLct.

sudo chown root:<group-ID> /<project-name>
sudo chmod 770 /<project-name>

EM ECO SR £42 ME5l0o] 37 HEtE 78 &= UELICH oE S0{ At Xtuser_012+ &
7t F04X|H myfolder, ChangeEE=9| HEt2 Allow & Full ControlReadZ MHE £+
&LICtDeny.
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— Documents Properties X
[ R
r N
E:[] ~ Permissions for Documents
1|  Share Pemissions =
Dis (@roup or user names: h
Evernyone
e
 folder
folder
Ider
Pemissions for Everyone folder
Full Control folder
Change
Read folder
folder
folder
S folder
folder
folder
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A7 A AX|L” ARC|2 =Y Y]] =

r

&2 Linux 2ct0|AHE 2 Windows ECI0|HE RF0A AFR 524 A2 2 E Linux A2 0|2
st AL X O|& 1} domain\username2| NetBIOS =M@l 0| &€ AlDl 445 = 0| DHEE SVM
{| Ad%d&HoF & LICt O|= Linux AF2 A2} Windows AFE A} ZHof HHedst= O| e shict. REMISH L
2 Amazon FSx for NetApp ONTAPZ AI835l0i HE|ZEEE I EE EHEIE ;ZTSIMR.

ofn mir

o

RESO| A Amazon FSx for NetApp ONTAPS MM X2t = HQlof| ZQISHR| oS

$4%H RES £2£ 0 A Amazon FSx for NetApp ONTAPS 45t ot A|AEIO| Z2H|XIEIX|PH &
HQlofl ZQIE|X| et &LICH AMAIE ONTAP I A|AEI SYME T HQlof =RI5H24%d SVMs Microsoft
Active Directory0ll ZQ12 & X35t Amazon FSx 2£ 9| BHH E WEL|ct 2e st HEto| ADO
Amazon FSx MH[A ol (/U= X] & IELICH SYMO| EH|@lof| 3o 2 ZTRIE|F SVM
Qo> oEZQIE > SMBDNS 0|22 2 0|55t04 LIS0f| ZQ352 2 DNS 0|28 = A8}

CHQlol ZQIE £ Z2{AE| A% DynamoDB E{|0|20{A{ SMB DNS T4 7|5 T Z&IgtLC}.

1. Amazon DynamoDB 2& £ 0|S & L|C}.

2. EHO|22 MEiEt Ot & MEHErL|Cl<stack-name>-cluster-settings.
3. E|O|Z &5 MM EEE Y5t CHS EEHE LFLICH
- 54 0|§ -7

P
!
m
ojo

* % -shared-storage.<file-system-name>.fsx_netapp_ontap.svm.smb_dns
4. BHEHEl B2 MEIE OHE R, BS BES ML

HAZAE 2ot TE0| Amazon VPCE AFS 8t 0l AJAE] HMA Hofol| M HE 3}
ot x| g gLich ot A[AEE AHE5HE M VDI 3AE = O|A =Ml =9
ol

E ot A|AE 7|52 AF25t04 THIQlof 0|0 ZOIE! 7|&E mpd A|AE]
1 2|0 T A|AE 2EC 1}l A|ARS MEdEHL|CH
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https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://console.aws.amazon.com/fsx/home#file-systems
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://console.aws.amazon.com/dynamodbv2/home
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/limit-access-security-groups.html

RES AEHAF H|O|X|0| M AHAFO| AEN7I ATHQl AR @ F 71 2 Mt AlZt S0 Z2{AE 2H2[XFoi| CH
3t Amazon CloudWatch 21 1292 0|S35l04 Q1 &old 4 QlaL|Ct

[2023-11-19 ©03:39:20,208] [INFO] [snapshots-service] creating snapshot in S3 Bucket:
asdf at path s31

[2023-11-19 03:39:20,381] [ERROR] [snapshots-service] An error occurred while
creating the snapshot: An error occurred (TableNotFoundException)
when calling the UpdateContinuousBackups operation:
Table not found: res-demo.accounts.sequence-config

EIO|EE 7IME &+ ¢SS UEtUE 238 &H £AH2F0| MEE|X| Y &LCh.

0| envoll M 7tX{2 A 2E0| Ml envoll HEEIX| oiE B SiAH 2E|RI7F EXME AEE & QU
= £ CloudWatch 218 A HELICH EXM7F 2RF E|0|E 2EHREE 7HXE = Qict d=¢6ts

FS Axharo| K& 8 AEHQIX| SHoIgtLCt

—
3
@
—
)
o
)
~
)
Ia-
Q
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)
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0

2251 CHYst E|0]E 2| ExportStatus7F COMPLETED A E{QIX| &2l
| ExportManifest ZE MEJ} Q=X =QIELICt flof 2ZE MEE &

3 of
g + e 2 2HMN2 HXRE JH0|EE AHM HE VST A AMEY & glsLCh

2. ARHS M AIEEE & AGhAr ME7L RESOIA S22 HHRIEX| HQIELICH A4 M =
EMAE x| 5~102 0| AL ELICH A4 22| HO|X|E CHA| 2E57{LE HESIo A 4F0|
ZHo2 MAEIQNER| SOIBLICH OF | sHH MM Adstol R2 8 AEi7H ELICt
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=M
- Y QARAT GIE 2 WRMOIY I8

Z{AF O|AE é7|. O-IE Z2C I:IEHEI_A-| [_Hgl- O

I

M 27 HAIXI2 22 EXM7E U] LIEHLEALE AT E Mdof 448 = eis B2 ¢
Amazon EC2 RIAR AN EX7} /S S LIEHE &= JU&Lct

|l
o

2ol 2ol &olste W2 HX| Amazon EC2 2 0A EHEXo 2 ZSZ2 E|1 M QUAEAZ CHA|
e Ao 2 H0|l= 2 E Amazon EC2 QIAEAE &Qlst= ZdL|Ct 0] B2 Amazon CloudWatch

Che2 o™l 2&of of Lt

EC2 Dashboard x C EC2 > Targetgroups > res-bicfn3-web-portal-e2958adc )
EC2 Global View

Events res-bicfn3-web-portal-e2958adc

v Instances
Details
Target type Protocol : Port Protocol version VPC
Spot Requests get P
Instance HTTPS: 8443 HTTP1 vpc-011d10e23ad 10chge [4
Savings Plans
Reserved Instances 1P address type Load balancer
. » -alb [4
Dedicated Hosts 1Pv4 res-bicfn3-external-alb [4
Capacity Reservations
Total targets Healthy Unhealthy Unused Initial Draining
v Images 1 @1 ®0 0 0 0
AMIs
AMI Catalog » Distribution of targets by Avallahlllty Znne (AZ)

Select values in this t

able he Reg gets table below.

v Elastic Block Store
Volumes
Snapshots Targets | Monitoring | Healthchecks | Attributes | Tags

Lifecycle Manager

e Registered targets (1)

Security Groups
‘ Q Filter targets 1 (o]

Elastic IPs

Placement Groups Instance ID v | Name v | Port v | zone v | Health status v | Health status detals

[}
Key Pairs

] -0ba5d508631120043 res-bicfn3-cluster-manager 8443 eu-central-1c @ healthy
Network Interfaces

¥ Load Balancing

g
g
2

Load Bal

Target Groups

v Auto Sealing

Auto Scaling Groups

Ha &850/ 00/H -2 XMelste ol A E = U= Amazon EC2 QUARA T IS LIEFLICE.
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o

O|Mol %tS3tHE 7Hd ClAa3 &S O Ol 38Xz e + Q=

A3 E HAE0| &5|7{Lt O 0|4 AT =+ gie B 7|# Amazon EC2 2!
Amazon EC2 RIAEIATI RES &4 2R M SEE|HL SX|EIU}7| HELY
HEf= FH| HEHE HE EAE &= JUX|EH A4 A|z= Amgolct

Amazon EC2 Z2&£ 2 At&35t04 QIAEATL B8 &= SXILUJ=X| =elatof gFL|ct SX|E F< ct
Al AlEts HAA Q. SEN7 SEEHCIE Olaas5E2 ¥ FefLICH M QIARATE AIZHE M AL
Xt & ClEEZo MEE 2E CIOIEHE A& A8 £ 2
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o4 gl AIX|L|o{B AELC|Q
- O35 8% o|s&LCt

. MH BZ Mgt

. DCV MM I @EZo| HEl o}o|2E Z2lghLct

- MABXE HEE MMl 22 Hete M ez HEE LD
. NEg Mg

o HO|XIE MZE 11X M AXo| ME2E|R=K| EQlshL|ct

HA3E Windows 9143 A= 71 A

Ul @7 “edZdo| &ziaLc ©
MH AZEQo{o| ZA HEY

AN = o (=)
=) SZTT",IﬂEUt:
A P

= U&LICH

Amazon CloudWatch 2 &2
<envname>/vdc/dcv-connection-gateway s U&LILCE.

Nov 24 2@:24:27.631 DEBUG HTTP:Splicer Connection{id=9}:
Websocket{session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"}:
Resolver lookup{client_ip=Some(52.94.36.19)

session_id=

"1291e75f-7816-48d9-bbb2-7371b3b911cd"

CHS I AR HIAIKIQE B7H 2 AT 2F

TT=

oh

715

protocol_type=WebSocket extension_data=None}:NoStrictCertVerification:

Additional stack certificate (0):

Nov 24 20@:25:15.384

[s/n:

session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Connection initiated error:

kind: InvalidData,

error:

General("Invalid certificate:

certificate has expired (code:

Nov 24 2@:25:15.384 WARN HTTP:Splicer Connection{id=21}:
Websocket{session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Error in websocket connection:

unexpected error:

O| B2 SSM M| Z2[XHE AFE S0 Windows 2IA A

g M7HsHs 2ol S ¥

HF

Invalid certificate:

-IOI
= =

Server unreachable:

- A&LIch

of CHEr S

unreachable, server io error Custom {

Server error:

o=
=1

INFO HTTP:Splicer Connection{id=21}:Websocket{

10)") }

IO error:

certificate has expired (code:

oo

10)

2712

PS C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv> dir

ek

#E DCV

@QE9E9C4DE7194B37687DC4D2COF5E94AF@ODD57E]

0I5 A B

e PEEE
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7 A AX[L|oF AFCIR AEXt7tol=

Directory: C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv

Mode LastWriteTime Length Name
-a---- 8/4/2022 12:59 PM 1704 dcv.key
-a---- 8/4/2022 12:59 PM 1265 dcv.pem

I Uo| AHS2 2 CHA| 8 E|o{oF 5tH && 4 A7t 3 E &+ UA&LICH

ol Yoz 27t HHZEIT Windows HlAZE 0| A AlStol M SUs QR walsts HL AZE
Aof ABH M B4 S AR SH0] KA QB M 0| R T QIAHA O] A Windows 2 ZES
0f AZ4S MAIBHLICE O QIsH ATHQI AR U 94730 ALSE 4 2l Windows AZEH0] A
ol AT 4 Lt

ZZH|X < A EHOAM = VDIs

HA3 & AlEO| ZE|RH UM Z2HIXME &El2 7X[E[& B2 0oi2] 7tX| O|R 7t /UE + A&LICH

HelE Holotod{H OlAT & QABAS 20 I HASE EXE e = (s 27 E ¥éaL
Ch Ol EMols R8% 21 Y O[HIE HE AAEN= Sf0|E0| XIHE MMof 2td HEJH ZEE 2
1 ot & Amazon CloudWatch 21 1§ S50| Z & Elo //&LCH.

CtE20| 2X2l & HeldLct.

- AHSE AMI ID7} AZEQo{ Ao 2 SFE|RX|T RESOHIM X[ EIX| f&LICH

n

AMIO| LBt oflet M == 77t Qo REAEY Z2H|X 'Y AJEEE dE5 K| ZR&L
Ct. Linux QUABIAQ}L ZH2 QIAEIA /root/bootstrap/logs/2l 21 o= 0le #HEE R&
st ME 7} ZEE £ U&LICH AWS Marketplace| A 7K 2 AMIs IDE RES ClA T & QIAEHA
M ES3K| g = UgLch X|HE=X] &elstr| {6 HIAET 2 g Lct.

« AF2XE X AMIOIM Windows 7Hat HIA S E QIAEAE AlRHE ME AFSXAl HIOIE| A3 RIET}
ARME|X| b &LICH

71202 AFRXF HI0JE| AT BIE = Amazon EC2 QIABIATL AISHE o 8 ¥ AIEILICH 7|E
7t OA3E QUAEANM AMIE HEE CHE AMIO| A ZEQ|0{ ABE S50 0
AEHO B [}2 JIM ClATES Al&H5tE2{T 5t AL XL CIO|Ef AT RIETF M 7HAH O
FHAO| M A™AE[X| A &LICH

7t oAz g AlE 188



7 A AX[L|oF AFCIR AEXt7tol=

EME siZaste{H AMIE ddot= Ol AFEEH 2el 7ty a3 & QAE A0 ZERIZ
PowerShell 3 &2 L1 Ot FES AL

C:\ProgramData\Amazon\EC2-Windows\Launch\Scripts\InitializeInstance.psl -Schedule

I O QIARIACA M AMIE MAELICH M AMIE ALS5t0 AZES 0] ARS SS5D L}

S0l M 7t ClAZ &S AIRE = J&LICH Z2H|X Y HEIZ |fX| k= lAHANM SYUEHE

WS AYS D QAHAS KRB0 7HY HIATE MMS £HE £5 QIX(TH ER TAE AMI
X

oM CHE 7He CIAT S E AIRE M SYUS EXTFCHA| 28 LT

Jtset EM1: & ot AlA"Eof CHE POSIX TetE 7HE AFEXHE QI8 CIREE|7F U &LICH

Ol= CH& AlLtE|R7t &2l A2 2HstD e 2XMY = A& ch
1. BHEZE RES T2 2024.01 O & &L
2. RES AEHS HiE 5= S0otol| CHE 40| 2 M™EnableLdapIDMapping =R &LICHTrue.
3. RES AR HilZ Fof X|HE & U A|AEO| RES 2024.01 O™ HTAO|M A EIURHLIFE 2
EnableLdapIDMapping &HEE O @0 AL/} ELICHFalse.

Z 0

O

SHA EHA: Tt AAE0|AM AFE Xt CIREEIE AFXIELICE

1. 2HAH Zelxt ZA2E0f gt SSMLC.

2. cd /home.

3. 1s-=, adminladmin2.. 53 Z0| At& %t O|& 1 L XISt= CIZE{E| O|F 2 AE5H04 CIREH

2|E Lt ok gFLct.

4. C|HEEIE MAMELClsudo m -r 'dir_name'. ssm-user & ec2-user C|ZE{E|E At A5t
x| Ot A2,

5. AA&Xt7L ol0| M envoll S7[3HE B2 AHEXL2| DDB E|O|20| M ALSALR|E AFA|ELICH
(clusteradmin A|2]).

6. AD 57|38} A% - E2{AE ZE2IXF Amazon EC2sudo /opt/idea/python/3.9.16/bin/
resctl ldap sync-from-adoilA &l&stL]|ct.

7. RES ¥ HO|X|0M Error 4E{O| VDI QIAEAE MERFLICEH VDIZ 2 208 LHO| Ready
MEfE TRtE|=X| =elgLct.
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|

* Amazon EC2 QIAEATI LM SRE BHSMOZ F AR LICH

« AD =92 42 2Isl| vdc-controller QIAEAT} =2t S2ILICH / eVDI ZE0i| API &E 2 Q1 AT}
T AELICH

« ZZMEES FTI5t7| Qo AZEQo] ABMS HES ] ECI20 Z=MEJ EA|ZIX| &f

%
« cluster-manager Amazon CloudWatch 2101 "<user-home-init> 41X O} & AFE & &~ Qi&LICH
AEX7E S718HE W7HR] CHZ | " (Aol AL8 %t 0|F 2l B<2)0| EAIFLICH

« 2321 A|Windows ClA3 &0 "A|IH0| HIZE H3t =& LICH BE|Xo7H EofstMR.”
« A/ AD 781 224 E DHCP 24 EX

+ Firefox 27 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

Amazon EC2 QIAEIATI E2L£0|MH SEE SO Z E A|ELICT

ClZ g} QUIAEIATI Amazon EC2 2£0M SEE A2 HFEMOZE E AL s A2 Hel2 dat g
20| UE = U2 Q=L QIARA S et Hetd = UELICH CHE2 §HelE &elsis WY
0I|_||:_|.

= .

Amazon EC2 €0 vdc ZHEER| QIAEHATJI HtEMo 2 ZRE MEIE EASI= G EREE
ot &% Bl MHEY &= UELICH RESOH|IM FX| #HeElsts 2o 3 0= QIZEF Amazon EC2 RIAE
A0 HAZAE 1AM HM[A Ko HEo| YR E AFEE|= Ef 27t U&LICEH vdc HEERH7I =8 0|1
CloudWatch 21 &0 Ct& 77t LIEILI= 32 2ot &30 27t SHEA XIHEIX| %7
MEY = A&LICH 2ot f5oi CtS EyE X3l ofF ELICt

"res:EnvironmentName": "<envname>" # e.g. "res-demo"
"res:ModuleName": "virtual-desktop-controller"

0| @ 70f ci& Amazon CloudWatch 21 HA|X|= Ct=21F H|& st A E A= L|C}.

An error occurred (AccessDeniedException) when calling the GetSecretValue
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t&x 7tol=

160215750999:assumed-role/<envname>-vdc-gateway-role-us-

47 9 Qlx|LiofY ARLCIQ
operation: User: arn:aws:sts
east-1/i-043f76a2677f373d0
is not authorized to perform: secretsmanager:GetSecretValue on resource
arn:aws:secretsmanager:us-east-1:160215750999:secret:Certificate-res-bi-
Certs-5W9SPUXFO8IB-F1sNRv
because no identity-based policy allows the secretsmanager:GetSecretValue action
Amazon EC2 TAO| BT E Hlstn # S5 URlste= x| FlgfLh
— AS
AD ZQl AmiZ 238l vdc-controller QIAFATE =3 SLICH / eVDI 2 =01 API &Ef
=0l Almj7} E AIELICH
eVDI 20| 2EH EQlof Aluiste 273 4ef MMof ChE ol EAIELICH
Modules @
Environment modules and status
Module Module ID Version Type Status API Health Check Module Sets
Global Settings global-settings - @COﬂfg @ Deployed (® Not Applicable
Cluster cluster 2023.10b1 @5t€C< © Deployed © Not Applicable o default
Metrics & Monitoring metrics 2023.10b @5tec< © Deployed (© Not Applicable s default
Directory Service directoryservice 2023.10b @Stem ® Deployed ® Not Applicable ¢ default
Identity Provider identity-provider 2023.10b1 ®5t€C< @® Deployed ( Not Applicable e default
Analytics analytics 2023.10b G)Stam @® Deployed © Not Applicable « default
Shared Storage shared-storage 2023.10b @Stem ® Deployed (© Not Applicable ¢ default
Cluster Manager cluster-manager 2023.10b @pr ® Deployed © Healthy s default
evDI vdc 2023.10b @App @ Deployed ® Failed o default
Bastion Host bastion-host 2023.10b1 @5t€C< ® Deployed © Not Applicable e default
O| A2 C|HZ 9| Yetxel ZE = F{AH &E|Xt CloudWatch EO 8 #T{E = ZdLICE (Ol2t=
23 358 3&L|Ck<env-name>/cluster-manager.)
It =X
« 20| HAETI ZEE B res AEH0| MAME ] X|HE ServiceAccount AFE X} 0| 2| X7} 2
HFEX| Insufficient permissions®QIEfLICH.
e dazg FER 191


https://console.aws.amazon.com/cloudwatch/home#logsV2:log-groups

017 U Alx|LiofE) ARC|2 A8 7hol=

23 &9 of:

Insufficient permissions to modify computer account:
CN=IDEA-586BD25043,0U=Computers, OU=RES, OU=CORP,DC=corp,DC=res,DC=com:

Q00020E7: AtrErr: DSID-03153943, #1: 0: Q00020E7: DSID-03153943, problem 1005
(CONSTRAINT_ATT_TYPE), data 0, Att 90008 (userAccountControl):len 4 >> 432 ms -
request will be retried in 3@ seconds

« SecretsManager =& 0|A RES HiZ F0i X3 El ServiceAccount AFE X} O|F0i| HMAE = QU
& LICt. Secrets ManagerOllAM Si{E 20t 5 & &1 QU BIAE ZHMZ MEASHL|C} AFE A} Of
E0| SHEX| 2 42 HME S MElsto] Eot & $ gt YO|o|EFLICt #A E2{AE #ElR

=H
L vdc ZEED QIAHAE SEELICH M QAEAE OHHMQI HEf2 EA[FLICH

O|& 2 "ServiceAccount"04
False2 MXE 732 "ServiceAccount"
| L

MBE 2F E|lAA AEHOA HHEE BIAAE AIESE B2 AFER}
Of 8fL|C}t. RES HiZ &0i DisableADJoin It2t0O|E{7}
A XLl AH ADOIM HFE| A E MEE &= Ues HEHo
« N2EIAIZAO|20| MEtsiix|ot 230 HIAEJ} 8=l Invalid credentialsZd< Ql2dsk ¢t
57} EZ2ERHL BFRE|S £ & LCt.

23 E9|of:

{'msgtype': 97, 'msgid': 1, 'result': 49, 'desc': 'Invalid credentials', ‘'ctrls': [],
'info': '80090308: LdapErr: DSID-0C090569, comment: AcceptSecurityContext error,
data 532, v4563'}

- Secrets Manager Z2£0i| & XM st= 2ot =0l HAM AT
0 env M Soil Q2T S E 22 = USLICH EoF &5 (o
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<env_name>directoryserviceServiceAccoun
g MEghLCH
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0
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0
flu}
Hu
il
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O
[ul

- 257t SHt2 @8 E Active Directory0ll M 237t BFRE[JZ 5= U&LICH HX] Active
DirectorytlM &5 & MAHSH CHS E dclo|EsHok gLt CIEEE| ME|A 2&0
M Active Directory2| AHE At 22 & MMAEME = A&LICH

1. S8t CI2El2] ID M
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https://console.aws.amazon.com/secretsmanager/listsecrets
https://console.aws.amazon.com/secretsmanager/listsecrets
https://console.aws.amazon.com/directoryservicev2/identity/home
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2. X) AF2XF &5 MMM S MEHE O A2 X} 0|2 (04| "ServiceAccount”) It A 2F 5 2 QFAl
o
=

3. ME d™et &5 71 ol ZE et CHE B sHE Secret Manager £ 25 (04:
<env_name>directoryserviceServiceAccountPassword.

4. TR 2{AE 22X Y vde HEED QUAHAE SEELICH M QATAE QO A EY
2 EAIELCH

EMEE FItet7| floll AZEQo AR HEE M} ECR20| Z2HMETJE E AZ[X]
o
=

Ol ZXM= M-8R AEE ADQ 57|36t Xt HHEl CHE 2X|2F #20| U = UELICE O] &
MN7¢ LIEFLEEHE 22 AE] #2|XF Amazon CloudWatch 21 2 §0IM 257/ "<user-home-init>
account not available yet. waiting for user to be synced"E &?Ql5lof #2lo| S
BHX| = #E0| JeEX| =Helgct

—4

cluster-manager Amazon CloudWatch 2101 "<user-home-init> 74|7"'% ORI ALEE &=
A&LICH AHEXRI7E S718HE WK CH7| (A0l AHEXL 0|E 2l B2)0| EAIE L
Ct.

SQS T SXI7H ALE SO|H ALS A Aol AZ2Y =+ 7| Eo| FEF FZo HEELICH Ol ZEE
AEXL S713t S0l AEXE It & Tt AlAEIE Ydsicdn & mf E2[7{E L

== HA TZ

2l £ Ql&LICH o & S04 BI/RES &7 MMoi AF2El ServiceAccountUsername It2tO|E{7}
o122 A olA

"Admin" CH&! "ServiceAccount"& AIE3t= & HFE 240| OFLIRE &= U&LICH.
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2921 Al Windows Cl& 3 &0i "AH0| HIZ G2t E[A&LICH &HE|RHol| A E2letM.”

CORP\adminT

Your account has been disabled. Please see your system administrator.

AER7E & 71 3o EMI EIL |%E* —“l‘— A= B2 SSOE &dll 32 2l8h ¥ RESH| CHSH

Q|F /174 AD 41t rHE DHCP &M X

Kt Active Directory"The connection has been closed. Transport error"O|A RES
E MEE M Windows 7H4 AT EMM 2771 45t H dev-connection-gateway Amazon

CloudWatch 20| A C}213t S AL &= &QlstL|C}.
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Oct 28 00:12:30.626 INFO HTTP:Splicer Connection{id=263}:

Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Connection initiated
error: unreachable, server io error Custom { kind: Uncategorized, error: "failed to
lookup address information: Name or service not known" }

Oct 28 00:12:30.626 WARN HTTP:Splicer Connection{id=263}:
Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc08a"}: Error in websocket
connection: Server unreachable: Server error: I0 error: failed to lookup address
information: Name or service not known

Oct 28 00:12:30.627 DEBUG HTTP:Splicer Connection{id=263}: ConnectionGuard dropped

A& VPC2| DHCP SMof| AD EH|Q ZHEE{E M85t B CI2E &6l oF gLt

1[°I'

1. AmazonProvidedDNSE 5 T HIQl HEE2] IPsof| F£7Ig
2. ZMH?l O|EE ec2.internal2 AAX&tL|Ct.

o47[od of|A|7F LE2t I&LICE o] 7£440| @2 RES/DCV 7} ip-10-0-x-xx.ec2.internal EAE O|&§2
37| I E20i Windows HIAIE0M & 2LF 7+ e MghLct

Domain name Domain name servers
ec2.internal 10.0.2.168, 10.0.3.228,
AmazonProvidedDNS

Firefox 27 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

Firefox  HEEIRME AI8StH 7ty OlA3 S0l AEE AT
MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING 27 HA|X| 0| EAIE = /U&
LICH

on

12 RES & MB{7} TLS + Stapling On2 £ X E|RIX|Bt Stapling Validation2 2 & 8t X| 27|
(]|

[ = IEP(https /Isupport.mozilla.org/en-US/questions/1372483 & Z=.

ol
-

https://really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing X| &0l [} 20| EX|IE

Z2g =+ A&
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https://support.mozilla.org/en-US/questions/1372483
https://really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing
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|

+ res-xxx-cluster AE{O| "DELETE_FAILED" #EjO|1 "A& 0| R &E5tK| A HL} +& £+ QIS" 2F

2 olsf +50 ARE + oS

- 2347

« VDIEOLCIREE

e Linux EC2 QIAEHANAM ZEOCIREE

« Windows EC2 QIAEIAOM EO CIREE

« WaitCondition 270l CHSt ECS 211 =%

res-xxx-cluster AE10| "DELETE_FAILED" AEfjo|T "& 0| R &6t K| L 7HLE =&
T Q8" QRER QIS £SO =2 AXE = s

"res-xxx-cluster" AE{O| "DELETE_FAILED" &Eij0|1 =522 AXN& = gl 32 CtE HAHE =Y
otod AfxE + U&LICH

AEHO| "DELETE_FAILED" &EiQl B2 HM A8 522 YKo EAHAIL. A% AXIE Flsts
CHet &7 R AIE = UJ&LICH AXE MEfEfLICH
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Delete stack? *

Deleting this stack will delete all stack resources. Resources will be deleted according to
their DeletionPolicy. Learn more [

@ You may retain resources that are failing to delete
This stack previously failed to delete because the following resources failed

to delete. If you choose to retain resources, they will be skipped during this
delete operation.

Resources to retain - optional

Selected resources will be skipped during the delete stack operation

idea002clustersettings
idea-002-cluster-settings

Cancel Delete

Aof et 2edt AR BAAE DT MASIHEIE EEE 2AAE MEISHE HIAIXIZE AlS EA
= 4 UBLICH 0| B2 RE BAAE "HBEY BlAA'Z MestT AHE MEishC
CHET 28 QR EAIE

be assumed
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[Option+5]

® Role arn:aws:lam::417328936112:role/cdk-48fa4d69fb-cfn-exec-role-417328936112-us-east-2 is invalid or cannot be assumed

CloudFormation > Stacks

Stacks (15)

| Q_ Filter by stack name

&, 22 AMstE Ol 223 Ag 0| 48 T™of| X AN EZIR&LICH o] EXE siZsted He o
O|§E SAIELICH IAM 2£2 0|S5tod ChSot 22 mfet0|EE AH8stod sliE O|§ez HEE
g,

o AME[E = U= AEE| REIMH AWS MHIAE HEIRFLICH

o« A2 AIB|OIMHE Use cases for other AWS services MEHEFLICICloudFormation.

Select trusted entity we

Trusted entity type

SAML 2.0 federation

Use case
Alow an AWS senvice like EC2

Ct22 MefstL|ct 2dghol 'AwSCloudFormationFullAccess' 2! 'AdministratorAccess' T8t
£ Foidl{of &Lict AE mo|X|= ctS1 Zolok g LCt.
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[

Name, review, and create

Role details

Role name

173289361

Description

Allows CloudFormation to create and manage AWS stacks and resources on your behalf.

Step 1: Select trusted entities

"Version" : "2012-10-17",
"Statement": [

Step 2: Add permissions
Permissions policy summary

Policy name ' Type

AWSCloudFormationFullAccess AWS managed

AdministratorAccess AWS managed - job function Permissions policy

Tags
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S

o
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113 CH2 CloudFormation & 2 E0t7F AEHE AKX EFLICH oAl 4E
LIC}H OIX|2 o2 IAM 2£ 2 0|5 35lo{ MAIsH dg s AX|ErLICH

EC2 Z2&0|M EC2 2IAE AN 210!

« Ct= X|&lof 2} Linux EC2 @IAEIAO| 2 Q18 L|Ct.
« Ct2 X|ZElof 2} Windows EC2 QIAEIAO| 2 Q18 L|Ct 27 CF2 Windows PowerShell2 304
HIS ASEL|CtH

1. Cluster-manager: Ct& @{X|0|MH E{AEH BE|Atof Ciet 238 7tx4et E[Zlo]| &7 LTt
a. CloudWatch 21 I &§°| Z& 23 ¢lL|Cl<env-name>/cluster-manager.

b. <env-name>-cluster-manager EC2 QIAEIA 9| /root/bootstrap/logs CIEE{Z|0] Q!
£ 2E Z23¢Lct o] MMo| AR 2E0] = "EC2 2£0M EC2 QIAE AN 232190 ¢
AE x|Eof et AAE AN 22 QIELICE
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-with-systems-manager-session-manager.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html
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2. ™_controller: Ct& €| x|0i| A vdc-controllertd| CHEt 2 1 E 71X{2} E|Z0of 24 A& L|Ct.
a. CloudWatch 21 2 §°| 2 & 23 ¢lL|Ct<env-name>/vdc-controller.

b. <env-name>-vdc-controller EC2 QIAEIA 9| /root/bootstrap/logs CIEEE[0 U&=
2 E ZaelLct o] MMo| AlE 2EEoi = "EC2 &0 EC2 QIAEIAN| 2Q1"o|0f HZA
= X|Elof et QIAE AN 2 1FLIC

238 & 7t X2E ¥ & StLFE Linux EC2 QIAEANM ZO CIR2ZE MMO| XIS [MEE
ZilLICt 2 & O|E2 QIAEA O|&0| EuCH

MEX}7F MM 0|E0| 21 VDIE AlEHSH 32 Amazon EC2 240 M QIAEIA O VDI1SHE O|EL

QlL|Ct<env-name>-VDI1-<user name>.

Linux VDI 21 £=7%

O| MMo| AlZt EE0] /& "Amazon EC2 220 A EC2 QIAEIAC| 2aQI"0f| HAZEl X|=lof| [}
2} Amazon EC2EC2 &0 M allE Amazon EC2 QIAEIAO| 2 18HL|C}. VDI Amazon EC2 2l
ABEAO| /root/bootstrap/logs & /var/log/dcv/ CIRIEZ|HMH 2E 2O E 7HK{SLICH

28 7tMe Y & stLi= s30] A2 =8 ChE HII0MH T2 2 =6t ZAILICE 0|& 2IsH
CtS B Aol et & CIEEEM 25 238 7HM2 O S Y228 &+ U&LCH

1. Ch2 BHAlof| 2t /root/bootstrap/logs CIRIE{Z| of2Hol dev 22 E SAFELIC.

sudo su -

cd /root/bootstrap

mkdir -p logs/dcv_logs

cp -r /var/log/dcv/* logs/dcv_logs/

2. O|A| Ct= MMof| LI El EHAlof 2t 23aVDl 23 CeE2EE CIR2E 8L C}.

Windows VDI 21 =%/

O MMO| Al 2EE0] Q= "Amazon EC2 2£0M EC2 QIAEI AN 2T 21"0f AZAE! X|Fof
2t Amazon EC2EC2 2£& 0 M siE Amazon EC2 QIAE A | 2121 LICH VDI EC2 QIAEA Q|
$env:SystemDrive\Users\Administrator\RES\Bootstrap\Log\ CIHEZ|0| U= ZE
238 7FXHSLct.
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EOE M= YWY & StLts S30i A2 =8t CHE H7[0M 225 ALict o|Z A st
o OhE MMol| LHPEEl HAHE IEMRVDI EO CHREE.

1

2

3. A2 32 IAM &g MEishL|C.
4 x A 5

A‘|EH3|'O:| SHEH RARHS OI_=l7=|%I'|_|EI'.

9}
0
ro

o4y Mo g
sl

bAlof ittt 2 & CH2EEFLICH 28 0|§2 A H

Ml
r
.

a. Linux EC2 QIAEHAO|M 21 CFREE Linux&
b. Windows EC2 QIAEIAO|AM 21 CF2E = Window

7. OIX|2to =2 482 WEISH04 AmazonS3FullAccess A4S X|HEHL|C.

® Note

T E VDIs2t ST IAM A& 2 AEFLICH <env-name>-vdc-host-role-<region>

sudo su -
ENV_NAME=<environment_name>
REGION=<region>
ACCOUNT=<aws_account_number>
MODULE=<module_name>
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cd /root/bootstrap

tar -czvf ${MODULE}_logs.tar.gz logs/ --overwrite

aws s3 cp ${MODULE}_logs.tar.gz s3://${ENV_NAME}-cluster-${REGION}-${ACCOUNT}/
${MODULE}_logs.tar.gz

O CHE S3 2& 2 0|8§35104 0|F0| 2 HZIE MEst T o|Hof| Y2 =3t
<module_name>_logs.tar.gz It <environment_name>-cluster-<region>-
<aws_account_number> Ct22E=8fL|C}.

Windows EC2 CIAEIAONAM 2ZEO CIREE
EIOE CIRECE EC2 QIAE AN 2016110 OIS HHE AAFIoi ZE 2EIE S3HIIM Y2 E
gLiCt.

$ENV_NAME="<environment_name>"
$REGION="<region>"
$ACCOUNT="<aws_account_number>"
$MODULE="<module_name>"

$logDirPath = Join-Path -Path $env:SystemDrive -ChildPath "Users\Administrator\RES
\Bootstrap\Log"

$zipFilePath = Join-Path -Path $env:TEMP -ChildPath "logs.zip"

Remove-Item $zipFilePath

Compress-Archive -Path $logDirPath -DestinationPath $zipFilePath

$bucketName = "${ENV_NAME}-cluster-${REGION}-${ACCOUNT}"

$keyName = "${MODULE}_logs.zip"

Write-S30bject -BucketName $bucketName -Key $keyName -File $zipFilePath

JHCHE S3 2& 2 0|S35104 0|F0| ¢ HZ!E MEiStD o|Tol| Y2 =8t
<module_name>_logs.zip I}¥E <environment_name>-cluster-<region>-
<aws_account_number> C}2ZE8L|C}

WaitCondition 2/ 0i CHEt ECS 21 =&

1. HHEZEI AEHOZ 0|S35}0{ O|AA B2 MEHSHL|C}

2. HHXE - ResearchAndEngineeringStudio - A x| #2|X} - £ - CreateTaskDef -
CreateContainer — LogGroup2 &35t 21 I§F2 MEH5t0{ CloudWatch 218 L|Ct.
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3. O|21aE0M x|Al 2EOE 7S LC}.

200l AMTstn At 5 ZZRtof CHE 215 RS XMElE I o7|x| f2 2F7' 7t LrstH o
E7t Bt2E = J&LICH Ol 22182 s AFSAte| & = = Active Directory MH|A HHY £
&Lt

= .

23t

1. CIEEE] MH[A 20 AFSKF & MH|A AY &5 & RA-EFLIC
2. QoM 2dst M &Sl UX|GFTE Secrets Manager0lM MH|A AN ¢S E ol|o|EgFLIC}.

+ Keycloak AE{9| Z42: PasswordSecret-...-RESExternal-...-DirectoryService-... &&: Microsoft
Active Directory2| &t &
« for RES: res-ServiceAccountPassword-... 2! A&: Active Directory MH|A AHE &5

A
3. EC2 Z£Z 0|&3t0q cluster-manager QIAEHAE ZFREILIC} Auto Scaling &2 M QIAEA
O|HiZE RIS 2 EZ|HELICH.

gt =X

. 24T 2% 2024 .x
2024.06) AD 1§ O|Eo0] &Y
2024.04-2024.04.02) VDI ©Q!
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https://console.aws.amazon.com/directoryservicev2
https://console.aws.amazon.com/secretsmanager
https://console.aws.amazon.com/ec2

Q17 A QX|L|o{& ARLC|2 MEX 7t0|E

(2024.04.02 O|5}) ap-southeast-2(Sydney)2| Windows NVIDIA QIAEIATF A|ZFE|X| O S
. (2024.04 2! 2024.04.01) GovCloudo A RES At&| Al H
(
(

+ (2024' 48 - 2024.04.02) Linux 74 ElA3 0| RHE & A| "RESUMING" 4 EH0M HE &= US
* (2024.04.02 0|3l) SAMAccountName £ 40 CHEAL E= S5 EAH7F Z&EI AD ALEXIE S7

stotx| &
(2024.04.02 O|s}) &% Eof HMASHY| @8t Zeto|8l 77t ZEEJI&LICEH
+ (20244 6% 0|™) AD 57|13t 50|l 28 HH7I RESH| S7|8HE[X| %S
(20244 6 0|F) CVE-2024-6387, RegreSSHion, RHEL9 2! Ubuntu VDIs2| 2o+ F[of 4

POI'

(2024.06) AD 1 & O|E0ll SHMo| Z&El B A 20| AlufehLct.
22X
AD Z1E0i 0|50l 40| & E AL RES 2024.062 O|™ HHE | AHAFE MEFHK| ZEHLIC

2 AEH EElXt CloudWatch 2 (<environment-name>/cluster-manager21 & Oofe)dl=
AD &7|3t ol Ctg 277+ ZeHELCh

[apply-snapshot] authz.role-assignments/<Group name with
spaces>:group#<projectID>:project FAILED_APPLY because: [INVALID_PARAMS] Actor key
doesn't match the regex pattern ~[a-zA-Z0-9_.][a-zA-Z0-9_.-1{1,20%}:(user]|group)$

QRE IS 27 AYS 555 18 018 $3r5Hs RESOIAM wAyBHLICt

. AR U THBAFASCI B2 4 THAIL), DHEIE() W BB T8E + AsLich
« THAI)E 3 #W 2142 512 EIX| etaLic

. B TEE 4+ sl

U S W BT
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1. x| A3 & E L ofx| ot ( patch.py &' groupname_regex.patch)S CHREZE5tE{M™ CHS
& g |ZE{2|<output-directory>Z H 1 <environment-
HFE LICEH

HI ¢

a. INx|= RES 2024.060{2F M&FL|C}.
b. Ifx| AZZE0|= AWS CLI v2, Python 3.9.16 0|4 2! Boto37 E &L|Ct.

c. RES7I HHEEl AE X 2|7Hof CHaH AWS CLIE F/dst 1 RESOHIM 48k HZlof &
S3 HEto| UA=K| FlgLct

30
rr

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/groupname_regex.patch --output
${OUTPUT_DIRECTORY}/groupname_regex.patch

2. IR AZBIECS MX| otYUo| C2EZEE|E CIHEE|Z O|SELICH OHS TR BHES AL
Ct.

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-version 2024.06 --
module cluster-manager --patch ${OUTPUT_DIRECTORY}/groupname_regex.patch

3. #Z&2| Cluster Manager QIAEIAE CIA|
OIAEA

|Zfst2dH Ctg BES AAELICH Amazon EC2
Management Console|A{ QIAE L

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patches/groupname_regex.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

EHiI% Arﬂsrm AD Z-E— O|E0l AEX L CHERF ASCH 2R}, =X CHAI(-), OFRIE(), 2E

(2024.04-2024.04.02) VDI QIAE A O odgtof AZAL|X| 22 IAM THEt BAH NS
2|

7t oAa3E Mol Z2EMEO| Mt BH 42 NMOHE &&5HX| et&LICt Ol
IAMPermissionBoundary It2tO|E{Z2 Ho|El Mt A7t ZEMEE Mdste S Z2MEof |CH
2 EYEIX| A7 HELICH

(o}

q
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=13
=

0ok
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rr
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2024 42 - 2024.04.02

ro

3
Chg B0l et VDIs ZRME0 BT E HE ZAIE Bl ASSHES S U

I} ( patch.py & vdi_host_role_permission_boundary.patch)2 CI2ZE
ARsto IS 22 24 CI=EEl<output-directory>2 & I:I}EI_II:}.

I %|= RES 2024.04.0201|2F M =]L|C}. BHF 2024.04 EE = 2024.04.01E A6t 3 0f
O|L] A 2dd|o|E0f cHst T2 2! 2 Mo LFI=E! THA|of 2l 81732 2024.04.022 H|0|E
g £ UsLch

b. {x| A3 BIE0|= AWS CLI v2), Python 3.9.16 0]4 2! Boto37+ I #FL|ct,

c. RES7} HiZ =l A 4 2|™of CHalf AWS CLIE A58l RESOIAM MASH HZlof| & = =
S3 Heto| U =X| EelghLct.

o

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

017 U Alx|LiofE) ARC|2 A8 7hol=

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
--output ${OUTPUT_DIRECTORY3}/vdi_host_role_permission_boundary.patch

2. x| 23 EEQ x| Itdo| Ct2EEE|= CIHEE[Z o|SELICH CS mx| BHEE A

gl<environment-name>3t0{& RES &439| 0|2 Z HiEL|CT.

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch vdi_host_role_permission_boundary.patch

3. O] HA2 A&lsto] B-H0M cluster-manager QIAEIAE CEA| A|ZHE 1T <environment-
name>E RES 49| 0|§ 22 Ht&LICt. Amazon EC2 Management Console0i| A QIAEAE

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 0|3}) ap-southeast-2(Sydney)2| Windows NVIDIA QIAEIATL A[ZFE[X]

ore
Ls 3

|

Amazon Machine Image(AMIs)E &% 4o 2 RESOIM 7H4 QA3 E(VDIs)2 AdistE Ol AHSE
L[Ct. Zf AMIOl|= 2[dotct CHE A2 E ID7F }&LICEH ap-southeast-2(A| = L])0fl A Windows Nvidia
QIAEIAE A|ZHSIE 2 RESO| LAEI AMI ID7} #RH &2 E|QA&LICH

O] &9l QIAEA FA0f ami-0e190f8939a996caf CHEH AMI-ID7} ap-southeast-2(Sydney)oi| &
T UHEELICt CHA& AMIIDE AL83l{0F ami-027cf6e71e2e442f4 B LICH

T

7|2 ami-0e190f8939a996caf AMIZ QIAEIAE A|ZtSIE4T 51 AL X0 A CHS @ F 7| A8l
L|C}.
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An error occured (InvalidAMIID.NotFound) when calling the RunInstances operation:

image id ‘[ami-0e190f8939a996caf]’ does not exist

oA 7+ S ZFstod HE Riedst= EFAL:

- ap-southeast-2 2|%10{| RESE HHZ & LICt,
« Windows-NVIDIA 7|2 AZ E Qo] ABHAMIID )2 AFE5104 QIAEIAE A|RtEFL|

Clami-0e190f8939a996caf.

=13
=

02
0ok
jo
rr

%

Hd
rin

RES BH{% 2024.04.02 O|5t7} & ur&L|C}.

e
K

Ct

i)

23t = RES H™ 2024.01.010| A EIAEE|RIL LICEH

- OIS MHEE MESI0{ M AT EQo{ AR S5
* AMI ID: ami-027cf6e71le2e442f4
- 2 Al Windows
« GPU MZA: NVIDIA
- ZA AEB[X| 27|(GB): 30
- %|4 RAM(GB): 4

. 0| AZEQ|0{ AEHZ A25104 Windows-NVIDIA QIAEIA A|E}

(2024.04 & 2024.04.01) GovCloud0llAH RES AfA| Alxj
25

RES 4tX| /2 Z2 S0l UnprotectCognitoUserPool LambdaE L}S0i AHK|E
Cognito Ab& X+ Z0i| CHEH AKX W X|E HIZ GSHELICH Lambda A& 20 9|5 AlZHEL
CtInstallerStateMachine.

c
&2 GovCloud Z|7H0f|AM AuigfLICt.

|72 GovCloud 2% 7te| 7|&# AWS CLI HH7 R0|2 215H Lambdall update_user_pool
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GovCloud 2|T0{| A RESE AfA|stcdn ot nZof|A| ChE 77+ L-derLIch

Parameter validation failed: Unknown parameter in input: \"DeletionProtection
", must be one of: UserPoolld, Policies, LambdaConfig, AutoVerifiedAttributes,
SmsVerificationMessage, EmailVerificationMessage, EmailVerificationSubject,

VerificationMessageTemplate, SmsAuthenticationMessage, MfaConfiguration,
DeviceConfiguration, EmailConfiguration, SmsConfiguration, UserPoolTags,

AdminCreateUserConfig, UserPoolAddOns, AccountRecoverySetting

HIE RHE5t= BA:
« GovCloud 2|710i| RES H{=Z

« RES AEH ALK

od
o

=13
=

0ok
mo

7T

rr

RES H{7™ 2024.04 2! 2024.04.01
2+t
CtS 2t3t= RES 7™ 2024.040 M EIAE Q& LICH.

« UnprotectCognitoUserPool Lambda 7|

- BH HE]: <env-name>-InstallerTasksUnprotectCognitoUserPool-.

v
- HEY MY > BHE > HEFY ME Python 3.11 -> XME.

« CloudFormation &JL|C}.

e

- RES AEH &K > Mx| HEIXt 2laa BES MEIEX| of2 HEIZ F7|-> 44

Ol

Linux 7t A E2 8 = 02 E SX| & CHA| A|2HE [ "RESUMING" & EHE

Ct.

= A P
HE 4 AL
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e

T HAX|LI{™Y AFCIR AEXt7tol=

I [0 1o

ABAATL REEEl & AWS Systems Managere 24 H2 A&3t0o{ M DCV MME MASHK| o
M vdc ZAE £2 CloudWatch 2 (<environment-name>/vdc/controllerCloudWatch 21
J& otet)odl oHE 23 HAIX|7F T2 E[}ELICEH

Handling message of type DCV_HOST_REBOOT_COMPLETE_EVENT

od
o

gt
=]

ook
o

7T

rr

2024'A 4& - 2024.04.02

"RESUMING" & E{0I|M HE 74 OATEE EF52{H:

1. EC2 2£0M EXW QUARHAZ SSH.

2. QUAEHAOMCHE BHEE A LICH

sudo su -

/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
configure_post_reboot.sh

sudo reboot

3. QUABEAI MMEEE W7X| 7|CHEIL|CH

M 74 AT E0| SYE BEXMZE AME|X| AT F 5lodH:
1. x| A3 ZE L o x| It ( patch. py I vdi_stuck_in_resuming_status.patch)& C}2 2 E&t2{™
CtE BB S AAsto{E oS 22 CIHE{El<output-directory>2 HtELI|CH

@ Note

« I{X|= RES 2024.04.020{2F X F|L|C}.
- x| A3 ZE0f= AWS CLI v2, Python 3.9.16 0|4 & Boto37t B &fL|Ct,

Al
o
- RES7t HHZE AH"d & 2|70 CHsH AWS CLIE 438t RESOI|A 4+t tHZlod| £
T = S3 HEho| U=x| & lgfLct

OUTPUT_DIRECTORY=<output-directory>

4TI 2x| 2024.x 210


https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

Q

PN

5%
to
>
0f0
>
N
o
N

7 & AX|L[0] cl

bl
r
ot
9m

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch --
output ${OUTPUT_DIRECTORY}/vdi_stuck_in_resuming_status.patch

2. Ifx| A3 TEQ x| TtYo| CtR2ZEE|E C|HEE|Z2 o|S&L|ct OS2 mx| Haig A
#l<environment-name>35t0iE€ RES 22| O|E 22 HIT* 1 E RES7} HZ & 2| <aws-
region>Q & HFEL|CH

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02
--module virtual-desktop-controller --patch vdi_stuck_in_resuming_status.patch --
region <aws-region>

O|"HAEE D] QIAEIAE CIA| A|ZH5IE{HE S HEES AME504 <environment-name>S

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 O|3}) SAMAccountName &80 CHEAL 2= &5 EX7F T E AD A8

XE S7|5H5HK| 28
=X
SSOE z|4A 2A|ZHAD S7|3t 7| 23]) St AdHEt & RES7} AD AFSXHE S7|8H6HK| ZELICH 2

cAE{ #2|X} CloudWatch 21 (<environment-name>/cluster-manager21 1& ofz)olE
AD 57|53t &0 Ct2 @F7F &=L|C}
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Error: [INVALID_PARAMS] Invalid params: user.username must match regex: ~(?=.{3,20}$%)
. Do 1{23)[a-20-9. _1+(?<![_. 1)$

QR E RESIH LIS 2F A& E 5F5t= SAMAccount AFE Xt O|FEH =251 7| 2 off g LICH.

23t
1. x| 232 E 2 ofx| m}( patch.py & samaccountname_regex.patch)& CH2 2 E35t2{H CHS
HHEZ M08 o2 2 Cl3EEl<output-directory>2 HtELICEH
(@ Note

« IjX|E RES 2024.04.02042F XS ElL|C}.
- IjX| A3 B/E0f= AWS CLI v2, Python 3.9.16 0|4 2! Boto37 L gfLCt.

- RES7hHHZE HH I 2ol thal AWS CLIE T/t RESOIA M43t HZlol| &
= /= 83 WEHo| A=K =& Lot

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch --output
${OUTPUT_DIRECTORY}/samaccountname_regex.patch

2. x| A3 EQ mx| mto| CtREZEL|E CIAEZ|Z O|SELICH CfS x| HHPE A
gl<environment-name>3t04E RES 42| O|ESZ HIELICH
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

Q17 A QX|L|o{& ARLC|2 MEX 7t0|E

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch samaccountname_regex.patch

3. 230l ci$t Cluster Manager QIATIAE CHA| A[ZF5tE{H CHE BHE AP <environment-
name>35t0{E RES 72| 0|2 Z HFELIC}E. Amazon EC2 Management ConsoleOfl A QIAEIA

E —'—E"I- T ?/\I{:l\l—ll-——l'

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 O|&t) & SAEH HMASHY| I8t =2tol8! 7|7F AR E[A&LICH

|

POI'

AEXt7F RES B Z=HOIM HE 54 E0f AMAstT| fsl ZEH0|8! 7|& CHR22E6tH 7|9 4
EX| gt&LICH &, 042 EO| & E2 COH2ZEE|0] 7|7t RESHK| A &LICH COIREES 7|2 HE

Ls H

AE O HMASHEAT 5tH AL XA O 27 7F YA gLt

Load key "<downloaded-ssh-key-path>": error in libcrypto
<user-name>@<bastion-host-public-ip>: Permission denied (publickey,gssapi-keyex,gssapi-
with-mic)

gt
=

od
o

ook
fjo

7

rir

2024.04.02 0|5t

ro

=

O| HEIRXE Y& UX| oo B 2 Chrome2 AIR235l04 7|E CIRECE 6= Zd0| E&LCH
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o4 gl Qlx|L|o{ AELC|Q AR} 710|1E
C=EFHMEE ----- BEGIN PRIVATE KEY----- MASIT HIZ Q0| CFE A =2 MM 5104 7|
oelo| ¥Alg HAE = U&LICh----- END PRIVATE KEY-----

(2024 6 O|T) AD 718t Z0o| 2 & HEH7t RESH S7I3HE[X| &t &
Ha dF
GroupOU CtE A< & Hi{= RESS MCHE S7|3HE|X| &f&LICt UserOU

RESE AD &0 AEXHE S7(3t6tE{ & [ Idapsearch EE{E e LICH s EHE =
GroupOU I}Z2t0O[E] CHAl UserOU It2tO|EE HZ AFSELICH GroupOU 11 Z1t Aol M AFSXHE
dtetst K| ZELICH O] S22 UsersOU2F GroupOU7Z} CHE QIABIAO| AP gh gL}

O| Xl 2 E RES H71 2024.06 0|5t0d Q&= O|=IL|Ct.

CHS EhAlof et EXE siZ gLk

1. patch.py 232 E & group_member_sync_bug_fix.patch It Y& C}RZE35I2{H CHS HHES A
A5t0] <output-directory>E IUS CI2EZEE Z4 CHE{E|<res_version>Z HH# 11
E mx|& RES HMS 2 HHELICH.

® Note

. Ix| A3 ZE0= AWS CLI v2, Python 3.9.16 0|4 & Boto37t ZR#fL|Ct.
-| Al

« RES7} HiZ =l A& 3! 2|0 CHSH AWS CLIE T35t 10 RESO|AM A48 B{Zlo| &
£ Qe 83 HEto| U=X| EelghL|ct.

« I§X|= RES HHZ12024.04.02 2! 2024.062+ X|4EHLIC}H 2024.04 EE= 2024.04.01E2 At
23l B WxIE XME57| Toi| HX{ 00| B{T ool Eof LI dE EHAof et &
ZE 2024.04.022 YO|O|EE £ QU&LICH.

RES H{A: RES 2024.04.02

x| CIRE2E @3: 2024.04.02_group_member_sync_bug_fix.patch
« RES H{T: RES 2024.06
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/2024.04.02_group_member_sync_bug_fix.patch

AR 7H0|E

o4

CIR22E &3: 2024.06_group_member_sync_bug_fix.patch

7 2 Ax|LiofY ARC|R

Hx

El

OUTPUT_DIRECTORY=<output-directory>

RES_VERSION=<res_version>

mkdir -p ${OUTPUT_DIRECTORY}
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/

${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

Al

CEE=2
= =

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
--output ${OUTPUT_DIRECTORY}/${RES_VERSION}_group_member_sync_bug_fix.patch
[N

${RES_VERSION}/patch_scripts/patches/${RES_VERSION}_group_member_sync_bug_fix.patch

x| A3 EQ Ix| TtYo| CtR2EE L= C|HE 2|2 o|S§fL|ct o2 x| &
gl<environment-name>3t0{E RES &Z439| O|§ 2 Z HiEL|CT

cd ${OUTPUT_DIRECTORY}
ENVIRONMENT_NAME=<environment-name>

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-

version ${RES_VERSION} --module cluster-manager --patch $PWD/
${RES_VERSION}_group_member_sync_bug_fix.patch

3. &0l ch$t cluster-manager QIAEAE CHA| A|ZF6tE2{H CHS &
INSTANCE_ID=$(aws ec2 describe-instances \

--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\

--query "Reservations[@].Instances[@].InstanceId" \

--output text)
aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}
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(2024 6& 0|T) CVE-2024-6387, RegreSSHion, RHEL9 Z! Ubuntu VDIs2| 2ot F|

Ok Ad
-1 O

I MdE
regreSSHionO|2t 1 3t= CVE-2024-63870| OpenSSH A‘I HOM AHEERAELICEH O] FfMHE &
S QIB K| 2t 2 HE SAX= cHet MHOIM ol =2 e = Ao E Hot SAIE 2{H

.| 74
23
—
-

& £ 4
Aol AZHE RIS _._EH°F T A&LICH

OpenSSHE A8 3t Al
RESS| B¢ E&
£=0| FFMdo| A

o
3& Ql=Z2hof cy
Mg ALS L

SAEE S5l SSHE 714 OIAIESE 0|56tE 0| M& SAE
&LICH a8Lt ALL RES HHE 9| RHEL9 Z! Ubuntu2024 VDIs(7H4F HlA
7|& AMI(Amazon Machine Image)= 22+ 2/&d0i| |28t OpenSSH H

-

0x

& rio
2

0%

2
=

H A

A
rnr &2 Jp

Okl
[e]]]

P

(o]

%, 7|& RHEL9 % Ubuntu2024 VDIs & & = UK SAX=E HE ZLE| M| A8t ok gfLICH

E Aol CHEF REAEF LIE 2 0470l M ol

4>
30
o>
=
0

Qe dhe A
O| Xl ZE RES H71 2024.06 0|5t0d &&= O|=L|Ct.
2t3}

RHEL92 Ubuntu 25 £t F|ofdE +=H5t= OpenSSHE HX|E ZE|AF&LICH ETHFL| siY
I{7|X| 2rElXHE AtEstod 7tKME & A&LICH

7|& RHEL9 E= Ubuntu VDIs7t I B ofell IiX| 7|E VDIs X|&HE == W0l FE&LICHL E=
VDIs I{X|5t 242 PATCH FUTURE VDIs X|& & 2= Zi0| E&LICH o] X[&dMHE 23 EEE A
5t
=]

gH5t04 VDIsO| EEHE UHO|EE M35 HWede A

=2 A0 - — =

7|& VDIs I X|
1. 7|& Ubuntu ¥ RHEL9 VDIsE 25 mx[st= CIS BHS Al-AELICE

a. WX A3 EE= AWS CLI v27t HBhLCt.

b. RES7IHIZE AHH & 2|0 CHaH AWS CLIZ #4311 AWS Systems Manager Run
CommandZ T&E 4 QE Systems Manager 80| QIEX| &olghL|Ct

aws ssm send-command \
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https://nvd.nist.gov/vuln/detail/CVE-2024-6387
https://vulcan.io/blog/cve-2024-6387-how-to-fix-regresshion-vulnerability/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html

017 U Alx|LiofE) ARC|2 A8 7hol=

--document-name "AWS-RunRemoteScript" \

--targets "Key=tag:res:NodeType,Values=virtual-desktop-dcv-host" \

--parameters '{"sourceType":["S3"], "sourceInfo":["{\"path\":\"https://
research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/
patch_scripts/scripts/patch_openssh.sh\"}"], "commandLine":["bash
patch_openssh.sh"]}'

2. B3 A% HOIX|olM ASBIETL HBHOE MHBEINUEK I £ AALICH WY 7|8 ¥
2257 2|4l B IDE M O} 2E AATA IDsol AT HIAIK|7} QK| SHolgtct

i x| O|2H VDIs

1. x| A3 RE L mix| o} ( patch.py 2! update_openssh.patch)2 CHR2ZE5HE{H CIS HHS
Al#3510{ <output-directory>E LIS CREEE C|AE{Z|<environment-name>Z& HbF
T E RES &Z49| O|§2 & HiE Lt

® Note

 IiX|= RES 2024.0601 2t M EL|C}.
- Ifx| A3 BIE0|E= AWS CLI v2), Python 3.9.16 O|4 &! Boto37} & &fLIC}.
« RES7} HHZEl A& & 2|™of CHE AWS CLI AHE S T35l RESOIA A48 B{Zlo]

& 4 9l S3 Mol YUKl HelgtLIct

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/update_openssh.patch --output
${OUTPUT_DIRECTORY}/update_openssh.patch

2. C}S mix| HH

0jo
o

A™ELICH

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.06 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
update_openssh.patch
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https://console.aws.amazon.com/systems-manager/run-command
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patches/update_openssh.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

CHS BYEE AMEsto] 2t ge| " HEED] QAHAE CHA| AIEELICH

INSTANCE_ID=$(aws ec2 describe-instances \

--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \

Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \

--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

/A Important

2% VDIs I{X|= RES HH%1 2024.06 O| & 0f A BH X|2ElL|C}. 2024.06 0| HHTQ| RES &4
|'L|

oA &% VDIsE mix|5t2{Td Aol X|&lof 2t RES & EE 2024.062 2 Y1d|0|=EE

CHHOIA EHT ACIO|E.
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DX A

Z} Amazon EC2 QIAEIAO|E #E| SHMoR F /o] HA HAaE A—IHIJ\(E-IEIIL-" MH|2) Bo|MA
7t &7H MBEUct o] HE = HElXtE /5 ol2{3t 2to|MAE Z2H|X'ds5t= ol =0 Euct
RDP 210| RDP 20| MA @10| Amazon EC2 QIARIAZ 21Z4& £~ AWS Systems Manager Session
Manager=8 M8 =& J&LCh F7t HE A3 E MH|A BHO|MA T E # B2 Microsoft
EE = Microsoft 2tO|MA E|MHEREH 4E dA3E ALE A CALs2 FOHSH ofF & L|Ct Software
Assurance’| &835tE ¥4 O A3 E AL A CALs2 BtO|MA 0|F 2] 0|H0| e 7|8 (SF) i
E B2 2 AWS 7HXE £ Q&LICEH Software Assurance EEE License Mobility 3B 910 2F0|MA
E 7tXee Yol chet REMIEH LHE 2 FAQL| o] MM E FZSHAIL.

nZe 2 2o HEE SR Bty MUo| aLc of 2ME TS T ZaLt () B
HE SHo2ot AR ELICH (b) HM ME MT U BHS LEHALICHAWS . o1 210] HEE 4 2
SLICH U (o) AWS 2 T AIGALZ B ofiH3 AFOIL 2R T MasHx| SaLIC STUM =

E -l LS HA AL, LT — S TTr —
T ZHof CHEH AWS 2]t 2R 2 AWS H|2kod| o|3H AMo{ElLICt o]l EM=2
PN

—

=

HAE E& Qlo|“Qle= a2 ME2ELCH B3 r=pE S50 =

= ol
Y57t ob LTt EE 85 K| Bh&LICH AWS oF 7] 7ho| 2= |9,

9| Research and Engineering Studio AWS £ Apache Software Foundation0| A &= £|&= Apache 2}
O|MA A 2.020] 2 zto] e} 2to|MATF EodElLICE
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https://aws.amazon.com/solutions/implementations/rd-gateway/
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://aws.amazon.com/windows/faq/#need-lm
https://www.apache.org/licenses/LICENSE-2.0
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REMIE LIS

=

20244 8

20244 6

20244 4
20244 3&

20244 2
2024 1
2023 12

20234 11&

2 GitHub 2|Z X|E2|2] CHANGELOG.md It & XA 2.

- ZIZ|A T 2024.08 —
« Linux 7t ClA3 & @z 2HVDI) QIAEA
ofl Amazon S3 HZ! & Elx}5}7| -rlﬁ |
O FItEIRA&LICE Amazon S3 HAIZ(B)
HZSIM L.

_?I:I

- M8 HdBAM: EX SiZE MME HERMSLICH

« ZI2|A H{% 2024.06 - Ubuntu X|&, ZEXME
A A HEL

|.2 A O 1: zl'sjl.EI |:.||E E|-7C=>| AH AH

22|A H™ 2024.04 - RES X[ AMIs & Z 2
ME A HES

F7t A 52 FHI, CloudWatch Logs £ &, OF
ol H™ |7

ZIE|A H7™ 2024.01.01 - HiZ B Z 2! AH|0|E
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