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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/security.html
https://docs.aws.amazon.com/vpc/latest/userguide/security.html
https://docs.aws.amazon.com/cognito/latest/developerguide/security.html
https://docs.aws.amazon.com/efs/latest/ug/security-considerations.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/security.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/security.html
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https://docs.aws.amazon.com/lambda/latest/dg/lambda-security.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/security.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-security.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-security.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/security.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-security.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-security.html
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https://docs.aws.amazon.com/sns/latest/dg/sns-security.html
https://docs.aws.amazon.com/sns/latest/dg/sns-security.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security-fargate.html
https://docs.aws.amazon.com/filegateway/latest/filefsxw/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/acm/latest/userguide/security.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/security-considerations.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
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https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-limits.html
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/autoscaling/ec2/userguide/scale-your-group.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/scale-your-group.html
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
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b. res:EnvironmentName = [t 3 O|&](res-demo &= /US

4. GovCloud ZtE|M H[ZH0| A PrivateKeySecretArn £3 72 AtE5t0 2ot &5 & M EL
Ch M 20t &t ARNS 7|§5tn7t 2ot &S Lol HMAE vdc-gateway = UTE 2ot &3S
of = 7He| E{ & F7IELICH.

a. res:ModuleName = virtual-desktop-controller
b. res:EnvironmentName = [t 3 O|&](res-demo &= U)
ZHQ! M4 (GovCloudZt ) 23



https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-register.html#register_new_console
https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/security/public_certs/assets/main.yaml

7 A AX[L|oF AFCIR AEXt7tol=

9| Research and Engineering Studio= H{XZ A| Ctgt Z2 Q|F Z|AATI EXHE JoZE AWS o &
ol-|_||:_|.
= .

2lAA N3

-III

HEZIVPC, HEZ MEY W Z3tol%! MEL)

0{7|0{|A RES &4, Active Directory(AD) ! 28 AEZ|X|E ZAESE Ol AFR L= EC2 QIAE
AE A™ELICH
- AE2[X|(Amazon EFS)

AERX| 2Bole 7H4 clA3 g Ql=Z2k(vDlyoll 2238t ut ot Hjo|E{7t Z & ELict

« CIEEZ| MH|[A(AWS Directory Service for Microsoft Active Directory)

Research and Engineering Studio=& AF&35t04 MH|A HHEH &5 & Z& 3510 AAEXIIL M3 5te=
Hot of 5 off M AFLICIAWS Secrets Manager.
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2 232 =5t 0|23t 2IF E|AAE AM8E = e
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tZ0| A LDAPS 8412 A83l2iE B2 OIS HHE 223504 2B ME M35t AWS Managed
Microsoft AD (AD) EH|Q! ZAE E2{0i| 2172504 AD2t RES 7Hoi S 412 AS3atofF & LICt

r\OI-

1. o CHal M & LDAPSE & A8}
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://aws.amazon.com/blogs/security/how-to-enable-ldaps-for-your-aws-microsoft-ad-directory/
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a. Active Directory MHHZ O|S & LILC}.

b. ZZ|XIZE PowerShell2 iL|C}.

!
[k
0
ol
kl

f. Base-64 /3T X.509(.CER
E

Ly
g. CIHEEEZIE H=E & OS2 S MEELICH

ot
=

e

AEH

—_ =1

Secrets Manager0il M 20t S & MME M, 2ot &S RAPAM CHE -2l E0
51 PEMSZ QIIATE CIBME Ykt BIAE Zicof 204Ut

fok
i

4., MMZEIARNE 7|2510] DomainTLSCertificateSecretARN It2O|E{2 248 L|CH EHA:
NZE AlEL.

Z2to|8! VPC T (MEH ALE

Z42|El VPCO Research and Engineering StudioS HEZ5tH ZXo| 7 &4 L HHHAA T AHE
2 5T = JULE Eot0| ZEtELCt JBLt EF RES HIZ= SE5HE MR[6H7| /5 i

S f
FLICEH Z20|8! VPCOll RESE Mxk|5tE{H CHS A =4S S F6HoF ghLct.

>
>
2
1o n
I
ok

1. E442 CHeRCELUIC HalE VPCO! B 5243 RES Q1T 2ol HE D QIE{L HAA 80|
S48 A8E £ Qlojof Lt

2. Amazon S3 &17| & MM A HEt} AMEFE £ = AHE BB S Amazon EC2E A& 5104 IAM
igg MyELIC
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-infra-dependencies.tar.gz

AT Y AX|Lof ARCIQ A8 XL 7hol=
a. https://console.aws.amazon.com/iam/0l X IAM & & LI}
b. Aol g S MEHEFLICE
c. AEE £ U= AEE| ME HO|X|H|M CHE 2 =~ gLCh.
« MEE = U= AEE| FHHME HEIELICH AWS MHH|A
o MHIA EEE AS A2 AL AL2{|0lMH EC2E MBSt CtS S MEIELICH
d. 8t F7tollM Che M8 Mg MEE £ g g MEEhLIC
* AmazonS3ReadOnlyAccess
* AmazonSSMManagedinstanceCore
» EC2InstanceProfileForimageBuilder
e. VY 0| I HBES FIIet I3 HY HHS =L
3. EC20|0X| & 78 A& HdefLICH
a. O0f|X EC2 Image Builder &2 ¥ L|Cthttps://console.aws.amazon.com/imagebuilder.
b. MEE ZaANM FH QAE MEIstT T4 24 Mds MEIFLICH
c. Td oA ddHo|XlM s HE HEE L=ELct
- TE 24 FHEHM UEE MHEfELICH
- 7 A MR HEM CHES MEIFLICEH
u} 2k 0/ & ASRES
Image operating system (OS) Linux
Compatible OS Versions Amazon Linux 2
Component name Enter a name such as: <research-
and-engineering-studio-inf
rastructure>
Component version We recommend starting with 1.0.0.
Description Optional user entry.
d. T8 24 U Ho|x|oM EM Z2EIE HolE MEdgfLICH

Z2tols! VPC T (M= AHY)

26


https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/imagebuilder

017 & AX|LIoJ ARC|R AR} 7HolE
i. Mol EM EBHXE =d5t7| ™o tar.gz Tl CHEF Tt URIZF 2 EFLICEH RESOHA‘I
ME3tE tar.gz TS Amazon S3 HZIo| 2 =351 B! 40l Tt o] URIE
AbgfLC.
i. CHEE =Ech
® Note
AddEnvironmentVariables= ME{ Al&O|H QlZ 2t & IPAE=IN PN
2 HeTt HRStR| 2 B2 MAHE £ A&t
http_proxy % https_proxy &4 H+§ *E"’S%PE B UAEATL T EA|
£ AF235104 localhost, IAEIA HEIHIO|E] IP FA L VPC A= ZQIEE X|H
St= MHIAE FEISHR| RS 5124 no_proxy Zt2t0|E{7F 2 FLICH

# Copyright Amazon.com, Inc. or its affiliates.

#
# Licensed under the Apache License,

All Rights Reserved.

Version 2.0 (the "License").
not use this file except in compliance
# with the License.

You may

A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is

distributed on an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.
name: research-and-engineering-studio-infrastructure
description: An RES EC2 Image Builder component to install required RES
software dependencies for infrastructure hosts.
schemaVersion: 1.0
parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- AWSRegion:
type: string
description: RES Environment AWS Region
phases:

Zzlo|d! VPC T4(

—

e AE)
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- name: build
steps:
- name: DownloadRESInstallScripts
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: '<s3 tar.gz file uri>'
destination: '/root/bootstrap/res_dependencies/
res_dependencies.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'cd /root/bootstrap/res_dependencies'
- 'tar -xf res_dependencies.tar.gz'
- 'cd all_dependencies'
- '/bin/bash install.sh’
- name: AddEnvironmentVariables
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
-
echo -e
http_proxy=http://<ip>:<port>
https_proxy=http://<ip>:<port>

no_proxy=127.0.0.1,169.254.169.254,169.254.170.2,1ocalhost,

{{ AwWSRegion }}.res, {{ AWSRegion }}.vpce.amazonaws.com,

{{ AwWSRegion }}.elb.amazonaws.com,s3.

{{ AwWSRegion }}.amazonaws.com,s3.dualstack.

{{ AwWSRegion }}.amazonaws.com,ec2.{{ AWSRegion }}.amazonaws.com,ec2.
{{ AwWSRegion }}.api.aws,ec2messages.{{ AWSRegion }}.amazonaws.com,ssm.
{{ AWSRegion }}.amazonaws.com,ssmmessages.

{{ AwWSRegion }}.amazonaws.com,kms.

{{ AWSRegion }}.amazonaws.com,secretsmanager.

{{ AwWSRegion }}.amazonaws.com,sqs.

{{ AWSRegion }}.amazonaws.com,elasticloadbalancing.

{{ AwWSRegion }}.amazonaws.com,sns.{{ AWSRegion }}.amazonaws.com,logs.

Z2to|8! VPC FA(MEH ALE) 28
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{{ AwWSRegion }}.
{{ AwWSRegion }}.
{{ AwWSRegion }}.
{{ AwWSRegion }}.
{{ AwWSRegion }}.
{{ AwWSRegion }}.

amazonaws.com, logs.

api.aws,elasticfilesystem.

amazonaws.com, fsx.{{ AWSRegion }}.amazonaws.com,dynamodb.
amazonaws.com, api.ecr.

amazonaws.com, .dkr.ecr.

amazonaws.com, kinesis.{{ AWSRegion }}.amazonaws.com, .data-

kinesis.{{ AWSRegion }}.amazonaws.com, .control-
kinesis.{{ AWSRegion }}.amazonaws.com,events.

{{ AwWSRegion }}.
{{ AwWSRegion }}.
{{ AwWSRegion }}.
{{ AwWSRegion }}.

amazonaws.com, cloudformation.

amazonaws.com, sts.

amazonaws.com, application-autoscaling.

amazonaws.com,monitoring.{{ AWSRegion }}.amazonaws.com
" > Jetc/environment

e. TH A MME MEIFLICH
4. Image Builder O|O|X| B|A|Z|E 4 gfLICt.

a. HlAlZ] 44 m o] X0l A

Section

SlAlZ ME HE

7|2 ololx]

ChSE =gt

ut2t0|E ANEXEF

B Enter an appropriate name
such as res-recipe-linux-x
86.

{7 Enter a version, typically

starting with 1.0.0.

=L Add an optional descripti
on.

O|O|X| =4 Select managed images.

0S Amazon Linux

o|O|x| 2z|&l Quick start (Amazon-m
anaged)

o|D0|X| ol& Amazon Linux 2 x86

Z2to|8l VPC FA(MEH ALY
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Q17 A QX|L|o{& ARLC|2 MEX 7t0|E

Section u2t0|e ANEX ESE
s HE XE SM Use latest available OS
version.
QIAEA T Y - Keep everything in the

default settings, and make
sure IHO|Z 2Rl Al £
SSM 0f|0|ME A7 is not
selected.

xtof C|2E|Z A ClEE2 42 /root/bootstrap/re

s_dependencies

Components de Fd 4 Ct=

mo

Z{Mst T A=

o

L

Amazon Z2|&: aws-cli-

version-2-linux

« Amazon & Z2|&:
amazon-cloudwatch-
agent-linux

o AMEX}7E AS: Amazon

EC2 #+4 247}t 0|

of MdxR&LICH EE

ofl AWS #H|H ID2t XY

AWS 2™ & =g

« Amazon #2Z|¥: simple-
boot-test-linux

b. BIAL H&S M=

o
A
n

5. Image Builder QIZ 2} A2 MABLICH

a. KNEE ZIAAM QZt TS MEdEFL|CEH

Z2to|8l VPC FA(MEH ALY



ol gl

AX|Lo™ ARE|I2

6.

o OO [ |
c. =gt MM Ho|x|oMCIEE E
Section t2to|E
olu} o4 x|
= - [N ]
A4 04
= O
IAM 23&
AWS Q2lZ g} CIAEAA £
VPC, M
d. Q=Zgt 7o Mg MEIEHLICE
M EC2 Image Builder It O|Z2}QIE MdEL(Ct

AE Xt

oo

=
=
Enter an appropriate name

such as res-infra-linux-x86.

Add an optional descripti
on.

Select the |IAM role created
previously.

Choose t3.medium.

Amazon S3 EH{Z!of| CHEt 2!
E{Ll HM|A L HHAE

8ot SM4S MEELICH

ol

« VPC: QlZZ} 70l At
SYet VPCE

m

: SSH
A RPN PNES
+ CIDR £%:0.0.0.0/0

> ol

B Ho

Zzto|8! VPC THA(MEH AL
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a. O|O|x| mto|zERlez o|Sstod 0|O|Xx| mto|ZetQl HeS MEHELICE

b. ILO|ZERl MEF HE X|d wo|x|oM CheE Y3ist ChES MEELICEH

c. BIAIZ M= HO|X|o|M Z|E BlIATZ| ArE S M5t o|Tol Hdet BAlL| 0l &S U=F
LICH CtE S MEELCH

d. OlOIX| ZZ M4 Fo| Ho|x|oM 7|8 2228 MEstn Chs s MEErL(Ch

e. zet 74 ol Holx[olM 7|& Qlzel 7+ AAEE MBist 1 o|™o| et l=et 74
ola

9|
|2{gLict Che S MEELich

=
f.  HizZz A% Zo| wo|X|oM Ct&S MEfstod MEAELICE

RES7} QlZet EAE QlA ._'| E N2 AEte + =5 £ o|0|X|= B{ZE RES &
Bt St 2lTol| {ook B LICH MH[A 7[22fE AtEsHH EC2 Image Builder AH|A
HAEEE EI’F_*OHA‘I == o|0[X|7F S-EELICH

m |

]I°|

+ 042 BITI0| RESE HHE 32434 A BHE A% A4S M=45tT 0|0l 2TS of F7he 4
UBLICH

g. MEAAEE AEStD mo|Z 2l Mg MENELICH
7. EC2Image Builder ZtO|Z2}QI2 AlELICEH
a. O|O|X| ZtO| =2t Rlod| A A48t mol|=Z 2t QIS Frot MEdErL|CE

S
b. Zrod2 MEHGI T mo|Z 2l AlS MEHSH|C}

uto|z2tRlof A AMI O|O|X|E Hdst= Ol 2F 4520 M 1A|ZHo] AE = U
o

AN
=
8. MME AMIS| AMIIDE 7|E 35t 10l A InfrastructureHostAMI T2t O|E{ Q] {240 2 A& & LICHhe
section called “1EtA|: MZF A|EP.

gh A A& HEHO| AWS AHIA EH
5t 2+ 9l= Z QlEof CHsH o] Bt
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7 Y AR|L|o{™ AFLCIR AEXt7tol=

EXZQIEJ} o|Mo| RME|X| ot AR QIE{HO0|A VPC AE=EZQIEE AWS MH|A AFZ35H04
aoﬂ 1| = X|EE WS

2. 5718 89 440l Zetols! MEU StLHE MEfELICE.

AWS MH|A MH|A O|&

Application Auto Scaling com.amazonaws.region.application-autoscaling

AWS CloudFormation com.amazonaws.region.cloudformation

Amazon CloudWatch com.amazonaws.region.monitoring

Amazon CloudWatch Logs com.amazonaws.region.logs

Amazon DynamoDB com.amazonaws.region.dynamodb(HO|ES| 0| A==
CIE EHQ)

Amazon EC2 com.amazonaws.region.ec2

Amazon ECR com.amazonaws.region.ecr.api

com.amazonaws.region.ecr.dkr

Amazon Elastic File System com.amazonaws.region.elasticfilesystem

Elastic Load Balancing com.amazonaws.region.elasticloadbalancing

Amazon EventBridge com.amazonaws.region.events

Amazon FSx com.amazonaws.region.fsx

AWS Key Management Service com.amazonaws.region.kms

Amazon Kinesis Data Streams com.amazonaws.region.kinesis-streams

AWS Lambda com.amazonaws.region.lambda

Amazon S3 com.amazonaws.region.s3(RESUIM 7|20 2 M|

= HOo|Ego| dEZQIE ZIQ

Z2to|8l VPC (M= At 33


https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-vpce-bucketnames.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html

047 2 QIX|LI0JY ARC|R

AWS MH[A

AWS Secrets Manager

Amazon SES

AWS Security Token Service

Amazon SNS

Amazon SQS

AWS Systems Manager

MH|A O|&

Ag|E 2 EoMH HAS DA B ste{H Fot
S3 QlIE{H[O|A A=EZQIETL HRFLICE Amazon
Simple Storage Service Q/E{H|0

A RSAMS.
com.amazonaws.region.secretsmanager

com.amazonaws.region.email-smtp( use-1-az2, use1-
az3, usel-az5, usw1-az2, usw2-az4, apne2-az4, cac1-
g doolME xIBEIX| g3

az3 % cacl1-az4 7I8 ¥ =
com.amazonaws.region.sts
com.amazonaws.region.sns
com.amazonaws.region.sqs
com.amazonaws.region.ec2messages

com.amazonaws.regi on.ssm

com.amazonaws.regi on.ssmmessages

VPC IEZQIE Q10| MH|A0f 914
VPC QIEXZQIEE X[|HGHK| &t = MH|ALF S&52{M VPCo H{EE MEU0| ZEA| MHE MY
& £+ QI&LICE AWS Identity CenterZ ID M& Q%2 A& 35104 Research and Engineering Studio Hi
0| ZRF F[A HMA HEES 7T ZEA| MHE Hd5te{™ ChS BHE [MEAM L.
1. RES HiZO0 AtEE VPCLo| H{EE] MEHI|M Linux QIAEHAE A[ZFErLICE.
 Linux I{& 2| - Amazon Linux 2 &£ = Amazon Linux 3
« O}F7|®X] - x86
o QUAERIA R - t2.micro 0|4
« HOF 15 -0.0.0.0/00{|M ZLE 31282| TCP
2. QAR AN ¢44510{ ZEA| MHE MY ELICTH
Zatols! VPC F4( Arg 34


https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_sts_vpce.html
https://docs.aws.amazon.com/sns/latest/dg/sns-vpc.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-setting-up-vpc.html

7 W elx|Lo{@ AL AMEXt7Ho|E

a. http 2= LCt.

=
b. ZE & MEUo|M ChE =M Qlol cHet A S s& L.

.amazonaws.com(& 2t AWS AMH|A Q| BL)

.amazoncognito.com(Amazon Cognito &)

.awsapps.com(ldentity Center&)

.signin.aws(ldentity Center&)

.amazonaws-us-gov.com(Gv Cloud&)

c. CIE ZRE HZS HREELICL

d. ZSAMHE gdsstn AEELIC
e. IZSAlMHII =&l Oi7[|st= PORTE 7|S8l SLIC
3. ZESA| Mol cHet HMAE 518st= = 2t T EIOIES FEELICH

a. VPC 2&Z 0|55t0f Qlmat 3AE I VDI 3AEN AFSE MEUo| 2l Hlo|2S 4
gk

b. ZEE 74 AZ0| o B0 HEE ZFA| M QIARHAZ O|SSHESF Elol=
= WaELo

c. QUZEHWVDIsH AFSE RE MELI(QIES HM|A giF)e| 2t E Elo[S ol CHsio] S =

TAO| Hot 35S o785t T/ A MHZE =4 Ci7[st= PORTOIA €l

ZZlo|8! vPC b= mzto|E M-

o = AWS CloudFormation &l & Z!0fl £% metO|E{ £ the section called “1EHA: X ZF A|%r =33
OF BfL|CH &2 A48t =etold! VPCOH| MEXo 2 HiZ 624 CHS ml2t0|EE HAIE ci2 MXs)
ofF g LICH.
m}2t0|E 2=
InfrastructureHostAMI Use the infrastructure AMI ID created in the
section called “Amazon Machine Image(AMIs)
Z=HJ".
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AR 7H0|E

ot2t0|E
IsLoadBalancerinternetFacing
LoadBalancerSubnets

InfrastructureHostSubnets

VdiSubnets
[ClientIP]
ol Blas MY

O| CloudFormation AE{2 | EZ,
( PortalDomainNameO| M3 E Z<
== Qlo{of gFLct.

| AE2|X|, Active Directory
)E MMELICH MES

ol2y

Set to false.

Choose private subnets without internet access.
Choose private subnets without internet access.
Choose private subnets without internet access.

You can choose your VPC CIDR to allow
access for all VPC IP addresses.

2 THQl 2B A
HiZ 3t O|2{8t o|F 2

|I~2AE AHSE

HHZ Mol BAT| RIZE3S CIREEE £ &LCH

HHE A|ZF: 2F 40~90&

1. of 212! AWS Management Console 311 https://console.aws.amazon.com/cloudformation

AWS CloudFormation 2& & L|C}.

(® Note

2rE[XH Aol A= X F gL

-

2. Z&0iM =ESS AEELICH

AWS GovCloud(O|= M%&) 2[7od| tY
Ct.

3. HE metolEHE U=E LI

EZ3tE B9

GovCloud ZtE[M A HollM RIEES ARSI
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https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
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AdminPassword

ServiceAccountPassword

Default
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
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LDIFS3Path
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Default
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https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res.ldif
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html
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I 20| E Default AN
EnvironmentName res-[environment PortalDomainName O| Al
name ] 2= ZA<o| netolE e &3

LHOIM ALSE = JUE M
ME HOH IS0 Ef2E F
7tst= ol AHSElLICE ol
RES ABMS MME M AIS
El EnvironmentName I}
2tO|E{t &x[3Hok & LICt.
AHoi of] &2 HE =

22 TRk BLICH

PortalDomainName GovCloud H{ 3 o] Z< 0| m}
2tO|E{E =5t X| Ot M A2,
M E=H S0l 2lsAet &
otz 7l 822 MR
&LCt.

AHoi cHEt Amazon Route
532| Q! o|FLICt. O
MEIJIMBEHHEE QB
Mot 7| ool M E|ofof
Y2 E=FELICE AWS Secrets
Manager. AtA| ZH QI & QI
S M7t e 4<0| ntzto|
E{ 2 H|® & Environme
ntName = QU&LICH

4. 7150IM BE QIR SOlstn A MM MBI
1EA: MEF AIE
Ol 44449 step-by-step K|l It MBS TAIsHT HISoll hEZ 2t

HHZE AlZF: 2F 60

HL

HHZ 5l7| Xof o] MZ0d CHEt CloudFormation EIZ2!2 CI22E8 £ Ql&LCE
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json

7 A AX[L|oF AFCIR AEXt7tol=

in AWS GovCloud(O|= AMF)E HizZstE d<0| EE32 AASELICH

® Note

AWS CloudFormation Z|AAE AWS 2212 E 71 7|E (AWS CDK) (AWS CDK) #+Z20iM
M ELICH

AWS CloudFormation &Z2!/2 9| AWS 0 Research and Engineering StudioE H{Z & L|CI AWS 2
CIRE. ABS AIE6t7| Mol AL 2742 SF&lof gfLct.

1. o 232l AWS Management Console St11 https://console.aws.amazon.com/cloudformation
AWS CloudFormation 2&& L|C}.

in AWS GovCloud(O|= AF)& HiZstedHo| BESS AIFELICH

3. O|HEH2 7IEHM2z 0|5 SF(HXILIot §7) 2ol AZFELICEH CHEM £FMHE AlE
otodH 2& B A ZS0iM 2™ MET|E AWS E[THAIS ELICH

(@ Note
Ol ME2 &AH LRI AHEE 4= 2= Amazon Cognito AH|AE AFSEFLICHAWS 2|
™. Amazon CognitoE AFEE = AWS 2| JU=0MOo| MES AlZHsHok gLt 2|
=|Al 71242 AWS 2| al Services ListE 2 X 5HAMIL.

4. TEHOIEOI MOl MIE HEX Ol Tat0lElE HE st 1 Tool met £HELICH AHSEHE 9 2
Bla2 ABO| H2 oM 0|23t TfatOIEIE &2 4 s

AAE HIZE B Ol

ot2to|E Default |

0%

EnvironmentName <res-demo> res-, 11Xt O|5}, CHEX} S
O 2 A|EHSHE RES 2401
XHE 128 o|§LCt.
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https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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VdiSubnets

ActiveDirectoryName

ADShortName

LDAP 7|&

LDAPConnectionURI

ServiceAccountCred
entialsSecretArn

UsersOU

Default

corp.res.com

corp

DC=corp,DC=res,DC=
com
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5. [AEH Md(Create stack)]2 ME4St0{ AEHS HYE B L|CH

AWS CloudFormation 22| &'Ell G0 ABHO| HENE & = UELICH 2F 602 Fof
CREATE_COMPLETE A EHE gtA EL|C}.
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[EXTERMAL] Invitation to Join RES Environment: res-test - Message (HTML)

File Message Help @ Tell me what you want to do
g4 = v i
S Ignore m E |v_| M F’| £=) Meeting 9 asana > To Manager @ = Rules |v_| | ) L Find A}) C)\
é) é) —> = . Nz - Oom ax
Team Email Daone OneNote I Related ~
p Junk ~ Delete Archive Reply Reply Forward g Mare ~ ) -% — Move — Mark Categorize Follow | Translate Read Zoom
S Al t Reply & Delete Create New v [BActions~ | Unead ~  Up~ = B EEme | g
Delete Respond Quick Steps N Move Tags ] Editing Speech Zoom A
[EXTERNAL] Invitation to Join RES Environment: res-test
L - Repl “ Reply Al F d
@ no-reply@verificationemail.com O Reply © Reply 7 Forwar
7o I /20,

| CAUTION: This email originated from outside of the organization. Do not click links or open attachments unless you can confirm the sender and know the content is safe.

Hello clusteradmin,
You have been invited to join the res-test environment.

Your temporary password is:

You can sign in te your account using the link below:
https://res-test-external-alb-801427597.us-east-1.elb.amazonaws.com

RES Environment Admin

*Z2o2 2IQI8 #o= SSO FZ Aol HAEIES A THM HHE THE = JASLICL HHZ &
TE HEE MME HESMRF M 7H0|=. clusteradmine FXIS AHEULICHO| AEE AHEF
o ZEMEE MYstn s TEMEN| AISA £ 28 HHAMS €58 = UoH LAZEQ 0 A&
EHS stehsl ML AIA|Mo 2 HlATES HlZs £ it
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MZF LoolE

Research and Engineering Studio(RES)0i|= H™ 4C|0|E 7} H|O[X{IX| Ot o|LAR1X|of k2t MZFS
AClo|Est= & 7HX| &0l Q&L

2E| MAE AFSELICH Ho[X EElAE et EE ASSIHH, otold EE|
A HSE FIHELICH o|& S0{ 7T 2024.012 2024'A 1&0i HIO|H EE2[A
™ 2024.01.012 siiE HH 2| O0to|L] EE[A UO|o|ER&LICH.

+ HIOJX HE HH0IE

« OFOJL] A YHHI0IE

H[O|XM HT HO|0[E

Research and Engineering Studio= A 4FS AFE5H04 813 MHEE X[ 2L 17 O|T RES #ZF0AM %|
tlZo2o|nto|asolMME X[REFLICH Eeto| Z2MAE AE5t0] ALSAE 2EE 57| Tof
2t740f CHEF YO|O|EE EHAES T EQIE 4= & Lct

1. S BEo| AHAFE MM EFLICE the section called “AEHAF MA"S(8) XA L.

o
O Z RESE AHHE EFLIC}. the section called “1EHA|: A& AR E(8) HEFHAIL.

2
3. YOo|EE &dof AHAE MBEFLICEH the section called “AHAF ME"E(8) HE5HAML.
4

DE HolE7t M 8oz I3z oto|ael|o|MEIRE x| & lgf Lt

OrolLd HHH Yo[o|E

RESO CHEH OFO|Ld BT MO0 E Q| B2 AH Mx|7F 2 3HK| et &LICH AWS CloudFormation
ElZ 22 20|0|E S0 7|E RES AEH Eg . AC|0|EE HHESHT| AWS
CloudFormation Z10{|0{ A $4A RES & = SOolgtL|Ct HES AZ BERM HE HSE

= & A&LICH

oy ﬂIIO
lo
T
gl

0i: "Description": "RES_2024.1"

Hlo[x H™ HololE 49
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OtO|LA TS YOOl E ot HH:

ol M #|&I AWS CloudFormation & & 2!E CH2 2 E 8 L|Ctthe section called “1EHAH|: M ZF A%}

https://console.aws.amazon.com/cloudformation AWS CloudFormation 2& 2 3L|C}.
AEHO|AM 7|2 ABME ol MEAEFLICH 2 EA|Z|o{oF B LICt<stack-name>.
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https://console.aws.amazon.com/cloudformation/

7 A AX[L|oF AFCIR AEXt7tol=

M&E A7

£ =& AWS Management Console Al& 304 AWS M| Z 0f| A Research and Engineering StudioS
M74E = Q& LICH AWS Command Line Interface. O] A& 0l A 44438t Amazon Simple Storage
Service(Amazon S3) HZ!E +=82 2 AMx|&ljof & LICH O| ME2 EZE HIO|EE XMEE 8=

<EnvironmentName>-shared-storage-security-group2 AFHS 2 Z AFA|5HK| oF&LICH.

AHE AWS Management Console

1. AWS CloudFormation 2&0f 2 Q!gfL|C}.

2. AE4 I O|X|ofMHO| ME 2| Mx| ABHE MEHEFL|CY.

3. A XE MEfErLICE

AP AWS Command Line Interface

220l AWS Command Line Interface (AWS CL)E A& £ QIEX| &QlgtL|Ch M| K|
AWS CLI Al MEHM | 2F £ed2lL[7} AWS Command Line Interface?& & Z5tAl
MEE £ U MEO| HIEZE 2o 2R AHe R FHEEREX| &Qlst £

Ct.

8t

$ aws cloudformation delete-stack --stack-name <RES-stack-name>

shared-storage-security-group 4f&|

/A Warning

ME2 9| 5tX| of2 Olo|E £2AMERE E55t7| /s 7I2Mo 20| It A|ARIE RXIE
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LIch EoF O& I HAZAE ot A|ARE MAStES *._‘"5—'13P‘F‘_=| 3H':* Al&" Lo E2tEl 25
=

CIOIE7t S Moz AN ELICH CIO[EHE #dstHLE M & S0l Clo|E & AT ot
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1. o 232! AWS Management Console 5t11 https://console.aws.amazon.com/efs/ Amazon EFS

&g Yotk

A& AWS Management Console

51


https://console.aws.amazon.com/cloudformation/home
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://console.aws.amazon.com/efs/

Bl MK LIC<RES-stack-name>-shared-storage-security-
group. E= O|2{Et Y A|ARIEZ CHE 2ot D80l Mg sto HIOIEHE RXIE = UELICH

3. 0of 232l AWS Management Console 3t 11 https://console.aws.amazon.com/ec2/ Amazon EC2

Z£S gL

4. <RES-stack-name>-shared-storage-security-groupZ A& LICH.

Amazon S3 H{Z! AHK||

Ol M&= 2 Olo|E{7} & AE|X| & =F AWS CloudFormation AEHE AMK|E 7|2 AXEH 32
x1|.=.01|H ei Amazon S3 HZN(ZEQ! 2|Ho| HHE8)2 | XISt= S FHELICH MES AM7HE
ZF OOEHE EEE ERIt gl AR0IS3HAS =822 AKME = U&Lct ChS HA o et
Amazon S3 HZ!2 AMAIELICEH

1. of 212! AWS Management Console 5t11 https://console.aws.amazon.com/s3/ Amazon S3 &
£2 GLich

==
2. EHAMEFM HAS MEIELICEH

3. S3H3lg 3t&LClstack-name.

4. Zf Amazon S3 HZA g ME4e OIS H|R7|E MEELICH ZF HZ! S H|<{oF &Lich.
5. S3HZE MEiSID MXIE MEHEFLICE

E A873104 S3 HHZ!E AX|5tE{H CHS H- S AWS CLIAIZEFLICE

$ aws s3 rb s3://<bucket-name> --force
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URLE ddsteqH:
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b. XA EH I=A RolM AER E IDE H&LICH
c. Ol EXtLol AER & IDE F7HEfLICH

urn:amazon:cognito:sp:<user_pool_id>

12. Amazon Cognito URN2 /248t & MES ME{gLCt.
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4. EAo|M emailAddressE MEHEHLIC,

5. M & 0iE FIHE MEIFLICH

6. OHECZ|7o|Mo| AL At £0] 'email'e KZIELICH
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2. XA E5E 3= S Guict
3. Single Sign-On0i| A HE(&EH &) MEHEFLICE.
4.

CHE S22 SAS HgELch

a. SAMLS MEHFLCH

b. 3=ZXt OlFol AAEXIoAH I8 O|lF 2 =T LICH

c. MEHOIEH BM A=EXQIE URL 23S MEdgLCt

d. 30| SASt URLE 24 LICHAM Identity Center0f| A O ZE2[7|0]MH M.
e. 3=AO|HY £4oi 'email'S =AFLICH.

f. HM&ES HE{ELICH

5. HOIX|E M=Z x| SEf7} ZE8sE Aoz EAZ=X| FELICH

Single Sign-On(SSO)2 <&t At 8 I =ZA +4

Research and Engineering Studio= 2 & SAML 2.0 A} & 32Xt S& Z|0{ RES Z & CHEt
ARt HMAE CIBELICE O EHAM = MBS SAML 2.0 At 3 SZAtet & ste XIE2 A
S LICE 1AM Identity CenterE A& 3tti= 32 MME HZESHAMRIAM Identity CenterE AtE 5104
Single Sign-On(SS0O) AH.
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3. SAML Z|C|34 URLES MEfEFLCH
« SAML CH& URI - AMH|& S X & SAML CH Y 7HA| ] 27 IDRILICH
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urn:amazon:cognito:sp:user-pool-id

SAML CH4 URIE Bop{H™

1. E2|X} EE= clusteradmin@ 2 RESO| 2118 L|C}.

2. g4 gt ME "X E s S2XE oS ELICH
3. A

3. RESO| AA[E SAML ofdMof = Ot HE/ZEIY0| AHERte| o|HIY FAZ A E[of Rlofof &
LICH

« SAML A &= NamelD
« SAML O|H|Y

4. |dP= 782 7|8t 2 SAML o{dMof| E=/Z8|¥E F7HELICH RESOH= Ol2{st EE7t ERE
Lich. cH 2o B2AHE 7IEMo 2 033t WEE AS22 MSLICH 2AsH0F s B2 O
s 9 U U HEHML.

« AudienceRestriction -& £ A& L|Cturn:amazon:cognito:sp:user-pool-id. user-
pool-id& Amazon Cognito At At £ 9| IDE Hi 5 LIC}.

<saml:AudienceRestriction>
<saml:Audience> urn:amazon:cognito:sp:user-pool-id
</saml:AudienceRestriction>

« 85 -8 InResponseToZ MHE&LICthttps://user-pool-domain/saml2/
idpresponse. user-pool -domain& Amazon Cognito At& A} £90| =HIQl O|E2 2 HiE L
Ct.

<saml2p:Response
Destination="http://user-pool-domain/saml2/idpresponse"
ID="1id123"
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
IssueInstant="Date-time stamp"
Version="2.0"
xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

SSO8 A4 58 3= 7+ 59
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- SubjectConfirmationData - At& X} & saml2/idpresponse HIEEZQIEQ} P2 SAML 2F
IDInResponseToZ Recipient A™ELICH

<saml2:SubjectConfirmationData

InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
NotOnOrAfter="Date-time stamp"

Recipient="https://user-pool-domain/saml2/idpresponse" />

« AuthnStatement - CtS1 Zro| £ AEL|C}.

<saml2:AuthnStatement AuthnInstant="2016-10-30T13:13:28.152Tz"
SessionIndex="32413b2e54db89c764fh96ya2k"
SessionNotOnOrAfter="2016-10-30T13:13:28">
<saml2:SubjectlLocality />
<saml2:AuthnContext>

<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password</
saml2:AuthnContextClassRef>

</saml2:AuthnContext>
</saml2:AuthnStatement>

5. SAML OHEZ 2|7 0|0l 230t URL EEV} QlE 42 2 d™E#LCl<domain-url>/saml2/
logout.

EHIQ URLE 7t 2E4H

1. E2|X} E= clusteradmin@ 2 RESO| 2118k L|C}.
2. #4F e
3. EHelu

6. IdP7} Amazon Cognito2t2| AIZ|& T &F5t7| 25 ME QUBME +==5t= B Amazon Cognito
ME Q1B ME Ct22E510d IdPoll =2 =8t
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1. A|Z5t7]0d A Amazon Cognito 2& 2 JL|Ct. AWS Management Console

0

2. ANEX E2 MEELICH ALK} &2 040k & LICtres-<environment name>-user-pool.
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3. EI9I&#FE "2 MEigrLch
4. HOEHHOIM At Y ZZA 232 MMM ME QIS M E7|E MEHFFLICE.
Cognito user pool sign-in info
Users can sign in using their email address, phone number, or user name. User attributes, group memberships, and security settings will be stored and configured in your user
pool.
Cognito user pool sign-in options User name requirements
User name User names are not case sensitive
Email
Federated identity provider sign-in (1) nfo @ ( Add identity provider ) [( View signing certificate )]
Your app users can sign-in through external social identity providers like Facebook, Google, Amazon, or Apple, and through your on-prem directories via SAML or Open ID
Connect.
[ Q Search identity providers by name ] 1 &
Identity provider A | Identity provider type v | Created time v | Last updated time v
(@) idc SAML 2 weeks ago 3 hours ago
O| @15 ME AtE35t04 Active Directory IDPE HH5t1,E F7t5tIrelying party trust,
Of &= FAtAtof CHEF SAML X[ E M8t e = JU&Lch
® Note
O|= Keycloak & IDCOH|= MEE|X| f&LICt
5. OfEZ[#Ho|d dHEo| 2= E[T SAML 2.0 ofZ 2|7 0|4 HIEFHIO|E| XML EE= URLE CH2 2
LI Ch& BHadol M AFSEfLICH
=~ = =
e B5H SZRE AHEstES RES 74

RESO]| CH8t Single Sign-On A& 2t= 5t2{H

1. ZZ|X} EE clusteradmin@ 2 RESO| 2 1 QI8kLCt.
2. A e bt dY KA BH SZXE o|SgLC.
SSOB XA BE 22X 74 61



Environment Settings

Environment Name AWS Region 53 Bucket
@ res-gaenvi us-east-1 [ res

General Network Identity Provider Directory Service Analytics Metrics CloudWatch Logs

Identity Provider

Provider Name User Pool Id Administrators Group Name
cognito-idp @ u 1_re ! (P administrators-cluster-group

Managers Group Name Domain URL Provider URL
managers-cluster-group (3 https://res-gaenv1-9d4688cf-5¢14-48d0-990f- [J https://cognito-idp.us-east-1.amazonaws.com/us-east-
ce96d346a24c.auth us-east-1.amazoncognito.com 1_reuFsm8SE

Single Sign-On

Status SAML Redirect URL 0IDC Redirect URL
https:/ires-gaenv1-9d4688cf-5c14-48d0-990f- https://res-gaenv1-9d4688cf-5c14-48d0-990f-
ce96d346a24c.auth.us-east- ce96d346a24c.auth.us-east-
1.amazoncognito.com/sam|2/idpresponse 1.amazoncognito.com/oauth2/idpresponse

3. Single Sign-On0ilA 2B} E A[7]| @1o| TE] ot 0|2 E 4EH5}04 Single Sign-On 74 H[0|X[E &
L|Ct.

SSO8 A4 58 3= 7+ 62
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Single Sign On Configuration

Identity Provider

Choose the third-party identity provider that you would like to configure.

® sAML ® oibC
Configure trust between Cognito and Configure trust between Cognito and
a SAML 2.0-compatible identity an OIDC identity provider,
provider.

Provider Name

Mame used for the provider in cognito

Metadata Document Source

Provide a SAML metadata document. This document is issued by your SAML provider.
@® Upload metadata document

@ Enter metadata document endpoint URL

Metadata document

[ Choose file

Provider Email Attribute

The Email attribute used to map email between your idp and the Amazon Cognito user pool

Refresh Token Expiration (hours)

Must be between 1 and 87600 (10 years)

12




017 U Alx|LiofE) ARC|2 A8 7hol=

(@ Note
CtS OI&2 S8 &lX| ef&LICt
» Cognito
* IdentityCenter

c. MEHO|E] 2M AA0M MA3t 8 S MEHSI T HEIH|O|E| XML EME 2 =5 HL &}
4 5H ZZ X2 URLE NZErLICt.

d. S=A O|HY £dof HIAE ZHE =FLICtemail.

274 M H|0|X|2 CtA| 2E&LICH 7440| 2HFE ™ Single Sign-OnO| EA48HEILICH.
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Attribute mapping (1) info

View, add, and edit attribute mappings between SAML and your user pool.

User pool attribute | SAML attribute

email email

Metadata document 1o

View and update your SAML metadata. This document is issued by your SAML provider. It includes the issuer's name, expiration information, and keys that can be used to
validate the response from the identity provider.

Metadata document source Metadata document endpoint URL
Enter metadata document endpoint URL https://portal.sso.us-west-2.amazonaws.com/saml/metadata
/MDg40DM3NTczNjYOX2lucyO4M2EyYTcyMGUzZTFIMDI4

6. &M O Mt Z<? DynamoDBO| X <environment name>.cluster-settings E|O|E
£ Yd|o|EsloF gfLch.
a. DynamoDB 2&2 @1 B MoiA E|O|2 S ME4FLICE
b. <environment name>.cluster-settings EfO|E2 &of MEiStD 2 MM &S
M MENSLICH
c. €5 AWM EE= FE|o|M ZE{Z 0|S5to4 CHZ m2t0|EHE ULt
« 54 0|& - key
« 2t -identity-provider.cognito.sso_idp_provider_email_attribute
d. Run(&&)S MEHFLICE
7. HHEHEI E=0|AM identity-provider.cognito.sso_idp_provider_email_attribute
EXtEE 31 HEES MEI5H0{ Amazon Cognitol] #1733 ALE It UX[GHE S BAIES =HE L
Ct.
SSO8 N A BZ 22X 74 65
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I ¥ Scan or query items

[ O scan ] [ O Query ]
Select a table or index Select attribute projection
[ Table - res-jan19.cluster-settings v ] [ All attributes v ]
v Filters | §
-
Attribute name Type Condition Value

[Q key X] [ String v ] [ Equal to v ] [ identity-provider ] ( Remove )

Add filter

7
-
Run Reset
{ (® Completed. Read capacity units consumed: 13 X
Items returned (1) Edit String D ( Actions ¥ ) ( Create item )
| 1 & X
[ emai ) 8
Enter any string value.
|:| key (String) v | version v
a identity-provider.cognito.ss Cancel Save > L 1
SAML IdP 2| E|eHZ
SAML 27| - Chrome E2}2X{0{|0] #H S AtE3t01 SAML & FHot11 SAML 1M ZIE &
oI5 4= QA L|CH AFMIEH LHE S Chrome & AE0{2| SAML-tracers X 35HAM Q.
SAML 7HE Rt =7 - OneLogin2 SAML QIZEE 72 C|2 Y5t SAML o{ Mol E TEE FQ

9|
st O A8 e &= /e =78 MSELCH XEMEH LHE 2 OneLogin & AFO|E Q| Base 64 Decode +

O =2 T AAL-
InflateE® & X 5HAM|R.

Amazon CloudWatch Logs - CloudWatch Logs0i|A RES 29| 27 = A1 E &0le = JUsaL
Ct. 2= o|& Aol 21 a8 J}&LICtres-environment-name/cluster-manager.
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a. AWS CloudFormation 2& & Lt

2
b. <environment-name>-vdcE ME{EfL|CI
c. CIAAE MEHGITE YL|Ct<environmentname>-vdc-external-nlb.
d. NLBOIA{ DNS O|§S SAtEfLICE.

8. Route 53 &2 ¥L|ct.

9. ZHelE Hot I HES MEFLICH
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https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-saml-idp.html
https://console.aws.amazon.com/directoryservicev2/
https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/cloudformation
https://console.aws.amazon.com/route53/

o4 Al AIX|L|of3 AKLC|Q AL 7Hol=

10. B2 = O|§0E =FLICvdc.
11. Bl E {3 (Record type)ol A CNAMES AMEAEHL|C}H

12. NLBO{ DNSE l24&tL|Ct.

7|2 o 2 RESE TMHIQl amazonaws.com AF&35t0{ OHE2[7H0|MH 2= SAHMOM & Z&ES 54

BIgtLICH RIA ZHQIE AFS3HEdT AL X7 A& 51 7LE AWS Certificate Manager (ACM)0 A 2 &
8t H{= 2] SSL/TLS °|’<A-|E T8l oF ELICH ACMEZ AI83t= 8% ZEI0[¢EL E MH|A ZAE
Z+ol|l SSL/TLS #M'd2 & 35t5t7| 2/ Tet0|EH 2 M3 3t of 5t= AWS El&aA O|§2 A Eulct

® Tip
QI8 B|AA OE IF7|X|E HIEZ 5t BRM 2|F ElAA ARHS HHEZE
PortalDomainName [ MEHSH EHQI2 04 2451 0F ELICIQ|SE 2|AA MM,

AEX XIE ZHIQlol| CHEE QIS ME ' dstedH:

1. 2&0|M AWS Certificate Managerg @04 H= 2! QIS ME L& LICH. AWS GovCloud(O|= M
ol HHEZ35l= A< GovCloud THE|M AHHof| QIS ME M EFLICH.

2. HEEZQBSM ™S MEIStD CISS MEIELICH

3. EMQl o|E0|M *.PortalDomainName L 250 CiEt QIZEMHE QA8
CPortalDomainName.
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in AWS GovCloud(O|= M&8)E HHEZSt= B CNAME 7|9t gt SAHELICH &8 oHE|M
HEo|M 22 AtE5t0] HEE! S AR Jo| M B|ZEE MEELICH QIS M AEf7t &2

EHo 2 HEK|o{of gLCt.

8. M CIZM ARNS SAt5t0o49| mtzt0|E 2 J24FLICACMCertificateARNforWebApp.

Amazon CloudWatch Logs

Research and Engineering Studio= A x| 0 CloudWatchdf| Ct2t 22 21 1
7|2 BE 7|72 g & FXStAR.

— LT = L=

CloudWatch Log & Retention

/aws/lambda/ <installation-stack- o2 |X| oS
name>-cluster-endpoints

/aws/lambda/ <installation-stack- Or2 E|X| &S
name>-cluster-manager-scheduled-

ad-sync

/aws/lambda/ <installation-stack- Or2 E|X| &t

name>-cluster-settings

/aws/lambda/ <installation-stack- Or2 E|X| oS
name>-oauth-credentials

/aws/lambda/ <installation-stack- Or2 E|X| S
name>-self-signed-certificate

/aws/lambda/ <installation-stack- Ot E|X| S
name>-update-cluster-prefix-list

Amazon CloudWatch Logs
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CloudWatch Log & Retention
/aws/lambda/ <installation-stack- = P =
name>-vdc-scheduled-event-transf

ormer

/aws/lambda/ <installation-stack- o2 E|X| ot

name>-vdc-update-cluster-manager
-client-scope

/<installation-stack-name> / 37
cluster-manager

/<installation-stack-name> /vdc/ 371
controller
/<installation-stack-name> /vdc/ 37K &

dcv-broker

/<installation-stack-name> /vdc/ 374
dcv-connection-gateway

23389 7|2 EE& ¥H3E52i™ CloudWatch Z£ 2 0|&3t09 CloudWatch Logs2| 21 G| O|E
2ZE HE X[EHE HEAL.

20241 4HRES AL R XIT MEH HHE HZIsHod RESOIAM M3t ofg
(@)

(=] A

= = SE T

&LICH AF2 X XY H8t A= IAMPermissionBoundary IHEHO|E{Q| Y2 2 'E'?J A7H12] ARNZ A
E FMHR

35101 RES AWS CloudFormation d%|2| dF 2 Ho|g = &LICt O TLF HIII 1€ H|® &8 RES
Aol HEh BA7F DHEEIX| k& LICH CHE 2 RES & 0| 3 Sslfof st 2 S S lLICH HAXH2
Z M8sttds Tt A7 TS HYE s1&8st=X] &l

[ |

{
"Effect": "Allow",
"Resource": "*",
"Sid": "ResRequiredActions",
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"Action": [
"access-analyzer:*",
"account:GetAccountInformation",
"account:ListRegions",
"acm:*",

"airflow:*",
"amplify:*",
"amplifybackend:*",
"amplifyuibuilder:*",
"aoss:*",
"apigateway:*",
"appflow:*",
"application-autoscaling:*",
"appmesh:*",
"apprunner:*",
"aps:*",

"athena:*",
"auditmanager:*",
"autoscaling-plans:*",
"autoscaling:*",
"backup-gateway:*",
"backup-storage:*",
"backup:*",

"batch:*",
"bedrock:*",
"budgets:*",

"ce:*",

"cloud9:*",
"cloudformation:*",
"cloudfront:*",
"cloudtrail-data:*",
"cloudtrail:*",
"cloudwatch:*",
"codeartifact:*",
"codebuild:*",
"codeguru-profiler:*",
"codeguru-reviewer:*",
"codepipeline:*",
"codestar-connections:*",
"codestar-notifications:*",
"codestar:*",
"cognito-identity:*",
"cognito-idp:*",
"cognito-sync:*",
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"comprehend: *",
"compute-optimizer:*",
"CUI:*",

"databrew:*",
"datapipeline:*",
"datasync:*",

"daX:*",
"detective:*",
"devops-guru:*",
ndlm:*n’

"de:*",

ndrs:*n’

"dynamodb:*",

nebs:*n’
"ec2-instance-connect:*",
neCZ:*n’
"ec2messages:*",
"eCI:*",

uecs:*u’

neks:*n’
"elastic-inference:*",
"elasticache:*",
"elasticbeanstalk:*",
"elasticfilesystem:*",
"elasticloadbalancing:*",
"elasticmapreduce:*",
"elastictranscoder:*",
nes:*n’

"events:*",
"firehose:*",

ufis:*u’

"fms:*",

"forecast:*",

"fox:i*",

ugeo:*u’

"glacier:*",

"glue:*",

"grafana:*",
"guardduty:*",
"health:*",

"iam:*",
"identitystore:*",
"imagebuilder:*",
"inspector2:*",
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"inspector:*",
"internetmonitor:*",
"iot:*",
"iotanalytics:*",
"kafka:*",
"kafkaconnect:*",
"kinesis:*",
"kinesisanalytics:*",
"kms:*",

"lambda:*",
"lightsail:*",
"logs:*",
"memorydb:*",
"mgh:*",
"mobiletargeting:*",
"mg:*",
"neptune-db:*",
"organizations:DescribeOrganization",
"osis:*",
"personalize:*",
"pi:i*t,

"pipes:*",
"polly:*",

"qldb:*",
"quicksight:*",
"rds-data:*",
"rds:*",
"redshift-data:*",
"redshift-serverless:*",
"redshift:*",
"rekognition:*",
"resiliencehub:*",
"resource-groups:*",
"routeb3:*",
"route53domains:*",
"route53resolver:*",
"rum:*",

"s3.*",
"sagemaker:*",
"scheduler:*",
"schemas:*",
"sdb:*",
"secretsmanager:*",
"securityhub:*",
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"serverlessrepo:*",
"servicecatalog:*",
"servicequotas:*",
"ses:*",

51gner.*",
"sns:*",
"sqs:*",
"ssm:*",
"ssmmessages:*",
"states:*",
"storagegateway:*",
"sts:*",
"support:*",
"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"textract:*",
"timestream:*",
"transcribe:*",
"transfer:*",
"translate:*",
"vpc-lattice:*",
"waf-regional:*",
"waf:*",
"wafv2:*",
"wellarchitected:*",
"wisdom:*",
"xray:*"

RES X|¢ AMIs 7+

RES X[ Amazon Machine Image(AMIsE AF23tH AFE A K| AMIsOf| 714 A& QIAEA

(VDIs)oll CHEt RES S48 AW Mx|& % Q&LICH RES X9 AMIs AF2 5t 02| #|o|ZEl ol

X|E Ar&3st= VDI QIAEA S| 2 & AlZt0| &4 ElLICH EC2 Image BuilderE AtE35t0{ AMIs =5t

T MAZESQo| ABICZ SE% 4 Ql&LIC}H Image Builderodl CHEH XEAIBH LI 2 Image Builder
ANE HdBME FESAMR.

Al&HSEZ| Mo = Al {71 2e] RESE Hif = 8l oF &Lt
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
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3},
"Action": "sts:AssumeRole"
}
]
}
RES Z434:
JSON
{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "RESDynamoDBAccess",
"Effect": "Allow",
"Action": "dynamodb:GetItem",

"Resource": "arn:aws:dynamodb:us-east-1:{AWS-Account-ID}:table/{RES-

EnvironmentName} .cluster-settings"”,
"Condition": {
"ForAllValues:StringLike": {

"dynamodb:LeadingKeys": [
"global-settings.gpu_settings.*",
"global-settings.package_config.*",
"clustexr-manager.host_modules.*",
"identity-provider.cognito.enable_native_user_login"

"Sid": "RESS3Access",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": [
"arn:aws:s3:::{RES-EnvironmentName}-cluster-{AWS-Region}-{AWS-
Account-ID}/idea/vdc/xres-ready-install-script-packages/*",
"arn:aws:s3:::research-engineering-studio-{AWS-Region}/
host_modules/*"

1
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Image Builder At MBEAM 2| Image Builder &2 AIE5t0] T 24 Y X|EE WELICEH

T 24 ME HEE UL

1. S0l Y=g Mg

2. 0lOlx| Y #M|(0S)0l A Linux EE & WindowsE ME{EFL|CH.
3. T A 0|0t &2 o0 U= o|§2 Y={ELICtresearch-and-engineering-

studio-vdi-<operating-system>.
4. FEASIHHE HEE ™stn MEiMoz MBS FItefLc

= =
5. "ol EMol chE Yol mtds U™ELIC 277 YdstH YAML o2 S7hof RIZstH 71

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance
# with the License. A copy of the License is located at
#
# http://www.apache.org/licenses/LICENSE-2.0
#
# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-linux
description: An RES EC2 Image Builder component to install required RES software
dependencies for Linux VDI.
schemaVersion: 1.0
parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- RESEnvName:
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type: string

description: RES Environment Name
- RESEnvRegion:

type: string

description: RES Environment Region
- RESEnvReleaseVersion:

type: string

description: RES Release Version

phases:
- name: build
steps:
- name: PrepareRESBootstrap
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'mkdir -p /root/bootstrap/logs'
- 'mkdir -p /root/bootstrap/latest’
- name: DownloadRESLinuxInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/linux/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination: '/root/bootstrap/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'tar -xvf
{{ build.DownloadRESLinuxInstallPackage.inputs[@].destination }} -C /root/
bootstrap/latest'

- '/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
install.sh -r {{ RESEnvRegion }} -n {{ RESEnvName }} -g NONE'
- name: FirstReboot
action: Reboot
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onFailure: Abort
maxAttempts: 3
inputs:
delaySeconds: 0
- name: RunInstallPostRebootScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- '/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
install_post_reboot.sh'
- name: SecondReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
delaySeconds: 0

Windows

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance
# with the License. A copy of the License is located at
#
# http://www.apache.org/licenses/LICENSE-2.0
#
# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-windows
description: An RES EC2 Image Builder component to install required RES software
dependencies for Windows VDI.
schemaVersion: 1.0
parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- RESEnvName:

EC2 Image Builder 714 24 A4 79



017 U Ax|LjofE ARC|2 A8 7hol=

type: string

description: RES Environment Name
- RESEnvRegion:

type: string

description: RES Environment Region
- RESEnvReleaseVersion:

type: string

description: RES Release Version

phases:
- name: build
steps:
- name: CreateRESBootstrapFolder
action: CreateFolder
onFailure: Abort
maxAttempts: 3
inputs:
- path: 'C:\Users\Administrator\RES\Bootstrap'
overwrite: true
- name: DownloadRESWindowsInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/windows/
res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination:
'"{{ build.CreateRESBootstrapFolder.inputs[@].path }}\res_windows_install_{{ RESEnvRelec
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecutePowerShell
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'cd {{ build.CreateRESBootstrapFolder.inputs[@].path }}'
- 'Tar -xf

res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
- 'Import-Module .\virtual-desktop-host-windows\Install.psl'
- 'Install-WindowsEC2Instance'
- name: Reboot
action: Reboot
onFailure: Abort
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maxAttempts: 3
inputs:
delaySeconds: 0

>
>
>.
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« Amazon Linux 2(x86 %! ARM64)
Ubuntu 22.04.3(x86)
RHEL 8(x86) ! 9(x86)

Windows 2019, 2022(x86)

Create a new recipe

1. O M EC2 Image Builder 2& 2 L |Cthttps://console.aws.amazon.com/imagebuilder.
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« Windows Server& EC2 QIAEIA0| SSM AgentE =82 x| 2 A AHELICEH

7. Linux 7|8t BIA|Z| o] B Amazon Z2|& aws-cli-version-2-linux BHE 8 QA E
dlAlZ|ol F71EfLICH RES A%x| A3 BEE=E AWS CLI A2 3104 DynamoDB E{AE MY
O| 3244 Ztoil CHet VDI HMAE KB ELICEH WindowsH|=0| =M @A 7t 2R SHK| et&LCt.

8. Linux £ Windows &3S I3l 244 El EC2 Image Builder 4 LA E F7I5t1n &
et utetolH gt Y=g Lct 2o 3 n2to/EH= AWSAccountID, RESEnvName,

RESEnvRegion 2! RESEnvReleaseVersion!L|C}.

/A Important

Linux Bt39| B2 HX{ aws-cli-version-2-linux HE M @47 FIIE & A
CHE O|2{8t 7 QA E F7tstoF gLict.
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Modify a recipe
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1. Linux 7|8t Bl|A|Z[o] B2 Amazon #2[& aws-cli-version-2-linux HE 78 QA E
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RESEnvRegion 2 RESEnvReleaseVersion 2 L|LC}.
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Create a new Image Builder pipeline
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Modify an existing Image Builder pipeline
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DynamoDB2| <envname>-cluster-settings E|O|E20{= CIS Eof ¢
DynamoDB
7| AA

identity-provider.cognito.sso_client_secret

vdc.dcv_connection_gateway.certifica A EH
te.certificate_secret_arn
vdc.dcv_connection_gateway.certifica A EH
te.private_key_secret_arn
cluster.load_balancers.internal_alb. AEH
certificates.private_key_secret_arn
directoryservice.root_username_secret_arn
vdc.client_secret A EH
cluster.load_balancers.external_alb. AEY
certificates.certificate_secret_arn
cluster.load_balancers.internal_alb. A EH
certificates.certificate_secret_arn
directoryservice.root_password_secret_arn
cluster.secretsmanager.kms_key_id
cluster.load_balancers.external_alb. A EY

certificates.private_key_secret_arn

cluster-manager.client_secret
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(® Note

Research and Engineering Studio L2
of&LICH AWS GovCloud (US).

EZ0f ¢1Z5H= AWS Budgets Z120{l A x| 2= x|

He 74 =l
Lo =

9| MH|

H| &0l =20| EI=5 AWS Cost ExplorergE S3l of A2 MAMStE Zd0| E4LICH 2
= &LCh ApMEF 82 Zte| 22 & HIO|X|E & E5tAM|the section called “AWS 0O Iﬂ

2
[
=
=

LHOflA A4S ol Abof] HZIE 4 ¢
sstaiob BtLICt

ME X|H5t7| 2/l RES Z2ENMEE J&LICH AWS Budgets.
H

|2 B BT Lholl M B e

2 ShA
A= =

-

off 2221 AWS Management Console 3t 11 https://console.aws.amazon.com/costmanagement/
AWS Zx 2 H|E 2l 2£S Lot

2. HI8 &Y i3 E MEFLICH

4. EEEE ME

res:Project

=HgrL|ch

3l res:EnvironmentName Ef1E Z A4S0 MEH

Billing X
Cost allocation tags w« 11 Download €SV
Home Cost allocation tags activated: 3
¥ Billing
User-defined cost allocation tags AWS generated cost allocation tags
Bills 4
Payments @
Credits User-defined cost allocation tags (2/47) info
Purchase orders
‘ Q Find cost allocation tags 11 matches
Cost & usage reports
Cost categories Clear filters iaisle
Costallocation tags (19
Fres ter - -] Tag key A status v Lastupdated date Last used month v
Billing Conductor [ (] res:BackupPlan ® Inactive November 2023
¥ Cost Management a res:ClusterName @® Inactive November 2023
Cost explc 2 —
ost explorer 2 O res:DCVSessionUUID ® Inactive November 2023
Budgets
Budgets reports [} res:EndpointName ® Inactive November 2023
Savings Plans [4 res:EnvirenmentName \3/ ® Inactive November 2023
v Preferences ] res:Moduleld @® Inactive November 2023
Billing preferences O res:ModuleName ® Inactive November 2023
Payment preferences
(]} res:ModuleVersion ® Inactive November 2023
Consolidated billing [4
Tax settings O res:NodeType ® Inactive November 2023
v Permissions res:Project ® Inactive November 2023

e p—— |
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Choose budget type .«

Budget setup

) Use a template (simplified)
Use the recommended configurations. You can
change some configuration options after the
budget is created.

© Customize (advanced)
Customize a budget to set parameters specific
to your use case. You can customize the time
period, the start month, and specific accounts.

1. ZM 2a0M olAbg MEghLict
2. ofdt g MEfEhLCH
3. oflAb MEoll M ALR R
4. Ofrt S0 HIZ ofat- HEE
5 Ct&8 MEfgLCt
Billing * :I::::se budget type
Home —
v Billing Set your budget
Bills s
Payments Configure alerts
Credits
Purchase orders Step 4 - Optional

Cost & usage reports
Cost categories

Cost allocation tags
Free tier

Billing Conductor [4

¥ Cost Management
Cost explorer [
Budgets | 1
-
Budgets reports

Savings Plans [

¥ Preferences
Billing preferences
Payment preferences
Consolidated billing [2

Tax settings

¥ Permissions

Affected policies [A

Attach actions

Step 5
Review

Budget types

© Cost budget - Recommended W
Monitor your costs against a specified dollar amount and receive alerts when your user-defined thresholds are
met. Using cost budgets, the budgeted amount you set represents your expected cloud spend. For example,
yeu can set a cost budget for a business unit and then add additional parameters such as the associated
member accounts.

) Usage budget
Manitor your usage of one ar more specified usage types or usage type groups and receive alerts when your
user-defined threshalds are met. Using usage budgets, the budgeted amount represents your expected usage.
For example, you can use a usage budget to monitor the usage of certain services such as Amazon EC2 and
Amazon 53.

) Savings Plans budget

Track the utilization or coverage associated with your Savings Plans and receive alerts when your percentage
drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by Savings Plans, while setting a utilization target lets you see if your Savings Plans are unused or
underutilized.

_) Reservation budget
Track the utilization or coverage associated with your reservations and receive alerts when your percentage
drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by reservations, while setting a utilization target lets you see if your reservations are unused or
underutilized. Reservation alerts are supported for Amazon EC2, Amazon RDS, Amazon Redshift, Amazon
ElastiCache, and Amazon Elasticsearch reservations.

é/ Cancel Next
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Budget scope info

Add filtering and use advanced options to narrow the set of cost information tracked as part of this budget

Scope options

() All AWS services (Recommended) O Filter specific AWS cost dimensions
Track any cost incurred from any service for this Select specific dimensions to budget against.
account as part of the budget scope For example, you can select the specific service

“EC2" to budget against.

Filters info Remove all

Dimension

\ Tag y. v

{ Tag \

\| res:Project y, v
/Values N

| Filter tags by values v

project1 X

\ J/

Cancel Apply filter

Add filter

¥ Advanced options

Aggregate costs by
Unblended costs v |
Supported charge types v |

Upfront reservation fees X | ‘ Recurring reservation charges X | | Other subscription costs X |

Taxes X | ‘ Support charges X ‘ | Discounts X |

HIE ZLIEZ X Aof 91
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RES Environmen

Projects

Environment Project Management

Q

Title Project Code Status Budgets Groups Updated On

Actual Spend for budget: RES1-Project1-Budget1 « DemoUsers

project1 project1 @ Enabled ® Budget Exceeded * DemoAdmins 10/31/2023, 12:44:12 PM

Limit: 500.00 USD, Forecasted: 394534 USD * ProductUsers

-
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CHA|EE

Research and Engineering Studio PN & demoadmin1 v

res-stage (us-west- <

2)

Virtual Desktop Dashboard

v Home

Instance Types (1 Session State (2

Virtual Desktops

Shared Desktops Summary of all virtual desktop sessions by instance types. Summary of all virtual desktop sessions by state.
File Browser
SSH Access
ADMIN ZONE
v eVDI
Dashboard
Sessions
Software Stacks (AMIs)
Permission Profiles méa.large STOPPING
Debug
Settings
& W méa.large ) STOPPING
» Envir M }:4
Base0S (3 Project (4
Summary of all virtual desktop sessions by Base OS. Summary of all virtual desktop sessions by Project Code

Windows
Amazon Linu...
project1
W Amazon Linux2 [ Windows W projectl
Availability Zones (9 Software Stacks (6
Summary of all virtual desktop sessions by Availability Zone. Summary of all virtual desktop sessions by Software Stack.

Software Stacks

Amazon Linux 2 - x86_64

o -
0

0.5 1 15
No. of Sessions

us-west-2a

W us-west-2a

N}

W Sessions

CHAIEE 93
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M|A0f= Research and Engineering Studio LHO{A M E 2E 7t4 ClA3E0| EA|IELICH A4 |
O|X[oM MM HEE ZEHE & EHL M AME ddg = /&Lt

RES Virtual Desktops Sessions

Sessions (2)

Virtual Desktop sessions for all users. Endﬁ see these sessions eal Desktops. 9
QLG OR AN  Create Session

@ Created ¥ Last 1 month

Q Search 0 All States ¥ All Operating Systems ¥
(-] Session Name v Owner v Base OS Instance Ty... State Project Created On
[ demoadminiami21 [ B demoadmin1 Amazon Linux 2 méa.large @® Stopped project1 9/27/2023, 8:31:50 AM
O demoadminiwindows1 demoadmin Windows méa.large @® Stopped projectl 9/27/2023, 8:38:23 AM
1
= (=) v S
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Launch New Virtual Desktop X

IX|L|0q

o

Cl

bl
I
n
to

Session Name
Enter a name for the virtual desktop

[ )

Session Name is required. Use any characters and form a name of length between 3 and 24
characters, inclusive.

User
Select the user to create the session for

(@ )

Project
Select the project under which the session will get created

[ v)

Operating System
Select the operating system for the virtual desktop

[ Amazon Linux 2 v ]

Software Stack
Select the software stack for your virtual desktop

[ v)

Enable Instance Hibernation

Hibernation saves the contents from the instance memory (RAM) to your Amazon Elastic Block
Store (Amazon EBS) root volume. You can not change instance type if you enable this option.

®

Virtual Desktop Size
Select a virtual desktop instance type

@ )

— 1 Storage Size (GB)
MM 4 96

Enter the storage size for your virtual desktop in GBs

& )
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MM =50lM MM ol M=stod MM HF SEE FLCH

RES Virtual Desktop SESSS 8765705b-8919-48ba-901a-19e2c49cf043

Session: demoadmin1amli21

General Information

Session Name Owner State
demoadmintami21 demoadmin1 ® Stopped
Details Server Software Stack Project Permissions Schedule Monitoring - >

Session Details

RES Session Id DCV Session Id Description
8765705b-8919-48ba-901a-19e2c49cf043 bd63e69a-e75a-427b-b4c8-39d7c43b95ad

Session Type Hibernation Enabled Created On

VIRTUAL No 9/27/2023, 8:31:50 AM
Updated On

9/29/2023, 11:01:20 PM

AT E9fo] AEH(AMIS)

® Note
M3 E CentSO7 A ZEQ0{ ABZS M AMASZIM A E EF H S AWS Marketplace
A& 304 LI A AMIE 5 AWS GovCloud (US)atioF & LICT.

A X E Qo] A I 0| X|0oll A Amazon Machine Image(AMIs)E 7 &35t7LE 7|& AMIE #EE &= U&
L|C}.

AXEE Q0] AEHAMIS) 97


https://docs.aws.amazon.com/govcloud-us/latest/UserGuide/getting-started-standard-account-linking.html

All Operating Systems v

Name Description AMIID Base 05 Root Volume Size Min RAM GPU Manufacturer Created On
2 CentOS7 - ARM64 CentOS7 - ARM64 ami-07f692d95b2b9c8cS Cent0S 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
CentOS7 - x86_64 CentOS7 - x86_64 ami-00f8e2c955f7ffa9b Cent0S 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
RHELS - x86_64 RHELS - x86_64 ami-0b530377951178d6b RedHat Enterprise Linux 8 10GB 4GB N/A 6/7/2024, 11:25:19 AM
UBUNTU2204 - x86_64 UBUNTU2204 - x86_64 ami-073ff8e13d826b7f8 Ubuntu 22.04 10GB 4GB N/A 6/7/2024, 11:25:19 AM
RHEL7 - x86_64 RHEL7 - x86_64 ami-0bb2449¢2217ch9b0 RedHat Enterprise Linux 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Windows - x86_64 Windows - x86_64 ami-0667133d0dc6089e 1 Windows 30GB 4GB N/A 6/7/2024, 11:25:19 AM
Windows - AMD Windows - AMD. ami-05df91be1d294f195 Windows 30GB 4GB AMD 6/7/2024, 11:25:20 AM
Windows - NVIDIA Windows - NVIDIA ami-00d7af9d003819a90 Windows 30GB 4GB NVIDIA 6/7/2024,11:25:20 AM
RHEL9 - x86_64 RHELD - x86_64 ami-099185fc24d27c2a7 RedHat Enterprise Linux 9 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Amazon Linux 2 - ARM64 Amazon Linux 2 - ARM64. ami-04ed2b27d86¢17f09 Amazon Linux 2 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Amazon Linux 2 - x86_64 Amazon Linux 2 - x86_64 ami-Oee5c62243ab25259 Amazon Linux 2 10GB 4GB N/A 6/7/2024, 11:25:19 AM
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Register new Software Stack X

Name
Enter a name for the software stack

[ )

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ )

AMI Id
Enter the AMI Id

[ )

AMI Id must start with ami-xxx

Operating System
Select the operating system for the software stack

[ Amazon Linux 2 v ]

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[N/A v]

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

& )

Min. RAM (GB)
Enter the min. ram for your virtual desktop in GBs

& )

Projects

Sel \.“ o :;\_ablc IUICLtD fUI thc :uftvval w :ta\_lr\
ENAIS el FTH] od
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Update Software Stack: Amazon Linux 2 - ARM64 X

Stack Name
Enter a name for the Software Stack.

[ Amazon Linux 2 - ARM64

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ Amazon Linux 2 - ARM64

Projects
' Select applicable projects for the software stack

[ ")

AZEY 0] A% BR0IM AZEY 0] A% 0|BS M5t M HEE SHLCH M L Bo|xlo]
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v Home
Virtual Desktops

Shared Desktops

View hosts and se

ssions registered with NICE DCV Broker

VD Host VD Sessions
File Browser
SSH Access
of 1 item
©"servers" : [ 1 item

ADMIN ZONE ©0: { 15 items

v eVvDI "id" : "aXAtMTAtMy@xNTctMTkOLmNvcnAucmVzLmNvbSOxMC4zLjEINy4x0TQtNmRmY j ImNWYyYTQANDEYN2E1IMzgwZDU4YjIzM2I2Zjg=""
"ip" 1 "10.3.157.194"

Dashboard "hostname" : "ip-10-3-157-194.corp.res.com"

Sessions "default_dns_name" : "ip-10-3-157-194.corp.res.com"

Software Stacks (AMls) vport” : (D

Permission Profiles ©"endpoints” : [ 4 items

Debug ©0:{ 3 items

Settings "port" : 8443
Cla3s dY
ClAZE A7 HOIXIE ALS5H04 74 CIAZET QAT BlAAS TAE 4 LI M HHolA
£ ChEat 22 ddof HMAE = J&L/ch
DCV MM R F AEF Alzt
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v Desktops

v Session Management

DCV Session @

Idle Timeout

CPU Utilization Threshold

DCV Host ®

Allowed Security Groups Max Root Volume Size

Allowed Instance Types Denied Instance Types
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Research and Engineering Studio

= RES

Environment Status

Environment Management

Modules

Environment modules and status

AZEQ0{ HA

L & demoadmind v

®

View Environment Settings

Module Module ID Version Type Status API Health Check Module Sets

Global Settings global-settings - @Conflg © Deployed © Not Applicable

Cluster cluster 2023.10 @Stack © Deployed © Not Applicable o default

Metrics & Monitoring metrics 2023.10 @Stack @© Deployed © Not Applicable o default

Directory Service directoryservice 2023.10 @Stack © Deployed © Not Applicable o default

Identity Provider identity-provider 2023.10 @Stack @© Deployed © Not Applicable ¢ default

Analytics analytics 2023.10 @Stack © Deployed © Not Applicable o default

Shared Storage shared-storage 2023.10 @Stack @© Deployed © Not Applicable o default

Cluster Manager cluster-manager 2023.10 @App @© Deployed @© Healthy ¢ default

evDI vdc 2023.10 @APP @© Deployed @© Healthy o default

Bastion Host bastion-host 2023.10 @ stack @© Deployed © Not Applicable * default
Infrastructure Hosts @
Cluster hosts and status

Instance Name Module ID Node Type Version Instance Type Availability Zone Instance State Private IP Public |

res-demo2-bastion-host bastion-host @Iﬂfra 2023.10 mb.large us-east-2a @© Running 10.1.3.148 3.145.1¢

res-demo2-vdc-controller vdc @App 2023.10 mb5.large us-east-2a @© Running 10.1.129.105

res-demo2-vdc-broker vdc @Iﬂfra 2023.10 mb5.large us-east-2b @© Running 10.1.149.12

res-demo2-cluster-manager cluster-manager @App 2023.10 mb.large us-east-2b @ Running 10.1.155.249

res-demo2-vdc-gateway vdc ® Infra 2023.10 mb5.large us-east-2b ® Running 10.1.153.135
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« ID MS A

Single Sign-On &EHQt Z2 MEE E AIFLICH
* Network

HMAE 28 VPC ID, MFA S5 IDs EAIRLICH
* Directory Service

AExtolE A &Eof Cigh &d CIEEE| 48 & MH|& AE 22 ¢f 5 22X ARNS E AL
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Ct.
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- Research and Engineering Studio 4 | & demoadmin4 v
RES Environment Management (6)
Users (©) (ctions 2 ) 02}
Environment user management Set as Admin User

c Q Disable User
Username uiD GID Email Is Sud... Role Is Active Status Groups

* |IDEAUsers

(o) demouser2 3006 3006 demouser2@demo. No user No ®© Enabled
e DemoUsers

O sauser2 3011 3011 sauser2@demo. No user No @© Enabled e SAUsers
* DemoAdmins

O demoadmin4 3003 3003 demoadmin4@demo. Yes admin Yes © Enabled * AWS Delegated Administrators
* |DEAUsers

(@] pmtuser02 8001 6001 pmtuser02@demo. No user No @© Enabled e ProductUsers

1. ASXHE AMELICH

a. ZElRt ALSAE dH™
b. ALSX HIEEE
Groups

Active Directory0llM S7[3tEl 2 E I&2 1& HO|X|o ZEAIELICH 28 74 A 220l cHer il

g L2 Mg FExstMeTd 7I0|=.
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- Research and Engineering Studio

= RES

Groups

Environment user group management

a Q Search

Environment Management

L & demoadmind v

®
@ Actions a ) 9

Disable Group

1

Title Group Name Type Role Status GID
[ o) IDEAUsers IDEAUSsers external user @ Enabled 4000 ]
(@) SAAdmins SAAdmins external user @ Enabled 3035
O AWS Delegated Administrators AWS Delegated Administrators external admin @ Enabled 3999
Users in IDEAUsers (3 v
(] Username uiD GID Email Is Sudo? Role Is Active Status Groups Syn«
¢ DemoAdmins
(] demoadmin1 3000 3000 demoadmini@demo. Yes admin Yes @© Enabled ¢ AWS Delegated Administrators 10/3
* IDEAUsers
¢ DemoAdmins
0O demoadmin4 3003 3003 demoadmin4@demo Yes admin Yes @© Enabled * AWS Delegated Administrators 10/3
* |DEAUsers
e SAAdmins
= oo ASHEF A OlA
& Holx|oM e +dE = AU&LIC
=2 E=2 AHS
1. MEX I8S AL
= ES EHS (@] o == 2= E=2 = St& StAISLS
2. MSX IES M FP MY HFE AHS50 18 S HIEASHE L E sk
=2 =ES2 EH =] S = = Al = = = LI|I= 2 Ol
3. AMEX &S MUHSIH 3HH ot | ALEA F 2 HEYstod AL AIBKE E & U&LIT
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Research and Engineering Studio L & demoadmin4 v

Environment Management Pro

s ts (6]
Projects (©) Cactions ») o

Environment Project Management e Edit Project

Q Search Disable Project

Update Tags
Title Project Code Status Budgets Groups Updated On

[ (o] project-1 project-1 @© Enabled - * IDEAUsers 10/3/2023, 7:04:18 PM ]

Z2HE AEEE AS 7S ZEME S22 MBELICH ZR2ME HAIZSoIM CH3 S +3

1. M LEE A85to Z2MEE &g + U&LUICH

2. ZZME S MBSt X HF & M8stofChgg +de & A&
a. ZZME HE
b. Z2HME H|g d3 £= Ed3t
c. ZZME B3 UH0|E

3. ZZHME Mg MEsto{ M| Z2ZMEE YdY + JUELICH

1. Z=ZHME MMHg MEdFFL|CH
2. ZZME NEFE HEE QladgLct

ZZME DM H|IE 82 FHot= Ol M8E = U= BlAaA Efa]LICH AWS Cost
Explorer Service. AtM|EH LIS A E

/A Important

Z2HE |DE AN

Projects 108
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T2 SMof cHet ARME LHIE 2 MMdE FXStMAIE JIES FTT
o

A
(MEY ALE) Z2ME 9| of b2 ZLICH of dtol CHE REMEH LHE2 MM E HZstMHIE ZLE
m]

2 & xfoq
= CIHEZ ot Al* H2 37 & ot AAR(ZI24)), EFS, FSx for Lustre, FSx NetApp
ONTAP EEE EBS 28 AEZ|XIE AEE £+ A&LCH

=29 & 1t AAHR EFS, FSx for Lustre 2! FSx NetApp ONTAP2 o] ZZME 3! VDIs. 12
L} EBS & 2 EC|X| SME A85lt{H sl =2MEO| 2 E VDI CHE VDIs.

Create new Project

Project Definition

Project 1D

C__ )

Project ID can only use lowercase alphabets, numbers, hyphens (), underscores (), or periods (). Must be between 3 and 40 characters long,

Title

Description

Do you want to enable budgets for this project?

e ]

Resource Configurations

Storage resources
Add file systems and/or 53 buckets to the project.

[ "] ©

Home dlrectory filesystem

Select the files m that will be used to create the user home directories on Linux desktops.

[SharedScorage Home [efs] v ] @

» Advanced Options

AR WEES TR0 M B ZEME By FEZ2HE ARKAM)S BYHLIC 2 o
ol £ 4 s T2 V|2 Wt T2Y MM HESHMR
&S MeigfLict
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AR 7H0|E

Create new Project

Project Definition

Title

Enter a user friendly project title

(

Project ID

Iphabets. numbers, hyphens (-, underscores

(). or periods (.. Must be betwee

Do you want to enable budgets for this project?

(@ ]

Resource Configurations

Add file systems

select applicable file systems for the Project

(

» Advanced Options

Team Configurations

Groups

Role

00se a role for the gro

up

[ group_1

v ] [Proje(tMember

)

Add group

Users
Select applicable users for the Projec

Role
Choose a role for the user

=

Remove user
)

v ] [ProjectMember

IZME HE

1. ZRXE ZE|M ZE2HEE MESSHL|CY.

2. Y HRFHM Z2ME HEIS MENEHLICH.

3. YOo|EE UZFLICL ofdtE Ml stEie B2 AtME LHIE2 HIE ZLIEE 2 Ko{ MME
XM L. T2 SMo| CHEF AEAIEH LHER2 MME B ZSHMAIR BIZE F7t

4. MNMES H=HELICH
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Edit Project

Project Definition

Title
Enter a user friendly project title

( Project1

Project ID

Enter a project-id

ase alphabets. numbers, hyphens (), underscores (), or periods (). Must be betwe;

and 40 characters long.

Do you want to enable budgets for this project?

(@ ]

Resource Configurations

¥ Advanced Options

Add Policies

Select applicable policies for the Project

(

Add Security Groups
Select applicable security groups for the Project

(

» Linux

» Windows

Team Configurations

Groups
Select applicable Idap groups for the Project

Role
e a role for the group

{ group_1

v ] { Project Member

)

Add group

Users
Select applicable users for the Project

Role

00se a role for the user

[ userl

v ] [ Project Member

Remove user
M ]

IZ2MEME|ID 7 L= N 7H
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Environment Project Management

Projects
1

Q <
Title Project Code Status Budgets Groups Updated On
[ (o] project-1 project-1 © Enabled - e IDEAUsers 10/3/2023, 9:06:30 PM ]
1
File Systems in project-1 v
Title Name File System ID Mount Target Projects Scope Provider Created through RES?
No records
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res:Resource/vdi-security-group

eF ZtM[EH LIE 2 Amazon VPC ALE HEBAMe| 2o I 52 ALE5t04 24400 CHEF E
E & Z3tM2 AWS.
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ol A|

S3 URI s3://bucketname/script.sh
HTTPS URL https://sample.samplecontent.com/sample
2Z ot file:///user/scripts/example.sh

ol F HEE FEE 2E QI+E MSELIct
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¥ Linux

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ] [ 1.2 ]
[ https://sample‘samplecontent.com/sample] [ ] ( Remove Scripts )
[ file:///root/bootstrap/latest/launch/script ) [ 1.2 ] ( Remove Scripts )

Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©O

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ) [ 1,2 }
Add Scripts

v Windows

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[53://sample-res-scripts/sample.sh ' ) { 1,2 }
Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ] [ 1.2 ]
Add Scripts
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Team Configurations

Groups Info Permission profile Info

| group_1 v ‘ | Project Owner v I: Remove |

é Users/groups assigned to this permission profile can grant themselves or
others higher privileges for this project by re-assigning personnel to a
different permission profile

Eroup_2 v ‘ [Project Member v (‘ Remove ~:|

| Add group \

No users attached. Click 'Add user” below to get started.

|:’ Add user \)
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Hetg Rojwre BRI} ol A8 KHE ZRHE Ho|x|o| &Y HES A8sto Z2HE
I.

v Desktops

My Virtual Desktops
Shared Desktops

File Browser

SSH Access Instructions

O project2 Project2 @ Enabled

= group_2 * usert 7/15/2024, 11:45:22 AM

. . {fe] 1
¥ Environment Management O  projecs Project3 © Enabled group_

7/15/2024, 8:05:20 AM
* group2
Projects

VDI M| gt &t

MM

0=
0x

A-EXETt LY 74 ClA 3 & HO|X|ol M RH&l2| VDI M E AIETE 4~ A=K 04F & HMo{FLICH

Al
7158
BtL|C AF2 A= AAMEX| AFAlo| VDI MME XI5t S2E £

ZE[RE7F ol AFERE7E REAIQ| VDI MM E AIEE = U= 7SS 77 stedo| SME HIF S
of = A&LICH
ZE[RL7F ob i AL RHIA MM E W de Heto| gls 39 ChE 2ol M 7He ClA3 & AlE H

E0| H|g dstELIct

Virtual Desktops D Autorefresh

test2  Connect

© Ready ws . " © No Schedu

1:05

Tuesday, August 6

CHE AFSAHOl MM MM = B2

- OO 1

ZH2[RE7E otil AFE RV 217 EF A B ol M MM o] Kol HA|AE = UEF {EELICE ol2{Et
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Mo

RES <

v Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

v Session Management

Sessions

ZHEIRI 7t ob il AL RFOH | CHE AL RFOf| CHEH MM S AiAdE
o= ctSat 20| MM 22l7F ZAIE|X| f&LCt

Ls H

RES <

v Desktops

My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions
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Research and Engineering Studio & H|O|X|2| 1% &M FolMq Met Z2E S MEfgrL|Ct. O
HO|X|HM HEt Z2EHE 44, UO|o|E, LIY, E7| & AXE = A&LCH

4

4

Research and Engineering Studio PN

& admin1 v

RES

o)
Permission Profiles

Desktops 3
Create and manage permission profiles.

My Virtual Desktops
Shared Desktops

File Browser

Profile name Description Creation date Latest update Affected projects
SSH Access Instructions
(@] Project Owner Default Permission Profile for Project Owner 2 months ago 3 weeks ago 2

. UpdateStatus test 3 weeks ago 3 days ago 1
Session Management o P 8 Vs ag
Dashboard O Project Member Default Permission Profile for Project Member 2 months ago 2 months ago 2
Sessions
Software Stacks 1

Desktop Shared Settings
Debugging

Desktop Settings

Envir

Projects
Users
Groups

File Systems
S3 Buckets

Permission Profiles

1. 7|2 #et Z2 U Holx|olM eis Ht Z2Lo| 0| S MFLICH of Ho|x|olA MEE
gt Zz2 I WEISHHLE ARIE & U&L|CH
RRESE

118



047 2 QIX|LI0JY ARC|R A8 7ol

Project Owner Dalete

General Settings

Profile ID Description Creation date

[P project_owner Default Permission Profile for Project Owner 3 weeks ago

Latest update
3 weeks ago

Permissions Affected projects

Permissions (4)

Permissions granted to this permission profile

Project management permissions (selected 2/2)

Update project membership Update project status
U sociated Enable or d a project

@ Enabled @ Enabled

VDI session management permissions (selected 2/2)

Create session Create/Terminate other’s session

RES Permission Profiles Project Owner

Project Owner

General Settings

Profile ID Description Creation date
project_owner Default Permission Profile for Project Owner 2 months ago

Latest update

4 hours ago
Permissions Affected projects
Affected projects (2)
List of projects using this permission profile.
Project name Groups Users
Project1 [4 1 2
Project3 [ 2 0

3t

[ulyi)

o
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Create permission profile

Permission profile definition

Profile name

Assign a name to the prof

C_ )

Must start with a letter. Must contain 1 to 64 alphanumeric characters

Profile description

Optionally add more details to describe the specific profile

Permissions

Permissions granted to this permission profile.

Project management permissions

Update project membership Update project status

Update users and groups associated with a p broject
(] (@ ]

VDI session management permissions

Enable or disable a

Create session Create/Terminate other's session
Create a session within a project Create/Terminate another user's session within a project

. 7l2 Mt Z2E wolx|oIA Foll 2= M
Z Meystod ST HEt Z2 TS Aol Bt

| |
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Permission profile definition

Profile name

Assign a name to the profile

[ Project Member

Profile description

Default Permission Profile for Project Member

Permissions

Permissions granted to this permission profile.

Project management permissions

Update project membership

Update users and groups

VDI session management permissions

Create session

Update project status

@ ]

Create/Tel

@ ]

rminate other's session

et T2 L ALK

. 712 HE Z2Z mo|xlolA Poil = Mg 2stod TRES MEsl D At MEE O =
EEHYME LUEFLICH 7|E Z2HE|M AISSHs WE Z2HE 4AE =+ HWELICH
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© 1 permission profile deleted successfully. This deletion did not impact any ongoing projects.

RES erm 1 Pre e:
Permission Profiles

Create and manage permission profiles.

Desktops

My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

Profile name Description Creation date Latest update Affected projects
v Session Management O Project Owner Default Permission Profile for Project Owner 2 months ago 3 minutes ago 2
Dashboard
(@] Project Member Default Permission Profile for Project Member 2 months ago 2 months ago 2
Sessions
Software Stacks 1

Desktop Shared Settings
Debugging

Desktop Settings

4

Environment Management
Projects

Users

Groups

File Systems

S3 Buckets

Permission Profiles
Environment Status

Snapshot Management

78 ™
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Q17 A QX|L|o{& ARLC|2 MEX 7t0|E

. .
Environment boundaries

Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the
environment boundaries can be modified in roles and profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'

v File browser permissions (enabled 1/1)

@0 Accessdata

Display File brow in the navigation menu and access data via web portal.

v Desktop permissions (enabled 12/12)

@ pisplay @ Keyboard [ @] cllpbnard cnpy
Receive visual data from the NICE DCV server nput from the client keyboard to the NICE DCV server opy data from the NICE DCV server to the client clipboard
() Pomter @O Keyhoard sAS @ clipboard Paste
NICE DCV server mouse position events and pointer shapes Use t tion sequence (CTRL*Alt+Del). Note: Copy data to the NICE DC m
© 'w‘n?_usezu the client mouse to the NICE DCV server [ @) ?Cme“sm’t _ © flji:pltzad: the session storage
@ Audio Out @D File Download
Receive audio from the NICE DCV server to the client Download files from the session storage
v Desktop advanced settings (enabled 8/8)
@ Audio In @ use @D Web camera
Send audio from the dient to the NICE DOV server Use USBE devices from the client Use the Web Camera connected to a client device in a session
@ Printer @O smartcard @ Touch
Create PDFs or XPS files from the NICE DCV server to the client Read the smart card from the client Use native touch events from the client device
O stylus @D Gamepad
npur from specialized USB devices, such as 3D pointing devices Use gamepads connected to a client computer in a session
T Hatex] HAA T
TRt T et Metol M DIOJE] HMAE HHLE B 4 U&LICH ANA CIO/EE 1H &
ZEol oY EeteX] Mol ZAEX]| ol 22 Tt A|ARN HZEE CI0IBE Y= =stHLE
CHR 2SS 4 G&LICH CIOIE] AMATH BAISHEIH ALSAHE B ZHoIM T Hah K| EAof o
MAstod 22 ot A|AR ] PEE HOIBHE YZES7HL CI2EEE + JU&LICH

GlOIE] AMIA 715S 74 Che LHE0| I ¥ ZHofl 0/0] 21918 ALSRHE ST Holxlof izt
1Yg YR e sy R R EY 4 YaLICh E3 HOIXIE M2 DI B M7 AlRHEILICH

OAIE Mt 1A

ZE|RHE Ola3 s HetE AHLE THM 2E AR/X2| VDI 7|5 € MYMa 2 #Elg = J&LICh o]

o

Bi3t DE M £k 59 2HS ASHO{ HIATES TRE ABKI 2 BY £ Tl B
S CIAZE SR Z2TS MY £ AUSLICL CIATE HEto| HBASEH HAIE 2R 22
Ziof| M slie HEto| RS2 2 H|grdSHELICH o|2{8t HEtol= “E“f.'&.'oi H|g H3HE" Bl|o|= 0] X
HELIC ZEIR7H0| HIALE HEHS CHAl BMSISICIEtE BElR7L $522 B48E Wk o
A3E ZR ZRUO| HE S HIENSE NElZ RXITLIC
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Project roles Desktop sharing profiles

Desktop sharing profiles ©

Manage your desktop sharing profiles

[ Q, search ]

1 &
Desktop sharing profile ID Title Description Created On
(@] testprofile_1 testProfile_1 9/15/2024, 9:29:55 ¢
O observer_profile View Only Profile This profile grants view only access on the DCV Session. Can see screen only. Can not control session 9/11/2024, 2:10:22 F

»

&
rok
o
12
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r Profile definition

Profile name

Assign a name to the profile.

Profile description - optional
Optionally add more details to describe the specific profile.

[

Permissions

1

Permissions granted to this sharing profile. Te enable the permissions that are 'Disabled globally', go back to the Environment boundaries and enable them there.

¥ Desktop permissions (enabled 12/12)

@ pisplay

Receive visual data from the NICE DOV server

@ Pointer

Wiew NICE DCV server mouse position events and pointer shapes

@ Mouse

Input from the client mouse to the NICE DCV server

@ Audio out

Receive audio from the NICE DCV server to the client

@ Unsupervised Access

Allow a user to connect to session without supervision

» Desktop advanced settings (enabled 8/8)

|H

b Hu

3}
H
A

@D Keyboard

Input from the client keyl

board to the NICE DOV server

@D Keyboard sas

Use the secure attention sequence (CTRL#*Alt+Del]. Note:

Requires Keyboard permissions as wel

@D screenshot

Save a screenshor of the remote deskrop

@D clipboard Copy

Copy data from the NICE DCV server to the dient clipboard

@ clipboard Paste

Copy data to the NICE DCV server fram the client clipboard

@ File Upload

Upload files to the session storage

@D File Download

Download files from the session storage

Z2LE WESoH

1. Hsts z2Ls MERLUC

2. NYs MEE g HEE MEjsto] 2 HE +EELICH

3. Eolmal HetE ZFEgELIC

4. HIAY XMES HEFRLICH

Z2Zof Chet 2& M8 ME 2 T Eid = MM SA| HEE LT
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Project roles Desktop sharing profiles

Desktop sharing profiles ©
Manage your desktop sharing profiles.

[ Q. search ] <1 @
Desktop sharing profile ID Title Description Created On
[ [o] testprofile_1 testProfile_1 9/15/2024, 9:29:55 ¢
(@] observer_profile View Only Profile This profile grants view only access on the DCV Session. Can see screen only. Can not control session 9/11/2024, 2:10:22 1
4 3

r Profile definition ‘

Profile name
Assign a name to the profile.

[ testProfile_1 ]

Must start with a letter. Must contain 1 to 64 alphanumeric characters.

Profile description - optional
Oprionally add more details to describe the spedific profile.

[ ]

Permissions

Permissions granted to this sharing profile. To enable the permissions that are 'Disabled globally', go back to the Environment boundaries and enable them there.

v Desktop permissions (enabled 12/12)

@ pisplay @O Keyboard (® clipboard Copy
Receive visual data from the NICE DCV server Input from the client keyboard to the NICE DCV server Copy data from the NICE DCV server to the dient clipboard
@ Pointer @ Keyboard SAS (O clipboard Paste
View NICE DCV server mouse pasition events and pointer shapes Use the secure atrention sequence (CTRL=Alt+Del). Note: Copy data to the MICE DCV server from the client clipboard
Requires Keyboard permissions as wel
@O Mouse O File Upload
Input from the client mouse ta the NICE DCV server @ screenshot Upload files to the session starage

Save a screenshot of the remote deskrop

@ Audio Out @ File Download

from the s

Receive audio from the NICE DCV server to the client Download

@ Unsupervised Access

Allow a user to connect to session without supervision

» Desktop advanced settings (enabled 8/8)

e g
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File Systems

anage f

Title Name File System ID Scope Provider

Shared Storage - Home home fs-0b4cesh1914913e4 cluster efs

FSx Lustre fsx_lustre fs-0a9042e216f9e3109 project fsx_lustre

FSx ONTAP fsx_ontap fs-0105118574b5e3330 project fsx_netapp_ontap
efs home efs_home fs-0df4c9ac93b975142 project efs

1. TY AAHES HAELIC
2. WY AAHS MEE B2 T HFE AL CHe S S LI

3. MU AARE 2EFELIC
4. LU ALRS MBS 3t otEH | S HY oo U AlAH ME HEE = + U&LICH
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V
Onboard New File System

Onboard File System
Select applicable file system to onboard

X

[

.

[ fs-0013c7a86bbd5f79e [efs]

fs-0edf4f076a4631d76 [efs]

fs-0303cda359d042ca8 [efs]

fs-0ff091b934dda5208 [efs]

r

3. IIYUAARI AT HEE LUELICH

® Note
72Mo R HEktet ZEME ARQKE LIS HEE =l M Z2MEE MME
& ot A|ARIE MEig £ olaLct
zZHMENM & CIHEEZZ AASE Tt A|AE2 Mount Directory 328 2 A% 35104
22 glslok gLICt/home. 22 & CIMEZ| T} Y A|AE] EECIR SMol| 222 E 1}
U AAEO| MHELICE O] 7|52 Z2EMEQ HAAE AASXIEH VDIs. VDIs_ ol AlA
HE 2EYste S0 MEis Bl X|Hol It AIARIS EfAHELICE

~
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r
Onboard New File System X

Onboard File System
Select applicable file system to onboard

©

Title
Enter a user friendly file system title

File System Name
Enter a file system name

File System name cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers and underscore (_). Must be between 3 and 18 characters long.

Mount Directory
Enter directory to mount the file system

Mount directory cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers, and hyphens (-). Must be between 3 and 18 characters long. Eg. /efs-01

[ fs-0edf4f076a4631d76 [efs] v ]

[ )

[ )

[ )

1

4
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RES Environment Management

Snapshot Management

2
1
Created Snapshots = ©
Snapshots created from the environment
[ Q, Search ] 1
53 Bucket Name Snapshot Path Status Created On
No records
4
L

Applied Snapshots ©

Snapshots applied to the environment

[Q Search ] 1
S3 Bucket Name Snapshot Path Status Created On
No records

AHLE 22| HO|X[0|M CHE & =™ + U&LICH
1. 4 2 E A0 sliY HEHE LIt
2. AHAE WEELICH ARHAE WYSiE{H TA] M HEHo| U= HAE ddstiok gfLict
3. & 2 E AN sl EE SLICH
4. AMEE HEEL O
|
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. AL R

48452484 BIX| Amazon S3 HHZI0| TR 8 HEHS MZaHok BHLICH 7! Aol ChEH RHA
HZ) AN ATSHML. HZ HE BE| U A AMA 222 Baststs 2ol TaLc

700l 44 Bl M BAIEHE 4 aLich

® Note
O Amazon S3 HZ!2| &8 F7|= XM& oM #E|=lX| ef&LIch 2&0|M HA =38 F7|
£ #hElstioF &Lt

1. HA SS0M dge HIlE M=o

2. ‘Heh S MEHELICH

3. HH Yol M HES MEE LT

4. HZ Mol s E2 FIHYLICL O &HE2 AL XtL| gt 2 CHAFLICH

AWS_ACCOUNT_ID
RES_ENVIRONMENT_NAME
AWS_REGION
S3_BUCKET_NAME

/A Important
oM X[t HE EXIL2 MEHAMLCH AWS. REAIEH LI 2 https:/
docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_version.html

CHelg HESAAIL,

JSON
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_version.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_version.html
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "Export-Snapshot-Policy",

"Effect": "Allow",

"Principal": {
"AWS" :

"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-
role-{AWS_REGION}}"

}I

"Action": [
"s3:GetObject",
"s3:ListBucket",
"s3:AboxrtMultipartUpload"”,
"s3:PutObject",
"s3:PutObjectAcl"”

1,

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

]I

"Condition": {

"Bool": {
"aws:SecureTransport": "false"

},

"Principal": "*"

—
—

ALHAE M (Create Snapshot)|2 2 2/8LICH
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2. AAIEt Amazon S3 H{Z!o| O|E 2 l2dstLCt
3. HI Uol AN E MEE Z28 LUHYLICH 6| S0{ october2023/23L|CY.
4. MEE MBLICH
r 3
Create New Snapshot X

S3 Bucket Name
Enter the name of an existing S3 bucket where the snapshot should be stored.

[ )

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).

Snapshot Path
Enter a path at which the snapshot should be stored in the provided S3 bucket.

[ )

Snapshot path can only contain forward slashes, dots (.), exclamations (!), asterisks (*), single

guotes ('), parentheses (), and hyphens (-).

. A

5. 5~102 % AEA HO|X|ofM MZ RIS Mstod AEHE ZQIFLICH AEH7} IN_PROGRESS
ol COMPLETEDE HZ'E MK Aisre S5 5HK| SharLlC

_|_

B70| AHAS WA Fol BT AAre A B0] 85104 GlOIEIE ntolaBl0lME £ ola
Lk B 780] AhAS S 4 TS HZol Al HMS Fhsof siC

L
>
o
2
0l0
Ol
L
o >
o
o]
]
_<3|_-
H
Hu
2
|rn
F>

AHNEE SAt el Z2EME AZEQo{ AR HEt ZEE L o A|ARD Z
2 HIo|E{7t M tZoi 2|0 SAHELICEH ALS A MM2 SR K| et&LIch AH 40| HE
£ Z 2laa BlEEQ| 7| WEE Eelstoqd o|0| EXiSt=X| EelgLICH S5 8Z2E2 F
 AM2 M BHE0M ElaA S ALELICH Ol & 7| S/2F 20| HIxsHX|BH
EJI2 Elaa HEECE tZES B CHE A2 AI85to =HE 0|1§ X 712 M ElZE
E MMErL|CtRecordName_SnapshotRESVersion_ApplySnapshotID. & EF A BT X{FH

ApplySnapshotID 20| A E MEsitis Zf A& AEELICH
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AEHLE OHZ 20| Sofl AL B|LA0| 7H8 S SHQURLICE M BB A8 5= &
A SEEIX| EELICH 3% E|lAAT QIE Bl4a20) F AHME2 S5 E4A9 7I8EE
LICh & E|l&28 ME8E = 3

—_ =

A B7Z0| ol 4T} ChE L Almiste 722 23 T80 /& CloudWatch 2104 Al HEE 2ol
ol
AA

=
XS HEE 0l the section called “A % 2HE[" HO[X|o| A &AM SEHE QU =

2. Ter RS MEfgfLIcH
3. HHZ! HHolM HES MEELIC
4. HZA GHol CtE 2 FIHELICH o] 2SS AHSXtel 22 2 CHAEf LI

AWS_ACCOUNT_ID
RES_ENVIRONMENT_NAME

AWS_REGION
S3_BUCKET_NAME

JSON

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {
"AWS":
"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-
role-{AWS_REGION}}"
},
"Action": [
"s3:GetObject",
"s3:ListBucket"

1,
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1>

C
%
i
o



017 U Ax|LjofE ARC|2 A8 7hol=

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

1,

"Condition": {

"Bool": {
"aws:SecureTransport": "false"

3,

"Principal": "*"

136
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I

Apply a Snapshot X

S3 Bucket Name
Enter the name of the S3 bucket where the snapshot to be applied is stored.

[ )

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).

Snapshot Path
Enter the path at which the snapshot to be applied is stored in the provided S3 bucket.

[ )

Snapshot path can only contain forward slashes, dots (.), exclamations (!), asterisks (¥*), single
guotes ('), parentheses (), and hyphens (-).

5. 5~10% F AL ZE| HO|X|oMH M2 T &S MEistod HEfE =flgfLct

Amazon S3 H{Z!

Research and Engineering Studio(RES)+& Linux Virtual Desktop Infrastructure(VDI) 1A A0]
Amazon S3 HZ! B A E K| T LICH RES ZrE|AtE S3 HZAE RESH| 22T, ZE2EMEo| HZ4
o, #A2 WESH D, 84 #a2lol S3 HE! oM HE!IE AMHE £+ Q&LCh.

S3HZ OAIEEE A8 7tstt 2EYE S3 HA S5 M3 EfLICt S3 HZ! CHAIE=0|M CHS

mo
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/index.html

Bucket name Bucket ARN Mount point Mode Custom prefix Projects

53 Bucket arn:aws:s3:res-s3-example /53-bucket RAW %p default

Ct2 MM M= RES Z2XME 0 A Amazon S3 HZ!2 a2t 2|st= whedg A4gdstL|ct,

|

« Z42|El VPC HHZE 2|8t Amazon S3 HZ! AFXH =H

7t

i

« Amazon S3 H{Z!

]
I

« Amazon S3 H{Z!

« Amazon S3 H{Z! AN H

. clole] Z|

o WA AE HA HAHA

« Z2to[S VPCHAM CIoIE R & YK

T
OII

- EM&ZE

 CloudTrail At A%

ZAE2|El VPC HHEZE 2|8t Amazon S3 HHZ! A =4

ZA2|El VPCO Research and Engineering StudioE H{Z3t= A< AWS A0l RESE Hi=Z 8 & Cf
2 BEA o 2t Lambda 743 Tt2t0|E{E UC|O|EgLIC.
1. Research and Engineering Studio7} HiZEl AWS A 2| Lambda 2&0i 23218 L|C}

2. Bl= Lambda g+ & 3ol EFMEFL|IC<RES-EnvironmentName>-vdc-custom-
credential-broker-lambda.

3. 4ol T4 e ML
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e ‘ @ This function belongs to an application. Click here to manage it.

¥ Function overview s

Diagram Template )

Related functions:
| select a function v

®/H=|

Layers ©) ‘

‘ m APl Gateway

("+ Add destination )
2 -

(_+ Add trigger )

Code Test

General configuration
Triggers

Permissions
Destinations

Function URL
Environment variables
Tags

VPC

RDS databases

Monitoring and operations
tools

Concurrency and recursion
detection

Asynchronous invocation
Code signing
File systems

State machines

—

N

ro

IR ¢
=3

x

o

ox

T

4>

fljo
rx
qm
Q'I_-
kl
ok
4> W
=]

[$)]
i

« %} regional

Amazon S3 H{Z! F 7}

Monitor

Configuration | Aliases | Versions

Environment variables (16)

The environment variables below are encrypted at rest with the default Lambda service key.

| @ Find environment variables

(~JoJo)

(__Export to Application Composer ) ( Download ¥ )

Description
‘vele lambda to provide temporary credentials for mounting object
storage to virtual desktop infrastructure (VDI) instances.

Last modified
17 hours ago

Function ARN

Application

Function URL Info

Key

AWS_STS_REGIONAL_ENDPOINTS

Value

regional

CLUSTER_NAME
CLUSTER_SETTINGS_TABLE_NAME

DCV_HOST_DB_HASH_KEY

DCV_HOST_DB_IDEA_SESSION_ID_KEY
DCV_HOST_DB_IDEA_SESSION_OWNER_KEY

MODULE_ID
OBJECT_STORAGE_CUSTOM_PROJECT_NAME_AND_USERNAME_PREFIX
OBJECT_STORAGE_CUSTOM_PROJECT_NAME_PREFIX

OBJECT_STORAGE_NO_CUSTOM_PREFIX

[e]]]
on
(@]
N .
ol
__

MMg gL

ro ono

Il
=l
m

7|: AWS_STS_REGIONAL_ENDPOINTS

RES 70 S3 HZ!E F7t5t2{H:

1. Add bucket(HZ! £7hH2

2. HZ! 0|, ARN, EIXi X|&Mnt &2

/A Important

§ 273 Heg Fote

instance_id

idea_session_id

idea_session_owner

vde

PROJECT_NAME_AND_USERNAME_PREFIX

PROJECT_NAME_PREFIX

NO_CUSTOM_PREFIX

« M3E HZAARN, A X|H F 2EE Hd & HEY = laLch

Amazon S3 HZ!
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RES

Add bucket

Currently only available for Linux desktops

Bucket setup

Bucket display name
Type a user friendly name to display

Bucket ARN

Paste the copied Amazon Resource Mame (ARN) from

Mount point
Type the directory path where the bucket will be mounted

Mode
() Read only (R)

Allow user only to read or o

53 even across different accounts

© Read and write (RW)

Allow users to read or copy stored data and write or edit

Custom prefix

Enable th em to create a prefix automatically

| Mo custom prefix v

» Advanced settings - optional

1AM role ARN

To access the bucket, paste the |AM role Amazon Resource Mame (ARN) copied in Identity and Access Management (LAM)

Project association

Projects - optional
Associate the bucket with t

to Create Project.

lowing projects. To add a new proje

| v | .;:(3:;.

(o) DD
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/A Important
Z2MEE S3 AT AFSE WIS Y ZEME| JIE JH4 CIAIE Qlza
(VDI) QIAE A0 SRIEIX| ebgsLich IS o] Y T2 ME ot T Fofjgt

EHME|M AlZrEl VDI Mo ot 2 EFLICEH

FIF
0

« SSHAM ZEMEE 44 HAISHE S3 HZ! | H|O|H

& ALEXt= s Clo|E{of UM AT +~ giA ELCH

RES Environment

Edit S3 Bucket

Bucket setup

Bucket display name
Type a user friendly name to display

53 Bucket

Project association

Projects - optional
Choose the projects to associate to the bucket

| default X |

| default |
[ cancel ) Save bucket setup

Amazon S3 H{Z! &7
1. S3HZ! FSE0{M S3 HZIS MEAEFL|CE.

2. =d HIolM KIS MettLich

/A Important

e HX{ HIIMH ZE Z2HME HAZAE X||7{5HoF &L}
o M7 22 S3 IOl Cl|O|E{of| &S F K| &&LICH S3 HZ! O RESS| 2448+ A7

gL
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GlolE Ae2
RESOI| S3 HHZ!E F7+e mf HHZ LH°I CIOIEE &8 Z2ME I MERIH HAEE + = 40|
A&LICH HZ! F7HHO[XK[0M 47| ME(R) EEE 47| H M T|(R/W) ZEE MEE £ Ql&LICtH

7| H&

Read Only (R)E ME45H H{Z! ARN(Amazon ElAA O|8)2| HFALE 7|8t2 2 H|o|E ZHE|

7t MEELUCH o & E04 BE2|Xt7F ARNS AL 5104 HHZA!E RESO| F7tarn:aws:s3:: :bucket-
name/example-data/st10| HZIE TEME AL T2 ME Bo} (145t AR Z2ZME AL X
ZH™ME B LHo{ A VDIsE AlZtStE A A B2 bucket-name OF2Hol =0i Q= OIOIE{EH g
= U&LICt/example-data. T AR 2[F | O|O|E{0f] HMAE 5= Q& LICE HHZ! ARNOI| & F At
7t FILEIR| 2 A HAN HZAE R E T2ME M MA HAS AISE = &L

9171 3 17|

Read and Write (R/W)E MEHSIEH QoM HHE CHE HZ! ARNL| MFAIE 7|t 2 H|0|E 4
27l A& M ELICH o] 2E0|= &2lX7F S3 BHZ!of & —1‘— 7B HFAIE MSE = UeE FHSM
0| /& LICt Read and Write (R/W)E MEHSIHCIS SMO| T8 E EECIR HFE NEste
AR XH HFAFMMHE AIEE = U&LICH

o AFEXXEH HEFA QIS

* /%p

* /%p/%u
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Add bucket

(@ Currently only available for Linux desktops

Bucket setup

Bucket display name
Type a user friendly name to display

Bucket ARN

Paste the copied Amazon Resource Name (ARN) from AWS 53 even across different accounts
Mount point

Type the directory path where the bucket will be mounted

Mode

O Read on\y(R)

Allow nly to read or copy stored data

© Read and wrlte(R/W)
Allo s to read or copy store:

Custom prefix
Enable the system to create a prefix

[ No custom prefix a ]

[ No custom prefix 4 ]
Wil n dedicated directory

A& xIE Cllo|E A2l eig

MRt XI'd HF A0 No custom prefixE MEHSIH AFE X XI'H O|O|E{ ZHE| @40| HHZ!O| F
7HEILICE o|Z A 5t HZI 1AE R E T2 MET| 17| L MT| HMA HEE THE 5= U&L
Ct. ol & 0] EIXt7I7F arn:aws:s3: : :bucket-name No custom preflx MELEI ARNS
AE35t0d HZ!E RESOH| 715110 H{ZI€ Z2ME A L T ZME Bo} (45 AR T Z2ME
ALY ZE=ZME B LHO|M VDISE AlZst= AL A= HZof CHEF F A3 o17| 2 A 7| HAM|A FHE
£ A&t

ZaMEY £E0| HlojE Zz)

AEXFRE Moﬂ /%pE MEASHH HZIO| HIO|E{7t AT 4 EH T 2MER AR|FLICH
sp Her= TEME FCE LIEHHLICE o & E0{ Z2|At7} /%p ARNS MESHT O E X|™HO|
/bucketarn'aWS'SZ' : :bucket-name@lE At&350 HHZ!2 RESO| F7t5t10| HIAIg ==X
EAYZZME B} 946t T2 ME AQ| AF2X AT} /bucketOl TIHUS £ £ QaLICH =2
ME AQ| ALEXt BE AME AL ATt /bucketof ZAEt g = =L U&LICH JBLt AAS XL BTt
ZZME BOM VDIE AEStT /bucketS AT{EH ZZMEHZ 0|7 HE|EI22 AL}
A7t Bt 8t mhJ ol EAIZ|X| E&L|Ch AL A7F BHd 8t mhd2 HF AL of2Hel S3 HZIMAM B2
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& /ProjectA UX|P ALEX BE Z2ME BO| VDISE AFSE /ProjectB [HPHO| HMAT =
ol
AA

ZZMEH ASKHE &0l Mol Hlo|H Al

MEX X|H HF A /%p/%sus MEHSHH HZI Q| CI|O|E{7} e Z2EMEQ HAEEI ZH EH Z 2
ME QAMSKIE AZ|ELCH sp s ZEME FEE LEHNT = AF8X O|§ 2 %u LIEHHL
Ct. o & E0{ Z2IX7}7F arn:aws:s3: : :bucket-name /%p/%u MEHEI ARNI} /bucket 2| B
M X|HE A&35to{ RESOI| 2l g —’F7h°=.*|—|EP. Ol HII2 Z2ME AL T2ZME Bt 44|04
ALt ZEME AQ| AAEXt A= /bucketOl IHUE £ = UELICE %p ZE2IB A= O™ AlLt
2|2et & 20| AR ALEA BE Z2EME AV} /bucketo TEHME A0 M3 IS & = Q&

LIct Z2MEQ A XA 257t CIOIEE ZHE|st7| INE /ULICH AFS A ATF 2Hdt ohal2 HFA
otzHel S3 HZlo M BHE & /ProjectA/UserA UX|PH AHZ X} BE ZZME A0|M VDIs AFHEE
/ProjectA/UserB [2H0]| HMAE = Ql&L|CH,

RESE HHZlofl A et Heto| e B9 CHE AWS AH'E 0l A H-I g BHAE = AJ&LICH CHE AlLEE]
20 M AE AS| RES 32 AE B0l S3 HZ!E EAisted gLt

1EtA|: RES7F HIZ B Aol M IAM &S MELICHOIE HIHE Ast &)

=)

a sehLict
b. ErM 2roj| A PoliciesE AMEHSHLICE.
X A

c. C}S JSON HHE 04 d&LICHE H™ Boll U= S3 HHZ!Q| <BUCKET-NAME> O|§2 2

"Version": "2012-10-17",
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"Statement": [

{
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"”,
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxtMultipartUpload"
1,
"Resource": [
"arn:aws:s3:: :<BUCKET-NAME>",
"arn:aws:s3:: :<BUCKET-NAME>/*"
]
}
]
}
d. CtES MEigLCt
4. HAMg AESD MMELICH
a. GHMo| o|FE UAELICHO: "S3AccessPolicy").
b. WMol SMS MYstE MU TS FtELIC
c. WHE AESDT MM NS MBI
5. IAM Z&2 Ut

IAM CHA|2EZ O|S&FLCt.

a. g MMg MEHSH|CH
b. AZE = Y

c. [CI= JSON HHMZ E0{ Z&LICHE A AC| <ACCOUNT_ID> AN AHH
" NAME>, RES H{Z o| 873 O|&, RES7} HHZ El AWS B|TI<REGION>2 2

ID<ENVIRONMEN
HEE L o).

\'

JSON

EH
I= OlE{E| 3io 2 AR} X|M AlZ| HAHS AEH

o T —
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS":
"arn:aws:iam: : <ACCOUNT_ID>:xole/<ENVIRONMENT_NAME>-custom-credential-
broker-lambda-xole-<REGION>"
},

"Action": "sts:AssumeRole"

e

a. & 0|5 (0il: "S3AccessRole")2 =23 L|Ct.

b. 3ErAIM B FI7HE MEAFE O}

« 7|: res:Resource

« Zf: s3-bucket-iam-role

c. UES HAEST Qg dMds Mgt
9. RESOIMIAM A& A+S:
a. 48k IAM 38 ARNZS SAELICH
b. RES &0 29l L|ct
c. oI1% EtM FofM S3 HZIS MEigL|Ct
d. HI F7IE MEEt D Wt A S3 HZ ARNS 2 S AIS AF kLt
e. IZ HY-MEAE EECHR2S MEHFLICE
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2EHH: HK Bl HZ! M 4

1.  HH B2| AWS Management Console0ll 21 Q1g}L|C}.

(on
12
=
|>
-+
ro
fjo
4
A

ok
F

N
mjo
x
rC
[ul

b. CtZ HAMEZ F7t5t0 AHEH ALl IAM S of HHZ!of| CHEH HAl|A HEFES FoigfLICt
(<AccountA_ID>E H™E AC| AN H™H IDE HFF* 11 <BUCKET-NAME>E S3 HHZ! O|§ L2
HHE LICH.

JSON
{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/S3AccessRole"
}I
"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxtMultipartUpload"”
1,
"Resource": [
"arn:aws:s3:: :<BUCKET-NAME>",
"arn:aws:s3:::<BUCKET-NAME>/*"
]
}

e
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Zzto|S! VPCOHIM CO|E & &%

AEXE7F 2o S3 B{ZQ| Cl|0|E{E AI™H 2| AHA| S3 BH{Zl2 E5tK| 2SIE 2 VPC YEZQIEE
QiZdstod —zto|El VPCE BES & £ Ql&LICt Ct 2 E+74|01|HL A& LHe| S3 HZl ot w At A& HZ
O| U F7} H&oi CHet HMAE K|H6tE S3 MH|A0| CHEH VPC AEZQIEE MAMSIE HEHE

Hoi&L|CtH
1. Amazon VPC £ & Lt

a. AWS Management Consoled| 21 Q18tL|C}.

b. https://console.aws.amazon.com/vpc/ Amazon VPC &2 iL|Ct,

2. S38VPCCUULEEQIE M.

a. 2EZEHMHFMA=ZZCIES ME4FILICH
b. A=ZQIE WS MEHEFLICH
c. AHI& HF0lM AWS MH[AE MEfSH ok EFLICH
d. MH|A O|& Z =0 com.amazonaws. <region>.s3 (¥ AWS E|&<region>2Z CHA)
E =5t ALt "S3"E HAFLICE.
e. F=0i{M S3 MH[AE MEELICEH
3. A=ERIEHYFY

0z
0%
ok
<
)
@)
M
x
L
o
A
[u]l

a. VPCOMQAEZQIEE

b. MEUIAM HIZ =of VDI MEY0| AFRE|= Zato|dl MEYS m= MeEdsH |},
c. DNS O|E E4dsfol A SM0| MEHE|o]f QU=X| ZOIFHLICH 0|2 518 Zao|4! DNS 4
E O|E2 HE=ZQIE HESRF QE{HO|AZ &QIE £ UaLIC
4. HUNAE HMESEE MM TMELIC
a. EMo|M ALSK RIMS Mg
b. MM ITEEI[M AN EE EX A Lo 2|AA0 CHEE HMAE A|StstE MRS ol2dst
LIch Ct2e oMl A QILICHmybucket S S3 HHZ O|E 22 B3 1 111122223333 2

w D

(
odE MAE AWS A IDsZ HFELICH.

OII

4444555566662 UAMA

JSON

"Version": "2012-10-17",
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https://console

"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "s3:*",
"Resource": [
"arn:aws:s3:::mybucket",
"arn:aws:s3:::mybucket/*"
1,
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": [
"111122223333", // Your Account ID
"444455556666" // Anothexr Account ID

ro
[m

5. de=x A

>

a. HYE8 dEgUCt
b. Create endpoint(RIEZQIE MA)S MEHSHL|C].

6. o{l:iolEE 2I-O||%=| ||:|.

a. AEXZQIEJI MMM VPC 2£0M A=EEZQIE MMo 2 o|SEFLICH
b. MZ MAMEIJ=ZQIEE MEHSEH|C]
c. HEH7I AFR 7I5EHXR| & QIErLICE.

ChS EhAlof et AE E= XEE AY ID el 2laAz XEhEl 83 HMAE 5185t= VPC AER
RIEE HggLct.
=X o2
tHZ!0l vDIol| B EIX| ef=X| EQlets UH
HHZ!0] VDIO| R MEIX| ot = B2 2LFE &g &+ = H 7HX| *IX[7F A&LICH ofeh EFAIE WE
LICE.
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1. VDI 231§ &elgfuch.

a. AWS Management Consoled| 21 QIgL|C}.

b. EC2 242 91 QIAEAR o|S¢&LCt

c. AlZEt VDI QIAEIAE MEHFHLCE

sudo su
cd ~/bootstrap/logs

7|0 REAEH 208 BOIE 4 aLich Aol ChEt M HEE
| |

configure.log.{time} TtU0f U&LICH

Lt Jetc/message 20| RHAM[EH LIS S EQISHMIR.
o

2. MEX XI™E XA 5H 22 7{ Lambda CloudWatch Logs = Q!

a. AWS Management Consoled| 221 QIgFL|C}.
b. CloudWatch 2&£2 Q1 21 IE2 2 o|s&L|Ct.

c. 21 IEE AMELICt/aws/1lambda/<stack-name>-vdc-custom-credential-
broker-lambda.

d. AM27sstA M 20 282 ZAStD 230 2F
HZ 2 B AISHT| @8t LAl ALEA}F X[H AHE SF2 NS
7t ZerELct

3. A8X X|1H A4 5H 2 2 7{ API Gateway CloudWatch Logs & Q!

H&L|Ct olefet 210l= S3
t= AN 2ol CiEh ME EE

ol

a. AWS Management Console0i| 2 1218 L|C}.
b. CloudWatch &2 ¥1 21 O§2E O|SFLCt

c. 21 IEE AMELICt<stack-name>-vdc-custom-credential-broker-
lambdavdccustomcredentialbrokerapigatewayaccesslogs<nonce>.

d A8 7tsE XM 23 288 HAlstn 2300M 27 E &Lt 0|28 230)= S3
HZ!g EfxstE ol 228 AHS X XI1H Xt S0l CHEF API Gatewayoll CHEH @ U 8H

=
ap 2rEE ME e 2EELCH

SHE $ ujZI0| IAM 8 A FRHE Wy
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7 Y AR|L|o{™ AFLCIR AEXt7tol=

CloudTrail A2 MZH

CloudTrail £ AF235+04 7|0 M CloudTrailg & 43t5t248 CloudTrail AWS CloudTrail AHE A
HMO| CloudTrail 22 AFE5l04 £ MMo| MZE X|EE M2 M. CloudTrail UM ASH IAM
o4&t g 7155104 S3 HZI0f| CHEE HMAE 7|SELICH Ol Z2ME FF= A0 A4 E QIAEA

IDOI| CHA| A2 =+ AU&LICH
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« SSH HMA
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HteHof CHBH K| &S AF Kol A |

- BROAIE

. I} =HE} K

SSH M| A

SSHE A235l0d M& SAE| HMASHE{H

1. RES H|5F0|AM SSH HMAE MEHSHLICT

2. StHEHo| EAIZl= X[Eof et HM A0 SSH EE= PUTTYE AFS EHLICE.

7hA OIATE

7ta OlA3 & QIE{HO|A(VDI) ZE2 Al 6tH

MM T ZElE = UESLICH AWS. AAE R MEFHE
MENO A Amazon EC2 QIAEIAE A|ZHer = Ql& LTt

RESE H7f 012 Y MME A 5t0d 714 CIAISS AR

« Amazon Linux 2(x86 % ARM64)
» Ubuntu 22.04.03(x86)

- RHEL 8(x86) Z! 9(x86)

* Windows 2019, 2022(x86)

|

A& RE7Hol M Windows EE
T L oZZ|AH 0|0 AP Mx| L RA =

£ Linux 7t OlaA=

2
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2. M7t dA3E AlES MESELICH

RES Home Virtual Desktops

Virtual Desktops DRI e C winiews [ e )

rhel9 [ Connect

@ Ready RedHat Enterprise Linux 9 t3.medium @ No Schedule

a3 & HE7 L8 E M 7t=7F ZA| LIELET 10~158 O[LHO CIAZ&E ALEE = JU&LICH Al
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A3 & AMA

AR 7H0|E

2 HEl XIS S8 ClAT B0 HMASHE 20| THE 412 AT WLt

°
O
a
N
L

A4S MBS AL MUY E MEsto HEIRXE Sof Az S0l X7 AMAg L

MyDesktop3-windows

(4 Connect

(avcvseiomric )( @) .

DCV connection

DCV Z2t0|MEE Sall Claa &0 HMASHH x| 2| 58 ¥g + U&LICH DCVE SsHof|
M M| A 5t E4TH:
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Virtual Desktops

Virtual Desktops T [ | v )

rhel9 ¢ Connect

@ Ready RedHat Enterprise Linux 9 t3.medium @ No Schedule

2. Mx| X|HoiM ? ofo|2 S MEELICE
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=

How to connect to your Virtual Desktop?

Windows Mac 0S Linux Ubuntu Web Browser

Step 1) Download DCV Windows Client.

& ZIP & MSI

Step 2) Install the DCV client on your computer.
Step 3) Download your virtual desktop connection file. (DCV Session File) & Download

Step 4) Open your .dcv (DCV Session File) with DCV viewer client.

clAa3 & AEl o] 158



RES Home Virtual Desktops

Virtual Desktops D e mnsmniesge O I wondows T e )

rhel9 [ Connect

(@ Ready RedHat Enterprise Linux 8 t3.medium @ No Schedule

2. JHM OIAZE MEHE MBI OFS Ul 7hR| Mol MEiE 2 QlaLich

I

. Bx
SXIE M2 HIOlE] 40| WAsHX| 2t o0 AIME X BRIT MMS CHAl AISHE 4 2L
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1.
RES ome Virtual Desktops
irtual Desktops

[ Connect

rhel9
@ Ready RedHa Lin
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2. HE EAE MEELC
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RES ome Virtual Desktops

Virtual Desktops o @© [Cnaews | imwr )

Last refreshed less than a minute ago

rhel9 [ Connect

(D Ready RedHat Enterprise Linux 8 t3.medium
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Schedule for windows-session X

Setup a schedule to start/stop your virtual desktop to save and manage costs. The schedule
operates at the cluster timezone setup by your cluster administrator.

[ (@ Cluster Time: October 20, 2023 4:32 PM (America/New_York)

Monday

[ No Schedule

Working Hours (09:00 - 17:00)
Stop All Day
Start All Day

Custom Schedule

[ No Schedule

Thursday

[ No Schedule

Friday

[ No Schedule

Saturday

[ Stop All Day

Sunday

[ Stop All Day

7t oA g ol 163
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Update Session Settings

Idle Timeout (minutes)
1440
Sessions idle for this time with CPU utilization below the threshold will time out

CPU Utilization Threshold (%)
60

Sessions under this threshold are considered idle

Transition State

Stop
Sessions will transition to this state after idle timeout

Enforce Schedule

Enable to allow schedule to resume a session that has been stopped for being idle

Allowed Sessions Per User

)

Maximum sessions allowed per user

Cancel Submit

S22 MH | otelel a3 & dE mo|x|of A&LICH 27 Aol et 47
=2l5t0 S MEELICH M Hd2 A

o
M2 UHo|EE HEE ALS X2 7|E M|
A& AHSELICH
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MMOo| AlZt ZOHE|H MM Aol 2t Z2E7{Lt STOPPED _IDLE AEHE MEBHE|L|CEH AR K=
UIOlA{ STOPPED_IDLE MIME AlZtE £~ &LCH

=R NP

TR OAZENIM ZRECIAIES B £ YBLICh ClAA S0l HHEIH BEIK T AR}
obLl B Ml ARAE ZsHof FLICH

RES Home Shared Desktops

Shared Desktops (2)

List of Virtual Desktops shared with you. Unless user has Admin or Owner profile, session owner must be connected in order for them to connect.

@ Session Created ¥ Last 1 month

o} All States ¥ All Operating Systems ¥

Name Session Owner Base OS Instance Type State Permission Expiry Download DCV File Join Session

DemoSession demouser2 Amazon Linux 2 méa.large © Ready 10/26/2023, 5:00:00 PM Download Connect [2

MyDesktop6-linux-gs demoadmin1 Amazon Linux 2 t3.medium © Ready 10/22/2023, 5:00:00 PM Download Connect [2

1

S poslt = e == o S = =2 st A ol 2 = S04 =l = =2
MMEE SRste S 33 EAtol| CHet HEHE FEE = UELICH o|§ Sof st BRA
o 2 0 st -4 st A Ol
7| HME HMA HEHE RO = JU&LCh

1. O3 & MMM &S MEIghLCEH
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AR 7H0|E

Virtual Desktops Auto-refresh

rhel9 [ Connect

(@ Ready RedHat Enterprise Linux 8 t3.medium @ No Schedule

Update Permission for MyDesktop5 X

Select the username, permission profile and the expiry date of the rules
[Q demoadmin1 XJ [ Owner Profile A ] [ 2023/10/22 }

View Only Profile

This profile grants view only access on the DCV
Session. Can see screen only. Can not control
session

Admin Profile
This profile grants the same access as the
Admin on the DCV Session

Collaboration Profile

This profile grants certain access on the DCV
Session. Can see screen, control mouse and
keyboard.

Owner Profile
This profile grants the same access as the v
Session Owner on the DCV Session

167



017 U Alx|LiofE) ARC|2 A8 7hol=

TEtol| CHEt RbAMIEH LHE 2 MME FHZ5HM Rthe section called “F8F 220,

f O3S0 SRE CLIESE BT QAR AEE + U&LICH Bl HEf X EE DCVE
=
=

=1 A
o
Sofl ZQE & U&LICH HAgsiedmHe| x|HE WELICH A2

0 HEtRKE A5t 2 xHe S6l I AlARN AMAE = U&LICH 7|2 T AAEM
AMAE £ e TEHO| UE AL 7tSE ZE THUS 2EIE + UELICH HAE AE2[X|(Amazon
EFS)= ZE Linux =E0M A& £ &LICH Linux & Windows ‘- E 9| Z<2 FSx for ONTAPE At
8¢ & JA&LUCH 7HY d23 S0 IS UOIo|EstE A2 BHOId E= & 7|8 oY HEt*KME
Sl iU S YO|0|EsHE W SUFLICH

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ™8 root / home / demouser

Q 2 items 2. Upload files Create folder Actionsv # Favorite C' Refresh i= #f Options v

Desktop Oct 20, 2023, 11:10 AN —

storage-root Oct 20, 2023, 11:10 AN —
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RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®mroot / home / demousert

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 = root / home / demouseri

Q 2 items 2. Upload files Create folder Actionsv # Favorite C' Refresh i= i Options v
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —
o =
2. Eds =g
—_ = =
3. I AKNE MEHEfLICH
— 17 — = o = = = T = st A 2
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RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®mroot / home / demousert

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv

Desktop Oct 20, 2023, 11:10 AN —

storage-root Oct 20, 2023, 11:10 AN —

(@ Note
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RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®mroot / home / demousert

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. YOlo|Estn M-S MEFLICH

i S
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o MEE AF85H0 QIF Tt & oHECIF0|ME AFE 5o IS MEFLICH CHS oHEEIF 0]
M Z0ilAM MeEdEt T stHO| x|Rof| et ot g MEE & &Lt

 Filezilla(Windows, MacOS, Linux)
* WinSCP(Windows)
» AWS Transfer for FTP (Amazon EFS)
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RES Hao

File Browser

My Files Favorites File Transfer

File Transfer Method

We recommend using below methods to transfer large files to your RES environment. Select an option below.

O Filezilla () WinSCP () AWS Transfer
Available for download on Windows, MacOS and Linux Available for download on Windows Only Your RES environment must be using Amazon EFS to use
AWS Transfer
FileZilla

Step 1: Download FileZilla
* Download FileZilla (MacOS) [4

* Download FileZilla (Windows) [
* Download FileZilla (Linux) [3

Step 2: Download Key File

( & Download Key File [*.pem] (MacOS / Linux) ) ( % Download Key File [*.ppk] (Windows) )

Step 3: Configure FileZilla

Open FileZilla and select File > Site Manager to create a new Site using below options:

Host Port

Protocol Logon Type

SFTP Key File

User Key File

demouser3 /path/torkey-file (downloaded in Step 2)

Save the settings and click Connect

Step 4: Connect and transfer file to FileZilla
During your first connection, you will be asked whether or not you want to trust . Check "Always Trust this Host" and Click "Ok".

Once connected, simply drag & drop to upload/download files.
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* Windows DCV
« Amazon DCV H
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* RunBooks
o MX| =X

+ RESE Mx|8t & AKX} X|H EHQIE MHsle{n &

« AWS CloudFormation AE0| "WaitCondition received failed message.
Error:States.TaskFailed"

o« AEBHO| MZXMoZ MAZEIF AWS CloudFormation O|H| & 2l0| £=AIZ|X| 42

O
TA =¥ T = vdc HEET

Al Ol A
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e Amazon EC2 QIAEIATL E&0|M SEE SO = E A|EFL|CE
O|AE]

« AD =2l A2 @I58l vdc ZHEE ] @l
mj7t & AlELICH

« ZZMEZS FItot7| Y AZEQ o ARME HEY M ECIR2H Z2MET EAZIX| o

>~.|.
o> 1]|0

« cluster-manager Amazon CloudWatch 2101 "<user-home-init> /S Ot & At & = gl L

Ct ArE X7t S71stE W7HR| cH7| S ULICH(HIEH 0l ALS A 0| &2 B2)7F EAIEILICH

« 232l Al Windows HIA 3 E01 "A 0| HIZ E&H | R}AGLICH ZEIXHA E2lstMR.”

« 2R/ AD 785t #EEI DHCP 2M =X
+ Firefox 27 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

Env &K
+ res-xxx-cluster AE4O| "DELETE_FAILED" &EHO|11 "4& 0| R 25t K| A HLE =& &= QIS"

FZ QS =522 MAE £ Qi

« 2 4F

« VDIEOLCIRELE

e Linux EC2 QIAEANM EO CIREE

« Windows EC2 QIAEANM ZEOCIREE
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AR 7H0|E
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+ (2024.04.02 O|&}) M& S AEo HMASHY| {8t Z=2tol! 7|7F AR R &LIC.
« (20244 6% 0|™) AD 57|13t 5ol 28 HHH7I RESH S7|8HE[X| %S
. (2024'A 68 O|F) CVE-2024-6387, RegreSSHion, RHEL9 ! Ubuntu VDIsO| & Ot |2
U ClbiZ U 2 LIER
O] MMoi|= RES LHMIM HEE &2 &= U= fIxlol| CHet HEIF 27t k|of /d&LCt.
. R8st 21 4 oHE o".‘?’_ A
» 24 Amazon EC2 QIAEIA Ol 27 1}l
+ CloudFormation A EH
« Amazon EC2 Auto Scaling I & &S0l gt =l 22X Z QIgh A|AE] Fol
o A0l Amazon EC2 2& 2
e QIEFI SAE
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« EREIME|O SAE
« X E I 788 Active Directory(AD) 21 BE&
+ Windows DCV C|H{Z
+ Amazon DCV HHT HE 37|
8%t 20 UOHE HE A4
=AM Y 2LEHZ AES Qo HEE = e et DE 247 EEE|0] /U&LCH
2t 38 Amazon EC2 QIAEIAO| 27 1t
21 1Y 2 RESHAM AFHE 52l Amazon EC2 QIAEAN| EXELICEH SSM M| B 2|xt= Of2{Ft Tt
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+ /opt/idea/app/logs/application.log
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+ /root/bootstrap/logs/
* /var/log/

* /var/log/sssd/
 /var/log/messages

* /var/log/user-data.log
* /var/log/cloud-init.log

+ /var/log/cloud-init-output.log

Linux 7t &3 &0|M CHS2 88 21 TS ZEELICHL

 /var/log/dcv/
* /root/bootstrap/logs/userdata.log

 /var/log/messages

Windows 7t OIATE QIAEAO| 2EO=0l A 32 £ Q)& LCH

« PS C:\ProgramData\nice\dcv\log
* PS C:\ProgramData\nice\DCVSessionManagerAgent\log

WindowsOilA L& o Z 2|70l 2Z2 ChF0M & & + &LICH

» PS C:\Program Files\NICE\DCV\Server\bin

1
30
i}
r
[ul

WindowsO0{lA NICE DCV &AM m}U2 CISoM 3t S

+ C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv\

Amazon CloudWatch 21 1 &

Amazon EC2 & AWS Lambda Z#F & 2|2 A= Amazon CloudWatch Log Groups™| HEE 7|S &L
Ch 23 &52 HMAM XM E st et HEE 2 Ml /88 HEE M3E = J&Lct
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 /<envname>/
* cluster-manager/ - main infrastructure host
* vdc/ - virtual desktop related
» dcv-broker/ - desktop related
* dcv-connection-gateway/ - desktop related
 controller/ - main desktop controller host

* dcv-session/ - desktop session related

231382 AMY I OHST 22 OIER W ARK EXIUS A8 st TE(Ysts 2ol 98 4
UELICH O 5t 7ISE 2Ateo] ZBHE HAIXIZ S2ELICH

?"ERROR" ?"error"

SXE BLERSE E OE wye By
A

O
CloudWatch DashboardsE A4d5t= ZdlL|Ct.

0|8 S0f 2X1Y ©F U ERRORS| YA 2148 AlMstn 0|8 Moz
MBILICH O] S ASSHE TR HZ0| WSS LietLlE
S 2RI £ AsLICH

CIE2 Q=ZEl SAEN CHEE GAMLICH O|E AFE5tEd™ # 2l 22 945t <envname> &
<region> £48 MAE ¢S =2 HtELICH

{
"widgets": [
{

"type": "log",
"x": 0,

"y": 0,
"width": 24,
"height": 6,

"properties": {

"query": "SOURCE '/<envname>/vdc/controller' |
SOURCE '/<envname>/cluster-manager' |
SOURCE '/<envname>/vdc/dcv-broker' |
SOURCE '/<envname>/vdc/dcv-connection-gateway' |
fields @timestamp, @message, @logStream, @log\n|
filter @message like /(?i)(error|ERROR)/\n|
sort @timestamp desc|
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stats count() by bin(30s)",

"region": '"<region>",

"title": "infrastructure hosts",

"view": "timeSeries",

"stacked": false

}
}
]

CHAIEE 9| ofl= ChE ot Z&LCh

CloudWatch > Dashboards ) res-stage2-errors-lines Autosave: Off @ Period override 5 minutes (auto)
res-stage2-errors-lines v 7t ‘ =) ‘ ‘ 1h 3h 12h 1d 3d 1w Custom [ | UTCtimezone V¥ H C I v H x H Actions ¥ ‘ Save
infrastructure hosts

@ 1. count(

40.00

30.00

20.00

10.00

.

1.64 |

e o
10-28 21:11:48
19:00 20:00 AR |

22:00 23:00 00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00

CloudFormation A EH

#HE e S0l YEE CloudFormation AE40l& &3 F&0t 2H#E 2|44, O|HE I £3 HEIL
ZetELc

A=of CHEH REAIEH LI 2 ZF A=iof CH3 OIHE, El44 U 521 B8 HZE 4 laLich

RES AEH:

<envname>-bootstrap
 <envname>-ZZ{AE

« <envname>-X|E

« <envhame>-directoryservice
« <envname>-identity-provider
« <envnhame>-shared-storage
» <envname>-cluster-manager

* <envhame>-vdc

8% 21 U O[HE HE AA 179
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* <envnhame>-bastion-host
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« <envname>

« <envname>-U|EZ

» <envname>-DirectoryService
« <envname>-AEE|X|

+ <envname>-WindowsManagementHost

Amazon EC2 Auto Scaling & S0 EtFEl EXE It A|AE] Zof

RES Uls7} M 2F7E LIEtLIE B2 #Hel2 ol E2/7H0|M AZEQo{ E= V(B EXMY = JU&L
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AR 7H0|E

EC2 Dashboard X ( EC2 > Targetgroups » res-bicfn3-web-portal-e2958adc )

EC2 Global View

Events res-bicfn3-web-portal-e2958adc
¥ Instances
Instances Details
Instance Types ”

Launch Templates
Target type Protocol : Port

HTTPS: 8443

Spot Requests
Instance
Savings Plans

1P address type Load balancer
1Pva res-bicfn3-external-alb [3

Reserved Instances

Dedicated Hosts

Capacity Reservations
Total targets Healthy Unhealthy
AMIs
AMI Catalog » Distribution of targets by Availability Zone (AZ)

Select values in this table to see corresponding filters applied to the Registered targets table below.

<

Elastic Block Store

Volumes
Snapshots Targets Monitoring Mealth checks Attributes Tags
Lifecycle Manager
v Network & Security Registered targets (1)
Security Groups
‘ Q_ Filter targets
Elastic IPs
Placement Groups (] Instance ID v Name v Port
Key Pairs
[J  0ba5ds08631f20043 res-bicfn3-cluster-manager 8443

Network Interfaces

v Load Balancing

Load Balancers

Target Groups

v Auto Scaling

Auto Scaling Groups

o| MlMollE Ctkst AtEfol|lM ZHS8tE AlARICl AT

Amazon EC2 &2
= RES @/Z 2} Amazon EC2 A

EC2 Dashboard x Instances (5) nfo

Protocol version
HTTP1

Unused
0

v | Zzone

eu-central-1c

QMo 2 ChElt HIRELICH &
X

MSF A= RES 24 O|&§LICh

VPC

vpc-011d10e23ad10ch8e [

Initial
0

v | Health status

@ healthy

ECZ Global View | Q Find Instance by attribute or tag (case-sensitive)

Events | res-stage2 | X | | Instance state = running | X | | Clear filters
¥ Instances

O Name ¢ v | Instance D
Instances

(] res-stage2-cluster-manager 1-095bdc4c87321a4ff
Instance Types

O res-stage2-vdc-broker i-041867308771e71d3
Launch Templates

O res-stage2-vdc-controller -08800976c757717e6
Spot Requests
savings Plans O res-stage2-bastion-host i-0523e5480f434581a
Reserved Instances (] res-stage2-vdc-gateway 1-00773bc97ccle841d

| Instance state
® Running
© Running
® Running
® Running
© Running

Draining
0

Register targets

1 @
v Health status details

A OIAEIA

s | Instance type ¥
@ Q ms.large
® Q m5.large
® Q m5.large
@ Q mb5.large
® Q m5.large

Dedicated Hosts

Capacity Reservations

UHAQl Amazon EC2 & 2
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Amazon EC2 2£0|M 7t& diA3E0| Al
IE2 WztMoz EAELICH QIARA O|§2o| ™MO|AIE OlA3

tg da3as

AlSH

Eo MAMSH
HE2 O OoOL-

O|E2 AlZF Al EHE MM 0|F 0|0 7|2 "MyDesktop" EE= AHE X7t A8 O|F ILICH.

EC2 Dashboard X

EC2 Global View

Instances (7) infe

| Q, Find Instance by attribute or tag (case-sensitive)

A S M CtSF FAsHA LIEFELICE 0] 32 7he oA
9| AERHLICH S

Events | res-stage2 | X | | Instance state = running | X ‘ Clear filters
v

Instances O Name / | Instance ID | Instance state v | Instance type Vv

Instances

O res-stage2-bastion-host -0523e5480f434581a @ Running @ Q m5.large
Instance Types
O res-stage2-cluster-manager i-095bdc4cB87321a4ff ® Running @ Q mb5.large

Launch Templates

Spot Requests O res-stage2-MyDesktop1-demoadmind -022826¢122d8c78d5 @ Running @ Q méa.large

Savings Plans ] res-stage2-ProjectWork1-demoadmin4 I-09ba5d8ae152¢6f25 ® Running @ Q méa.large

Reserved Instances | res-stage2-vdc-broker i-041867308771e71d3 ® Running @ a mb5.large

Dedicated Hosts O res-stage2-vdc-controller 1-08800976c757717e6 @ Running @ Q mb5.large

Capacity Reservations O res-stage2-vdc-gateway i-00773bc97ccle841d ® Running @ Q m5.large
¥ Images

AMIs

AMI Catalog
== A -—
SEE HEel 3 AE

=3 A = i = = =3
Amazon EC2 Z2&0| S & QIABHATI EA|IL/H Qo2 ZRE HAIE ZAEQLICH 2£0
= i = iIs © Ex| EOlst £ Ol= (@) = SH =
Sz dejo| Qzet ZAET 2o E F?, £ U R oft{lt (e 2, ol T S Al
= = LH A OlA

é%‘! T'_'x'" = I-—l'El' EH T AA||=| L—“:l'.

o _ = = =
CtS o|0X|= BSREE A3 & QAAEHAE Ho{FLICH
Ul Amazon EC2 2& 2 182
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EC2 Dashboard % Instances (10) info
EC2 Global View | Q, Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 ‘ X | | Clear filters
¥ Instances
[l Name /' 'y Instance ID | Instance state v | Instance type ¥
Instances
O res-stage2-cluster-manager i-095bdc4c87321a4ff © Running @ Q mb5.large
Instance Types
O res-stage2-vdc-broker 1-041867308771e71d3 (® Running @ a mb5.large
Launch Templates
Spot Requests O res-stage2-vdc-controller i-08800976¢757717e6 (© Running @ Q m5.large
Savings Plans O res-stage2-windows1-demoadmin4 i-092cdf6a7e52e9b%a © Terminated @ Q mé6a.large
Reserved Instances O res-stage2-rhel91-demoadmin4 1-0b3d134f606a53636 © Terminated @ Q mba.large
Dedicated Hosts O res-stage2-bastion-host 1-0523e5480f434581a ( Running @ a mb5.large
Capacity Reservations O res-stage2-aml21-demoadmin4 |-023844b29c12b9393 ® Q mé6a.large
¥ Images O res-stage2-MyDesktop1-demoadmin4g 1-022826¢122d8c78d5 © Running @ Q mé6a.large
AMIs [} res-stage2-ProjectWork1-demoadmind i-09ba5d8ae152¢6f25 © Running @ Q m6a.large
AMI Catalog [l res-stage2-vdc-gateway i-00773bc97ccle841d ® Running @ Q mb.large

X E 28t 8% Active Directory(AD) &4 &

ldapsearch "(cn=AWS Delegated Add Workstations To Domain Users)" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

ldapsearch "(&(objectClass=group))" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

Windows DCV C|e{Z
Windows ClATEIME CHS S AFR5H04 (IS MMS LtdE 4 QlaLc

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files

\NICE\DCV\Server\bin\dcv.exe'list-sessions

Session: 'a7953489-9dbf-492b-8135-7709dccc4cab’ (owner:admin2 type:console
name:windows1)

Windows DCV C|HZ 183
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Amazon DCV HT ME 37|

Amazon DCVE 7t& dl23 & MM AL ELICH AWS Amazon DCV. CH& Of|A|ol| M= M x[E DCV
LTEQo{el HHE Hlsts YHE 2oiF LI

Linux

[root@ip-10-3-157-194 ~]# /usr/bin/dcv version
Amazon DCV 2023.0 (rl4852)
Copyright (C) 2010-2023 NICE s.r.l.

All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

Windows

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe' version

Amazon DCV 2023.0 (rl5065)
Copyright (C) 2010-2023 NICE s.r.l.

All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

RunBooks

CHS AlMol= B A 4 Ql= 22X 0|2 ZX|ste W, Xl s widol| CHEH Meto] ZE o] /)&
LI|C}.

« Mx| E2A

- RESE MA[EI & A8 X[E EHQIE H-sied T &

» AWS CloudFormation A E40| "WaitCondition received failed message. Error:States. TaskFailed"
1El £ AWS CloudFormation O|H|& r2l0| £ AIE|X| oF S

=2 = vdc HEEH

- £2B0| §SHOZE
A

> |ox

=
. S& x| @ F 2 Ql&l 873 CloudFormation AEHO| AFX|E| K| o2

Amazon DCV H™ HE 37| 184


https://aws.amazon.com/hpc/dcv/
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« B3 MM & CloudFormation A& A4 Aluj
« AdDomainAdminNode CREATE_FAILEDOA 2|F E|AA(C|Z2) AEH AN Ay
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+ RESE &3l i} A|ABIS 2EEFX|B VDI SAEO| EFIZ|X] &F S

« HEt XME| AFS At o

» RESO0{ X Amazon FSx for NetApp ONTAPS MA&MX|PF ZHIQlof| ZQISHK| f 2

« 5700 7t CIAT S0 ARE =+~ S
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» Amazon EC2 QIAEIAT} E2&0|M SEE EHEXo 2 T AIELICH
« AD =0l AlufE QI&H vdc ZHEEE] QAEAT =2 SQLIC} / eVDI ZE0] API AEH Q1 Almj

7t EAIEILICH

. ZRMEE £7t517| Yl AZE 0| ASS HES 0 ECteol Z2HMET} EAISIX|

« cluster-manager Amazon CloudWatch 2101 "<user-home-init> 1= & O} &
Ct ASX7t S7I3HE W7 K| CHZ| SULICH(HIZ 0| ArEXt 0| & 2! B2)7

7t
« 2321 A| Windows CilA3 &0 "AH0| HIE E& Z|RA& LICH ZEIXtAAH 225

A
FEA|EL[CH
o

« 2F/0 74 AD 781t 2tEAEI DHCP M &4

* Firefox 27 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

Env AFA

» res-xxx-cluster AEHO| "DELETE_FAILED" #EjO|1 "2d&t0| R &5t K| A HLE =& = Qig" 2
22 0l5l 2502 AMX|E £ 9l

- 2%
« VDIEZOLCIREE
e Linux EC2 QIAEHANAM 2O CIREE

e Windows EC2 QIAEHAONAM 2ZEO CIREE
+ WaitCondition 250 C{gt ECS 21 £ %!

Atof CHet QIE REE MeElgd M OZ #E 20 2F &

R =

S|

RESE MXIer = AISAL X|1E THIQlE dEstedn &

AWS CloudFormation AEH0]| "WaitCondition received failed message. Error:States. TaskFailed"
AEHO| MEMo 2 MMEl & AWS CloudFormation O|HI 20| =AIE|X| oF 2

(=]
ATiet AEfO] QIABIA 2 EE vdo HEEE

=52 0I5l 84 CloudFormation AE40| AHX|E|X| ot =

2

23 49 S0l CIDR £5 utet0(E{o 2 {7t W& LICH
=
S
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« AdDomainAdminNode CREATE_FAILEDOM 2|8 E|AA(HIE) ABH Mo Aluj

RESE MR[et = MEX X|H THQE HYsttd &
® Note
A™ Z=74:0| HHE +=&835t7| Toll Secrets Manager 20t 2 501l 215 A L PrivateKey Z &

=E XMZE ok &*LIEL

1. 2|¥ DB 2 HEHA{ 9| 2|AL{0] A E QIS ME UClo|EF LIt

a. AWS 2£9|EC2> =2 WHA > 2= WHAMO|A RES 2|F 2 WHAMZ O|SELC}.
b. HBHARE 2= ZE YWHME AMELICt<env-name>-external-alb.

o o
2= WMol HAE BlALHE HOIFLICH
x

=]
ASM7E M AUBM MF S H4E 2lAHE U0l EE LT

a o
ﬁ
CD
wn
g
_|
—
(D

N
mu @
Al
> T
%
oz
m
S
(i
k=
x

L

DynamoDB -> E|O|Z ->0{| A E2{AE 4™ E|0|2 & & &LICt<env-name>.cluster-
settings.

b. &5 EfA gl £Mud ZIE|2! - 0| "key", & "string", 271 "contains", Z} "external_alb"Z O

c. Truecluster.load_balancers.external_alb.certificates.provided® M&&
L|Ct.

d. 22 Ydo|Eg L
Clcluster.load_balancers.external_alb.certificates.custom_dns_name. &
AEXE QIE{H|O|A S| AFE AL X[ =Rl O|F &ILICEH.

e. 42 UOO|EE L]
Ctcluster.load_balancers.external_alb.certificates.acm_certificate_azrn.
Amazon Certificate Manager(ACM)0i| A% &l i 215 A2l Amazon 2|44 O[&(ARN) &L
C}.
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3. 2 alb 2E YWZHAMO|DNS O|E 2 7I2I7I=F & Z2I0|¢UE o CHEH A8t sl Route53 5+
THol HZEE Ydo|EEL|Cl<env-name>-external-alb.

4. SSO7} &Zdof olOl +AE|of U= B RES ¢ TEO| ik MX > X173 5H 24X} > Single
Sign On > #Ef > HE HEM M AL 8 Wt SUF 2o 2 SSOE ChA| FHELICH

VDIsOl| QIS M F7}

1. Hototsof Chs Ef1E F7t6tod Eot & 5ol CHEH GetSecret &2
RES off Z2|7i|o[4d0f Fo4&rLCt.

1
0%
0t
1
30
rir
e
o8
fjo

e res:EnvironmentName : <env-name>

* res:ModuleName : virtual-desktop-controller

2. ZAE ™M™ E|o|20A:

a. DynamoDB -> E|0|& ->0l|AM A E MH H|O|22 & &LUICt<env-name>.cluster-
settings.

b. 5 EM U KHH LEZ - 0|F "key", & "string", 274 "contains", &{
"dcv_connection_gateway"Z O|S & L|C}.

c. Truevdc.dcv_connection_gateway.certificate.provided2 M&EgLIC}
d. Z2 dclo|EgL

Clvdc.dcv_connection_gateway.certificate.custom_dns_name. VDI @A
et AHE A X'E =2 O & Lt

|>
i

e. 9| ztE UOIOIEE L

Clvdc.dcv_connection_gateway.certificate.certificate_secret_arn. Q!5
MUEE Zgste 2ot = o ARNRILICE.

f. 9o & Yolo|EEL

Clvdc.dcv_connection_gateway.certificate.private_key_secret_arn. Z2}
Ol 7| 2EHIXE Zofstes 2o &5 9| ARNILICH

3. HOoIESO| elaB A0 ALSE[E AlE HIESE YOOI EFLICH

a. AWS Z£9| EC2 > Auto Scaling > Auto Scaling Z1& 0| A Auto Scaling 21 &

IIIIO
Q
r
fal

=
b. RES &Zdoi aliEst= HOIESO| Auto Scaling IE & MEAELICtH O|§2 HE #ES &
L|Ct<env-name>-vdc-gateway-asg.

c. M= HE MMHo|M AlEF HESS &ot PLCH.
d. AT HE > XY >0l BER >TM HY 48)S MEELICH
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e. OIBIE AT Esto{ 13 ME MEE 0|SEL

f. DHolgiE A3 E5t0d AF2 X} O|O|E{2 0|5 EfLCt

g. CERTIFICATE_SECRET_ARN % Fo{& & LICHPRIVATE_KEY_SECRET_ARN. 215 A{(2.c
CtA & Z) 2 Z2tol8! 7|(2.dEHA & X) 2B E Z &5t ot 2 50f X|HE ARNs2 2
Olzqet gt2 Yolo|EgLCt.

h. Auto Scaling IE0| |20 HMHE A2 RES] HHEE AT FHE[0] JUER
L|CHAuto Scaling 1 & T O| K| 0f| Ad).

4. Q|E nlb 2= WA DNS O|EE 7I2|7|E 2 7t4 CAT S0l Cis 4438t sHE Route53 5+

—_ =2 =

CHQ BZEE YO|o|EgfLICt<env-name>-external-nlb.

aa==

5. 7|& dcv-gateway QIABIAE E R <env-name>-vdc-gatewaystd A QIAEIATE AIRME! 77

x| 7|cHEiL ot

AWS CloudFormation 2 EH0| "WaitCondition received failed message.

Error:States.TaskFailed"

BXIE Al85t2{8d 2= Amazon CloudWatch 21 2 &2 ZAAg L|Cl<stack-name>-

InstallerTasksCreateTaskDefCreateContainerLogGroup<nonce>-<nonce>. &gt O|&
O|2a aFO0| o 7H UE B A 7tsE W MM 21 &S HAELICH 23 LISl 2F HIAIX]

AN —

£ Mo it REMEt HEE MS gt

® Note
mt2t0|E Zholl S 2ol gi=X| ZelgtLct.

AWS CloudFormation 2EH0| d3XMo 2 MME £ oMY =
1. O|HY FA melO|E{7} SHIZ2 A UL|F= K] ZlghL|ct.

O|HIY FATF HREIRFHLE HMAEY = gi= B2 Research and Engineering Studio 32 4

Mst ZHEHZ g LCE.
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2. Amazon EC2 E2£0|M =&t QIAEAO| Z7HE EQISIA2.
<envname> MF A7 SEEHOZE EAIE O M QIABAZ CHA|El= Amazon EC2 QIAEATL
AE A2 UESLA =& Active Directory 2430l 2|7 2 = U&LICH

3. AWS I 4ds AFE BAILIE HiESI0q 2|F B|AAE st A AR VPC, ZEt0|H!
HEE MEdin 7|ef MeEist mi2t0|E{7F MHEIR= K| &elgtL|Ct
oi2t0|E & Sttt 2R El Z RES 238 A5t CHA| Z ok & £ & LI KEA|SH
LI 2 A E A7 B BIERSHAAIL.

oy
-

4. KA OE Z|AAQL B MES HYZ 5
=X| glgrLct.

2 HEQZ 2! Active Directory7} of & 7241 x5t

QlZ B} QIAEIA T} Active Directory0dll BB X2 ZOIE|IR=X| &Qlst= 20| ZQELICH o B
HE +&835to 2X|E the section called “AT{EH 2EHO| QIATA &3 £ = vdc ZHEER SHAF
L|CF.

L

Almlst AFEjO| OIAEIA &3t E= ydo ZIEE 2

O| 2X|o| 7}E a8t #QI2 EBIAA(E)7F Active Directory0l] 4Z235H7{LE ZQIE £~ Q17| I E IL|C}.

1. HHE|M vdc ZHEER Q| A FQI QIAEA0|A SSMLZ MME A|RFEFLICH

2. sudo su -2(E) A™ELICH

3. systemctl status sssd=(E) A& LICH

AEN7E HIE A0 L AT HLE 230l 2 F7F EA|ET QIAE AT} Active Directoryol] Z Q18 4= of
= 740 |c}.

- A H
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[root@ip-: 1# systemctl status sssd
® sssd.service - System Security Services Daemon
Loaded: Jloaded (/usr/lib/systemd/system/sssd.service; enabled; vendor preset: disabled)
Active: |active (running) |since Tue 2023-11-14 12:12:19 UTC; 1 weeks 0 days ago
Main PID: 317248 (sssd) Might see “inactive”/“failed” here
CGroup: /system.slice/sssd.service
[-31248 /usr/sbin/sssd -i --logger=files
[—-31249 /usr/libexec/sssd/sssd_be --domain corp.res.com --uid 0 --gid 0 --logger=files
[-31251 /usr/libexec/sssd/sssd_nss --uid 0 --gid 0 --logger=files
L-31252 /usr/libexec/sssd/sssd_pam --uid 0 --gid 0 --logger=files

15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd be[31249]: GSSAPI client step

Might see errors
highlighted in
RED here

NRRRENREFRERRNR

SSMF E1

ol 2lol= Ml 7HR| 2 QI 5 stLiv US £ UsLICH
28 210 1: HRE LDAP 017 ME HE7} glais

238 AEFLICH ChS 240 02 ¥ Hh R £ QIAEI AT} Active Directory0l] ZQIE 4= @iz HA &l
L|Ct.

+ local AD_AUTHORIZATION_ENTRY=

+ [[ -z "' 1]

+ [[ @ -1e 180 1]

+ local SLEEP_TIME=34

+ log_info '(@ of 180) waiting for AD authorization, retrying in 34 seconds

++ date '+%Y-%m-%d %H:%M:%S, %3N’

+ echo '[2024-01-16 22:02:19,802] [INFO] (@ of 18@) waiting for AD authorization,
retrying in 34 seconds !

[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization, retrying in
34 seconds

+ sleep 34

+ (( ATTEMPT_COUNT++ ))

g A o
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1. RES &Hf ¥ Soi Ct5oi cHet mie2tolE Zfol SHt2H U A= X] H gLt

« directoryservice.ldap_connection_uri
« directoryservice.ldap_base
« directoryservice.users.ou
« directoryservice.groups.ou
« directoryservice.sudoers.ou
« directoryservice.computers.ou
« directoryservice.name
2. DynamoDB H|O|Z0|AM H X El 22 Yo|o|EFLICE E|0|[&2 DynamoDB 2£ 2| E|0|E0{ M &
2 & U&LICH HIO|Z O|F§2 0|0{0F & L|Ct<stack name>.cluster-settings.
3. Elo|E2 YO|O|ESH + X &tE QUALABHAE A 52 Fe{AH &EIRH X vdc ZHEEHE 2
Mg LICH Auto Scaling2 DynamoDB E|O|£ 2| %|Al Zt2 At26t04 M| QIAEIA S A|ZHEFLICE

=& el 2:

e
A

2 El ServiceAccount AF& A} 0| 0] l24FE

237} Insufficient permissions to modify computer accountE BIEH5IHH AEH MM &
of =32t ServiceAccount O|§0| SHIEX| 2t 2 = U&LICH

1. AWS E£0{ A Secrets ManagerE iL|C}.

=

2. directoryserviceServiceAccountUsernameZE 3t&LICH Eo @t 5 = 040F &L
Ct<stack name>-directoryservice-ServiceAccountUsername.

3. HotesE do ME HE Ho|X|E SLict Eot o5 ZiollM 2ot of s gt AME Meistn o
Wt EAAEE MEASTLICH

4. gto| HCio|EE A $A A¥ Sl #7739 cluster-manager & vdc-controller QIAEIA S Afx||
grLCt. Auto Scaling® Secrets Manager2| 2|41 Zf2 AL&3t0{ | QIARIAE A|ZFEFLICEH

22 2401 3: 22 = ServiceAccount &3 9124

27304 Invalid credentials7t EA|L|TH AEH Mo Fof 2238t ServiceAccount & 7 SHIE K|

xE + U&LICH

1.  AWS 22£0{| M Secrets ManagerE jL|LC}.

2. directoryserviceServiceAccountPasswordE 3t&LICH 2o @t 5 = 040fF &L

I

Ct<stack name>-directoryservice-ServiceAccountPassword.
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i. AWS Z£2 21 Secrets ManagerZ O|S&tL|C}.

i. directoryserviceServiceAccountPasswordE &&LICH E0oF &%= 040
Ct<stack name>-directoryservice-ServiceAccountPassword.

ji. HotASE Po| ME HE HO|X|IE gLicH 2o o5 ZfollM 2ot &5 Zf A
ENSH OIS et EIAE S MEHEFL|C}
iv. HES MEigCH

v. ServiceAccount AFEXIO| M| &S E MHSHT KHE S MEAENLICE.

5 2 Yolo|EEH A2 FHAH A& Sl A9 cluster-manager & vdc-controller QIAFHAE
gFLICH Auto Scaling2 %Al Zf2 AF25H0 M QIABAE A|ZFEFL|CH.

34 A 272 2lsH 84 CloudFormation ABHO| &K E[X| f &

ot L2 B4 A LR E QI8 <env-name>-vdc CloudFormation 2B Axj|7} Mufst= B2
!

vdcdcvhostsecuritygroupOle Z2&S AFE5t0i RES M MEW = Eot IS E AlF

Amazon EC2 QIAEIA 2 £ Q& L|CH AWS .

- r

AP
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274 MA S0l CIDR EE mizt0|E{ol @F 7t MLt

gEg HM8E M ST 4EN7H [AmH]R CIDR E5 TtetO|E{of CHeh @ F 7 LIEtELICH

Failed to update cluster prefix list:
An error occurred (InvalidParameterValue) when calling the

ModifyManagedPrefixList operation:
The specified CIDR (52.94.133.132/24) is not valid. For example, specify a CIDR
in the following form: 10.0.0.0/16.

2ME sHZ25H7| QsH ol A ElE AL xx.x.0/24 EEE x.x.x.0/32&]L|C}.

]

7S MASHEIH YO BlAA M FHeio| WRELICH YR EToIME 8 27t LA o
CloudFormation AEH AiAd0| Alufst 4~ Q& LICH

0l 22 B#HS AT MM ChAl AIZBLICH = CHE 2iTol M A4S CHAl AIZE 4 sl
Ct.

AdDomainAdminNode CREATE_FAILEDOIAM 2|8 Z|AA(CIZ2) AEH MA Alnj

COhS 2FeH A ol 28 28 ddo| dulisteE B2 QAAHA AR £ Z2H|X'E 0l Amazon
H o

=
EC2 Wix[7} 0i| 7| X[ SfH A7 MHE YL = U&LICH

AdDomainAdminNode CREATE_FAILED Failed to receive 1 resource signal(s) within the
specified duration

SE ZE[RH M T X|7F FEEof UER], ZE UAHA CHsl T X(7F T E[0] U= K| &

w
w
<

2. SSM RunCommand/Automation A& 7|50 M ZHX| 21 SSM EA{ 2| Aol QIAEA A|ZtT}
Ux|st= K| &QlghL|Ct.
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3. 32| Amazon EC2 QIAEA ot 23 o 2EE QAEHA EZHE HAESH0] ZEH|X S
AEAT R - EIRAER] FH gL

Single Sign-On(SSO) %! X} &

g 2reler #
SSO T+ Aol CiEh RiMIE I8 =2 CheS

I=
» the section called “IAM ldentity Center& A& 304 SSO A%

+ the section called “SSO2 X7 SH ZZ A} F4AI”

A 5 oo #2E CHE 2XE siEsied™ oS 2Xl a8 FHE HX6HMe
=X

+ jam:PassRole€ &35l & 2l

=
=)
« L AWS #HH 2% 9| AtE O] 2|AA 0| A my Research and Engineering Studiod] AWS HM|A ST
g &8st A&Lct

o B0 2Ol | SA| 232 [|0|X|2 SofZfLC}.

c ZOQS AEE HASHEXE S QIS 2F EY

« AE&ZX}E7F Active Directory0ll F7HE|QFR|BF RESOIM 52 E]

« NS dHE M AISKIE AIESE £ 812
+ CloudWatch cluster-manager 20| 27| Mgt =1t 27

I.

oI-
mjo
rzl
n@
4>
30
|_|-|
J
02
12
[0

iam:PassRole 2fdg &g Hsto| Qictes @ F 7t = 4IE|2H RESO]| &

HH 5E gel 26 195
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LS AWS MHIAE AFEstH M MH[A Fg s MH[A A2 HEE st CHA 7[& HJE S ol
g MH|A0| TEE = Q&ELICH O|FE A st2d™H ASAHIH Mu|A0 f

o —= 2 T

X|2 2{o{oF ErLct.

CtZ oA 2F = marymajorgte= IAM ALE X7 2£E AHE 6101 RESOHIM 2 E =3sicin &
= S2{M MH|A dgho| R0 MEHo| AMH|A0] R{0{0F B LICH Mary=
ol

AA

o
£ HEE 7hK|D K| ek&Lch

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

O] B, Mary7} iam:PassRole S &t | >4
LR AR AWS ZEIRIH 2olstME. BElRHs 2101 Kt ZHS A28 ArZrLcH

LH AWS H/™H 2|2 of AFEHO| 2|2 A0 A my Research and Engineering Studio0ll AWS
HM|ASHEE 51835t Al&LICt.

CHE AHOl AR EE X 9
UGLICH S +o8 ARIY
o EE(ACL)S X

& HEHS ROfE £ LT

KtMIS| dotEHe{H L2 A ESAML.

« ARE AWS HIY TR 2laa0f ChEt BMA HEtES MBSt

=4 ololEHE{H |AM Al A
M| ARFH CHE AWS HIZO| IAM AP KFO||AH| HAMA HE M2

=
e 2 s

. EFAF AWS HIEo| 2lAA0] CHEH HMA HEHS KT sHe WS AobE B IAM AR ATHA |
A AR AWS HIHol s HMA HEt MBS HESAML.

—_

m

« AA ZF HOH0|ME Soll AMAE MSste S LotEE{H IAM A M 9| 2| F oA
IS E AERHA HMA HEF MS(AHH 5 HIHE 01M)E HESHAIR.
X

. IA A HMAE SIBH 048 W BlAA J|Uh HA AHBO| X0HS LoLEHB 1AM AS MM

IAM 9&r0| 2|44 Z|8F A0 ofEAH CHEX| HZSHAIL.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html

AR 7H0|E

ol BRIE SSO SEO| HE THE TS YU LICH EXIE HOUsH2IE HESE QAHA 28 3
Qlstm T4 AHo| @RIt US| AEELICH
2a8 elstee.

1. CloudWatch &2 iL|ct.

2. BE380Me
0

3. E1IEsd

78 S FHlstt{H:

1. DynamoDB £& 7|

2. E|O|g0|M Bt HIo|E 2 3t&LICt<environment-name>.cluster-settings.
3. Elo|E2 YL EH|IOIE &5 HAE MEHFLIC

4, LWE AME st s HeE U™ELIC

5. Run(&&)2 MEAEFLICE.
6. EtetEl EXtE0A SSO 74 2to| SHHEX| & IFLICt #XEEl F2 sso_enabled 72| 2t 2
False2 HHZ3&L|C}.

Edit item

You can add, remove, or edit the attributes of an item. You can nest attributes inside other attributes up to 32 levels deep. Learn more [4

Attributes
Attribute name Value
key - Partition key [ identity-provider.cognito.sso_enabled J
Y
[ value ] O True © False

7. RES AF2X} QIE{H|O|AZ S0}7} SSOE AHFAIBHLICE.

HH 5E gel 26 197


https://console.aws.amazon.com/cloudwatch
https://console.aws.amazon.com/dynamodb

047 2 QIX|LI0JY ARC|R AEX

MEX7E RES QIE{HO|AN 20l5t2{1 & [ "User not found" 27/ 7+ £ A|E|1 Active Directoryo]|

AERTE 2UE B

AA L—
« A2X}7F RESO| 11 %201 ADOI| AL ALE F7I8H B

- AMEX}7L bR RESH| S7(3HEIXK| et = U&LICH.
7t Ctg S718 & MEXI7E FILEIR =X &
£ wWELICIAFE X7} Active Directory0ll = 7FE| 4 X| B

- ArEX7F RESOH U= E

RESO{|AM F2HE.

RESE OiA|ZF S7IgtEI2 2 7|CHR
FOISHOF & = U&LICH S A| 57(5+5tE{Ho| EHA|
!

Ct

1. &4 oj=o| 8Ht2H TAEIQ S| EOIBLICH XHAIB I8 Single Sign-On(SSO)E 9I3
A EH IR T4 B HEAAR

2. SAML M|=1} SAML O|Ho| 25 A Ate| O|HIY F40i OHEE[=X| & Qlgf LT

A& X7} Active Directoryoll F7HE|AX|EF RESOIM +EHE

Active Directory0l| At XHE F 7+ K| Bt RESOH T2 El 4% AD S7I8HE E2|Hslok &L AD &
7|8t= AD 52 RES 9—*?5'9E 7742 = Lambda & =0i o|a A|lZHHEHE A LICH Z<of et
MMEXREE OIEE F7IEt F OZ 873t ZE2EMATE A™E WK X[Qd0] L L(Ct Amazon

Simple Queue ServiceOlM =822 S7[SHE AIFE &= Ql&LICEH

S7|13 Z2NA

TSR AIZELICH

=Z&2 YLk

Amazon SQ

1 S
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https://console.aws.amazon.com/sqs
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CloudWatch cluster-manager Z 10| 37| MEt =1} @ F

2023-10-31T18:03:12.942-07:00 ldap.SIZELIMIT_EXCEEDED: {'msgtype': 100, 'msgid': 11,
'result': 4, 'desc': 'Size limit exceeded', 'ctrls': []1}

CloudWatch cluster-manager 2 10{| 40| 2 77} 2t M3t Idap AMM P 2 AIEA =
ghetzE = A&LICH ol ZXIE i Z2stEiT IDPL| Idap A At M|gtE =&lLIch.
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https://console.aws.amazon.com/efs/home#/file-systems
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https://console.aws.amazon.com/fsx/home#file-systems
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B2 sudoer7t CHE AFRHof| CHEH T4

g LICt o & S04, CFS2 /<project-name> C|Z|
E{2|0of CHEt <group-ID> ™Al ei7|/A 7| H

A&LICH
rE 2 E HHol| A FoigLCt.

A
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sudo chown root:<group-ID> /<project-name>
sudo chmod 770 /<project-name>

Linux 2! Windows 22 2E0|AM NTFS AEIQY 28 A}

Olo

37 HEt2 8§ ECo| 37 £42 AE5I0d FHE = U&LICH 0|E S04 At Xtuser_012+ £
H7t U= B2 myfolder, ChangeEE£=2| #8HE Allow EE= Full ControlReadZ MHE £+
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— Documents Properties X
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E:[] ~ Permissions for Documents
1|  Share Pemissions =
Dis (@roup or user names: h
Evernyone
e
 folder
folder
Ider
Pemissions for Everyone folder
Full Control folder
Change
Read folder
folder
folder
S folder
folder
folder
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&2 Linux 2ct0|AHE 2 Windows ECI0|HE RF0A AFR 524 A2 2 E Linux A2 0|2
st AL X O|& 1} domain\username2| NetBIOS =M@l 0| &€ AlDl 445 = 0| DHEE SVM
{| Ad%d&HoF & LICt O|= Linux AF2 A2} Windows AFE A} ZHof HHedst= O| e shict. REMISH L
2 Amazon FSx for NetApp ONTAPZ AI835l0i HE|ZEEE I EE EHEIE ;ZTSIMR.

O miz

o

RESO| A Amazon FSx for NetApp ONTAPS MM X2t = HQlof| ZQISHR| oS

$4%H RES £2£ 0 A Amazon FSx for NetApp ONTAPS 45t ot A|AEIO| Z2H|XIEIX|PH &
HQlofl ZQIE|X| et &LICH AMAIE ONTAP I A|AEI SYME T HQlof =RI5H24%d SVMs Microsoft
Active Directory0ll ZQ12 & X35t Amazon FSx 2£ 9| BHH E WEL|ct 2e st HEto| ADO
Amazon FSx MH[A ol (/U= X] & IELICH SYMO| EH|@lof| 3o 2 ZTRIE|F SVM
Qo> oEZQIE > SMBDNS 0|22 2 0|55t04 LIS0f| ZQ352 2 DNS 0|28 = A8}

CHQlol ZQIE £ Z2{AE| A% DynamoDB E{|0|20{A{ SMB DNS T4 7|5 T Z&IgtLC}.

1. Amazon DynamoDB 2& £ 0|S & L|C}.

2. EHO|22 MEiEt Ot & MEHErL|Cl<stack-name>-cluster-settings.
3. E|O|Z &5 MM EEE Y5t CHS EEHE LFLICH
- 54 0|§ -7

P
!
m
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* % -shared-storage.<file-system-name>.fsx_netapp_ontap.svm.smb_dns
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https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://console.aws.amazon.com/fsx/home#file-systems
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://console.aws.amazon.com/dynamodbv2/home
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/limit-access-security-groups.html

RES AEHAF H|O|X|0| M AHAFO| AEN7I ATHQl AR @ F 71 2 Mt AlZt S0 Z2{AE 2H2[XFoi| CH
3t Amazon CloudWatch 21 1292 0|S35l04 Q1 &old 4 QlaL|Ct

[2023-11-19 ©03:39:20,208] [INFO] [snapshots-service] creating snapshot in S3 Bucket:
asdf at path s31

[2023-11-19 03:39:20,381] [ERROR] [snapshots-service] An error occurred while
creating the snapshot: An error occurred (TableNotFoundException)
when calling the UpdateContinuousBackups operation:
Table not found: res-demo.accounts.sequence-config
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M 27 HAIXI2 22 EXM7E U] LIEHLEALE AT E Mdof 448 = eis B2 ¢
Amazon EC2 RIAR AN EX7} /S S LIEHE &= JU&Lct

|l
o

2ol 2ol &olste W2 HX| Amazon EC2 2 0A EHEXo 2 ZSZ2 E|1 M QUAEAZ CHA|
e Ao 2 H0|l= 2 E Amazon EC2 QIAEAE &Qlst= ZdL|Ct 0] B2 Amazon CloudWatch

Che2 o™l 2&of of Lt

EC2 Dashboard x C EC2 > Targetgroups > res-bicfn3-web-portal-e2958adc )
EC2 Global View

Events res-bicfn3-web-portal-e2958adc

v Instances
Details
Target type Protocol : Port Protocol version VPC
Spot Requests get P
Instance HTTPS: 8443 HTTP1 vpc-011d10e23ad 10chge [4
Savings Plans
Reserved Instances 1P address type Load balancer
. » -alb [4
Dedicated Hosts 1Pv4 res-bicfn3-external-alb [4
Capacity Reservations
Total targets Healthy Unhealthy Unused Initial Draining
v Images 1 @1 ®0 0 0 0
AMIs
AMI Catalog » Distribution of targets by Avallahlllty Znne (AZ)

Select values in this t

able he Reg gets table below.

v Elastic Block Store
Volumes
Snapshots Targets | Monitoring | Healthchecks | Attributes | Tags

Lifecycle Manager

e Registered targets (1)

Security Groups
‘ Q Filter targets 1 (o]

Elastic IPs

Placement Groups Instance ID v | Name v | Port v | zone v | Health status v | Health status detals

[}
Key Pairs

] -0ba5d508631120043 res-bicfn3-cluster-manager 8443 eu-central-1c @ healthy
Network Interfaces

¥ Load Balancing

g
g
2

Load Bal

Target Groups

v Auto Sealing

Auto Scaling Groups

Ha &850/ 00/H -2 XMelste ol A E = U= Amazon EC2 QUARA T IS LIEFLICE.
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HA3 & Windows 214 A|=71 Alufst o "4

Ul 25 “oiZo| FE&LICH s 28", 21012 Windows QATIAA QIEA] MAT} BH4E DOV
A 0
~

M AZEQ|o{o A IHEY = A& LT
Amazon CloudWatch 271 12 C}S 1 QA HAX|S &0 91 Al @22 7|28

<envname>/vdc/dcv-connection-gateway & U&LICH

Nov 24 2@:24:27.631 DEBUG HTTP:Splicer Connection{id=9}:
Websocket{session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"}:
Resolver lookup{client_ip=Some(52.94.36.19)
session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"
protocol_type=WebSocket extension_data=None}:NoStrictCertVerification:
Additional stack certificate (0): [s/n: OE9E9C4DE7194B37687DC4D2COF5E94AFQODD57E]

Nov 24 2@:25:15.384 INFO HTTP:Splicer Connection{id=21}:Websocket{
session_id="d1d35954-1f29d-4b3f-8c23-6a53303ebc3f"}:

Connection initiated error: unreachable, server io error Custom {
kind: InvalidData, error:

General("Invalid certificate: certificate has expired (code: 10)") }

Nov 24 2@:25:15.384 WARN HTTP:Splicer Connection{id=21}:
Websocket{session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Error in websocket connection: Server unreachable: Server error: IO error:
unexpected error: Invalid certificate: certificate has expired (code: 10)

742 SSM MM ZHE|KFE AF235H04 Windows QIAEIA 0| CHEH 4242 11 CFS 27H2| Q15 A{ 724
74 |
=

ol
mdE M7Hste Aol s EHY + U&LICh

PS C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv> dir
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[

Directory: C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv

Mode LastWriteTime Length Name
-a---- 8/4/2022 12:59 PM 1704 dcv.key
-a---- 8/4/2022 12:59 PM 1265 dcv.pem

HM st4+2 AF85tof RIMME IZ M mh
m]

I 2H[M'E & EjolA HE VDIs

Cla3 & AlEO| #t2[X UMM Z2H|XM'E dEiZ2 R X|ZlE < 048] 7HX| O|R 7t /€ = A&LICH

21012 HOISHHM HIATE QIATAL 21 IUS ZAST 2XIE Yo £ s 2R E HaL
C}. o] EMolls §8% 21 % o[HIE K AAZH: 20|E0| KIRE MMl 2 HEvt X3E 2
|

T utel 2l Amazon CloudWatch 21 28 S £ 0| Z£gtE|o] /& LCt.

« AHZ2E AMIID7} AZEQ|0{ ABICZ SEL|UX|P RESOIM R|HE|X| SE&LICEH

Amazon Machine Image(AMI)0l| 2R3t of & 74 EE= =77t QI0{ REAERY Z2H|XE A3
EEE 225X ZRHELICH Linux QIAEARL ZHE
o= O|et HHE Rt HEI Z&E = UE
RES H&3 & QAHANM 2 S3HK| 24 E =
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EME siZaste{H AMIE ddot= Ol AFEEH 2el 7ty a3 & QAE A0 ZERIZ
PowerShell 3 &2 L1 Ot FES AL

C:\ProgramData\Amazon\EC2-Windows\Launch\Scripts\InitializeInstance.psl -Schedule

a3 ohg QIARIAA M AMIE MAELICH M AMIE AL85t0 AXES 0] AR SS5tD L}
S0l M 7t ola3 52 AHE = JUELICH Z2HX'E dEiZ fX|Zs QUABHANM SUE &
WS AYS D QAHAS KRB0 7HY HIATE MMS £HE £5 QIX(TH ER TAE AMI

=
oM CHE 7He CIAT S E AIRE M SYUS EXTFCHA| 28 LT

Jtset EM1: & ot AlA"Eof CHE POSIX TetE 7HE AFEXHE QI8 CIREE|7F U &LICH

Ol= CH& AlLtE|R7t &2l A2 2HstD e 2XMY = A& ch
1. BHEZE RES T2 2024.01 O & &L
2. RES AEHS HiE 5= S0otol| CHE 40| 2 M™EnableLdapIDMapping =R &LICHTrue.
3. RES AR HilZ Fof X|HE & U A|AEO| RES 2024.01 O™ HTAO|M A EIURHLIFE 2
EnableLdapIDMapping &HEE O @0 AL/} ELICHFalse.

Z 0

O

S Bt mtd A|ARI0M AFE A} CIRIE{Z|E AMAIELICY.
1. 2{AE ZE|Xt ZAE Cist SSMYLICE.
2. cd /home.

3. 1s-adminle , admin2.. 53 Z0| AIE X} 0|51} Uk|5l= CIEE{Z| O|EE2 AIE5t0q CI=E
2|& LtdsHoF &Lt

4. C|HEEIE MAMELClsudo m -r 'dir_name'. ssm-user & ec2-user C|ZE{E|E At A5t
x| Ot A2,

5. AA&Xt7L ol0| M envoll S7[3HE B2 AHEXL2| DDB E|O|20| M ALSALR|E AFA|ELICH
(clusteradmin A|2]).

6. AD 57|38} A% - E2{AE ZE2IXF Amazon EC2sudo /opt/idea/python/3.9.16/bin/
resctl ldap sync-from-adoilA &l&stL]|ct.

7. RES ¥ HO|X|0M Error 4E{O| VDI QIAEAE MERFLICEH VDIZ 2 208 LHO| Ready
HEfZ2 MEE[=X] & IFLIC.
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=S|
* Amazon EC2 QIAEIAT} ZE0M SEE BIEMO 2 EAIFFLICH
« AD QI AlTHZ QI5H vdc ZHEE{ QIAEA I} =8 S QILICI. / eVDI ZE0]| APl AEf &2l Almlj7}

- ZEMEE FII517| @IS AT EQo| AEHZ HEF [ ECIR20| Z2METI EA|E[X| &

=
« cluster-manager Amazon CloudWatch 2101 "<user-home-init> 7A|1&& Ot & AF& & &~ Qi& LI
AEX7L S718HE W7HR] CHZ | S LICH (A 0| ALE At O|F 21 Z)7F EAIELICH

« 2392l A Windows A3 &0i "AIE0| HI& Est=|A&LICH BEIXHH 2olstMlR.”
- 2R/T4 AD 781t 2 E DHCP EM 2X|
- Firefox 2 & MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

Amazon EC2 QIAEIATI E2L£0|MH SEE SO Z E A|ELICT

olzat °._|éE A7F Amazon EC2 2£€0M ZEE AR UIEMOZ EA|LsE B2 §Hel2 740 &
20| UE = U2 Q= QAEA o el E2tA & USLICH CHS2 #0lE &olsts Wil
dL|ct.

vdc ZHEE D QIAEIATI Amazon EC2 2&€0AM BtEXMoZ &2 & é,*EH
ot ofts Efa MEY &= U&LICH RESOHIM FX| #Elste Eot &t
A0 HAZAE 1AM HAM A Ko HRo| YR E AL El= Ef 27t U&LICH vdc ZHEEE{7t &8 50|
CloudWatch 21 1501 Ct& @77} LIEtLIE 3 2ot ef 3 of Sut2A e 27t XIE =X it 7|
=Y = A&LICH 2ot & 5oi CtE Ef 2 & KIZsHoF B LIt

"res:EnvironmentName": "<envname>" # e.g. "res-demo"
"res:ModuleName": "virtual-desktop-controller"

0| @ 70f ci& Amazon CloudWatch 21 HA|X|= Ct=21F H|& st A E A= L|C}.

An error occurred (AccessDeniedException) when calling the GetSecretValue
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160215750999:assumed-role/<envname>-vdc-gateway-role-us-

47 9 Qlx|LiofY ARLCIQ
operation: User: arn:aws:sts
east-1/i-043f76a2677f373d0
is not authorized to perform: secretsmanager:GetSecretValue on resource
arn:aws:secretsmanager:us-east-1:160215750999:secret:Certificate-res-bi-

Certs-5W9SPUXFO8IB-F1sNRv

because no identity-based policy allows the secretsmanager:GetSecretValue action

Amazon EC2 QIAEIA 0| EfLE &Qlstn 9| S5 exlst=x| Helgiic

AD ZQl AW 2 QI8 vdc ZHEEB] QAEATL =& SELICL / eVDI 2E 01 API &EH
2ol Muf7h ®AIELICH
eVDI 20| 2EH EQlof Aluiste 273 4ef MMof ChE ol EAIELICH
Modules @
Environment modules and status
Module Module ID Version Type Status API Health Check Module Sets
Global Settings global-settings @COﬂfs% @ Deployed (® Not Applicable
Cluster cluster 2023.10b1 @5t€C< © Deployed © Not Applicable o default
Metrics & Monitoring metrics 2023.10b1 @5tec< © Deployed (© Not Applicable s default
Directory Service directoryservice 2023.10b1 @St;m ® Deployed ® Not Applicable ¢ default
Identity Provider identity-provider 2023.10b1 ®5t€C< @® Deployed ( Not Applicable e default
Analytics analytics 2023.10b G)Stem @® Deployed © Not Applicable « default
Shared Storage shared-storage 2023.10b1 @St;m ® Deployed (© Not Applicable ¢ default
Cluster Manager cluster-manager 2023.10b @pr ® Deployed © Healthy s default
evDI vdc 2023.10b1 @App @ Deployed ® Failed o default
Bastion Host bastion-host 2023.10b1 @5t€C< ® Deployed © Not Applicable e default
0| B C|HZ S| Et™Mol A2 = E{AE 2R} CloudWatch 28 AmE = ZdILICH (0|2t
23 358 3&L|Ck<env-name>/cluster-manager.)
Hstt 2X
« ZO0| HlAET ZEE 73R res 2E40| MM E | X|HE ServiceAccount ALE X} 0|E 2| HA}7}F 2
HFEX| Insufficient permissions®QIEfLICH.
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https://console.aws.amazon.com/cloudwatch/home#logsV2:log-groups
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23 &9 of:

Insufficient permissions to modify computer account:
CN=IDEA-586BD25043,0U=Computers, OU=RES, OU=CORP,DC=corp,DC=res,DC=com:

Q00020E7: AtrErr: DSID-03153943, #1: 0: Q00020E7: DSID-03153943, problem 1005
(CONSTRAINT_ATT_TYPE), data 0, Att 90008 (userAccountControl):len 4 >> 432 ms -
request will be retried in 3@ seconds

« SecretsManager =& 0|A RES HiZ F0i X3 El ServiceAccount AFE X} O|F0i| HMAE = QU
& LICt. Secrets ManagerOllAM Si{E 20t 5 & &1 QU BIAE ZHMZ MEASHL|C} AFE A} Of
E0| SHEX| 2 42 HME S MElsto] Eot & $ gt YO|o|EFLICt #A E2{AE #ElR

=H
L vdc ZEED QIAHAE SEELICH M QAEAE OHHMQI HEf2 EA[FLICH

O|& 2 "ServiceAccount"04
False2 MXE 732 "ServiceAccount"
| L

MBE 2F E|lAA AEHOA HHEE BIAAE AIESE B2 AFER}
Of 8fL|C}t. RES HiZ &0i DisableADJoin It2t0O|E{7}
A XLl AH ADOIM HFE| A E MEE &= Ues HEHo
« N2EIAIZAO|20| MEtsiix|ot 230 HIAEJ} 8=l Invalid credentialsZd< Ql2dsk ¢t
57} EZ2ERHL BFRE|S £ & LCt.

23 E9|of:

{'msgtype': 97, 'msgid': 1, 'result': 49, 'desc': 'Invalid credentials', ‘'ctrls': [],
'info': '80090308: LdapErr: DSID-0C090569, comment: AcceptSecurityContext error,
data 532, v4563'}

- Secrets Manager Z2£0i| & XM st= 2ot =0l HAM AT
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<env_name>directoryserviceServiceAccoun
g MEghLCH
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flu}
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- 257t SHt2 @8 E Active Directory0ll M 237t BFRE[JZ 5= U&LICH HX] Active
DirectorytlM &5 & MAHSH CHS E dclo|EsHok gLt CIEEE| ME|A 2&0
M Active Directory2| AHE At 22 & MMAEME = A&LICH

1. Mg C|*E2] IDE HEELCH
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https://console.aws.amazon.com/secretsmanager/listsecrets
https://console.aws.amazon.com/secretsmanager/listsecrets
https://console.aws.amazon.com/directoryservicev2/identity/home

7 W elx|Lo{@ AL M-EXL 710|E

2. 5, A EAH &5 MY 2 MENSEE CHE ALE Rt O|F(0dl: "ServiceAccount") I Af 252 2F 4]

3. M2 dYet &7t o] & & o CHE A2 il Secret Manager 2.2t & 5 (04:
<env_name>directoryserviceServiceAccountPassword.

4. AN Se{aE ZERF L vde HEED QIAEHAE SEfLICH M QIABAE PHHXOI A EY
2 EAIELCH

EMEE Ftst7| lsll AZES]o] AEE WEE f ECt20| Z2HMET EA|LX]
o
=

Ol ZExXl= AHEX HHE ADSt S718t5t= ot #tEdEl O EXQt 2H740| /JUE = JU&LICH o 2
MN7¢ LIEFLEEHE 22 AE] #2|XF Amazon CloudWatch 21 2 §0IM 257/ "<user-home-init>
account not available yet. waiting for user to be synced"E &?Ql5lof #2lo| S
BHX| = #E0| JeEX| =Helgct

—4

cluster-manager Amazon CloudWatch 2101 "<user-home-init> 7| S Ol & AL &
A&LICH AHEXRI7E S7I18HE WK CH7| SILICH(HIZ o] AHEXL 0| Rl BR)7H &
AlELct

SQS FEXI7} AFE Z0|H AF2 R AlXof ed3Et

o Q7| MEo F8F Fxof HHEELICH Ol ZEE
AEX 7|3t S0l ALEXtof CHE & T A|AES M4

MAMSiedn & [ E2[HELICE.

N
.
2 Al
=

AR AHol IEE £ Qe olfE AR 52 ADO l:HoH RES7} SHI2 A -‘rM*EIxI ort 7| EEHEOE'
& U&LICH o & £01BI/RES &4
(o]

o
2tO|E{7F SHHE 210 ofLIRE & UA&LICH

I OASE 7E 24 213



T W alx|L|o{R AKC|Q M-EXL 710|E

2921 Al Windows Cl& 3 &0i "AH0| HIZ G2t E[A&LICH &HE|RHol| A E2letM.”

CORP\adminT

Your account has been disabled. Please see your system administrator.

AER7E & 71 3o EMI EIL |%E* —“l‘— A= B2 SSOE &dll 32 2l8h ¥ RESH| CHSH

Q|F /174 AD 41t rHE DHCP &M X

Kt Active Directory"The connection has been closed. Transport error"O|A RES
E MEE M Windows 7H4 AT EMM 2771 45t H dev-connection-gateway Amazon

CloudWatch 20| A C}213t S AL &= &QlstL|C}.
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Oct 28 00:12:30.626 INFO HTTP:Splicer Connection{id=263}:

Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Connection initiated
error: unreachable, server io error Custom { kind: Uncategorized, error: "failed to
lookup address information: Name or service not known" }

Oct 28 00:12:30.626 WARN HTTP:Splicer Connection{id=263}:
Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc08a"}: Error in websocket
connection: Server unreachable: Server error: I0 error: failed to lookup address
information: Name or service not known

Oct 28 00:12:30.627 DEBUG HTTP:Splicer Connection{id=263}: ConnectionGuard dropped

A& VPC2| DHCP SMof| AD EH|Q ZHEE{E M85t B CI2E &6l oF gLt

1[°I'

1. AmazonProvidedDNSE 5 T HIQl HEE2] IPsof| F£7Ig
2. ZMH?l O|EE ec2.internal2 AAX&tL|Ct.

o47[od of|A|7F LE2t I&LICE o] 7£440| @2 RES/DCV 7} ip-10-0-x-xx.ec2.internal EAE O|&§2
37| I E20i Windows HIAIE0M & 2LF 7+ e MghLct

Domain name Domain name servers
ec2.internal 10.0.2.168, 10.0.3.228,
AmazonProvidedDNS

Firefox 27 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

Firefox  HEEIRME A8 StH 7ty olA3 S0l 21&siedn &
MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING 27 HA|X| 0| EAIE = /U&
LICH

on

12 RES & MB{7} TLS + Stapling On2 £ X E|RIX|Bt Stapling Validation2 2 & 8t X| 27|
(]|

[ = IEP(https /Isupport.mozilla.org/en-US/questions/1372483 & Z=.

ol
-

https://really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing X| &0l [} 20| EX|IE

Z2g =+ A&

I OASE 7E 24 215


https://support.mozilla.org/en-US/questions/1372483
https://really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing

7 & AX[L|of” ARC|R AR 7ol

|

+ res-xxx-cluster AE{O| "DELETE_FAILED" #EjO|1 "A& 0| R &E5tK| A HL} +& £+ QIS" 2F

2 olsf +50 ARE + oS

- 2347

« VDIEOLCIREE

e Linux EC2 QIAEHANAM ZEOCIREE

« Windows EC2 QIAEIAOM EO CIREE

« WaitCondition 270l CHSt ECS 211 =%

res-xxx-cluster AE10| "DELETE_FAILED" AEfjo|T "& 0| R &6t K| L 7HLE =&
T Q8" QRER QIS £SO =2 AXE = s

"res-xxx-cluster" AE{O| "DELETE_FAILED" &Eij0|1 =522 AXN& = gl 32 CtE HAHE =Y
otod AfxE + U&LICH

AEHO| "DELETE_FAILED" &EiQl B2 HM A8 522 YKo EAHAIL. A% AXIE Flsts
CHet &7 R AIE = UJ&LICH AXE MEfEfLICH
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Delete stack? *

Deleting this stack will delete all stack resources. Resources will be deleted according to
their DeletionPolicy. Learn more [

@ You may retain resources that are failing to delete
This stack previously failed to delete because the following resources failed

to delete. If you choose to retain resources, they will be skipped during this
delete operation.

Resources to retain - optional

Selected resources will be skipped during the delete stack operation

idea002clustersettings
idea-002-cluster-settings

Cancel Delete

Aof et 2edt AR BAAE DT MASIHEIE EEE 2AAE MEISHE HIAIXIZE AlS EA
= 4 UBLICH 0| B2 RE BAAE "HBEY BlAA'Z MestT AHE MEishC
CHET 28 QR EAIE

be assumed
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[Option+5]

® Role arn:aws:lam::417328936112:role/cdk-48fa4d69fb-cfn-exec-role-417328936112-us-east-2 is invalid or cannot be assumed

CloudFormation > Stacks

Stacks (15)

| Q_ Filter by stack name

&, 22 AMstE Ol 223 Ag 0| 48 T™of| X AN EZIR&LICH o] EXE siZsted He o
O|§E SAIELICH IAM 2£2 0|S5tod ChSot 22 mfet0|EE AH8stod sliE O|§ez HEE
g,

o AME[E = U= AEE| REIMH AWS MHIAE HEIRFLICH

o« A2 AIB|OIMHE Use cases for other AWS services MEHEFLICICloudFormation.

Select trusted entity we

Trusted entity type

SAML 2.0 federation

Use case
Alow an AWS senvice like EC2

Ct22 MefstL|ct 2dghol 'AwSCloudFormationFullAccess' 2! 'AdministratorAccess' T8t
£ Foidl{of &Lict AE mo|X|= ctS1 Zolok g LCt.
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[

Name, review, and create

Role details

Role name

173289361

Description
Allows CloudFormation to create and manage AWS stacks and resources on your behal.
Step 1: Select trusted entities Edit
1-f
2 "Version" : "2012-10-17",
3- "Statement": [
4- {
5
6
7o
8
9
10
11 }
12
13
Step 2: Add permissions Edit
Permissions policy summary
Policy name %' Type Attached as
AWSCloudFormationFullAccess AWS managed Permissions policy
AdministratorAccess AWS managed - job function Permissions policy

Tags

13 ChE CloudFormation 2£ 2 £0t7F ARE APA|ELICH Ol 4&

AEHSE 2
LICH OFX[H 22 IAM 2£ 2 0|S5tod W st A S AxgLct

mjo
>.
= =
X
_ql_-
o
ol
>
el
ok
o
Iy

1

EC2 Z2&0|M EC2 2IAE AN 210!

« Ct= X|&lof 2} Linux EC2 @IAEIAO| 2 Q18 L|Ct.
« Ct2 X|ZElof 2} Windows EC2 QIAEIAO| 2 Q18 L|Ct 27 CF2 Windows PowerShell2 304
HIS ASEL|CtH

1. Cluster-manager: Ct & {{X|0|H EH{AEH BE|Ate| 2O E 7tx{et E[Zlof dZ g LCt.
a. CloudWatch 21 I &§°| Z& 23 ¢lL|Cl<env-name>/cluster-manager.

b. <env-name>-cluster-manager EC2 QIAEAO| /root/bootstrap/logs CIRE{E[0] Q!
= 2E 2aLICt o] MMo| AlEF B 20| lE "EC2 2£0|MH EC2 QAR A 22210 Mo
AZE X|&of et QUAE AN 2Ol LICE
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-with-systems-manager-session-manager.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html

017 U Alx|LiofE) ARC|2 A8 7hol=

2. ™_controller: Ct& €| x|0i| A vdc-controllertd| CHEt 2 1 E 71X{2} E|Z0of 24 A& L|Ct.
a. CloudWatch 21 2 §°| 2 & 23 ¢lL|Ct<env-name>/vdc-controller.

b. <env-name>-vdc-controller EC2 QIAEIA 9| /root/bootstrap/logs CIEEE[0 U&=
2 E ZaQlLch o] MMo| AlE 2EE0of = "EC2 & 0M EC2 QIAEIA 0 2 21"0f| Ao o
ZAE X|Eo et QIAEA 2 1FLICH

238 EH MM E WY & StLbE Linux EC2 QIABIAOM 2O CHR2EE MMO| X|FHE MEE
AeLct 2& o|§2 QlaHA o|FLCt

MEX}7F MM 0|E0| 21 VDIE AlEHSH 32 Amazon EC2 240 M QIAEIA O VDI1SHE O|EL

QlL|Ct<env-name>-VDI1-<user name>.

Linux VDI 21 £=7%

O| MMo| AlZt EE0] /& "Amazon EC2 220 A EC2 QIAEIAC| 2aQI"0f| HAZEl X|=lof| [}
2} Amazon EC2EC2 &0 M allE Amazon EC2 QIAEIAO| 2 18HL|C}. VDI Amazon EC2 2l
ABEAO| /root/bootstrap/logs & /var/log/dcv/ CIRIEZ|HMH 2E 2O E 7HK{SLICH

R2OE 7tME W & stLtE 530 YZEESHCHS H7|0 M CHREESE JAILICE O|E I8
Ct= CHA k2t & CIEEZ0M 28 208 72 O S YEEE £ &L
1. CHS BHAof 2t /root/bootstrap/logs CIZEE{Z| of2Hofl dov 22 E SAHELICEH

sudo su -

cd /root/bootstrap

mkdir -p logs/dcv_logs
cp -r /var/log/dcv/* logs/dcv_logs/

2. O|A| Ct= MMof| LI El EHAlof 2t 23aVDl 23 CeE2EE CIR2E 8L C}.

Windows VDI 21 =%/

O MMO| Al 2EE0] Q= "Amazon EC2 2£0M EC2 QIAEI AN 2T 21"0f AZAE! X|Fof
2t Amazon EC2EC2 2£& 0 M siE Amazon EC2 QIAE A | 2121 LICH VDI EC2 QIAEA Q|
$env:SystemDrive\Users\Administrator\RES\Bootstrap\Log\ CIHEZ|0| U= ZE
238 7FXHSLct.
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28 7tMe Y & stLi= S30| Y= =8 O E 7|0l M Cr2 2Est= AL|Ct o|ZF A st
o OhS Aol LHdE BHAIE IHELICHVDI 2O T2 E.

EC2 2& 2 0|355t0{ VDI QIAEAE B L|CH

1
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a. Linux EC2 QIAEHAO|M 21 CFREE Linux&
b. Windows EC2 QIAEIAO|AM 21 CF2E = Window

7. OIX|2to =2 482 WEISH04 AmazonS3FullAccess A4S X|HEHL|C.

® Note

T E VDIs2t ST IAM A& 2 AEFLICH <env-name>-vdc-host-role-<region>

sudo su -
ENV_NAME=<environment_name>
REGION=<region>
ACCOUNT=<aws_account_number>
MODULE=<module_name>
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cd /root/bootstrap

tar -czvf ${MODULE}_logs.tar.gz logs/ --overwrite

aws s3 cp ${MODULE}_logs.tar.gz s3://${ENV_NAME}-cluster-${REGION}-${ACCOUNT}/
${MODULE}_logs.tar.gz

O CHE S3 2& 2 0|8§35104 0|F0| 2 HZIE MEst T o|Hof| Y2 =3t
<module_name>_logs.tar.gz It <environment_name>-cluster-<region>-
<aws_account_number> Ct22E=8fL|C}.

Windows EC2 CIAEIAONAM 2ZEO CIREE
EIOE CIRECE EC2 QIAE AN 2016110 OIS HHE AAFIoi ZE 2EIE S3HIIM Y2 E
gLiCt.

$ENV_NAME="<environment_name>"
$REGION="<region>"
$ACCOUNT="<aws_account_number>"
$MODULE="<module_name>"

$logDirPath = Join-Path -Path $env:SystemDrive -ChildPath "Users\Administrator\RES
\Bootstrap\Log"

$zipFilePath = Join-Path -Path $env:TEMP -ChildPath "logs.zip"

Remove-Item $zipFilePath

Compress-Archive -Path $logDirPath -DestinationPath $zipFilePath

$bucketName = "${ENV_NAME}-cluster-${REGION}-${ACCOUNT}"

$keyName = "${MODULE}_logs.zip"

Write-S30bject -BucketName $bucketName -Key $keyName -File $zipFilePath

JHCHE S3 2& 2 0|S35104 0|F0| ¢ HZ!E MEiStD o|Tol| Y2 =8t
<module_name>_logs.zip I}¥E <environment_name>-cluster-<region>-
<aws_account_number> C}2ZE8L|C}

WaitCondition 2/ 0i CHEt ECS 21 =&

1. HHEZEI AEHOZ 0|S35}0{ O|AA B2 MEHSHL|C}

2. HHXE - ResearchAndEngineeringStudio - A x| #2|X} - £ - CreateTaskDef -
CreateContainer — LogGroup2 &35t 21 I§F2 MEH5t0{ CloudWatch 218 L|Ct.
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3. O|21aE0M x|Al 2EOE 7S LC}.

o2 &4

=S|

e A4 SH ZZAo ChH 15 HE XM W o2 B E 230 @7
- O AR F|I 2237} B 535X S

A 5E SSA0|Oiet 215 eEE MElE o2 28 200 2F ¢
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23012 AISstT 'AH7d B B30l CiEt 015 28 Malg o o7|x| S @ F7F atsie of
27t n_rfz%! 4+ &LICH Ol 2Q15tE{E AL RIS %% i Active Directory MHI& HHY 4 2
aLich

23}

1. CIMEE MHlA Z&0iM ASAH 2 MulA S 25 8 MASELICH

2. QoM 2dst M &Sl UX|GFTE Secrets Manager0lA MH|A AN ¢S E ol|o|EgLC}.

« Keycloak AEH0| Z3L: PasswordSecret-...-RESExternal-...-DirectoryService-... &/ A:
Microsoft Active Directory2| &S

« for RES: res-ServiceAccountPassword-... & A™: Active Directory MH|A 7HH &5
3. EC2 Z£ & 0|530d cluster-manager QIAFAE ZEFLICE Auto Scaling T#&I2 A QIAEA
O|HHZ E X522 E2|7HELCt

Clz2 A4 7|22 37 5S35k &b S
|

71223 M7} E=5t0 MBHE CHA| A|ZHE I QIABIAO| P/} HHAE|H 7|2 237} SCHE 2= Q)
&LICt RES Z&Eo| 2191 Ho|X|7} EEE|X| &b HL SHAEIX| ot 2= MENE HEL|CE
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https://console.aws.amazon.com/directoryservicev2
https://console.aws.amazon.com/secretsmanager
https://console.aws.amazon.com/ec2

e
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I AIX[L|o{™ ARLC|2 MEX 7t0|E

Mo
ol

|.

Keycloak2 M4 HEIE S@sttiH 7[E 2l

P

|l

2tE AHXI5H D Keycloak A B4 AHHHE Sl oF &FLICH Ct

= BHE WELcH

Cloudformation@ £ O|S & LICt. 0{7[|0f 5 7Ho| 7|2 23 £t7d ABMO| Z A|ELILCE.
* <env-name>-RESSsoKeycloak-<random characters> (Stack1)

<env-name>-RESSsoKeycloak-<random characters>—RESSsoKeycloak— * (Stack2)

Stack12 AfAEILICH S ABRES MXSIEIE HAIX|7F EAIZIH of| € MEHSI0{ S AEIS A
Mg ct.

AEHO| 25| AN EIQAE K| ZQIBHLICH,
H E:

07|06l M RES SSO Keycloak AB HIZSIZ Ct22 =g L|CH

AMIE AR M5 SYE TEt0|E 22 AF8351040| ABE =592 HEZFLICH ABH M
> MEaAMEEE)-VIEHER ME L HES 11 HEE 2 0[S 5104 CloudFormation

Z&0|M BHEZFLICH AXIE AR SUE 23S ALS 5o 2~ meto|EE =g LIct.
CloudFormation £ 0M ZE{E HZE5l 0 EPEH:HE'l 2O 2 0|S5t0] AA|E ARMO|M Ol &
HE 2 = UGLIch #F 0|F, 7| Hof L 7|Et mteto|E{7F 2ef AEE mhatO|E et Yx|5H=X|

EolgtLCt.
ABHO| HHEZE|H B A2 CHA| AL E £H|7t & JL|ct HHEZFEl AEHO| &34 Riof M
ApplicationUrl2 &2 = U&LICH

0H1
0

A% ZH

- 24Tl Xl 2024 .x

(2024.08) 714 AT E0| FE HZ ARN 2 A X XIH HFAZE /(= 2471/42 7] Amazon S3
HA 2 BASHR| 28

2024.06) AD & O|§0i| 40| ZgEl 3¢ AN M Aluj
2024.04-2024.04.02) VDI QIAEIA o] o35tof HZAE|X| f2 IAM HEt ZH FMZ
QIAEIATL ABLEIR| 01 S

2024.04 2! 2024.04.01) GovCloud0il A RES AfA|| Almj
2024'H 42 - 2024.04.02) RHE & Al Linux 7t4 ClA 3 &0 "RESUMING" HEH0IMH HE = US

(
(
(2024.04.02 0|3}) ap-southeast-2(Sydney) 2| Windows NVIDIA 2!
(
(

&

|

(b}

2l
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https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/res-sso-keycloak.yaml

Q17 A QX|L|o{& ARLC|2 MEX 7t0|E

- (2024.04.02 0l3t) SAMAccountName &40l CHEXH EE= S5 2xH7h Z3HEIAD ALSXHE 57|
3} 5HR| 2

* (2024.04.02 Olst) H& ZEAE AMAsH7| @8t ZefolS! 7|71 R E[R&LICH

*+ (2024 6% O|) AD S7I5t Soil 25 M7 RESH S7I3tE[X| §fS

. (2024'< 62 0|%1) CVE-2024-6387, RegreSSHion, RHEL9 2! Ubuntu VDIsO| & 9F |kAd

ered &l 2 Xl 2024.x

(2024.08) 7} CIA3E0| 2E H
Amazon S3 HHZ/E Erx|5H K| 2 &
H1 d%

Research and Engineering Studio 2024.082 FE HZ! ARN(%, ) &
AMEEME O|F E= Z2HE 0|F A ALSXL O|BF)E MEE
(VDlarn:aws:s3:::example-bucket) QIAEIAN| 2|7|/AA7] S

2= HA 742 o3 Z&LUoh

o MEFA7FHZI ARNS| (E Q1 217|/A0 7| HHZN(F, arn:aws:s3: : :example-bucket/example-
folder-prefix) & AF2A} X|H MFAHZZME 0|8 == TZ2ME 0|§ L ALKl 0|F)

« FE HZ! ARNO| UX|ZF ALS X XITE HF AL e 471124 7] HZ

VDI QIAEIAE m 2 HIX{8 $0l= ST S3 ol X|HE EtXY C2UE{2lof HZ!0| B RIEIX| &b &
LICt vDIQ| B R C[RE 2|7} TEt e CI=E{ 2= H|oq ‘BA'QEH HZIo| #Hx LIS S =& 6HK| taL
Cl. B{O/2 2 AF835lod CIAEEZ|of ItU S MH @F 7} Permission denied, unable to write
a file M35t T ot 2EIXTL HE S3 Ao Y2 EE|X| b& Lt

2247 X 2024.x 225
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E 2 mix| ot L(patch.py & s3_mount_custom_prefix_fix.patch)E CI22
S HHES AE5t0{ <output-directory>E x| A3 EE L x| I}tUS CIRE
& C|2E{2l<environment-name>2 HIR T E RES &7Z40| 0|29 2 HiZL|C}.

a. I§X|E RES 2024.080{ 2t M =E|L|C}.

b. I{X| A3 BE0= AWS CLIv2, Python 3.9.16 0|4 2! Boto37t 2 gFLCt.
_|

L=
c. RES7}H{ZE A 2 2|Tof CHai AWS CLIE 7435t RESOIA 2 4d8t B{Zlol| &
Amazon S3 HH0| QU=X| = lgrLct,

§9
rr

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/

releases/2024.08/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patches/s3_mount_custom_prefix_fix.patch --output
${OUTPUT_DIRECTORY}/s3_mount_custom_prefix_fix.patch

0%
1]

x| 23 B EQ Wix| Lol 22 E L= C/HEEE|Z o|SELICH CHE IR BES A-AeL

CH.

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.08 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/

s3_mount_custom_prefix_fix.patch

2E9| 7t4 A3 & ZHEE2(vde-controller) QIAEIAE Z=235l2{H CHS B2 A-ELICH
(O] ENVIRONMENT_NAME =& & Hml| CHAH|0| M RES 832 O|F2 2 0

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}
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T U AX|L0fY ARLIQ A 8%t 7tol=

=

® Note
Zeto|Hl VPC HH9o| AR ot & ~&5HR| 22 A< <RES-EnvironmentName>-
vdc-custom-credential-broker-lambda &<2| 3% O|E1
AWS_STS_REGIONAL_ENDPOINTS Z(O| Environment variable QI& F7|5H0F &L
Ctregional. AtAIEt HE = Z42|El VPC HIZ E {8t Amazon S3 HA AP =2 & =X
StAlL.

4. O|EoZ AlRSleE CHA OE0| M4 <RES-EnvironmentName>-vdc-ext MEN7} £|H FE H
ZIARN 2 AL X X|1H HFAZE UE 2471/A27| S3 HZ!IE SHIZ2 A OIR*ES=E M VDIsE A%
SHoF & LICt.

(2024.06) AD 1 & O|F0ll 30| Z&E F AN M Aluf
2|
AD 120f 0|S0i Zuo| L3 = 72 RES 2024.062 0O|F Q| AHAS M5 K| 3L

2 A E &ElXF CloudWatch 21 (<environment-name>/cluster-manager21 & Of2h)ol=
AD 87|53 &0l Ot 277+ ZaELct

[apply-snapshot] authz.role-assignments/<Group name with
spaces>:group#<projectID>:project FAILED_APPLY because: [INVALID_PARAMS] Actor key
doesn't match the regex pattern ~[a-zA-Z0-9_.][a-zA-Z0-9_.-1{1,203}:(user|group)$

« AFA A CHEXASCI 2R A, CHAI-), OFEE() R 2E()RF ZEE + A&LICH
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1. x| A3 & E L ofx| ot ( patch.py &' groupname_regex.patch)S CHREZE5tE{M™ CHS
& g |ZE{2|<output-directory>Z H 1 <environment-
HFE LICEH

HI ¢

a. INx|= RES 2024.060{2F M&FL|C}.
b. Ifx| AZZE0|= AWS CLI v2, Python 3.9.16 0|4 2! Boto37 E &L|Ct.

c. RES7I HHEEl AE X 2|7Hof CHaH AWS CLIE F/dst 1 RESOHIM 48k HZlof &
S3 HEto| UA=K| FlgLct

30
rr

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/groupname_regex.patch --output
${OUTPUT_DIRECTORY}/groupname_regex.patch

2. IR AZBIECS MX| otYUo| C2EZEE|E CIHEE|Z O|SELICH OHS TR BHES AL
Ct.

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-version 2024.06 --
module cluster-manager --patch ${OUTPUT_DIRECTORY}/groupname_regex.patch

3. #Z&2| Cluster Manager QIAEIAE CIA|
OIAEA

|Zfst2dH Ctg BES AAELICH Amazon EC2
Management Console|A{ QIAE L

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}
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EHiI% Arﬂsrm AD Z-E— O|E0l AEX L CHERF ASCH 2R}, =X CHAI(-), OFRIE(), 2E

(2024.04-2024.04.02) VDI QIAE A O odgtof AZAL|X| 22 IAM THEt BAH NS
2|

7t oAa3E Mol Z2EMEO| Mt BH 42 NMOHE &&5HX| et&LICt Ol
IAMPermissionBoundary It2tO|E{Z2 Ho|El Mt A7t ZEMEE Mdste S Z2MEof |CH
2 EYEIX| A7 HELICH

(o}

q
(=)

=13
=

0ok
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rr

7T

2024 42 - 2024.04.02

ro

3

CtS ErAlof et VDIs Z2MEof| € E HEt BAE SHIZH &S5t 5 s{8gfLich

I %|= RES 2024.04.0201|2F M =]L|C}. BHE 2024.04 EE = 2024.04.012 A5t B 0t
O|L] A 2dd|o|E0f cHst T2 2! 2 Mo LFI=E! THA|of 2l 81732 2024.04.022 H|0|E
g £ UsLch

b. {x| A3 BIE0|= AWS CLI v2), Python 3.9.16 0]4 2! Boto37+ I #FL|ct,

c. RES7} HiZ =l A 4 2|™of CHalf AWS CLIE A58l RESOIAM MASH HZlof| & = =
S3 Heto| U =X| EelghLct.

o

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
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curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
--output ${OUTPUT_DIRECTORY3}/vdi_host_role_permission_boundary.patch

2. x| 23 EEQ x| Itdo| Ct2EEE|= CIHEE[Z o|SELICH CS mx| BHEE A

gl<environment-name>3t0{& RES &439| 0|2 Z HiEL|CT.

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch vdi_host_role_permission_boundary.patch

3. O] HA2 A&lsto] B-H0M cluster-manager QIAEIAE CEA| A|ZHE 1T <environment-
name>E RES 49| 0|§ 22 Ht&LICt. Amazon EC2 Management Console0i| A QIAEAE

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 0|3}) ap-southeast-2(Sydney)2| Windows NVIDIA QIAEIATL A[ZFE[X]

ore
Ls 3

|

Amazon Machine Image(AMIs)E &% 4o 2 RESOIM 7H4 QA3 E(VDIs)2 AdistE Ol AHSE
LICt Zf AMIO]= 2[MEE OHE HAZE ID7F }&LICEH ap-southeast-2(A| = L])0J A Windows Nvidia
QIAEIAE A|ZHSIE 2 RESO| LAEI AMI ID7} #RH &2 E|QA&LICH

O] &9l QIAEA FA0f ami-0e190f8939a996caf CHEH AMI-ID7} ap-southeast-2(Sydney)oi| &
T UHEELICt CHA& AMIIDE AL83l{0F ami-027cf6e71e2e442f4 B LICH

T

7|2 ami-0e190f8939a996caf AMIZ QIAEIAE A|ZtSIE4T 51 AL X0 A CHS @ F 7| A8l
L|C}.
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An error occured (InvalidAMIID.NotFound) when calling the RunInstances operation:

image id ‘[ami-0e190f8939a996caf]’ does not exist

oA 7+ S ZFstod HE Riedst= EFAL:

- ap-southeast-2 2|%10{| RESE HHZ & LICt,
« Windows-NVIDIA 7|2 AZ E Qo] ABHAMIID )2 AFE5104 QIAEIAE A|RtEFL|

Clami-0e190f8939a996caf.

=13
=

02
0ok
jo
rr

%

Hd
rin

RES BH{% 2024.04.02 O|5t7} & ur&L|C}.

e
K

Ct

i)

23t = RES H™ 2024.01.010| A EIAEE|RIL LICEH

- OIS MHEE MESI0{ M AT EQo{ AR S5
* AMI ID: ami-027cf6e71le2e442f4
- 2 Al Windows
« GPU MZA: NVIDIA
- ZA AEB[X| 27|(GB): 30
- %|4 RAM(GB): 4

. 0| AZEQ|0{ AEHZ A25104 Windows-NVIDIA QIAEIA A|E}

(2024.04 & 2024.04.01) GovCloud0llAH RES AfA| Alxj
25

RES 4tX| /2 Z2 S0l UnprotectCognitoUserPool LambdaE L}S0i AHK|E
Cognito Ab& X+ Z0i| CHEH AKX W X|E HIZ GSHELICH Lambda A& 20 9|5 AlZHEL
CtInstallerStateMachine.

c
&2 GovCloud Z|7H0f|AM AuigfLICt.

|72 GovCloud 2% 7te| 7|&# AWS CLI HH7 R0|2 215H Lambdall update_user_pool
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GovCloud 2|T0{| A RESE AfA|stcdn ot nZof|A| ChE 77+ L-derLIch

Parameter validation failed: Unknown parameter in input: \"DeletionProtection
", must be one of: UserPoolld, Policies, LambdaConfig, AutoVerifiedAttributes,
SmsVerificationMessage, EmailVerificationMessage, EmailVerificationSubject,

VerificationMessageTemplate, SmsAuthenticationMessage, MfaConfiguration,
DeviceConfiguration, EmailConfiguration, SmsConfiguration, UserPoolTags,

AdminCreateUserConfig, UserPoolAddOns, AccountRecoverySetting

HIE RHE5t= BA:
« GovCloud 2|710i| RES H{=Z

« RES AEH ALK

od
o

=13
=

0ok
mo

7T

rr

RES H{7™ 2024.04 2! 2024.04.01
2+t
CtS 2t3t= RES 7™ 2024.040 M EIAE Q& LICH.

« UnprotectCognitoUserPool Lambda 7|

- BH HE]: <env-name>-InstallerTasksUnprotectCognitoUserPool-.

v
- HEY MY > BHE > HEFY ME Python 3.11 -> XME.

« CloudFormation &JL|C}.

e

- RES AEH &K > Mx| HEIXt 2laa BES MEIEX| of2 HEIZ F7|-> 44

Ol

(2024'A 42 - 2024.04.02) RHEE! Al Linux 7H4 ClA 3 & 0| "RESUMING" A E{O{ A &

Linux 7t A E2 8 = 02 E SX| & CHA| A|2HE [ "RESUMING" & EHE

Ct.

= A P
HE 4 AL
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T HAX|LI{™Y AFCIR AEXt7tol=

I [0 1o

ABAATL REEEl & AWS Systems Managere 24 H2 A&3t0o{ M DCV MME MASHK| o
M vdc ZAE £2 CloudWatch 2 (<environment-name>/vdc/controllerCloudWatch 21
J& otet)odl oHE 23 HAIX|7F T2 E[}ELICEH

Handling message of type DCV_HOST_REBOOT_COMPLETE_EVENT

od
o

gt
=]

ook
o

7T

rr

2024'A 4& - 2024.04.02

"RESUMING" & E{0I|M HE 74 OATEE EF52{H:

1. EC2 2£0M EXW QUARHAZ SSH.

2. QUAEHAOMCHE BHEE A LICH

sudo su -

/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
configure_post_reboot.sh

sudo reboot

3. QUABEAI MMEEE W7X| 7|CHEIL|CH

M 74 AT E0| SYE BEXMZE AME|X| AT F 5lodH:
1. x| A3 ZE L o x| It ( patch. py I vdi_stuck_in_resuming_status.patch)& C}2 2 E&t2{™
CtE BB S AAsto{E oS 22 CIHE{El<output-directory>2 HtELI|CH

@ Note

« I{X|= RES 2024.04.020{2F X F|L|C}.
- x| A3 ZE0f= AWS CLI v2, Python 3.9.16 0|4 & Boto37t B &fL|Ct,

Al
o
- RES7t HHZE AH"d & 2|70 CHsH AWS CLIE 438t RESOI|A 4+t tHZlod| £
T = S3 HEho| U=x| & lgfLct

OUTPUT_DIRECTORY=<output-directory>
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curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch --
output ${OUTPUT_DIRECTORY}/vdi_stuck_in_resuming_status.patch

2. Ifx| A3 TEQ x| TtYo| CtR2ZEE|E C|HEE|Z2 o|S&L|ct OS2 mx| Haig A
#l<environment-name>35t0iE€ RES 22| O|E 22 HIT* 1 E RES7} HZ & 2| <aws-
region>Q & HFEL|CH

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02
--module virtual-desktop-controller --patch vdi_stuck_in_resuming_status.patch --
region <aws-region>

O|"HAEE D] QIAEIAE CIA| A|ZH5IE{HE S HEES AME504 <environment-name>S

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 O|3}) SAMAccountName &80 CHEAL 2= &5 EX7F T E AD A8

AHE S7|8et x| ZE
=X
SSO7t %|4 2A|ZHAD S713 7| 23|) 2 MY E ¥ RES7H AD AH8XHE &7I3tst x| ZEfLICH 2

cAE{ #2|X} CloudWatch 21 (<environment-name>/cluster-manager21 1& ofz)olE
AD 57|53t &0 Ct2 @F7F &=L|C}
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Error: [INVALID_PARAMS] Invalid params: user.username must match regex: ~(?=.{3,20}$%)
. Do 1{23)[a-20-9. _1+(?<![_. 1)$

QR E RESIH LIS 2F A& E 5F5t= SAMAccount AFE Xt O|FEH =251 7| 2 off g LICH.

23t
1. x| 232 E 2 ofx| m}( patch.py & samaccountname_regex.patch)& CH2 2 E35t2{H CHS
HHEZ M08 o2 2 Cl3EEl<output-directory>2 HtELICEH
(@ Note

« IjX|E RES 2024.04.02042F XS ElL|C}.
- IjX| A3 B/E0f= AWS CLI v2, Python 3.9.16 0|4 2! Boto37 L gfLCt.

- RES7hHHZE HH I 2ol thal AWS CLIE T/t RESOIA M43t HZlol| &
= /= 83 WEHo| A=K =& Lot

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch --output
${OUTPUT_DIRECTORY}/samaccountname_regex.patch

2. x| A3 EQ mx| mto| CtREZEL|E CIAEZ|Z O|SELICH CfS x| HHPE A
gl<environment-name>3t04E RES 42| O|ESZ HIELICH
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Q17 A QX|L|o{& ARLC|2 MEX 7t0|E

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch samaccountname_regex.patch

3. 230l ci$t Cluster Manager QIATIAE CHA| A[ZF5tE{H CHE BHE AP <environment-
name>35t0{E RES 72| 0|2 Z HFELIC}E. Amazon EC2 Management ConsoleOfl A QIAEIA

E —'—E"I- T ?/\I{:l\l—ll-——l'

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 O|&t) & SAEH HMASHY| I8t =2tol8! 7|7F AR E[A&LICH

|

POI'

AEXt7F RES B Z=HOIM HE 54 E0f AMAstT| fsl ZEH0|8! 7|& CHR22E6tH 7|9 4
EX| gt&LICH &, 042 EO| & E2 COH2ZEE|0] 7|7t RESHK| A &LICH COIREES 7|2 HE

Ls H

AE O HMASHEAT 5tH AL XA O 27 7F YA gLt

Load key "<downloaded-ssh-key-path>": error in libcrypto
<user-name>@<bastion-host-public-ip>: Permission denied (publickey,gssapi-keyex,gssapi-
with-mic)

gt
=

od
o

ook
fjo

7

rir

2024.04.02 0|5t

ro

=

O| HEIRXE Y& UX| oo B 2 Chrome2 AIR235l04 7|E CIRECE 6= Zd0| E&LCH
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o4 gl Qlx|L|o{ AELC|Q AR} 710|1E
C=EFHMEE ----- BEGIN PRIVATE KEY----- MASIT HIZ Q0| CFE A =2 MM 5104 7|
oelo| ¥Alg HAE = U&LICh----- END PRIVATE KEY-----

(2024 6 O|T) AD 718t Z0o| 2 & HEH7t RESH S7I3HE[X| &t &
Ha dF
GroupOU CtE A< & Hi{= RESS MCHE S7|3HE|X| &f&LICt UserOU

RESE AD &0 AEXHE S7(3t6tE{ & [ Idapsearch EE{E e LICH s EHE =
GroupOU I}Z2t0O[E] CHAl UserOU It2tO|EE HZ AFSELICH GroupOU 11 Z1t Aol M AFSXHE
dtetst K| ZELICH O] S22 UsersOU2F GroupOU7Z} CHE QIABIAO| AP gh gL}

O| Xl 2 E RES H71 2024.06 0|5t0d Q&= O|=IL|Ct.

CHS EhAlof et EXE siZ gLk

1. patch.py 232 E & group_member_sync_bug_fix.patch It Y& C}RZE35I2{H CHS HHES A
A5t0] <output-directory>E IUS CI2EZEE Z4 CHE{E|<res_version>Z HH# 11
E mx|& RES HMS 2 HHELICH.

® Note

. Ix| A3 ZE0= AWS CLI v2, Python 3.9.16 0|4 & Boto37t ZR#fL|Ct.
-| Al

« RES7} HiZ =l A& 3! 2|0 CHSH AWS CLIE T35t 10 RESO|AM A48 B{Zlo| &
£ Qe 83 HEto| U=X| EelghL|ct.

« I§X|= RES HHZ12024.04.02 2! 2024.062+ X|4EHLIC}H 2024.04 EE= 2024.04.01E2 At
23l B WxIE XME57| Toi| HX{ 00| B{T ool Eof LI dE EHAof et &
ZE 2024.04.022 YO|O|EE £ QU&LICH.

RES H{A: RES 2024.04.02

x| CIRE2E @3: 2024.04.02_group_member_sync_bug_fix.patch
« RES H{T: RES 2024.06
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AR 7H0|E

o4

CIR22E &3: 2024.06_group_member_sync_bug_fix.patch

7 2 Ax|LiofY ARC|R

Hx

El

OUTPUT_DIRECTORY=<output-directory>

RES_VERSION=<res_version>

mkdir -p ${OUTPUT_DIRECTORY}
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/

${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

Al

CEE=2
= =

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
--output ${OUTPUT_DIRECTORY}/${RES_VERSION}_group_member_sync_bug_fix.patch
[N

${RES_VERSION}/patch_scripts/patches/${RES_VERSION}_group_member_sync_bug_fix.patch

x| A3 EQ Ix| TtYo| CtR2EE L= C|HE 2|2 o|S§fL|ct o2 x| &
gl<environment-name>3t0{E RES &Z439| O|§ 2 Z HiEL|CT

cd ${OUTPUT_DIRECTORY}
ENVIRONMENT_NAME=<environment-name>

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-

version ${RES_VERSION} --module cluster-manager --patch $PWD/
${RES_VERSION}_group_member_sync_bug_fix.patch

3. &0l ch$t cluster-manager QIAEAE CHA| A|ZF6tE2{H CHS &
INSTANCE_ID=$(aws ec2 describe-instances \

--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\

--query "Reservations[@].Instances[@].InstanceId" \

--output text)
aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}
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(2024 6& 0|T) CVE-2024-6387, RegreSSHion, RHEL9 Z! Ubuntu VDIs2| 2ot F|

Ok Ad
-1 O

I MdE
regreSSHionO|2t 1 3t= CVE-2024-63870| OpenSSH A‘I HOM AHEERAELICEH O] FfMHE &
S QIB K| 2t 2 HE SAX= cHet MHOIM ol =2 e = Ao E Hot SAIE 2{H

.| 74
23
—
-

Al
=
AAElol Alztet e xelg -’F M'SLUZP.

OpenSSHE A3t

RESO| HR EZ FH2 ML SAEE S8l SSHE 7M1 OAIESZ 0|SstE Z0|H M SAE
E0| FokMdo| P&k ebx| of&LCh a2{L ALL RES HHZ0lA RHEL9 2! Ubuntu2024 VDIs(7+H4} G|
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--document-name "AWS-RunRemoteScript" \
--targets "Key=tag:res:NodeType,Values=virtual-desktop-dcv-host" \
--parameters '{"sourceType":["S3"], "sourceInfo":["{\"path\":\"https://
research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/
patch_scripts/scripts/patch_openssh.sh\"}"], "commandLine":["bash
patch_openssh.sh"]}'
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OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/update_openssh.patch --output

${OUTPUT_DIRECTORY}/update_openssh.patch

x| B

update_openssh.patch

ENVIRONMENT_NAME=<environment-name>
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

al™derL(ct
python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.06 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
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INSTANCE_ID=$(aws ec2 describe-instances \

--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \

Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \

--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}
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