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1. HEEZ AR THOlo| ¥dE 48 mtE|M AWS HHo| 215 A AWS CloudFormation AE{S
G-

2. QI3 M CloudFormation £=230{| A & CertificateARNE &0t 7|58l SL
CtPrivateKeySecretARN.

3. GovCloud ZtE|M 7|0 A CertlflcateARN £ g2 M 85to] EHot &5 & MdgLICt 7t
Hot &t Ztol HMAE vdc-gateway = JUZS M EoF &5 ARNZ 7|55t 20 &30l 5
7He| E{OE F7LELCh.

a. res:ModuleName = virtual-desktop-controller
b. res:EnvironmentName = [t 3 O|&](res-demo &= U)

4. GovCloud IFE|M HH0| M PrivateKeySecretArn £33 Z[2 AI85t0{ 2ot &5 & M5
Ch 7} 2ot &% Zhol| HMAE vdc-gateway &= UES M 2o &5 ARNS 7|55t 2ok &f
ol & 7Hel T E FItEFLICEH
a. res:ModuleName = virtual-desktop-controller
b. res:EnvironmentName = [2t3 O|&](res-demo¥ = /US)
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-register.html#register_new_console
https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/security/public_certs/assets/main.yaml
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AE A™AELICH

« AEB[X|(Amazon EFS)

AEEX| 280l 714 a3 E ol=zekvDlo| 228t Tt D} Cflo|e{7F = &HElLCH
« C|EEZ| MH|[A(AWS Directory Service for Microsoft Active Directory)
CIEE 2| MH|AE AFEXHE RES #Z30f Q15 8LCt.
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« 7|-2t Ho{(AL2 X} 0|8, & 5) A 9| Active Directory MH|A I ALK} OB 571 2 & E E

otets

Research and Engineering Studio=& AI&35t0{ MH|A HH &5 & Z 8504 AHE A7t MS 5t
H ot et 3 0off HMAELICFAWS Secrets Manager.
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://aws.amazon.com/blogs/security/how-to-enable-ldaps-for-your-aws-microsoft-ad-directory/
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a. Active Directory MHHZ O|S & LILC}.

b. ZZ|XIZE PowerShell2 iL|C}.
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AEH

—_ =1

Secrets ManagerO| A Eot S & Moe [, 2ot &5 RTJM CIE FEo| £¢
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NZE AlEL.
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1. E442 CHeRCELUIC HalE VPCO! B 5243 RES Q1T 2ol HE D QIE{L HAA 80|
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz

AT Y AX|Lof ARCIQ A8 XL 7hol=
a. https://console.aws.amazon.com/iam/0l X IAM & & LI}
b. dEolAl g Mg Mgt
c. AEE £ U= AEE| ME HO|X|H|M CHE 2 =~ gLCh.
« MEE = U= AEE| FHHME HEIELICH AWS MHH|A
o MH|A EEE= AL ALE|Q] AFE AtE|0lM EC28 MEHSH D CHS 2 MEIEHLICE
d. 8t F7tollM Che M8 Mg MEE £ g g MEEhLIC
* AmazonS3ReadOnlyAccess
* AmazonSSMManagedinstanceCore
» EC2InstanceProfileForimageBuilder
e. VY 0| I HBES FIIet I3 HY HHS =L
3. EC20|0X| & 78 A& HdefLICH
a. O0f|X EC2 Image Builder &2 ¥ L|Cthttps://console.aws.amazon.com/imagebuilder.
b. MEE ZaANM FH QAE MEIstT T4 24 Mds MEIFLICH
c. Td oA ddHo|XlM s HE HEE L=ELct
T 24 RHM USE MEE LI
- 7 A MR HEM CHES MEIFLICEH
u} 2k 0/ & ASRES
Image operating system (OS) Linux
Compatible OS Versions Amazon Linux 2, RHELS, or RHEL9
Component name Enter a name such as: <research-
and-engineering-studio-inf
rastructure>
Component version We recommend starting with 1.0.0.
Description Optional user entry.
d. T8 24 U Ho|x|oM EM Z2EIE HolE MEdgfLICH

Z2tols! VPC T (M= AHY)
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https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/imagebuilder

017 & AX|LIoJ ARC|R AR} 7HolE
i. Mol EM EBHXE =d5t7| ™o tar.gz Tl CHEF Tt URIZF 2 EFLICEH RESOHA‘I
ME3tE tar.gz TS Amazon S3 HZIo| 2 =351 B! 40l Tt o] URIE
AbgfLC.
i. CHEE =Ech
® Note
AddEnvironmentVariables= ME{ Al&O|H QlZ 2t & IPAE=IN PN
2 HeTt HRStR| 2 B2 MAHE £ A&t
http_proxy % https_proxy &4 H+§ *E"’S%PE B UAEATL T EA|
£ AF235104 localhost, IAEIA HEIHIO|E] IP FA L VPC A= ZQIEE X|H
St= MHIAE FEISHR| RS 5124 no_proxy Zt2t0|E{7F 2 FLICH

# Copyright Amazon.com, Inc. or its affiliates.

#
# Licensed under the Apache License,

All Rights Reserved.

Version 2.0 (the "License").
not use this file except in compliance
# with the License.

You may

A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is

distributed on an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.
name: research-and-engineering-studio-infrastructure
description: An RES EC2 Image Builder component to install required RES
software dependencies for infrastructure hosts.
schemaVersion: 1.0
parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- AWSRegion:
type: string
description: RES Environment AWS Region
phases:

Zzlo|d! VPC T4(

—

e AE)
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- name: build
steps:
- name: DownloadRESInstallScripts
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: '<s3 tar.gz file uri>'
destination: '/root/bootstrap/res_dependencies/
res_dependencies.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'cd /root/bootstrap/res_dependencies'
- 'tar -xf res_dependencies.tar.gz'
- 'cd all_dependencies'
- '/bin/bash install.sh’
- name: AddEnvironmentVariables
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
-
echo -e
http_proxy=http://<ip>:<port>
https_proxy=http://<ip>:<port>

no_proxy=127.0.0.1,169.254.169.254,169.254.170.2,1ocalhost,

{{ AwWSRegion }}.res, {{ AWSRegion }}.vpce.amazonaws.com,

{{ AwWSRegion }}.elb.amazonaws.com,s3.

{{ AwWSRegion }}.amazonaws.com,s3.dualstack.

{{ AwWSRegion }}.amazonaws.com,ec2.{{ AWSRegion }}.amazonaws.com,ec2.
{{ AwWSRegion }}.api.aws,ec2messages.{{ AWSRegion }}.amazonaws.com,ssm.
{{ AWSRegion }}.amazonaws.com,ssmmessages.

{{ AwWSRegion }}.amazonaws.com,kms.

{{ AWSRegion }}.amazonaws.com,secretsmanager.

{{ AwWSRegion }}.amazonaws.com,sqs.

{{ AWSRegion }}.amazonaws.com,elasticloadbalancing.

{{ AwWSRegion }}.amazonaws.com,sns.{{ AWSRegion }}.amazonaws.com,logs.

Z2to|8! VPC FA(MEH ALE) 29
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{{ AWSRegion
{{ AwWSRegion

1},
1}.

amazonaws.

com, logs.

api.aws,elasticfilesystem.

{{ AwWSRegion }}.amazonaws.com,fsx.{{ AWSRegion }}.amazonaws.com,dynamodb.
{{ AwWSRegion }}.amazonaws.com,api.ecr.

{{ AWSRegion }}.amazonaws.com, .dkr.ecr.

{{ AwWSRegion }}.amazonaws.com,kinesis.{{ AWSRegion }}.amazonaws.com, .data-

kinesis.{{ AWSRegion }}.amazonaws.com, .control-
kinesis.{{ AWSRegion }}.amazonaws.com,events.

{{ AwWSRegion }}.amazonaws.com,cloudformation.

{{ AwWSRegion }}.amazonaws.com,sts.

{{ AwWSRegion }}.amazonaws.com,application-autoscaling.

{{ AwWSRegion }}.amazonaws.com,monitoring.{{ AWSRegion }}.amazonaws.com,ecs.
{{ AWSRegion }}.amazonaws.com, .execute-api.{{ AWSRegion }}.amazonaws.com

" > /etc/environment

o
>
H
m

4. Image Builder O|O|X

Section

oAl M5 EE

Z|& ololx]

ut2t0/E MNER &=

B Enter an appropriate name
such as res-recipe-linux-x
86.

A Enter a version, typically
starting with 1.0.0.

LS Add an optional descripti
on.

O|O| x| &4 Select managed images.

OS Amazon Linux or Red Hat
Enterprise Linux (RHEL)

olo|x| 2E|& Quick start (Amazon-m

anaged)

Z2to|8l VPC FA(MEH ALY
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Section

ro
>
rl‘ﬂ
>
ol
0%

ste CI2ElE

Components

o2t0o|E
o|O|x| o|l&
s HH X[H M

HYCHEE B2

de T4 QA

4
0x
0]
P>
m
|>
[m

AE Xt

oo

=2
=

Amazon Linux 2 x86, Red
Hat Enterprise Linux 8
x86, or Red Hat Enterprise
Linux 9 x86

Use latest available OS
version.

Keep everything in the
default settings, and make
sure IHO|Z 22l Al £
SSM 0f|0|ME A7 is not
selected.

[root/bootstrap/re
s_dependencies

Amazon Z2|33: aws-cli-

version-2-linux

« Amazon Z2|3:
amazon-cloudwatch-
agent-linux

« AL Amazon EC2 +M

AT} O|Fo]| MAE|A

&Lct Z o AWS A

~ IDQP °=|XH AWS Z2|™

« Amazon #2Z|&: simple-
boot-test-linux

Z2tols! VPC T (M= AHY)
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b. DAL S MEREFLICE.
5. Image Builder QIZ 2} A2 MABLICH

a. XMEE g

b. Q=

c. Q=Zgt 7 MM mHo|x|oM CEE =dELIct
Section t2to|E
olu} o4 x|
= - [N
A4 04
= O
IAM 23&
AWS @l g} OIAEIA 234

AE Xt

oo

=
=
Enter an appropriate name

such as res-infra-linux-x86.

Add an optional descripti
on.

Select the |IAM role created
previously.

Choose t3.medium.

Amazon S3 EH{Z!of| CHEt 2!
E{Ll HM|A L HHAE

8ot SM4S MEELICH

ol

ol HME = US

Ct

« VPC: QlZ 2} Ao AFS
k= A et VPCE
MEdgtL|CE o] vPCOllE
QIEL HAM|A HEHO| U
o{of &LCt.

- QHIRE TE
- #Y:SSH
o AAAER XY

Z2tols! VPC T (M= AHY)
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Section o2rolE ALEXE=

d. QILE} T MM ME

| |

=
ot
T
ful

6. A EC2Image Builder It0|Z2}QI2 MdgL|Ct

a. O|0|x| mo|zERlez o|Sstod 0|0|Xx| mto|ZetQl HeS MEHELICE

b. mO|ZEtRl ME HE X wo|X|olM CHE S YUistn CHS S MEfgfLICh

c. BIAIZl M= HO[X|olM Z|ZE BIAI| AtE S ME=ist 1 oo et BllAlL| O|FS

LICH CtE S ME{ErLCH

d. O|0X| Zz M4 Ho| Ho|X|oM 7|2 2 &= & MEistn TS S MEfgfLICH

e. QIZat 74 Bo| HO|X|oIM 7IZ QIZat TA AHSS ME45tT OfFlof A3t ©l
oz

= YUELICH CheS MEfELICH

o| o|F

=
f.  HixZz A% Zo| wo|X|oM Ct&S MEfstod MEAELICE
« RES7t QlZet ZAE QIARAS XCHz AXE =+ JUES £
Bt St 2ol {ook gfLICt. HHIA 7|E2eke AH8SHE

7t A8 El= eIl &3 o|O|x|7F Y dELict

A& LIt
g. MEAAEE AEStD mo|Z 2ol Mg MENELICH
7. EC2Image Builder ZtO|Z2}QI2 AlRErLICEH
a. O|O|X| mto|=2tQloi| A A8t mol|=Z 2t QIS Frot MEdErL|CE
2l

b. =g MEHSIT mo|=Z 2}

IHO| Z2FRI0f A AMI O|O|X|E MAISH= Of| 2F 452 0i A 1A|ZH0| 22! £ Q)&
8. MME AMIS| AMI IDE 7|5 3t 0| A InfrastructureHostAMI Tt2FO|E{Q| Q240 2

section called “1EtA[: & ZF AlE".

O|0|X|= HHE El RES &
C2 Image Builder AMH|A

. 042 BITI0| RESE HHE 32434 A BHE A% A48 M43t 0|0l 2T1S of £7he 4
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Lol cHet HMlA T %._ 0| AWS MH|A =
j5loF 5t Zt A=Z OIEof CHaH ol B

m I
ol l
1
I 1
<

)

o
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O
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o 2k
o

1. A==ZQIEJ} oo TAEIX| b2 B QIE{H0|A VPC A= ZQIEE AWS MH|A AFS 504
HAHA MBE X|ES HmHELict

2. T8 8 Z4ZolM ZEtols! MEL! stLEE MEfFTLICH

AWS MH|A MH|A O|&

Application Auto Scaling com.amazonaws.region.application-autoscaling

AWS CloudFormation com.amazonaws.region.cloudformation

Amazon CloudWatch com.amazonaws.region.monitoring

Amazon CloudWatch Logs com.amazonaws.region.logs

Amazon DynamoDB com.amazonaws.region.dynamodb(7|0|E9{ 0| = E
CIE Q)

Amazon EC2 com.amazonaws.region.ec2

Amazon ECR com.amazonaws.region.ecr.api

com.amazonaws.region.ecr.dkr

Amazon Elastic File System com.amazonaws.region.elasticfilesystem
Elastic Load Balancing com.amazonaws.region.elasticloadbalancing
Amazon EventBridge com.amazonaws.region.events

Amazon FSx com.amazonaws.region.fsx

AWS Key Management Service com.amazonaws.region.kms

Amazon Kinesis Data Streams com.amazonaws.region.kinesis-streams

Z2to|8l VPC (M= At 34


https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-vpce-bucketnames.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html

o1 2 Qx| AFCI2

AR 7H0|E

AWS MH[A

AWS Lambda

Amazon S3

AWS Secrets Manager

Amazon Elastic Container Service

Amazon SES

AWS Security Token Service

Amazon SNS

Amazon SQS

AWS Systems Manager

VPC QIEZQIE Q0| MH|A0| ¢4

MH|A O|&
com.amazonaws.region.lambda

com.amazonaws.region.s3(RESOIM 7|E2Xo 2 M|
£ ZOo|E9 ol A=xQIE HE

Ae|E EoM HEE Rt E*IHﬁPEﬁ'_" Z7} Amazon

Slmple Storage Serwce |E-|TH|O|¢ ICZQIE HMAE
A SHMQ.

com.amazonaws.regi on.secretsmanager
com.amazonaws.regi on.ecs

com.amazonaws.region.email-smtp( use-1-az2, use1-
az3, usel-az5, usw1-az2, usw2-az4, apne2-az4, cac1-
az3 X cac1-az4 7t GJo| M= XX A S

com.amazonaws.region.sts
com.amazonaws.region.sns
com.amazonaws.region.sqs
com.amazonaws.region.ec2messages
com.amazonaws.region.ssm

com.amazonaws.regi on.ssmmessages

VPC AEZQIEE X|HSGHX| o= AMH[ALL SEStE{H VPCL HEE MEWH ZEA| MHE ™
M-S &2 A& 3504 Research and Engineering Studio HY

=] & LICH AWS Identity CenterE ID
Zof HREh &[4 HAMA HEHS JHEI ZE

_ —"

1. RES HIZ Ol AFRE VPCe| HEZ M

Al MHE ddstcdH CHS HHE MEML.

S0 M Linux QIAEIAE A|RFEFLICEH
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https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_sts_vpce.html
https://docs.aws.amazon.com/sns/latest/dg/sns-vpc.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-setting-up-vpc.html
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« Linux 22| - Amazon Linux 2 =& Amazon Linux 3
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- Hot3& -0.0.0.0/001H ZE 31282| TCP

2. QAEAO 450 ZEA| MHE AEFLICH

« .amazonaws.com(&tt AWS MH|A Q| ZAR)

.amazoncognito.com(Amazon Cognito &)

.awsapps.com(ldentity Center&)

.signin.aws(ldentity Center&)

.amazonaws-us-gov.com(Gv Cloud&)
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ol 2tOl &

InfrastructureHostAMI

IsLoadBalancerinternetFacing
LoadBalancerSubnets
InfrastructureHostSubnets
VdiSubnets

[ClientIP]

HttpProxy
HttpsProxy

NoProxy

olzd
=

Use the infrastructure AMI ID created in the
section called “Amazon Machine Image(AMIs)

2|'_SH|”.

Set to false.

Choose private subnets without internet access.
Choose private subnets without internet access.

Choose private subnets without internet access.

You can choose your VPC CIDR to allow
access for all VPC IP addresses.

Example: http://10.1.2.3:123
Example: http://10.1.2.3:123

of| Al

127.0.0.1,169.254.169.254,169.254.17
©.2,localhost,us-east-1.res,us-east-
1.vpce.amazonaws.com,us-east-1.elb.a
mazonaws.com,s3.us-east-1.amazonaws.
com,s3.dualstack.us-east-1.amazonaws
.com,ec2.us-east-1.amazonaws.com, ec2
.us-east-1l.api.aws,ec2messages.us-ea
st-1.amazonaws.com,ssm.us-east-1.ama
zonaws.com, ssmmessages.us-east-1.ama
zonaws.com, kms.us-east-1.amazonaws.c
om,secretsmanager.us-east-1.amazonaw
s.com,sqs.us-east-1.amazonaws.com,el
asticloadbalancing.us-east-1.amazona
ws.com,sns.us-east-1.amazonaws.com,1
0gs.us-east-1.amazonaws.com,logs.us-
east-1.api.aws,elasticfilesystem.us-
east-1.amazonaws.com,fsx.us-east-1.a
mazonaws.com,dynamodb.us-east-1.amaz
onaws.com,api.ecr.us-east-1.amazonaw
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s.com, .dkr.ecr.us-east-1.amazonaws.c
om,kinesis.us-east-1.amazonaws.com, .
data-kinesis.us-east-1.amazonaws.com
, .control-kinesis.us-east-1.amazonaw
s.com,events.us-east-1.amazonaws.com
,cloudformation.us-east-1.amazonaws.
com,sts.us-east-1.amazonaws.com, appl
ication-autoscaling.us-east-1.amazon
aws.com,monitoring.us-east-1.amazona
ws.com,ecs.us-east-1.amazonaws.com, .
execute-api.us-east-1.amazonaws.com
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= 2404of &Lt

HiZ Foi BA|L| BlZElg cezes 4 Qe

HHE A|ZF: 2F 40~90&

1. of 212! AWS Management Console 311 https://console.aws.amazon.com/cloudformation
AWS CloudFormation 2&& L|C}.

(@ Note
ZE|XE A "ol =x| =l ot
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e
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=
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https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml

52
a
0

T2

Ix|Lod AFRCIR

A
r

ol 2tO|E

DomainName

SubDomain(GovCloud 2+ i
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Default

corp.res.com
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AdminPassword

ServiceAccountPassword

Default
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
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LDIFS3Path

ClientlpCidr
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Default
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in/recipes/res/res
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https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res.ldif
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html
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El EnvironmentName I}
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AHoi cHEt Amazon Route
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MEIJIMBEHHEE QB
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Y2 E=FELICE AWS Secrets
Manager. AtA| ZH QI & QI
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E{ 2 H|® & Environme
ntName = QU&LICH

4. 7150IM BE QIR SOlstn A MM MBI
1EA: MEF AIE
Ol 44449 step-by-step K|l It MBS TAIsHT HISoll hEZ 2t

HHZE AlZF: 2F 60

HL

HHZ 5l7| Xof o] MZ0d CHEt CloudFormation EIZ2!2 CI22E8 £ Ql&LCE
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json

7 A AX[L|oF AFCIR AEXt7tol=

in AWS GovCloud(O|= AMF)E HizZstE d<0| EE32 AASELICH

® Note

AWS CloudFormation Z|AAE AWS 2212 E 71 7|E (AWS CDK) (AWS CDK) #+Z20iM
M ELICH

AWS CloudFormation &Z2!/2 9| AWS 0 Research and Engineering StudioE H{Z & L|CI AWS 2
CIRE. ABS AIE6t7| Mol AL 2742 SF&lof gfLct.

1. o 232l AWS Management Console St11 https://console.aws.amazon.com/cloudformation
AWS CloudFormation 2&& L|C}.

in AWS GovCloud(O|= AF)& HiZstedHo| BESS AIFELICH

3. O|HEH2 7IEHM2z 0|5 SF(HXILIot §7) 2ol AZFELICEH CHEM £FMHE AlE
otodH 2& B A ZS0iM 2™ MET|E AWS E[THAIS ELICH

(@ Note
Ol ME2 &AH LRI AHEE 4= 2= Amazon Cognito AH|AE AFSEFLICHAWS 2|
™. Amazon CognitoE AFEE = AWS 2| JU=0MOo| MES AlZHsHok gLt 2|
=|Al 71242 AWS 2| al Services ListE 2 X 5HAMIL.

4. TEHOIEOI MOl MIE HEX Ol Tat0lElE HE st 1 Tool met £HELICH AHSEHE 9 2
Bla2 ABO| H2 oM 0|23t TfatOIEIE &2 4 s

AAE HIZE B Ol

ot2to|E Default |
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EnvironmentName <res-demo> res-, 11Xt O|5}, CHEX} S
O 2 A|EHSHE RES 2401
XHE 128 o|§LCt.
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https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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AdministratorEmail

InfrastructureHostAMI

SSHKeyPair

[ClientIP]

ClientPrefixList

Default

ami-[## ## ### ##]

X.x.x.0/24 EE= x.x.x.0/32
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e AR} 7Ho|=
I} 2} OfE Default AJ
InfrastructureHostSubnets olmal & AE T AIRFE M2

CIE 718 GAolM A F
7He|] Zz}ol|8l MEUHE MEH
Lot 9 LIEQIZ A

VdiSubnets

ActiveDirectoryName

ADShortName

LDAP 7|&

LDAPConnectionURI

corp.res.com

corp

DC=corp,DC=res,DC=
com

Active Directory2| = H| 212/
Lict 2= T el ol &

g Ees elgLULh
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2/LICt. O|& NetBIOS O|F
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AWS CloudFormation 22| & Ell Hoi|M ABHO| HEHE &=
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[EXTERMAL] Invitation to Join RES Environment: res-test - Message (HTML)

File Message Help Q Tell me what you want to do
A 2 = ~ Iv_l )
I lgnore m E % ﬂ (I‘%ﬂ E;] I Meeting ™ asana —* To Manager 5 =1 Rules 5 EE 5% O Find A)) C)\
™ Team Email ~ Dane 38 OneNote X = Related ~
p Junk Delete Archive Reply Reply Farward p= More » ) Reply & Delet 12 ste New = Maove Mark Categorize Follow | Translate Read Zoom
= Al 4 Eply s Helete 7 Lreate New v [BActions~ | Unread  ~ Up~ v [y select~ Aloud
Delete Respond Quick Steps [l Mave Tags N Editing Speech Zoom ~

[EXTERNAL] Invitation to Join RES Environment: res-test

I . Repl %) Reply All —> F d
@ no-reply@verificationemail.com < Reply € Reply orwars
7o I

Mon 10/16/2023 12:35 PM

| CAUTION: This email originated from outside of the organization. Do not click links or open attachments unless you can confirm the sender and know the content is safe.

Hello clusteradmin,
You have been invited to join the res-test environment.

Your temporary password is:

You can sign in to your account using the link below:
hitps://res-test-external-alb-8014275597.us-east-1.elb.amazonaws.com

RES Environment Admin
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https://console.aws.amazon.com/cloudformation/

7 A AX[L|oF AFCIR AEXt7tol=

M&E A7

£ =& AWS Management Console Al& 304 AWS M| Z 0f| A Research and Engineering StudioS
M74E = Q& LICH AWS Command Line Interface. O] A& 0l A 44438t Amazon Simple Storage
Service(Amazon S3) HZ!E +=82 2 AMx|&ljof & LICH O| ME2 EZE HIO|EE XMEE 8=

<EnvironmentName>-shared-storage-security-group2 AFHS 2 Z AFA|5HK| oF&LICH.

AHE AWS Management Console

1. AWS CloudFormation 2&0f 2 Q!gfL|C}.

2. AE4 I O|X|ofMHO| ME 2| Mx| ABHE MEHEFL|CY.

3. A XE MEfErLICE

AP AWS Command Line Interface

£tZ30d X AWS Command Line Interface (AWS CLI)E AL & = Q=X| &It x| X|&2
AWS CLI A2 ™MHAM Q| 2F £od2lL|77}? AWS Command Line InterfaceE & X 5tM2. MZO0| HiZ &
2™ o] ZtE|AF HHo| AWS CLI E A8 £ Q1 FMHE|o UEX| &Qlst &£ s HAPES AL
Ct.

$ aws cloudformation delete-stack --stack-name <RES-stack-name>

shared-storage-security-group 4f&|

/A Warning
ME2 oL stX| et2 Olo|E 2428 EH E55t7| {8l 7|2Mo 20| ot A|ARE SX(|F
Lict 2o O& L HAAE ot A|AEE AKSIES *.jE—”.ﬁf'?j %H':* AAE Lol ERtE 2 E
HO|E7t SF M2 AKX ELICH CI|O|E & M5t HU M 2 S0l Clo|HE Mg st=
Wdo| E&LcH

1. o 232! AWS Management Console 5t11 https://console.aws.amazon.com/efs/ Amazon EFS

&g Yotk

A& AWS Management Console


https://console.aws.amazon.com/cloudformation/home
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://console.aws.amazon.com/efs/

Bl MK LIC<RES-stack-name>-shared-storage-security-
group. E= O|2{Et Y A|ARIEZ CHE 2ot D80l Mg sto HIOIEHE RXIE = UELICH

3. 0of 232l AWS Management Console 3t 11 https://console.aws.amazon.com/ec2/ Amazon EC2

Z£S gL

4. <RES-stack-name>-shared-storage-security-groupZ A& LICH.

Amazon S3 H{Z! AHK||

Ol M&= 2 Olo|E{7} & AE|X| & =F AWS CloudFormation AEHE AMK|E 7|2 AXEH 32
x1|.=.01|H ei Amazon S3 HZN(ZEQ! 2|Ho| HHE8)2 | XISt= S FHELICH MES AM7HE
ZF OOEHE EEE ERIt gl AR0IS3HAS =822 AKME = U&Lct ChS HA o et
Amazon S3 HZ!2 AMAIELICEH

1. of 212! AWS Management Console 5t11 https://console.aws.amazon.com/s3/ Amazon S3 &
£2 GLich

==
2. EHAMEFM HAS MEIELICEH

3. S3H3lg 3t&LClstack-name.

4. Zf Amazon S3 HZA g ME4e OIS H|R7|E MEELICH ZF HZ! S H|<{oF &Lich.
5. S3HZE MEiSID MXIE MEHEFLICE

E A873104 S3 HHZ!E AX|5tE{H CHS H- S AWS CLIAIZEFLICE

$ aws s3 rb s3://<bucket-name> --force
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7|8k VDIsol 22018 £ Ql&LICH BERKHE AWS 222 csv IHUS AFE35104 042 AIEXRIE ALS
A ER 7HMHE = U&LICH CHE AR 7HX{=2710f CHE XEMIEH L& 2 Amazon Cognito 7HEF A} Ot
LHAMS| CSV Tt UM ALE X E2 AMAEX 7HK 7|8 & ZFHMI L. RESE Amazon Cognito 7|8 7|
A&Xt CIHE 2|2t SSOE E/H AM8E &= ULS K| LICH

el Y

RES #Z|Xt= Amazon CognitoE ALE At CIREE|2 ALS St 5| RES &3S #4stc{H &3 #e

H| O|X|oflAM HAM|AE 4= Qe XIZd 5 2| HO|X|olA Amazon CognitoE AFHE X CIHE|ZIZ AFHE
HES MEHELICH AL AL AHA| SH/SIEE 518 6te{H S e W O[X[olM ALS AL RIHA| S5 HE

S MeteLick

Identity Management

Identities Management

AWS Cognito Directory

Cognito user pool metadata. Use this for debugging issues related to the Cognito user pool.

Provider Name User Pool Id Domain URL

cognito-idp [F us-west-1_CTi3SJMAD [ https://res-cafar-gefS9aa3-ff5a-4e94-8938-

76861e1ef7c1.auth.us-west-1.amazoncognito.com

Provider URL
https://cognito-idp.us-west-1.amazonaws.com/us-
west-1_CTi35]JMAD

Use AWS Cognito as user directory

@ Enabled O
User self registration

ASXE 7tz 2l
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=

AMEX A& S50l HEsE B2 ASX0oH & ofZ27[0lMHe] URLE MBE + U&LICH 047]0f
M AERHE OFE AAEXRL7E OfLIALIM?EHE EME HE + A&LICH 047[0i| M ZH UL
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Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

U )

Password
Enter your account's password

[ )
. emm )

Forgot Password?

Not a user yet? Sign up here

Verify account

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.
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AR 7H0|E

Create account

Email

Password

[ ]

Minimum 8 characters with numbers and special symbols (@#$*&)

Re-enter password

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.
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Verify email address

To verify your email, we've sent a verification code to your email.
Email

[ )

Verification Code
Enter the verification code

{ )

Resend verification code

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

KA 7ol HIEg35tE B2 ALSRIoA 7HY 213 7F EAIZ|X| §f&LICH 2EIXE RES 220l A
Amazon Cognito2| At AFE F445HoF B L|C} (Amazon Cognito 7Het Xt QHLHA{ o] ZHE|RIZ AL AL 7

o EEE HEstMR)
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Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

[ )

Password
Enter your account's password

[ )
s

Forgot Password?

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.
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Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

[ )

Password
Enter your account's password

[ )
e )

Forgot Password?

Not a user yet? Sign up here
Verify account

Sign in with organization SSO

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.
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« Amazon Cognito 7} &2 A& X} O|§0| S U5HX|B =R FATLCHE F 7He| O|HY FAE &8
Stx| et &Lct,

« Active Directory?t Amazon Cognito7t 25 &4stElo] QT A|ARIMH 5= ALZ X} O|E 2 Z KIS
™ Active Directory AtEXtEF QIS & = U&LICH B 2|XF= Amazon Cognito2} Active Directory 7t
of 3= AtEXl 0|2 #J5tX| E =5 = X|E F[sHoF &LICt.
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Lambda 2&£0 M =522 S7|3E AlIFE = A&LICH
S7IEt ZEMAE =522 AIFELICHL

1. Lambda 2£& LiCh.

2. Cognito §7|3t Lambdag& AAELICt O Lambdas BH =2 WHEL
CHRES_ENVIRONMENT_NAME}_cognito-sync-lambda.

3. HAEE MEFLICH
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Active Directory(AD)2} #21El 2= CFN mfZl0/E{E M| Sof ME{ AFgelL|ct.
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Active Directory details - Optional

ActiveDirectoryName - Optional
Please provide the Fully Qualified Domain Name (FQDN) for your Active Directory. For example, developer.res.hpc.aws.dev

[ Enter String ]

ADShortName - Optional

Please provide the short name in Active directory

[ Enter String ]

LDAPBase - Optional
Please provide the Active Directory base string Distinguished Name (DN) For example, dc=developer,dc=res,dc=hpc,dc=aws,dc=dev

[ Enter String ]

LDAPConnectionURI - Optional
Please provide the active directory connection URI (e.g. ldap://www.example.com)

[ Enter String ]

ServiceAccountCredentialsSecretArn - Optional

Directory Service Root (Service Account) Credentials Secret ARN. The username and password for the Active Directory ServiceAccount user formatted as a username:password key/value pair.

[ Enter String ]

UsersOU - Optional
Please provide Users Organization Unit in your active directory for example, OU=Users,DC=RES,DC=example,DC=internal

[ Enter String ]

GroupsOU - Optional
Please provide user groups Oganization Unit in your active directory

[ Enter String ]

SudoersGroupName - Optional
Please provide group name of users who will be able to sudo in your active directory

[ Enter String ]

ComputersOU - Optional
Please provide Organization Unit for compute and storage servers in your active directory

[ Enter String ]

DomainTLSCertificateSecretArn - Optional
AD Domain TLS Certificate Secret ARN

[ Enter String ]

EnableLdaplDMapping - Optional
Set to False to use the uidNumbers and gidNumbers for users and group from the provided AD. Otherwise set to True.

[ Select String v ]

DisableADJoin - Optional
Set to True to prevent linux hosts from joining the Directory Domain. Otherwise set to False

[ Select String v ]

ServiceAccountUserDN - Optional

Provide the Distinguished name (DN) of the service account user in the Active Directory

[ Enter String

—

%7| Mz % Balxe X124 5 22l Ho|x|el RES ¥ THOIA AD A E7L HEE 4 el
=
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Active Directory Global Settings

AD connection information

Provider Automation Directory AD Automation SQS Queue Url
Microsoft AD (Self-Hosted or On-Prem) /internal/res-deploy/directoryservice/automation https://sgs.us-east-

2.amazonaws.com/992382841930/res-deploy-
directoryservice-ad-automation.fifo

AD Automation DynamoDB Table Name Password Max Age
res-deploy.ad-automation 42 days

Active Directory Domain .~

Configuration setting for a specific AD domain

Domain Name Short Name (NETBIOS) LDAP Base
corp.res.com CORP dc=corp,dc=res,dc=com
LDAP Connection URI Service Account User DN Service Account Credentials Secret ARN
Idap://corp.res.com arn:aws:secretsmanager:us-east-
CN=ServiceAccount,0U=Users,0U=CORP,DC=corp,DC=re 2:992382841930:secret:CredentialsSecret-BI-
s,DC=com DirectoryService-1XPUQLS6CS5TZ-wh1bjo
Users OU Users Filter Groups OU
OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,DC=com - OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,DC=com
Groups Filter Sudoers Group Name Computers OU
- RESAdministrators OU=Computers,OU=RES,0U=CORP,DC=corp,DC=res,DC=
com
Enable LDAP ID Mapping Disable AD Join Domain TLS Certificate Secret ARN
true false -

Active Directory & 7%} 64
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Active Directory Synchronization @

Active Directory Name
Type the name for the Active Directory. It does not need to match the portal domain name.

[ corp.res.com ]

Short Name (NETBIOS)
Provide the short name for the Active Directory. This is also called the netBIOS name.

[ CORP ]

Service Account User DN
Provide the distinguished name (DN) of the service account user in Directory.

[ CN=ServiceAccount,0U=Users,0U=CORP,DC=corp,DC=res,DC=com ]

Service Account Credentials Secret ARN

Provide a Secret ARN which contains the username and password for the Active Directory
ServiceAccount user, formatted as a username:password key/value pair.

[ arn:aws:secretsmanager:us-east-2:992382841930:secret:CredentialsSecret-Bl-Dire ]

The secret should contain the username and password in the format username:password.

LDAP Connection URI
Specify the connection UR| for the Active Directory server.

[ Idap://corp.res.com ]

LDAP Base
Specify the LDAP path within the directory hierarchy.

[ dc=corp,dc=res,dc=com ]

7] Disable Active Directory Join
To prevent Linux hosts from joining the directory domain, check the box. Otherwise, leave in
the default setting of unchecked.

("] Enable LDAP ID Mapping

Determines if UID and GID numbers are generated by 5550 or if the numbers provided by the
AD are used. Check to use 555D generated UID and GID, or uncheck to use UID and GID
provided by the AD. For most cases this parameter should be checked.

[ j-l-'l- . [(s1V)]
=
ctonp&i¢|&k the Organizational Unit within AD that will sync.

Users OU
i k1




(sAMAccountname=<user>)

HEFR]of| M| S El EoF &S ARN(0: ServiceAccountCredentialsSecretArn &
DomainTLSCertificateSecretArn)Q| ZR RES7I EoF &5 7t 2l + U= HEE YopdH
Hot tsof ot Ef2E FIHaHof BLCt

« 7|: res:EnvironmentName, &f: <your RES environment name>

« 7|: res:ModuleName, gf: directoryservice

2 Z=o| ZE AD T YHIO|EE o El O} AD S7I3HAIZHE) B0l RIS 2 MEIELICH A
AH= AD 788 HZE * SSOE ChA| Tgslior & + I&LITHO: CHE ADR MEtste Z9).

S5t 522 A= 2 (Z 2[4 2024.12 0[4))

Active Directory S718t L2 M| AT} Cluster Manager 212} SAEO|M HOZI2E9| AUS[H
Amazon Elastic Container Service(ECS) 212 Z O|SE|R&LICH ZZMAE 1A|ZtOiCH A-E| =
E of2z|of Qe T& Bl <res-environment-name>-ad-sync-cluster 22{AE of2{o
Amazon ECS 2&0|M A& SQIECS &2 32 = A&t

S50 AlRHatE{H:

—

Lambda £ £ 0|&35104 2l= LambdagE AMEL|Cl<res-environment>-scheduled-ad-

sync.

Lambda &+& &1 HAEZ O|SELICH

N

3. O|HIE JSONO CI=2 zdgtLct.

"detail-type": "Scheduled Event"
}

4. HAEE MEHEFLICE

5. CloudWatch - 21 I & -0ilA && 2l AD
Ct<environment-name>/ad-sync. A& S0I 2t ECS 2do| 27} EA|IELICH 2O8 28
o 71EH 2|22 MESH|CE

=2 —-"1H-d
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|m rHI

SSO 4

AD 70| MZE % AL8XH= RES ¥ E o1| AD A8 X2 2918 4 Q/T = SSO(Single Sign-On)
£ A sHoF gLICt SSO #430| Uit A% mo|X[o| M M A} BFH 2| HO|X|2 0|S EIR& LCH.
SSO Ao CHet RtMIBt LIE 2 MM ’fé StMIQALE ZF 2|

IAM Identity Center& A+-&35t04 Single Sign-On(SSO) A7

2|3 Active Directory0l| @1Z2El ID ME{7} ol & gl B2 B AZELICHEA: AtE S8 ME{ 43,
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IAM Identity Center & 433}

1. AWS Identity and Access Management 2& 0| 22218 L|C}.
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g2YEE MEELIct

2
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1. RESE RES Z& X ZZMEf AMAE = U= ASX At SFO| /U= AD(AWS ZHE[Z AD &=
= At Z2H|X'SE AD)7t Ut JPEELICH ADE RH 3F MH|A SRt A5t A EXt

XE Z3HE S7IFELUCH ID MSYA el MEME =elstod ADE 45t AHEXEIDE S7/3 5t
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A2 MEE BESHMR.
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Zieghct

» SAML ZIC|3 M URL - IdP7F AMH|A SZ XA SAML 2.0
Ct.

0l0

=2HE BEUll= o A8 5tE URLYIL

(® Note
IdPOi| [t} SAML Z|C|2M URLS| 0| 0| CHE = QU&LCH.
« OfZ2Z|7i0|M URL
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1. ZE|X} EE clusteradmin 2 RESO| 22918 L|C}.
2. EZ Uit dE " KHE 5E 2R o|sELCH
3. SAML Z|C|3M URLS MEELICE.
« SAML CH&F URI - MH|A S2X & SAML CHat 7HAI o] 1) IDRILICE
® Note
|ldPO1| (2} SAML CH4F URIC| O|&O| CHE &= Q& LICEH
* ClientlD
- OHEZZ|H 0|M SAML CHA
. SP QIE{E| ID
CtS AR =g ML ot
urn:amazon:cognito:sp:user-pool-id
SAML CH& URIE & oE{™
1. E2|X EE clusteradminZ RESO| 21918 L|C}.
2. E el det dE A E BE SRR oS LCH
3. ARt EIDE ME4FLIC.
3. RESOf| HIA|El SAML o{dMof= Ctg E=/Z2oU0| Ar8Xte| o|HY FAE MR E[o] Qlo{ofF &

LICF.
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« AudienceRestriction -& £ A™E&LICturn:amazon:cognito:sp:user-pool-id. user-
pool-idE Amazon Cognito AF&XI £9| IDE HFELICEH

<saml:AudienceRestriction>
<saml:Audience> urn:amazon:cognito:sp:user-pool-id
</saml:AudienceRestriction>

« 8% -E InResponseToZ MMELICthttps://user-pool-domain/saml2/
idpresponse. user-pool -domain& Amazon Cognito A& X} E290| THIQ! O|E2 2 HIEL
Ct.

<saml2p:Response
Destination="http://user-pool-domain/saml2/idpresponse"
ID="id123"
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454T04184"
IssueInstant="Date-time stamp"
Version="2.0"
xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

ml2/idpresponse AEZQIEQ} 2 SAML 2

« SubjectConfirmationData - AF& X} & sa
Mgc.

IDInResponseTo= Recipient

<saml2:SubjectConfirmationData
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454T04184"
NotOnOrAfter="Date-time stamp"
Recipient="https://user-pool-domain/saml2/idpresponse" />

+ AuthnStatement - CIS 1} Z0| = &LICt.

<saml2:AuthnStatement AuthnInstant="2016-10-30T13:13:28.152TZ"
SessionIndex="32413b2e54db89c764Th96ya2k"
SessionNotOnOrAfter="2016-10-30T13:13:28">
<saml2:SubjectlLocality />
<saml2:AuthnContext>
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<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password</
saml2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>

SAML OfZ 2|7 0|Moi| 220t2 URL EET}L QlE 4 2 M™EELICl<domain-url>/saml2/
logout.

T QI URLE 7tXB{H

1. ZE|Xt E & clusteradmin® 2 RESO| 221 918fL|C}.
2. @ e et MY X 3 SZAE o|SELIC

3. EHQIURLE ME4EHLIC
FA

mazon Cognito2t2| ¢Z|E F5517| {5l HE QIS AME +=25t= B Amazon Cognito
M QIBME Ch2 25101 IdPO YR EBHLICH

HI =4

RERIE =

72

rr

1. AlEt31710d A Amazon Cognito Z2& 2 LICH. AWS Management Console

2. ANEX E2 MEELICH ALK} &2 040k & LIClres-<environment name>-user-pool.
3. 20l &E |MS MEgLC

4. Mool it 3H I3ZA 2O MMM HE QUEM E7|E MEdgFL|Ct

Cognito user pool sign-in info

Users can sign in using their email address, phone number, or user name. User attributes, group memberships, and security settings will be stored and configured in your user

pool.

Cognito user pool sign-in options User name requirements

User name User names are not case sensitive

Email

Federated identity provider sign-in (1) info @ ( Add identity provider ) [ View signing certificate )]

Your app users can sign-in through external social identity providers like Facebook, Google, Amazon, or Apple, and through your on-prem directories via SAML or Open ID

Connect.

[ Q. Search identity providers by name J 1 &
Identity provider A | Identity provider type v | Created time v | Last updated time v

O  idc SAML 2 weeks ago 3 hours ago
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(® Note
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OEI

Environment Settings

nd ma nvironment settings.

Environment Name
res-gaenvl

General Network Identity Provider

Identity Provider

Provider Name
cognito-idp

Managers Group Name
[ managers-cluster-group

Single Sign-On

Status

AWS Region
us-east-1

Directory Service Analytics Metrics

User Pool Id
:

Domain URL

[ https://res-gaenv1-9d4688cf-5¢14-48d0-930f-
ce96d346a24c.auth.us-east-1.amazoncognito.com

SAML Redirect URL
https://res-gaenv1-9d4688cf-5c14-48d0-990f-
ce96d346a24c.auth.us-east-
1.amazancognito.com/sam|2/idpresponse

§3 Bucket

CloudwWatch Logs

Administrators Group Name
(3 administrators-cluster-group

Provider URL

[J https://cognito-idp.us-east-1.amazonaws.com/us-east-
1_reuFsma8SE

0IDC Redirect URL
https://res-gaenv1-9d4688cf-5¢14-48d0-990f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/oauth2/idpresponse

3. Single Sign-On0llA &Ei EA|7| 19|

L

HZE oto|E 2 MEHFI04 Single Sign-On 78 H 0| X|& &
C}.
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Single Sign On Configuration

Identity Provider

Choose the third-party identity provider that you would like to configure.

® sAML ® oibC
Configure trust between Cognito and Configure trust between Cognito and
a SAML 2.0-compatible identity an OIDC identity provider,
provider.

Provider Name

Mame used for the provider in cognito

Metadata Document Source

Provide a SAML metadata document. This document is issued by your SAML provider.
@® Upload metadata document

@ Enter metadata document endpoint URL

Metadata document

[ Choose file

Provider Email Attribute

The Email attribute used to map email between your idp and the Amazon Cognito user pool

Refresh Token Expiration (hours)

Must be between 1 and 87600 (10 years)

12
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Attribute mapping (1) info

View, add, and edit attribute mappings between SAML and your user pool.

User pool attribute | SAML attribute

email email

Metadata document 1o

View and update your SAML metadata. This document is issued by your SAML provider. It includes the issuer's name, expiration information, and keys that can be used to
validate the response from the identity provider.

Metadata document source Metadata document endpoint URL
Enter metadata document endpoint URL https://portal.sso.us-west-2.amazonaws.com/saml/metadata
/MDg40DM3NTczNjYOX2lucyO4M2EyYTcyMGUzZTFIMDI4

6. &M O Mt Z<? DynamoDBO| X <environment name>.cluster-settings E|O|E
£ Yd|o|EsloF gfLch.
a. DynamoDB 2&2 @1 B MoiA E|O|2 S ME4FLICE
b. <environment name>.cluster-settings EfO|E2 &of MEiStD 2 MM &S
M MENSLICH
c. €5 AWM EE= FE|o|M ZE{Z 0|S5to4 CHZ m2t0|EHE ULt
« 54 0|& - key
« 2t -identity-provider.cognito.sso_idp_provider_email_attribute
d. Run(&&)S MEHFLICE
7. HHEHEI E=0|AM identity-provider.cognito.sso_idp_provider_email_attribute
EXtEE 31 HEES MEI5H0{ Amazon Cognitol] #1733 ALE It UX[GHE S BAIES =HE L
Ct.
SSO8 N A BZ 22X 74 78
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I ¥ Scan or query items

[ O scan ] [ O Query ]
Select a table or index Select attribute projection
[ Table - res-jan19.cluster-settings v ] [ All attributes v ]
v Filters | §
-
Attribute name Type Condition Value

[Q key X] [ String v ] [ Equal to v ] [ identity-provider ] ( Remove )

Add filter

7
-
Run Reset
{ (® Completed. Read capacity units consumed: 13 X
Items returned (1) Edit String D ( Actions ¥ ) ( Create item )
| 1 & X
[ emai ) 8
Enter any string value.
|:| key (String) v | version v
a identity-provider.cognito.ss Cancel Save > L 1
SAML IdP 2| E|eHZ
SAML 27| - Chrome E2}2X{0{|0] #H S AtE3t01 SAML & FHot11 SAML 1M ZIE &
oI5 4= QA L|CH AFMIEH LHE S Chrome & AE0{2| SAML-tracers X 35HAM Q.
SAML 7HE Rt =7 - OneLogin2 SAML QIZEE 72 C|2 Y5t SAML o{ Mol E TEE FQ

9|
st O A8 e &= /e =78 MSELCH XEMEH LHE 2 OneLogin & AFO|E Q| Base 64 Decode +

O =2 T AAL-
InflateE® & X 5HAM|R.

Amazon CloudWatch Logs - CloudWatch Logs0i|A RES 29| 27 = A1 E &0le = JUsaL
Ct. 2= o|& Aol 21 a8 J}&LICtres-environment-name/cluster-manager.
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a. AWS CloudFormation 2& & Lt

2
b. <environment-name>-vdcE ME{EfL|CI
c. CIAAE MEHGITE YL|Ct<environmentname>-vdc-external-nlb.
d. NLBOIA{ DNS O|§S SAtEfLICE.

8. Route 53 &2 ¥L|ct.

9. ZHelE Hot I HES MEFLICH
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https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-saml-idp.html
https://console.aws.amazon.com/directoryservicev2/
https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/cloudformation
https://console.aws.amazon.com/route53/

o4 Al AIX|L|of3 AKLC|Q AL 7Hol=

10. B2 = O|§0E =FLICvdc.
11. Bl E {3 (Record type)ol A CNAMES AMEAEHL|C}H

12. NLBO{ DNSE l24&tL|Ct.

7|2 o 2 RESE TMHIQl amazonaws.com AF&35t0{ OHE2[7H0|MH 2= SAHMOM & Z&ES 54

BIgtLICH RIA ZHQIE AFS3HEdT AL X7 A& 51 7LE AWS Certificate Manager (ACM)0 A 2 &
8t H{= 2] SSL/TLS °|’<A-|E T8l oF ELICH ACMEZ AI83t= 8% ZEI0[¢EL E MH|A ZAE
Z+ol|l SSL/TLS #M'd2 & 35t5t7| 2/ Tet0|EH 2 M3 3t of 5t= AWS El&aA O|§2 A Eulct

® Tip
QI8 B|AA OE IF7|X|E HIEZ 5t BRM 2|F ElAA ARHS HHEZE
PortalDomainName [ MEHSH EHQI2 04 2451 0F ELICIQ|SE 2|AA MM,

AEX XIE ZHIQlol| CHEE QIS ME ' dstedH:

1. 2&0|M AWS Certificate Managerg @04 H= 2! QIS ME L& LICH. AWS GovCloud(O|= M
ol HHEZ35l= A< GovCloud THE|M AHHof| QIS ME M EFLICH.

2. HEEZQBSM ™S MEIStD CISS MEIELICH

3. EMQl o|E0|M *.PortalDomainName L 250 CiEt QIZEMHE QA8
CPortalDomainName.

ACM CIE M M 81


https://console.aws.amazon.com/acm/home#/certificates/request
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AEY7F B2 =Elo 2 B4 E|0{0F & L|C}.

5 ME BE20lM Route 5301 B ZE AAg MetzIC QIEA

in AWS GovCloud(O|= M&8)E HHEZSt= B CNAME 7|9t gt SAHELICH &8 oHE|M
HEo|M 22 AtE5t0] HEE! S AR Jo| M B|ZEE MEELICH QIS M AEf7t &2

EHo 2 HEK|o{of gLCt.

8. M CIZM ARNS SAt5t0o49| mtzt0|E 2 J24FLICACMCertificateARNforWebApp.

Amazon CloudWatch Logs

Research and Engineering Studio= A x| 0 CloudWatchdf| Ct2t 22 21 1
7|2 BE 7|72 g & FXStAR.

— LT = L=

CloudWatch Log & Retention

/aws/lambda/ <installation-stack- o2 |X| oS
name>-cluster-endpoints

/aws/lambda/ <installation-stack- Or2 E|X| &S
name>-cluster-manager-scheduled-

ad-sync

/aws/lambda/ <installation-stack- Or2 E|X| &t

name>-cluster-settings

/aws/lambda/ <installation-stack- Or2 E|X| oS
name>-oauth-credentials

/aws/lambda/ <installation-stack- Or2 E|X| S
name>-self-signed-certificate

/aws/lambda/ <installation-stack- Ot E|X| S
name>-update-cluster-prefix-list

Amazon CloudWatch Logs
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CloudWatch Log & Retention
/aws/lambda/ <installation-stack- = P =
name>-vdc-scheduled-event-transf

ormer

/aws/lambda/ <installation-stack- o2 E|X| ot

name>-vdc-update-cluster-manager
-client-scope

/<installation-stack-name> / 37
cluster-manager

/<installation-stack-name> /vdc/ 371
controller
/<installation-stack-name> /vdc/ 37K &

dcv-broker

/<installation-stack-name> /vdc/ 374
dcv-connection-gateway

23389 7|2 EE& ¥H3E52i™ CloudWatch Z£ 2 0|&3t09 CloudWatch Logs2| 21 G| O|E
2ZE HE X[EHE HEAL.

20241 4HRES AL R XIT MEH HHE HZIsHod RESOIAM M3t ofg
(@)

(=] A

= = SE T

&LICH AF2 X XY H8t A= IAMPermissionBoundary IHEHO|E{Q| Y2 2 'E'?J A7H12] ARNZ A
E FMHR

35101 RES AWS CloudFormation d%|2| dF 2 Ho|g = &LICt O TLF HIII 1€ H|® &8 RES
Aol HEh BA7F DHEEIX| k& LICH CHE 2 RES & 0| 3 Sslfof st 2 S S lLICH HAXH2
Z M8sttds Tt A7 TS HYE s1&8st=X] &l

[ |

{
"Effect": "Allow",
"Resource": "*",
"Sid": "ResRequiredActions",
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention

017 U Ax|LjofE ARC|2 A8 7hol=

"Action": [
"access-analyzer:*",
"account:GetAccountInformation",
"account:ListRegions",
"acm:*",

"airflow:*",
"amplify:*",
"amplifybackend:*",
"amplifyuibuilder:*",
"aoss:*",
"apigateway:*",
"appflow:*",
"application-autoscaling:*",
"appmesh:*",
"apprunner:*",
"aps:*",

"athena:*",
"auditmanager:*",
"autoscaling-plans:*",
"autoscaling:*",
"backup-gateway:*",
"backup-storage:*",
"backup:*",

"batch:*",
"bedrock:*",
"budgets:*",

"ce:*",

"cloud9:*",
"cloudformation:*",
"cloudfront:*",
"cloudtrail-data:*",
"cloudtrail:*",
"cloudwatch:*",
"codeartifact:*",
"codebuild:*",
"codeguru-profiler:*",
"codeguru-reviewer:*",
"codepipeline:*",
"codestar-connections:*",
"codestar-notifications:*",
"codestar:*",
"cognito-identity:*",
"cognito-idp:*",
"cognito-sync:*",
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"comprehend: *",
"compute-optimizer:*",
"CUI:*",

"databrew:*",
"datapipeline:*",
"datasync:*",

"daX:*",
"detective:*",
"devops-guru:*",
ndlm:*n’

"de:*",

ndrs:*n’

"dynamodb:*",

nebs:*n’
"ec2-instance-connect:*",
neCZ:*n’
"ec2messages:*",
"eCI:*",

uecs:*u’

neks:*n’
"elastic-inference:*",
"elasticache:*",
"elasticbeanstalk:*",
"elasticfilesystem:*",
"elasticloadbalancing:*",
"elasticmapreduce:*",
"elastictranscoder:*",
nes:*n’

"events:*",
"firehose:*",

ufis:*u’

"fms:*",

"forecast:*",

"fox:i*",

ugeo:*u’

"glacier:*",

"glue:*",

"grafana:*",
"guardduty:*",
"health:*",

"iam:*",
"identitystore:*",
"imagebuilder:*",
"inspector2:*",
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"inspector:*",
"internetmonitor:*",
"iot:*",
"iotanalytics:*",
"kafka:*",
"kafkaconnect:*",
"kinesis:*",
"kinesisanalytics:*",
"kms:*",

"lambda:*",
"lightsail:*",
"logs:*",
"memorydb:*",
"mgh:*",
"mobiletargeting:*",
"mg:*",
"neptune-db:*",
"organizations:DescribeOrganization",
"osis:*",
"personalize:*",
"pi:i*t,

"pipes:*",
"polly:*",

"qldb:*",
"quicksight:*",
"rds-data:*",
"rds:*",
"redshift-data:*",
"redshift-serverless:*",
"redshift:*",
"rekognition:*",
"resiliencehub:*",
"resource-groups:*",
"routeb3:*",
"route53domains:*",
"route53resolver:*",
"rum:*",

"s3.*",
"sagemaker:*",
"scheduler:*",
"schemas:*",
"sdb:*",
"secretsmanager:*",
"securityhub:*",
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"serverlessrepo:*",
"servicecatalog:*",
"servicequotas:*",
"ses:*",
"signer:*",
"sns:*",

"sqs:*",

"ssm:*",
"ssmmessages:*",
"states:*",
"storagegateway:*",
"sts:*",
"support:*",
"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"textract:*",
"timestream:*",
"transcribe:*",
"transfer:*",
"translate:*",
"vpc-lattice:*",
"waf-regional:*",
"waf:*",

"wafv2:*",
"wellarchitected:*",
"wisdom:*",
"xray:*"

RES X|¢ AMIs 7+

RES X|# Amazon Machine Image(AMIs% AM25tH AFZ2 A X AMISO| 7HA OIAT E QIAEA
(VDIs)oll CiSt RES 442 APS dx|g & U&LICH RES X[ AMIs A5 O|2| Hio|ZEl o|O]
X|E AF835104 VDI QIAEIA O] HEI A|ZHO| EFSE|LICH EC2 Image BuilderE AH&3+0{ AMIs 2 E 3}
T MAZESo| ABNCR SEE 4= Q&LIC} Image Builderoll CHEF XEM|BH LI 2 Image Builder
A|-9- A—||:|=1A_|E AR o|-A‘||O

AlEFSEZ| Mol 2|4 {7 S| RESE HHZ Kok gFLCt.
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ME[E + A A AEHE]:

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
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3},
"Action": "sts:AssumeRole"
}
]
}
RES Z434:
JSON
{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "RESDynamoDBAccess",
"Effect": "Allow",
"Action": "dynamodb:GetItem",

"Resource": "arn:aws:dynamodb:us-east-1:{AWS-Account-ID}:table/{RES-

EnvironmentName} .cluster-settings"”,
"Condition": {
"ForAllValues:StringLike": {

"dynamodb:LeadingKeys": [
"global-settings.gpu_settings.*",
"global-settings.package_config.*",
"clustexr-manager.host_modules.*",
"identity-provider.cognito.enable_native_user_login"

"Sid": "RESS3Access",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": [
"arn:aws:s3:::{RES-EnvironmentName}-cluster-{AWS-Region}-{AWS-
Account-ID}/idea/vdc/xres-ready-install-script-packages/*",
"arn:aws:s3:::research-engineering-studio-{AWS-Region}/
host_modules/*"

1
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Image Builder At MBEAM 2| Image Builder &2 AIE5t0] T 24 Y X|EE WELICEH

T 24 ME HEE UL

1. S0l Y=g Mg

2. 0lOlx| Y #M|(0S)0l A Linux EE & WindowsE ME{EFL|CH.
3. T A 0|0t &2 o0 U= o|§2 Y={ELICtresearch-and-engineering-

studio-vdi-<operating-system>.
4. FEASIHHE HEE ™stn MEiMoz MBS FItefLc

= =
5. "ol EMol chE Yol mtds U™ELIC 277 YdstH YAML o2 S7hof RIZstH 71

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance
# with the License. A copy of the License is located at
#
# http://www.apache.org/licenses/LICENSE-2.0
#
# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-linux
description: An RES EC2 Image Builder component to install required RES software
dependencies for Linux VDI.
schemaVersion: 1.0
parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- RESEnvName:
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type: string

description: RES Environment Name
- RESEnvRegion:

type: string

description: RES Environment Region
- RESEnvReleaseVersion:

type: string

description: RES Release Version

phases:
- name: build
steps:
- name: PrepareRESBootstrap
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'mkdir -p /root/bootstrap/logs'
- 'mkdir -p /root/bootstrap/latest’
- name: DownloadRESLinuxInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/linux/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination: '/root/bootstrap/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'tar -xvf
{{ build.DownloadRESLinuxInstallPackage.inputs[@].destination }} -C /root/
bootstrap/latest'

- '/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
install.sh -r {{ RESEnvRegion }} -n {{ RESEnvName }} -g NONE'
- name: FirstReboot
action: Reboot
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onFailure: Abort
maxAttempts: 3
inputs:
delaySeconds: 0
- name: RunInstallPostRebootScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- '/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
install_post_reboot.sh'
- name: SecondReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
delaySeconds: 0

Windows

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance
# with the License. A copy of the License is located at
#
# http://www.apache.org/licenses/LICENSE-2.0
#
# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-windows
description: An RES EC2 Image Builder component to install required RES software
dependencies for Windows VDI.
schemaVersion: 1.0
parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- RESEnvName:
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type: string

description: RES Environment Name
- RESEnvRegion:

type: string

description: RES Environment Region
- RESEnvReleaseVersion:

type: string

description: RES Release Version

phases:
- name: build
steps:
- name: CreateRESBootstrapFolder
action: CreateFolder
onFailure: Abort
maxAttempts: 3
inputs:
- path: 'C:\Users\Administrator\RES\Bootstrap'
overwrite: true
- name: DownloadRESWindowsInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/windows/
res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination:
'"{{ build.CreateRESBootstrapFolder.inputs[@].path }}\res_windows_install_{{ RESEnvRelec
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecutePowerShell
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'cd {{ build.CreateRESBootstrapFolder.inputs[@].path }}'
- 'Tar -xf

res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
- 'Import-Module .\virtual-desktop-host-windows\Install.psl'
- 'Install-WindowsEC2Instance'
- name: Reboot
action: Reboot
onFailure: Abort
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maxAttempts: 3
inputs:
delaySeconds: 0
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EC2 Image Builder BIA|Z| EH]|

EC2 Image Builder Zi|A|Z|= M O|O[X|E HH57| et ELHE AHEE 7|2 O[0|X|E Hol& L
Ct. M O|O|X|E Helst= SAlol O|O|XIE A& HolstT ZE 20| o & CHE 2&5t=X| & lst7|
IS AR FIH5tE 7 24 TEE HolgrL|ct BALIE M5t HLt =%5to] ER3BF RES &
T EQol BEMHE 7HE CHY AMIE FAd5HoF gfLICt Bl A[Z|of| CHEt REAISH LI 2 BlAIZ| B2 E &
M2,

RESE CH2 0|0IX| 28 MK & x|gfLCh.

Amazon Linux 2(x86 & ARM64)
Ubuntu 22.04.3(x86)

RHEL 8(x86) ! 9(x86)
Windows 2019, 2022(x86)

Create a new recipe

1. O M EC2 Image Builder 2& 2 L |Cthttps://console.aws.amazon.com/imagebuilder.

MEE 2lAA0M olO|X| HIAIZIE MEHEHLICH
L

o|O|X| BA|Z]| MAdS AEH
IRE OISR HE HEE

=
—

RESOIM X|et= 7[& o|0lX|E M= LICH

o g A~ W b

QIABIA 7440l M SSM OOIFETH S MAIEIX| 22 B2 ST oOIFEE AxIBHLICH A
8%} GlolE] U 7IE TR E AFS X} ClolE{o M2 E UL

@ Note
SSM Of|0|ME & dX[ot= G0 CHE RHAMIEF LIS 2 TS & B RstMR.

* Linux& EC2 QIAEIA0| SSM O[T EE =82 = MXR[ELICI

EC2 Image Builder ZIA|TZ| EH| 94


https://docs.aws.amazon.com/imagebuilder/latest/userguide/manage-recipes.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/manage-recipes.html
https://console.aws.amazon.com/imagebuilder
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-manual-agent-install.html

017 U Alx|LiofE) ARC|2 A8 7hol=

« Windows Server& EC2 QIAEIA0| SSM AgentE =82 x| 2 A AHELICEH

7. Linux 7|8t BIA|Z| o] B Amazon Z2|& aws-cli-version-2-linux BHE 8 QA E
glAlZ|ofl £71&tLICH RES M%x| A3 RIEEZE AWS CLI AF2 38104 DynamoDB 22{AE ™

o| 4 gtol thgt VDI HMAE MSELICH Windows0ll=0| 74 247t Ee st X| e &LICh

8. Linux E Windows &4 € I3l 24 E EC2 Image Builder 714 2AE F7I6t 1 =
Qe mietolE g2 2ghuict. AWSAccountlD, RESEnvName, RESEnvRegion 2!
RESEnvReleaseVersion It 2}0|E{= T4 el2delL|Ct,

/A Important

Linux Bt39| B2 HX{ aws-cli-version-2-linux HE M @47 FIIE & A
CHE O|2{8t 7 QA E F7tstoF gLict.

9. (H%E)Amazon 28 simple-boot-test-<linux-or-windows> EHIAE T4 QAE F
7t5t04 AMIE AlZtE = QUeX| SQIFLICH ol |4 HE A LICH 2F Atgof &= Ct

r

10. ER28 &
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Modify a recipe

7|& EC2 Image Builder ZIA|Z|7t /e B ChE T+ RAE F7H5t0 AL E = J&LICH

1. Linux 7|8t BIA|Z|2] HR Amazon 2|38 aws-cli-version-2-linux EHHE 28 @A E
gl Alm|ol F=7HEFLICH RES M%x| A3 BIE &= AWS CLI & AF235104 DynamoDB 2{AE X
o| A Ztof CHEt VDI YMAE MBS ELICH WindowsHlEO| 1A @ A7t ER5HK| et&LCt

2. Linux EE= Windows @& 25l M4 El EC2 Image Builder 74 SAE F7l5tn &
Q& mietolE 22 248hLich AWSAccountlD, RESEnvName, RESEnvRegion 2!
RESEnvReleaseVersion It2tO|E{= E 23 LICH

/A Important

Linux Bt 32| A% ™X{ aws-cli-version-2-linux 2E 7 @47} FIHEl &M
CHE o|g{st 1 @A E F 78l of gL},
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- Molzet dE dYstedH 2zl 78 dEs HESAML.
- 7|& ozt FEE MEsttdH 2lx el 8= UO0[EFLICE

Image Builder QI Z2}E T AJ5}240:

1. IAM L& ofof| M O|Tol| T8t &2 LT LICIRES B Z0f AAMASHZ| 28 IAM &

2. QAHA RYO|M HEEI7H4GB 0|82l &S MBS D ME4F 7|2 AMI Ot 7 |HIXE
Ct. Amazon EC2 QIAEA RS HESAML

3. VPC, MEH U EHot Do FR AZER|0o] HF|X|E THRELE M QES HMAE 5183
OF & LICt EBt RES 84392| cluster-settings DynamoDB El|0|& 2! Amazon S3 E2HAH
EHHZlof| CHEt HAM| AT 5 Elo{oF EFLCt.
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Create a new Image Builder pipeline
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Modify an existing Image Builder pipeline

1. 7|& mo|ZztQlg A8ste{HoAM MMEE BALIE A ES ME HEE SHELICIEC2
Image Builder 2| A|I| £HI.

2. HIEANE MYS ME{ELICH

Image Builder O|0|X| mfO[Z 2Ol A
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4.

2. YoM mtolzetel M-S MEfSL|CH

RESO| M AZEQ o] ABI S5

1. O X|&of| el AZ EQ o] ABS SSthe section called “A X E0{ A (AMIs) & LIC}.

2. AMI IDoflof| LHEHEl &34 0|0|X|2] AMI IDE 21248t L|CHmage Builder O|0|X| THO|Z 201 AlSH,
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DynamoDB2| <envname>-cluster-settings E|O|E0|= CIS 20 &t 5 ARN Zto| Z&HEL|CH.
DynamoDB
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identity-provider.cognito.sso_client_secret

vdc.dcv_connection_gateway.certifica A EH
te.certificate_secret_arn
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te.private_key_secret_arn
cluster.load_balancers.internal_alb. AEH
certificates.private_key_secret_arn
directoryservice.root_username_secret_arn
vdc.client_secret A EH
cluster.load_balancers.external_alb. AEY
certificates.certificate_secret_arn
cluster.load_balancers.internal_alb. A EH
certificates.certificate_secret_arn
directoryservice.root_password_secret_arn
cluster.secretsmanager.kms_key_id
cluster.load_balancers.external_alb. A EY
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off 2221 AWS Management Console 3t 11 https://console.aws.amazon.com/costmanagement/
AWS Zx 2 H|E 2l 2£S Lot

2. HI8 &Y i3 E MEFLICH

4. EEEE ME

res:Project

=HgrL|ch

3l res:EnvironmentName Ef1E Z A4S0 MEH

Billing X
Cost allocation tags w« 11 Download €SV
Home Cost allocation tags activated: 3
¥ Billing
User-defined cost allocation tags AWS generated cost allocation tags
Bills 4
Payments @
Credits User-defined cost allocation tags (2/47) info
Purchase orders
‘ Q Find cost allocation tags 11 matches
Cost & usage reports
Cost categories Clear filters iaisle
Costallocation tags (19
Fres ter - -] Tag key A status v Lastupdated date Last used month v
Billing Conductor [ (] res:BackupPlan ® Inactive November 2023
¥ Cost Management a res:ClusterName @® Inactive November 2023
Cost explc 2 —
ost explorer 2 O res:DCVSessionUUID ® Inactive November 2023
Budgets
Budgets reports [} res:EndpointName ® Inactive November 2023
Savings Plans [4 res:EnvirenmentName \3/ ® Inactive November 2023
v Preferences ] res:Moduleld @® Inactive November 2023
Billing preferences O res:ModuleName ® Inactive November 2023
Payment preferences
(]} res:ModuleVersion ® Inactive November 2023
Consolidated billing [4
Tax settings O res:NodeType ® Inactive November 2023
v Permissions res:Project ® Inactive November 2023

e p—— |
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® Note
HIE % RES E{27}
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Mt

Choose budget type .«

Budget setup

) Use a template (simplified)
Use the recommended configurations. You can
change some configuration options after the
budget is created.

© Customize (advanced)
Customize a budget to set parameters specific
to your use case. You can customize the time
period, the start month, and specific accounts.

1. ZM 2a0M olAbg MEghLict
2. ofdt g MEfEhLCH
3. oflAb MEoll M ALR R
4. Ofrt S0 HIZ ofat- HEE
5 Ct&8 MEfgLCt
Billing * :I::::se budget type
Home —
v Billing Set your budget
Bills s
Payments Configure alerts
Credits
Purchase orders Step 4 - Optional

Cost & usage reports
Cost categories

Cost allocation tags
Free tier

Billing Conductor [4

¥ Cost Management
Cost explorer [
Budgets | 1
-
Budgets reports

Savings Plans [

¥ Preferences
Billing preferences
Payment preferences
Consolidated billing [2

Tax settings

¥ Permissions

Affected policies [A

Attach actions

Step 5
Review

Budget types

© Cost budget - Recommended W
Monitor your costs against a specified dollar amount and receive alerts when your user-defined thresholds are
met. Using cost budgets, the budgeted amount you set represents your expected cloud spend. For example,
yeu can set a cost budget for a business unit and then add additional parameters such as the associated
member accounts.

) Usage budget
Manitor your usage of one ar more specified usage types or usage type groups and receive alerts when your
user-defined threshalds are met. Using usage budgets, the budgeted amount represents your expected usage.
For example, you can use a usage budget to monitor the usage of certain services such as Amazon EC2 and
Amazon 53.

) Savings Plans budget

Track the utilization or coverage associated with your Savings Plans and receive alerts when your percentage
drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by Savings Plans, while setting a utilization target lets you see if your Savings Plans are unused or
underutilized.

_) Reservation budget
Track the utilization or coverage associated with your reservations and receive alerts when your percentage
drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by reservations, while setting a utilization target lets you see if your reservations are unused or
underutilized. Reservation alerts are supported for Amazon EC2, Amazon RDS, Amazon Redshift, Amazon
ElastiCache, and Amazon Elasticsearch reservations.

é/ Cancel Next

235t04 AH 2| CHE of| &t FEELICH of & S0
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<EnvironmentName>-<ProjectName>-

1O
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©

[Add filter] 2 ME#%tL|C}.

10. AHpOIM B E MEHEFLICEH

-

11. EH20i M res:ProjectE MEHEILIC,

® Note

EfI9 2t 2 AP E & U7l =IEd™ 2|cH 22do] A + AUaLich Z2ME 0|2 A8 E
2 ol7| £|0H 0| A2 AHAIBE & Ol
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A
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14. ChsS ME{EfLICH
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Budget scope info

Add filtering and use advanced options to narrow the set of cost information tracked as part of this budget

Scope options

() All AWS services (Recommended) O Filter specific AWS cost dimensions
Track any cost incurred from any service for this Select specific dimensions to budget against.
account as part of the budget scope For example, you can select the specific service

“EC2" to budget against.

Filters info Remove all

Dimension

\ Tag y. v

{ Tag \

\| res:Project y, v
/Values N

| Filter tags by values v

project1 X

\ J/

Cancel Apply filter

Add filter

¥ Advanced options

Aggregate costs by
Unblended costs v |
Supported charge types v |

Upfront reservation fees X | ‘ Recurring reservation charges X | | Other subscription costs X |

Taxes X | ‘ Support charges X ‘ | Discounts X |

HIE ZLER 2 Xoq 104
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LICH CIA3&0| A ElE S0 oitS ZHSIHOATES

RES Environmen

Projects

Environment Project Management

Q

Title Project Code Status Budgets Groups Updated On

Actual Spend for budget: RES1-Project1-Budget1 « DemoUsers

project1 project1 @ Enabled ® Budget Exceeded * DemoAdmins 10/31/2023, 12:44:12 PM

Limit: 500.00 USD, Forecasted: 394534 USD * ProductUsers

-
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=

CHA|EE

Research and Engineering Studio PN & demoadmin1 v

res-stage (us-west- <

2)

Virtual Desktop Dashboard

v Home

Instance Types (1 Session State (2

Virtual Desktops

Shared Desktops Summary of all virtual desktop sessions by instance types. Summary of all virtual desktop sessions by state.
File Browser
SSH Access
ADMIN ZONE
v eVDI
Dashboard
Sessions
Software Stacks (AMIs)
Permission Profiles méa.large STOPPING
Debug
Settings
& W méa.large ) STOPPING
» Envir M }:4
Base0S (3 Project (4
Summary of all virtual desktop sessions by Base OS. Summary of all virtual desktop sessions by Project Code

Windows
Amazon Linu...
project1
W Amazon Linux2 [ Windows W projectl
Availability Zones (9 Software Stacks (6
Summary of all virtual desktop sessions by Availability Zone. Summary of all virtual desktop sessions by Software Stack.

Software Stacks

Amazon Linux 2 - x86_64

o -
0

0.5 1 15
No. of Sessions

us-west-2a

W us-west-2a

N}

W Sessions

CHAIEE 106



7. HAIEEE ME 1™ HEE Uo|o|EgLCH
8. MM E7|& MEisto Moz o|SELICH

M4

M|A0f= Research and Engineering Studio LHO{A M E 2E 7t4 ClA3E0| EA|IELICH A4 |
O|X[oM MM HEE ZEHE & EHL M AME ddg = /&Lt

RES Virtual Desktops Sessions

Sessions (2)

Virtual Desktop sessions for all users. Endﬁ see these sessions eal Desktops. 9
QLG OR AN  Create Session

@ Created ¥ Last 1 month

Q Search 0 All States ¥ All Operating Systems ¥
(-] Session Name v Owner v Base OS Instance Ty... State Project Created On
[ demoadminiami21 [ B demoadmin1 Amazon Linux 2 méa.large @® Stopped project1 9/27/2023, 8:31:50 AM
O demoadminiwindows1 demoadmin Windows méa.large @® Stopped projectl 9/27/2023, 8:38:23 AM
1
1. M8 AHgstod XIHE 712t Lol MAEIL YulolE 8 AlMg 7I1Z o2 At Te>E L
2. MldE MEst 1 5] HIw & Ar8stoi S 2 SR LICH
a. MM(E) MK
b. MM &X|/Z|CH H™ 2 =(Stop/Hibernate Session)
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Launch New Virtual Desktop X

IX|L|0q

o

Cl

bl
I
n
to

Session Name
Enter a name for the virtual desktop

[ )

Session Name is required. Use any characters and form a name of length between 3 and 24
characters, inclusive.

User
Select the user to create the session for

(@ )

Project
Select the project under which the session will get created

[ v)

Operating System
Select the operating system for the virtual desktop

[ Amazon Linux 2 v ]

Software Stack
Select the software stack for your virtual desktop

[ v)

Enable Instance Hibernation

Hibernation saves the contents from the instance memory (RAM) to your Amazon Elastic Block
Store (Amazon EBS) root volume. You can not change instance type if you enable this option.

®

Virtual Desktop Size
Select a virtual desktop instance type

@ )

— 1 Storage Size (GB)
MM 4 109

Enter the storage size for your virtual desktop in GBs

& )




017 U Alx|LiofE) ARC|2 A8 7hol=

MM =50lM MM ol M=stod MM HF SEE FLCH

RES Virtual Desktop SESSS 8765705b-8919-48ba-901a-19e2c49cf043

Session: demoadmin1amli21

General Information

Session Name Owner State
demoadmintami21 demoadmin1 ® Stopped
Details Server Software Stack Project Permissions Schedule Monitoring - >

Session Details

RES Session Id DCV Session Id Description
8765705b-8919-48ba-901a-19e2c49cf043 bd63e69a-e75a-427b-b4c8-39d7c43b95ad

Session Type Hibernation Enabled Created On

VIRTUAL No 9/27/2023, 8:31:50 AM
Updated On

9/29/2023, 11:01:20 PM
AT E9fo] AEH(AMIS)

® Note

M3 E CentSO7 A ZEQ0{ ABZS M AMASZIM A E EF H S AWS Marketplace
A& 304 LI A AMIE 5 AWS GovCloud (US)atioF & LICT.

A X E Qo] A I 0| X|0ll A Amazon Machine Image(AMIs 7t 45t 7HLE 7|& AMIE #2|& = AU&L
Ct.

2 ZE 0] ~EH(AMIs) 110


https://docs.aws.amazon.com/govcloud-us/latest/UserGuide/getting-started-standard-account-linking.html

All Operating Systems v

Name Description AMIID Base 05 Root Volume Size Min RAM GPU Manufacturer Created On
2 CentOS7 - ARM64 CentOS7 - ARM64 ami-07f692d95b2b9c8cS Cent0S 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
CentOS7 - x86_64 CentOS7 - x86_64 ami-00f8e2c955f7ffa9b Cent0S 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
RHELS - x86_64 RHELS - x86_64 ami-0b530377951178d6b RedHat Enterprise Linux 8 10GB 4GB N/A 6/7/2024, 11:25:19 AM
UBUNTU2204 - x86_64 UBUNTU2204 - x86_64 ami-073ff8e13d826b7f8 Ubuntu 22.04 10GB 4GB N/A 6/7/2024, 11:25:19 AM
RHEL7 - x86_64 RHEL7 - x86_64 ami-0bb2449¢2217ch9b0 RedHat Enterprise Linux 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Windows - x86_64 Windows - x86_64 ami-0667133d0dc6089e 1 Windows 30GB 4GB N/A 6/7/2024, 11:25:19 AM
Windows - AMD Windows - AMD. ami-05df91be1d294f195 Windows 30GB 4GB AMD 6/7/2024, 11:25:20 AM
Windows - NVIDIA Windows - NVIDIA ami-00d7af9d003819a90 Windows 30GB 4GB NVIDIA 6/7/2024,11:25:20 AM
RHEL9 - x86_64 RHELD - x86_64 ami-099185fc24d27c2a7 RedHat Enterprise Linux 9 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Amazon Linux 2 - ARM64 Amazon Linux 2 - ARM64. ami-04ed2b27d86¢17f09 Amazon Linux 2 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Amazon Linux 2 - x86_64 Amazon Linux 2 - x86_64 ami-Oee5c62243ab25259 Amazon Linux 2 10GB 4GB N/A 6/7/2024, 11:25:19 AM
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r 3
Register new Software Stack X

Name
Enter a name for the software stack

[ )

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ )

AMI Id
Enter the AMI Id

[ )

AMI Id must start with ami-xxx

Operating System
Select the operating system for the software stack

[ Amazon Linux 2 v ]

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[N/A v]

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

& )

Min. RAM (GB)
Enter the min. ram for your virtual desktop in GBs

& )

Projects

Sel \.“ o :;\_ablc IUICLtD fUI thc :uftvval w :ta\_lr\
ENAIS el FTH] 112
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Update Software Stack: Amazon Linux 2 - ARM64 X

Stack Name
Enter a name for the Software Stack.

[ Amazon Linux 2 - ARM64

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ Amazon Linux 2 - ARM64

Projects
' Select applicable projects for the software stack

[ ")

AZEY 0] A% BR0IM AZEY 0] A% 0|BS M5t M HEE SHLCH M L Bo|xlo]

CIEHZ

ClZ ol 7Hy ClASET AT HAIX| E24Zo| EAIELICH O] TS A8 3tod ZAE 7
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v Home
Virtual Desktops

Shared Desktops

View hosts and se

ssions registered with NICE DCV Broker

VD Host VD Sessions
File Browser
SSH Access
of 1 item
©"servers" : [ 1 item

ADMIN ZONE ©0: { 15 items

v eVvDI "id" : "aXAtMTAtMy@xNTctMTkOLmNvcnAucmVzLmNvbSOxMC4zLjEINy4x0TQtNmRmY j ImNWYyYTQANDEYN2E1IMzgwZDU4YjIzM2I2Zjg=""
"ip" 1 "10.3.157.194"

Dashboard "hostname" : "ip-10-3-157-194.corp.res.com"

Sessions "default_dns_name" : "ip-10-3-157-194.corp.res.com"

Software Stacks (AMls) vport” : (D

Permission Profiles ©"endpoints” : [ 4 items

Debug ©0:{ 3 items

Settings "port" : 8443
Cla3s dY
ClAZE A7 HOIXIE ALS5H04 74 CIAZET QAT BlAAS TAE 4 LI M HHolA
£ ChEat 22 ddof HMAE = J&L/ch
DCV MM R F AEF Alzt

DCV MM0| Rt 2 2 214 oA =l= AlZhLICt O|Z A st ClA3 & MMl HEi7t HEE[X|
21 DCV 2Et0|ME E= # Het Mo MEt M4do] S=ELICH

& MEAlZEED

Bt MSEl= Alzhduct

CPU AFE EQILLCH.

KISE AlZHol THE AL AE7E 7HE 4 1= VDI Ml £ ILICh A8 AI7HO| 38 B st HLL 3t
SHEH LH 7H4H ClAZE HOIXIOIAM A MAS AISHE 4 GiaLIC MA HOIXIE S3H M2 Al
ste vls 20| 2ol yare wx| eraLc

£ £E 28 37|
Jha HlAZE MMM £E B89l 7|2 27|2Lc

OECIPNCPNES

O| RES BHZ0l M Al=et 4 Qe QIARA YR U 37| SSULCH QIABA HHLUR| U QAR
A 37| 20| 25 EELICE o E0{'m7a'E X|H5tH m7a MAU2|e| ZE I 7|E VDI MM
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2 EEo 2E T 2MEN JFS FLICH.

res-beta08 (us-east-2) <

v Desktops

CPU Utilization Threshold

DCV Host ®

Allowed Security Groups Max Root Volume Size

Allowed Instance Types Denied Instance Types
. 43

23 2o
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Research and Engineering Studio

= RES

Environment Status

Environment Management

Modules

Environment modules and status

AZEQ0{ HA

L & demoadmind v

®

View Environment Settings

Module Module ID Version Type Status API Health Check Module Sets

Global Settings global-settings - @Conflg © Deployed © Not Applicable

Cluster cluster 2023.10 @Stack © Deployed © Not Applicable o default

Metrics & Monitoring metrics 2023.10 @Stack @© Deployed © Not Applicable o default

Directory Service directoryservice 2023.10 @Stack © Deployed © Not Applicable o default

Identity Provider identity-provider 2023.10 @Stack @© Deployed © Not Applicable ¢ default

Analytics analytics 2023.10 @Stack © Deployed © Not Applicable o default

Shared Storage shared-storage 2023.10 @Stack @© Deployed © Not Applicable o default

Cluster Manager cluster-manager 2023.10 @App @© Deployed @© Healthy ¢ default

evDI vdc 2023.10 @APP @© Deployed @© Healthy o default

Bastion Host bastion-host 2023.10 @ stack @© Deployed © Not Applicable * default
Infrastructure Hosts @
Cluster hosts and status

Instance Name Module ID Node Type Version Instance Type Availability Zone Instance State Private IP Public |

res-demo2-bastion-host bastion-host @Iﬂfra 2023.10 mb.large us-east-2a @© Running 10.1.3.148 3.145.1¢

res-demo2-vdc-controller vdc @App 2023.10 mb5.large us-east-2a @© Running 10.1.129.105

res-demo2-vdc-broker vdc @Iﬂfra 2023.10 mb5.large us-east-2b @© Running 10.1.149.12

res-demo2-cluster-manager cluster-manager @App 2023.10 mb.large us-east-2b @ Running 10.1.155.249

res-demo2-vdc-gateway vdc ® Infra 2023.10 mb5.large us-east-2b ® Running 10.1.153.135
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« ID XSl

Single Sign-On &EHQt Z2 MEE E AIFLICH

* Network

HMAE 8t VPC ID, HF A S5 IDs EA|EHLICE.

* Directory Service

AEXt O|F L 50 CHEt Active Directory 4478 2! MH|A 71 Eot &f & 22|At ARNS EA[EL

=

Ct.
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- Research and Engineering Studio 4 | & demoadmin4 v
RES Environment Management (6)
Users (©) (ctions 2 ) 02}
Environment user management Set as Admin User

c Q Disable User
Username uiD GID Email Is Sud... Role Is Active Status Groups

* |IDEAUsers

(o) demouser2 3006 3006 demouser2@demo. No user No ®© Enabled
e DemoUsers

O sauser2 3011 3011 sauser2@demo. No user No @© Enabled e SAUsers
* DemoAdmins

O demoadmin4 3003 3003 demoadmin4@demo. Yes admin Yes © Enabled * AWS Delegated Administrators
* |DEAUsers

(@] pmtuser02 8001 6001 pmtuser02@demo. No user No @© Enabled e ProductUsers

1. ASXHE AMELICH

a. TEIXAMEXREZ HF

b. ASX} HIE S

Groups

Active Directory0llM S7[3tEl 2 E I&2 1& HO|X|o ZEAIELICH 28 74 A 220l cHer il

Groups 119



947 2 AX|L0{Z ARC|2

- Research and Engineering Studio

= RES

Groups

Environment user group management

a Q Search

Environment Management

L & demoadmind v

®
@ Actions a ) 9

Disable Group

1

Title Group Name Type Role Status GID
[ o) IDEAUsers IDEAUSsers external user @ Enabled 4000 ]
(@) SAAdmins SAAdmins external user @ Enabled 3035
O AWS Delegated Administrators AWS Delegated Administrators external admin @ Enabled 3999
Users in IDEAUsers (3 v
(] Username uiD GID Email Is Sudo? Role Is Active Status Groups Syn«
¢ DemoAdmins
(] demoadmin1 3000 3000 demoadmini@demo. Yes admin Yes @© Enabled ¢ AWS Delegated Administrators 10/3
* IDEAUsers
¢ DemoAdmins
0O demoadmin4 3003 3003 demoadmin4@demo Yes admin Yes @© Enabled * AWS Delegated Administrators 10/3
* |DEAUsers
e SAAdmins
= oo ASHEF A OlA
& Holx|oM e +dE = AU&LIC
=2 E=2 AHS
1. MEX I8S AL
= ES EHS (@] o == 2= E=2 = St& StAISLS
2. MSX IES M FP MY HFE AHS50 18 S HIEASHE L E sk
=2 =ES2 EH =] S = = Al = = = LI|I= 2 Ol
3. AMEX &S MUHSIH 3HH ot | ALEA F 2 HEYstod AL AIBKE E & U&LIT
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Research and Engineering Studio L & demoadmin4 v

Environment Management Pro

s ts (6]
Projects (©) Cactions ») o

Environment Project Management e Edit Project

Q Search Disable Project

Update Tags
Title Project Code Status Budgets Groups Updated On

[ (o] project-1 project-1 @© Enabled - * IDEAUsers 10/3/2023, 7:04:18 PM ]

Z2HE AEEE AS 7S ZEME S22 MBELICH ZR2ME HAIZSoIM CH3 S +3

1. M LEE A85to Z2MEE &g + U&LUICH

2. ZZME S MBSt X HF & M8stofChgg +de & A&
a. ZZME HE
b. Z2HME H|g d3 £= Ed3t
c. ZZME B3 UH0|E

3. ZZHME Mg MEsto{ M| Z2ZMEE YdY + JUELICH

1. Z=ZHME MMHg MEdFFL|CH
2. ZZME NEFE HEE QladgLct

ZZME DM H|IE 82 FHot= Ol M8E = U= BlAaA Efa]LICH AWS Cost
Explorer Service. AtM|EH LIS A E

/A Important

Z2HE |DE AN
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Create new Project

Project Definition

Title

Enter a user friendly project title
Project 1D
Project ID can only use lowercase alphabets, numbers, hyphens (), underscores (), or periods (). Must be between 3 and 40 characters long,

Description

Do you want to enable budgets for this project?

e ]

Resource Configurations

Storage resources

Add file systems and/or 53 buckets to the project.

[ "] ©

Home directory filesystem

Select the filesystem that will be used to create the user home directories on Linux desktops

[ Shared Storage - Home [efs] v ] @

» Advanced Options

5. AMSR WEE I8 M AY(ZRHE Yo' TEI2HE AQRS HYBLICH 2
ol £ 4 s T2 V|2 Wt T2Y MM HESHMR
6. MEeS MeprLict
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Create new Project
Project Definition

Title
Enter a user friendly project title

( )

Project ID

Do you want to enable budgets for this project?

(@ ]

Resource Configurations

Add file systems

select applicable file systems for the Project

( ] ©

» Advanced Options

Team Configurations

Groups Role

Select applicable Idap groups for the Pro Choose a role for the group

[ group_1 v ] [ Project Member v ]
Add group

Users Role

Select applicable users for the Project Choose a role for the user

[ useri v ] [ Project Member v ]
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Edit Project

Project Definition

Title
Enter a user friendly project title

( Project1

Project ID

Enter a project-id

ase alphabets. numbers, hyphens (), underscores (), or periods (). Must be betwe;

and 40 characters long.

Do you want to enable budgets for this project?

(@ ]

Resource Configurations

¥ Advanced Options

Add Policies

Select applicable policies for the Project

(

Add Security Groups
Select applicable security groups for the Project

(

» Linux

» Windows

Team Configurations

Groups
Select applicable Idap groups for the Project

Role
e a role for the group

{ group_1

v ] { Project Member

)

Add group

Users
Select applicable users for the Project

Role

00se a role for the user

[ userl

v ] [ Project Member

Remove user
M ]

IZ2MEME|ID 7 L= N 7H

15
HU

2
|m
i
Jju
(=3
x
|H
HU

lal
m
M
rx
lu
o
r
ful

W N
m

Projects

124



Environment Project Management

Projects
1

Q <
Title Project Code Status Budgets Groups Updated On
[ (o] project-1 project-1 © Enabled - e IDEAUsers 10/3/2023, 9:06:30 PM ]
1
File Systems in project-1 v
Title Name File System ID Mount Target Projects Scope Provider Created through RES?
No records
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res:Resource/vdi-security-group
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S3 URI s3://bucketname/script.sh
HTTPS URL https://sample.samplecontent.com/sample
2Z ot file:///user/scripts/example.sh
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¥ Linux

Run Script When VDI Starts
Scripts that execute at the start of a VD

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ] [ 1.2 ]

[ https://sample‘samplecontent.com/sample] [ ] ( Remove Scripts )

[ file:///root/bootstrap/latest/launch/script ) [ 1.2 ] ( Remove Scripts )
Add Scripts

Run Script when VDI is Configured

Scripts that execute after RES configurations are completed

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ) [ 1,2 }
Add Scripts

v Windows

Run Script When VDI Starts

Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ' ) { 1,2 }
Add Scripts

Run Script when VDI is Configured

Scripts that execute after RES configurations are completed

O

Script  Info Arguments - optional Info

) (2

[ s3://sample-res-scripts/sample.sh

)

Add Scripts
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Team Configurations
Groups Info Permission profile Info
| group_1 v ‘ | Project Owner v I: Remove |
é Users/groups assigned to this permission profile can grant themselves or
others higher privileges for this project by re-assigning personnel to a
different permission profile
Eroup_2 v ‘ [ Project Member v I': Remove ‘|
| Add group :\

Mo users attached. Click 'Add use

|:’ Add user \)

r' below to get started.

(_cancel ) m

r#

rot

o
12

128



== = O

Hetg Rojwre BRI} ol A8 KHE ZRHE Ho|x|o| &Y HES A8sto Z2HE
I.

v Desktops

My Virtual Desktops
Shared Desktops

File Browser

SSH Access Instructions

O project2 Project2 @ Enabled

= group_2 * usert 7/15/2024, 11:45:22 AM

. . {fe] 1
¥ Environment Management O  projecs Project3 © Enabled group_

7/15/2024, 8:05:20 AM
* group2
Projects

VDI M| gt &t

MM

0=
0x

A-EXETt LY 74 ClA 3 & HO|X|ol M RH&l2| VDI M E AIETE 4~ A=K 04F & HMo{FLICH
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Virtual Desktops D Autorefresh

test2  Connect

© Ready ws . " © No Schedu

1:05

Tuesday, August 6
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RES <

v Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

v Session Management

Sessions
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v Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions
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Project roles Desktop sharing profiles

Project roles (2) © [ creace rote

[ Q Find role by ID ] 1 [
Role ID v Role name v Description v Latest update v Affected projects v
O project_owner Project Owner Default Permission Profile for Project Owner 2 weeks ago 0
O project_member Project Member Default Permission Profile for Project Member 2 weeks ago 10

2 Het Zz=Z Ho|x|oM Eed= et 2 2ol o|§ 2 MEELICE. O] mo|X|of|AM = H

=
ZEE HEUSHL AXE = A&LICH

Project Owner (etie ) (Lpetete )

General Settings

Profile ID Description Creation date
project_owner Default Permission Profile for Project Owner 3 weeks ago

Latest update

3 weeks ago

Permissions Affected projects

Permissions (4)

Permissions granted to this permission profile.

Project management permissions (selected 2/2)

Update project membershlp Update prOJect status

groups

@ Enabled
@ Enabled

VDI session management permissions (selected 2/2)

Create session Create/Terminate other’s session

@ Enabled
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RES Permission Profiles Project Owner

Project Owner

General Settings

Profile ID

project_owner

Permissions Affected projects

Affected projects (2)

List of projects using this permission profile.

Description

Default Permission Profile for Project Owner

Project name Groups
Project1 [ 1
Project3 [ 2
HEt Z2E My
1. 718 HEt Z2EZ HO|X|oM Z2E dHg MEisto HEt =2
S MBS et O3S0l Z2Hof €Fe A

N
0
mok ok
L |u
I

!

S

Create Profile

Create permission profile

Creation date

2 months ago

Latest update

4 hours ago

Users

Permission profile definition

Profile name

Assign a name to the profile

Must start with a letter. Must contain 1 to 64 alphanumeric characters,

Profile description

Optionally add more details to describe the specific profile

Permissions

Permissions granted to this permission profile.

Project management permissions

Update project membershi

Update users and groups

(@]

VDI session management permissions

Create session

Create a session within a project

(@]

Update project status
Enable or disable a project

@ ]

Create/Terminate other's session

Create/Terminate anc

@ ]

her user's session within a project

)
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Permission profile definition

Profile name

Assign a name to the profile

[ Project Member

Profile description

Default Permission Profile for Project Member

Permissions

Permissions granted to this permission profile.
Project management permissions

Update
Update users and groups associated with a project.

VDI session management permissions

Update project status

@ ]

Create/Terminate other's session

Create session

et =T 2 E AKX
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© 1 permission profile deleted successfully. This deletion did not impact any ongoing projects.

RES erm 1 Pre e:
Permission Profiles

Create and manage permission profiles.

Desktops

My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

Profile name Description Creation date Latest update Affected projects
v Session Management O Project Owner Default Permission Profile for Project Owner 2 months ago 3 minutes ago 2
Dashboard
(@] Project Member Default Permission Profile for Project Member 2 months ago 2 months ago 2
Sessions
Software Stacks 1

Desktop Shared Settings
Debugging

Desktop Settings

4

Environment Management
Projects

Users

Groups

File Systems

S3 Buckets

Permission Profiles
Environment Status

Snapshot Management
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RES Environment Management Permission policy (6)

Permission policy

Manage user permissions throughout the environment.

® Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any changes,
read Info

Environment boundaries

» File browser and SSH permissions (enabled 1/2)

v Desktop permissions (enabled 11/11)

@© Dpisplay @ Keyboard @ Clipboard Copy
View the remote desktop. This permission is critical, review Use the local keyboard on remote desktop. This permission is Copy from remote desktop to local clipboard
implications before disabling critical, review implications before disabling

@ Clipboard Paste

© Pointer ©O Keyboard SAS Copy from local clipboard to remote desktop.
View mouse of remote desktop. This permission is critical, Use the Secure Attention Sequence (Ctrl+Alt+Del). This
review implications before disabling. permission is critical, review implications before disabling.
@ File Upload
Upload files to remote desktop storage.
@© Mouse @ screenshot
Use local mouse on remote desktop. This permission is critical, Save screenshot of remote desktop. .
review implications before disabling. @ File Download
Download files from remote desktop storage.
@ Audio Out

Playback audio from remote desktop. This permission is critical,
review implications before disabling.

» Desktop advanced settings (enabled 8/8)

Project roles Desktop sharing profiles
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Research and Engineering Studio

res-new (us-east-1) <

<

Desktops
My Virtual Desktops
Shared Desktops

Before making any changes, read the Info.

v Session Management

Dashboard

Sessions Environment boundaries

Software Stacks Define the environment boundaries to set the maximum permissions applicable t s. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and
profiles listed below, while disabling permissions overwrites their status and automatic: Hy h em to 'Disabled g lobally'

Debugging

Desktop Settings v File b nd SSH permis: (enabled 0/2)

v Environment Management
Projects

Users
el (SSH),displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the men item as we

Group:
File System: @ inf

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status z
S3 Bucke

» Desktop permissions (enabled 12/12)

» Desktop advanced settings (enabled 8/8)

neral Settings
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| Research and Engineering Studio

res-new (us-east-1)

Permission policy

v Desktops
My Virtual Desktops

Shared Desktops

@© Permission policy key concepts
Properly managing a

policy requires the cascading effects permissions can have across the environment. Before making any changes, read the Info.

v Session Management

Dashboard
Sessions Environment boundaries
Software Stacks Define the environment boundaries to set the maximum permissions applicable to sers. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and
et profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally’
ebugging
Desktop Settings v File browser and SSH permissions (enabled 0/2)
v Environment Management D Access data
Display File browser in the navigation menu and access data via web portal,
Projects
Users D ssHaccess
Access data and desktop via Secure hell (S5H), displayi . uctions' Inthe navigation menu, Disablng SSH removes the menu tem as we
Groups
File Systems Dl
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [
$3 Buckets

Identity Management
Permission policy » Desktop permissions (enabled 12/12)
Environment Status

>

Snapshot Management Desktop advanced settings (enabled 8/8)

General Settings

2. SSH HAMA7} gdstE W7HR| 7|CHRIL(CH

Research and Engineering Stud|

res-new (us-east-1) © S5H access is being enabled. The application will auto-reload once the change takes effect.

v Desktops

My VirtualDesktops Permission policy

Shared Desktops hroughou

v Session Management

© Perr n policy key concepts

Dashboard Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any changes, read the Info.

Sessions
Software Stacks
Debugging Environment boundaries
Desktop Settings Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and
profileslisted below, while disabling permissions overwrites their status and automatically turns them to Disabled globally.
v Environment Management

ns (enabled 1/2)

browser and SSH permis:

Projects
Users D Access data
Display File browser n the navigation menu and access data va .
Groups
File Systems SSH access
), displaying SSH access nstructions'in the navigato H removes the menu item as wel
S3 Buckets

@© Info

Identity Management
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [

Permission policy

Environment Status

Snapshot Management » Desktop permi

ns (enabled 12/12)

General Settings
» Desktop advanced settings (enabled 8/8)

3. Bastion 3AEJ} F7}E|Md SSH MM AT} & Ad

| Research and Engineering Studio

HElLICH

0
toh

res-new (us-east-1) <

v Desktops

Permission policy

My Virtual Desktops

Shared Desktops

@ Permission policy key concepts.
Properly managing a c

SSH Access Instructions

policy requires the cascading effects permissions can have across the environment. Before making any changes, read the Info.

v Session Management
Dashboard Environment boundaries
Sessions. Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and

profiles listed below, while disabling permissions overwrites their status and automatically turns them to ‘Disabled globally
Software Stacks

Debugging v File browser and SSH permissions (enabled 1/2)
Desktop Settings (D Access data

v Environment Management

Projects @© sSH access

cess data and desktop via Secure Shell (SSH),displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as we
Users
Groups @ Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [2
File Systems

S3 Buckets

dentity Management » Desktop permissions (enabled 12/12)

Permission policy
» Desktop advanced settings (enabled 8/8)

Environment Status

Snapshot Management

General Settings

>
12
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Research and Engineering Studio
res-new (us-east-1) <

v Desktops
My Virtual Desktops
Shared Deskiops

SSH Access Instructions

v Session Management
Dashboard
Sessions
Software Stacks
Debugging
Desktop Settings
v Environment Management
Projects
Users

Groups

File Systems
53 Buckets

dentity Management
Permission policy

Environment Status

Snapshot Management

General Settings

SSH HAM|AE H|E &l stE

1. RES 2&9| 21z &M
SSH YMA EZ2 M

| Research and Engineering Studio
res-new (us-east-1) <

v Desktops
My Virtual Desktops
Shared Desktops

SSH Access Instructions

v Session Management
Dashboard
Sessions
Software Stacks
Debugging

Desktop Settings

v Environment Management
Projects
Users
Groups
File Systems
3 Buckets
dentity Management
Permission policy
Environment Status
Snapshot Management

General Settings

2. SSH HA[AT} HIEAMS

0
I

SSH Access

Access environment using Linux / MacOS

Follow the below steps to connect to the cluster using Terminal on your Linux or MacOS laptop/workstation:

Step 1: Download my Private Key

Download the private key file, and save it your ~/.ssh directory.

Step 2: Modify key permissions

Run: chod 600 ~/. ssh/adminl_res-new_privatekey . pen

Step 3: Connect to the cluster

Run: ssh ~i ~/.ssh/adminl_res-new_privatekey.pem adnin1€3.92.72.222

Step 4: Create SSH config

If you don't want your session to be automatically closed after a couple of minutes of inactivity, edit
~/.ssh/config and add:

Host res-new-us-east-1
User adnin
Hostnane 3.92.72.222
ServerAliveInterval 10
ServerAliveCountMax 2
IdentityFile ~/.ssh/adninl_res-new_privatekey.pen

Once updated, you can simply run below to connect to your cluster:
ssh res-new-us-east-1

Permission policy

@ Permission policy key concepts.
Properly managing a

policy requires

the cascading effects permissions can have across the environment. Before making any changes, read the Info.

Access environment using Windows (PuTTY)

Follow the below steps to connect to the cluster using Terminal on your Windows laptop/workstation:

Step 1: Download my PuTTY private key

Step

onfigure PUTTY

* Download PuTTY [

« Ashostname, enter 3.92.72.222

« Navigate to Connection > SSH > Auth and enter the path of your key admin1_res-new_privatekey.ppk
under "Private Key used for Authentication”

* Save your session

« Click connect/open to access the cluster

Step 3: Enable KeepAlive

I you don't want your session to be automatically closed after a couple of minutes of inactivity, go to Connection
and add "3" as "Seconds between KeepAlives"

A MEdsHL|Ct 2 Aol M

Environment boundaries
Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and
profies lsted below, while disabling permissions overwrites their status and automatically turns them to ‘Disabled globally

v File browser and SSH permissions (enabled 1/2)

D Access data

© ssHaccess

Access data and desktop via Secur (55H),displaying 'SSH access instructions in the navigation menu. Di

@ Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [2

» Desktop permissions (enabled 12/12)

» Desktop advanced settings (enabled 8/8)

e
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| Research and Engineering Studio

res-new (us-east-1)

v Desktops
My Virtual Desktops
Shared Desktops

SSH Access Instructions

v Session Management
Dashboard
Sessions
Software Stacks
Debugging

Desktop Settings

v Environment Management
Projects
Users
Groups
File Systems
S3 Buckets
Identity Management
Permission policy
Environment Status
Snapshot Management

General Settings

© sSH access is being disabled. The application will auto-reload once the change takes effect.

Permission polic

@ Permission policy key concepts
Properly managing a

policy requires the cascading effects permissions can have across the environment. Before making any changes, read the Info.

Environment boundaries

Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and
profiles listed below, while disabling permissions overwrites their status and automatically turns them to ‘Disabled globally'

¥ File browser and SSH permissions (enabled 0/2)

@ Access data

Display File browser in the navigation menu and access data via web portal.

SSH access

ess data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH remov;

@© Info
[ Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status (2

» Desktop permissions (enabled 12/12)

» Desktop advanced settings (enabled 8/8)

ZENATL 2FRE[T4 SSH HAM| AT HIE M8 ELIC.

| Research and Engineering Studio

res-new (us-east-1)

v Desktops
My Virtual Desktops
Shared Desktops

v Session Management
Dashboard
Sessions
Software Stacks
Debugging

Desktop Settings

v Environment Management
Projects
Users
Groups
File Systems
53 Buckets
Identity Management
Permission policy
Environment Status
Snapshot Management

General Settings

At A3 E HEtE 7
Ct. ole{8t =& &t
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Permission policy

nage " hout the environment

@© Permission policy key concepts
Properly managing a

policy requires the cascading effects permissions can have across the environment, Before making any changes, read the Info.

Environment boundaries

Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and
profiles listed below, while disabling permissions overwrites their status and automatically turns them to ‘Disabled globally'.

¥ File browser and SSH permissions (enabled 0/2)

D Access data
Display File browser n the navigation menu and access data via web porta.

D ssHaccess
Access data and desktop via Secur

S'in the navigation menu. Disabling SSH removes the menu

@ Info
{ Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [

» Desktop permissions (enabled 12/12)

» Desktop advanced settings (enabled 8/8)

a3 & Het 74

3
>~

1 2E MM AKXto| VDI
sto{cATESE 2

UELICH &3S

=L

0 4
o

[ o

9'|_|
)
> >

T T

CC =
o

o
do
olo

i

|H

M & oo Hu

=N
9;'—'
rr
>
00

T >

T~

0
4>

T

0% ok 0X Mok

e N O H
>
Mo [ hu mo L

hu 23 ek o
lo O
ek [> [0 m

o I

|H

o
aT

12

140



L & clusteradmin ¥

RES Environment Management Permission policy (6)

Permission policy

Manage user permissions throughout the environment.

® Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any changes,
read Info

Environment boundaries

» File browser and SSH permissions (enabled 1/2)

v Desktop permissions (enabled 11/11)

@© Dpisplay @ Keyboard @ Clipboard Copy
View the remote desktop. This permission is critical, review Use the local keyboard on remote desktop. This permission is Copy from remote desktop to local clipboard
implications before disabling critical, review implications before disabling,
@ Clipboard Paste
© Pointer ©O Keyboard SAS Copy from local clipboard to remote desktop.
View mouse of remote desktop. This permission is critical, Use the Secure Attention Sequence (Ctrl+Alt+Del). This
review implications before disabling. permission is critical, review implications before disabling.
@ File Upload
Upload files to remote desktop storage.
@© Mouse @ screenshot
Use local mouse on remote desktop. This permission is critical, Save screenshot of remote desktop. .
review implications before disabling. @ File Download
Download files from remote desktop storage.
@ Audio Out

Playback audio from remote desktop. This permission is critica
review implications before disabling.

» Desktop advanced settings (enabled 8/8)

Project roles Desktop sharing profiles

X|HE = U&LICH o|2{8t T2 L2 ZE ASK7L M AE
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Project roles

Desktop sharing profiles

Desktop sharing profiles (3)

{ Q Find profile by ID

Profile ID Profile name
O observer_profile View Only Profile
O reviewer_2 Reviewer-2
(@) reviewer Admin Profile

v Description

This profile grants view only access on the DCV Se...

The studio of Jadé Fadojutimi, the British artist,...

This profile grants the same access as the Admin o...

v Latest update v
2 days ago
27 seconds ago

24 hours ago

r Profile definition

Profile name
Assign a name to the profile.

[

Must start with a letter. Must contain 1 to 64 alphanumeric characters

Profile description - optional
Optionally add more details to describe the specific profile.

[

Permissions

Permissions granted to this sharing profile. To enable the permissions that are 'Disabled globally', go back to the Environment boundaries and enable them there.

¥ Desktop permissions (enabled 12/12)

@ Display

Receive visual data from the NICE DOV server

@ Pointer

View NICE DCV server mouse position events and pointer shapes

@ Mouse

Input from the client mouse to the NICE DCV server

@ Audio out

Receive audio from the NICE DCV server to the client

@ unsupervised Access

Allow a user to connect to session without supervision

» Desktop advanced settings (enabled 8/8)

o
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@O Keyboard

Input from the client ke o the NICE DOV server

@ Keyboard SAS
Ire attention seque
yboard permissions as wel

Use the sec
Require

@O screenshot

Save a scr hat of the remaote desktop

@ clipboard Copy

Copy data from the NICE DCV server to the dient clipboard

@ clipboard Paste

Copy data to the NICE DCV server from the dlient clipboard

@ File upload

Upload files to the session storage

@ File Download

Download files from the session storage
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Project roles Desktop sharing profiles

Desktop sharing profiles

Manage your desktop sharing profiles.

[ Q search

Desktop sharing profile ID Title

Description

iRl ded U= MMol ZA HEFLICH

© e o) CEEZID

-

&

Created On

testprofile_1 testProfile_1
P

9/15/2024, 9:29:55 ¢

(@] observer_profile View Only Profile

This profile grants view only access on the DCV Session. Can see screen only. Can not contrel session

9/11/2024, 2:10:22 1

»

r Profile definition

Profile name
Assign a name to the profile.

[ testProfile_1

Must start with a letter. Must contain 1 to 64 alphanumeric characters.

Profile description - optional
Oprionally add more details to describe the spedific profile.

[

Permissions

1

Permissions granted to this sharing profile. To enable the permissions that are 'Disabled globally', go back to the Environment boundaries and enable them there.

v Desktop permissions (enabled 12/12)

@ pisplay

Receive visual data from the NICE DCV server

@ Pointer

View NICE DCV

erver mouse pasition events and painter shapes

@O Mouse

Input from the client mouse to the NICE DOV server

@ Audio Out

Receive audio from the NICE DCV server to the client

@ Unsupervised Access

Allow a user to connect to session without supervision

» Desktop advanced settings (enabled 8/8)

@O Keyboard

Input from the client ke

ard to the NICE DCV server

@ Keyboard SAS
Use the secure attention sequence (CTRL+Alt+Del). Note:
Requires Keyboard permissions as wel

@ screenshot

Save a screenshot of the remote deskrop

(® clipboard Copy

Copy data from the NICE DCV server to the dient clipboard

(O clipboard Paste

Copy data to the MICE DCV server from the client clipboard

O File Upload

Upload files to the session storage

@ File Download

Download files from the session storage

Cancel Save changes

Het
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File Systems

anage f

Title Name File System ID Scope Provider

Shared Storage - Home home fs-0b4cesh1914913e4 cluster efs

FSx Lustre fsx_lustre fs-0a9042e216f9e3109 project fsx_lustre

FSx ONTAP fsx_ontap fs-0105118574b5e3330 project fsx_netapp_ontap
efs home efs_home fs-0df4c9ac93b975142 project efs

1. TY AAHES HAELIC
2. WY AAHS MEE B2 T HFE AL CHe S S LI

3. MU AARE 2EFELIC
4. LU ALRS MBS 3t otEH | S HY oo U AlAH ME HEE = + U&LICH
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~

Onboard New File System X

Onboard File System
Select applicable file system to onboard

[ .

[ fs-0013c7a86bbd5f79e [efs] ]

fs-0edf4f076a4631d76 [efs]

fs-0303cda359d042ca8 [efs]

L fs-0ff091b934dda5208 [efs]

® Note
712Mo R HElktet ZEME AQKE LSO MEE = le M Z2EMEE MME
= I A|ARS MEiE = &L ct
Z=2MEO| F CIHEZIZR AFSE T A|AE2 Mount Directory A28 E 35101 2
HEldoF ELICH/home. 22{™ & CIAEZ| I} A|IAR EECI2 SMo| REYE op
AARIO| R EILICH O] 7|52 Z2MEQt Q1A E! AASXIEH VDIs. VDIs: T A|AE
2 2Eg5t= SoF MENE B XY KXol Zhd A|AEE EFRHELICH
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r
Onboard New File System X

Onboard File System
Select applicable file system to onboard

©

Title
Enter a user friendly file system title

File System Name
Enter a file system name

File System name cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers and underscore (_). Must be between 3 and 18 characters long.

Mount Directory
Enter directory to mount the file system

Mount directory cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers, and hyphens (-). Must be between 3 and 18 characters long. Eg. /efs-01

[ fs-0edf4f076a4631d76 [efs] v ]

[ )

[ )

[ )

1

4
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RES Environment Management

Snapshot Management

2
1
Created Snapshots = ©
Snapshots created from the environment
[ Q, Search ] 1
53 Bucket Name Snapshot Path Status Created On
No records
4
L

Applied Snapshots ©

Snapshots applied to the environment

[Q Search ] 1
S3 Bucket Name Snapshot Path Status Created On
No records

AHLE 22| HO|X[0|M CHE & =™ + U&LICH
1. MEE RE AT ST AEIE BT
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. AL R

48452484 BIX| Amazon S3 HHZI0| TR 8 HEHS MZaHok BHLICH 7! Aol ChEH RHA
HZ) AN ATSHML. HZ HE BE| U A AMA 222 Baststs 2ol TaLc

700l 44 Bl M BAIEHE 4 aLich

® Note
O Amazon S3 HZ!2| &8 F7|= XM& oM #E|=lX| ef&LIch 2&0|M HA =38 F7|
£ #hElstioF &Lt

1. HA SS0M dge HIlE M=o

2. ‘Heh S MEHELICH

3. HH Yol M HES MEE LT

4. HZ Mol s E2 FIHYLICL O &HE2 AL XtL| gt 2 CHAFLICH

AWS_ACCOUNT_ID
RES_ENVIRONMENT_NAME
AWS_REGION
S3_BUCKET_NAME

/A Important
oM X[t HE EXIL2 MEHAMLCH AWS. REAIEH LI 2 https:/
docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_version.html

CHelg HESAAIL,

JSON
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_version.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_version.html
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "Export-Snapshot-Policy",

"Effect": "Allow",

"Principal": {
"AWS" :

"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-
role-{AWS_REGION}}"

}I

"Action": [
"s3:GetObject",
"s3:ListBucket",
"s3:AboxrtMultipartUpload"”,
"s3:PutObject",
"s3:PutObjectAcl"”

1,

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

]I

"Condition": {

"Bool": {
"aws:SecureTransport": "false"

},

"Principal": "*"

—
—

ALHAE M (Create Snapshot)|2 2 2/8LICH
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2. AMMBH Amazon S3 H{Z!9| 0|2 & 2iEtLCt
3. BIZ! Lol AHANE KB E B2 B UHELICH OB S0f october2023/232LICH
4. MZE MELICH
r )
Create New Snapshot X

S3 Bucket Name
Enter the name of an existing S3 bucket where the snapshot should be stored.

[ )

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).

Snapshot Path
Enter a path at which the snapshot should be stored in the provided S3 bucket.

[ )

Snapshot path can only contain forward slashes, dots (.), exclamations (!), asterisks (*), single

guotes ('), parentheses (), and hyphens (-).

. A

5. 5~102 F A HO|X|o|M ME TES Meistod AEHS HQISHLICH AEH7H IN_PROGRESS
o COMPLETEDZ HZE WK A& S5 8K| S&LIC

—_

He AHXE M 280l 28 5tod HIO[EE oto|azfo[ME +~ &

= )
LICE 2tEo| A4S elE & JUXS HIA M H2ES FItstoF ZLct.

ALHAFS X{Z 5T AFSX} TEH Z2HE ATEQo| A, Wt TRT U TY AIAHD ZE
GIOIEI 7 A 21201 @4ZElo] SALEILICH AHS R MA42 SRIEIX| Sh&LICH ARAr0] M E|H
7t BlAA BlTE0 7|2 HEE BQlstod ol ZXSHE K| HOIBLICH B8 Aol L A
A2 A BHZOIM BlAA MAHE AUELICH OBl 7|8 ZReHE S HIREHKIE CHE 7|

F
2 oAaA™HEE MECIE BlZEQ B2 2t A2 AFE5tod =HE o|§ 7IZ M BIZE
g MM3tL|ICRecordName_SnapshotRESVersion_ApplySnapshotID. & E}JAEBH T %{FH
ApplySnapshotID 20| AHXE XMEs5tei= 2 A= E AEELCH
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AEHLE OHZ 20| Sofl AL B|LA0| 7H8 S SHQURLICE M BB A8 5= &
A SEEIX| EELICH 3% E|lAAT QIE Bl4a20) F AHME2 S5 E4A9 7I8EE
LICh & E|l&28 ME8E = 3

—_ =

A B7Z0| ol 4T} ChE L Almiste 722 23 T80 /& CloudWatch 2104 Al HEE 2ol
ol
AA

=
XS HEE 0l the section called “A % 2HE[" HO[X|o| A &AM SEHE QU =

2. Ter RS MEfgfLIcH
3. HHZ! HHolM HES MEELIC
4. HZA GHol CtE 2 FIHELICH o] 2SS AHSXtel 22 2 CHAEf LI

AWS_ACCOUNT_ID
RES_ENVIRONMENT_NAME

AWS_REGION
S3_BUCKET_NAME

JSON

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {
"AWS":
"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-
role-{AWS_REGION}}"
},
"Action": [
"s3:GetObject",
"s3:ListBucket"

1,
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"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

1,

"Condition": {

"Bool": {
"aws:SecureTransport": "false"

3,

"Principal": "*"
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I

Apply a Snapshot X

S3 Bucket Name
Enter the name of the S3 bucket where the snapshot to be applied is stored.

[ )

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).

Snapshot Path
Enter the path at which the snapshot to be applied is stored in the provided S3 bucket.

[ )

Snapshot path can only contain forward slashes, dots (.), exclamations (!), asterisks (¥*), single
guotes ('), parentheses (), and hyphens (-).

5. 5~10% F AL ZE| HO|X|oMH M2 T &S MEistod HEfE =flgfLct

Amazon S3 H{Z!

Research and Engineering Studio(RES)= Linux Virtual Desktop Infrastructure(VDI) Q1A A0
Amazon S3 HHZ!& EAE &= UE S X|HELICH RES #E2|At= S3 HZ!E RESOH| 2EQ5tn, =2
MEo| HdZstn, 4 WEstD, &3 #El2 S3 HA B M HAg MHE &= &L

S3HZ OAIEEE A8 7tstt 2EYE S3 HA S5 M3 EfLICt S3 HZ! CHAIE=0|M CHS

mo
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/index.html

Bucket name Bucket ARN Mount point Mode Custom prefix Projects

53 Bucket arn:aws:s3:res-s3-example /53-bucket RAW %p default

Ct2 MM M= RES Z2XME 0 A Amazon S3 HZ!2 a2t 2|st= whedg A4gdstL|ct,

|

« Z42|El VPC HHZE 2|8t Amazon S3 HZ! AFXH =H

I
M

« Amazon S3 H{Z!

]
I

« Amazon S3 H{Z!

« Amazon S3 H{Z! AN H

. clole] Z|

o WA AE HA HAHA

- Zzto|d! VPCOIM HIOIE & &

- EM&ZE

T
OII
A

 CloudTrail At2 A

42| E VPC HIZE 2|8 Amazon S3 HZ! AFA =HA

42| El VPCO| M Research and Engineering StudioE HiZ35t= <9 AWS 7%X0i RESE HiZ8t &
ChE EH7|ofl 2t Lambda T4 T+2t0|E{E ol 0| E & LICH
1. Research and Engineering Studio7} HiZEl AWS A 2| Lambda 2&0i 23218 L|C}

2. Bl= Lambda g+ & 3ol EFMEFL|IC<RES-EnvironmentName>-vdc-custom-
credential-broker-lambda.
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e ‘ @ This function belongs to an application. Click here to manage it.

¥ Function overview s

Diagram Template )

Related functions:
| select a function v

®/H=|

Layers ©) ‘

‘ m APl Gateway

("+ Add destination )
2 -

(_+ Add trigger )

Code Test

General configuration
Triggers

Permissions
Destinations

Function URL
Environment variables
Tags

VPC

RDS databases

Monitoring and operations
tools

Concurrency and recursion
detection

Asynchronous invocation
Code signing
File systems

State machines
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Amazon S3 H{Z! F 7}

Monitor

Configuration | Aliases | Versions

Environment variables (16)

The environment variables below are encrypted at rest with the default Lambda service key.

| @ Find environment variables

(~JoJo)

(__Export to Application Composer ) ( Download ¥ )

Description
‘vele lambda to provide temporary credentials for mounting object
storage to virtual desktop infrastructure (VDI) instances.

Last modified
17 hours ago

Function ARN

Application

Function URL Info

Key

AWS_STS_REGIONAL_ENDPOINTS

Value

regional

CLUSTER_NAME
CLUSTER_SETTINGS_TABLE_NAME

DCV_HOST_DB_HASH_KEY

DCV_HOST_DB_IDEA_SESSION_ID_KEY
DCV_HOST_DB_IDEA_SESSION_OWNER_KEY

MODULE_ID
OBJECT_STORAGE_CUSTOM_PROJECT_NAME_AND_USERNAME_PREFIX
OBJECT_STORAGE_CUSTOM_PROJECT_NAME_PREFIX

OBJECT_STORAGE_NO_CUSTOM_PREFIX

[e]]]
on
(@]
N .
ol
__

MMg gL

ro ono

Il
=l
m

7|: AWS_STS_REGIONAL_ENDPOINTS

RES 70 S3 HZ!E F7t5t2{H:

1. Add bucket(HZ! £7hH2

2. HZ! 0|, ARN, EIXi X|&Mnt &2

/A Important

§ 273 Heg Fote

instance_id

idea_session_id

idea_session_owner

vde

PROJECT_NAME_AND_USERNAME_PREFIX

PROJECT_NAME_PREFIX

NO_CUSTOM_PREFIX

« M3E HZAARN, A X|H F 2EE Hd & HEY = laLch

Amazon S3 HZ!
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RES

Add bucket

Currently only available for Linux desktops

Bucket setup

Bucket display name
Type a user friendly name to display

Bucket ARN

Paste the copied Amazon Resource Mame (ARN) from

Mount point
Type the directory path where the bucket will be mounted

Mode
() Read only (R)

Allow user only to read or o

53 even across different accounts

© Read and write (RW)

Allow users to read or copy stored data and write or edit

Custom prefix

Enable th em to create a prefix automatically

| Mo custom prefix v

» Advanced settings - optional

1AM role ARN

To access the bucket, paste the |AM role Amazon Resource Mame (ARN) copied in Identity and Access Management (LAM)

Project association

Projects - optional
Associate the bucket with t

to Create Project.

lowing projects. To add a new proje

| v | .;:(3:;.

(o) DD
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947 2 AX|L0{Z ARC|2

/A Important

TE2MEZ 53 HZD 94735 H 0| sE =

(VDI) QIAEIAOf EFRHE|X| ot &LICH HZI2 H

EHME|M AlZrEl VDI Mo ot 2 EFLICEH

. S3EZIOIM ZRMEE HZ AT S3 BiZ2l ClolEfo
AZE NSRS SHE ClO[E{ol HMAE 4 gi7 ELic

FIF
0

Edit bucket

Edit S3 Bucket

Bucket setup

Bucket dlsplayI name

Type 2ndly name to display
53 Bucket

Project association

Projects - optional
Choose the projects to associate to the bucket
v ()

( default X

| default |
[ cancel ) Save bucket setup

Amazon S3 H{Z! &7
1. S3HZ! FSE0{M S3 HZIS MEAEFL|CE.

2. =d HIolM KIS MettLich

/A Important

HX| HZIMH RE Z2ME 474 K| 7{8H0F &L}
o M7 22 S3 IOl Cl|O|E{of| &S F K| &&LICH S3 HZ! O RESS| 2448+ A7

gL
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GlolE Ae2

RESO{ S3 H{Z!

#7181 63! Lol cloleig
B LICH 2! :

7t HO|X[o M 47| TE(R) B

-4 mjo

7| H&

Read Only (R)E ME45H H{Z! ARN(Amazon ElAA O|8)2| HFALE 7|8t2 2 H|o|E ZHE|

7t MEELUCH o & E04 BE2|Xt7F ARNS AL 5104 HHZA!E RESO| F7tarn:aws:s3:: :bucket-
name/example-data/st10| HZIE TEME AL T2 ME Bo} (145t AR Z2ZME AL X
ZH™ME B LHo{ A VDIsE AlZtStE A A B2 bucket-name OF2Hol =0i Q= OIOIE{EH g
= U&LICt/example-data. T AR 2[F | O|O|E{0f] HMAE 5= Q& LICE HHZ! ARNOI| & F At
7t FILEIR| 2 A HAN HZAE R E T2ME M MA HAS AISE = &L

9171 3 17|

Read and Write (R/W)E MEHSIEH QoM HHE CHE HZ! ARNL| MFAIE 7|t 2 H|0|E 4
27l A& M ELICH o] 2E0|= &2lX7F S3 BHZ!of & —1‘— 7B HFAIE MSE = UeE FHSM
0| /& LICt Read and Write (R/W)E MEHSIHCIS SMO| T8 E EECIR HFE NEste
AR XH HFAFMMHE AIEE = U&LICH

o AFEXXEH HEFA QIS

* /%p

* /%p/%u
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Add bucket

(@ Currently only available for Linux desktops

Bucket setup

Bucket display name
Type a user friendly name to display

Bucket ARN

Paste the copied Amazon Resource Name (ARN) from AWS 53 even across different accounts
Mount point

Type the directory path where the bucket will be mounted

Mode

O Read on\y(R)

Allow nly to read or copy stored data

© Read and wrlte(R/W)
Allo s to read or copy store:

Custom prefix
Enable the system to create a prefix

[ No custom prefix a ]

No custom prefix v
Will not create a dedicated directory

A& xIE Cllo|E A2l eig

MRt XI'd HF A0 No custom prefixE MEHSIH AFE X XI'H O|O|E{ ZHE| @40| HHZ!O| F
7HEILICE o|Z A 5t HZI 1AE R E T2 MET| 17| L MT| HMA HEE THE 5= U&L
Ct. ol & 0] EIXt7I7F arn:aws:s3: : :bucket-name No custom preflx MELEI ARNS
AE35t0d HZ!E RESOH| 715110 H{ZI€ Z2ME A L T ZME Bo} (45 AR T Z2ME
ALY ZE=ZME B LHO|M VDISE AlZst= AL A= HZof CHEF F A3 o17| 2 A 7| HAM|A FHE
£ A&t

ZzHMEHE sFolMel HlolH AE|

AR XIE HF AL /%pE MEHSHE Bl Q| ClO|E 7t A2 E 2 S = 2ME Z AZ|FLICt
sp P ZENME ICE LIEFHLICE o & &0 B 2[X7H7} /%p MEAE| T 02 E X[F0] /
bucketarn:aws:s3:::bucket-name@! ARNS AF&3t0{ H{Z!2 RESO| £7}& 10|
EX-IIEAEII_\J_EX-HE BQ|'9_=| c,|.'— 7=|o _LLEx'”E A°| A|- |'A 0=
LICt Z2ME A9l AFE X BE AFAE AL /bucketOl &8t IS & = %‘%LIEL Lt
Mg B7I Z2ME Bo|M VDIZ AlEE T /bucketS AT{EH ZZMEHZ |0

S 2 AMERH AT ZME It U0| EAIEIX| eE&LICH AFSAF ATF 28 o2

Fll'
é
-
0
~
[\M]
~+
2
_El
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HZIMH 3 & 4= /ProjectA UXK|EH AFE A} BE Z2ME BO| VDIsE AFEE /ProjectB gt
off HMAE = U&LICE
ZZMEY AISAEH =F oMol dlole A2

A XIS HF A /%p/%uE MEISHH HZIO| HIOE{7}t Y Z2MEQL IAEI Zt EH 2
ME U ALEXIZ ZAEIELICH sp s Z2ME FEE LIEHLHDE ALKl 0|52 %u LIEFAL]
Ch o & S0{ ZEIXR7I7} arn:aws:s3:: :bucket-name /%p/%u MEYE ARNI} OF2 E X|HO|
/bucket@ ARNS AL&3t04 HHZ!E RESOH ZotgtLct ol Zle Z2NME A Ul Z2ME B}
AZAL|o] Q&LICH Z2ZME A9 ALK AE /bucketOl IIUS & £ ‘RA'SI—IEP %p 22| Us

N

O|™ AlLt2|29 Et2|0| B AF2K BE ZE2ME AV}l /bucketl ZEXME A0
2 £ iaLCt Z2MEQ} AIZAF 2571 CIO|E{E ZAz|st7| &2 LC}. APRXPA

U2 HF AL ot o] S3 HHZI0|MH &2 £ /ProjectA/UserA U X|EH AFEXI BE =
VDIs At&& /ProjectA/UserB [HBH0Y| MM AT = Ql&LICEH

WA A HZ! AM A

RESE HHZ!lofl M8t HEto| e B9 CHE AWS AHTE0l A I:I-I g BAE = A&LUCH oS AlLLE]
20 M AE AS| RES BE2 AE Bol S3 HZ!E EAisted gLt

1EHA: RES7t HHZ &l AHM IAM A& S M8 LICHO|E H™E Ast #).

1.
2.

S3 HZ(AI™E A)ofl HAM|ABHOF 5t RES HI% 2] AWS Management Consoleoll 21918t L|C}.

IAM 2& 2 gLt

IAM CHA|EEZ O|S &L

a L.
b. ErM oj A PoliciesE ME4SHL|C}.
X A

c. CI= JSON ¥Ag g0 Zd&LcH2 H™E Boll U= S3 HA!Q| <BUCKET-NAME> O|§ 22

"Version": "2012-10-17",

Amazon S3 HZ!
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{
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"”,
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxtMultipartUpload"
1,
"Resource": [
"arn:aws:s3:: :<BUCKET-NAME>",
"arn:aws:s3:: :<BUCKET-NAME>/*"
]
}
]
}
d. CtSS MEigLCt
4, HMg HAESDT MMELICH
a. HHo|o|ES U=ELICHO: "S3AccessPolicy").
b. MAMo| FMZ HHSI= MBI MBS FUteFLct
c. MMZ AEStD MM MMHZ MEdgrL|Ct
5. 1AM 2&2 dLct
a. IAMCHAIEEZ o|sgLICt

"Statement": [

A|.27;|. xlx-l A|§|

CHZ JSON Mg g0 d&LICHE H™E Al AX A ID<ACCOUNT_ID>, RES HiZ 9|
<ENVIRONMENT_NAME> 74 O|&, RES7} HIZ El AWS BIT™<REGION>2Z HFEL|CH.

JSON

"Version": "2012-10-17",

Amazon S3 HZ!
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"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS" :
"arn:aws:iam: : <ACCOUNT_ID>:xrole/<ENVIRONMENT_NAME>-custom-credential-
broker-lambda-xrole-<REGION>"
}I

"Action": "sts:AssumeRole"

e

a. <& 0|Z(0il: "S3AccessRole")2 24&tLICt.

=
b. 3EAHM Bl FIHE ME4E CHS CHS 7|9t 2t S LU= ELICH

« 7|: res:Resource

« Zt: s3-bucket-iam-role

a. o8k IAM 238 ARNS SAHELICH

b. RES Z&0| 2algLct

c. |IF M EHo|M S3 IS MEIELC

d. HA F7IE MEistD WAt A S3 HZ! ARNSE FAlS =gt
e. 1Z MY - MEH MY EECHRS MEELICH

f.  IAM & ARN Z=of 23& ARNS 248tL|Ct

g. HZ FIIE MEAFLICH
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2EHH: HK Bl HZ! M 4

1.  HH B2| AWS Management Console0ll 21 Q1g}L|C}.

(on
12
=
|>
-+
ro
fjo
4
A

ok
F

N
mjo
x
rC
[ul

b. CtZ HAMEZ F7t5t0 AHEH ALl IAM S of HHZ!of| CHEH HAl|A HEFES FoigfLICt
(<AccountA_ID>E H™E AC| AN H™H IDE HFF* 11 <BUCKET-NAME>E S3 HHZ! O|§ L2
HHE LICH.

JSON
{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/S3AccessRole"
}I
"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxtMultipartUpload"”
1,
"Resource": [
"arn:aws:s3:: :<BUCKET-NAME>",
"arn:aws:s3:::<BUCKET-NAME>/*"
]
}

e
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Zzto|S! VPCOHIM CO|E & &%

AEXE7F 2o S3 B{ZQ| Cl|0|E{E AI™H 2| AHA| S3 BH{Zl2 E5tK| 2SIE 2 VPC YEZQIEE
QiZdstod —zto|El VPCE BES & £ Ql&LICt Ct 2 E+74|01|HL A& LHe| S3 HZl ot w At A& HZ
O| U F7} H&oi CHet HMAE K|H6tE S3 MH|A0| CHEH VPC AEZQIEE MAMSIE HEHE

Hoi&L|CtH
1. Amazon VPC £ & Lt

a. AWS Management Consoled| 21 Q18tL|C}.

b. https://console.aws.amazon.com/vpc/ Amazon VPC &2 iL|Ct,

2. S38VPCCUULEEQIE M.

a. 2EZEHMHFMA=ZZCIES ME4FILICH
b. A=ZQIE WS MEHEFLICH
c. AHI& HF0lM AWS MH[AE MEfSH ok EFLICH
d. MH|A O|& Z =0 com.amazonaws. <region>.s3 (¥ AWS E|&<region>2Z CHA)
E =5t ALt "S3"E HAFLICE.
e. F=0i{M S3 MH[AE MEELICEH
3. A=ERIEHYFY

0z
0%
ok
<
)
@)
M
x
L
o
A
[u]l

a. VPCOMQAEZQIEE

b. MEUIAM HIZ =of VDI MEY0| AFRE|= Zato|dl MEYS m= MeEdsH |},
c. DNS O|E E4dsfol A SM0| MEHE|o]f QU=X| ZOIFHLICH 0|2 518 Zao|4! DNS 4
E O|E2 HE=ZQIE HESRF QE{HO|AZ &QIE £ UaLIC
4. HUNAE HMESEE MM TMELIC
a. EMo|M ALSK RIMS Mg
b. MM ITEEI[M AN EE EX A Lo 2|AA0 CHEE HMAE A|StstE MRS ol2dst
LIch Ct2e oMl A QILICHmybucket S S3 HHZ O|E 22 B3 1 111122223333 2

w D

(
odE MAE AWS A IDsZ HFELICH.

OII

4444555566662 UAMA

JSON

"Version": "2012-10-17",
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https://console

"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "s3:*",
"Resource": [
"arn:aws:s3:::mybucket",
"arn:aws:s3:::mybucket/*"
1,
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": [
"111122223333", // Your Account ID
"444455556666" // Anothexr Account ID

ro
[m

5. de=x A

>

a. HYE8 dEgUCt
b. Create endpoint(RIEZQIE MA)S MEHSHL|C].

6. o{l:iolEE 2I-O||%=| ||:|.

a. AEXZQIEJI MMM VPC 2£0M A=EEZQIE MMo 2 o|SEFLICH
b. MZ MAMEIJ=ZQIEE MEHSEH|C]
c. HEH7I AFR 7I5EHXR| & QIErLICE.

ChS EhAlof et AE E= XEE AY ID el 2laAz XEhEl 83 HMAE 5185t= VPC AER
RIEE HggLct.
=X o2
tHZ!0l vDIol| B EIX| ef=X| EQlets UH
HHZ!0] VDIO| R MEIX| ot = B2 2LFE &g &+ = H 7HX| *IX[7F A&LICH ofeh EFAIE WE
LICE.
166
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1. VDI 231§ &elgfuch.

a. AWS Management Consoled| 21 QIgL|C}.

b. EC2 242 91 QIAEAR o|S¢&LCt

c. AlZEt VDI QIAEIAE MEHFHLCE

sudo su
cd ~/bootstrap/logs

7|0 REAEH 208 BOIE 4 aLich Aol ChEt M HEE
| |

configure.log.{time} TtU0f U&LICH

Lt Jetc/message 20| RHAM[EH LIS S EQISHMIR.
o

2. MEX XI™E XA 5H 22 7{ Lambda CloudWatch Logs = Q!

a. AWS Management Consoled| 221 QIgFL|C}.
b. CloudWatch 2&£2 Q1 21 IE2 2 o|s&L|Ct.

c. 21 IEE AMELICt/aws/1lambda/<stack-name>-vdc-custom-credential-
broker-lambda.

d. AM27sstA M 20 282 ZAStD 230 2F
HZ 2 B AISHT| @8t LAl ALEA}F X[H AHE SF2 NS
7t ZerELct

3. A8X X|1H A4 5H 2 2 7{ API Gateway CloudWatch Logs & Q!

H&L|Ct olefet 210l= S3
t= AN 2ol CiEh ME EE

ol

a. AWS Management Console0i| 2 1218 L|C}.
b. CloudWatch &2 ¥1 21 O§2E O|SFLCt

c. 21 IEE AMELICt<stack-name>-vdc-custom-credential-broker-
lambdavdccustomcredentialbrokerapigatewayaccesslogs<nonce>.

d A8 7tsE XM 23 288 HAlstn 2300M 27 E &Lt 0|28 230)= S3
HZ!g EfxstE ol 228 AHS X XI1H Xt S0l CHEF API Gatewayoll CHEH @ U 8H

=
ap 2rEE ME e 2EELCH

SHE $ ujZI0| IAM 8 A FRHE Wy
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3

=Ll

=2 shared-
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« 2t <filesystem_id>8 £+
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N
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CloudTrail A2 MZH

CloudTrail &2 AF&30{ A™Ho| M CloudTrailg &43t5t2{™ CloudTrail AbE ME M 2| CloudTrail
Z2E£2 A85to] T Mo MSE XIES M2 M. AWS CloudTrail CloudTrail2 AHMAEH IAM
o45t2 7|2540{ S3 H{ZI0f CHEF HMAE 7|28 LICH 0| Z2ME = AFRXL0| (IS QIAEA
IDOA| CHA| 4AE &= A& LICH
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ME A

O| MM ME 714 ClATES AHE5H0{ CHE AIZ XIS 6= &
=shct

=HA

« SSH HMA
. JlAM OAZE

HteHof CHBH K| &S AF Kol A |

- BROAIE

. I} =HE} K

SSH M| A

SSHE A235l0d M& SAE| HMASHE{H

1. RES H|5F0|AM SSH HMAE MEHSHLICT

2. StHEHo| EAIZl= X[Eof et HM A0 SSH EE= PUTTYE AFS EHLICE.

7hA OIATE

7ta OlA3 & QIE{HO|A(VDI) ZE2 Al 6tH

MM T ZElE = UESLICH AWS. AAE R MEFHE
MENO A Amazon EC2 QIAEIAE A|ZHer = Ql& LTt

RESE H7f 012 Y MME A 5t0d 714 CIAISS AR

« Amazon Linux 2(x86 % ARM64)
» Ubuntu 22.04.03(x86)

- RHEL 8(x86) Z! 9(x86)

* Windows 2019, 2022(x86)

|

A& RE7Hol M Windows EE
T L oZZ|AH 0|0 AP Mx| L RA =

£ Linux 7t OlaA=

2
==
Zl

SSH HAlA
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M oAz E AFE

1. HiwolM i 7ty dia=

I
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1
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r
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2. M7t dA3E AlES MESELICH

RES Home Virtual Desktops

Virtual Desktops IO INCY - EZTRETTIDY o
rhel9 [ Connect
@ Ready RedHat Enterprise Linux 9 t3.medium @ No Schedule

a3 & HE7 L8 E M 7t=7F ZA| LIELET 10~158 O[LHO CIAZ&E ALEE = JU&LICH Al
& AlZt2 =88t o|O|x|of| k2t CHELICH RESE GPU RIARAE ZX[stn &2 EEIO|HE MR(|E
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Cl& 3 E0i HAA

AR 7H0|E

e
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40
A
i
Ofm

s ClAT Bl HMASHE %Ol 7 412 47 welLict

°
O
a
N
L

A4S MBS AL MUY E MEsto HEIRXE Sof Az S0l X7 AMAg L

MyDesktop3-windows

(4 Connect

(avcvseiomric )( @) .

DCV connection

DCV Z2t0|MEE Sall Claa &0 HMASHH x| 2| 58 ¥g + U&LICH DCVE SsHof|
M M| A 5t E4TH:
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Virtual Desktops

Virtual Desktops T [ | v )

rhel9 ¢ Connect

@ Ready RedHat Enterprise Linux 9 t3.medium @ No Schedule

2. Mx| X|HoiM ? ofo|2 S MEELICE

ClAT S0l HAMA 173
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=

How to connect to your Virtual Desktop?

Windows Mac 0S Linux Ubuntu Web Browser

Step 1) Download DCV Windows Client.

& ZIP & MSI

Step 2) Install the DCV client on your computer.
Step 3) Download your virtual desktop connection file. (DCV Session File) & Download

Step 4) Open your .dcv (DCV Session File) with DCV viewer client.

clAa3 & AEl o] 174



RES Home Virtual Desktops

Virtual Desktops D e mnsmniesge O I wondows T e )

rhel9 [ Connect

(@ Ready RedHat Enterprise Linux 8 t3.medium @ No Schedule

2. JHM OIAZE MEHE MBI OFS Ul 7hR| Mol MEiE 2 QlaLich

I

. Bx
SXIE M2 HIOlE] 40| WAsHX| 2t o0 AIME X BRIT MMS CHAl AISHE 4 2L
.

. e

. E2
MMEE STz SEELICH HA| AEEXIE A8t B2 MME S=otH olo[E7t &
AE = U&LICH S&57| Toi| RES ot A|AERI0| C|O|EHE 2 dsHof g LICH.

X

a3 & deis HZelo MY ELICH ClA3 52 ChA| A|5tE o Z 2|71 0|H0] CHA| AJZE]
X|Bt HA 40| ZoE £ U&LICH ZE AAEAT} 2|0 A REE X|/sHE X2 ofL

| S | = =
H, SM2 QULAEHA WY Sol 2 H3tE G2 AEE = U&LICH QAHATIO| HEIE X
Hot= x| FQlstzdH Z[CH HH ZE APH U2 HEStAL.
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Launch New Virtual Desktop
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L DCV Session File

(® Note

&Lt

T<

[0}

<
ofll

F

CloIE

4

=0
-

I ™ 2E MMo| HATE 37|

Enl

2
=

HAZEO| K|

2.

FLICE.

=
=

F

X
S

7t LO|O|EE|H QAT E S CHA| Al

E{A

=

A

(o]
il

5.

176




O wersen C I v [ o
Last ref

rhel9 [ Connect

(@ Ready RedHat Enterprise Linux 8 t3.medium @ No Schedule

& DCV Session File

2. HE EAE MEiELCH

Z|2xoz 714 HAaENE YH0| e MME SX|6HHLE SE2E WX M AElZ2 fX(|E
LICH X0l SX|E &X|5H7] IS fF AEjQl 7='°01|E ClA3E0| SXIELICH £F AElE €4
Q1Z20| Qi %A 152 SQF CPU AF&0] 15% 0|22l B ZMHEILICH CIATEE A S22 A|E
St BXRIGIEE d™E FHE £ A&LCH

1. EHdg MEHstL|CH
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RES ome Virtual Desktops

Virtual Desktops o @© [Cnaews | imwr )

Last refreshed less than a minute ago

rhel9 [ Connect

(D Ready RedHat Enterprise Linux 8 t3.medium
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Schedule for windows-session X

Setup a schedule to start/stop your virtual desktop to save and manage costs. The schedule
operates at the cluster timezone setup by your cluster administrator.

[ (@ Cluster Time: October 20, 2023 4:32 PM (America/New_York)

Monday

[ No Schedule

Working Hours (09:00 - 17:00)
Stop All Day
Start All Day

Custom Schedule

[ No Schedule

Thursday

[ No Schedule

Friday

[ No Schedule

Saturday

[ Stop All Day

Sunday

[ Stop All Day
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Update Session Settings

Idle Timeout (minutes)
1440
Sessions idle for this time with CPU utilization below the threshold will time out

CPU Utilization Threshold (%)
60

Sessions under this threshold are considered idle

Transition State

Stop
Sessions will transition to this state after idle timeout

Enforce Schedule

Enable to allow schedule to resume a session that has been stopped for being idle

Allowed Sessions Per User

)

Maximum sessions allowed per user

Cancel Submit
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RES Home Shared Desktops

Shared Desktops (2)

List of Virtual Desktops shared with you. Unless user has Admin or Owner profile, session owner must be connected in order for them to connect.

@ Session Created ¥ Last 1 month

o} All States ¥ All Operating Systems ¥

Name Session Owner Base OS Instance Type State Permission Expiry Download DCV File Join Session

DemoSession demouser2 Amazon Linux 2 méa.large © Ready 10/26/2023, 5:00:00 PM Download Connect [2

MyDesktop6-linux-gs demoadmin1 Amazon Linux 2 t3.medium © Ready 10/22/2023, 5:00:00 PM Download Connect [2

1
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AR 7H0|E

Virtual Desktops Auto-refresh

rhel9 [ Connect

(@ Ready RedHat Enterprise Linux 8 t3.medium @ No Schedule

Update Permission for MyDesktop5 X

Select the username, permission profile and the expiry date of the rules
[Q demoadmin1 XJ [ Owner Profile A ] [ 2023/10/22 }

View Only Profile

This profile grants view only access on the DCV
Session. Can see screen only. Can not control
session

Admin Profile
This profile grants the same access as the
Admin on the DCV Session

Collaboration Profile

This profile grants certain access on the DCV
Session. Can see screen, control mouse and
keyboard.

Owner Profile
This profile grants the same access as the v
Session Owner on the DCV Session
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RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ™8 root / home / demouser

Q 2 items 2. Upload files Create folder Actionsv # Favorite C' Refresh i= #f Options v

Desktop Oct 20, 2023, 11:10 AN —

storage-root Oct 20, 2023, 11:10 AN —
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RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®mroot / home / demousert

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 = root / home / demouseri

Q 2 items 2. Upload files Create folder Actionsv # Favorite C' Refresh i= i Options v
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —
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RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®mroot / home / demousert

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv

Desktop Oct 20, 2023, 11:10 AN —

storage-root Oct 20, 2023, 11:10 AN —
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RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®mroot / home / demousert

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —
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 Filezilla(Windows, MacOS, Linux)
* WinSCP(Windows)
» AWS Transfer for FTP (Amazon EFS)

E_I
e
gl
of



017 U Alx|LiofE) ARC|2 A8 7hol=

RES Hao

File Browser

My Files Favorites File Transfer

File Transfer Method

We recommend using below methods to transfer large files to your RES environment. Select an option below.

O Filezilla () WinSCP () AWS Transfer
Available for download on Windows, MacOS and Linux Available for download on Windows Only Your RES environment must be using Amazon EFS to use
AWS Transfer
FileZilla

Step 1: Download FileZilla
* Download FileZilla (MacOS) [4

* Download FileZilla (Windows) [
* Download FileZilla (Linux) [3

Step 2: Download Key File

( & Download Key File [*.pem] (MacOS / Linux) ) ( % Download Key File [*.ppk] (Windows) )

Step 3: Configure FileZilla

Open FileZilla and select File > Site Manager to create a new Site using below options:

Host Port

Protocol Logon Type

SFTP Key File

User Key File

demouser3 /path/torkey-file (downloaded in Step 2)

Save the settings and click Connect

Step 4: Connect and transfer file to FileZilla
During your first connection, you will be asked whether or not you want to trust . Check "Always Trust this Host" and Click "Ok".

Once connected, simply drag & drop to upload/download files.
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« AWS CloudFormation AE0| "WaitCondition received failed message.
Error:States.TaskFailed"
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« AD =2l AMujZ QI35 vdc-controller @!

AT &2 SLICH /eVvDI 2 =0 API &Ef & el A
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- ZEMEE FII517| fl AZEQo{ ABHZ HEE [ ECIR0 ZEMETI EALX| A4S
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o 2R/ 4 AD T3t EdEl DHCP M &A
 Firefox 2% MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING
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+ /root/bootstrap/logs/
* /var/log/

* /var/log/sssd/
 /var/log/messages

* /var/log/user-data.log
* /var/log/cloud-init.log

+ /var/log/cloud-init-output.log

Linux 7t &3 &0|M CHS2 88 21 TS ZEELICHL

 /var/log/dcv/
* /root/bootstrap/logs/userdata.log

 /var/log/messages

Windows 7t OIATE QIAEAO| 2EO=0l A 32 £ Q)& LCH

« PS C:\ProgramData\nice\dcv\log
* PS C:\ProgramData\nice\DCVSessionManagerAgent\log

WindowsOilA L& o Z 2|70l 2Z2 ChF0M & & + &LICH

» PS C:\Program Files\NICE\DCV\Server\bin

1
30
i}
r
[ul

WindowsO0{lA NICE DCV &AM m}U2 CISoM 3t S

+ C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv\

Amazon CloudWatch 21 1 &

Amazon EC2 & AWS Lambda Z#F & 2|2 A= Amazon CloudWatch Log Groups™| HEE 7|S &L
Ch 23 &52 HMAM XM E st et HEE 2 Ml /88 HEE M3E = J&Lct
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 /<envname>/
* cluster-manager/ - main infrastructure host
* vdc/ - virtual desktop related
» dcv-broker/ - desktop related
* dcv-connection-gateway/ - desktop related
 controller/ - main desktop controller host

* dcv-session/ - desktop session related

231382 AMY I OHST 22 OIER W ARK EXIUS A8 st TE(Ysts 2ol 98 4
UELICH O 5t 7ISE 2Ateo] ZBHE HAIXIZ S2ELICH

?"ERROR" ?"error"

SXE BLERSE E OE wye By
A

O
CloudWatch DashboardsE A4d5t= ZdlL|Ct.

0|8 S0f 2X1Y ©F U ERRORS| YA 2148 AlMstn 0|8 Moz
MBILICH O] S ASSHE TR HZ0| WSS LietLlE
S 2RI £ AsLICH

CIE2 Q=ZEl SAEN CHEE GAMLICH O|E AFE5tEd™ # 2l 22 945t <envname> &
<region> £48 MAE ¢S =2 HtELICH

{
"widgets": [
{

"type": "log",
"x": 0,

"y": 0,
"width": 24,
"height": 6,

"properties": {

"query": "SOURCE '/<envname>/vdc/controller' |
SOURCE '/<envname>/cluster-manager' |
SOURCE '/<envname>/vdc/dcv-broker' |
SOURCE '/<envname>/vdc/dcv-connection-gateway' |
fields @timestamp, @message, @logStream, @log\n|
filter @message like /(?i)(error|ERROR)/\n|
sort @timestamp desc|
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stats count() by bin(30s)",

"region": '"<region>",

"title": "infrastructure hosts",

"view": "timeSeries",

"stacked": false

}
}
]
}

CHAIEE 9| ofl= ChE ot Z&LCh

CloudWatch > Dashboards ) res-stage2-errors-lines Autosave: Off @ Period override 5 minutes (auto)

res-stage2-errors-lines v 7t ‘ =) ‘ ‘ 1h 3h 12h 1d 3d 1w Custom [ | UTCtimezone V¥ H C I v H x H Actions ¥ ‘ Save

infrastructure hosts

40.00 @ 1. count(
30.00
20.00
10.00
1.64 | S— o s — - - .I..... »
10-28 21:11:48
19:00 20:00 — Z1wu 2200 23:00 00:00 01:00 0200 0300 0400 05:00 06:00 07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00 1500 16:00 17:00  18:00

CloudFormation A EH

#HE e S0l YEE CloudFormation AE40l& &3 F&0t 2H#E 2|44, O|HE I £3 HEIL
ZetELc

24 EH2 AF X510 AEHO|| CHEt MEE &Qlst £~ Ql&L|C.

7t AEHOf CHEH O|HIE, BlAA L &2 &Y

M

RES AEH:

* <envname>-bootstrap
 <envname>-ZZ{AE

« <envname>-X|E

« <envhame>-directoryservice
« <envname>-identity-provider
« <envnhame>-shared-storage
» <envname>-cluster-manager

* <envhame>-vdc
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* <envnhame>-bastion-host
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» <envname>-DirectoryService

« <envname>-AEE|X|

+ <envname>-WindowsManagementHost
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EC2 Dashboard X ( EC2 > Targetgroups » res-bicfn3-web-portal-e2958adc )

EC2 Global View

Events res-bicfn3-web-portal-e2958adc
¥ Instances
Instances Details
Instance Types ”

Launch Templates
Target type Protocol : Port

HTTPS: 8443

Spot Requests
Instance
Savings Plans

1P address type Load balancer
1Pva res-bicfn3-external-alb [3

Reserved Instances

Dedicated Hosts

Capacity Reservations
Total targets Healthy Unhealthy
AMIs
AMI Catalog » Distribution of targets by Availability Zone (AZ)

Select values in this table to see corresponding filters applied to the Registered targets table below.

<

Elastic Block Store

Volumes
Snapshots Targets Monitoring Mealth checks Attributes Tags
Lifecycle Manager
v Network & Security Registered targets (1)
Security Groups
‘ Q_ Filter targets
Elastic IPs
Placement Groups (] Instance ID v Name v Port
Key Pairs
[J  0ba5ds08631f20043 res-bicfn3-cluster-manager 8443

Network Interfaces

v Load Balancing

Load Balancers

Target Groups

v Auto Scaling

Auto Scaling Groups

o| MlMollE Ctkst AtEfol|lM ZHS8tE AlARICl AT

Amazon EC2 &2
= RES @/Z 2} Amazon EC2 A

EC2 Dashboard x Instances (5) nfo

Protocol version
HTTP1

Unused
0

v | Zzone

eu-central-1c

QMo 2 ChElt HIRELICH &
X

MSF A= RES 24 O|&§LICh

VPC

vpc-011d10e23ad10ch8e [

Initial
0

v | Health status

@ healthy

ECZ Global View | Q Find Instance by attribute or tag (case-sensitive)

Events | res-stage2 | X | | Instance state = running | X | | Clear filters
¥ Instances

O Name ¢ v | Instance D
Instances

(] res-stage2-cluster-manager 1-095bdc4c87321a4ff
Instance Types

O res-stage2-vdc-broker i-041867308771e71d3
Launch Templates

O res-stage2-vdc-controller -08800976c757717e6
Spot Requests
savings Plans O res-stage2-bastion-host i-0523e5480f434581a
Reserved Instances (] res-stage2-vdc-gateway 1-00773bc97ccle841d

| Instance state
® Running
© Running
® Running
® Running
© Running

Draining
0

Register targets

1 @
v Health status details

A OIAEIA

s | Instance type ¥
@ Q ms.large
® Q m5.large
® Q m5.large
@ Q mb5.large
® Q m5.large

Dedicated Hosts

Capacity Reservations

UHAQl Amazon EC2 & 2
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Amazon EC2 &

EC2 Dashboard X

SAE QU 7HAb

oM 7t& ClAa3&0|
dE2 W7tMo 2 T AIELICH QUARA O|§ 2| MO|AtE OlAZ
O|F2 AR Al HEE MM 0|F0IH 7|2 "MyDesktop" EEE

ClA3sE

Instances (7) infe

Y BY

[ CHS 2 Hi%

E S AMASH
HE2 O OoOL-

AER7E dEet

EC2 Global View

| Q, Find Instance by attribute or tag (case-sensitive)

otH| LIEHELICEH o] 32
AERHLICH S
O|& LCh.

7t oA

Events | res-stage2 | X | | Instance state = running | X ‘ Clear filters
v
Instances O Name / | Instance ID | Instance state v | Instance type Vv
Instances
O res-stage2-bastion-host -0523e5480f434581a @ Running @ Q m5.large
Instance Types
O res-stage2-cluster-manager i-095bdc4cB87321a4ff ® Running @ Q mb5.large
Launch Templates
Spot Requests O res-stage2-MyDesktop1-demoadmind -022826¢122d8c78d5 @ Running @ Q méa.large
Savings Plans ] res-stage2-ProjectWork1-demoadmin4 I-09ba5d8ae152¢6f25 ® Running @ Q méa.large
Reserved Instances O res-stage2-vdc-broker -041867308771e71d3 ® Running @ Q m5.large
Dedicated Hosts O res-stage2-vdc-controller 1-08800976c757717e6 @ Running @ Q mb5.large
Capacity Reservations O res-stage2-vdc-gateway i-00773bc97ccle841d ® Running @ Q m5.large
¥ Images
AMIs
AMI Catalog
== -—
SEE YEQ ZAE
=2 = i == = =3
Amazon EC2 Z2&0| S & QIABHATI EA|IL/H Qo2 ZRE HAIE ZAEQLICH 2£0
iIs o E5 olst @354 o = sH = E:
ZEE dEjo| QlZgl SAETI XLEE B2, §5| SU 2l 0427t U= B T 2 AAH
= = LH A OlA
T'_‘X'" = Ll'El' EH T AAI =] L—ll:-l'.
o — == = =
Ct= ol0|X|= ZRE olAa3E IAHAE EoiELICtH
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EC2 Dashboard % Instances (10) info
EC2 Global View | Q, Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 ‘ X | | Clear filters
¥ Instances
[l Name /' 'y Instance ID | Instance state v | Instance type ¥
Instances
O res-stage2-cluster-manager i-095bdc4c87321a4ff © Running @ Q mb5.large
Instance Types
O res-stage2-vdc-broker 1-041867308771e71d3 (® Running @ a mb5.large
Launch Templates
Spot Requests O res-stage2-vdc-controller i-08800976¢757717e6 (© Running @ Q m5.large
Savings Plans O res-stage2-windows1-demoadmin4 i-092cdf6a7e52e9b%a © Terminated @ Q mé6a.large
Reserved Instances O res-stage2-rhel91-demoadmin4 1-0b3d134f606a53636 © Terminated @ Q mba.large
Dedicated Hosts O res-stage2-bastion-host 1-0523e5480f434581a ( Running @ a mb5.large
Capacity Reservations O res-stage2-aml21-demoadmin4 |-023844b29c12b9393 ® Q mé6a.large
¥ Images O res-stage2-MyDesktop1-demoadmin4g 1-022826¢122d8c78d5 © Running @ Q mé6a.large
AMIs [} res-stage2-ProjectWork1-demoadmind i-09ba5d8ae152¢6f25 © Running @ Q m6a.large
AMI Catalog [l res-stage2-vdc-gateway i-00773bc97ccle841d ® Running @ Q mb.large

X E 28t 8% Active Directory(AD) &4 &

CFHS2 AD 74 2 HEE 27| QI5l o=t ZAE Q248 = Qe Idap 274 B3Ol 0d IL|Ct. A
|

& T A VI mhetOlEE 23 dd Al 348 oieto|seE grdstoF Zuict.

ldapsearch "(cn=AWS Delegated Add Workstations To Domain Users)" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

ldapsearch "(&(objectClass=group))" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

Windows DCV C|e{Z
Windows ClATEIME CHS S AFR5H04 (IS MMS LtdE 4 QlaLc

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files

\NICE\DCV\Server\bin\dcv.exe'list-sessions

Session: 'a7953489-9dbf-492b-8135-7709dccc4cab’ (owner:admin2 type:console
name:windows1)

Windows DCV C|HZ 199



017 U Ax|LjofE ARC|2 A8 7hol=

Amazon DCV HT ME 37|

Amazon DCVE 7t& dl23 & MM AL ELICH AWS Amazon DCV. CH& Of|A|ol| M= M x[E DCV
LTEQo{el HHE Hlsts YHE 2oiF LI

Linux

[root@ip-10-3-157-194 ~]# /usr/bin/dcv version
Amazon DCV 2023.0 (rl4852)
Copyright (C) 2010-2023 NICE s.r.l.

All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

Windows

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe' version

Amazon DCV 2023.0 (rl5065)
Copyright (C) 2010-2023 NICE s.r.l.

All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

RunBooks

CHS AlMol= B A 4 Ql= 22X 0|2 ZX|ste W, Xl s widol| CHEH Meto] ZE o] /)&
LI|C}.

« Mx| E2A

- RESE MA[EI & A8 X[E EHQIE H-sied T &

» AWS CloudFormation A E40| "WaitCondition received failed message. Error:States. TaskFailed"
1El £ AWS CloudFormation O|H|& r2l0| £ AIE|X| oF S

=2 = vdc HEEH

- £2B0| §SHOZE
A

> |ox

=
. S& x| @ F 2 Ql&l 873 CloudFormation AEHO| AFX|E| K| o2

Amazon DCV H™ HE 37| 200
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AR 7H0|E

Kt

]
>

b4

2t MM Foi CIDR £ ni2to|E{of] @ F 7} ghstis Lot

gt MM & CloudFormation AEH M4 Almj

AdDomainAdminNode CREATE_FAILEDO|M 2|F E|AA(H|2) AE] MM Alnl
23 5 el 2x

A .
grgo| 2a1E W FA| 232l Ho|X|2 FotZfLCH.
EIQE ACE H"MEXE HE S ig" 27 U

A& X7 Active Directory0ll F7HE|{ X8 RESO| M 5EfE
MMEE MMEE I AISKIE ALSE = oIS

CloudWatch cluster-manager 20| 27| Mgt =1} 27

E2|X|
RESE Sl ot A|ARIS MM3MX|OF VDI SAEO EFRIEIX| oS
RESE Sall ot A|ABRIS 2E SR X0 VDI SAE ERIE|X| oS

o HEF X2 AP AbE| 0

RESO0{ A Amazon FSx for NetApp ONTAPS MM K|2F = Qlofl ZQIGHK| f S
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7 & AX[L|of” ARC|R AR 7o|=

T AIELICH

« Amazon EC2 QIAEIATJ} 240 SEE HIEXO 2
- AD Z=¢Q! Muj= 21354 vdc-controller QIAEA T} &=t S QLICH / eVDI =01 API & B £ 01 &)

7t EAIEILICH

« ZZMEES FTI5t7| Qo AZEQo] ABMS HEE ] ECI20 Z=MEJ EAZIX| &f

+ cluster-manager Amazon CloudWatch £ 10 "<user-home-init> 7|& & o}
Ch. A8XI7t S718HE 7R CHZ| B"(HIEHO| AL XL 0|F 21 B2R)0 EA|

« 232l Al Windows AT S0 "AIE0| HIE E3t EIRAE LICH ZEIRH E2I5HAMIR.”

« 2F/0 74 AD 781t 2tEAEI DHCP M &4
« Firefox 2F MOZILLA PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING
Env &K

+ res-xxx-cluster 2AE40| "DELETE_FAILED" & E{jO|11 "4& 0| R & 5tX| &t HLF =& = ig" 2
=23 0l 2502 AX|E £ 9l

. Ej_ Axl

« VDIECIREE

e Linux EC2 QIAEAMM ZEO CIREE

+ Windows EC2 QIARHAMM 2O CIREE
+ WaitCondition 2 FH Ciet ECS 21 =&

o A BE 20| Cist 215 @HE Melgh o2 8 d 2301 o F 4
- O AEH F|12237} ZHS35K| A4S

M| A

=X

RESE AMx|8t & AFAF XM EHQlE MAste{n &

AWS CloudFormation AEH0]| "WaitCondition received failed message. Error:States. TaskFailed"
AEHO| MEMo 2 MMEl & AWS CloudFormation O|HI 20| =AIE|X| oF 2

o
Mjst AEfo] QIAEIA B # EE vdo HEER

=52 0I5l 84 CloudFormation AE40| AHX|E|X| ot =

2

23 M4 S0l CIDR E5 m2to|Eo| @77 drlzi&LICH
=
3
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« AdDomainAdminNode CREATE_FAILEDOM 2|8 E|AA(HIE) ABH Mo Aluj

RESE MR[et = MEX X|H THQE HYsttd &
® Note
A™ Z=74:0| HHE +=&835t7| Toll Secrets Manager 20t 2 501l 215 A L PrivateKey Z &

=E XMZE ok &*LIEL

1. 2|¥ DB 2 HEHA{ 9| 2|AL{0] A E QIS ME UClo|EF LIt

a. AWS 2£9|EC2> =2 WHA > 2= WHAMO|A RES 2|F 2 WHAMZ O|SELC}.
b. HBHARE 2= ZE YWHME AMELICt<env-name>-external-alb.

o o
2= WMol HAE BlALHE HOIFLICH
x

=]
ASM7E M AUBM MF S H4E 2lAHE U0l EE LT

a o
ﬁ
CD
wn
g
_|
—
(D

N
mu @
Al
> T
%
oz
m
S
(i
k=
x

L

DynamoDB -> E|O|Z ->0{| A E2{AE 4™ E|0|2 & & &LICt<env-name>.cluster-
settings.

b. &5 EfA gl £Mud ZIE|2! - 0| "key", & "string", 271 "contains", Z} "external_alb"Z O

c. Truecluster.load_balancers.external_alb.certificates.provided® M&&
L|Ct.

d. 2| gt2 olo|EgfL
Clcluster.load_balancers.external_alb.certificates.custom_dns_name. &
AEXE QIE{H|O|A S| AFE AL X[ =Rl O|F &ILICEH.

e. 42 UOO|EE L]
Ctcluster.load_balancers.external_alb.certificates.acm_certificate_azrn.
Amazon Certificate Manager(ACM)0i| A% &l i 215 A2l Amazon 2|44 O[&(ARN) &L
C}.

MRl X 203
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o

QR alb EE WHAC| DNS O|E S 7I2I17|E5 ¢ Ect0o|Eof CHaH MAIEH SHE Route53 5t
CHQ BZEE YO|0|EgLICl<env-name>-external-alb.

4. SSO7f 4o o|0| +EE0 UeE B RES &l TEHO| At MM > KH ZH S
Sign On > &Ell > W& HEOWM XS AFE T A0 SUF l2do =2 SSOE
VDIsOl| QIS M F7}

1. Hototsof Chs Ef1E F7t6tod Eot & 5ol CHEH GetSecret &2
RES off Z2|7i|o[4d0f Fo4&rLCt.

1
0%
0t
1
30
rir
e
o8
fjo

e res:EnvironmentName : <env-name>

* res:ModuleName : virtual-desktop-controller

2. ZAE ™M™ E|o|20A:

a. DynamoDB -> E|0|& ->0l|AM A E MH H|O|22 & &LUICt<env-name>.cluster-
settings.

b. 5 EM U KHH LEZ - 0|F "key", & "string", 274 "contains", &{
"dcv_connection_gateway"Z O|S & L|C}.

c. Truevdc.dcv_connection_gateway.certificate.provided2 M&EgLIC}
d. 9 Zt2 Yolo|EF L

Clvdc.dcv_connection_gateway.certificate.custom_dns_name. VDI @A
et AHE A X'E =2 O & Lt

|>
i

e. Zt€ HOo|EE L
Clvdc.dcv_connection_gateway.certificate.certificate_secret_arn. Q!5
M LIE0| E01 = EoF f 5 o ARNRILICY.

f. e Yololsg

Clvdc.dcv_connection_gateway.certificate.private_key_secret_arn. Z2}
Ol 7| 2EHIXE Zofstes 2o &5 9| ARNILICH

3. HOoIESO| elaB A0 ALSE[E AlE HIESE YOOI EFLICH

a. AWS Z£9| EC2 > Auto Scaling > Auto Scaling Z1& 0| A Auto Scaling 21 &

IIIIO
Q
r
fal

=
b. RES &Zdoi aliEst= HOIESO| Auto Scaling IE & MEAELICtH O|§2 HE #ES &
L|Ct<env-name>-vdc-gateway-asg.

c. M= HE MMHo|M AlEF HESS &ot PLCH.
d. AT HE > XY >0l BER >TM HY 48)S MEELICH

Mz =X 204



047 2 QIX|LI0JY ARC|R

e. OIBIE AT Esto{ 13 ME MEE 0|SEL

f. DHolgiE A3 E5t0d AF2 X} O|O|E{2 0|5 EfLCt

g. CERTIFICATE_SECRET_ARN % Fo{& & LICHPRIVATE_KEY_SECRET_ARN. 215 A{(2.c
CtA & Z) 2 Z2tol8! 7|(2.dEHA & X) 2B E Z &5t ot 2 50f X|HE ARNs2 2
Olzqet gt2 Yolo|EgLCt.

h. Auto Scaling IE0| |20 HMHE A2 RES] HHEE AT FHE[0] JUER
L|CHAuto Scaling 1 & T O| K| 0f| Ad).

4. Q|E nlb 2= WA DNS O|EE 7I2|7|E 2 7t4 CAT S0l Cis 4438t sHE Route53 5+

—_ =2 =

CHQ BZEE YO|o|EgfLICt<env-name>-external-nlb.

aa==

5. 7|& dcv-gateway QIABIAE E R <env-name>-vdc-gatewaystd A QIAEIATE AIRME! 77

x| 7|cHEiL ot

AWS CloudFormation 2 EH0| "WaitCondition received failed message.

Error:States.TaskFailed"

BXIE Al85t2{8d 2= Amazon CloudWatch 21 2 &2 ZAAg L|Cl<stack-name>-

InstallerTasksCreateTaskDefCreateContainerLogGroup<nonce>-<nonce>. &gt O|&
O|2a aFO0| o 7H UE B A 7tsE W MM 21 &S HAELICH 23 LISl 2F HIAIX]

AN —

£ Mo it REMEt HEE MS gt

® Note
mt2t0|E Zholl S 2ol gi=X| ZelgtLct.

AWS CloudFormation 2EH0| d3XMo 2 MME £ oMY =
1. O|HY FA melO|E{7} SHIZ2 A UL|F= K] ZlghL|ct.

O|HIY FATF HREIRFHLE HMAEY = gi= B2 Research and Engineering Studio 32 4

Mst ZHEHZ g LCE.

205

Mx| EX



017 U Alx|LiofE) ARC|2 A8 7hol=

2. Amazon EC2 E2£0|M =&t QIAEAO| Z7HE EQISIA2.
<envname> MF A7 SEEHOZE EAIE O M QIABAZ CHA|El= Amazon EC2 QIAEATL
AE A2 UESLA =& Active Directory 2430l 2|7 2 = U&LICH

3. AWS I 4ds AFE BAILIE HiESI0q 2|F B|AAE st A AR VPC, ZEt0|H!
HEE MEdin 7|ef MeEist mi2t0|E{7F MHEIR= K| &elgtL|Ct
oi2t0|E & Sttt 2R El Z RES 238 A5t CHA| Z ok & £ & LI KEA|SH
LI 2 A E A7 B BIERSHAAIL.

oy
-

4. KA OE Z|AAQL B MES HYZ 5
=X| glgrLct.

2 HEQZ 2! Active Directory7} of & 7241 x5t

QlZ B} QIAEIA T} Active Directory0dll BB X2 ZOIE|IR=X| &Qlst= 20| ZQELICH o B
HE +&835to 2X|E the section called “AT{EH 2EHO| QIATA &3 £ = vdc ZHEER SHAF
L|CF.

L

Almlst AFEjO| OIAEIA &3t E= ydo ZIEE 2

O| 2X|o| 7}E a8t #QI2 EBIAA(E)7F Active Directory0l] 4Z235H7{LE ZQIE £~ Q17| I E IL|C}.

1. HHE|M vdc ZHEER Q| A FQI QIAEA0|A SSMLZ MME A|RFEFLICH

2. sudo su -2(E) A™ELICH

3. systemctl status sssd=(E) A& LICH

AEN7E HIE A0 L AT HLE 230l 2 F7F EA|ET QIAE AT} Active Directoryol] Z Q18 4= of
= 740 |c}.

- A H

MRl X 206



e

;I.

)
|—O

IX|L[o{& ARLC|2 AR 7H0|E

[root@ip-: 1# systemctl status sssd
® sssd.service - System Security Services Daemon
Loaded: Jloaded (/usr/lib/systemd/system/sssd.service; enabled; vendor preset: disabled)
Active: |active (running) |since Tue 2023-11-14 12:12:19 UTC; 1 weeks 0 days ago
Main PID: 317248 (sssd) Might see “inactive”/“failed” here
CGroup: /system.slice/sssd.service
[-31248 /usr/sbin/sssd -i --logger=files
[—-31249 /usr/libexec/sssd/sssd_be --domain corp.res.com --uid 0 --gid 0 --logger=files
[-31251 /usr/libexec/sssd/sssd_nss --uid 0 --gid 0 --logger=files
L-31252 /usr/libexec/sssd/sssd_pam --uid 0 --gid 0 --logger=files

15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd be[31249]: GSSAPI client step

Might see errors
highlighted in
RED here

NRRRENREFRERRNR

SSMF E1

ol 2lol= Ml 7HR| 2 QI 5 stLiv US £ UsLICH
28 210 1: HRE LDAP 017 ME HE7} glais

238 AEFLICH ChS 240 02 ¥ Hh R £ QIAEI AT} Active Directory0l] ZQIE 4= @iz HA &l
L|Ct.

+ local AD_AUTHORIZATION_ENTRY=

+ [[ -z "' 1]

+ [[ @ -1e 180 1]

+ local SLEEP_TIME=34

+ log_info '(@ of 180) waiting for AD authorization, retrying in 34 seconds ...'

++ date '+%Y-%m-%d %H:%M:%S, %3N’

+ echo '[2024-01-16 22:02:19,802] [INFO] (@ of 18@) waiting for AD authorization,
retrying in 34 seconds ...'

[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization, retrying in
34 seconds

+ sleep 34

+ (( ATTEMPT_COUNT++ ))

Mx| 2 207



7 A AX[L|oF AFCIR AEXt7tol=

1. RES &Hf ¥ Soi Ct5oi cHet mie2tolE Zfol SHt2H U A= X] H gLt

« directoryservice.ldap_connection_uri
« directoryservice.ldap_base
« directoryservice.users.ou
« directoryservice.groups.ou
« directoryservice.sudoers.ou
« directoryservice.computers.ou
« directoryservice.name
2. DynamoDB H|O|Z0|AM H X El 22 Yo|o|EFLICE E|0|[&2 DynamoDB 2£ 2| E|0|E0{ M &
2 & U&LICH HIO|Z O|F§2 0|0{0F & L|Ct<stack name>.cluster-settings.
3. Elo|E2 YO|O|ESH + X &tE QUALABHAE A 52 Fe{AH &EIRH X vdc ZHEEHE 2
Mg LICH Auto Scaling2 DynamoDB E|O|£ 2| %|Al Zt2 At26t04 M| QIAEIA S A|ZHEFLICE

=& el 2:

e
A

2 El ServiceAccount AF& A} 0| 0] l24FE

237} Insufficient permissions to modify computer accountE BIEH5IHH AEH MM &
of =32t ServiceAccount O|§0| SHIEX| 2t 2 = U&LICH

1. AWS E£0{ A Secrets ManagerE iL|C}.

=

2. directoryserviceServiceAccountUsernameZE 3t&LICH Eo @t 5 = 040F &L
Ct<stack name>-directoryservice-ServiceAccountUsername.

3. HotesE do ME HE Ho|X|E SLict Eot o5 ZiollM 2ot of s gt AME Meistn o
Wt EAAEE MEASTLICH

4. gto| HCio|EE A $A A¥ Sl #7739 cluster-manager & vdc-controller QIAEIA S Afx||
grLCt. Auto Scaling® Secrets Manager2| 2|41 Zf2 AL&3t0{ | QIARIAE A|ZFEFLICEH

22 2401 3: 22 = ServiceAccount &3 9124

27304 Invalid credentials7t EA|L|TH AEH Mo Fof 2238t ServiceAccount & 7 SHIE K|

xE + U&LICH

1.  AWS 22£0{| M Secrets ManagerE jL|LC}.

2. directoryserviceServiceAccountPasswordE 3t&LICH 2o @t 5 = 040fF &L

I

Ct<stack name>-directoryservice-ServiceAccountPassword.

MRl X 208
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i. AWS Z£2 21 Secrets ManagerZ O|S&tL|C}.

i. directoryserviceServiceAccountPasswordE &&LICH E0oF &%= 040
Ct<stack name>-directoryservice-ServiceAccountPassword.

ji. HotASE Po| ME HE HO|X|IE gLicH 2o o5 ZfollM 2ot &5 Zf A
ENSH OIS et EIAE S MEHEFL|C}
iv. HES MEigCH

v. ServiceAccount AFEXIO| M| &S E MHSHT KHE S MEAENLICE.

5 2 Yolo|EEH A2 FHAH A& Sl A9 cluster-manager & vdc-controller QIAFHAE
gFLICH Auto Scaling2 %Al Zf2 AF25H0 M QIABAE A|ZFEFL|CH.

34 A 272 2lsH 84 CloudFormation ABHO| &K E[X| f &

ot L2 B4 A LR E QI8 <env-name>-vdc CloudFormation 2B Axj|7} Mufst= B2
!

vdcdcvhostsecuritygroupOle Z2&S AFE5t0i RES M MEW = Eot IS E AlF

Amazon EC2 QIAEIA 2 £ Q& L|CH AWS .

- r

AP
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274 MM ol CIDR ££ ujzto|E{of @ F 7 e L|Ct.

38 | SE &Ef7 [Am]Q! CIDR 25 uteto|E{of ciet 2 /7t LIEHELICEH

Failed to update cluster prefix list:
An error occurred (InvalidParameterValue) when calling the

ModifyManagedPrefixList operation:
The specified CIDR (52.94.133.132/24) is not valid. For example, specify a CIDR

in the following form: 10.0.0.0/16.

2MIE s Zst7| s ol & ElE HAIL xxx.0/24 EE xxx.0/32¢]LIC}

]

7S MASHEIH YO BlAA M FHeio| WRELICH YR EToIME 8 27t LA o
CloudFormation AEH AiAd0| Alufst 4~ Q& LICH

Ol S EHS ARISIT MAS ChAl AIZBHLICH S CHE ETolM M8 CHAl AIEE £ 2L
Ct.

CIE 873 AR 40| ATH5HT CHS 2F7H L AsHE B2 QUAEA AJX £ Z2H|XY 50
| o] ||_-_

AdDomainAdminNode CREATE_FAILED Failed to receive 1 resource signal(s) within the

specified duration

1. SSM &Eff ZE[RtolM T X7} FEElo] UEX], ZE UAHA CHal X7t FEE[0] UEX]
QlgfLct

=t
=

2. SSM RunCommand/Automation A& 7|50 M ZHX| 21 SSM EA{ 2| Aol QIAEA A|ZtT}

URIst=X| = lgfLCh.

Mx| EX
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3. EE2| Amazon EC2 RIAEIAO| CHE 2 mtUoM 24 QIARA =22 E HAESI| Z2H|X{'E
Fa

A
HAT MEEER= X =L

Single Sign-On(SSO) %! X} &

g 2reler #
SSO T+ Aol CiEh RiMIE I8 =2 CheS

I=
» the section called “IAM ldentity Center& A& 304 SSO A%

+ the section called “SSO2 X7 SH ZZ A} F4AI”

A 5 oo #2E CHE 2XE siEsied™ oS 2Xl a8 FHE HX6HMe
=X

« iam:PassRole2 £=3&li5t

| —
o L AWS A 2|2 9| AFEXLTL 2lA A0 M my Research and Engineering Studio0ll AWS 1A A 5}

TE 585t &Lt
ol
—
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LS AWS MHIAE AFEstH M MH[A Fg s MH[A A2 HEE st CHA 7[& HJE S ol
g MH|A0| TEE = Q&ELICH O|FE A st2d™H ASAHIH Mu|A0 f

o —= 2 T

X|2 2{o{oF ErLct.

CtZ oA 2F = marymajorgte= IAM ALE X7 2£E AHE 6101 RESOHIM 2 E =3sicin &
= S2{M MH|A dgho| R0 MEHo| AMH|A0] R{0{0F B LICH Mary=
ol

AA

o
£ HEE 7hK|D K| ek&Lch

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

O] B, Mary7} iam:PassRole S &t | >4
LR AR AWS ZEIRIH 2olstME. BElRHs 2101 Kt ZHS A28 ArZrLcH

LH AWS HH 2|2 o| AFEAF7t Bl A0 M my Research and Engineering StudioO|
AWS BN ASE S {85t Al&LICh

CtE H MO AIZAH E= = E| 9
QU&LICH oiste £QUs AlE|E
0{ SE(ACL)2 X

I.

=
A HEFE FOoiE & J&LICH
RbMIS| otEE{H CHE S HZESHAIL.

« ARE AWS HIY TR 2laa0f ChEt BMA HEtES MBSt

=4 ololEHE{H |AM Al A
M| ARFH CHE AWS HIZO| IAM AP KFO||AH| HAMA HE M2

=
e 2 s

m

- 2la20f ChEF HAMA HEHS AL AWS AH| MBS sHE LS QotEEH IAM AL HHA 2
AL &8 AWS B0l CHEF HMIA HEH KIS HESAL.

« AA ZF HOH0|ME Soll AMAE MSste S LotEE{H IAM A M 9| 2| F oA
IS E AERHA HMA HEF MS(AHH 5 HIHE 01M)E HESHAIR.
X

. IA A HMAE SIBH 048 W BlAA J|Uh HA AHBO| X0HS LoLEHB 1AM AS MM

IAM 9&r0| 2|44 Z|8F A0 ofEAH CHEX| HZSHAIL.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
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3. Eo|22 91 0|2 &= EIMS MEHSH |}
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6. BHEHEl EXFPoiM SSO 7+ Zfol SHFE K| &olghLCt.
2 False2 B4Z3%tL|C}.

o

HI2X| 2

O+

£ A2 sso_enabled 7|2]

Edit item

You can add, remove, or edit the attributes of an item. You can nest attributes inside other attributes up to 32 levels deep. Learn more [4

Attributes
Attribute name Value
key - Partition key [ identity-provider.cognito.sso_enabled J
Y
[ value ] O True © False
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https://console.aws.amazon.com/cloudwatch
https://console.aws.amazon.com/dynamodb
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https://console.aws.amazon.com/sqs
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4. HAIX| 220l CtES L=ELch

{ "name": "adsync.sync-from-ad", "payload": {3} }
5. MAIX| 2& DO CtEE =ELICH adsync.sync-from-ad

6. MAIX] &= ®7 Do &lolo] P=x P EAEE UHTFTLICE ol F=2 0|7 58 O|LHoi o[ F 0o4Zl
E 51 getoF FLCE X[ gfe™ 20| FA[ELICH
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CloudWatch cluster-manager 10| 37| A&t =1} @ F

2023-10-31T718:03:12.942-07:00 ldap.SIZELIMIT_EXCEEDED: {'msgtype': 100, 'msgid': 11,
'result': 4, 'desc': 'Size limit exceeded', 'ctrls': []}

CloudWatch cluster-manager Z 10 A0| 2 F 7} &h 51T LDAP Mol L{F B2 AFEX Y ZE
E pretE &= JU&LIct ol 2XE sl Zsted™ IDPL| Idap A At XMEtE SEIMR.

A M0 VDI 3 AEO] EIRHE|X| OF S

H g dd
o ol AlARIS 2ESRIXIE VDI A E 0 BIREX| O S
« VDI 3AE0]
+ RESO0{ X Amazon FSx for NetApp ONTAPS MMM X2 T HQlof| ZQISHK| &F S

2EZX| 215



RESE Sl ot A|AEIS MMHRMX|BH VDI ZAEN B RHE[X] 2

=
=

LS

o A|AEIZ VDI SAE EFRYStE{H THA] "AFE 7t AtEHOo4oF &FL|Ct. ofeH THA o 2t Tl Al
iL A

Amazon EFS

—

. Amazon EFS £ 2 0|S&fLC}.
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https://console.aws.amazon.com/efs/home#/file-systems
https://console.aws.amazon.com/fsx/home#file-systems
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Linux 3 E2EE0AM UNIX 2EL 2 & AFE
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sudo chown root:<group-ID> /<project-name>
sudo chmod 770 /<project-name>

Linux 2! Windows /T 2E0{|M NTFS AEIY EE A2

x4

EH ECo| S/ 592 M85l 3/ TEtE # Y & UELICH o|E E0{ At Xtuser_012+ &
7t £04X|H myfolder, ChangeEE=9| MEt2 Allow =& Full ControlReadZ MYE £+ Q
&L|CtDeny.
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— Documents Properties X
[ )
4 N
E:[] ~ Permissions for Documents
1| Share Pemissions —
Dis (Group or user names: A
Evernyone
e
 folder
folder
lder
Pemissions for Everyone folder
Full Control folder
Change
Read folder
folder
folder
S folder
folder
folder
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https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://console.aws.amazon.com/fsx/home#file-systems
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://console.aws.amazon.com/dynamodbv2/home
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/limit-access-security-groups.html

RES AEHAF H|O|X|0| M AHAFO| AEN7I ATHQl AR @ F 71 2 Mt AlZt S0 Z2{AE 2H2[XFoi| CH
3t Amazon CloudWatch 21 1292 0|S35l04 Q1 &old 4 QlaL|Ct

[2023-11-19 ©03:39:20,208] [INFO] [snapshots-service] creating snapshot in S3 Bucket:
asdf at path s31

[2023-11-19 03:39:20,381] [ERROR] [snapshots-service] An error occurred while
creating the snapshot: An error occurred (TableNotFoundException)
when calling the UpdateContinuousBackups operation:
Table not found: res-demo.accounts.sequence-config
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M 27 HAIRIe Z2 2&7F Ul LEEHLE AL HIASE MMl 42E = gl Z2 Ql=at
Amazon EC2 RIAR AN EX[7} US = U&LICH

2ol 2ol &olste W2 HX| Amazon EC2 2 0A EHEXo 2 ZSZ2 E|1 M QUAEAZ CHA|
Il e E H0l& 2 E Amazon EC2 QIAEIAE &OQI5tE ZALICE 0] Z< Amazon CloudWatch

logs& =fQlstod #QIS &Qle & &L

Che2 o™l 2&of of Lt

EC2 Dashboard x C EC2 > Targetgroups > res-bicfn3-web-portal-e2958adc )
EC2 Global View

Events res-bicfn3-web-portal-e2958adc

v Instances

Instances Details

Instance Types
Launch Templates

Target type Protocol : Port Protocol version VPC
Spot Requests
Instance HTTPS: 8443 HTTP1 vpc-011d10e23ad 10chge [4
Savings Plans
Reserved Instances 1P address type Load balancer
. » -alb [4
Dedicated Hosts 1Pv4 res-bicfn3-external-alb [
Capacity Reservations
Total targets Healthy Unhealthy Unused Initial Draining
v Images 1 @1 ®0 0 0 0
AMIs
AMI Catalog » Distribution of targets by Avallahlllty Znne (AZ)
Select values in this table he Regi gets table below.
v Elastic Block Store
Volumes
Snapshots Targets Monitoring Health checks Attributes Tags

Lifecycle Manager

e Registered targets (1)

Security Groups

‘ Q Filter targets 1 (o]
Elastic IPs
Placement Groups ] Instance Ip v | Name v | Port v | zone v | Health status v | Health status details
Key Pairs
[} 1-0ba5d508631f20043 res-bicfn3-cluster-manager 8443 eu-central-1c @ healthy

Network Interfaces

¥ Load Balancing

Load Bal

g
g
2

Target Groups

v Auto Sealing

Auto Scaling Groups
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Ol& 3 & Windows 212 A|=7t Aufst T "AZ0| ER&LICH ME 2R

Ul 27 “AZ0| EZi&LICH TS 27 = Windows QIAEA|M QIS A MAdal a4
ZER|o{e] EXMZ QI8 AU &= U&LICH
Amazon CloudWatch 21 2122 Ct210t SAFSE HIA|R|eE &7 42 AR 2R E 7|2

<envname>/vdc/dcv-connection-gateway & U&LICH

Nov 24 2@:24:27.631 DEBUG HTTP:Splicer Connection{id=9}:

Websocket{session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"}:

Resolver lookup{client_ip=Some(52.94.36.19)
session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"
protocol_type=WebSocket extension_data=None}:NoStrictCertVerification:

ZAE DCV ME{ &

5t
=

Additional stack certificate (0): [s/n: OE9E9C4DE7194B37687DC4D2COF5E94AFQODD57E]

Nov 24 2@:25:15.384 INFO HTTP:Splicer Connection{id=21}:Websocket{
session_id="d1d35954-1f29d-4b3f-8c23-6a53303ebc3f"}:

Connection initiated error: unreachable, server io error Custom {
kind: InvalidData, error:

General("Invalid certificate: certificate has expired (code: 10)") }

Nov 24 2@:25:15.384 WARN HTTP:Splicer Connection{id=21}:
Websocket{session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Error in websocket connection: Server unreachable: Server error: IO error:
unexpected error: Invalid certificate: certificate has expired (code: 10)

A% SSM MM ZE|XHE ALE 5101 Windows QIAEIAO| CHEt HAE P CFS 271 2] QB A 2H&
=]
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mdE M7Hste Aol s EHY + U&LICh

PS C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv> dir
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[

Directory: C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv

Mode LastWriteTime Length Name

-a---- 8/4/2022 12:59 PM 1704 dcv.key

-a---- 8/4/2022 12:59 PM 1265 dcv.pem
IOl At S22 ChA| MM E|o{of 5tH £4& 14 A7t A3 &= JU&Lch
ol o 2 FA|7t SHZAX[ Windows LA Z 2| M AlZ oM SLE @F7 7 M= BR AZE
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oo =T AAHE

I 2H[M'E & EjolA HE VDIs

Cla3 & AlEO| #t2[X UMM Z2H|XM'E dEiZ2 R X|ZlE < 048] 7HX| O|R 7t /€ = A&LICH
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T utel 2l Amazon CloudWatch 21 28 S £ 0| Z£gtE|o] /& LCt.
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Amazon Machine Image(AMI)0l| 2R3t of & 74 EE= =77t QI0{ REAERY Z2H|XE A3
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EME siZaste{H AMIE ddot= Ol AFEEH 2el 7ty a3 & QAE A0 ZERIZ
PowerShell 3 &2 L1 Ot FES AL

C:\ProgramData\Amazon\EC2-Windows\Launch\Scripts\InitializeInstance.psl -Schedule

I O QIARIACA M AMIE MAELICH M AMIE ALS5t0 AZES 0] ARS SS5D L}

S0l M 7t ClAZ &S AIRE = J&LICH Z2H|X Y HEIZ |fX| k= lAHANM SYUEHE

WS AYS D QAHAS KRB0 7HY HIATE MMS £HE £5 QIX(TH ER TAE AMI
X

oM CHE 7He CIAT S E AIRE M SYUS EXTFCHA| 28 LT

Jtset EM1: & ot AlA"Eof CHE POSIX TetE 7HE AFEXHE QI8 CIREE|7F U &LICH

Ol= CH& AlLtE|R7t &2l A2 2HstD e 2XMY = A& ch
1. BHEZE RES T2 2024.01 O & &L
2. RES AEHS HiE 5= S0otol| CHE 40| 2 M™EnableLdapIDMapping =R &LICHTrue.
3. RES AR HilZ Fof X|HE & U A|AEO| RES 2024.01 O™ HTAO|M A EIURHLIFE 2
EnableLdapIDMapping &HEE O @0 AL/} ELICHFalse.

Z 0

O

SHA EHA: Tt AAE0|AM AFE Xt CIREEIE AFXIELICE

1. 2HAH Zelxt ZA2E0f gt SSMLC.

2. cd /home.

3. 1s-=, adminladmin2.. 53 Z0| At& %t O|& 1 L XISt= CIZE{E| O|F 2 AE5H04 CIREH

2|E Lt ok gFLct.

4. C|HEEIE MAMELClsudo m -r 'dir_name'. ssm-user & ec2-user C|ZE{E|E At A5t
x| Ot A2,

5. AA&Xt7L ol0| M envoll S7[3HE B2 AHEXL2| DDB E|O|20| M ALSALR|E AFA|ELICH
(clusteradmin A|2]).

6. AD 57|38} A% - E2{AE ZE2IXF Amazon EC2sudo /opt/idea/python/3.9.16/bin/
resctl ldap sync-from-adoilA &l&stL]|ct.

7. RES ¥ HO|X|0M Error 4E{O| VDI QIAEAE MERFLICEH VDIZ 2 208 LHO| Ready
MEfE TRtE|=X| =elgLct.
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* Amazon EC2 QIAEATI LM SRE BHSMOZ F AR LICH
« AD =92 42 2Isl| vdc-controller QIAEAT} =2t S2ILICH / eVDI ZE0i| API &E 2 Q1 AT}

« ZZMEES FTI5t7| Qo AZEQo] ABMS HES ] ECI20 Z=MEJ EA|ZIX| &f

%
« cluster-manager Amazon CloudWatch 2101 "<user-home-init> 41X O} & AFE & &~ Qi&LICH
AEX7E S718HE W7HR] CHZ | " (Aol AL8 %t 0|F 2l B<2)0| EAIFLICH

« 2321 A|Windows ClA3 &0 "A|IH0| HIZE H3t =& LICH BE|Xo7H EofstMR.”
« A/ AD 781 224 E DHCP 24 EX

+ Firefox 27 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

Amazon EC2 QIAEIATI E2L£0|MH SEE SO Z E A|ELICT

ClZ g} QUIAEIATI Amazon EC2 2£0M SEE A2 HFEMOZE E AL s A2 Hel2 dat g
20| UE = U2 Q=L QIARA S et Hetd = UELICH CHE2 §HelE &elsis WY
0I|_||:_|.

= .

Amazon EC2 Z2& 0| vdc ZIEER QIAEATI HtEXMo 2 ZRE HEE EAlSiE B X E
Hotots Ejla MEY &= U&LICH RESHAM &E[ste E¢F 2 5ol= 21Z2t Amazon EC2 QIAH
A0 HAZAE 1AM HM[A Ko HEo| YR E AFEE|= Ef 27t U&LICEH vdc HEERH7I =8 0|1
CloudWatch 21 I E0]| C}2 2F 7t LIELIE 2 20t &t 5ol Ef27f SHFE A R E| K| &% 7|
MEY = UA&LICH Eot & Sof ChZ Ef & KI™-F5H oF ghLict.

"res:EnvironmentName": "<envname>" # e.g. "res-demo"
"res:ModuleName": "virtual-desktop-controller"

0| @ 70f ci& Amazon CloudWatch 21 HA|X|= Ct=21F H|& st A E A= L|C}.

An error occurred (AccessDeniedException) when calling the GetSecretValue
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160215750999:assumed-role/<envname>-vdc-gateway-role-us-

47 9 Qlx|LiofY ARLCIQ
operation: User: arn:aws:sts
east-1/i-043f76a2677f373d0
is not authorized to perform: secretsmanager:GetSecretValue on resource
arn:aws:secretsmanager:us-east-1:160215750999:secret:Certificate-res-bi-
Certs-5W9SPUXFO8IB-F1sNRv
because no identity-based policy allows the secretsmanager:GetSecretValue action
Amazon EC2 TAO| BT E Hlstn # S5 URlste= x| FlgfLh
— AS
AD ZQl AmiZ 238l vdc-controller QIAFATE =3 SLICH / eVDI 2 =01 API &Ef
=0l Almj7} E AIELICH
eVDI 20| 2EH EQlof Aluiste 273 4ef MMof ChE ol EAIELICH
Modules @
Environment modules and status
Module Module ID Version Type Status API Health Check Module Sets
Global Settings global-settings - @COﬂfg @ Deployed (® Not Applicable
Cluster cluster 2023.10b1 @5t€C< © Deployed © Not Applicable o default
Metrics & Monitoring metrics 2023.10b @5tec< © Deployed (© Not Applicable s default
Directory Service directoryservice 2023.10b @Stem ® Deployed ® Not Applicable ¢ default
Identity Provider identity-provider 2023.10b1 ®5t€C< @® Deployed ( Not Applicable e default
Analytics analytics 2023.10b G)Stam @® Deployed © Not Applicable « default
Shared Storage shared-storage 2023.10b @Stem ® Deployed (© Not Applicable ¢ default
Cluster Manager cluster-manager 2023.10b @pr ® Deployed © Healthy s default
evDI vdc 2023.10b @App @ Deployed ® Failed o default
Bastion Host bastion-host 2023.10b1 @5t€C< ® Deployed © Not Applicable e default
O| A2 C|HZ 9| Yetxel ZE = F{AH &E|Xt CloudWatch EO 8 #T{E = ZdLICE (Ol2t=
23 358 3&L|Ck<env-name>/cluster-manager.)
It =X
« 20| HAETI ZEE B res AEH0| MAME ] X|HE ServiceAccount AFE X} 0| 2| X7} 2
HFEX| Insufficient permissions®QIEfLICH.
e dazg FER 227


https://console.aws.amazon.com/cloudwatch/home#logsV2:log-groups

23 &9 of:

Insufficient permissions to modify computer account:
CN=IDEA-586BD25043,0U=Computers, OU=RES, OU=CORP,DC=corp,DC=res,DC=com:
Q00020E7: AtrErr: DSID-03153943, #1: 0: Q00020E7: DSID-03153943, problem 1005
(CONSTRAINT_ATT_TYPE), data 0, Att 90008 (userAccountControl):len 4 >> 432 ms -
request will be retried in 3@ seconds

« SecretsManager Z &0 M RES H{Z S0i XS E ServiceAccount AFE A} O|F0f| A AE = Q)
& LICt. Secrets ManagerOllAM Si{E 20t 5 & &1 QU BIAE ZHMZ MEASHL|C} AFE A} Of
EO| ¥ RE 42 ME S MEfsto] Eot 22 ddo|EgLICt AR EeH{AE #EIRH H vde

ot
[
HESE| QAHAE SRELICH A QAAHAL FHHQI ME|Z EAIFLIC

=
e

NBE 2F E|AA AR MMHE BIAAE A5 B ALEX}F 0|& 2 "ServiceAccount"0d
OF &L|C}t. RES HHZ Z0i DisableADJoin Zt2tO|E{7} FalseE M El 742 "ServiceAccount"
ARl A ADOM HFE| AHHE MMEE = Ues Heto| U=X| ZQlghLct.

« N2EIAIZAO|20| MEtsiix|ot 230 HIAEJ} 8=l Invalid credentialsZd< Ql2dsk ¢t
37t AZRE[QHL SR E|RE = UE&LICE

Z9]| 0d:

{'msgtype': 97, 'msgid': 1, 'result': 49, 'desc': 'Invalid credentials', ‘'ctrls': [],
'info': '80090308: LdapErr: DSID-0C090569, comment: AcceptSecurityContext error,
data 532, v4563'}

« Secrets Manager 2&01

= &
04 env s AH}H 30'” E3|EI' ?:II-_?% E'l% ‘/I\‘ A/!g
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H
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H
<
[
0
()
wn
)
H
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0
(@)
o
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0

Q

n

0

=3
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H

o
N—

. o|-37|. 9H+5n4 A El Active Directoryoll A & 27t BHE E|IS 4= UG LICH HX| Active
o0l oF FLICt CIMEE| MH|A 2£0f
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https://console.aws.amazon.com/secretsmanager/listsecrets
https://console.aws.amazon.com/secretsmanager/listsecrets
https://console.aws.amazon.com/directoryservicev2/identity/home

7 A AX[L|oF AFCIR AEXt7tol=

2. Bt AR &5 RS MENSE O AF2 R} 0|&(0d]: "ServiceAccount") Tt Af 25 2 kAl
o
=

3. M2 dYet &7t o] & & o CHE A2 il Secret Manager 2.2t & 5 (04:
<env_name>directoryserviceServiceAccountPassword.

4. AN Se{aE ZERF L vde HEED QIAEHAE SEfLICH M QIABAE PHHXOI A EY
2 EAIELCH

EMEE FItet7| floll AZEQo AR HEE M} ECR20| Z2HMETJE E AZ[X]
o
=

Ol ZXM= M-8R AEE ADQ 57|36t Xt HHEl CHE 2X|2F #20| U = UELICE O] &
MN7¢ LIEFLEEHE 22 AE] #2|XF Amazon CloudWatch 21 2 §0IM 257/ "<user-home-init>
account not available yet. waiting for user to be synced"E &?Ql5lof #2lo| S
BHX| = #E0| JeEX| =Helgct

—4

cluster-manager Amazon CloudWatch 2101 "<user-home-init> 74|7"'% ORI ALEE &=
A&LICH AHEXRI7E S718HE WK CH7| (A0l AHEXL 0|E 2l B2)0| EAIE L
Ct.

SQS T SXI7H ALE SO|H ALS A Aol AZ2Y =+ 7| Eo| FEF FZo HEELICH Ol ZEE
AEXL S713t S0l AEXE It & Tt AlAEIE Ydsicdn & mf E2[7{E L

MEX} Aol ¢ZAE £ e 0|8 E AF2 Q1 ADO]| CHSH RES7} SHIE2 A FAE|X| ot 7| IHEY
£ Ql&LICH BI/RES &t MAJoj| AF2El ServiceAccountCredentialsSecretArn It2H0|E{7}

ZHHE 2t0| ofLIRiE & UA&LICH

I OASE 7E 24 229



T W alx|L|o{R AKC|Q M-EXL 710|E

2921 Al Windows Cl& 3 &0i "AH0| HIZ G2t E[A&LICH &HE|RHol| A E2letM.”

CORP\adminT

Your account has been disabled. Please see your system administrator.

AER7E & 71 3o EMI EIL |%E* —“l‘— A= B2 SSOE &dll 32 2l8h ¥ RESH| CHSH

Q|F /174 AD 41t rHE DHCP &M X

Kt Active Directory"The connection has been closed. Transport error"O|A RES
E MEE M Windows 7H4 AT EMM 2771 45t H dev-connection-gateway Amazon

CloudWatch 20| A C}213t S AL &= &QlstL|C}.
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Oct 28 00:12:30.626 INFO HTTP:Splicer Connection{id=263}:

Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Connection initiated
error: unreachable, server io error Custom { kind: Uncategorized, error: "failed to
lookup address information: Name or service not known" }

Oct 28 00:12:30.626 WARN HTTP:Splicer Connection{id=263}:
Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc08a"}: Error in websocket
connection: Server unreachable: Server error: I0 error: failed to lookup address
information: Name or service not known

Oct 28 00:12:30.627 DEBUG HTTP:Splicer Connection{id=263}: ConnectionGuard dropped

A& VPC2| DHCP SMof| AD EH|Q ZHEE{E M85t B CI2E &6l oF gLt

1[°I'

1. AmazonProvidedDNSE 5 T HIQl HEE2] IPsof| F£7Ig
2. ZMH?l O|EE ec2.internal2 AAX&tL|Ct.

o47[od of|A|7F LE2t I&LICE o] 7£440| @2 RES/DCV 7} ip-10-0-x-xx.ec2.internal EAE O|&§2
37| I E20i Windows HIAIE0M & 2LF 7+ e MghLct

Domain name Domain name servers
ec2.internal 10.0.2.168, 10.0.3.228,
AmazonProvidedDNS

Firefox 27 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

Firefox  HEEIRME AI8StH 7ty OlA3 S0l AEE AT
MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING 27 HA|X| 0| EAIE = /U&
LICH

on

12 RES & MB{7} TLS + Stapling On2 £ X E|RIX|Bt Stapling Validation2 2 & 8t X| 27|
(]|

[ = IEP(https /Isupport.mozilla.org/en-US/questions/1372483 & Z=.

ol
-

https://really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing X| &0l [} 20| EX|IE

Z2g =+ A&

I OASE 7E 24 231


https://support.mozilla.org/en-US/questions/1372483
https://really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing

7 & AX[L|of” ARC|R AR 7ol

|

+ res-xxx-cluster AE{O| "DELETE_FAILED" #EjO|1 "A& 0| R &E5tK| A HL} +& £+ QIS" 2F

2 olsf +50 ARE + oS

- 2347

« VDIEOLCIREE

e Linux EC2 QIAEHANAM ZEOCIREE

« Windows EC2 QIAEIAOM EO CIREE

« WaitCondition 270l CHSt ECS 211 =%

res-xxx-cluster AE10| "DELETE_FAILED" AEfjo|T "& 0| R &6t K| L 7HLE =&
T Q8" QRER QIS £SO =2 AXE = s

"res-xxx-cluster" AE{O| "DELETE_FAILED" &Eij0|1 =522 AXN& = gl 32 CtE HAHE =Y
otod AfxE + U&LICH

AEHO| "DELETE_FAILED" &EiQl B2 HM A8 522 YKo EAHAIL. A% AXIE Flsts
CHet &7 R AIE = UJ&LICH AXE MEfEfLICH
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Delete stack? *

Deleting this stack will delete all stack resources. Resources will be deleted according to
their DeletionPolicy. Learn more [

@ You may retain resources that are failing to delete
This stack previously failed to delete because the following resources failed

to delete. If you choose to retain resources, they will be skipped during this
delete operation.

Resources to retain - optional

Selected resources will be skipped during the delete stack operation

idea002clustersettings
idea-002-cluster-settings

Cancel Delete

Aof et 2edt AR BAAE DT MASIHEIE EEE 2AAE MEISHE HIAIXIZE AlS EA
= 4 UBLICH 0| B2 RE BAAE "HBEY BlAA'Z MestT AHE MEishC
CHET 28 QR EAIE

be assumed
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[Option+5]

® Role arn:aws:lam::417328936112:role/cdk-48fa4d69fb-cfn-exec-role-417328936112-us-east-2 is invalid or cannot be assumed

CloudFormation > Stacks

Stacks (15)

| Q_ Filter by stack name

5, A ARISHE O WRE AE0| A% Mol UK AREIMSLIC O 2K sHZsHEie iF of
£ SABLICH IAM 2£2 OIS 50f CHETH 22 TEHOIEIE AL stod i OB ol e Mgt
it

- AMEIE 2 UE AEE| RE0IM AWS MH[AE MEiEL|CH

A& AH|IO|ME Use cases for other AWS services MEHELIC}CloudFormation.

L]
IAM > Roles ) Create role
et trustod anty Select trusted entity we
Trusted entity type
o 5w; eeeeee )TWS ccccccc Web \d?nt}!‘)/“ .
Ct22 MeistL|ct 248 'AwSCloudFormationFullAccess' 2! 'AdministratorAccess' HEtS
L2oqsHof gLICt AE HO|X|= St Zrofof &L Ct.

234
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[

Name, review, and create

Role details

Role name

173289361

Description
Allows CloudFormation to create and manage AWS stacks and resources on your behal.
Step 1: Select trusted entities Edit
1-f
2 "Version" : "2012-10-17",
3- "Statement": [
4- {
5
6
7o
8
9
10
11 }
12
13
Step 2: Add permissions Edit
Permissions policy summary
Policy name %' Type Attached as
AWSCloudFormationFullAccess AWS managed Permissions policy
AdministratorAccess AWS managed - job function Permissions policy

Tags

13 ChE CloudFormation 2£ 2 £0t7F ARE APA|ELICH Ol 4&

AEHSE 2
LICH OFX[H 22 IAM 2£ 2 0|S5tod W st A S AxgLct

mjo
>.
= =
X
_ql_-
o
ol
>
el
ok
o
Iy

1

EC2 Z2&0|M EC2 2IAE AN 210!

« Ct= X|&lof 2} Linux EC2 @IAEIAO| 2 Q18 L|Ct.
« Ct2 X|ZElof 2} Windows EC2 QIAEIAO| 2 Q18 L|Ct 27 CF2 Windows PowerShell2 304
HIS ASEL|CtH

1. Cluster-manager: Ct & {{X|0|H EH{AEH BE|Ate| 2O E 7tx{et E[Zlof dZ g LCt.
a. CloudWatch 21 I &§°| Z& 23 ¢lL|Cl<env-name>/cluster-manager.

b. <env-name>-cluster-manager EC2 QIAEAO| /root/bootstrap/logs CIRE{E[0] Q!
= 2E 2aLICt o] MMo| AlEF B 20| lE "EC2 2£0|MH EC2 QAR A 22210 Mo
AZE X|&of et QUAE AN 2Ol LICE
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-with-systems-manager-session-manager.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html

017 U Alx|LiofE) ARC|2 A8 7hol=

2. ™_controller: Ct& €| x|0i| A vdc-controllertd| CHEt 2 1 E 71X{2} E|Z0of 24 A& L|Ct.
a. CloudWatch 21 2 §°| 2 & 23 ¢lL|Ct<env-name>/vdc-controller.

b. <env-name>-vdc-controller EC2 QIAEIA 9| /root/bootstrap/logs CIEEE[0 U&=
2 E ZaQlLch o] MMo| AlE 2EE0of = "EC2 & 0M EC2 QIAEIA 0 2 21"0f| Ao o
ZAE X|Eo et QIAEA 2 1FLICH

238 EH MM E WY & StLbE Linux EC2 QIABIAOM 2O CHR2EE MMO| X|FHE MEE
AeLct 2& o|§2 QlaHA o|FLCt

MEX}7F MM 0|E0| 21 VDIE AlEHSH 32 Amazon EC2 240 M QIAEIA O VDI1SHE O|EL

QlL|Ct<env-name>-VDI1-<user name>.

Linux VDI 21 £=7%

O| MMo| AlZt EE0] /& "Amazon EC2 220 A EC2 QIAEIAC| 2aQI"0f| HAZEl X|=lof| [}
2} Amazon EC2EC2 &0 M allE Amazon EC2 QIAEIAO| 2 18HL|C}. VDI Amazon EC2 2l
ABEAO| /root/bootstrap/logs & /var/log/dcv/ CIRIEZ|HMH 2E 2O E 7HK{SLICH

R2OE 7tME W & stLtE 530 YZEESHCHS H7|0 M CHREESE JAILICE O|E I8
Ct= CHA k2t & CIEEZ0M 28 208 72 O S YEEE £ &L
1. CHS BHAof 2t /root/bootstrap/logs CIZEE{Z| of2Hofl dov 22 E SAHELICEH

sudo su -

cd /root/bootstrap

mkdir -p logs/dcv_logs
cp -r /var/log/dcv/* logs/dcv_logs/

2. O|A| Ct= MMof| LI El EHAlof 2t 23aVDl 23 CeE2EE CIR2E 8L C}.

Windows VDI 21 =%/

O MMo| Az 2 &0i /= "Amazon EC2 2&0iA EC2 RQIAEI AN 221" A= XIFl
2t Amazon EC2EC2 2£& 0 M siE Amazon EC2 QIAE A | 2121 LICH VDI EC2 QIAEA Q|
$env:SystemDrive\Users\Administrator\RES\Bootstrap\Log\ CIHEE0|H ZE 2
JE 7tMSLct,

Env AHA]| 236



017 U Ax|LjofE ARC|2 A8 7hol=

28 7tMe Y & stLi= S30| Y= =8 O E 7|0l M Cr2 2Est= AL|Ct o|ZF A st
o OhS Aol LHdE BHAIE IHELICHVDI 2O T2 E.

EC2 2& 2 0|355t0{ VDI QIAEAE B L|CH

1
2
3. A8
4

SR ¢)
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= MeHstod SHE &AHS 04733 L|C}.
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bAlof ittt 2 & CH2EEFLICH 28 0|§2 A H
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a. Linux EC2 QIAEHAO|M 21 CFREE Linux&
b. Windows EC2 QIAEIAO|AM 21 CF2E = Window

7. OIX|2to =2 482 WEISH04 AmazonS3FullAccess A4S X|HEHL|C.

® Note

T E VDIs2t ST IAM A& 2 AEFLICH <env-name>-vdc-host-role-<region>

sudo su -
ENV_NAME=<environment_name>
REGION=<region>
ACCOUNT=<aws_account_number>
MODULE=<module_name>
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cd /root/bootstrap

tar -czvf ${MODULE}_logs.tar.gz logs/ --overwrite

aws s3 cp ${MODULE}_logs.tar.gz s3://${ENV_NAME}-cluster-${REGION}-${ACCOUNT}/
${MODULE}_logs.tar.gz

O CHE S3 2& 2 0|8§35104 0|F0| 2 HZIE MEst T o|Hof| Y2 =3t
<module_name>_logs.tar.gz It <environment_name>-cluster-<region>-
<aws_account_number> Ct22E=8fL|C}.

Windows EC2 CIAEIAONAM 2ZEO CIREE
EIOE CIRECE EC2 QIAE AN 2016110 OIS HHE AAFIoi ZE 2EIE S3HIIM Y2 E
gLiCt.

$ENV_NAME="<environment_name>"
$REGION="<region>"
$ACCOUNT="<aws_account_number>"
$MODULE="<module_name>"

$logDirPath = Join-Path -Path $env:SystemDrive -ChildPath "Users\Administrator\RES
\Bootstrap\Log"

$zipFilePath = Join-Path -Path $env:TEMP -ChildPath "logs.zip"

Remove-Item $zipFilePath

Compress-Archive -Path $logDirPath -DestinationPath $zipFilePath

$bucketName = "${ENV_NAME}-cluster-${REGION}-${ACCOUNT}"

$keyName = "${MODULE}_logs.zip"

Write-S30bject -BucketName $bucketName -Key $keyName -File $zipFilePath

JHCHE S3 2& 2 0|S35104 0|F0| ¢ HZ!E MEiStD o|Tol| Y2 =8t
<module_name>_logs.zip I}¥E <environment_name>-cluster-<region>-
<aws_account_number> C}2ZE8L|C}

WaitCondition 2/ 0i CHEt ECS 21 =&

1. HHEZEI AEHOZ 0|S35}0{ O|AA B2 MEHSHL|C}

2. HHXE - ResearchAndEngineeringStudio - A x| #2|X} - £ - CreateTaskDef -
CreateContainer — LogGroup2 &35t 21 I§F2 MEH5t0{ CloudWatch 218 L|Ct.
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3. O|21aE0M x|Al 2EOE 7S LC}.

o2 &4

=S|

e A4 SH ZZAo ChH 15 HE XM W o2 B E 230 @7
- O AR F|I 2237} B 535X S

A 5E SSA0|Oiet 215 eEE MElE o2 28 200 2F ¢

=

EIQIE ATstn 'Kt BH IZAtol it 215 LHEE *2Ig W o 7|x| 2 2F 7 LdsH
Z7t FJEEE' = UGLICE Ol 2OQl8l2dE MERIL| &5 E = Active Directory MH|A HHY = QU
&Lt

2t}

1. CIMEE MHlA Z&0iM ASAH 2 MulA S 25 8 MASELICH

2. QoM 2dst M &Sl UX|GFTE Secrets Manager0lA MH|A AN ¢S E ol|o|EgLC}.

 Keycloak AEHO| Z3L: PasswordSecret-...-RESExternal-...-DirectoryService-... &: Microsoft
Active Directory2| &t &
« for RES: res-ServiceAccountPassword-... & A™: Active Directory MH|A 7HH &5
3. EC2 Z£ & 0|530d cluster-manager QIAFAE ZEFLICE Auto Scaling T#&I2 A QIAEA
O|HHZ E X522 E2|7HELCt

Clz2 A4 7|22 37 5S35k &b S
|

71223 M7} E=5t0 MBHE CHA| A|ZHE I QIABIAO| P/} HHAE|H 7|2 237} SCHE 2= Q)
&LICt RES Z&Eo| 2191 Ho|X|7} EEE|X| &b HL SHAEIX| ot 2= MENE HEL|CE

oz &3 239


https://console.aws.amazon.com/directoryservicev2
https://console.aws.amazon.com/secretsmanager
https://console.aws.amazon.com/ec2
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FAX|L|o{— ARCI2 ARt 7H0l=
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Keycloak2 M4 HEIE S@sttiH 7[E 2l
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2tE AHXI5H D Keycloak A B4 AHHHE Sl oF &FLICH Ct

= BHE WELcH

Cloudformation@ £ O|S & LICt. 0{7[|0f 5 7Ho| 7|2 23 £t7d ABMO| Z A|ELILCE.
* <env-name>-RESSsoKeycloak-<random characters> (Stack1)

<env-name>-RESSsoKeycloak-<random characters>—RESSsoKeycloak— * (Stack2)

Stack12 AfAEILICH S ABRES MXSIEIE HAIX|7F EAIZIH of| € MEHSI0{ S AEIS A
Mg ct.

AEHO| 25| AN EIQAE K| ZQIBHLICH,
H E:

07|06l M RES SSO Keycloak AB HIZSIZ Ct22 =g L|CH

ofn
e
rok
=
o
o
m
o\
jo
>
ol
[e]]}
)
o

AP El ABRD}E BES] AEHS 25 O0F H ZELICH AE M
> MEaAMEEE)-VIEHER ME L HES 11 HEE 2 0[S 5104 CloudFormation
Z&0|M fZ L AK|E ABHDE SAUFH 23S AH&Sto{ E4 IiZt0|E{E =FLICt
CloudFormation 2&0|M ZEE &35t EPEH:HE'l HO 2 0|S35t0] AKX El ABH0M Of24E &
Hg &2 = AgLct 2FE 0|F, 7| Hof X 7|E ThEtO|E{7F i ABH mtetO|E{ et YR[et=X|
EOolIgtL|C.
AEHO| H{Z K| Bt E S CHA| AL " EH|7F B ZJLICH HiZEl ABHO| £29 B0 A
ApplicationUrl2 &2 = U&LICH

0H1
0

A% ZH

- 24Tl Xl 2024 .x

(2024 88) 7t& IAZEO0| RE HZ! ARN L AL X1 HFAZE U 8171144 7] Amazon
S3 HZ!E EIXHSHR| £
(2024.06) AD Z1& O|E0f B0

(2024.04-2024.04.02) VDI QIAEIA O| oi5tof HAZAE|X| i 2 MBS E 1AM HEH ZH|
(2024.04.02 0|3t) ap-southeast-2(Sydney)2| Windows NVIDIA ¢!

(
(

2024.04 2! 2024.04.01) GovCloud0il A RES AfA|| Almj
2024'H 42 - 2024.04.02) RHE & Al Linux 7t4 ClA 3 &0 "RESUMING" HEH0IMH HE = US

&

|

(b}

Ao
Pl
N
e
o


https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/res-sso-keycloak.yaml

Q17 A QX|L|o{& ARLC|2 MEX 7t0|E

- (2024.04.02 0l3t) SAMAccountName &40l CHEXH EE= S5 2xH7h Z3HEIAD ALSXHE 57|
3} 5HR| 2

* (2024.04.02 Olst) H& ZEAE AMAsH7| @8t ZefolS! 7|71 R E[R&LICH

*+ (2024 6% O|) AD S7I5t Soil 25 M7 RESH S7I3tE[X| §fS

. (2024'< 62 0|%1) CVE-2024-6387, RegreSSHion, RHEL9 2! Ubuntu VDIsO| & 9F |kAd

ered &l 2 Xl 2024.x

(2024'H 8&) 7t A3 E0| FE HZ! ARN L ALK X HFAZE U= e471/Ar 7
Amazon S3 HZ!2 B A5t Z&

B A

Research and Engineering Studio 2024.082 FE HZ! ARN(%, ) &
AMEEME O|F E= Z2HE 0|F A ALSXL O|BF)E MEE
(VDlarn:aws:s3:::example-bucket) QIAEIAN| 2|7|/AA7] S

2= HA 742 o3 Z&LUoh

o MEFA7FHZI ARNS| (E Q1 217|/A0 7| HHZN(F, arn:aws:s3: : :example-bucket/example-
folder-prefix) & AF2A} X|H MFAHZZME 0|8 == TZ2ME 0|§ L ALKl 0|F)

« FE HZ! ARNO| UX|ZF ALS X XITE HF AL e 471124 7] HZ

VDI QIAEIAE m 2 HIX{8 $0l= ST S3 ol X|HE EtXY C2UE{2lof HZ!0| B RIEIX| &b &
LICt vDIQ| B R C[RE 2|7} TEt e CI=E{ 2= H|oq ‘BA'QEH HZIo| #Hx LIS S =& 6HK| taL
Cl. B{O/2 2 AF835lod CIAEEZ|of ItU S MH @F 7} Permission denied, unable to write
a file M35t T ot 2EIXTL HE S3 Ao Y2 EE|X| b& Lt

2247 X 2024.x 241



AR 7H0|E

E 2 mix| ot L(patch.py & s3_mount_custom_prefix_fix.patch)E CI22
S HHES AE5t0{ <output-directory>E x| A3 EE L x| I}tUS CIRE
& C|2E{2l<environment-name>2 HIR T E RES &7Z40| 0|29 2 HiZL|C}.

a. I§X|E RES 2024.080{ 2t M =E|L|C}.

b. I{X| A3 BE0= AWS CLIv2, Python 3.9.16 0|4 2! Boto37t 2 gFLCt.
_|

L=
c. RES7}H{ZE A 2 2|Tof CHai AWS CLIE 7435t RESOIA 2 4d8t B{Zlol| &
Amazon S3 HH0| QU=X| = lgrLct,

§9
rr

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/

releases/2024.08/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patches/s3_mount_custom_prefix_fix.patch --output
${OUTPUT_DIRECTORY}/s3_mount_custom_prefix_fix.patch

0%
1]

x| 23 B EQ Wix| Lol 22 E L= C/HEEE|Z o|SELICH CHE IR BES A-AeL

CH.

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.08 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/

s3_mount_custom_prefix_fix.patch

2E9| 7t4 A3 & ZHEE2(vde-controller) QIAEIAE Z=235l2{H CHS B2 A-ELICH
(O] ENVIRONMENT_NAME =& & Hml| CHAH|0| M RES 832 O|F2 2 0

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

4TI 2x| 2024.x
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

T U AX|L0fY ARLIQ A 8%t 7tol=

=

® Note
Zeto|Hl VPC HH9o| AR ot & M5t R| 22 B <RES-EnvironmentName>-
vdc-custom-credential-broker-lambda &<2| 3% O|E1
AWS_STS_REGIONAL_ENDPOINTS Z(O| Environment variable QI& F7|5H0F &L
Ctregional. AtAIEt HE = Z42|El VPC HIZ E {8t Amazon S3 HA AP =2 & =X
StAlL.

4. O|EoZ AlRSleE CHA OE0| M4 <RES-EnvironmentName>-vdc-ext MEN7} £|H FE H
ZIARN 2 AL X X|1H HFAZE UE 2471/A27| S3 HZ!IE SHIZ2 A OIR*ES=E M VDIsE A%
SHoF & LICt.

(2024.06) AD 1 & O|F0ll 30| Z&E F AN M Aluf
2|
AD 120f 0|S0i Zuo| L3 = 72 RES 2024.062 0O|F Q| AHAS M5 K| 3L

2 A E &ElXF CloudWatch 21 (<environment-name>/cluster-manager21 & Of2h)ol=
AD 87|53 &0l Ot 277+ ZaELct

[apply-snapshot] authz.role-assignments/<Group name with
spaces>:group#<projectID>:project FAILED_APPLY because: [INVALID_PARAMS] Actor key
doesn't match the regex pattern ~[a-zA-Z0-9_.][a-zA-Z0-9_.-1{1,203}:(user|group)$

« AFA A CHEXASCI 2R A, CHAI-), OFEE() R 2E()RF ZEE + A&LICH

4TI 2x| 2024.x 243



1. x| A3 & E L ofx| ot ( patch.py &' groupname_regex.patch)S CHREZE5tE{M™ CHS
& g |ZE{2|<output-directory>Z H 1 <environment-
HFE LICEH

HI ¢

a. INx|= RES 2024.060{2F M&FL|C}.
b. Ifx| AZZE0|= AWS CLI v2, Python 3.9.16 0|4 2! Boto37 E &L|Ct.

c. RES7I HHEEl AE X 2|7Hof CHaH AWS CLIE F/dst 1 RESOHIM 48k HZlof &
S3 HEto| UA=K| FlgLct

30
rr

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/groupname_regex.patch --output
${OUTPUT_DIRECTORY}/groupname_regex.patch

2. IR AZBIECS MX| otYUo| C2EZEE|E CIHEE|Z O|SELICH OHS TR BHES AL
Ct.

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-version 2024.06 --
module cluster-manager --patch ${OUTPUT_DIRECTORY}/groupname_regex.patch

3. #Z&2| Cluster Manager QIAEIAE CIA|
OIAEA

|Zfst2dH Ctg BES AAELICH Amazon EC2
Management Console|A{ QIAE L

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patches/groupname_regex.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

o4 gl olix|L|o{2 AELC|Q MNEX 70|=
@® Note
I x|E Ar&stH AD O & O|§oll £F Xt & CHEXF ASCII At XL, CHAI-), OFRIE(), EE
() Y = Zo|7h 1~30Q! B2 ZEE £ UALICH
(2024.04-2024.04.02) VDI QIAEIA O o4&to| x| f2 MSE IAM HEF FAH

|

7t ola3E MMo| ZEMEO| Mt BH 2 XM E o 55HK| E&LICt Ol
IAMPermissionBoundary It2tO|E{Z2 Ho|El Mt A7t ZEMEE Mdste S Z2MEof |CH
2 EYE|X| 47| = ct
g2 dr= HH
2024'A 4 - 2024.04.02
25}
Ct= CHAO k2t VDIs Z2MEof &2 E HEt HE SHEAH 4 &5t F S8 LI
1. x| A3 2E L mix| I} ( patch.py & vdi_host_role_permission_boundary.patch)& CI2ZE
sto{ Ch2 HE S A™SI0iE 2 E2 24 Cl8EEl<output-directory>2 I:IF':Ll—lL'-P
a. 1 X|= RES 2024.04.020{|BF A& EL|CH BHA 2024.04 EE= 2024.04.018 ME8st= Z< 0Ot
O|L] {7 dd|o|E0of CHEr HEZ! 2 Mof| LIEEl EHAof 2 B3 E 2024.04.022 H0|E
g+ AgLch
b. {x| A3 BIE0|= AWS CLI v2), Python 3.9.16 0]4 2! Boto37+ I #FL|ct,
c. RES7t HiZ & AH™H & 2|70 CH3H AWS CLIE T35t RESOHIM AT HHZlol £ = U=
S3 HEto| U=X| = lgLct.

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

4TI 2x| 2024.x
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

017 U Alx|LiofE) ARC|2 A8 7hol=

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
--output ${OUTPUT_DIRECTORY3}/vdi_host_role_permission_boundary.patch

2. x| 23 EEQ x| Itdo| Ct2EEE|= CIHEE[Z o|SELICH CS mx| BHEE A

gl<environment-name>3t0{& RES &439| 0|2 Z HiEL|CT.

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch vdi_host_role_permission_boundary.patch

3. O] HA2 A&lsto] B-H0M cluster-manager QIAEIAE CEA| A|ZHE 1T <environment-
name>E RES 49| 0|§ 22 Ht&LICt. Amazon EC2 Management Console0i| A QIAEAE

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 0|3}) ap-southeast-2(Sydney)2| Windows NVIDIA QIAEIATL A[ZFE[X]

ore
Ls 3

|

Amazon Machine Image(AMIs)E &% 4o 2 RESOIM 7H4 QA3 E(VDIs)2 AdistE Ol AHSE
L[Ct. Zf AMIOl|= 2[dotct CHE A2 E ID7F }&LICEH ap-southeast-2(A| = L])0fl A Windows Nvidia
QIAEIAE A|ZHSIE 2 RESO| LAEI AMI ID7} #RH &2 E|QA&LICH

O] &9l QIAEA FAM0f ami-0e190f8939a996caf CHEH AMI-ID7} ap-southeast-2( A|=L|)0d| &
2 LFGELICH CHAI AMI IDE A3l 0k ami-027cf6e71e2e442F4 BFLICE.

T

7|2 ami-0e190f8939a996caf AMIZ QIAEIAE A|ZtSIE4T 51 AL X0 A CHS @ F 7| A8l
L|C}.
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047 2 QIX|LI0JY ARC|R

An error occured (InvalidAMIID.NotFound) when calling the RunInstances operation:

image id ‘[ami-0e190f8939a996caf]’ does not exist

oA 7+ S ZFstod HE Riedst= EFAL:

- ap-southeast-2 2|%10{| RESE HHZ & LICt,
« Windows-NVIDIA 7|2 AZ E Qo] ABHAMIID )2 AFE5104 QIAEIAE A|RtEFL|

Clami-0e190f8939a996caf.

=13
=

02
0ok
jo
rr

%

Hd
rin

RES BH{% 2024.04.02 O|5t7} & ur&L|C}.

e
K

Ct

i)

23t = RES H™ 2024.01.010| A EIAEE|RIL LICEH

- OIS MHEE MESI0{ M AT EQo{ AR S5
* AMI ID: ami-027cf6e71le2e442f4
- 2 Al Windows
« GPU MZA: NVIDIA
- ZA AEB[X| 27|(GB): 30
- %|4 RAM(GB): 4

. 0| AZEQ|0{ AEHZ A25104 Windows-NVIDIA QIAEIA A|E}

(2024.04 & 2024.04.01) GovCloud0llAH RES AfA| Alxj
25

RES 4tX| /2 Z2 S0l UnprotectCognitoUserPool LambdaE L}S0i AHK|E
Cognito Ab& X+ Z0i| CHEH AKX W X|E HIZ GSHELICH Lambda A& 20 9|5 AlZHEL
CtInstallerStateMachine.

c
&2 GovCloud Z|7H0f|AM AuigfLICt.

|72 GovCloud 2% 7te| 7|&# AWS CLI HH7 R0|2 215H Lambdall update_user_pool

4TI 2x| 2024.x
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017 U Alx|LiofE) ARC|2

GovCloud 2|T0{| A RESE AfA|stcdn ot nZof|A| ChE 77+ L-derLIch

Parameter validation failed: Unknown parameter in input: \"DeletionProtection
", must be one of: UserPoolld, Policies, LambdaConfig, AutoVerifiedAttributes,
SmsVerificationMessage, EmailVerificationMessage, EmailVerificationSubject,

VerificationMessageTemplate, SmsAuthenticationMessage, MfaConfiguration,
DeviceConfiguration, EmailConfiguration, SmsConfiguration, UserPoolTags,

AdminCreateUserConfig, UserPoolAddOns, AccountRecoverySetting

HIE RHE5t= BA:
« GovCloud 2|710i| RES H{=Z

« RES AEH ALK

od
o

=13
=

0ok
mo

7T

rr

RES H{7™ 2024.04 2! 2024.04.01
2+t
CtS 2t3t= RES 7™ 2024.040 M EIAE Q& LICH.

« UnprotectCognitoUserPool Lambda 7|

- BH HE]: <env-name>-InstallerTasksUnprotectCognitoUserPool-.

v
- HEY MY > BHE > HEFY ME Python 3.11 -> XME.

« CloudFormation &JL|C}.

e

- RES AEH &K > Mx| HEIXt 2laa BES MEIEX| of2 HEIZ F7|-> 44

Ol

(2024'A 42 - 2024.04.02) RHEE! Al Linux 7H4 ClA 3 & 0| "RESUMING" A E{O{ A &

Linux 7t A E2 8 = 02 E SX| & CHA| A|2HE [ "RESUMING" & EHE

Ct.

= A P
HE 4 AL

4TI 2x| 2024.x
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e

T HAX|LI{™Y AFCIR AEXt7tol=

I [0 1o

ABAATL REEEl & AWS Systems Managere 24 H2 A&3t0o{ M DCV MME MASHK| o
M vdc ZAE £2 CloudWatch 2 (<environment-name>/vdc/controllerCloudWatch 21
J& otet)odl oHE 23 HAIX|7F T2 E[}ELICEH

Handling message of type DCV_HOST_REBOOT_COMPLETE_EVENT

od
o

gt
=]

ook
o

7T

rr

2024'A 4& - 2024.04.02

"RESUMING" & E{0I|M HE 74 OATEE EF52{H:

1. EC2 2£0M EXW QUARHAZ SSH.

2. QUAEHAOMCHE BHEE A LICH

sudo su -

/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
configure_post_reboot.sh

sudo reboot

3. QUABEAI MMEEE W7X| 7|CHEIL|CH

M 74 AT E0| SYE BEXMZE AME|X| AT F 5lodH:
1. x| A3 ZE L o x| It ( patch. py I vdi_stuck_in_resuming_status.patch)& C}2 2 E&t2{™
CtE BB S AAsto{E oS 22 CIHE{El<output-directory>2 HtELI|CH

@ Note

« I{X|= RES 2024.04.020{2F X F|L|C}.
- x| A3 ZE0f= AWS CLI v2, Python 3.9.16 0|4 & Boto37t B &fL|Ct,

Al
o
- RES7t HHZE AH"d & 2|70 CHsH AWS CLIE 438t RESOI|A 4+t tHZlod| £
T = S3 HEho| U=x| & lgfLct

OUTPUT_DIRECTORY=<output-directory>
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

Q

PN

5%
to
>
0f0
>
N
o
N

7 & AX|L[0] cl

bl
r
ot
9m

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch --
output ${OUTPUT_DIRECTORY}/vdi_stuck_in_resuming_status.patch

2. Ifx| A3 TEQ x| TtYo| CtR2ZEE|E C|HEE|Z2 o|S&L|ct OS2 mx| Haig A
#l<environment-name>35t0iE€ RES 22| O|E 22 HIT* 1 E RES7} HZ & 2| <aws-
region>Q & HFEL|CH

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02
--module virtual-desktop-controller --patch vdi_stuck_in_resuming_status.patch --
region <aws-region>

O|"HAEE D] QIAEIAE CIA| A|ZH5IE{HE S HEES AME504 <environment-name>S

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 O|3}) SAMAccountName &80 CHEAL 2= &5 EX7F T E AD A8

AHE S7|8et x| ZE
=X
SSO7t %|4 2A|ZHAD S713 7| 23|) 2 MY E ¥ RES7H AD AH8XHE &7I3tst x| ZEfLICH 2

cAE{ #2|X} CloudWatch 21 (<environment-name>/cluster-manager21 1& ofz)olE
AD 57|53t &0 Ct2 @F7F &=L|C}
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017 U Alx|LiofE) ARC|2 A8 7hol=

Error: [INVALID_PARAMS] Invalid params: user.username must match regex: ~(?=.{3,20}$%)
. Do 1{23)[a-20-9. _1+(?<![_. 1)$

QR E RESIH LIS 2F A& E 5F5t= SAMAccount AFE Xt O|FEH =251 7| 2 off g LICH.

23t
1. x| 232 E 2 ofx| m}( patch.py & samaccountname_regex.patch)& CH2 2 E35t2{H CHS
HHEZ M08 o2 2 Cl3EEl<output-directory>2 HtELICEH
(@ Note

« IjX|E RES 2024.04.02042F XS ElL|C}.
- IjX| A3 B/E0f= AWS CLI v2, Python 3.9.16 0|4 2! Boto37 L gfLCt.

- RES7hHHZE HH I 2ol thal AWS CLIE T/t RESOIA M43t HZlol| &
= /= 83 WEHo| A=K =& Lot

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch --output
${OUTPUT_DIRECTORY}/samaccountname_regex.patch

2. x| A3 EQ mx| mto| CtREZEL|E CIAEZ|Z O|SELICH CfS x| HHPE A
gl<environment-name>3t04E RES 42| O|ESZ HIELICH
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

Q17 A QX|L|o{& ARLC|2 MEX 7t0|E

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch samaccountname_regex.patch

3. 230l ci$t Cluster Manager QIATIAE CHA| A[ZF5tE{H CHE BHE AP <environment-
name>35t0{E RES 72| 0|2 Z HFELIC}E. Amazon EC2 Management ConsoleOfl A QIAEIA

E —'—E"I- T ?/\I{:l\l—ll-——l'

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 O|&t) & SAEH HMASHY| I8t =2tol8! 7|7F AR E[A&LICH

|

POI'

AEXt7F RES B Z=HOIM HE 54 E0f AMAstT| fsl ZEH0|8! 7|& CHR22E6tH 7|9 4
EX| gt&LICH &, 042 EO| & E2 COH2ZEE|0] 7|7t RESHK| A &LICH COIREES 7|2 HE

Ls H

AE O HMASHEAT 5tH AL XA O 27 7F YA gLt

Load key "<downloaded-ssh-key-path>": error in libcrypto
<user-name>@<bastion-host-public-ip>: Permission denied (publickey,gssapi-keyex,gssapi-
with-mic)

gt
=

od
o

ook
fjo

7

rir

2024.04.02 0|5t

ro

=

O| HEIRXE Y& UX| oo B 2 Chrome2 AIR235l04 7|E CIRECE 6= Zd0| E&LCH

4TI 2x| 2024.x 252



o4 gl Qlx|L|o{ AELC|Q AR} 710|1E
C=EFHMEE ----- BEGIN PRIVATE KEY----- MASIT HIZ Q0| CFE A =2 MM 5104 7|
oelo| ¥Alg HAE = U&LICh----- END PRIVATE KEY-----
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Ha dF
GroupOU CtE A< & Hi{= RESS MCHE S7|3HE|X| &f&LICt UserOU

RESE AD &0 AEXHE S7(3t6tE{ & [ Idapsearch EE{E e LICH s EHE =
GroupOU I}Z2t0O[E] CHAl UserOU It2tO|EE HZ AFSELICH GroupOU 11 Z1t Aol M AFSXHE
dtetst K| ZELICH O] S22 UsersOU2F GroupOU7Z} CHE QIABIAO| AP gh gL}

O| Xl 2 E RES H71 2024.06 0|5t0d Q&= O|=IL|Ct.

CHS EhAlof et EXE siZ gLk

1. patch.py 232 E & group_member_sync_bug_fix.patch It Y& C}RZE35I2{H CHS HHES A
A5t0] <output-directory>E IUS CI2EZEE Z4 CHE{E|<res_version>Z HH# 11
E mx|& RES HMS 2 HHELICH.

® Note

. Ix| A3 ZE0= AWS CLI v2, Python 3.9.16 0|4 & Boto37t ZR#fL|Ct.
-| Al

« RES7} HiZ =l A& 3! 2|0 CHSH AWS CLIE T35t 10 RESO|AM A48 B{Zlo| &
£ Qe 83 HEto| U=X| EelghL|ct.

« I§X|= RES HHZ12024.04.02 2! 2024.062+ X|4EHLIC}H 2024.04 EE= 2024.04.01E2 At
23l B WxIE XME57| Toi| HX{ 00| B{T ool Eof LI dE EHAof et &
ZE 2024.04.022 YO|O|EE £ QU&LICH.

RES H{A: RES 2024.04.02

x| CIRE2E @3: 2024.04.02_group_member_sync_bug_fix.patch
« RES H{T: RES 2024.06
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/2024.04.02_group_member_sync_bug_fix.patch
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CIR22E &3: 2024.06_group_member_sync_bug_fix.patch

7 2 Ax|LiofY ARC|R

Hx

El

OUTPUT_DIRECTORY=<output-directory>

RES_VERSION=<res_version>

mkdir -p ${OUTPUT_DIRECTORY}
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/

${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

Al

CEE=2
= =

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
--output ${OUTPUT_DIRECTORY}/${RES_VERSION}_group_member_sync_bug_fix.patch
[N

${RES_VERSION}/patch_scripts/patches/${RES_VERSION}_group_member_sync_bug_fix.patch

x| A3 EQ Ix| TtYo| CtR2EE L= C|HE 2|2 o|S§fL|ct o2 x| &
gl<environment-name>3t0{E RES &Z439| O|§ 2 Z HiEL|CT

cd ${OUTPUT_DIRECTORY}
ENVIRONMENT_NAME=<environment-name>

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-

version ${RES_VERSION} --module cluster-manager --patch $PWD/
${RES_VERSION}_group_member_sync_bug_fix.patch

3. &0l ch$t cluster-manager QIAEAE CHA| A|ZF6tE2{H CHS &
INSTANCE_ID=$(aws ec2 describe-instances \

--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\

--query "Reservations[@].Instances[@].InstanceId" \

--output text)
aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}
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a. WX A3 EE= AWS CLI v27t HBhLCt.

b. RES7IHIZE AHH & 2|0 CHaH AWS CLIZ #4311 AWS Systems Manager Run
CommandZ T&E 4 QE Systems Manager 80| QIEX| &olghL|Ct

aws ssm send-command \
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47 A X[ ARCIR AER
--document-name "AWS-RunRemoteScript" \
--targets "Key=tag:res:NodeType,Values=virtual-desktop-dcv-host" \
--parameters '{"sourceType":["S3"], "sourceInfo":["{\"path\":\"https://
research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/
patch_scripts/scripts/patch_openssh.sh\"}"], "commandLine":["bash
patch_openssh.sh"]}'
2. T A WXl ATRET HBHOR MHEIQER Ol 4 UsLch TY 7|S Ye
225t %A HH IDE MEiS OFS 2 E QIAHA IDsOl| A3 HAIX|I7F U= K| & lghLct
mi x| O|2H VDIs
mx| A3 2 E L o x| T Y( patch.py L update_openssh.patch)2 Ct2Z2E&tedH CHS HEH
2 MSI0{E S CRE=E C|AEEEl<output-directory>2 HH* 11 <environment-
name>E RES #Z39| O|§2 & HiELICt.
L|C}.
1l Boto37t R LIt
5t 1 RESO| M 48t HZlof

s K=
—SH

@® Note
I X|= RES 2024.0601 2t
o x| A3 2Eo= AWS CLI v2), Python 3.9.16 O]
« RES7| HiZE A 4l 2|70 Cigt AWS CLI Af
& £ Qle= 83 HEto| U=EX| &elghct.

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/update_openssh.patch --output

${OUTPUT_DIRECTORY}/update_openssh.patch

x| B

update_openssh.patch

ENVIRONMENT_NAME=<environment-name>
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

al™derL(ct
python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.06 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
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INSTANCE_ID=$(aws ec2 describe-instances \

--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \

Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \

--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

/A Important

2% VDIs I{X|= RES HH%1 2024.06 O| & 0f A BH X|2ElL|C}. 2024.06 0| HHTQ| RES &4
|'L|

oA &% VDIsE mix|5t2{Td Aol X|&lof 2t RES & EE 2024.062 2 Y1d|0|=EE

CHHOIA EHT ACIO|E.

257

4TI 2x| 2024.x



017 U Alx|LiofE) ARC|2 A8 7hol=

DX A

Z} Amazon EC2 QIAEAO|E BE| SEHMeZ F 719 A dlA3 & MHIA(EOlE MH|A) 2to|M
27120 MSELICh of BEE 2EXHE flsH ol2{E 2o[MAE Z2H|X{dstE ol =80| E
LIC}. RDP 90| RDP 20|41 A 10| Amazon EC2 QIAEAO| HZHoZ 2018 4 AWS Systems
Manager Session Manager{ =& MEE = UA&LICEH F7t A HAIE MH|A B2to|[MAT EHR
8 3 Microsoft &&= Microsoft 2t0|MA B2 RE M4 ClATE ALE X CALs= FOH3HOF B L
Ch. Software Assurance7t & 443t El 2 A3 & ALEX CALs2 20| A 0|& 2| 0|F0| Rl 7|
E2(SR) HIZE #8222 AWS 7tX{E2 = U &LICH Software Assurance EE= License Mobility 5 =4
oi0| 2to[AE I = ol CHEr RtMIEF LI 2 FAQL| O MM E xR StMIL.

e B2 EZMO HEE SEMoE HWote Mol /I&LICt o]l EME ChEt 24Ut (a)= HE

NS %"—.QE”F AP%E LICH (b) X ME M3 & &S LIEFHLICE AWS . o 1 @i0| HHEE =

&Ltk 2 (c WS & T ALAZ R E ofHE FHOo|LE EE T MM5HK| t&LICH S2UA E=

2ho| Ml A . AWS xl% o= A—IHIA': EZ glo|“Qe a2 NE2ELict B3, E=E R E S50/ A

HA|IHMO|E SA|IMO|E, ol CHE AwS 21t AMel2 AWS AH|efol 2|5l Mo{ELICt ol EME &=
O

F& LT AWS Qf nZH 7to| B E |k

9| Research and Engineering Studio AWS £ Apache Software Foundation0| A &= £|&= Apache 2}
O|MA A 2.020] 2 zto] e} 2to|MATF EodElLICE

258


https://aws.amazon.com/solutions/implementations/rd-gateway/
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://aws.amazon.com/windows/faq/#need-lm
https://www.apache.org/licenses/LICENSE-2.0

017 U Ax|LjofE ARC|2 A8 7hol=

S

KA B L2 2 GitHub 2|Z X|E2|29] CHANGELOG.md T 2 X 5HM2.

= HE ALY

2024412 2E|A A 2024.12

F7HE MM -

« Active Directory S7|3}.

- O23 &5 HEt 74

o I HPtRX] HMHA T,
o SSH HAM|A T,

« Amazon Cognito AP X} AH.

E
ox
rn
1z
g

i
03
0y
a

« ZZ2I0|8! VPC FA(MEH ALED).
2024'A 10 . ZIT|A & 2024.10:01 CHEH x| =7}
« 4 4

RIE{Ho|A XIS BXI.

20244 8¢ - ZE|A M 2024.08:01 CHEt X|#4 F 7}
« Amazon S3 BH{Z!€ Linux Virtual Desktop

Infrastructure(VDI) QIAEIA | B RHEL|CEH

Amazon S3 HZ!E(8) & =M.
e ANNEX XM Z2ME HEl2 7|ZE &2
A8 R RIBS T ALSRL R g F 7t

¥ 4 Qs FAE HE 2YQILICH st
HAS(8) BESHMR.
. AL MTM: 28 S1Z MM HERA L,

259


https://github.com/aws/res/blob/mainline/CHANGELOG.md

047 2 QIX|LI0JY ARC|R

=L

20244 6

20244 4

20244 3&

20244 2
2024 A 1
2023H 12&

20234 11

28 A

0%

« 2IZ|A BT 2024.06 - Ubuntu X, ZEME
'rrx|' st

A8 dBM: FIME OZE 28 48

2I2|A B 2024.04 - RES X|# AMIs & Z 2
ME AS HES

=7t Al 84 A, CloudWatch Logs £ &, Of
ol H& A7

Z2IE|A B{% 2024.01.01 - H|Z EZ2! dH|0|E
21| A A 2024.01
GovCloud X|& L HIEZEI F7}

=7| ggla

260



AR 7H0|E

01

=
<

Cl

Ix|L{o{™

K

ol o

017

celxi



	연구 및 엔지니어링 스튜디오
	Table of Contents
	개요
	기능 및 이점
	개념 및 정의

	아키텍처 개요
	아키텍처 다이어그램
	AWS 이 제품의 서비스

	데모 환경 생성
	원클릭 데모 스택 생성
	사전 조건
	관리 사용자 AWS 계정 로 생성
	Amazon EC2 SSH 키 페어 생성
	서비스 할당량 증가

	리소스 및 입력 파라미터 생성

	배포 후 단계

	배포 계획
	비용
	보안
	IAM 역할
	보안 그룹
	데이터 암호화
	이 제품의 서비스에 대한 보안 고려 사항

	할당량
	이 제품의 AWS 서비스에 대한 할당량
	AWS CloudFormation 할당량
	복원력 계획

	지원됨 AWS 리전

	제품 배포
	사전 조건
	관리 사용자를 AWS 계정 사용하여 생성
	Amazon EC2 SSH 키 페어 생성
	서비스 할당량 증가
	퍼블릭 도메인 생성(선택 사항)
	도메인 생성(GovCloud만 해당)
	외부 리소스 제공
	환경에서 LDAPS 구성(선택 사항)
	프라이빗 VPC 구성(선택 사항)
	Amazon Machine Image(AMIs) 준비
	VPC 엔드포인트 설정
	VPC 엔드포인트 없이 서비스에 연결
	프라이빗 VPC 배포 파라미터 설정


	외부 리소스 생성
	1단계: 제품 시작
	2단계: 처음 로그인

	제품 업데이트
	메이저 버전 업데이트
	마이너 버전 업데이트

	제품 제거
	사용 AWS Management Console
	사용 AWS Command Line Interface
	shared-storage-security-group 삭제
	Amazon S3 버킷 삭제

	구성 가이드
	자격 증명 관리
	Amazon Cognito 사용자 설정
	관리 설정
	사용자 가입/로그인 흐름
	가입 흐름
	로그인 페이지 옵션
	제약 조건
	동기화
	Cognito의 보안 고려 사항

	Active Directory 동기화
	런타임 구성
	동기화를 수동으로 실행하는 방법(릴리스 2024.12 이상)
	SSO 구성

	IAM Identity Center를 사용하여 Single Sign-On(SSO) 설정
	1단계: 자격 증명 센터 설정
	IAM Identity Center 활성화
	관리형 Active Directory에 IAM Identity Center 연결
	ID 센터에 사용자 및 그룹 동기화
	사용자 활성화

	2단계: 자격 증명 센터에 연결
	IAM Identity Center에서 애플리케이션 설정
	애플리케이션에 대한 속성 매핑 구성
	IAM Identity Center의 애플리케이션에 사용자 추가
	RES 환경 내에서 IAM Identity Center 설정


	Single Sign-On(SSO)을 위한 자격 증명 공급자 구성
	자격 증명 공급자 구성
	자격 증명 공급자를 사용하도록 RES 구성
	비프로덕션 환경에서 자격 증명 공급자 구성
	SAML IdP 문제 디버깅

	사용자의 암호 설정

	하위 도메인 생성
	ACM 인증서 생성
	Amazon CloudWatch Logs
	사용자 지정 권한 경계 설정
	RES 지원 AMIs 구성
	RES 환경에 액세스하기 위한 IAM 역할 준비
	EC2 Image Builder 구성 요소 생성
	EC2 Image Builder 레시피 준비
	EC2 Image Builder 인프라 구성
	Image Builder 이미지 파이프라인 구성
	Image Builder 이미지 파이프라인 실행
	RES에 새 소프트웨어 스택 등록


	관리자 안내서
	보안 암호 관리
	비용 모니터링 및 제어
	세션 관리
	대시보드
	세션
	세션 생성
	세션 세부 정보

	소프트웨어 스택(AMIs)
	프로젝트에 소프트웨어 스택 할당
	소프트웨어 스택 세부 정보 보기

	디버깅
	데스크톱 설정

	환경 관리
	환경 상태
	환경 설정
	사용자
	Groups
	Projects
	프로젝트 보기
	프로젝트 생성
	프로젝트 편집
	프로젝트에서 태그 추가 또는 제거
	프로젝트와 연결된 파일 시스템 보기
	시작 템플릿 추가
	정책 추가
	보안 그룹 추가
	시작 스크립트 추가



	권한 정책
	프로젝트 관리 권한
	VDI 세션 관리 권한
	권한 프로필 관리
	기본 권한 프로필
	환경 경계
	파일 브라우저 액세스 구성
	SSH 액세스 구성
	데스크톱 권한 구성

	데스크톱 공유 프로필

	파일 시스템
	파일 시스템 온보딩

	스냅샷 관리
	스냅샷 생성
	스냅샷 적용

	Amazon S3 버킷
	격리된 VPC 배포를 위한 Amazon S3 버킷 사전 조건
	Amazon S3 버킷 추가
	Amazon S3 버킷 편집
	Amazon S3 버킷 제거
	데이터 격리
	교차 계정 버킷 액세스
	프라이빗 VPC에서 데이터 유출 방지
	문제 해결
	CloudTrail 사용 설정



	제품 사용
	SSH 액세스
	가상 데스크톱
	새 데스크톱 시작
	데스크톱에 액세스
	데스크톱 상태 제어
	가상 데스크톱 수정
	세션 정보 검색
	가상 데스크톱 예약
	가상 데스크톱 인터페이스 자동 중지

	공유 데스크톱
	데스크톱 공유
	공유 데스크톱 액세스

	파일 브라우저
	파일(들) 업로드
	파일(들) 삭제
	즐겨찾기 관리
	파일 편집
	파일 전송


	문제 해결
	일반 디버깅 및 모니터링
	유용한 로그 및 이벤트 정보 소스
	환경 Amazon EC2 인스턴스의 로그 파일
	CloudFormation 스택
	Amazon EC2 Auto Scaling 그룹 활동에 반영된 문제로 인한 시스템 장애

	일반적인 Amazon EC2 콘솔 모양
	인프라 호스트
	인프라 호스트 및 가상 데스크톱
	종료된 상태의 호스트
	참조를 위한 유용한 Active Directory(AD) 관련 명령

	Windows DCV 디버깅
	Amazon DCV 버전 정보 찾기

	RunBooks
	설치 문제
	RES를 설치한 후 사용자 지정 도메인을 설정하려고 함
	AWS CloudFormation 스택이 "WaitCondition received failed message. Error:States.TaskFailed"
	스택이 성공적으로 생성된 후 AWS CloudFormation 이메일 알림이 수신되지 않음
	실패한 상태의 인스턴스 순환 또는 vdc 컨트롤러
	근본 원인 1: 잘못된 LDAP 연결 세부 정보가 입력됨
	근본 원인 2: 잘못된 ServiceAccount 사용자 이름이 입력됨
	근본 원인 3: 잘못된 ServiceAccount 암호 입력

	종속 객체 오류로 인해 환경 CloudFormation 스택이 삭제되지 않음
	환경 생성 중에 CIDR 블록 파라미터에 오류가 발생했습니다.
	환경 생성 중 CloudFormation 스택 생성 실패
	AdDomainAdminNode CREATE_FAILED에서 외부 리소스(데모) 스택 생성 실패

	자격 증명 관리 문제
	iam:PassRole을 수행하도록 인증되지 않음
	내 AWS 계정 외부의 사용자가 리소스에서 my Research and Engineering Studio에 AWS 액세스하도록 허용하고 싶습니다.
	환경에 로그인할 때 즉시 로그인 페이지로 돌아갑니다.
	로그인을 시도할 때 "사용자를 찾을 수 없음" 오류 발생
	사용자가 Active Directory에 추가되었지만 RES에서 누락됨
	세션을 생성할 때 사용자를 사용할 수 없음
	CloudWatch cluster-manager 로그에서 크기 제한 초과 오류

	스토리지
	RES를 통해 파일 시스템을 생성했지만 VDI 호스트에 탑재되지 않음
	RES를 통해 파일 시스템을 온보딩했지만 VDI 호스트에 탑재되지 않음
	VDI 호스트에서 읽거나 쓸 수 없음
	권한 처리 사용 사례 예

	RES에서 Amazon FSx for NetApp ONTAP을 생성했지만 도메인에 조인하지 않음

	스냅샷
	스냅샷의 상태는 실패입니다.
	테이블을 가져올 수 없음을 나타내는 로그와 함께 스냅샷이 적용되지 않습니다.

	인프라
	정상 인스턴스가 없는 로드 밸런서 대상 그룹

	가상 데스크톱 시작
	이전에 작동하던 가상 데스크톱이 더 이상 성공적으로 연결할 수 없음
	5개의 가상 데스크톱만 시작할 수 있음
	데스크톱 Windows 연결 시도가 실패하고 "연결이 닫혔습니다. 전송 오류"
	프로비저닝 상태에서 멈춘 VDIs
	시작 후 VDIs 오류 상태로 전환됨

	가상 데스크톱 구성 요소
	Amazon EC2 인스턴스가 콘솔에서 종료를 반복적으로 표시합니다.
	AD 조인 실패로 인해 vdc-controller 인스턴스가 순환 중입니다. / eVDI 모듈에 API 상태 확인 실패가 표시됩니다.
	프로젝트를 추가하기 위해 소프트웨어 스택을 편집할 때 풀다운에 프로젝트가 표시되지 않음
	cluster-manager Amazon CloudWatch 로그에 "<user-home-init> 계정을 아직 사용할 수 없습니다. 사용자가 동기화될 때까지 대기 중"(계정이 사용자 이름인 경우)이 표시됩니다.
	로그인 시 Windows 데스크톱에 "계정이 비활성화되었습니다. 관리자에게 문의하세요.”
	외부/고객 AD 구성과 관련된 DHCP 옵션 문제
	Firefox 오류 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

	Env 삭제
	res-xxx-cluster 스택이 "DELETE_FAILED" 상태이고 "역할이 유효하지 않거나 수임할 수 없음" 오류로 인해 수동으로 삭제할 수 없음
	로그 수집
	VDI 로그 다운로드
	Linux EC2 인스턴스에서 로그 다운로드
	Windows EC2 인스턴스에서 로그 다운로드
	WaitCondition 오류에 대한 ECS 로그 수집

	데모 환경
	자격 증명 공급자에 대한 인증 요청을 처리할 때 데모 환경 로그인 오류 발생
	데모 스택 키클로크가 작동하지 않음


	알려진 문제
	알려진 문제 2024.x
	(2024년 8월) 가상 데스크톱이 루트 버킷 ARN 및 사용자 지정 접두사가 있는 읽기/쓰기 Amazon S3 버킷을 탑재하지 못함
	(2024.06) AD 그룹 이름에 공백이 포함된 경우 스냅샷 적용 실패
	(2024.04-2024.04.02) VDI 인스턴스의 역할에 연결되지 않은 제공된 IAM 권한 경계
	(2024.04.02 이하) ap-southeast-2(Sydney)의 Windows NVIDIA 인스턴스가 시작되지 않음
	(2024.04 및 2024.04.01) GovCloud에서 RES 삭제 실패
	(2024년 4월 - 2024.04.02) 재부팅 시 Linux 가상 데스크톱이 "RESUMING" 상태에서 멈출 수 있음
	(2024.04.02 이하) SAMAccountName 속성에 대문자 또는 특수 문자가 포함된 AD 사용자를 동기화하지 못함
	(2024.04.02 이하) 접속 호스트에 액세스하기 위한 프라이빗 키가 잘못되었습니다.
	(2024년 6월 이전) AD 동기화 중에 그룹 멤버가 RES에 동기화되지 않음
	(2024년 6월 이전) CVE-2024-6387, RegreSSHion, RHEL9 및 Ubuntu VDIs의 보안 취약성



	고지 사항
	개정
	

