adws
AMEX 7H0|E

AWS Resource Access Manager

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS Resource Access Manager AL 7Hol=

AWS Resource Access Manager: At& X} 7+0|=

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

* 2 c
Ho{EE|HL D HoH ESE LoZ = UE Az MEE + gl&LICH AmazonO| &~FsHX| &

2 7|Et 2E 4 E = Amazonit M| F 2HH O|7LE 20| QUHLE =3 2tAF 2HA|glo] ST AR RS
INSNAA [

Amazonl| 4 E 2 EH|0|E EHAE Amazon 2| NZE = MH|ASE &7, Amazon ERME O|O|X|E
olo




AWS Resource Access Manager
Table of Contents

2 2

»2

AWS RAM
sJd e
o| 0| AWS RAM

2lAaA 3
2lAaA SR
S5 ClAA A8
SHM|A AWS RAM
2= AWS RAM
=z U IH EFE

=T

S
PCI DSS

A=t

g2lAaA
==

==
2las 3R

M T

|>
]

o d

iy
LN
mII

i)
F
O T r ok k>




AWS Resource Access Manager AL 7Hol=

EIAA R AOIOIE s 42
B Bl B T e 49
LHZ7F SRSEE QUE B TR BT e 51

e A R e N | RSOOSR 52
TR L e USROS 54
T Bl B T ettt ettt seenas 55
B B Bl B B T e, 58
B B B A T e 60
LEQF SRS UE B TR BT e 61
Bl B LETE ] e e 63
D= Lo | 5 R 66
B THS Bl Bl ettt 69
AWS APP MESK ...ttt et e e e e e e e et aaaaaaaaaaaes 70
AWS AppSYnC GraphQL AP ...t e e e e e e e e e e e e e e e e e e neeeeees 71
AMAZON AP GAEWAY ........oooiiiiiieeei ettt e e e e e e e e e e e e e e e e e aaaa————— 72
Amazon Application Recovery Controller(ARC) ........eeeeeeieiiiieee e 73
LN g TV o) o I U o] = PP 73
AWS BACKUP .eeeiieee e et e e e e e e e e e e e e e e e e e e e e e et e e e eeeee s s eaa e e e eeeaaeaaaaaaaeeeeeeerraarara 74
AMAZON BEATOCK ... e e et e e e e e e e e e e e e et e e e e et eeeeeeannnnnnn s 75
AWS Billing AHIA BT e 76
AWS CIOUAHSM ...ttt e e e e e e e e e e e e e e et e e eeeaaaaaeeeeeeaaannnnnnsannees 76
F AT S T O To [T = T 1o PR 77
L AT S I @7 Te (=10 o] T =T o1 1] 1S PR 78
AMAZON DAtAZONE ...t 79
N 4 F= 0 o T = RSP P 80
EC2 IMage BUIIAET ...t e e e e e e e e e e e e e e e e e e e e e e eeeeeesnsassaaanes 83
Elastic Load BalanCiNg ..........ooiiiiiiiiiiii ettt e e et e e e e et e e e e e e eaaaaaa 84
AWS Z|F AFERE HIAIZ SMS ..o 85
Amazon FSX for OPENZES ...t 87
AT T 10T PP 88
AWS LICENSE MANAGET ...ttt e e e e e e e e e e e et e e e e e e e e e aaaaaaaaaeeeens 91
E N L 1Y F= T (T o] F= Lo O URRRPPPPPP 91
AWS Migration Hub Refactor SPacesS ..........ooooiiiiiiiiieeee e 92
EEREZE B 0 ettt ettt ettt 93
AWS NEtWOIK FIr€Wal .......oeeeeiiiiieieeeee et e e e e e e e e e e e e e e e neeeeeeeeaaeeens 94
AWS OULPOSES ...ttt e e ettt e e e e e e e e e e e aaaaeaeeeaeereraaaaaara———— 95




AWS Resource Access Manager AL 7Hol=

OUtPOSESOII AL AMAZON S3 ...ttt eeeete e e eneenens 97
AWS Private Certificate AUtNOIItY .........ooooiiii e 98
N = S = e b R 99
AWS RESOUICE (GIOUPS ...uuuiuiiieeeiee e e e e e e e e e et e e ettt e e s e e e e e e e e e aaeaaaeeeeeeeeeeessssssssasnnnnnnan 100
AMAzZON ROULE B3 ..ottt e e e e e e e e e e e e aaaeaaas 100
Amazon Simple StOrage SEIVICE .......ccoooiiiiiieeeeee e 103
AMAZON SAGEMAKET Al ... e e e e e e e e e e e e e e e e e e e ———— 103
AWS Service Catalog APPREGISIIY .....coooiiiieieeeee ettt 110
AWS Systems Manager Incident Manager .............uuuuuuiiiiiiiiiee e 112
AWS SyStEMS MANAGET ...t e e ettt e e e e e e e e e aaaaaaaas 114
0 4 F= 0 o TV SRR 115
AMAZON VPO LatliCe ...t e e e e e e e e e e e e e 124
AWS ZEFRE WAN L.ttt e et e et eete et e e e et e e e eteeeteenteeteeeteeneeanens 127
O A THBE BEEl AWS RAM ...ttt te e ete e eneen, 128
TR R B ] ettt 129
T BEI-E TBE A T A e 133
LR b B L BRSSO 134
T2 BRI TBEOl M EHT A 135
CIHE S 02 2l HES ZI2 AR M e 137
L e R b = B | R 139
T BRI PHEE AE K e 140
ZHEIE T BT RAOHOIE Lo 141
T2 B EI- BB T A s 143
T B O] A A bt 144
B B O] B & ottt 145
LS R 147
T O E] B e et ettt et ettt et eaeenes 147
Y B B L = SRR 148
7 IAMOIA AWS RAM B G G A e, 149
N R e o S RS 152
MHIA @18 Q8 AL et 157
O I RS 158
T3 = RO 161
Organizations@h2| BT HIBIAISE ..o 165
A R LI | L SRR 166
EventBridgeS AF&SH0d B LIEAR L. i 166




AWS Resource Access Manager AL 7Hol=

E AM83t04 AWS RAM APl Z& 2 Z AWS CloUdTrail .o 168
A ettt 170
O B O oottt 171
F VAT ST R 172= 1 (] N[ 171

LR AE R et 172

CIE HIO|A A B O E A et 172

Al I O E B M A e, 172

Il B T ettt 174
QLT I IDTE BRHGER] QS oottt n e 174

F N [ ] TP 174

S b o ST U TR SR SRR PO 174

T 11 () o T 174
R HAMIA THER R Ol e e 175

F N [ ] TP 175

S b o ST U TR SR SRR PO 175

T 11 () o T 175
R & B QA BIAA O ] e 177

F N [ ] TP 177

S b o ST U TR SR SRR PO 177

ST 11 () o T 177
R A BRI S B Il Rl A S e, 178

F N [ ] TP 178

TE S B B Ol A BHZ B e 178
R B BlAAE B B QB e, 179

F N [ ] TP 179

TE S B B Ol A BHZ B e 180
R BEE TETE O3l et 181

F N [ ] TP 181

S b o ST U TR SR SRR PO 182

ST 11 () o T 182
== N =1 ST UR U URURRRRRTO 182

N L TR 182

S b o ST U TR SR SRR PO 182
P C E B R B R et 183

F N [ ] TP 183

S b o ST U TR SR SRR PO 183

Vi



AWS Resource Access Manager AL 7Hol=

Service quotas

.................................................................................................................................. 184
F N A SIS B ST =R 186
T [ = PR 187
....................................................................................................................................................... cxcevii

Vii



AWS Resource Access Manager AL 7Hol=

AWS Resource Access Managerzh FS12I17t27?

AWS Resource Access Manager (AWS RAM)E AF235tH X|HElE 2lAA 8ol s =& EEE ES
Z| EH2{(OUs) AWS A 3! AWS Identity and Access Management (IAM) 23& & AFE X} ZHod| 24

E oISt SR = J&LICH odE] 717 e B ElAAE B ddst T AWS RAM & AHE or
0 S 2|AAE CHE AHHM AA8E = UT S & AWS A - U&LICH oM AEE #elsts 3
? ZEo|CtE 2 E AM £ stk o|4 9| X|HE =& Er(ou)of|l ZEE AEDD BAAE SR
) o]
_=||_

X Zlo| AR QOIX| 045 of 27Q10| AIH ID AWS

AWS Organizations= 4 &L|Ct.OUs E&t H™E Alo| &
HAYHEE E""QP RE = UsLch XHEl=E 25 2L RE2 XYHE IAM G U ASXte 3

L&

- SEY MR

+ 2| 0|3 AWS RAM

- Blas BR EHE YA
.« ANA AWS RAM

- 22 AWS RAM

- THET Y IMEE

CI= H|C|L0| M=o CHEt 7HEFE
gt REMISH L8 2 222 BH

o

2l
P
Ol
I>
>

0

Ol SB YoM |4 Her 2 Araflof et 12 2|y HetE Adstn ¢dsis YHS EoiEL
2 X
=

A ZSHAAIRL.

E M35t 0|95 AWS RAMRCIQILF? Chent 242 o|Me X|=Z8huc}.




AWS Resource Access Manager AL 7Hol=

28 QHE|E LA - BE|AAE §F B MASHCIS AWS RAM £ AI236104 sliE 2| AAE CIE AHIH
I ZRELICH O8{H ZE AHM SEE BIAAE ZZH|IXIE LRI oz 28 Q15
E7F £20{ELICt BIAAE AFSH AHE Lol ME R4 5 7|dh et HAS AIE5HR| S sHE
HHEo| BE &t al AL KIof| A HMA HEHE 205l AWS RAM & & ZtASEHLICE
Hoh ol ot MIT - stLtol MR U HEt MEE AH85t0 TR Elaaol it 2ok #alg ZhAast
& £ &LICH BE I HHo| 5 SlAAS MMSCIH SIS A2t Wt F8HSCiS 2
E AX™HM SUSHAH |X|sHoF 5t 2tefo| ZRELICt CHAI AWS RAM ElAA BRO| ZE AIS
A= B A gl #Het Hgto =z Z2|ELch e ChYst K80 AWS EIAAE S RE £ Qe it
Z| #7742 AWS RAM M 28|t

§ g6l 2R E|AAQ| AR

Ol ZEAF 7Fs M X2 - AWS RAM £ Amazon CloudWatch2t &
MNE HEE ZL|C} AWS CloudTraill.E 28 2lAA 2 H|Zof CHet =

g|AA T8 HAMS AIEE 3 2A AHY HAA

Q|20 A AWS Identity and Access Management (IAM) 20t FX|(IAM & & AL X}

= —
=2 = = o
AL 7|H HAE AWS AE 4510 YT R AWS B[ AAE OHES SRE + U&LICHAW
o agu YMg st E|l AL E SRMHTIEAWS RAM ME et F7 =
[m! [e)

o
LICt & AtE 35t

_,_
o
o

CI20 Ze 7|s8 ¥E &= AWS RAM ¥U&LICE

IDE 25 YHSHX| FnE =& L= =& H(O0U)%F SRE 4= AWS HH IDs.

MERE OFR| Y 2IAATEAFZ R AFol 2™ e JAxE el AWS MH[A € 2 API &Y

oM 2 S/E CIAAE 2 = U&LICE o € E0{ AWS RAM £ A 3104 Amazon VPC AHE
St 4 sliie A

e o E A" 3 Ho| At Xt= Amazon VPC 2& 1 s AHHoA - E
Amazon VPC API 40| Aol M MEE & & A&LICH 2l4A |8 M E 14504 S/E
2laAE O3 WAlCE EAIEIX| ofom, CHAl 81T Amazon 2l4AA O|E(ARN)2E 2|lAAE 7

4Alo
M5t HAIHo R &xsfot gLiCh.

=
2lAA ARKE RHAIO| SREH 2 Y ElaA0] HHAE = s EoF FHE &g = UsL

ZEo| YRt ot HHT BlAAE SR HRE =0 Z2AMAE AWS RAM A[ZFELICH £
MR 7F ECHE S2fsfol 2ot FHTF BR 2lAnol HMAY 4+ UsLch 5 L 28 752 B
M5hste ZE ) AND ZRY I A0H7H WK eaLich

BlEA JlE gg ASE 224 A ANA

N


https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-orgs

AWS Resource Access Manager AL 7Hol=

« PromoteResourceShareCreatedFromPolicy APl 24& Al &L|C}.

- API 49| alie &= 2l AWS Command Line Interface (AWS CLI) promote-resource-share-
created-from-policy &2 AL &LICEH

oo
2 AA BF ES Al
A A™O B[AAE AWS A™HAH| HHQI CHE A™EO 25 AH| A™He| 2ot FXA|oAH 3¢
2| AA0 CHEF HM|A HEHE F2045HAH BlLICH AH| HHe| dE U AFXHo|H M ZE HA
al Heto| 28 2lAANE MEE/LICH 2RO BlAAE AWS A 2880 HIO|IEIE Bl AAXH E
|t
=2 2|AAL} 2 BAAE BF SRE = UELICE RIAME LIS2 22Y 2|AAL 2™ 2[AA
E H|5t0d 37 BHHE HESHAAIL
ZlaA 3R

AWS RAME AtE6tH E|laA SRE HHstod ARE AL E SR & USLICHL ElAad SRE

ddstedH ChE 2 X|Egoh

= 3SRE ddstei= AWS 2[H LICH 2£2| REF T 2ME[0 = 2l EECH2 Ol
oM B™HE MEIELICH M E --region IHEFO|E{E AWS CLIAFS & LC}.
| SR0lE 2lAaA SR SUstAWS 2™ o U= 2™ BlAADR ZEHE £ Q&L
- Blaa SR S2Y 2l4aA0 X|HE & 2|H 0|7 SF(HX|LoF SR, us-east-101 U=
Aot Z|AA B0 2E2Y 2|AAT ZTEE 4 AsLict
- 2lAA B3RO 0IF
- 0| ElAaA BSRO URE HM|A HEHE BofdtEiE BElar S8
- BlaA SR CHE AMA HEHE Foig 2ot FA 2o FAH= 71 AWS AHE, TR HHE E=
ZE| o] = Z| E+2|(OU) AWS Organizations 70121 AWS Identity and Access Management (IAM)
oisl oF = AR ALY £ Ql&LCt
@ Note
E ClaA RS IAM G U AISAet S|E = Ae K2 ofHLCt o|2{3t 2ot =
ot BREY &= Ue E2larol CHEt RHMEH LIER2 SR 7HSEH AWS ElAaA MME FZ6tA|
2.
EPNETCRSERTN 3


https://docs.aws.amazon.com/ram/latest/APIReference/API_PromoteResourceShareCreatedFromPolicy.html
https://docs.aws.amazon.com/cli/latest/reference/ram/promote-resource-share-created-from-policy.html
https://docs.aws.amazon.com/cli/latest/reference/ram/promote-resource-share-created-from-policy.html

AWS Resource Access Manager AL 7Hol=

Sk AZe geE(d met 2l Hetol mhat ohE A"l FA
5k & 0

Heto| S&2 Eot A |l et cHELICH
» Hot FAILElAAE £FE AYD OHE AY (e B2 2lias SR HAZE HEHo|SiE A
Ho| AY A ALK Ro4F = U= (O HWEHALICE T CHg s A"l 22RtE 1AM
RH BE 7| S AF85t0] 37 BlAL0l CHEN AMA HEHS JHE A Y AL Ko7 04
ok BrLICt Ol2d8h HAMolA Roixls Het2 2o ZR0| HZE Heto HolE HEts =t
g & glgLct
ElaA 28 HHE ZRsHE 2lac0l i M 2R HE 2RO
=K NI PSR
Blas AFKTEH ALY 2IALAE SRS Y HHO| 2IALE ARE WXH 37 2lL20] AA|
AE 4 Q&L B MH|A9| 24, AWS CLI BE A API XS AHZ3to] 2lAaa0f HMAE £
AGLICH A-O| Hot FA7F +8E 4= U API ZIA2 2las Rl met ChiEH, 2las 3]0
AAE AWS RAM HEF2 2 XIYGELICH A™| FHE ZE IAM ZH 2 MH|A Mo YT 7|& o
X8 2 Eot A HHEA KMojof CHEr 7[E £XAE E8E + &L

e SIAAQ| MHIAE ALE5I0] S 2ladol AMAE I 2lAAE AR AWS A 2ot S U

7|1t Mgtol A& LIC

LA BR, AR A™EHO| ElAATE U AWS 2T o MEH MM AT = U&LICH
2 7

« 22 BAACIHAR B|AAO MHIA & L =17} X|HE 2 E AWS 21T oM E|A A0 A
MAE = &LICtH XIHE & 21Tl 0|5 S5 (HXILIoF £5) (| AHEF AWS RAM 2& & =70
MElAA 3R LY 2 E2H ZAAE E1 28 & USLICtus-east-1.

AWS RAM &

AWS RAM £ € 7|8t Al2 X} QIE{H 0| A QI AWS RAM 22 M E2¢&LCt. of 718t 3 AWS
HHo|l 22 2IAWS Management Consoledt AWS RAM 2& & HH0| k|| MHE MEHGlo &
AWS RAM Off HM|AE £~ QU&LICH.

OH

| EIAAME 4


https://console.aws.amazon.com/

AWS Resource Access Manager AL 7Hol=

HEfRXMoM 2 AWS RAM E2£ 2 O|SE & J&LICH of X 20QI6tX| i 2 49 2£0| &
AlE7] ™ol 23lstelE HAIXIZE ZAIELICH

Iy

AWS CLI 2! Windows PowerShell2 &=

AWS CLI 2= AWS RAM HEZ] API & o] CHEt 21 HMAE AWS Tools for PowerShell XS
gLt &= Windows, macOSZ oA O|248t =& AWS K| AT LICtinux. A|ZF5EZ(|odl CHEF REA
&t LI 2 AWS Command Line Interface AF& MM EE& AWS Tools for Windows PowerShell
ANE HBME HEstH 2. BHoi| chet REMIEH LHE 2 AWS CLI BE FH Z EE&= AWS Tools for
Windows PowerShell Cmdlet =& AWS RAME Z5HAM| 2.

AWS SDKs

AWS = gHelet Z2 e ool CHEH API BHEE MBS ELICH AlZFet7|ol cHEt REAMEH LHE 2
AWS SDK 2! =7 X LM E FH XML,

Query API

XeEle 22 @10 & 5HLHE AFESHXR| &b B AWS RAM HTTPS #E| APIE A8 35tH
AWS RAM Zlof =232 &Aoo 2 HA|AE = AUESLICH AWS. AWS RAM APIE AFS3HEH A
HIAO E HTTPS S Adlis = QI&LICH AWS RAMAPIE A& e At SHE AIS

5toi LEO| CIX|E S 422 MESH= ZES E 250k B LICH REAIEH LIEE AWS RAM API

zE HEsHL.

I
AAE

_

= AWS RAM

AWS RAM ElAA SR E MEstD AY 70| BIALE SRS O E=E AI8SHH F7H 220 7
T X| St ESLICH EBlAA AL 222 2lAA f8oi wet ctELUCH ol 3] 7 =
TP slE 2hedof CHEE REMIEE LIRS BIAA A% MU|A Ciet MAEME HZSHML.

=E
=

=
[=)

THES W =R

b
A

PCI DSS

AWS RAM = 7} EE &= MH|A ZB2ZXR71 A8 7t
st ZA| 7HE A4(PCI) CO|E{ 2o ZF(DSS)2

L
4>
/o)
rr
Y
|0
Hu

I

b
m
29
>
Co
o

I'IF

AWS PCl ™ & I{7|X|o| AR E -5

o 12 HXSAML.

] S PCI DSSof CHsH RkAI5| &ot22{™ PCI DSS

2= AWS RAM 5


https://console.aws.amazon.com/ram/home
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/cli/latest/reference/
https://docs.aws.amazon.com/powershell/latest/reference/
https://docs.aws.amazon.com/powershell/latest/reference/
https://docs.aws.amazon.com/sdkref/latest/guide/
https://docs.aws.amazon.com/ram/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/ram/latest/APIReference/Welcome.html
https://aws.amazon.com/compliance/pci-dss-level-1-faqs/
https://aws.amazon.com/compliance/pci-dss-level-1-faqs/

AWS Resource Access Manager AL 7Hol=

FedRAMP

AWS RAM = AWS 2|M 0= S8 (HX[Lot 58), 0= S8(2350|2), 0= ME(ZA2|l=ZL|ol 58
2 0|3 ME(e2)0lA FedRAMP Moderate 2 &1 =& LICEH

AWS RAM = AWS 2|7 AWS GovCloud(0|= A&) & AWS GovCloud(O|= &S5)0i| A FedRAMP
HighZ QI&EL|IC.

QiU AIE I3 U M Rof BE| TR IH(FedRAMP)2 222E ME U AHlA0| Hot By}, Het
204 U x|&xQl DLIEZo] Cfet EE M3 WA MBse HE Aalo T2

4%
(=)
jul
ro
Pl
x
rok
o
oo
rlo
-
D

o
Py
>
=
U
jo
ik
[
Q'I_l
x
kO

FedRAMP & &

sSocC %' 1SO

AWS RAM &= AH|A =& X|0{(SOC) & &= & ISO(International Organization for

Standardization) ISO 9001, ISO 27001, ISO 27017, 1ISO 27018 2/ ISO 27701 E&0| M8 k= {43

ZEo AH8E = UELICH 28, 22 U J|E A CHd BEo| nZi2 1 Ho|EE EE5t= 2o

T2 MA L Ko{of CHEF RQIAIOIEE ¥ = U2 M, 0| QAIO|E= SOC E A2 AWS ISO & CSA
=t 0|5t

STAR Q1B ME S35H AWS Artifactoll M = Ig = Ql&LICt

SOC 1’8 &=0i| CHet XtA[EH LIE2 SOC MM E A xR otM 2.

1ISO '8 &0 CHet AbAIEH LHE 2 1SO 9001, ISO 27001, ISO 27017, ISO 27018, 1ISO 277012 &

ZotMlL.

FedRAMP 6


https://aws.amazon.com/compliance/fedramp-faqs/
https://aws.amazon.com/artifact
https://aws.amazon.com/compliance/soc-faqs/
https://aws.amazon.com/compliance/iso-9001-faqs/
https://aws.amazon.com/compliance/iso-27001-faqs/
https://aws.amazon.com/compliance/iso-27017-faqs/
https://aws.amazon.com/compliance/iso-27018-faqs/
https://aws.amazon.com/compliance/iso-27701-faqs/

AWS Resource Access Manager AL 7Hol=

AZHSEZ| AWS RAM

A &5t Rpalo| Afeh B[ AAE CHE 7HQI0 SRE AWS
E|' AWS HE. oM AEE BElsteE 82 ZE| OHE A8 2| AL E S/*E AWS Organizations =

T UELICEH CIE AWS HHOZERE SR/ 22 EB|AAE MSE =& J&LC

Py,
D
0
(@)
c
3
D
>
Q
o}
D
N
7
<
)
S
Q
Q
@
N

. 39
o>
E

LHE SFE M3l6tR| doM E[AAE TR E= TE[O| ZE HP|(OU)2t SRE AWS
Organizations== @& LICt. St X|EF ZE|of 7RIt Z|AAE SRE == AWS AHE U&LICH X[&E|
El*/\ 7ol df %9 S Identity and Access Management (IAM) 23& EE= AL X2}

0l 22 ol2{E wot Fx Zxol Yss} ofd e AR $13

E'L—IEP 2lAaA S/of| Foistets ZONE EH &l ZOHE +2f6lol S/ Elaa0] HMAE = U&
LICE.

LiS

- Of CHel 8o & 7H'F AWS RAM

« AWS E[&A &

- SRAWS ElAA AME

of CHer 804 & 7HE AWS RAM

CH= 7= AWS Resource Access Manager (AWS RAM)E AI875104 E|AAE SR5ts WHe A
Bst= ol =F0| ELct.

e AP =R

2|44 BRE 44 AWS RAM 51018 A8 504 2|4 A8 SRELICH 242 2R M 7t 24

Ct2a Z&Lct

« BREY oLt 0|40 AWS 244 SEUL

. BlhA HAA HEO| R0E SfLL O|M O Hot Fx| 25

- TR0l ZEHE Z 2lAA SHof CE 23 HE 2 By Wt oY 2laa R0l s Y
[o| R E ZlAAM M=EL|C}

AWS RAM £ A835t0d El&as SR E 488 = ElaA SR XEE 22 FHoH 7l Elas

off CHEF HMA HEFE Foig =+ JU&LICH

80 27 7


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html#Principal_specifying

AWS Resource Access Manager AL 7Hol=

« 2t9] AWS RAM 28] E 7{ AWS OrganizationsHe} 2R st= EoF FA7I 3R HEHL 5UsH =%
o A= B2 H™E ZElXt7F AWS Identity and Access Management (IAM) T8t A4S At

AAE MNEY 7 e HEE Foidte FA Y £ FH7F KM A HetE &S

« Organizations2t2| AWS RAM S/ E 74X| efHEtE = &0 AWS A /U= 7Helnt
g = UAGLICH AH| A™He| 22Kt 2lAA S/ Foistete ZOHE &AH I, Z=CH
Of 2lAA R0 XIHE FA7t 7 BlAA0] HMAE = U&LICH
- BlaA RFAM X[H=E F o
A ZRol FofstEte ZUHE
ofl HA|ASH 2 9lALICE O

Bt AWS Z|AA M =& 9|

Fl'F

T A&LICH AH| AEe| #EIRHE EI/\
2 30 x[EE FAI SR 2l

=]
Hote el Fol Ciet RtME LIE2 SR 7Fs
o

VAl

S A

ZQ A™OE ZRE BAATH ZE|0] OH,0 BlAAAME AWS RAM ZHEIRI7HE AHE 803
AWS 2|AaA S/ E HHELICH AWS RAM.

AWS RAM #E[XH=0AM 2|44 SRE MMSIT 788 = U= HEHo| U= 1AM EoF A Lct
AWS 7{|H. AWS RAM £ B|AA BR9| B|lAA0 B|AA 7|H HA S 0179510 2 S52 2 AWS
RAM Z2|At= ElAA R0l Z&E Z 2|44 o AWS MH|A CHSHO|AM PutResourcePolicy
HUS S EY = Us HEE Ao{ok FLCH

AH| 2ot FA|

2H| HHEH2 BlAATH SF AWS AHE £l LI 2laa FRrole AYE HMAE 2o FAE X|-HS
HL LB 2lAA f8o | AR A™o Y AdF = AFEAE FAHE XHE = JU&LUct ol 82

24 2 L
S ol CHEt REMIEH LHE2 25 758 AWS EIAAAM IAM & Sl ALK}
FR %Mﬂ&.

SRE X|Hste 2

k3R s ¥

u>l- I

AWS RAM £ BlAA 2RO AH|IXIEZ MH|A 20 AT X|HELICH o] & 2R E X|Hst= 2

A4 S| CHE AHME IS R 7H5H AWS ElAA00M MulA 2ot T B9 ks U &
V=)

A ARl Bot FHE CHE MEHo| DT S{S5He ST £ 4 UaLICH

. Blas ZRO| AUZE HEH HE of HEHS A HAFO| Hot FHoIH RoiE £ e ATy Het
2 RImBLICH

0H
Jo
X
o
(o]



AWS Resource Access Manager AL 7Hol=

AH| A™EO| IAM #E[XH7F 7 48 e = AFS Aol ¢dZ5HE IAM AFZE B 7|8 MM o] M2
2 A W) BlAA9] Amazon ElAA O|F(ARN)Z! X[HE Zedol CHEH Allow M A HEHE 2
o45Hof B LICH.

AWS RAM £ BlAA BRO| AH|IRIZM CHS IAM EoF x| K8 X|&ELIC.

I CHE AWS AE - ElaA SRE AL8SH 37 AE ZEE E[AAE AH| AHWM AHSE =

A& LIC

% |7Ho| A|-9-X|-- oll=i E|_/|\_é % |7=|C> 7|.||:|=| IAM (oL | éEI- EE A|-9-X|-9|- x|
|2 ELICH o] 2ot A RE2 Y ARNSZE X|™E&LCt.

o4& — arn:aws:iam::123456789012:role/rolename

HL
ro

A - AWS MHIAZ BlAAE BRH0| BlAas TR CHE AMA HEHS Mu|Lof

M
* IAM AFEXl - arn:aws:iam::123456789012:user/username
A
LICH ME|A Eot FX SRE AFE5IT AWS AMH|ATE AFEXHE CHAISHO] Y E =250

MHIA Eot BRI ZREHH STl TRE ST LIPS ot T K Mo
MEBCHE S20iM MHIA ot FHE MBLICH MulA Hot ZH | 0|F2 T HASE X

S

s Service-id.amazonaws.com

ESE 2l Y-S £0(7] I8 SlAA HAME aws:SourceAccount 27 710 2lAA ARXKl

O AH IDE EAIELICI
Eo| A - 37 A™0|o| M B2l AWS OrganizationsEl= B BlAA SRE ZEO ZE HH
st x=xlo ol 2E A™u 3

AZo| IDE XIHE + A&LICH Elas SR0E aiY =& B2l(0U)
DE XIHE =& U&LICH SR ALY A&l 22 E= KAl 2% 1ol OU ID2tEH S/ E

=
LICH =& L A™E2 =% E= OUL| ARNSE X|-EELIC.

1 40 B P
OK

zo MY
@)
> Q 0

P
A
lo
H
In
N
0
iul
oo o
rlo

AWS OrganizationsZ= Z|2| ARN 0| A|{L|C}.

arn:aws:organizations::123456789012:0rganization/o-<orgid>

« ZE|ERIo| B E HH™ -2 OU ID2| ARN 0| A|LICE.

arn:aws:organizations::123456789012:0rganization/o-<orgid>/ou-<rootid>-
<ouid>



https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html

AWS Resource Access Manager INT=IY A To] =]
/A Important

ZEHEE0UL SRE M T Helo ElAA SRE ARE A™HO| ZEE|] USH SR
AHEHO ZE FA7I RS2 2 B9 BlAaA0f CHEE HMA HEHS A ELICH Fo{E A
MA HEH2 et ZE #el™ HEtof ols HolELICH ol 3/l & 2l4aA0 AWS
RAM @185 = ElaA 7|8t HEO[E AE5HT| INERJLICH Principal”: "*". XpAM|EH LY
2 2laA 7|8 Aol M "Principal": "*" At Al 2| ALY B2 R ESHAAIL.
CHE Ad| H X9 EO.. FHeE 37 2laao FA "*'kllég T Qi&LICt CHE AE el el
R7F A Xt BE 7|8 HEt HAME T 2oF FA|of edZsH o =LICH o|2{Et M2 2|
LA B0 U= 7Y 2|AA | ARNO Allow AA ._?_% L oiafof g LICt. olz{8t ™
Mo| M2 BlAaA SR AAE el HEtd X[HE HEtg =g £ gigLct

O|AA 7|HF X4%H

O ‘S
2lAA 7[HF HAM2 |AM HA 01018 +#35t= JSON HIAE EMULICH IAM &8E = AFSXRIeH 2
O| 2ot Fxflof edd5t= AtE 5 7|8 HA &h2| 2lAA0 2|4&A 7| HAE AZELICH= 2
AA ZL0| MBS HEE J|HO 2 AFRKFE CHAISH0 E|AA 7|HF AHERHS AWS RAM EHAIEHL|C}
SlAAN HMAE = e AHBRIE ZH™H5t=E Principal B @4 & X|Z5HoF & LICH REAMIEH LK
9 S8 7|8t 2

13 oo

=
Pal
N

E2 1AM ALE dE Mo

oM HMEE 2lAA 7|8 Y2 CHE 2 E IAM HX 1t 874 7t AWS RAM EL|C}. 0470
AL HMASIE{E HOF FAo| HZEE ZE |AM Xt 5 7|HF M3 tof M2 £+ AWS
Organlzatlons Ue=0d CHEE MH|A Ao HA(SCPs)0| ZEHEILICH AWS H/E. oM MHEE BlAA 7|
Ht MM CE 2 E AM Y0 S s M3 IIF 2 Flof AWS RAM Fo{EfL|CH A3 tof Cist &}
Mist LHgDt 0 2 HEtE AXSHE WHS 1AM AFS AP0l &2 Ty 2 218 2T SHMIL.

rl

AWS RAM & easy-to-use &5t 2|44 7| HAMZ X F 504 ZHE et oM 2|44 SR #E2

NS ghct.

0
20l AWS RAM E & 5t= Amazon SageMaker Al EPOIEEPO.J% Mzt 2 M. skt e| EI*A E
M 220 47| M HMA HEHS MBstn, 28 OhS CHE 2las SRE AHSStod B HHo
SageMaker Al A&l #FHEF Hoi& 4= Ql&LICh= Ol2HEH F 7HX| HEt MEE B 2l4a4 Ao o
o 23 AWS RAM AtS2 2 AR efLich O/ Chg A E 2o 7|H HAE nho|=2tel 2[4 A0

P
[>
\d
i
02
12
IS

2l


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

AWS Resource Access Manager AL 7Hol=

AEELICH GetResourcePolicy 2 E £ &3040 7|2 Elas ME 2
JHCHE oY 2las 7g QS ALE5t0] S/ 2laa0 DiE HUE =

02
30
o>
T
]
>
=
»
X
E
>.

BlAA 7|t HME 502 MM35lT PutResourcePolicy
o CtS0H Z 2 0|H0o| {22 2 AWS RAM £ Atg5t= X0l

. B AHIK AN IS N B A8 80] BIAAE TR S AWS RAMAISRHE 2144 A8 M
201 2 S APIHHOIK M SRE DE 2S4S ASH ATl T 9lE Skl & 4 2
A ABO| ABRHE

QIgsLICH Blas 7|8

ARNOE El/\/\E 74

e
@]

o
D
o
c.
a
rH
b

S 4y [
(o
g
o Im
@]

o
D
o
c
a

nr >
LY
pa}

z I2
10
my
=l
2
x
|H
12
m
mp rir O
M ox

= 4 P

OT_
::
la}
|
I=
0
Jivd
\l
.|.|.
[e][]

>.
=
ol
-

I TN T T
30 0F I
>1
il
|0
HU
ook
B
g|=|
ok
r
In]

Ko el 7tesYd -E AF85Ho 2lAA
El/v\oil OH A|

A

S HXHo| AWS RAME|AA
U&LICH 2lAA 7|8 =Y

PIOI M 70 2|a A0 CHEF HAME HE

o »

H

ol

. BE4-E AB5od 24

= 95T st E9I2 BEIZ AWS
RAMZ QI&LICH BlA4 7[dh HMBH A8 5Hod EAAE TREHED

25 R E 2|lAA0 i

Mg o444t ok gLict.
- e B AS P':“' JSON 7|8t IAM %K 210{E O|aHE E 27t AWS RAMSIELICHE BlAA 3
R0 ¢1Z2E &= Q= ready-to-use AWS 7tsEH #HE|E HEH2 AWS RAM XS & LCt.

£ M85tH 2las T|E YHME of X XS K| fl= LR Eloas REE SREY =T AWS RAMRIE
LICt Of24Et BlaA Rl ZRE MX| HEtS LIEHHE 2l&A J[H S AWS RAM IS 2 M
EHE g £ lGLICH oi7|of= S

MgtLict. AF& A= GetResourcePolicyE & &36104 O
Z2 2lias RYo| ZEELCH

Amazon Aurora — DB £{AE

Amazon EC2 - 8 0| L M8 SAE

« AWS License Manager - 2H0|MA T4

« AWS Outposts - 2Z H|0|E|0| 2 & Ef0|€, Outpost & AIO|E
- Amazon Route 53 - & 7%

« Amazon Virtual Private Cloud - TZH AR IPv4 A, M5 AL SE, MEY ECN=E O|3] CHA, MS
HOIEHO|, & HOIES O] HEIFHAE T Q!

CIP NPT 1


https://docs.aws.amazon.com/ram/latest/APIReference/API_GetResourcePolicies.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_GetResourcePolicies.html

AWS Resource Access Manager AL 7Hol=

AWS RAM MM E 2|AA 7|HE Z4ZH0]| o

EC2 Image Builder O|0|X| & A& 7HH H L SRot= B CHE oilxet 22 EHE AWS
RAM MAstT 2|AA ZSof Z3t=l o|0|X| 2|A A 93Z38tL|C}.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal”: {"AWS": "arn:aws:iam::123456789012:roo0t"},
"Action": [
"imagebuilder:GetImage",
"imagebuilder:ListImages",
1,
"Resource": "arn:aws:imagebuilder:us-east-1:123456789012:image/
testimage/1.0.0/44"
}
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olMIQt ZH2 MRS AWS RAM M5t T 2lAA R0 ZetE o|0|X| 2lAa0] AZASLICH

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/MySampleRole"
b
"Action": [
"imagebuilder:GetImage",
"imagebuilder:ListImages",
1,

"Resource": "arn:aws:imagebuilder:us-east-1:123456789012:image/
testimage/1.0.0/44"

}
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"Action": [
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"imagebuilder:ListImages",
1,
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* organizations:DescribeOrganization
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{
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$ aws ram create-resource-share \
--region us-east-1 \
--name MyLicenseConfigShare \
--permission-arns arn:aws:ram::aws:permission/
AWSRAMDefaultPermissionLicenseConfiguration \

--resource-arns arn:aws:license-manager:us-east-1:123456789012:1icense-

configuration:lic-abcl23 \

--principals arn:aws:organizations::123456789012:o0rganization/o0-1234abcd

{
"resourceShare": {
"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-
share/12345678-abcd-09876543",
"name": "MyLicenseConfigShare",
"owningAccountId": "123456789012",
"allowExternalPrincipals": true,
"status": "ACTIVE",
"creationTime": "2021-09-14T20:42:40.266000-07:00",
"lastUpdatedTime": "2021-09-14T20:42:40.266000-07:00"
}
}

£ M8sto A™L SRE 2lAA AEE AlRfsttiH OHE HHe
=BT

UF

« Bl SR EOf0f S

- SRS ELAAME

AWS Resource Access Manager

25



AWS Resource Access Manager AL 7Hol=

clas 37 ZCOio| 8F

« O Z%|0i & AWS Organizations 8l 10 =& L ZR7 EH3tE 32 T X9 Hot FAl= =i A
0| 3R ClAA0 XI5 2 HMAE £ Q&LICEH
« B[AAE AR AWS HH BotE SRets 32 SHE AHe Eot FA= =0 gi0] & Ela0
ASS2 HMAE = A&LICH
Console

KEHO-Il (=1 L_-|'OI.E:| mE|

1. AWS RAM Z&0|M LI%t 257 ElAA 25 HO|XIE LiCt.

(@ Note
2lAA SRE MHE AWS 2|1 o MEF £ = JU&LICH &0 ol & 2lAA SRTL
EMNEZ|X| piE B9 QEDR SHO ESOR2 THEES AWS 2| A85t0{CHE 2 ™
gtatiof & = A&LICH

2. HMA HEtO| RoE ElAA BR SES HEELICH
AEf B2 BlAA S0l CHEt 347 o AEHE LIEFHLICEH Pending & ElE ElAA S0
FIE|RAKR|BE OF R RLHE £EEHHLE HESHR| A UZSE LIEFLICEH

3. EBlAA B Z0ij0| SESIE{H 2lAA SR IDE MEHS T 2ZlAA B £ MEHSI0{ |
E 25t HL 2lAA 2R HEE MEHSI0 ZOIE HEELICH ZCHE HESHH 2|AA0| A
NAE 4= Qi&LICH ZCHE £+2H5tH 2lAA| HMAE £~ &LCt.

AWS CLI
HX AL 7ts8 ElAA B8 =0 S5 &QIFLIC CF2 oA B2 us-west-2 2T Al
Mo, 8t ElAA ZLR7F PENDING A EfRES Eo{FL|Ct

$ aws ram get-resource-share-invitations
{

"resourceShareInvitations": [
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https://console.aws.amazon.com/ram/home#SharedResourceShares:
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{
"resourceShareInvitationArn": "arn:aws:ram:us-
west-2:111122223333: resource-share-invitation/1234abcd-ef12-9876-5432-aaaaaallllll",
"resourceShareName": "MyNewResourceShare",
"resourceShareArn": "arn:aws:ram:us-west-2:111122223333:resource-

share/1234abcd-ef12-9876-5432-bbbbbb222222",
"senderAccountId": "111122223333",
"receiverAccountId": "444455556666",
"invitationTimestamp": "2021-09-15T15:00:32.568000-07:00",
"status": "PENDING"

}
]
}
O|x HZol Q= =CHO| Amazon 2|44 O|F(ARN)S CHS B o| ulztn|E|Z2 AF86tod silE X
CHE +2re &= JU&Lct
$ aws ram accept-resource-share-invitation \
--resource-share-invitation-arn arn:aws:ram:us-west-2:111122223333:resource-
share-invitation/1234abcd-ef12-9876-5432-aaaaaallllll
{
"resourceShareInvitation": {
"resourceShareInvitationArn": "arn:aws:ram:us-west-2:111122223333:resource-
share-invitation/1234abcd-ef12-9876-5432-aaaaaallllll",
"resourceShareName": "MyNewResourceShare",
"resourceShareArn": "arn:aws:ram:us-west-2:111122223333:resource-
share/1234abcd-ef12-9876-5432-bbbbbb222222",
"senderAccountId": "111122223333",
"receiverAccountId": "444455556666",
"invitationTimestamp": "2021-09-15T15:14:12.580000-07:00",
"status": "ACCEPTED"
}
}
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--resource-owner II2t0|E{E SELFE A%35104 get-resource-shares HHE2 ALE 3t AWS H|

ol 4HE Elas SR ME HEE EAIY & JA&LICH

CtZ ol M= & 35t= AWS HIHof CHaH $4ZH AWS 2| (us-east-1)MIM SR El=E 2lAA S
R E HoiELIcH O E 2o HME 2|laA ZRE 7HXLE{H --region <region-code> It
EIOIEIS AR EfLICH Z22Y 2lAAT ZEE 2lAA ZRE ZEsitiM O0/= SE(HE|L|oF £

2), us-east-1 2|2 X|gs5HoF gfLCt.

FIF

$ aws ram get-resource-shares \
--resource-owner SELF

"resourceShares": [

{

"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-
share/2ebe77d7-4156-4a93-87a4-228568d04425",

"name": "MySubnetShare",

"owningAccountId": "123456789012",

"allowExternalPrincipals": true,

"status": "ACTIVE",

"creationTime": "2021-09-10T15:38:54.449000-07:00",

"lastUpdatedTime": "2021-09-10T15:38:54.449000-07:00",

"featureSet": "STANDARD"

"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-
share/818d71dd-7512-4f71-99c6-2ae57aa@10@bc",

"name": "MyLicenseConfigShare",

"owningAccountId": "123456789012",

"allowExternalPrincipals": true,

"status": "ACTIVE",

"creationTime": "2021-09-14T20:42:40.266000-07:00",

"lastUpdatedTime": "2021-09-14T20:42:40.266000-07:00",

"featureSet": "STANDARD"
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$ aws ram create-resource-share \
--region us-east-1 \
--name MyLicenseConfigShare \
--permission-arns arn:aws:ram::aws:permission/
AWSRAMDefaultPermissionLicenseConfiguration \
--resource-arns arn:aws:license-manager:us-east-1:123456789012:1icense-
configuration:lic-abcl23 \
--principals arn:aws:organizations::123456789012:o0rganization/o0-1234abcd
{
"resourceShare": {
"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-
share/12345678-abcd-09876543",
"name": "MylLicenseConfigShare",
"owningAccountId": "123456789012",
"allowExternalPrincipals": true,
"status": "ACTIVE",
"creationTime": "2021-09-14T20:42:40.266000-07:00",
"lastUpdatedTime": "2021-09-14T20:42:40.266000-07:00"
}
}
oM El&A S YHI0|E AWS RAM
CHEI 22 Y22 AWS RAM A EX|0IM 2|44 SRE YHOIEY & A&LICH
- dye Elas SR 2 FA|, 2laA EE BOE FIHE + JUGLIT
- 7|2 AWS 2™ HEF o|d 2 X|HSteE Eliad /Yo ER 4 Yo ZlhA0 HEY HEIE H
Bhg Mgt 4 gl
- BlAA SR AZE ZElE HeEto| M 7|2 HTO| U= B2 M HTE2 M85 E #EE HetE
UCIo|EE = U&LICH




AWS Resource Access Manager

. ZlAA BRI EQ

&LICH HAMA ""._4?_% F|Aotd Eot —|—7<|7P o olg 37 2laAoi "—*l'Hléga* = oA &

® Note
37t Hlo{ A{7HLE 2l

S|AA ©3810| 2 AL Ko A E2lsH{of BtC

ZEE Hl
LIC} O] ZBR ElAA BRO ARKE ElAA ZR0A Eot 2,55;

m £5
:
gl
2
\d
I
x I
%
Io

£ X|5X| gtE BlAaA RE FSE2 2lAaA SRUM LI & MIME
M.
Console

Blas BRE Uol0|E 5

—

AWS RAM 2£0M L S %: 2l&AA 27 HO|X|2 o|S&LCt.

7 LI7L7|E X|Yste Blas R ZHE B EAAE S

AAZ

she Hok FRE Blas BROIM LT + gLt 2144 S0l LIZLIIE RIex) ofe
Zdo Do '_EIA
o T O

2. AWS RAM Z|AA B3R E™HO| %XH?PEE 2L£O|QEZ MR 4EI01| ol=AWS 2|™M =

AN —
EC2 220l MY E AWS 2
mzma%$mmuo%$

20f CHet ARkM|E LHEe

E
>

L L

Q)

(V)]

‘—|- :I:
o

e C

> ful I

(20 [N
HU
T
o
>
|>
_\;
|-|:|
0|-
rﬂ
Lt}
>.
>.

A4 BRE 2

= o [ R N — |
4. 1EA: 24 3R ME HE K™ ElAaA SR MR HEE HAEStD, e df O3
3 StLtE Yool EgLICt
a. (M ALE) 2laA 3R 0| HEstE{™ Ol 2 HEF L
b, (ME A 2lAA ZR0 BlAAE Z7l6E{H BlAA0M 244 RES
2 BlAA io| =QIEHE MEHSI0] ZlAA SR FIHELICH 22Y 2lAAE
Management Console™| A 2|T1E O|F 88 (HX[LIoF §8)(us-east-1)2 MY

o2 LtEHEF LI

c. (ME{AY)ElAaa -Ts-.‘-’roﬂkl 2|AAE Mot MEYE ElaAoM 2lAAE
I (]

HSH
EI_ =

|
ICH BN 7Iet 28 &2 5 71 ol F7tstedH M EH:L FIE L
o

X2 oS

ZlAA ZLR0| E}2E F7I6IE{H Ej of2ie| HI BHIAE “Xwil B 7|2t gt

L. Z|CH

43


https://console.aws.amazon.com/ram/home#OwnedResourceShares:

AR 7H0|E

AWS Resource Access Manager

-l [, o
I © 0 3
Tl fod _._._._ o U
< o il o W) W S o n
w B SRR of i & D
g - - | T Ly
S o @ T R1 W0 ] &l
= 0 of W I mol of 5
1 0 oar o ¢ @ D R R CU
OM |_m—|L N hod| N w o o T R N
= L M < iofll = .m._n = - g E)
S ol = I T OT AU I < K -
BH 0 K o £ x — < o O o iy
Ll < H BT i I
om DV kw0 g w = O 5m2 U
- Tdw X 5 25 % © o o
ol S =Tl o oo R’ N I <
K g HE X g Wowm 3 ] Kk oF
_______ ST g K« moo WE Kao 51 Ho
- T om B WX moos N = ot K i o~
= somg LTS M ooom — A o, Ko L ol
=< - el ol oo <1 H = o — il =
= 10 - —_ =< H _ (@) J— .A_I < o o_|_ s i
S a0 < 02 of = o A 2 <l K-
N OF o0 7 2 TS T M 5o
= m OF H < T = KJ TR X &
- q ™ Y < S B oy P S H
e M - W = W o= LT il -
T m N - ml 1o < o M) O = % T O_
1 Hﬂ K o S = 10 = _
< o KU ol 2 - OH o 00y P i o]
= oo B0 o O 0 3l o do OF il Kk I
o - o o W o AR Rl KO 31 "
=.__=._ _._L I|__I -4 TN T |_|__|L K —_ K .A_ - = . u
5 OonmRET 0pW ow P g qxw T
= ol e W OEIR R Z o o ar . b 1
e @ =85 paw 5 2 538 zuqy T F4 o
ok T N R0 R o  #g A T nam 3
< WP owmHE W o= == oy 43 X = %0
Ho ~N 0 s oY 3 S Sl o= L B =
< W ~Zot ™y om 7 OF %! © o mA x o =
dw W<y w7 T oy 5 Kmoot oo T
T L X ®a HKA BlOoRT o< 22 EWRS T Y
% .f Ok Z0 g1 K0 M n @ w3 Ho @ o) .__./__u i
@ Zz K0 Howor T HWI ™MD Z ok
n © N © o

44

=28k |

X

e

FLICE.

-

F =

EHS

.|

AWS Organizations

Q|




AWS Resource Access Manager AR

b. E¢t FAlo|MCtsE s> LICH

(MEH ALY ZF] =2 B {(OU) E= =2 AWS AE L 2 FItsted{H 25 +

Z EAMNE 7AM 229l EE| E7|E EAIRUCH O CE Fotsttis 28 2o A &

off QU= & elEtE MEdshL|Ct

/A Important

ZEEE0OU 2 M ST Heo 2lAA SFE AREF AHO| 2 E[0]
AUNoM BR AHO ZE FA7t RSS2 372 2lAA0 CHEE HMA HEHS
DA ELch 2o{E HMA HE2 SR AZAE 2El™ HEtol olsl HolH
LICt ol &82] Z 2|AA0 AWS RAM HAZASHE Z|AA J|H H2H0|E Al
57| EALICH Principal”: "*". RIS LIS 2|AA 7|8 ZAof M

1 IO
>

CHE At AEo| Hot Fals B8 2laA0] SA HMAE £ giaLich CiE
Aol BElRt7h B Kt B Jluh Het WA 5 =

BHLICH O3 BRI BlAA TR s T4 2la
£ HEHS Rodsfol BHLICH Ol2{Et B3

ZMO| M2 BlAA 229l A4S Bt g|
& Tetol| X|QE HEHE Tute = gL ch

—_ = -

® Note

ZE X EA| EZ2 AWS Organizations 22| 3R 7t &3t lo{ Q1 =&
of #E| Aol 2ot Fx|Z Za0l8t o2t LIEF LT

ol o2 = T E| Q|2 o| AWS A O|L} IAM & &= AFSXLE X|HE £
RELICH CHA ZE] X EA[ AQX| of2io| HIAE & Xtofl ZEAIE AERIE

E
Ql29stod 8T 2ot FAIE FutsH0F BLICH OHE B S HEHAIR

(MEH ALE) AIERHE 7IECR Hot FHE £7I51EH SECR S20M 2ot Fx
SHS ME C18 ot R0/ ID £5 ARNS YHFLICH OiX|2 o= F71E Med

« 7|Et AWS HH (BlAaA ARK A - BIAAE CHE AHAM AL E = UTE &
LIt siE A8el #Elxt= &HH 38 7|8 HEt M E AL8stod 7 2laL0f O

ElAas S/ YH0IE

45



AWS Resource Access Manager AL 7Hol=
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10. Next(CtZ)E ME4EILICH
11. 4EAH: AE X HUOO|ENM El4A4 SR OiEF 78 HF QEE HEELICH
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12. B PAIS WHSEH S0b7lEE DA SIS BAE MUE CHS TR A S WY

0

13. HES OIX[H E|las S 7 UH0|EE MEELICH

CHS AWS CLI BEE At83tod Elad SRE =8 + U&LICH

- 2lAaA RO 0|F2 HRHU 2|F 2ot FA[o| 518 047 & & 5tEd™ update-resource-
O|§2 HtF 1 i Z=lo| Hot

FHE AT dEELICH 2lAa SRIE EZEFE AWS 2|1 of OiEh MH|A JAEXQIEE

$ aws ram update-resource-share \
--region us-east-1 \
--resource-share-arn arn:aws:ram:us-east-1:123456789012:resouxce-
share/7ab63972-b505-7e2a-420d-6f5d3EXAMPLE \
--name "my-renamed-resource-share" \
--no-allow-external-principals

-~

"resourceShare": {
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"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-
share/7ab63972-b505-7e2a-420d-6Ff5d3EXAMPLE",

"name": "my-renamed-resource-share",

"owningAccountId": "123456789012",

"allowExternalPrincipals": false,

"status": "ACTIVE",

"creationTime": 1565295733.282,

"lastUpdatedTime": 1565303080.023

}
}
o BIAA BR0] BIAAE F7L8E{H associate-resource-share BEI2 AL &HLICH CFS 0404 A
= XHE 2lAA SR HEHE FIHELICH

$ aws ram associate-resource-share \
--region us-east-1 \
--resource-arns arn:aws:ec2:us-east-1:123456789012:subnet/
subnet-0250c25al1f4el15235 \
--resource-share-arn arn:aws:ram:us-east-1:123456789012:resouxrce-
share/7ab63972-b505-7e2a-420d-6f5d3EXAMPLE
{
"resourceShareAssociations": [
"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-
share/7ab63972-b505-7e2a-420d-6f5d3EXAMPLE",
"associatedEntity": "arn:aws:ec2:us-east-1:123456789012:subnet/
subnet-0250c25alf4el15235",
"associationType": "RESOURCE",
"status": "ASSOCIATING",
"external": false

- BlaA B0 2lAA ol CHE 22l HEHE FIHSHALE BB list-permissions &
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$ aws ram list-permissions \
--resource-type ec2:Subnet

{
"permissions": [
{

"arn": "arn:aws:ram::aws:permission/AWSRAMDefaultPermissionSubnet",

"version": "1",

"defaultVersion": true,

"name": "AWSRAMDefaultPermissionSubnet",

"resourceType": "ec2:Subnet",

"creationTime": "2020-02-27T11:38:26.727000-08:00",
"lastUpdatedTime": "2020-02-27T11:38:26.727000-08:00"

}

$ aws ram associate-resource-share-permission \

--region us-east-1 \
--resource-share-arn arn:aws:ram:us-east-1:123456789012:resource-share/

f1d72a60-dal9-4765-b4f9-e27b658b15b8 \
--permission-arn arn:aws:ram::aws:permission/AWSRAMDefaultPermissionSubnet

{
"returnValue": true
}
AAE M 7{52{H disassociate-resource-share W2 A& FLIC} CHS o
25Ul X|HE AL SFoIM MHE LI

« ClaA SROIM E
—_ A=

o= X|HE ARNZ AFE 3= Amazon EC2 A

$ aws ram disassociate-resource-share \
--region us-east-1 \
--resource-arns arn:aws:ec2:us-east-1:123456789012:subnet/
subnet-0250c25al1f4el5235 \
--resource-share-arn arn:aws:ram:us-east-1:123456789012:resouxce-

share/7ab63972-b505-7e2a-420d-6f5d3EXAMPLE

"resourceShareAssociations":

"resourceShareArn":

share/7ab63972-b505-7e2a-420d-6f5d3EXAMPLE",
"associatedEntity": "arn:aws:ec2:us-east-1l:ubnet/

2l
"arn:aws:ram:us-east-1:123456789012:resource-

subnet-0250c25alf4el5235",
"associationType": "RESOURCE",
"DISASSOCIATING",

"status":
false

"external":

AHIo|E


https://docs.aws.amazon.com/cli/latest/reference/ram/disassociate-resource-share.html

AWS Resource Access Manager

443524 ™ tag-resource & untag-resource WHE AL ErLICH C}
20l project=1ima E{2E FI}+ELICH

$ aws ram tag-resource \

--region us-east-1 \

--resource-share-arn arn:aws:ram:us-east-1:123456789012:resource-share/
f1d72a60-dal9-4765-b4f9-e27b658b15b8 \

--tags key=project,value=lima

CHE oflolME XIHE 2lAA BRHM 7|7t project@! E2E AM7HELICH

$ aws ram untag-resource \

--region us-east-1 \

--resource-share-arn arn:aws:ram:us-east-1:123456789012:resouxrce-share/
f1d72a60-dal9-4765-b4f9-e27b658b15b8 \

--tag-keys=project
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--resource-owner I20|E{E SELFE A%3510d list-resources BHEE AFESIH $A S5t
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ZAAE
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$ aws ram list-resources \
--region us-east-1 \
--resource-owner SELF

gE EAAE

{
"resources": [
{
"arn": "arn:aws:license-manager:us-east-1:123456789012:1icense-
configuration:lic-ecbd5574fd92cb@d312baea260@escece",
"type": "license-manager:LicenseConfiguration",
"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-

share/818d71dd-7512-4f71-99c6-2ae57aa0@10bc",

"creationTime": "2021-09-14T20:42:40.266000-07:00",
"lastUpdatedTime": "2021-09-14T20:42:41.081000-07:00"
.
{
"arn": "arn:aws:license-manager:us-east-1:123456789012:1icense-
configuration:lic-ecbd5574fd92cb@d312baea260@e4cece",
"type": "license-manager:LicenseConfiguration",
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"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-share/
a477f3b2-4001-4dcb-bd54-7c8d23b4f@7d",

"creationTime": "2021-07-22T11:48:11.104000-07:00",

"lastUpdatedTime": "2021-07-22T11:48:11.971000-07:00"
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AWS Resource Access Manager

AWS CLI
Ltet E|AAE SRet e EoF FAHE EidH

list-principals & & AL&5t0{ & 7H[H0l AWS 2| Tl 2dxio| M e 2lAL SROIM &FE
(@)

ot= 2ot A 552 7HME = J&Lich
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Ch. 2lAA B K7FAW

=
o

oy

$ aws ram list-principals \
--region us-east-1 \
--resource-owner SELF

"principals": [
{
"id": "arn:aws:organizations::123456789012:o0rganization/o-alb2c3dr",
"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-share/
a477f3b2-4001-4dcb-bd54-7c8d23b4f@7d",
"creationTime": "2021-09-14T20:40:58.532000-07:00",
"lastUpdatedTime": "2021-09-14T20:40:59.610000-07:00",
"external": false

.
{
"id". "111111111111",
"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-
share/6405fa7c-0786-4e15-8c9f-8aec02802f18",
"creationTime": "2021-09-15T15:00:31.601000-07:00",
"lastUpdatedTime": "2021-09-15T15:14:13.618000-07:00",

"external": true

Blas BRE AREX ARE £ USLICH 244 TRE ANSHH 244 SR QLT 2E Hot
FH7L B8 Blasol AMAE £ i UL 244 ZTRE AXIME BRE Blact ARIEX o
&Lich

52


https://docs.aws.amazon.com/cli/latest/reference/ram/list-principals.html

AWS Resource Access Manager AL 7Hol=

® AWS 2IAAE AMK| 5t
glas SR ZEE AWS E|AAE AX|5HoF 5t B AWS
2 R0 &

sffo =
M BlAaAE MASHLE Elas SRE MAstES HYELICH

ANE BlAA 2R E AKXl & T Al 52 AWS RAM 22£0] EA|ZX|TH AEf7F 2 B4ZEEL
CiDeleted.

Console

nje)
2lAA SR A

pal

-_—

AWS RAM 2£0|M L E7: 2lAA R H0|X|E LCt
AWS RAM Z|AA I%E = = lof = AWS E|IX E
ELCI2 SSolM MHSHE AWS SITMEEHLICE ZEHE* EI.’.\.AH E%.;EI 2lAA SRE E
ME 0|5 %$(EHXII—I0+ g545),
S50i CHEt REMIEE 82 2
3. AXNE LA SRE L

=

A

o2
2
Iy
Pl
ol
O
Hu
H
|78
0
to
Il
i}
0%
rrl
_I_
u

;

/A Warning
SHHE ElAas SRE MESloF ELICH 2lAs SRE AME ol ST7E =+ &
LICH
4. AME ME4E ChE =l FHolM A E MEfELICt
AT E 2lad SRE 2A1Z Fof AetEILICH JM7tX| 2&0i AXE dEfE EAIELLCH

Elas S/RE A stedH

delete-resource-share WS AI235l04 I 0|4 TR 5K &

ol-.-
rlo

2las SRE AME = JA&LICH

CtS 0|l M= TR get-resource-shares BE S AFE 5104 A AGlE{= ElAA 3
A O|&(ARN) 2 7tXSLICt. 27 C}S delete-resource-share& AFE 3509 XIS
APK[EF L Ct.

M Ho
o
>
3
Q)
N
O
>
o

>

$ aws ram get-resource-shares \

Jul
P
[>
oK
30
1>
2

53


https://console.aws.amazon.com/ram/home#OwnedResourceShares:
https://docs.aws.amazon.com/cli/latest/reference/ram/delete-resource-share.html
https://docs.aws.amazon.com/cli/latest/reference/ram/get-resource-shares.html
https://docs.aws.amazon.com/cli/latest/reference/ram/delete-resource-share.html

AWS Resource Access Manager AL 7Hol=

--region us-east-1 \
--resource-owner SELF

"resourceShares": [
{
"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-
share/2ebe77d7-4156-4a93-87a4-228568d04425",
"name": "MySubnetShare",
"owningAccountId": "123456789012",
"allowExternalPrincipals": true,
"status": "ACTIVE",
"creationTime": "2021-09-10T15:38:54.449000-07:00",
"lastUpdatedTime": "2021-09-10T15:38:54.449000-07:00",
"featureSet": "STANDARD"

}
$ aws ram delete-resource-share \
--region us-east-1 \
--resource-share-arn arn:aws:ram:us-east-1:123456789012:resouxce-
share/2ebe77d7-4156-4a93-87a4-228568d04425
{

"returnValue": true
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 get-resource-share-invitations

 accept-resource-share-invitation

* reject-resource-share-invitation
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https://console.aws.amazon.com/ram/home#SharedResourceShares:
https://docs.aws.amazon.com/cli/latest/reference/ram/get-resource-share-invitations.html
https://docs.aws.amazon.com/cli/latest/reference/ram/accept-resource-share-invitation.html
https://docs.aws.amazon.com/cli/latest/reference/ram/reject-resource-share-invitation.html
https://docs.aws.amazon.com/cli/latest/reference/ram/get-resource-share-invitations.html

AWS Resource Access Manager

status MME ZCHE0F E2E MEHE = UESLICIPENDING. O] oflofl = K| E AWS 2
ol x| H|& 1234567890120 CHSH 111111111111 Ao ELH 8 7H2] ZCH7t $4XH
PENDING & E{E E0o{ELIC}.

$ aws ram get-resource-share-invitations \
--region us-east-1 \

--query 'resourceShareInvitations[?status=="PENDING ]’

"resourceShareInvitations": [
{

"resourceSharelInvitationArn": "arn:aws:ram:us-
east-1:111111111111:resource-share-invitation/3b3bc0@51-
fbf6-4336-8377-06c559dfee49",

"resourceShareName": "Test TrngAcct Resource Share",

resourceShareArn": "arn:aws:ram:us-east-1:111111111111:resource-
share/c4506c70-df75-4e6c-ac30-42ca®3295a37",

"senderAccountId": "111111111111",
"receiverAccountId": "123456789012",

"invitationTimestamp": "2021-09-21T08:56:24.977000-07:00"
"status": "PENDING"

}
1
}
2. T3l ZOHE A2 Fol= ClS HHOA ZCHE =HE M AIEE = UEE £249]
resourceShareInvitationArng 7|&35l SLICI.

$ aws ram accept-resource-share-invitation \
--region us-east-1 \
--resource-share-invitation-arn arn:aws:ram:us-east-1:111111111111:resouxce-

share-invitation/3b3bc051-fbf6-4336-8377-06c559dfee49
{

"resourceShareInvitation": {
"resourceSharelInvitationArn": "arn:aws:ram:us-
east-1:111111111111:resource-share-invitation/3b3bc0@51-
fbf6-4336-8377-06c559dfees9",
"resourceShareName": "Test TrngAcct Resource Share",

resourceShareArn": "arn:aws:ram:us-east-1:111111111111:resource-share/
c4506c70-df75-4e6c-ac30-42ca®3295a37",

"senderAccountId": "111111111111",
"receiverAccountId": "123456789012",

"invitationTimestamp": "2021-09-21T09:18:24.545000-07:00",
"status": "ACCEPTED"
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r

$ aws ram reject-resource-share-invitation \

--region us-east-1 \

--resource-share-invitation-arn arn:aws:ram:us-east-1:111111111111:resource-
share-invitation/3b3bc051-fbf6-4336-8377-06c559dfee49

{
"resourceShareInvitation": {
"resourceSharelInvitationArn": "arn:aws:ram:us-east-1:111111111111:resource-
share-invitation/3b3bc@51-fbf6-4336-8377-06c559dfee49",
"resourceShareName": "Test TrngAcct Resource Share",
"resourceShareArn": "arn:aws:ram:us-east-1:111111111111:resource-share/

c4506c70-df75-4e6c-ac30-42ca®3295a37",
"senderAccountId": "111111111111",
"receiverAccountId": "123456789012",
"invitationTimestamp": "2021-09-21T09:18:24.545000-07:00",
"status": "REJECTED"
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https://docs.aws.amazon.com/cli/latest/reference/ram/reject-resource-share-invitation.html
https://console.aws.amazon.com/ram/home#SharedResourceShares:

AWS Resource Access Manager AL 7Hol=

3. (MEAY) TEIE MBotod ST ElAA ZRE AALICH 043 LEIS MG stod T HSIE
EY 4 aLich 242 TR 0|50 YRS T FIYSE U0 0B BT HAET}
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« ARK-EBlAA SRE AWS AHE 9| IDRILIC.
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 Deleted - El&A 377t AXE|o] I O|4 AFSE = i&LICt
A BRE £EEEkE =Ch7t
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--resource-owner It2}0|E{E OTHER-ACCOUNTSZE A5t AEHO| A get-resource-shares &
HE AHSELICH

CHE ofXlolAE CHE AFXI7H 35 7 AWS 2IH I XIMEtolM ZR# 244 2R 222 8

o3& LIt AWS A H.

$ aws ram get-resource-shares \
--region us-east-1 \
--resource-owner OTHER-ACCOUNTS

{
"resourceShares": [
{
"resourceShareArn": "arn:aws:ram:us-east-1:111111111111:resource-
share/8b831ba0-63df-4608-be3c-19096bleelbe",
"name": "Prod Env Shared Licenses",
"owningAccountId": "111111111111",
"allowExternalPrincipals": true,
"status": "ACTIVE",
ZR U2 ElaA BR ET| 59


https://docs.aws.amazon.com/cli/latest/reference/ram/get-resource-shares.html
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"creationTime": "2021-09-21T08:50:41.308000-07:00",
"lastUpdatedTime": "2021-09-21T08:50:41.308000-07:00",
"featureSet": "STANDARD"

.

{
"resourceShareArn": "arn:aws:ram:us-east-1:222222222222:resource-share/

c4506c70-df75-4e6¢c-ac30-42ca®3295a37",

"name": "Prod Env Shared Subnets",
"owningAccountId": "222222222222",
"allowExternalPrincipals": true,
"status": "ACTIVE",
"creationTime": "2021-09-21T08:56:24.737000-07:00",
"lastUpdatedTime": "2021-09-21T08:56:24.737000-07:00",
"featureSet": "STANDARD"
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https://console.aws.amazon.com/ram/home#SharedResources:

AWS Resource Access Manager AL 7Hol=
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st ME MEE EA|SLICAWS HIH.

$ aws ram list-resources \
--region us-east-1 \
--resource-owner OTHER-ACCOUNTS

{
"resources": [
{
"arn": "arn:aws:license-manager:us-east-1:111111111111:1icense-
configuration:lic-36be@485f5ae379cc74cf8e9242abl43",
"type": "license-manager:LicenseConfiguration",
"resourceShareArn": "arn:aws:ram:us-east-1:111111111111:resource-

share/8b831ba®-63df-4608-be3c-19096bleelbe",
"status": "AVAILABLE",
"creationTime": "2021-09-21T08:50:41.308000-07:00",
"lastUpdatedTime": "2021-09-21T08:50:42.517000-07:00"
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https://docs.aws.amazon.com/cli/latest/reference/ram/list-resources.html
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$ aws ram list-principals \
--region us-east-1 \
--resource-owner OTHER-ACCOUNTS

"principals": [
{
"id": "111111111111",
"resourceShareArn": "arn:aws:ram:us-east-1:111111111111:resource-

share/8b831ba@-63df-4608-be3c-19096bleelbe",
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https://console.aws.amazon.com/ram/home
https://docs.aws.amazon.com/cli/latest/reference/ram/list-principals.html
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"creationTime": "2021-09-21T08:50:41.308000-07:00",
"lastUpdatedTime": "2021-09-21T09:06:25.545000-07:00",
"external": true
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Service ElAA 28
Amazon Aurora rds:Cluster
Amazon EC2 ec2:CapacityReservation

ec2:DedicatedHost

AWS License Manager license-manager:LicenseConf
iguration
AWS Outposts ec2:LocalGatewayRouteTable

outposts:Outpost

outposts:Site
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Service 2lAaA S35
Amazon Route 53 route53resolver:ResolverRule
Amazon VPC ec2:CoipPool

ec2:PrefixList
ec2:Subnet
ec2:TrafficMirrorTarget
ec2:TransitGateway

ec2:TransitGatewayMulticast
Domain
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https://console.aws.amazon.com/ram/home#SharedResourceShares:
https://docs.aws.amazon.com/cli/latest/reference/ram/disassociate-resource-share.html

Al

Rt

AWS Resource Access Manager Xt 7tol=

Cl2 of|xll HE2 WHES 55 AWS A 5t=7F ARNOIAM X|&8t BlAA BRUM SREE 2lA
A0 HMAE 4 QIEE SLICH LI7IEdE 2lAA 27 8= AWS 2| o] MH|A dEZQIE

2 2¥™E ELHof gt

1. HM Elas S/ S5 dMstod Livteds 2|44 SRS ARNS AMELICH

-4

$ aws ram get-resource-shares \
--region us-east-1 \
--resource-owner OTHER-ACCOUNTS

"resourceShares": [

{

"resourceShareArn": "arn:aws:ram:us-east-1:111111111111:resource-
share/8b831ba@-63df-4608-be3c-19096bleelbe",

"name": "Prod Environment Shared Licenses",

"owningAccountId": "111111111111",

"allowExternalPrincipals": true,

"status": "ACTIVE",
"creationTime": "2021-09-21T08:50:41.308000-07:00",

"lastUpdatedTime": "2021-09-21T08:50:41.308000-07:00",
"featureSet": "STANDARD"

g ElAA SR0M LUZ = J&uich =8t 111111111111 AE
SROIM AZE 2 slixlstEd™ HH ID 1234567890128 S F4

$ aws ram disassociate-resource-share \

--region us-east-1 \

--resource-share-arn arn:aws:ram:us-east-1:111111111111:resouxce-
share/8b831ba0-63df-4608-be3c-19096bleelbe \

--principals 123456789012

{
"resourceShareAssociations": [
{
"resourceShareArn": "arn:aws:ram:us-east-1:111111111111:resource-

share/8b831ba0@-63df-4608-be3c-19096bleelbe",
"associatedEntity": "123456789012",
"associationType": "PRINCIPAL",
"status": "DISASSOCIATING",
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html
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$ aws ec2 describe-availability-zones \
--region us-west-2

{
"AvailabilityZones": [

{
"State": "available",
"OptInStatus": "opt-in-not-required",
"Messages": [],
"RegionName": "us-west-2",
"ZoneName": "us-west-2a",
"ZoneId": "usw2-az2",
"GroupName": "us-west-2",
"NetworkBorderGroup": "us-west-2",
"ZoneType": "availability-zone"

I

{

"State": "available",

"OptInStatus": "opt-in-not-required",
"Messages": [],

"RegionName": "us-west-2",



https://console.aws.amazon.com/ram/home#home:

AWS Resource Access Manager

AR 7H0|E

"ZoneName": "us-west-2b",
"ZoneId": "usw2-az1l",
"GroupName": "us-west-2",

"NetworkBorderGroup": "us-west-2",
"ZoneType": "availability-zone"

I

{
"State": "available",
"OptInStatus": "opt-in-not-required",
"Messages": [],
"RegionName": "us-west-2",
"ZoneName": "us-west-2c",
"ZoneId": "usw2-az3",
"GroupName": "us-west-2",
"NetworkBorderGroup": "us-west-2",
"ZoneType": "availability-zone"

},

{
"State": "available",
"OptInStatus": "opt-in-not-required",
"Messages": [],
"RegionName": "us-west-2",
"ZoneName": "us-west-2d",
"ZoneId": "usw2-azs4",
"GroupName": "us-west-2",
"NetworkBorderGroup": "us-west-2",
"ZoneType": "availability-zone"

}

}
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https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-create
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list-permissions WHS AI835HH =
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H 5= A& 3Rl AWS 2|7 o 9= BlAA 20| AFRE 2= Q)
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$ aws ram list-permissions
"permissions": [

{

arn": "arn:aws:ram::aws:permission/
AWSRAMBlankEndEntityCertificateAPICSRPassthroughIssuanceCertificateAuthority",
"version": "1",

"defaultVersion": true,

"name" :
"AWSRAMBlankEndEntityCertificateAPICSRPassthroughIssuanceCertificateAuthority",
"resourceType": "acm-pca:CertificateAuthority",

"status": "ATTACHABLE",

"creationTime": "2022-06-30T13:03:31.732000-07:00",
"lastUpdatedTime": "2022-06-30T13:03:31.732000-07:00",
"isResourceTypeDefault": false,

"permissionType": "AWS_MANAGED"

arn": "arn:aws:ram::aws:permission/

AWSRAMBlankEndEntityCertificateAPIPassthroughIssuanceCertificateAuthority",
"version": "1",
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https://docs.aws.amazon.com/cli/latest/reference/ram/list-permissions.html
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"defaultVersion": true,

"name" :
"AWSRAMBlankEndEntityCertificateAPIPassthroughIssuanceCertificateAuthority",
"resourceType": "acm-pca:CertificateAuthority",

"status": "ATTACHABLE",

"creationTime": "2022-11-18T07:05:46.976000-08:00",
"lastUpdatedTime": "2022-11-18T07:05:46.976000-08:00",
"isResourceTypeDefault": false,

"permissionType": "AWS_MANAGED"

I
. TRUNCATED FOR BREVITY ... RUN COMMAND TO SEE COMPLETE LIST OF
PERMISSIONS ...
{
"arn": "arn:aws:ram::aws:permission/

AWSRAMVPCPermissionsNetworkManagerCoreNetwork",

"version": "1",

"defaultVersion": true,

"name": "AWSRAMVPCPermissionsNetworkManagerCoreNetwork",
"resourceType": "networkmanager:CoreNetwork",

"status": "ATTACHABLE",
"creationTime": "2022-06-30T13:03:46.557000-07:00",
"lastUpdatedTime": "2022-06-30T13:03:46.557000-07:00",
"isResourceTypeDefault": false,
"permissionType": "AWS_MANAGED"

}, {
"arn": "arn:aws:ram:us-east-1:123456789012:permission/My-Test-CMP",
"version": "1",
"defaultVersion": true,
"name": "My-Test-CMP",
"resourceType": "ec2:IpamPool",
"status": "ATTACHABLE",
"creationTime": "2023-03-08T06:54:10.038000-08:00",
"lastUpdatedTime": "2023-03-08T06:54:10.038000-08:00",
"isResourceTypeDefault": false,
"permissionType": "CUSTOMER_MANAGED"

list-permissions AWS CLI B&9| --query It2tO|E{HMH 57 2t2I1E 82| ARNZ O|&

oz ¥g I J&LICH O oolME XIHE Ol LRIsH=E permissions HIYE Ao 24

el
w
oo
r
rot
HT
N



AWS Resource Access Manager INESINS

g%t 7tol=
oF 285t = £292 LWE[AFLICH £ Aol ARN B EAISHT 7|2 JSON CHAl Ut =
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$ aws ram list-permissions \
--query "permissions[?name == 'My-Test-CMP'].arn \
--output text
arn:aws:ram:us-east-1:123456789012:permission/My-Test-CMP

A ol 57 Bals FEO| ARNS ¥ # getpermission BHHE A#3Hod JSON M HAE
B EEE AR HEE HMY £ laLic

$ aws ram get-permission \
--permission-arn arn:aws:ram:us-east-1:123456789012:permission/My-Test-CMP

"permission": {

" "arn:aws:ram:us-east-1:123456789012:permission/My-Test-CMP",

"version": "1",

"defaultVersion": true,

"name": "My-Test-CMP",

"resourceType": "ec2:IpamPool",

"permission": "{\n\t\"Effect\": \"Allow\",\n\t\"Action\": [\n
\t\t\"ec2:GetIpamPoolAllocations\",\n\t\t\"ec2:GetIpamPoolCidrs\",\n\t
\t\"ec2:AllocateIpamPoolCidr\",\n\t\t\"ec2:AssociateVpcCidrBlock\",\n
\t\t\"ec2:CreateVpc\",\n\t\t\"ec2:ProvisionPublicIpv4PoolCidr\",\n\t\t
\"ec2:ReleaseIpamPoolAllocation\"\n\t]\n}",

"creationTime": "2023-03-08T06:54:10.038000-08:00",

"lastUpdatedTime": "2023-03-08T06:54:10.038000-08:00",

"isResourceTypeDefault": false,

"permissionType": "CUSTOMER_MANAGED",

"featureSet": "STANDARD",

"status": "ATTACHABLE"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
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https://console.aws.amazon.com/ram/home#Permissions:
https://console.aws.amazon.com/ram/home#CreatePermission:

AWS Resource Access Manager AL 7Hol=

dotcd™ Ej0l Bi 719F 22 B{ELICH M BT =
of ek of EFAIE BrSErLICE
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« create-permission WY AT 0|5, 0 2™ HEO| MBE BlAA R, MM HE

=
2l 22 BIAEE X|™HErL|C}.

CHZ oAl B2 imagebuilder:Component ElAA o CHEt BEI1E HEtES MEE L
Ct.

$ aws ram create-permission \
--name TestCMP \
--resource-type imagebuilder:Component \
--policy-template "{\"Effect\":\"Allow\",\"Action\":
[\"imagebuilder:ListComponents\"]}"

{
"permission": {
"arn": "arn:aws:ram:us-east-1:123456789012:permission/TestCMP",
"version": "1",
"defaultVersion": true,
"isResourceTypeDefault": false,
"name": "TestCMP",
"resourceType": "imagebuilder:Component",
"status": "ATTACHABLE",
"creationTime": 1680033769.401,
"lastUpdatedTime": 1680033769.401
}
}
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AWS Resource Access Manager AR

2%t 7tol=
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$ aws ram-cmp list-permissions --permission-type CUSTOMER_MANAGED

{
"permissions": [
{
"arn": "arn:aws:ram:us-east-1:123456789012:permission/TestCMP",
"version": "2",
"defaultVersion": true,
"isResourceTypeDefault": false,
"name": "TestCMP",
"permissionType": "CUSTOMER_MANAGED",
"resourceType": "imagebuilder:Component",
"status": "ATTACHABLE",
"creationTime": 1680035597.346,
"lastUpdatedTime": 1680035597.346
}
]
}
D7 ZEE MEo| M T MY

136


https://console.aws.amazon.com/ram/home#Permissions:
https://docs.aws.amazon.com/cli/latest/reference/ram/list-permissions.html

AWS Resource Access Manager AL 7Hol=
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70 HI
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$ aws ram create-permission-version \
--permission-arn arn:aws:ram:us-east-1:123456789012:permission/TestCMP \
--policy-template {"Effect":"Allow","Action":
["imagebuildexr:ListComponents"]}
{
"permission": {
"arn": "arn:aws:ram:us-east-1:123456789012:permission/TestCMP",
"version": "2",
"defaultVersion": true,
"isResourceTypeDefault": false,
"name": "TestCMP",
"status": "ATTACHABLE",
"resourceType": "imagebuilder:Component",
"permission": "{\"Effect\":\"Allow\",\"Action\":
[\"imagebuilder:ListComponents\"]}",
"creationTime": 1680038973.79,
"lastUpdatedTime": 1680038973.79
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https://docs.aws.amazon.com/cli/latest/reference/ram/create-permission-version.html
https://console.aws.amazon.com/ram/home#Permissions:

AWS Resource Access Manager

5. CHst &7 LIEILHE sifE 12 2held HetE M&ste ZE M 2l SR0i| sl of HH
= 7|8 Huez dEEX| HAUFELICH SolstH 7|8 HEe 2 d™e MEELCt

AWS CLI

1. list-permission-versions& £&5t0{ 7|2 HTCE MYE HM HE E F&LICH

CHS o B2 G el Hetel 3 HTs AMELch

$ aws ram list-permission-versions \
--permission-arn arn:aws:ram:us-east-1:123456789012:pexrmission/TestCMP

{
"permissions": [

{
"arn": "arn:aws:ram:us-east-1:123456789012:permission/TestCMP",
"version": "1",
"defaultVersion": false,
"isResourceTypeDefault": false,
"name": "TestCMP",
"permissionType": "CUSTOMER_MANAGED",
"featureSet": "STANDARD",
"resourceType": "imagebuilder:Component",
"status": "UNATTACHABLE",
"creationTime": 1680033769.401,
"lastUpdatedTime": 1680035597.345

.

{
"arn": "arn:aws:ram:us-east-1:123456789012:permission/TestCMP",
"version": "2",
"defaultVersion": true,
"isResourceTypeDefault": false,
"name": "TestCMP",
"permissionType": "CUSTOMER_MANAGED",
"featureSet": "STANDARD",
"resourceType": "imagebuilder:Component",
"status": "ATTACHABLE",
"creationTime": 1680035597.346,
"lastUpdatedTime": 1680035597.346

}
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AWS Resource Access Manager AL 7Hol=

$ aws ram-cmp set-default-permission-version \
--permission-arn arn:aws:ram:us-east-1:123456789012:permission/TestCMP \
--version 2
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https://docs.aws.amazon.com/cli/latest/reference/ram/set-default-permission-version.html
https://docs.aws.amazon.com/cli/latest/reference/ram/list-permission-versions.html
https://console.aws.amazon.com/ram/home#Permissions:

AWS Resource Access Manager

AWS CLI
7 ol Mol B HElg AKsHedH
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2. HH™ HSE QI8 & delete-permission-version0i| Zt2tO|E{2 XS &Lt

$ aws ram-cmp delete-permission-version \
--permission-arn arn:aws:ram:us-east-1:123456789012:permission/TestCMP \

--version 1
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https://docs.aws.amazon.com/cli/latest/reference/ram/list-permission-versions.html
https://docs.aws.amazon.com/cli/latest/reference/ram/delete-permission-version.html
https://docs.aws.amazon.com/cli/latest/reference/ram/list-permission-versions.html
https://console.aws.amazon.com/ram/home#Permissions:

AWS Resource Access Manager

AWS CLI
T pre[y" HehE APXlsted
1. D2 2| Mok L3 ST & list-permissionsE --permission-type

A

CUSTOMER_MANAGED I}2t0|E{2} &4 S &£35t04 AK|SlEd= & 2lE HEte| ARNS &&LICH

$ aws ram-cmp list-permissions --permission-type CUSTOMER_MANAGED

{
"permissions": [
{
"arn": "arn:aws:ram:us-east-1:123456789012:permission/TestCMP",
"version": "2",
"defaultVersion": true,
"isResourceTypeDefault": false,
"name": "TestCMP",
"permissionType": "CUSTOMER_MANAGED",
"resourceType": "imagebuilder:Component",
"status": "ATTACHABLE",
"creationTime": 1680035597.346,
"lastUpdatedTime": 1680035597.346
}
]
}

2. AAE 2ElE HEto| ARNS & QIS £ delete-permissiono| Zh2tO|E{2 A& & LC.

=

$ aws ram delete-permission \
--permission-arn arn:aws:ram:us-east-1:123456789012:permission/TestCMP

"returnValue": true,
"permissionStatus": "DELETING"
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https://docs.aws.amazon.com/cli/latest/reference/ram/delete-permission.html

AWS Resource Access Manager AL 7Hol=

Console
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AWS CLI

AWS #r2[d Hete| HEE Yool EstedH

1. get-resource-shares WS --permission-arn Lt2tO/E{Q} &7 A&H5tod AO|0|ESIEE
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$ aws ram get-resource-shares \
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AWS Resource Access Manager ALZ%t 7H0|=

--resource-owner SELF \
--permission-arn arn:aws:ram::aws:permission/
AWSRAMDefaultPermissionCapacityResexrvation

EHol= oY 22 HES 2R HMATE MRl 2lAATLSLE Ol e ZE 2lad 3R
S| ARNO| Z & FLCt.

2. 0| BHH XIHE Z 2lAA SF0 CHsl associate-resource-share-permission B2 A& g
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$ aws ram associate-resource-share-permission \

--resource-share-arn < ARN of one of the shares from the output of the
previous command > \

--permission-arn arn:aws:ram::aws:permission/
AWSRAMDefaultPermissionCapacityResexvation \

--replace
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AWS Resource Access Manager AL 7Hol=

* aws:SourceArn
* aws:SourceAccount
* aws:SourceOrgPaths
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o« AAHIE}T:
* aws:PrincipalTag/aws:
* aws:ResourceTag/aws:

* aws:RequestTag/aws:
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"Version": "2012-10-17",
"Statement": [

{
"Action": [
"ram:*"
1,
"Effect": "Allow",
"Resource": "*"
}
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"Version": "2012-10-17",
"Statement": [
{
"Action": [

"ram:AcceptResourceShareInvitation",
ram:GetResourcePolicies",
ram:GetResourceShareInvitations",
ram:GetResourceShares",
ram:ListPendingInvitationResources",
ram:ListPrincipals",

ram:ListResources",
ram:RejectResourceShareInvitation"

1,
"Effect": "Allow",
"Resource": "*"
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:ListAccounts",
"organizations:ListAccountsForParent",
"organizations:ListChildren",
"organizations:ListOrganizationalUnitsForParent",
"organizations:ListParents",
"organizations:ListRoots"

1,

"Resource": "*"

"Sid": "AllowDeletionOfServicelLinkedRoleForResourceAccessManager",
"Effect": "Allow",
"Action": [
"iam:DeleteRole"
1,
"Resource": [
"arn:aws:iam::*:role/aws-service-role/ram.amazonaws.com/*"
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{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": ["ram:CreateResourceShare", "ram:AssociateResourceShare"],
"Resource": "*",
"Condition": {
"StringEqualsIfExists": {
"ram:ResourceArn": "arn:aws:route53resolver:us-
west-2:123456789012:resolver-rule/rslvr-rr-5328a0899aexample”
}
}
]
}
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OFEE7ERI2 B[AATHAWS RAM 2|44 SR AEE|H 3 ZAHAEN ram:Principal &
7|7t Q& LICH [t EoF =X E AWS RAM E|AA B R0 @3Z8E CreateResourceShare [

AssociateResourceShare L& {&3t24H Null =74 QGIMKIE AL E &= U&LICH
o€ So{Cts HMS HoF X7} Amazon Route 53 i{A47| #=2I8t 3RS TS ANststT 2ot T
E e R0l A2 = JULE HEFLICEH
{
"Version": "2012-10-17",
"Statement": [{
"Sid": "AllowOnlySpecificResourceType",
"Effect": "Allow",
"Action": ["ram:CreateResourceShare", "ram:AssociateResourceShare"],
"Resource": "*",
"Condition": {
"StringEquals": {
"ram:RequestedResourceType": "route53resolver:ResolverRule"
}
}
},
{
"Sid": "AllowAssociatingPrincipals",
"Effect": "Allow",
"Action": ["ram:CreateResourceShare", "ram:AssociateResourceShare"],
"Resource": "*",
"Condition": {
"Null": {
"ram:Principal": "false"
}
}
}
]
}
o x| 3: 2Feto| Z& AEt AWS AHH
IAM H2Z ALE 50 EoF |7 AWS ZE| 2|2 0] AWS HH =2t EIAAE SREK| RS
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"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": "ram:CreateResourceShare",

"Resource": "*",

"Condition": {

"Bool": {
"ram:RequestedAllowsExternalPrincipals": "false"

]

AWS Organizations 20| CHEt AMH|A Xf|o{ 428 of| K| AWS RAM
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« 0 5: E™

CHS ool E ZE0M ElAaA SR COHEE EHE MoE £ = Y-S 2oiELICH

o 1: 2|8 7 =Xl

CHS SCPE AISXIIL S & A8 Ate 2% e|F ol /= EoF FH2tel SR E o1&8sts Elas SRE
BHEX| RS LCH

AWS RAM £ S &0 LIYGE Z 2ot | & 2|AA0| CHSH APISE HE 2 £QI8HL|C}.

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Deny",

"Action": [
"ram:CreateResourceShare",
"ram:UpdateResourceShare"

1)

"Resource": "*",

"Condition": {

"Bool": {
"ram:RequestedAllowsExternalPrincipals": "true"
}
}
}
]
}

ofl 2: A8 X7 A X OJ0| Ol AHORRE e BlaA BR XCHE £2otX| RS YA

Cl= SCPE Y Ao ZE Hot FX|7t ElAA SR ALS ZOHE &6t X| Rt S RHEHELICEH
7 A8 SUst TR Q| CHE HHCe R SREE BlAA SR ZON7F HME[X| 22 2 0| SCP
ol JE¥=S x| f&Lct
{
"Version": "2012-10-17",
"Statement": [
{
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"Effect": "Deny",

"Action": "ram:AcceptResourceShareInvitation",
"Resource": "*"
}
]
}
of 3: S AHoIMH EH ElAA 8 3R/ 58

CIS SCPE 111111111111 222222222222 H B Amazon EC2 HFAI S22 B R]st= M 2l
AA BRE MHSIHL HFAI S5 71& ClAA SR 4E = UEE EELCt

AWS RAM £ E&0f LIFE 2 EoF 4| I 2[4 0] CHell APIsE B2 S§QIE LI

LY 2lAA £ ntet0|E{7t ZEElo] UK eE7-{L ST meto|E 7t Z2& |0 U= E< s 440
XHEE ElaA RE0 HeErs| Ux|ots B2 AMRE S StringEqualsIfExists S LICEH
Hot FXNE Z&st= 27t ofok &LICH. . . IfExists.

.IfExists QI{HALE AL St Al7[QF O] 0| CHEF AEAIEH LHE 2 IAM AR A-EMOIM . IfExists
7-1 O4ALKIE A X SIMIS.

—4
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Deny",

"Action": [
"ram:AssociateResourceShare",
"ram:CreateResourceShare"

1,

"Resource": "*",

"Condition": {

"StringNotEquals": {
"aws:PrincipalAccount": [
"1111111111121°",
222222222222"
]
I
"StringEqualsIfExists": {
"ram:RequestedResourceType": "ec2:PrefixList"
}
}
}
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]
}
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
"ram:CreateResourceShare
"ram:AssociateResourceShare"
1,
"Resource": "*",
"Condition": {
"StringLike": {
"ram'Principal" [
"arn:aws:organizations::*:organization/*",
"arn:aws:organizations::*:ou/*"
]
}
}
}
]
}
of 5: 54 Hot ATt SR HE
CH2 SCP A= AFRF|H| Z=%&| 0-12345abcdef,, Z&| Et2| ou-98765fedcba, AWS H/™H
1111111111113 9| 2|AA SR S LC.
o ZHe B 7 M7t U= "Effect”: "Deny" LAE AEdteE B9 =7 7171 QiCIEtE
StringNotEqualsIfExistsR&0| SR ELICE Null 274 HAKIE AL& S0 HEHE F0{5t= Al
Mol 2 7|7t ei= K| = lgLct.
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Deny",

"Action": [
"ram:AssociateResourceShare",
"ram:CreateResourceShare"

1,

"Resource": "*",

"Condition": {
"StringNotEquals": {

"ram:Principal": [
"arn:aws:organizations::123456789012:0rganization/o0-12345abcdef",
"arn:aws:organizations::123456789012:0u/0-12345abcdef/ou-98765fedcba",
"111111112111"

]

1,
"Null": {
"ram:Principal": "false"
}
}
}
]
}
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1. the AWS Organizations disable-aws-service-access AWS CLI BZ& & AWS Organizations At& 5t
o0l CHE AZE &= U= HMAE HIEESHELIct

$ aws organizations disable-aws-service-access --service-principal
ram.amazonaws.com
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ElAA 38 AIE ZLIE{RISIE{T AWS RAM ElAA ZR7F Muje miotct Z1nsteE Amazon
EventBridge T+&2 AEELICH CHS AH& A A0l AHE= Amazon Simple Notification Service(SNS)
FME A835t0o{ EventBridgeoll M ElAA S & ATHE Y HE Wolct 2E FA| £ SAHol| Al & 2Iuct
Amazon SNSO| CHgt XtMIBH LI 2 Amazon Simple Notification Service 7HE At OFLHAE & &= 5HA

1. Amazon EventBridge 2 & LIC}.

2. EMEFOM AES MElE OIS A SFR0|AM A deS MEELC

3. TEIS |3t HF(ME ALEHE =t ChE S MEELICH

4. O[HIE & &7 K| ot 2 AFE5H0{ AHS AL X[ THE(JSON HEZ|)S MEIFLICEH
5. CIZ O|HIE mEIE S Atsto] 2o &LICt

"source": ["aws.ram"],
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"detail-type": ["Resource Sharing State Change"],
"detail": {
"event": ["Resource Share Association"],
"status": ["failed"]

}

}
6. Next(CH3)E MEAFLICE.
7. CH& 19| CHA MEHO| A AWS MH|AE MEHEHLICY,
8. CHAM MEHO| A SNS TS MEHSHLICH
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"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "NOPIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/admin",
"accountId": "111122223333",
"accessKeyId": "BCDIOSFODNN7EXAMPLE",

"userName": "admin"
},
"eventTime": "2018-11-03T04:23:1972",
"eventSource": "ram.amazonaws.com",
"eventName": "CreateResourceShare",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.1.0",
"userAgent": "aws-cli/1.16.2 Python/2.7.10 Darwin/16.7.0 botocore/1.11.2",
"requestParameters": {

"name": "foo"
I
"responseElements": {

"resourceShare": {

"allowExternalPrincipals": true,

"name": "foo",
"owningAccountId": "111122223333",
"resourceShareArn": "arn:aws:ram:us-east-1:111122223333:resource-share/

EXAMPLEQ@-1234-abcd-1212-987656789098",
"status": "ACTIVE"

}
"requestID": "EXAMPLEQ-abcd-1234-mnop-987654567876",

"eventID": "EXAMPLEQ-1234-abcd-hijk-543234565434",
"readOnly": false,

"eventType": "AwsApiCall",

"recipientAccountId": "111122223333"
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« Transport Layer Security(TLS) TLS 1.2 Z£0|0 TLS 1.3 H& & L|CH
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https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
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https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#considerations-interface-endpoints
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws
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{
"Version": "2012-10-17",
"Statement":
[
{
"Effect": "Allow",
"Principal": "*",
"Action": [
"ram:CreateResourceShare"
1,
"Resource": "*"
}
]
}
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
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https://console.aws.amazon.com/iam/home#/roles/AWSServiceRoleForResourceAccessManager
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https://console.aws.amazon.com/organizations/v2/home/services
https://console.aws.amazon.com/ram/home#Settings:
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtocreatepermissionset.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AWS Resource Access Manager AL 7Hol=

{

"Effect": "Allow",

"Action": [
"ram:CreateResourceShare",
"ram:AssociateResourceShare",
"ram:GetResourceShares",
"resourceOwningService:PutPolicyAction

1,

"Resource'": "*"

2 7: 'UnknownResourceException'

AlLtEl2

ct

0jo

QF & otLt7h ghdELct

- 'CannotCreateResourceShare: UnknownResourceException: OrganizationalUnit ou-xxxx& &2

A (=X}
=

- 'CannotUpdateResourceShare: UnknownResourceException: OrganizationalUnit ou-xxxx& &2

AN [=X]
T RS

ya b
Ol2{8t 27 &= Z&2 AWS Organizations At&dt= CH &l Organizations & E£ &= Organizations
EnableAWSServiceAccess APIE A& 3104 AWS RAM 2F 7+9| E?:. £ %*géféf < dhAist £ 0l
& L|CH AWS RAM. Organizations 2 &= APIE A& 5104 HIA7F AP K} HIH
0ff AwSServiceRoleForResourceAccessManager & &LICH o] g
CHet MEof HMASHE O ZRELICH P&o| MHE|X| A2 2 AWS RAM = =59 A
Z X tHR|(OUus)ol| CHEr HlE HEof HMAE = gL ot

““0 oHn

g2 = &of

L

|7§ CC—
oS LT

Solution

2N E sHZstz{H AWS RAM 2! 7Ho| S8
EnabIeSharlngW|thAwsOrgan|zat|on AP| &4
Management Console 53304 CHA| Z4LC},

ZLICH AWS Organizations. 1& CHE AWS RAM
2 S &5 HLE ME5to CHE BHAHE AWS

QF: & £ Qe BlAaA ofQ] 177

=.
=TT .


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.htm
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.htm
https://docs.aws.amazon.com/ram/latest/APIReference/API_EnableSharingWithAwsOrganization.html
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https://console.aws.amazon.com/organizations/v2/home/services
https://console.aws.amazon.com/ram/home#Settings:
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https://docs.aws.amazon.com/ram/latest/userguide/shareable.html
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html
https://console.aws.amazon.com/organizations/v2/home/services
https://console.aws.amazon.com/ram/home#Settings:
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https://console.aws.amazon.com/ram/home#Settings:
https://console.aws.amazon.com/organizations/v2/home/services
https://console.aws.amazon.com/ram/home#Settings:
https://console.aws.amazon.com/ram/home
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"Version": "2012-10-17",
"Statement": [
{
"Action": [
"ram:Get*",
"ram:List*"
1,
"Effect": "Allow",
"Resource": "arn:aws:<service>:<Region-code>:<Account-A-ID>:<resource-id>"
}
]
}
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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https://console.aws.amazon.com/servicequotas/home/services/ram/quotas
https://console.aws.amazon.com/servicequotas/home/services
https://console.aws.amazon.com/servicequotas/home/requests
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https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html#vpc-share-limits
https://console.aws.amazon.com/servicequotas
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https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-api-gateway
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https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-sagemaker
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https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-fsx
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-s3
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-s3
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-arex
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-arex
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https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-r53-app-rec-controller
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-r53-app-rec-controller
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-datazone
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-datazone
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html
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https://docs.aws.amazon.com/ram/latest/userguide/service-quotas.html
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https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-appsync-graphql
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https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc
https://docs.aws.amazon.com/ram/latest/userguide/security-ram-permissions
https://docs.aws.amazon.com/ram/latest/userguide/security-ram-permissions
https://docs.aws.amazon.com/ram/latest/userguide/security-ram-permissions
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc-lattice
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc-lattice
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc-lattice
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-marketplace
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-marketplace
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-marketplace
https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing-update-permissions.html
https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing-update-permissions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-ec2
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-ec2
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-ec2
https://docs.aws.amazon.com/ram/latest/userguide
https://docs.aws.amazon.com/ram/latest/userguide
https://docs.aws.amazon.com/ram/latest/userguide

AWS Resource Access Manager

AR 7H0|E

Amazon SageMaker Al I} 0|

etelofl CHEt X|34 F7t

AWS Service Catalog
AppRegistry OfZ 2|70 M
&4 a8l CiEt xlpig B

IHs Blas RHOR &7

30 [¥2

—_

AWS Resource Access
Manager = SOC & ISO 218
= Br& Lt

AWS Resource Access
Manager = FedRAMP
gr&L|CH

olz=
o=

AWS Resource Access
Manager PCI DSS Q5 & gt
&L|C}.

Amazon VPC IPAM E|AA 7
MOl 2R 7tst 2lAAR
JHE|A& LICH B O[X &=
QR o ATt IPAM E

fjo
OK

2+ AELICH

OIXﬂ SageMaker Al It O|Z 2}
S CHESt /e = AUaL

I:|' AWS HH.

O|A| AppRegistry OiZ 2|7 0|
MU KE 52 CHE AWS

HEn SR + A&LICH

AWS RAM = SOC(Servi

ce Organization Control) %!
ISO(International Organization
for Standardization) ISO 9001,
ISO 27001, ISO 27017, I1SO
27018 & ISO 27701 &2
ol A2 HBEU&L

Ct.

[

AWS RAM = Federal Risk
and Authorization Managemen
t Program(FedRAMP)2 &%
St WAoo 2 HABE &L

AWS RAM = PCI(X|g 7l =
Abed) DSS(CIO|E] E ot B &)
E &5t A2 B35
&L|Ct.

O|Xl IPAM ElAA ZHME 2
AWS AHH1 SRE = A&

Ct.

OlM 22Y EI~AE CHER

3RE 4 AaLic AWS AH.

2022'4 8¢ 2

20224 6 17

20224 5% 31

202274 42 84

2022'A 28 27

202274 12 25

20214 128 2

192


https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-sagemaker
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-sagemaker
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-sc-appregistry
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-sc-appregistry
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-sc-appregistry
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-sc-appregistry
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html#certification-soc
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html#certification-soc
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html#certification-soc
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html#certification-fedramp
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html#certification-fedramp
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html#certification-fedramp
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html#certification-pci-dss
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html#certification-pci-dss
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html#certification-pci-dss
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc
https://docs.aws.amazon.com/ram/latest/userguide/working-with-regional-vs-global.html
https://docs.aws.amazon.com/ram/latest/userguide/working-with-regional-vs-global.html

AWS Resource Access Manager

AR 7H0|E

2] 7ts8t 22 2| AAR

AWS Cloud WAN Z0{ L E <]

=0 Cier x| &7t

Amazon VPC IP &A Zt2|Rt
(IPAM) & 20l CH8t x| 24

Amazon SageMaker Al 2|2 A

e o
=5 XA

AWS Migration Hub Refactor
Spaces ElAA B X|H

AWS RAMAWSE 2 IAM T

Bt ZRol Ch3t B 0}

O|A| Cloud WAN =0
JECEAX SRE
Ch AWS A&,

AWS RAM £ A8 35104
Amazon VPC IPAM €8 &8
g = A&Lc REMIEH L8
AWS RAM A& dREMO| S &7
7ts8t AWS E|AAE R XS
Me.

AWS RAM £ A8 35104
SageMaker Al AE IES 3
K& = JAauct XAME WS
2AWS RAM AR AE A0 M
=22 758 AWS B AAE F

ZE%P 12

AWS RAM £ A8 35104
Migration Hub Bt32 2/&
£ QU&LIC XFMIE L2
AWS RAM AL A 0f| A
2 758 AWS E|AAE B
SHMI2.

IAM 2 &0 AAM| At
IAM E2oF Ao AZE + U
= APR 7tHsE AWSE ™" H

g H3of Ciet MF HEE A
Al &LICH AWS A,

OlX AWS RAM £ At 5104
S3 on OutpostsE CIES S &
g = AELICHAWS AH.

20214 128 2

202141281

20214 11& 30

20214 118 29¢

20214 9& 16

20214 82 5

193


https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-globalwan
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-globalwan
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-globalwan
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-sagemaker
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-mhb
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-mhb
https://docs.aws.amazon.com/ram/latest/userguide/security-iam-managed-policies.html
https://docs.aws.amazon.com/ram/latest/userguide/security-iam-managed-policies.html
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-s3outposts
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-s3outposts

AWS Resource Access Manager

AR 7H0|E

[=]
FHe ElAaA 701 CH
Ol FItHE|

AWS Systems Manager
Incident Manager 2|24 3R]
of| Chet X|&d &7t

Amazon Route 53 E|&4A SF
of CHEF X|§do| F7HE(A&L
Ct.

AWS Transit Gateway 2|AA
ol CHE X|& =71

AWS Network Firewall 2|AA
ol Chet x| =7}

Outposts ! 2Z 70| E 90|
2t g Eo|E S/l CHEF X
HO| F7HE[R&LICH

Route 53 # 2| 21 2504 CH
8t X| 0| FIHEI}ELICEH

==o1w MEdst T 7HHE AM
o U ALEXSY E|AAE SR

g & A&LCH

O|XM| AWS RAM £ A5t
0{ AWS Systems Manager
Incident Manager 212Fx{ &! CH
2 Hzle 29l Zost £ o)

TT 2 T AA
&LICH AWS A H.

O|X| AWS RAM & A& 73}0d
Amazon Route 53 Resolver
DNS &3t 73 JES O E
SHE = A&LICH AWS A

0d o

O|X AWS RAM E AF273}04
& HolES o] HE|FHAE
THolS clEg 2 st 2~ 9)

T AA
&LICH AWS A H.

O|X| AWS RAM E AIE
AWS Network Firewall
HM A A= IS CHEA S
R = JU&LICHAWS HHE.

5H04

if 5

O|X AWS RAM & A& 35104
Outpost 2! 2Z #H|o|EQ| o] 2}
LB EOIES CtEQ SR/E
= A&Lict AwWS AHH.

O|X| AWS RAM £ A& 3}04
Route 53 2| 2 E CIE¢}
=29 = U&LICHAWS HH.

20214 6E 10

20214 52 10

20214 38 31

20204 128 10

20204 118 17

20204 10 15¢

20204 9 7

194


https://docs.aws.amazon.com/ram/latest/userguide/security-ram-permissions.html
https://docs.aws.amazon.com/ram/latest/userguide/security-ram-permissions.html
https://docs.aws.amazon.com/ram/latest/userguide/security-ram-permissions.html
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-incidentmgr
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-incidentmgr
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-incidentmgr
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-r53
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-r53
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-r53
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-network-firewall
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-network-firewall
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-out
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-out
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-out
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-r53
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-r53

AWS Resource Access Manager

AR 7H0|E

AWS Private Certificate
Authority 2|AA S| 0] CHE
x| F7}

AWS Glue HIO|E{ 7}Ef 2 1,
Cllo|E{H|o|A 2l E|olE 2%
off CH&t x| F 7}

Amazon VPC S A 58

S0f Chet x1# %71

OK

AWS Outposts 124 AR IPv4
F4 37 CiE X|H

AWS App Mesh HIA| 2R0]
CHEF X9 =7t

=7} glAA 220 CHEF x|
O| F7IE|F&LICE.

O|X| AWS RAM £ A8 3}0
AWS Private CA ZZ}0[&! QI
5 7|BH(CAs)S CHES 2R E
T &LICH AWS H .

O|X| AWS RAM & A+E 75104
AWS Glue Cl|O|EH ZHE 21,
ClolE{H|o|A 2 E|o|EE Tt
Eol 3R = UELICHAWS
A,

O|X| AWS RAM £ Al235}0d

— O TOoOs5E A
HEASES SFE = U

m>

LICH

O|AM| AWS RAM € A& 35104
AWS Outposts 224 AR IPv4
FAEOE} SRE = UE

LICF AWS A,

O|X| AWS RAM £ Al235}0d
HIAIE CIEQ SRE = UE

LICF AWS A,

O|X| AWS RAM & A+E75}04
AWS CodeBuild Z2XME 4l
BIMIOESCIES SRE
T A&Lch AWS A M.

OlX AWS RAM £ At 5104
Amazon EC2 & EAE,

AWS Resource Groups Z|A&A

& % Amazon EC2 Image
Builder #4 24, o|O|x| &
O|O|X| HIAZ|E CHESt SR
g = A&Lct AWS A .

20204 8 17

20204 7€ 74

2020 6 29

2020 42 22

20204 1€ 17

20194 128 13

20194 128 2

195


https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-pca
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-pca
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-pca
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-glue
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-glue
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-glue
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-appmesh
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-appmesh
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-codebuild
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-codebuild
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-codebuild
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-ec2
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-ec2

AWS Resource Access Manager AL 7Hol=

|2F S0l CH O|X| AWS RAM & AtE35t0d 2019 72 29
ef X|2ol =7HE[R&LICH 2C|HE 8T ofefS CHESt

SREY = ASLICHAWS AHE.

Aurora DB 2AE 220 O|X| AWS RAM £ A2 35104 20194 7€ 2
st X| 0| FIIEIJAELICH Aurora DB E28{AEE CIEQ}
SR = U&LICHAWS HH.

3 Oy 370 CH O|X| AWS RAM & AtE35t0d 20197 6& 25
FItEIAE LICH Eci= Ol e S CHESR
SREY = ASLICHAWS AHE.

2to|MA TN S0l CHEr X O|X| AWS RAM & A& 73}0d 2018 12 5¢&
HO| F7HE[R&LICH AWS License Manager 2}0|M

A TMHSOIEY BRY & 9

&Lc AWS A H-.

MEY IR0 Cist X|H0| F O|X| AWS RAM £ A} 35104 2018 11¢ 27
7HE|RRAELICEH Amazon VPC MEHIE CIE9}

St

SREY = ASLICHAWS AHE.

& HOo|EH ol SFoil CHEF O|X| AWS RAM & A}&73}04 20184 11 26

X|¢0| FILEIRFELICEH Amazon VPC ™& 70| E < 0]
ECIEQ BRE = UsLiCH
AWS 7H|A.

Resolver & &/ 0| CHEt X| O|X| AWS RAM £ Al 3}0 20184 11& 20
HHO| F7HEIRELICEH Route 53 Resolver &€ C}

Eot S/E = JUsLICHAWS

HE.

196


https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-ec2
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-ec2
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-aur
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-aur
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-byol
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-byol
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-r53
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-r53

AWS Resource Access Manager AL 7Hol=

(o)

7|Al #HAL 2 XS Els HAULICH MBS E HAL HE Ho{o| Lig0| 4&ste BRols Fol HH

CcXCvii



	AWS Resource Access Manager
	Table of Contents
	AWS Resource Access Manager란 무엇인가요?
	동영상 개요
	의 이점 AWS RAM
	리소스 기반 정책을 사용한 크로스 계정 액세스

	리소스 공유 작동 방식
	리소스 공유
	공유 리소스 사용

	액세스 AWS RAM
	요금 AWS RAM
	규정 준수 및 국제 표준
	PCI DSS
	FedRAMP
	SOC 및 ISO


	시작하기 AWS RAM
	에 대한 용어 및 개념 AWS RAM
	리소스 공유
	공유 계정
	소비 보안 주체
	리소스 기반 정책
	AWS RAM 생성된 리소스 기반 정책의 예
	리소스 기반 정책에서 "Principal": "*" 사용 시 유의 사항

	관리형 권한
	관리형 권한 버전

	AWS 리소스 공유
	AWS Organizations내에서 리소스 공유 활성화
	리소스 공유 생성

	공유 AWS 리소스 사용
	리소스 공유 초대에 응답
	공유 받은 리소스 사용


	공유 AWS 리소스 작업
	글로벌 리소스와 리전 리소스를 비교하여 공유
	리전 리소스와 글로벌 리소스의 차이점
	리소스 공유 및 해당 리전

	자신이 소유한 AWS 리소스 공유
	에서 생성한 리소스 공유 보기 AWS RAM
	에서 리소스 공유 생성 AWS RAM
	에서 리소스 공유 업데이트 AWS RAM
	AWS RAM에서 공유 리소스 보기
	에서 리소스를 공유하는 보안 주체 보기 AWS RAM
	에서 리소스 공유 삭제 AWS RAM

	공유된 AWS 리소스에 액세스
	리소스 공유 초대 수락 및 거부
	공유 받은 리소스 공유 보기
	공유 받은 리소스 보기
	나와 공유하고 있는 보안 주체 보기
	리소스 공유 나가기
	리소스 공유에서 나가기 위한 사전 조건
	리소스 공유에서 나가는 방법


	AWS 리소스의 가용 영역 IDs

	공유 가능한 AWS 리소스
	AWS App Mesh
	AWS AppSync GraphQL API
	Amazon API Gateway
	Amazon Application Recovery Controller(ARC)
	Amazon Aurora
	AWS Backup
	Amazon Bedrock
	AWS Billing 서비스 보기
	AWS CloudHSM
	AWS CodeBuild
	AWS CodeConnections
	Amazon DataZone
	Amazon EC2
	EC2 Image Builder
	Elastic Load Balancing
	AWS 최종 사용자 메시징 SMS
	Amazon FSx for OpenZFS
	AWS Glue
	AWS License Manager
	AWS Marketplace
	AWS Migration Hub Refactor Spaces
	다자간 승인
	AWS Network Firewall
	AWS Outposts
	Outposts에서의 Amazon S3
	AWS Private Certificate Authority
	AWS 리소스 탐색기
	AWS Resource Groups
	Amazon Route 53
	Amazon Simple Storage Service
	Amazon SageMaker AI
	AWS Service Catalog AppRegistry
	AWS Systems Manager Incident Manager
	AWS Systems Manager
	Amazon VPC
	Amazon VPC Lattice
	AWS 클라우드 WAN

	에서 권한 관리 AWS RAM
	관리형 권한 보기
	에서 고객 관리형 권한 생성 및 사용 AWS RAM
	고객 관리형 정책 생성
	고객 관리형 권한의 새 버전 생성
	다른 버전을 고객 관리형 권한의 기본값으로 선택
	고객 관리형 권한 버전 삭제
	고객 관리형 권한 삭제

	AWS 관리형 권한을 최신 버전으로 업데이트
	에서 고객 관리형 권한을 사용하기 위한 고려 사항 AWS RAM
	관리형 권한의 작동 방식
	관리형 권한의 유형

	의 보안 AWS RAM
	의 데이터 보호 AWS RAM
	에 대한 자격 증명 및 액세스 관리 AWS RAM
	가 IAM에서 AWS RAM 작동하는 방식
	정책 구조
	Effect
	작업
	리소스
	Condition


	AWS 에 대한 관리형 정책 AWS RAM
	AWS 관리형 정책: AWSResourceAccessManagerReadOnlyAccess
	AWS 관리형 정책: AWSResourceAccessManagerFullAccess
	AWS 관리형 정책: AWSResourceAccessManagerResourceShareParticipantAccess
	AWS 관리형 정책: AWSResourceAccessManagerServiceRolePolicy
	AWS RAMAWS 관리형 정책에 대한 업데이트

	AWS RAM에 서비스 연결 역할 사용
	에 대한 서비스 연결 역할 권한 AWS RAM
	에 대한 서비스 연결 역할 생성 AWS RAM
	에 대한 서비스 연결 역할 편집 AWS RAM
	에 대한 서비스 연결 역할 삭제 AWS RAM
	AWS RAM 서비스 연결 역할에 지원되는 리전

	에 대한 IAM 정책 예제 AWS RAM
	예 1: 특정 리소스 공유 허용
	예 2: 특정 리소스 유형 공유 허용
	예제 3: 외부와의 공유 제한 AWS 계정

	AWS Organizations 및에 대한 서비스 제어 정책 예제 AWS RAM
	사전 조건
	예제 서비스 제어 정책
	예 1: 외부 공유 금지
	예 2: 사용자가 조직 외부의 외부 계정으로부터 받은 리소스 공유 초대를 수락하지 못하도록 방지
	예 3: 특정 계정에서 특정 리소스 유형 공유 허용
	예 4: 전체 조직 또는 조직 단위와의 공유 금지
	예 5: 특정 보안 주체와만 공유 허용


	AWS Organizations와의 리소스 공유 비활성화

	에서 로깅 및 모니터링 AWS RAM
	EventBridge AWS RAM 를 사용한 모니터링
	예: 리소스 공유 실패에 대한 알림

	를 사용하여 AWS RAM API 호출 로깅 AWS CloudTrail
	AWS RAM CloudTrail의 정보
	AWS RAM 로그 파일 항목 이해


	의 복원력 AWS RAM
	의 인프라 보안 AWS RAM
	인터페이스 엔드포인트를 AWS Resource Access Manager 사용한 액세스(AWS PrivateLink)
	에 대한 고려 사항 AWS RAM
	에 대한 인터페이스 엔드포인트 생성 AWS RAM
	엔드포인트의 엔드포인트 정책 생성


	의 문제 해결 AWS RAM
	오류: ‘ AWS 조직에 계정 ID가 존재하지 않음’
	시나리오
	원인
	Solution

	오류: ‘AccessDeniedException’
	시나리오
	원인
	Solution

	오류: 'UnknownResourceException'
	시나리오
	원인
	Solution

	조직 외부 계정과 공유하려고 할 때 오류가 발생함
	시나리오
	가능한 원인 및 해결 방법
	일부 리소스 유형은 동일한 조직의 계정과만 공유할 수 있음
	서비스 연결 역할이 성공적으로 생성되지 않음


	대상 계정에서 공유 리소스를 볼 수 없음
	시나리오
	가능한 원인 및 해결 방법
	대신 Organizations를 사용하여와 공유가 활성화 AWS Organizations 되었습니다. AWS RAM
	리소스 공유에서 이 계정을 보안 주체로 지정하지 않음
	계정의 역할 또는 사용자에게는 필요한 최소 권한이 없음
	리소스가 현재 콘솔 설정과 다른 AWS 리전 에 있음


	오류: 한도 초과
	시나리오
	원인
	Solution

	내 조직의 다른 계정이 초대를 받지 못함
	시나리오
	원인

	VPC 서브넷을 공유할 수 없음
	시나리오
	원인


	에 대한 서비스 할당량 AWS RAM
	AWS SDK AWS RAM 에서 사용
	AWS RAM 사용 설명서의 문서 기록
	

