aws
WA IHo|=

Amazon Application Recovery
Controller(ARC)

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



Amazon Application Recovery Controller(ARC) JHEER} 70| =

Amazon Application Recovery Controller(ARC): 7H&f X} 7}0|=

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazonl| & E 2! E7|0|E E&|A= Amazon 2| M|& &= MH|ALF &1, Amazon EZE O|O|X|E
HOo{EEZ|7HLE DZof|7 ESS UoZ £ Us LA Z AE £ I&LICH AmazonO| AR SHK| ¢t

2 7|Et 2E 4 E = Amazonit M| F 2HH O|7LE 20| QUHLE =3 2tAF 2HA|glo] ST AR RS
INSNAA [




Amazon Application Recovery Controller(ARC) JHEER} 70| =

Table of Contents

ARCTE FEOIRULITIE? ettt sttt s e bbb e s et 1
CFE AZ L CFE BIT 718 HIIL oot 3
LB AZ B ettt bttt ettt et et et e aeeae et et et et 5
O BBl et b bt ettt bttt ettt e n et ne et ne et ne e nenens 5
O] B O] B S O B A e 6
SR e R 7

QO THBE FLA A et bbb s 11
CIOIE] & ZHEE S O e 13

R A= OO P PP ROPRRRPPRR 13

L N RSOOSR 14

Y o IS e OO SUROURRRR 15

(o I S e B =0 | N LSRR 16
RIBHEIE Bl ettt ettt ettt et ettt et n e anas 20

Qod BN AL, UOIOIE EEE FA oot 31

B D L E R ettt 33

o B b = el Y Y R 37

O REE BB ettt ettt ae e 47
PO RS THBIO| BB BT A s 49
N R e SR 57

B B R £ B RSSO 57
CIOIE] & ZHEE SR O e 60

A== SRRSO R PRRRO 60

L N RSOOSR 60

Y o S e RO 64

(o I S B =0 | N LTSRS 65

B RS B Tt A R e 71

E AIS510] G XS TE EHIAE AWS FIS oo, 76

B D L E R ettt sens 77

ID B QA BE | et ettt enes 87
s RSOOSR 101
U [ TR 101
BFR R ROJ01] THBE IR e 102
R = e RSO 104

(@70 aa] oTo] aT=T 0] ¢3S OSSO 105




Amazon Application Recovery Controller(ARC) JHEER} 70| =

CIOIE] & ZHEE S e 107
= N RSO RR 108

R A= SO PP OUPPRRPPRI 109
e s = R N K-S 1 RO 109
L N RS 111

Y o S e RO 114
(o] I S e B = 0| N LR 118
BFRE KO] T R B e 134
A LI | L SRR 151
ID B O M A BE ] e et eaens 155
L = OO 168

E = = OSSOSO 169
FH] ZRIOIBE FOIRULITIE? oo 170
N R e RSO S 177
(@70 aa] oTo] aT=T 0] ¢TSS 177
CIOIE] & ZHEE SBIC e 179
= N R 180

R A= SO PP OUPPRRPPRI 181
SHH20| SOt OHEEIFOIM AT e, 181
L N RS 181

Y o S e RO 182
(o I S e B = 0| N R 184
ST OE & BH| B B e 194
= | = e B OO 198
OFF|EIR] TTE AP BEQUBET| oo 200
TAF AT THBE B0 A s 201
TH| TR, BlAA - T ARNS .o 204
A L I | L SRR 222
ID B QM A BE ] ettt eae s 236
L = TR 249
= o R 251
B = RS 251
T3 e OO 251
LS R 258
T O E] B e et ettt et ettt et eaeenes 258
D S I | L0 = BT - R 259




Amazon Application Recovery Controller(ARC) JHEER} 70| =

THE B R B Bl e 260
D A B I A B ] e e e 260
T A e e e 260
D Bl Rl oo 260
S AFETH0d HAMIA BEE] et 264
Amazon Application Recovery Controller(ARC) 715 0| IAMZ} 2t S35H= &AL 266
PN = B L L o | 266
AW S B I T e e 266
I B e e 272
Rl B B L B ] e e 274
TE Y B O e, 274
B A e, 275
D B B O e e e 276
B A T B e e e e 277
CCXCi




Amazon Application Recovery Controller(ARC) JHEER} 70| =

ARCEH FSIULI7?

Amazon Application Recovery Controller(ARC)E A3t AWS 22 Z2HRE QlZEtof| M A
= OfZ (7 0| Mo CHal  HiHE =7 E FEHlotD #EE &= U&LICH

. dod RE U QoI A5 MES B OF 718 YUAZ) S7E Sai 24 E AZIM BN AZR E
UM o2 FESHd BHYU AZ HOHZEE 278 £ UL
g
=

k=]
= - E
. Tol ZxIB /Bt Bt Fof W HEEIA0IM BLIE(R folg Zaste OE Bl =B

ARC ¥ MEtE At83sto B 7H8 BH(AZ) HoHE A&t HAElstn 578 + A&LICH B
M2 xHEls 2laao EREE &4 E AZOIM ST AWS E[T1e| Haf AZsE LAHo = Mt
SFLICH J MBS AlEstH o|E S0 LRt #X & I = B EEE B AZO| AWS HOofZ R H
OHZE|AHO|ME WEH 2T E £ QUELICH 24E AZOM ERHEZIZ 0|S5tH 24 El AZ0IA OHE
7loldE Ar8stE 2EtolAE | T ol Eo{ELIC

Sxo|z LAIHL|CH.

o
HE|E 2lAA0 O ¥ MEg &4

-
(¢]
o
(¢]
.

X
lgﬂ
_o'l_l
*ﬁ
Ix
B
mo po ©
ik
M
g'l_l
=
FO
A
o
il
rr
o
k>
|>

ARC ¥ xt& EH2 AWS 7+ AL XHE CHAlSHod X[ El= ElaAo] CHEH £ E AZoMH S Y&t
AWS 2|To| HY AZsE EBEE 0|5 E = U= HEtS FoigLCt LHR ZE FHoi| A D20 A|
FMAHo 2 JEs 0|E = Us AWS 2| &t AZo| Folji7t e Re 2 &olr|HE ¥ XHs HME
= AWS AZfEFLCH L8 34 52 AWS U E {3, Amazon EC2 ! Elastic Load Balancing A{H|
AE 2EE0de] AAQ| X|EE SEHELICH

QoS KHE MES UAIMQULICH LHE A 5 ZAI7]0] O o4 EXLE &AM BA7}F gile Aoz




Amazon Application Recovery Controller(ARC) JHEER} 70| =

et & o

ARCO| Oi¢ 2HEXQl et & Mo{& Sall CtE 2™ 577t 7tsst2=Z o Z 2|7 0[M0] AWS 2| zt
TRl OlF AIARI DNS ECiEE o ZX(|E + U&LICH

OHE 217 0440] 042] AWS 1Tl BHSSHES MAE B ARC 2+ MoIE AL 3tod 21T 2t &
Of ZXIE $8E 4 UBLICH 22T MOIE AR £4E AWS ZIFI0IM Y AWS EITSE E
BHZi2 WO ZAIE 4 Yoo B 0IM0| 7HBHS RRIF 4 USLICH B2 Mojolls A
A7t Bolst hEaleS KB stod QT 5HA| o2 WERE| B8 5He O 20| £l oF FAjo| X
BEI0] QSLICH I8 S0 B4 EE Cf7| ohEEIAH0IM SRIE 5 shLIE BASHED A Solats
oFF FAlg MY 4 ULt

ZH| 2ol

ARC ZH| &2l2 AWS 2|4

AUTY, 8 Y UEYD ALY UG KSHOZ DUEYIH S
A& HBEIHOIMOZ Fof ZAISHT BT FHRZRE SRt V50l Y¥S 018 4 s HE A
#2292 4 BLich XISHRl FH| Holg Sa Mo Tx EHTS MFTS HY U THE 4

=
OfZ2[7ilo]Md 2] Foll FEgfLICt £HI
@{et 2ol of L Ct.

- ARCO| Bt & Ao
« ARC2| #H| =2l




Amazon Application Recovery Controller(ARC) JHEER} 70| =

ARCO|M CI& AZ 2! CHE 2| S+ 7|s H|w

Amazon Application Recovery Controller(ARC)2| @323 Tgt, g xt& Tt & 2t & Moz 25 it
E E7E 2951 AWS o EE[Fo|Me| E3g EFSt= ol =20 E £ J&Lcth o8t 7Is
2 7t&40| =2 o E2|7 0| Mol M X|ed Alzto| 7+ 7{LE 748 40| HetEl= ALZI20M =+
E X|®st= ol =20| ELIch £t 0|28t 7|52 EcEE AelEl HoHERE CHE X2 0|S5H0]
HOHE Qe WD &4 AlZHE NEFE2M o EEIF0|ME A&5HH |7 5H= ol S0 Euct

ctRE Mois FZ 048] AWS Z|™(CHS EIT)oll U= AWS OHZE|7|0|Mol BHE F&= P, g

ek 4l dod x5 ME2 S AZ O Z 270l Mol M R|HElE 2lAA0f CHE EE=E oS B XL

C}.

CIS Eo| HEOE ¥ XMEH ¥ x5 ™Me 2l 2IE Mofe H 71X| £ 7|s0| T Z|o] YU&sL
x HZ 2|7 0|4 @F AbEtol| 7hE X488t MEHO| 2 4= Qe B o &

2t <&l Ao ojod K=t Qiod Xl ~MEH

2|~ o404 o404

— [= | [= |

et EIMoM O E AWS E[e EZfEE 78 SHUMEHE EffEHE 718 SHM OE

2 EfEE Mt EELICH X2 0|F X2 0|8

(=) _ .
EfiHe SZogolotdd 2  EfiH2 S Oiyo| ot 2|
MU CE 7H8 ¥Hoz 0|8 M UCIE I8 YHo=z 0|8

Mo dyol WeE 4 Qs My ge

T A HEEER XHEE dF 2lasol Ch XpEl=E 2lAh20 CHa &4
SEQI e statiof B LICt.
RHME HEE XHEE 2l RAME HEE XREE 2la
A HMHE BESMR. A MMg HEAR

Il FE Il FE AWSZF

Efi=EE Mt EE AlEE Yo MBS AHE AIHE 1 AWS = AFSAHE CHalstod of

T 4o ZEELICH 40| 2=t Ec(70|M E2HEE AZ0M

CHE X2 2 o|s AL CH




Amazon Application Recovery Controller(ARC)

JHeER 7Hol=

2t Ao

EdE2 SMzEcz F7(8
Metee 7ts

Ol2{8r ZI 7|soll CHEh RhMIEF L& 2 Tt

« ARCO| ¥ Mgt
-« ARCO|
- ARCQ| 2}

ojod xt= ~zt

[= | —

ok

MH|Ao| Z3EHF7H 23 o

2)

XHElE 2laA0] CHH AtS
Mgt AlEstod EBEE AZs
M CIE R2E Ol

Al

AWS itE Mt AlEF 2 B=




Amazon Application Recovery Controller(ARC) JHEER} 70| =

2 BH XS TEE AHE 504 ARCOH|A ol E 2|7

O

(AZ) | = 1|§$E1 BlAAE OWHQE E? AWS &t= g Mg L|CH ¥ 2l P
ME2 X|¥ElE BlaAao ECfEE £24FE AZOIM YAIMo 2 MEHSE 2 o EE|A0|Mo] 5

02
Q
>
o
A
Q
12
pal
ofn
2
o
lo
I
FO
o
]])l
rlo
Q'I_l
l:_
U i
_>,
oo
>
_\;
Pl
§
ol
rr
4>
ofn
m
o
]
>
o
o
kl
il
i
Q'I_l

E
o

-

[e]]]
-
m|

mo > ofo
30

oo my F
C !
_ljl_

Ho| K| El= ElaA0l CHEE ECHEE 718 HH0|M AWS E|M CHE ez =

0 12

on o2
> Hu
o
on mo
o >

o
Qe

02
19

AF ot X|HElE 2l o EEfEO| &4 E AZOM AIS2 2 0|S L1 SYE

F AZSE2 CHA| 2t EIELICE.

o
oA
> [l
>

>
=
0))
o
r2

0
0

CHE FAME I Het L P X8 HEt 7|st 0|2 M85t Wde AYEELIC
A
« ARCO| o Mgt

« ARCO| ¥ X} = ~et

ARC2O| 3 &t

Amazon Application Recovery Controller(ARC) &2 ME2 AL 5tH K| ElE BlAA 9 ECfEIE 9]
U E 7HS PA(AZ)olM SYUE 21Tl HH AZs AWS 2IT 2 0|8 E = U&LICH BlaA0| ERY
Z2 &24FE AZOM CIE 222 0|55t MM s AZ9| SER0] £ AT ES)o] EXZ QIFH Y
Ol X|& AlZtot MZtE7F E0{E D XM E 2tststm ofZEZA0|ME AEFHH 27 E = JU&L
o|§ S04, & ZE HEZ=E QI5H X|d AlZHO| LSt 7ALE 7t8 ¥do| &4 |0 EBHEIZ O|SSET M
Efeh o= &LCt

P HMet2 AtEstEi™ ElAAE S EQISHoF FLICH AtAE HE = KL= 2laas MME F X6t
ME.

dof T2 AIEEH7| Toll o ZE|FH0|MO] AFM 2 E MG D ECfEES 718 Y o2 0|58
= Us SEE 0| UK 2ok LICH A I = F 0|SE 718 Edut ERfEE 0|8

02
192
[l
ik
[6)]



Amazon Application Recovery Controller(ARC) JHEER} 70| =

DE gy M2 Al 23t =XILICH IS ™Er2 A m 120l M £[CH 3Y(72A[ZH7HR] =71

EHZiS AZOIM CHE RO 2 OIS 3| ef&LIC. AHMIE LSS x|2

S3 AlLtEloolM ¥ se =
Sl BlAs TS BESAIL.

X|HE|l= 2lAAo] CHEh ded Met2 A|ZHSHHE E2lAA0 CHE EEf=lo| X|HE 718 P(AZ)o| M Ct
E o= 0|s¢gLICt ARCO| X|HE|E BlAAE X|HEI AZE HIMHAMCE EAlStE S8 MEBSt=
2 Epfzio| &4 = AZO|M CHE 2o 2 0|5 Lt

E2iZ 0| AlZF - ARCOIA P TS AlZH5tH ERHE 0| 718 B o2 EA| O|S3HX| iE =
A&LICH EEI0|ME S5 U 42 RHALS Ol M2l 7+ Bl M Tl 5l 7|& @dZ0| 2t2 &=
W A|ZHO| A2 2 QA L|CH DNS A% 2l 7|= 47 55t 7|E} QA= T4 & Otof| A2 E| & Q)

2H L— AAEH (= E%EDI_ AL X = =

X|2F AlZho| o 22 23 & UELICH XHMIE LHE2 ECf=E OISOl WEH 2225 57| MMS

X xSIMI2.

Eof= Mgt Z2 - G Meto| R |HL FAE/HARCE E2iE Metg Sxlstn Eci= MEts

AZEtsHE Z2MAE IS 2ILICH o|M 7 E AZT| 2laA0l AFE 7Hs 8t Zde 2 QlAlz|n Egf=lo|

IO 228 ARE 0 25 ¥ T0) 227} SR EIT S ARsoF BLICH XS0l 8 FMEH0| ZH 3
Q72417 Foll BHREIE = MEE 4 YBLICH ShX[E HRIEX| Wof TEHS Yulol=stof A B
8 wooz saimlg SAUY FH7| Sl BHEE| Mol ¥ MEe Fa

E2f=o| o|Sstx| = B2 - §H AUEIQ0|ME B TEH0| 718 9ol M EEi=HE olSetx| &f
g (= E.Ejkioﬂ EH?_F B MEtS AlEE
o

&SLICH 0o E E0{AZs Qi7HLI R E QIAEHATI H|HMOI EF2 &2
Cto 7Hd8l EZ&LICE O] AlLtg|0MeE ZEE WEH M7 H Y
Egi=lo| o|s3HX| et &L|Ct.

2|2 200 CHEH o Mt AlStsty| Mol B30l ot Metof Cfst BE Z7d0| SFEIER| sHolz
Lick AWS ElAAE 9ot TEHg ChE 2 HEIBLICH Qo Tetol et RHAIE LIS 2 RIBEIE 214




Amazon Application Recovery Controller(ARC)

JHeER 7Hol=

AWS 2| F TE 718

Amazon Application Recovery Controller(ARC)0i| CHet 2|7 K| ¢ & MH|A A=ZQIEof CHEH REA|IEH
LH& 2 Amazon Web Services &t & Z 9| Amazon Application Recovery Controller(ARC) ¢IE Z Q|

LICH REMEE HE =

otZ 2|7}
(0| = E}

)

x|

us-east-2

us-east-1

us-west-1

us-west-2

af-south-
1

A=xolE
arc-zonal-shift.us-east-2.amazonaws.com
arc-zonal-shift-fips.us-east-2.api.aws
arc-zonal-shift.us-east-2.api.aws
arc-zonal-shift.us-east-1.amazonaws.com
arc-zonal-shift-fips.us-east-1.api.aws
arc-zonal-shift.us-east-1.api.aws
arc-zonal-shift.us-west-1.amazonaws.com
arc-zonal-shift-fips.us-west-1.api.aws
arc-zonal-shift.us-west-1.api.aws
arc-zonal-shift.us-west-2.amazonaws.com
arc-zonal-shift-fips.us-west-2.api.aws
arc-zonal-shift.us-west-2.api.aws

arc-zonal-shift.af-south-1.amazonaws.com

arc-zonal-shift.af-south-1.api.aws

s 2 #x 07(0d| AWS 2| LIGEI|MH AHE = U&LICH B T2t
= 2™, & 53(HI0IT) 2™ LU SI(EAN EIHAME AEE = 2

Amazon Application Recovery Controller(ARC)E AtE35tE 2|lAA0E F71 1ed A& o]
KHE= 2las MME B ZSHM L.

Z2EZ
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS

HTTPS

AWS 2™


https://docs.aws.amazon.com/general/latest/gr/r53arc.html
https://docs.aws.amazon.com/general/latest/gr/r53arc.html

Amazon Application Recovery Controller(ARC)

JHeER 7Hol=

2| ol

il

Ot Alo} Ef
BYE(E

3)

Ot Alof Ef
B (stol

cIZHHIE)

Of Afot Ef
B (Rt
2

of Alo} EH
S

O|Alot)

ot Alo} EH
ToH(WHH

=)

ot Alo} EH
LY (S

0l)

O} A|O} EH
(A

7h)

of Alot f
T (A
2)

of Alot f
T (At

=)

x|

ap-east-1

ap-south-

ap-
southe
ast-3

ap-
southe
ast-5

ap-
southe
ast-4

ap-south-
1

ap-northe
ast-3

ap-northe
ast-2

ap-
southe
ast-1

AN=ZOIE

arc-zonal-shift.ap-east-1.amazonaws.com

arc-zonal-shift.ap-east-1.api.aws

arc-zonal-shift.ap-south-2.amazonaws.com

arc-zonal-shift.ap-south-2.api.aws

arc-zonal-shift.ap-southeast-3.amazonaws.com

arc-zonal-shift.ap-southeast-3.api.aws

arc-zonal-shift.ap-southeast-5.amazonaws.com

arc-zonal-shift.ap-southeast-5.api.aws

arc-zonal-shift.ap-southeast-4.amazonaws.com

arc-zonal-shift.ap-southeast-4.api.aws

arc-zonal-shift.ap-south-1.amazonaws.com

arc-zonal-shift.ap-south-1.api.aws

arc-zonal-shift.ap-northeast-3.amazonaws.com

arc-zonal-shift.ap-northeast-3.api.aws

arc-zonal-shift.ap-northeast-2.amazonaws.com

arc-zonal-shift.ap-northeast-2.api.aws

arc-zonal-shift.ap-southeast-1.amazonaws.com

arc-zonal-shift.ap-southeast-1.api.aws

ZZ2EE

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

AWS 2™



Amazon Application Recovery Controller(ARC)

JHeER 7Hol=

2| ol

il

OF Alo} EH
HeHAIE

L)

o} A|o} EH
B (ELO]
#lol)

of Alo} EH
B (EN
=)

ot Alo} EH
(T
=)

FHLICHE

)

FHLtCE A
= (27
2l)

U Ho
-0 I
|l
o

n
Im

Inm
o
ne

L0

m o
s
i

x|
ap-
southe

ast-2

ap-east-2

ap-
southe
ast-7

ap-northe
ast-1

ca-centra
[-1

ca-west-1

eu-centra
[-1

west-1

eu-
west-2

AN=ZOIE

arc-zonal-shift.ap-southeast-2.amazonaws.com

arc-zonal-shift.ap-southeast-2.api.aws

arc-zonal-shift.ap-east-2.amazonaws.com

arc-zonal-shift.ap-east-2.api.aws

arc-zonal-shift.ap-southeast-7.amazonaws.com

arc-zonal-shift.ap-southeast-7.api.aws

arc-zonal-shift.ap-northeast-1.amazonaws.com

arc-zonal-shift.ap-northeast-1.api.aws

arc-zonal-shift.ca-central-1.amazonaws.com
arc-zonal-shift-fips.ca-central-1.api.aws
arc-zonal-shift.ca-central-1.api.aws
arc-zonal-shift.ca-west-1.amazonaws.com
arc-zonal-shift-fips.ca-west-1.api.aws
arc-zonal-shift.ca-west-1.api.aws
arc-zonal-shift.eu-central-1.amazonaws.com
arc-zonal-shift.eu-central-1.api.aws
arc-zonal-shift.eu-west-1.amazonaws.com
arc-zonal-shift.eu-west-1.api.aws
arc-zonal-shift.eu-west-2.amazonaws.com

arc-zonal-shift.eu-west-2.api.aws

ZZ2EE

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS

HTTPS

AWS 2™



Amazon Application Recovery Controller(ARC)

JHeER 7Hol=

n
2
e
il

H
[
]

O|AEtd
(RotH[E

)

STINETES

=)

SS(Hte
)

=
5

(UAE)

ol | 2|
FhA o2

%)

x|

eu-south-
1

eu-
west-3

eu-south-
2

eu-north-
1

eu-centra
[-2

il-centra
[-1

mx-
central-1

me-
south-1

me-
central-1

sa-east-1

A=ZQIE
arc-zonal-shift.eu-south-1.amazonaws.com
arc-zonal-shift.eu-south-1.api.aws
arc-zonal-shift.eu-west-3.amazonaws.com
arc-zonal-shift.eu-west-3.api.aws
arc-zonal-shift.eu-south-2.amazonaws.com
arc-zonal-shift.eu-south-2.api.aws
arc-zonal-shift.eu-north-1.amazonaws.com
arc-zonal-shift.eu-north-1.api.aws
arc-zonal-shift.eu-central-2.amazonaws.com
arc-zonal-shift.eu-central-2.api.aws
arc-zonal-shift.il-central-1.amazonaws.com

arc-zonal-shift.il-central-1.api.aws

arc-zonal-shift. mx-central-1.amazonaws.com
arc-zonal-shift. mx-central-1.api.aws
arc-zonal-shift. me-south-1.amazonaws.com
arc-zonal-shift. me-south-1.api.aws
arc-zonal-shift. me-central-1.amazonaws.com
arc-zonal-shift. me-central-1.api.aws
arc-zonal-shift.sa-east-1.amazonaws.com

arc-zonal-shift.sa-east-1.api.aws

TZ2EZE
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS

HTTPS

HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS

HTTPS

AWS 2™



Amazon Application Recovery Controller(ARC) JHEER} 70| =

2|™ ol& XY Ad=zOlE ZZ2EE
AWS us-gov- arc-zonal-shift.us-gov-east-1.amazonaws.com HTTPS
GovCloud( east-1

0= = arc-zonal-shift-fips.us-gov-east-1.api.aws HTTPS
=

™) arc-zonal-shift.us-gov-east-1.api.aws HTTPS
AWS us-gov- arc-zonal-shift.us-gov-west-1.amazonaws.com HTTPS
GovCloud( west-1

0= A arc-zonal-shift-fips.us-gov-west-1.api.aws HTTPS
=

™) arc-zonal-shift.us-gov-west-1.api.aws HTTPS

CtS Ctoloa 2ol 718 BHolA EBfEE O|SAIFIE G ™Er e ol§ EodELIC AWS 2. &
q ™ LHEEl HALE Sall 2laAo o|0] &4 ™MEro| Qe 82 2laAof o OHE d T™ErS

2ol
AlEtE = gi&Lh

Zonal shift Zonal shift applied No zonal shift applied

& Built-in safety rules

Managed resource

Availability Zone 1 Availability Zone 2 Availability Zone 3
Bl B %@ xB xRN %@ xB xB K
ALB 1 NLB 1 ALB 2 ALB 1 NLB 1 ALB 2 ALB 1 NLB 1 ALB 2

AWS X o] Z#2|d 2|A A0 CHEH ded MBS A|RFSH049] 712 oM 2|F12] AWS 27X A
AZsE ECiEE UAIMO 2 0|535t04 5tLIC| AZOIAM EXNE Al&5HH SFELICH & Hehof x|
HE|l= 2laA0f CHEE REMEF 2 MME HZSIMX|RE = 2o,

\_o

02
12
2
riot
o
0X
0]
[




Amazon Application Recovery Controller(ARC) THLRE 7

718 M3 & HAt

ARCOIl LHEHE ZHAHE 8t Hoil 2|4 20 TH3H & Ol4rol E2HT O|S 0| MBEIX| otz
5, Bla20l Chal 20| AR Qof MEH Qi A £ AHS MBS 7tS

£ gLct
od

Ao Mtoll LEE 2|AaAO| AR 2lAA AMXE Amazon 2|44 OJF(ARN)ILICH
B ™| B ARCOIA X|M3HE AWS AH|A0f CHHAMBE HH Ol BlAAE MEE &+ e
Ct. ¥ ©etoll X|El= 2lAa20f ChE AEMIEH LI8 2 Mg BZRSHMRRIREE B4
el 2laa
UF AWS ZlLAE G MEto| S22 SEQIEHOF 5tH CHE ElaAE IS 2 FYEHE
Ct. o Tetoll X|El= BlA20l CHE REMIEH I8 2 MME B ZRSHHX|REE BlAA,
2o 08

P Metol x|He = U= ARCL| 2|44 o|F Lt

Qjod Mgto| AFENQIL|Ct Q¥od MEtof CHt Statusolle CF2 gt & stutvt &g £ &Lt
« ACTIVE: & M&to| A|ZH x| EMstElL|Ct
« EXPIRED: ¥4 @§+o| B2 E|RAELICHELZE AlZHO| Z=1HE).

HMEE dEiE 2laao nof 277 M8 ==X {F & LIEHLICH dEf7H 2l Wi 2F &
sl o Z 2|7 044 EEi=0| O|SE 718 SAHnt sliF nC 2F7H SREIE AI-EE

S HolgfLIth ole Tt 2k0l & shiftType = U&LICH.




Amazon Application Recovery Controller(ARC) JHEER} 70| =

- FIS_EXPERIMENT
Dr=2 AlZHEFZ AlZh)

Qo] FEHE AISHE I} HAISHE AlZH 5 ARCTH BLE AIZHEIR AIZH 2 MEHE Alzhe xIZE
Lick o8 501 7+8 Yo R ERfTS SHY FHI EIH ¥ MES FAY 4 aLch T
(o]

ol =X L Mt S E A=E M Zo =X HIFHLIEL| S E 1edstMe. Mall AlLE2| 201 A
ERF M MEE = ULSE Foll =X| ol o|Est= HFHLIES 71880 £2X| Hlste WOl £&
LICH LEFMo 2 x|Cigtol oiddgnt LIAEEE Qlol 7isstH & HFLIE0 CIoIE S &f+ &
ALEstof ELICH Ol P50l £ MH[A0| 7|S0| ZEE E22/2 C|o|E S Zhol| of EH T E &
£X|, a22l2 MH|A 0| Ho|H BHoilM =l o] MZ|dE 7ICHE + U= R E Olsliste ZWol ELF
LICt.

CHE 22l AWS MH|AQF OFRIIHX|Z B M2t 7|soll tiEt 7|s2 ZHEE &8¢! & lolH E&i2lof

M RIHELCH 2 o M2E = JIES FFHEUX|T HEE Zoi|Ql2 Ho/H derdol| Z[%3tE[o]

1 olole o2 7tEEol Azt (o] AU&LICH CI|0|E €2 S E 1e{sto] A=
JE=YEE |

2 7EE B2Ql A0l IS HE 4 ol 2% BT

°
M

UroR HEE Eaelg ASSHHM MulAo| Blas M, Aol U AKI9L Ze |2 22l 7l
(=)
=

£38 4 aLICH HOIE] Yo MElA0] 4 7|

mo m

CIOJE| ¥, ZIEE Z2 W7t T7H8 N SEE §5617| 2lsh MHIAE AWS T sHE ol of
L =

8t XEMIEH LI 2 Amazon Builders' Library 2| Static stability using Availability Zones paperZ& & Z= 3}

HElE 2lAaA0 CHEl B MEHE AlE5Hod 7H8 PP 9| EXMERE ofE 2|7 0]
L o

clole 2 HEE Z¢ ¢! 13


https://aws.amazon.com/builders-library/static-stability-using-availability-zones/
https://aws.amazon.com/application-recovery-controller/pricing/

Amazon Application Recovery Controller(ARC) JHEER} 70| =

ARCO| e Tt e ARE|

ARCO|M Ct&E AZ 57 & floll G MetE A8t B2 Ol 2 Al3IE =& X0l E4LICH

=5

. BY AR UMY I 5N

. 280lpET} A= EQIEOf HZE AENE Rl AlZ K

. AIE o Mgt Ol2] BAE BT

. ZE 718 ¢olo| HAOlT EFHTS IS K| 2Ol

- RhsH =72 I8t COIE] 201 API EHed ALS

. od §go| ol EBHTE YAMOZE OIS

S AE W AN 27| 5
ool Mg AIRHE M) 7H8 Yolofl RIHEIE 7} R5tE £8Y £+ US B2 SYS AHsD
AS RE EH EE RS 2EO| M5 BRI HOIBLICH ST XIF ofF|HRolAE YBEoZ A
ol SR B stt7t @ Zatl M mf 2CH EBHTIS MY £ s S 0if BUS X8
=S WY 8T 02l ZHsHE ol EaLic
KIdElE Blacof Chal Bod MBS AlRtstn EB4T0| AZoIA CHE 2o 0|55t ofZ 2l ol
ol M2 230 AHS3HE 80| MHELICH AZoIM E2HT 0|5 2 HEtD LIHX| AZs.

SEH0IIE T A= EQIEOf HUE MENE RXISHE AlZH A3

0| & 501 Py Mt E= A Xt s B2 AF&35104 Amazon Application Recovery

Controller(ARC)7} EEHEIE T HZEE{ C}E R2Z 0|5 E 1 ARC7I OHEZ|7I0|MH EEHEIE O]

Sote Ol AHE5t= HIZ{LIE2 DNS A O[EILICH. DNS UO|0|EE Qlsi 2= M 2dZ0| &4
Zl 2|x[of| M Ho{ElLICt

JeiLt Z7[Eo FEl Ad0| U= %EFOI‘?_'I = SCO0|AE T CHA| @42 HUFXl o E f|x[o cH

o AL QLEER &= U&LICH WE E E¥5tE{™ ZEt0|MET AERZQIE| 1A E MEFE

K XIetE AZHE MBtstE WOl £ L—|EP

2fLICE RHial 2 Al o Z2[7|o|M =7 % -‘P—I?_ H71MQ Foll =X EHAEQ| Yoz 7tE™
O/HEAE W Z=HM #F DFoM AR B TMErS AlEst o digfLich HI7[HA HAE




A 7h0|=

=13

Amazon Application Recovery Controller(ARC)

U

o

o
4

pal

by

(o)

q

(o]
o

&

&LCt.

=

[m]

=

ol &

—

—

N
&L|Ct. O]
2|
o

=

Elastic Load Balancing X|&

0|

|.

—

°©

—

—

ot

=
o

2L|E

LICH HIE S cHefoll o
=

ARl 21T 2lAA 9| AFEY

—

H

T

|.

S
=

4

X
=

(o]
O
il

o
Ol
100

q

o

9

-
1le)

H

A

F

ol sl

2|7 0|Mdut 2 L|E

i
=

T of

A

=
[

O 2 0| AlZlLCt.

od "t
T

1t &7 AWS Command Line Interface == APIE

7] AWS Management Console %] = S 01 A

©

API &

&LICH AE

=

=

A& LICh e Lt b

A&ste= ol
A.

=
=X

RhsH =TS 213t ClolE] Yo

= |7{0]440] AH|

g 2[5t S Al of

LICt. O|& Sl A o

K

X

il

ok

—_—
[Ile)
T
N

=
1le)

2|7ilo]4d 0|

vy

LICE.

T

o)

.

Kl

o
Pl

0

Ly

(0]

Sto1 AFE

FE ALE

_ .
= o gl

—r
[ITe)

LS

F2d 2 A{of| CH

[

2|71 0]

i
=

EzjEE S AZ of
g == U= ARC API 20| LIEE[o {&LICt. O

1
S
it
o

15

°©

oz &

Vs
ar

X
(Ml

oq0o4
(=2

%x10|
1 —

I.

olH
—

|_

AWS Command Line Interface 0| A


https://docs.aws.amazon.com/arc-zonal-shift/latest/api/Welcome.html
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https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_StartZonalShift.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_UpdateZonalShift.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_ListZonalShifts.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_ListManagedResources.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_GetManagedResource.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_CancelZonalShift.html
https://docs.aws.amazon.com/cli/latest/reference/arc-zonal-shift/index.html
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aws arc-zonal-shift start-zonal-shift \
--resource-identifier arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5 \
--away-from usel-azl \
--expires-in 10m \
--comment "Shifting traffic away from usel-azl"

"awayFrom": "usel-azl",

"comment": "Shifting traffic away from usel-azl",

"expiryTime": "2024-12-17T21:37:26-08:00",

"resourceldentifier": "arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",

"startTime": "2024-12-17T21:27:26-08:00",

"status": "ACTIVE",

"zonalShiftId": "9acY9ecle-1df1-0755-3dc5-8cf573cd9c38"

22| 2lAA 7KL 7|

get-managed-resource @HE AL&35+0{ CLIGIAM Zt2| 2lA A0 CHE HEE 72 = U&LCh

aws arc-zonal-shift get-managed-resource \
--resource-identifier arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5

"appliedWeights": {

"usel-az1l": 0.0,

"usel-az2": 1.0,

"usel-az6": 1.0
},
"arn": "arn:aws:elasticloadbalancing:us-east-1:111122223333:1oadbalancer/app/

Testing/5al19403ecd42dc@5",

"autoshifts": [],
"name": "Testing",
"zonalAutoshiftStatus": "DISABLED",
"zonalShifts": [

{
"appliedStatus": "APPLIED",
"awayFrom": "usel-azl1",
"comment": "Shifting traffic away from usel-azl",

CLI ZHd AF2 0| A
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"expiryTime": "2024-12-17T21:37:26-08:00",
"resourceldentifier": "arn:aws:elasticloadbalancing:us-

east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",
"startTime": "2024-12-17T21:27:26-08:00",
"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"
"shiftType": "MANUAL"

| 2laa LY
list-managed-resources BHE AFE5104 CLIGIM A Ho| 22| E|AAE LIPEE = A&LICH

aws arc-zonal-shift list-managed-resources

"items": [
{
"appliedWeights": {
"usel-azl1l": 0.0,
"usel-az2": 1.0,
"usel-az6": 1.0
I
"arn": "arn:aws:elasticloadbalancing:us-east-1:111122223333:1oadbalancer/
app/Testing/5al19403ecd42dc@5",
"autoshifts": [],
"availabilityZones": [
"usel-azl",

"usel-az2",
"usel-az6"

1,

"name": "Testing",

"practiceRunStatus": "DISABLED",

"zonalAutoshiftStatus": "DISABLED",

"zonalShifts": [

{
"appliedStatus": "APPLIED",
"awayFrom": "usel-azl",
"comment": "Shifting traffic away from usel-azl",
"expiryTime": "2024-12-17T21:37:26-08:00",
"resourceldentifier": "arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",

CLI ZHd AF2 0| A 18
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"startTime": "2024-12-17T21:27:26-08:00",
"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"

}
]
}
]
}
oy gt 22

list-zonal-shifts BHEE AL&5l0{ CLIE S8l A8l I HMets LIge = J&LCh

aws arc-zonal-shift list-zonal-shifts

{
"items": [
{
"awayFrom": "usel-azl1",
"comment": "Shifting traffic away from usel-azl",
"expiryTime": "2024-12-17T21:37:26-08:00",
"resourceIdentifier": "arn:aws:elasticloadbalancing:us-

east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",
"startTime": "2024-12-17T21:27:26-08:00",
"status": "ACTIVE",
"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"
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update-zonal-shift BHEE Al&610{ CLIZ ¥ &

aws arc-zonal-shift update-zonal-shift \
--zonal-shift-id 9ac9ecle-1df1-0755-3dc5-8cf573cd9c38 \
--expires-in 1h \
--comment "Still shifting traffic away from usel-azl"

"awayFrom": "usel-azl1",
"comment": "Still shifting traffic away from usel-azl",

CLI ZHd AF2 0| A 19
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"expiryTime": "2024-12-17T22:29:38-08:00",
"resourceldentifier": "arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",

"startTime": "2024-12-17T21:27:26-08:00",
"status": "ACTIVE",
"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"
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cancel-zonal-shift HES AFE5104 CLIOIAM ¥ MEE FAE = U&LICH

aws arc-zonal-shift cancel-zonal-shift \
--zonal-shift-id 9ac9ecle-1df1-0755-3dc5-8cf573cd9c38

"awayFrom": "usel-azl",

"comment": "Still shifting traffic away from usel-azl",

"expiryTime": "2024-12-17T22:29:38-08:00",

"resourceldentifier": "arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",

"startTime": "2024-12-17T21:27:26-08:00",

"status": "CANCELED",

"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"
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https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-target-groups.html#r53-dns-failover
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create-auto-scaling-group B&0d| --availability-zone-impairment-policy It2t0|E{E

F 7t

--availability-zone-impairment-policy ZtZtO/E{l= 5 7FX| SM0| U&LICH
true Auto Scaling Auto Scaling &2 ARC ¥ Mol S
£ AE, YMOIo|E = FAE £ J&LICH B HY5HH false
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Ct= Mo M= Bh= A Auto Scaling 2 &0 B MEtE EM5HELICkmy-asg.

aws autoscaling create-auto-scaling-group \
--launch-template LaunchTemplateName=my-launch-template,Version='1"' \
--auto-scaling-group-name my-asg \
--min-size 1 \
--max-size 10 \
--desired-capacity 5 \
--availability-zones us-east-la us-east-1b us-east-1c \
--availability-zone-impairment-policy '{
"ZonalShiftEnabled": true,
"ImpairedZoneHealthCheckBehavior": IgnoreUnhealthy

} 1
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https://docs.aws.amazon.com/autoscaling/ec2/userguide/create-asg-launch-template
https://docs.aws.amazon.com/cli/latest/reference/autoscaling/create-auto-scaling-group.html
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-zonal-shift.start-cancel.html
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aws autoscaling update-auto-scaling-group --auto-scaling-group-name my-asg \
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https://docs.aws.amazon.com/cli/latest/reference/autoscaling/update-auto-scaling-group.html
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-zonal-shift.start-cancel.html
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--availability-zone-impairment-policy '{
"ZonalShiftEnabled": true,
"ImpairedZoneHealthCheckBehavior": IgnoreUnhealthy

* us-east-1a
* us-east-1b

* us-east-1c

oM ZOHE B 7dus-east-1astT P MEHS EC|HELICH oM P TEto| ER|HEIH OIS &
ol g LIClus-east-1a.

« E % - Auto Scaling® H4 7t8 ¥YU(us-east-1b X )oIM ZE M 82 2HE AIFELIClus-
east-1c.
« X X7 - Auto Scaling2 = HH0| ¥st= EF S E0|= A2 REELICH Auto Scaling2 =
H gHo| dete 8F 2 sl /e REsHK| f&LCh
« QIAEA MEZ TF - Auto Scaling2 #d G Mt Sof X[eiEls ZE AUAEHA M2 TEH Z2A|
AO| Mgt AlZhE AFELICH
4 E 7HE Yol Hef 2ol S5 My Aref ol S5
Replace unhealthy Instances that appear unhealthy will be
replaced in all Availability Zones (us-east-1
a ,us-east-1b ,and us-east-1c ).
Ignore unhealthy Instances that appear unhealthy will be

replaced in us-east-1b and us-east-1

¢ . Instances will not be replaced in the Avalil
ability Zone with the active zonal shift (us -
east-1la ).
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o
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zonal-shift-validation E2i3E AtE35t04 O|2{Et 7SS &E = U&L

ClCreateAutoScalingGroupUpdateAutoScalingGroupAttachTrafficSources.
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https://docs.aws.amazon.com/autoscaling/ec2/userguide/automating-ec2-auto-scaling-with-eventbridge.html
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-zonal-autoshift.html
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1. ARCO| 5SE%& Amazon EKS Z22{AE{2| O|E1} 2| 3t&LICH.
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3. ZE{AHE H=ELICH
4. Zo{2H HE Ho|X|o|M 7 BS MEdELICH
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AWS CLI

M Amazon EKS 22 AE{0| M ¥ ®et2 &3l 5HedH(AWS CLI)

L

aws eks create-cluster --name my-eks-cluster --role-

arn my-role-arn-to-create-cluster --resources-vpc-config
subnetIds=string,string, securityGroupIds=string,string,endpointPublicAccess=boolean, enc
--zonal-shift-config enabled=true

7|& Amazon EKS {AE0|A B Mt S & d3H5t2{TH(AWS CLI)
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https://docs.aws.amazon.com/eks/latest/userguide/zone-shift-enable.html#zone-shift-enable-steps
https://docs.aws.amazon.com/eks/latest/userguide/zone-shift-enable.html#zone-shift-enable-steps
https://console.aws.amazon.com/eks/home#/clusters
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aws eks update-cluster-config --name my-eks-cluster --zonal-shift-config
enabled=true
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¥od Tt A Application Load BalancerE& At& 3524 Application Load Balancer <4304 A ARC
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HIg st FH0 2 P9 dMetg X[FLIch

XHEl= 2laa 27


https://docs.aws.amazon.com/eks/latest/userguide/zone-shift.html
https://docs.aws.amazon.com/eks/latest/userguide/managed-node-groups.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/auto-scaling-benefits.html#AutoScalingBehavior.InstanceUsage
https://aws.amazon.com/blogs/containers/amazon-eks-now-supports-amazon-application-recovery-controller/
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https://console.aws.amazon.com/ec2/
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Network Load Balancers
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Cluse_load_balancer_configuration.
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/application-load-balancers.html#http-client-keep-alive-duration
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-integrations.html#zonal-shift
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/edit-target-group-attributes.html#target-group-cross-zone
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-target-groups.html#target-group-routing-configuration
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/edit-target-group-attributes.html#unhealthy-target-connection-termination
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https://docs.aws.amazon.com/elasticloadbalancing/latest/network/application-load-balancer-target.html
https://console.aws.amazon.com/ec2/
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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"eventVersion": "1.08",
"userIdentity": {
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"type": "AssumedRole",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA33L3W36EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"userName": "EXAMPLENAME"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-11-14T16:01:51Z7",
"mfaAuthenticated": "false"

}
}
.
"eventTime": "2022-11-14T16:14:417",
"eventSource": "arc-zonal-shift.amazonaws.com",
"eventName": "ListManagedResources",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",

"userAgent": "Boto3/1.17.101 Python/3.8.10 Linux/4.14.231-180.360.amzn2

exec-env/AWS_Lambda_python3.8 Botocore/1.20.102",
"requestParameters": null,
"responseElements": null,
"requestID": "VGXG4ZUE7UZTVCMTIGIAF_EXAMPLE",
"eventID": "4b5c42df-1174-46c8-be99-d67_EXAMPLE",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333"

.X86_64

"eventCategory": "Management"
}
}
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA33L3W36EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"userName": "EXAMPLENAME"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-11-14T16:01:51Z2",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2022-11-14T16:10:38Z2",
"eventSource": "arc-zonal-shift.amazonaws.com",
"eventName": "StartZonalShift",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",

"userAgent": "Boto3/1.17.101 Python/3.8.10 Linux/4.14.231-180.360.amzn2.x86_64
exec-env/AWS_Lambda_python3.8 Botocore/1.20.102",

"errorCode": "ConflictException",

"errorMessage": "There's already an active zonal shift for that resource
identifier: 'arn:aws:testservice:us-west-2:077059137270:testResource/456apples’.
Active zonal shift: 'bac23b74-176e-c073-de8f-484ca508910f'",

"requestParameters": {

"resourceldentifier": "arn:aws:testservice:us-
west-2:077059137270:testResource/456apples"”,

"awayFrom": "usw2-azl",

"expiresIn": "2m",

"comment": "HIDDEN_FOR_SECURITY_REASONS"

I

"responseElements": null,

"requestID": "OP40YXZ54HUPMIPGWH_EXAMPLE",

"eventID": "Obcab660-e999-43a5-9008-EXAMPLE",

"readOnly": false,
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"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333"
"eventCategory": "Management"

}
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"arn:aws:elasticloadbalancing:us-east-1:123456789012:1oadbalancer/app/

"arn:aws:eks:us-east-1:123456789012:clustexr/*"

]

}

.

"Action": [
"arc-zonal-shift:StartZonalShift"

1,

"Resource": "*",

"Effect": "Allow"

}
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"arc-zonal-shift:ListManagedResources",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:ListZonalShifts",
"arc-zonal-shift:StartZonalShift",
"arc-zonal-shift:UpdateZonalShift",
"arc-zonal-shift:CancelZonalShift"

1,

"Resource": "*"
1,
{

"Effect": "Allow",

"Action": "ec2:DescribeAvailabilityZones",

"Resource": "*"

}
]
}
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"arc-zonal-shift:ListManagedResources",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:ListZonalShifts",
"arc-zonal-shift:StartZonalShift",
"arc-zonal-shift:UpdateZonalShift",
"arc-zonal-shift:CancelZonalShift"

1,

"Resource": "*"

}
]
}
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--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890" \

A& ol Al

aws arc-zonal-shift create-practice-run-configuration \
IO



https://docs.aws.amazon.com/cli/latest/reference/arc-zonal-shift/index.html
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Amazon Application Recovery Controller(ARC)
--outcome-alarms
type=CLOUDWATCH, alarmIdentifier=arn:aws:cloudwatch:Region:111122223333:alarm:Region-

MyAppHealthAlarm \
--blocking-alarms
type=CLOUDWATCH, alarmIdentifier=arn:aws:cloudwatch:Region:111122223333:alarm:Region-

BlockWhenALARM \
--blocked-dates 2023-12-01 --blocked-windows Mon:10:00-Mon:10:30

"arn:aws:elasticloadbalancing:us-west-2:111122223333:ExampleALB123456890"

"arn":
"name": "zonal-shift-elb"
: "DISABLED",

"zonalAutoshiftStatus"
practiceRunConfiguration": {
"blockingAlarms": [
"arn:aws:cloudwatch:us-west-2:111122223333:alarm:us-

{
"type": "CLOUDWATCH",
"alarmIdentifier":

west-2-BlockWhenALARM"

}
]
"outcomeAlarms": [
{
"type": "CLOUDWATCH",
"alarmIdentifier": "arn:aws:cloudwatch:us-west-2:111122223333:alarm:us-

west-2-MyAppHealthAlarm"

}
15
"blockedWindows": [
"Mon:10:00-Mon:10:30"
iF
"blockedDates": [
"2023-12-01"
]
}
AHs et s == g st
CLIZ ¥ XI5 ME HEIE UOI0|ESI0 BE|AAQ| XIS MEHS & M35 HLE g Hetghuich ¥
s ™Met MEfE #4Z85I24™H update-zonal-autoshift-configuration S AFSELICH
ol 1 2|AA0 CHEt AtS TMEHE MEtsiciH Chaa 22 BEE AASFELUICH
aws arc-zonal-shift update-zonal-autoshift-configuration \
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--Iresource-

identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890" \
--zonal-autoshift-status="ENABLED"

"resourceldentifier": "arn:aws:elasticloadbalancing:us-
west-2:111122223333:ExampleALB123456890",
"zonalAutoshiftStatus": "ENABLED"

[}

Al

2C|ME g A

— —

I
0%

ARt

start-practice-run BHZ AI&5t04 CLIE AFE5l01 2C|HE g M- d9 ™
A& LICH.

ri
i
>
el
ek
1

o|§ S04 2|40 THEE A& S AlEfsted™ ChSat 242 BES ASELICH
aws arc-zonal-shift start-practice-run
--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890" \
"awayFrom": "usw2-az1",
{
"awayFrom": "usw2-azl",
"comment": "Practice run started. Shifting traffic away from Availability Zone
usw2-azl.",
}
ZE SOl ey A 5|4

cancel-practice-run BHEE AI&350{ CLIZ TI™ &2l odg A™S 4 = U&LICH

o|E S0{ ElAA0 CHEF g AAE FASe{H OIS0 22 HEE AISsHMIR

aws arc-zonal-shift cancel-practice-run \
--zonal-shift-id="="arn:aws:testservice::111122223333:ExampleALB123456890"
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"zonalShiftId": "2222222-3333-444-1111",

"resourceldentifier": "arn:aws:testservice::111122223333:ExampleALB123456890",
"awayFrom": "usw2-azl",

"expiryTime": 2024-11-15T10:35:42+00:00,

"startTime": 2024-11-15T09:35:42+00:00,

"status": "CANCELED",

"comment": "Practice run canceled"

ok

2|AA0] B K& TEHE FA5t04 CLIZ T 5 Ats HEHE FAE = JEsLTH QA RS
£ FAse{HE A% LIClcancel-zonal-shift command.
aws arc-zonal-shift cancel-zonal-shift --zonal-shift-id
9ac9ecle-1df1-0755-3dc5-8cf573cd9c38
{
"awayFrom": "usw2-azl",
"comment": "Zonal autoshift started. Shifting traffic away from Availability Zone
usw2-azl1l.",
"expiryTime": "2024-12-17T22:29:38-08:00",
"resourceldentifier": "arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",
"startTime": "2024-12-17T21:27:26-08:00",
"status": "CANCELED",
"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"
}
gy AF A T
CLIE AF83t0{ ElAA0f CHEE Q& M- 742 TESto] g Aol CHet B2 & HEsHHLE
ARC7H ¢y M2 AIBt5tx| of2 I RHEFEl 2 i AHEFE 7I2HS YololEsts S Chyst
T SME U 0|EE = A&LCt g A 748 WESEA™ update-practice-run-
configuration BHE S ALSELICH.
2lAA0 CHEH s ™ 82 HEY e oS M2 st
« M X|HEE s B2 RE2 CLOUDWATCHRILICE
« 2lAATHHIEE AWS 21 [t St U= BEE ALEstof FLICH
69

CLI ZHd AF2 0| A



Amazon Application Recovery Controller(ARC) JHEER} 70| =

. AT ZE XFe T4 AFYULICH AE B XIFe M ArgeLich
7

& S0{Elarol & Al 774E HEISto] M &IE I E X[Hoted{H S 242 BFE AL 86t
M.

aws arc-zonal-shift update-practice-run-configuration \
--resource-

identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890" \
--blocked-dates 2024-03-01

"arn": "arn:aws:elasticloadbalancing:us-west-2:111122223333:ExampleALB123456890",
"name": "zonal-shift-elb"
"zonalAutoshiftStatus": "DISABLED",
"practiceRunConfiguration": {
"blockingAlarms": [
{
"type": "CLOUDWATCH",
"alarmIdentifier": "arn:aws:cloudwatch:us-west-2:111122223333:alarm:us-
west-2-BlockWhenALARM"

}
]
"outcomeAlarms": [
{
"type": "CLOUDWATCH",
"alarmIdentifier": "arn:aws:cloudwatch:us-west-2:111122223333:alarm:us-
west-2-MyAppHealthAlarm"
}
1,
"blockedWindows": [
"Mon:10:00-Mon:10:30"
1,
"blockedDates": [
"2024-03-01"
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Qigy A T AR

ElAaA0l CHEE g Al T EE AXE = UKRIE HK 2|lAaL00 CHE B XS M2 HIE G3tstof
LICH B XS TEHS &d3tetedH 2laLof g A~ 70| lofok gLICH H7[xel g A
S Sall 718 B stLt7t elo{m o EE|F 0|40 HY Moz MAE=X] HlE + U&LIC

CLIE At835t0o] ¢ig A™ M2 AXISE{™ HX] update-zonal-autoshift HEZ AL& 5104
ZQst 75'—?— PERLINE S 7&'%% Hl%*éi;}i*l—llif JHCHE g A 782 AX|5tE4H delete-
O

A O 22 BPE A85t0d ElaL ol B & e S HIF H3t et

aws arc-zonal-shift update-zonal-autoshift-configuration \
--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890" \
--zonal-autoshift-status="DISABLED"

"resourceIdentifier": "arn:aws:elasticloadbalancing:us-
west-2:111122223333:ExampleALB123456890",
"zonalAutoshiftStatus": "DISABLED"

%

—

a3 o}

mio
11|>

A% TS ARISHEIE T 22 YR ARSI

aws arc-zonal-shift delete-practice-run-configuration \
--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890"

{
"arn": "arn:aws:elasticloadbalancing:us-west-2:111122223333:ExampleALB123456890",
"name": "TestResource",
"zonalAutoshiftStatus": "DISABLED"

}
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA33L3W36EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"userName": "EXAMPLENAME"
1,
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-11-14T16:01:51Z2",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2022-11-14T16:14:417",
"eventSource": "arc-zonal-shift.amazonaws.com",
"eventName": "ListManagedResources",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",

"userAgent": "Boto3/1.17.101 Python/3.8.10 Linux/4.14.231-180.360.amzn2.x86_64
exec-env/AWS_Lambda_python3.8 Botocore/1.20.102",

"requestParameters": null,

"responseElements": null,
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"requestID": "VGXG4ZUE7UZTVCMTJGIAF_EXAMPLE",
"eventID": "4b5c42df-1174-46c8-be99-d67_EXAMPLE",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333"
"eventCategory": '"Management"

}
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* Autoshift In Progress
* Autoshift Completed

* Practice Run Started
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* FIS Experiment Autoshift In Progress
* FIS Experiment Autoshift Completed
* FIS Experiment Autoshift Canceled

* Practice Run Interrupted

Amazon Application Recovery Controller(ARC)
* Practice Run Succeeded

e Practice Run Failed
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"detail-type": [
"Practice Run Started"

. gy MHO| Aj3t P XHS TEOIM ZE OHE
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[ul

{
"source": [
"aws.arc-zonal-shift"
1,
"detail-type": [
"Practice Run Failed"
]
}

O| Mddofl= B Xt5 TIEH 2 ol CHEr oAl o[ HE 7} Z & E|of Q& LICH

CH22 1) AHS & 2HERF 2 2lo] #Md35tz|o] 1 2) Ais MEHo]| Z&E YA x5 MEe=Z ZAaA
E 73t K| ot2 B Autoshift In Progress doi Cist O|HIE O| of IL|CH
{
"version": "Q",

"id": "@05d4d2d5-9c76-bfea-72d2-d4614802adb4",
"detail-type": "Autoshift In Progress",
"source": "aws.arc-zonal-shift",
"account": "111122223333",
"time": "2023-11-16T23:38:14Z",
"region": "us-east-1",
"resources": [],
"detail": {
"version": "0.0.1",
"data": "",
"metadata": {
"awayFrom": "usel-az2",
"notes":"AWS has started an autoshift for an impaired Availability Zone.
This notification
is separate from autoshift notifications for resources, if any, that you
have configured for
zonal autoshift. For details, see the Developer Guide."
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}
}
}
Ct22 1) AHS & &R g 2l0| HIZ-EstElo] /i1 2) RHS Tetof Z & E 2
0 Z|AAE T8 B Autoshift In Progress Z¢4oi CHEH ofAl| O]
{
"version": "Q@",
"id": "@5d4d2d5-9c76-bfea-72d2-d4614802adb4",
"detail-type": "Autoshift In Progress",
"source": "aws.arc-zonal-shift",
"account": "111122223333",
"time": "2023-11-16T23:38:14Z",
"region": "us-east-1",
"resources": [
"TEST-EXAMPLE-2023-11-16-23-28-11-5"
1)
"detail": {
"version": "0.0.1",
"data": "",
"metadata": {
"awayFrom": "usel-az2",
"notes":""
}
}
}
CH2 2 Practice Run Interrupted Xrdof CH$t oi Al O|HIE QIL|CH
{

"version": "Q",

"id": "@05d4d2d5-9c76-bfea-72d2-d4614802adb4",

"detail-type": "Practice Run Interrupted",

"source": "aws.arc-zonal-shift",

"account": "111122223333",

"time": "2023-11-16T23:38:14Z",

"region": "us-east-1",

"resources": [
"TEST-EXAMPLE-2023-11-16-23-28-11-5"

1,
"detail": {
"version": "0.0.1",
22U RLHY 84



Amazon Application Recovery Controller(ARC) JHEER} 70| =

"data": {
"additionalFailureInfo": "Practice run interrupted. The blocking alarm
entered ALARM state."
.
"metadata": {
"awayFrom": "usel-az2"
}

CHZ2 2 FIS Experiment Autoshift In Progress Xrejoi CHSt oA O|HIEQIL|CH

"version": "Q",
"id": "@5d4d2d5-9c76-bfea-72d2-d4614802adb4",
"detail-type": "FIS Experiment Autoshift In Progress",
"source": "aws.arc-zonal-shift",
"account": "111122223333",
"time": "2023-11-16T23:38:147",
"region": "us-east-1",
"resources": [
"TEST-EXAMPLE-2023-11-16-23-28-11-5"
1,
"detail": {
"version": "0.0.1",
"data": "",
"metadata": {
"awayFrom": "usel-az2",

"notes
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events. 7|& 21 58 MEHSIE{H 2 Al&tstE 20 OS50 EEC2 HFo|l SMHM2ZE /aws/
events EA|IELICEH AFM|EH LHE 2 Amazon CloudWatch A MM M 210 I8 MAHS X5
MNE.
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"Statement": [
{

"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,

"Effect": "Allow",

"Principal": {

"Service": [
"events.amazonaws.com",
"delivery.logs.amazonaws.com"

]

3,

"Resource": "arn:aws:logs:region:account:log-group:/aws/events/*:*",

"Sid": "TrustEventsToStorelLogEvent"

}

1,
"Version": "2012-10-17"

I&3stod 21 a2 Foi et 2laa 7(gt ME FHE %‘- igLct 2laA J(H Mo Ee
st MEr2 F713t2{™ CloudWatch PutResourcePolicy AP . 2H CHS describe-
resource-policies CLI @HE 2 At&35t0{ HAO| SHIZA| —.%EI%EXI golg = &Lct.
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"arc-zonal-shift:ListManagedResources",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:ListZonalShifts",
"arc-zonal-shift:StartZonalShift",
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"arc-zonal-shift:UpdateZonalShift",
"arc-zonal-shift:CancelZonalShift",
"arc-zonal-shift:CreatePracticeRunConfiguration",
"arc-zonal-shift:DeletePracticeRunConfiguration",
"arc-zonal-shift:ListAutoshifts",
"arc-zonal-shift:UpdatePracticeRunConfiguration",
"arc-zonal-shift:UpdateZonalAutoshiftConfiguration"

1,
"Resource": "*"

.

{
"Effect": "Allow",
"Action": "ec2:DescribeAvailabilityZones",
"Resource": "*"

},

{
"Effect": "Allow",
"Action": "cloudwatch:DescribeAlarms",
"Resource": "*"

}

]
}
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"arc-zonal-shift:ListManagedResources",
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"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:ListZonalShifts",
"arc-zonal-shift:StartZonalShift",
"arc-zonal-shift:UpdateZonalShift",
"arc-zonal-shift:CancelZonalShift",
"arc-zonal-shift:CreatePracticeRunConfiguration",
"arc-zonal-shift:DeletePracticeRunConfiguration",
"arc-zonal-shift:ListAutoshifts",
"arc-zonal-shift:UpdatePracticeRunConfiguration",
"arc-zonal-shift:UpdateZonalAutoshiftConfiguration"

1,

"Resource": "*"
},
{

"Effect" : "Allow",

"Action" : [

"cloudwatch:DescribeAlarms",
"health:DescribeEvents"
1,
"Resource" : "*"
},
{

"Effect" : "Allow",

"Action" : [
"arc-zonal-shift:CancelZonalShift",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:StartZonalShift",
"arc-zonal-shift:UpdateZonalShift"

1,

"Resource" : "*"

}
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A MM MME FHESHAR

ANo{E Lt ARCO|M Et2& AMoi M4 2  ListControlPanels &%=

o
£l
=1
P
>
(==
x

B Mo{E @It &t #=&  CreateSafetyRule &%=
o

ot & dH ot 8 Mo{E I8t o™ =& DescribeSafetyRule &=
MY MMg FHESHMRL

Ot 73 Holo|E o8 Xo{E 8t ot 73 UpdateSafetyRule & =
MY MdMg FHESHMR

oL T &] AbX]| ot Mo{E @8t o™ 7= DeleteSafetyRule &=
MY MM XML

OFM #3& Lt o8 Xo{E I8t ot 73] ListSafetyRules &=
MY MdME XML
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https://docs.aws.amazon.com/recovery-cluster/latest/api/routingcontrol.html
https://docs.aws.amazon.com/recovery-cluster/latest/api/routingcontrol-routingcontrolarn.html
https://docs.aws.amazon.com/recovery-cluster/latest/api/controlpanel-controlpanelarn-routingcontrols.html
https://docs.aws.amazon.com/recovery-cluster/latest/api/controlpanel.html
https://docs.aws.amazon.com/recovery-cluster/latest/api/controlpanel-controlpanelarn.html
https://docs.aws.amazon.com/recovery-cluster/latest/api/controlpanel.html
https://docs.aws.amazon.com/recovery-cluster/latest/api/controlpanel-controlpanelarn.html
https://docs.aws.amazon.com/recovery-cluster/latest/api/controlpanels.html
https://docs.aws.amazon.com/recovery-cluster/latest/api/safetyrule.html
https://docs.aws.amazon.com/recovery-cluster/latest/api/safetyrule-safetyrulearn.html
https://docs.aws.amazon.com/recovery-cluster/latest/api/safetyrule.html
https://docs.aws.amazon.com/recovery-cluster/latest/api/safetyrule-safetyrulearn.html
https://docs.aws.amazon.com/recovery-cluster/latest/api/controlpanel-controlpanelarn-safetyrules.html
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14 E Route 53 A'Ef & QI L} ARCOIA 2t & Ao &EH &  ListAssociatedRoute53Health

A QI MM MME FESIMR Checks &=
Z22{AE 3RE I8 AWS ARCO| M EE{AE| CHEt W GetResourcePolicy &%
RAM Z|AA F2H | | A A X AMHE HESHA

o

Che Zols 228 Moj HlojE| Yoloz ERHT Sof Zx|E Balsts ol ASY £ 2l Yirxiel
ARC API SH4T} 224 MM -7} Lot 2laLic

S ok ARC 2& AlS ARC API| Al

2t & Mof &Ef 7tX 27| oM 2t & o &fEl 7t GetRoutingControlState & &
XM27| A A0l E AWS
Management Console MM &

xI-X °|.A-||O
ot Ao Lt N/A ListRoutingControls & &
2t El Xl|o{ AEf O|0|E ol M 2} E! Ao] AEH 7t UpdateRoutingControlState &
XM27| 2 dHolE AWS =
Management Console AlM&
xFX o|.A-||O
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xFX o|.A-||O
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https://docs.aws.amazon.com/recovery-cluster/latest/api/routingcontrol-routingcontrolarn-associatedroute53healthchecks.html
https://docs.aws.amazon.com/recovery-cluster/latest/api/routingcontrol-routingcontrolarn-associatedroute53healthchecks.html
https://docs.aws.amazon.com/recovery-cluster/latest/api/resourcepolicy-resourcearn.html
https://docs.aws.amazon.com/routing-control/latest/APIReference/API_GetRoutingControlState.html
https://docs.aws.amazon.com/routing-control/latest/APIReference/API_ListRoutingControls.html
https://docs.aws.amazon.com/routing-control/latest/APIReference/API_UpdateRoutingControlState.html
https://docs.aws.amazon.com/routing-control/latest/APIReference/API_UpdateRoutingControlStates.html

Amazon Application Recovery Controller(ARC)

SDK AdEA

AWS SDK for C++

AWS CLI

AWS SDK for Go

AWS SDK for Java

AWS SDK for JavaScript

AWS SDK for Kotlin

AWS SDK for .NET

AWS SDK for PHP

AWS Tools for PowerShell

AWS SDK for Python (Boto3)

AWS SDK for Ruby

AWS SDK for Rust

AWS SDK for SAP ABAP

AWS SDK for Swift

A oA

AWS SDK for C++ 2= O/ A|

AWS CLI Z E of x|

AWS SDK for Go ZE 04X

AWS SDK for Java 2. E O A

AWS SDK for JavaScript 2= 0| A

JHEER} 70| =

AWS SDK for Kotlin .= 04|

AWS SDK for NET Z E of X

AWS SDK for PHP I E o X

AWS Tools for PowerShell 2= 04 Xl

AWS SDK for Python (Boto3) I E 0iX]|

AWS SDK for Ruby Z.E Of|xi|

AWS SDK for Rust Z.E O X

AWS SDK for SAP ABAP I = Of/A|

AWS SDK for Swift ZE. o Al

O] MH|A &2 of| Al= AWS SDKsE A& 35H= Application Recovery Controller®| ZE oM & & Z= 5}
M.

® OilA ALS 7hs 047
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https://docs.aws.amazon.com/sdk-for-cpp
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/cpp
https://docs.aws.amazon.com/cli
https://docs.aws.amazon.com/code-library/latest/ug/cli_2_code_examples.html
https://docs.aws.amazon.com/sdk-for-go
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/gov2
https://docs.aws.amazon.com/sdk-for-java
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2
https://docs.aws.amazon.com/sdk-for-javascript
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javascriptv3
https://docs.aws.amazon.com/sdk-for-kotlin
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/kotlin
https://docs.aws.amazon.com/sdk-for-net
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/dotnetv3
https://docs.aws.amazon.com/sdk-for-php
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php
https://docs.aws.amazon.com/powershell
https://docs.aws.amazon.com/code-library/latest/ug/powershell_5_code_examples.html
https://docs.aws.amazon.com/pythonsdk
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python
https://docs.aws.amazon.com/sdk-for-ruby
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby
https://docs.aws.amazon.com/sdk-for-rust
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1
https://docs.aws.amazon.com/sdk-for-sapabap
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/sap-abap
https://docs.aws.amazon.com/sdk-for-swift
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/swift
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Amazon Application Recovery Controller(ARC) JHEER} 70| =

1. 2B{AEH &Y

1a. E{AEE MHFLICH network-type= MEH AR O|H IPV4 E= Y &= QU&LICIDUALSTACK.
7|22f2 1PV4RILICEH

aws route53-recovery-control-config create-cluster --cluster-name test --network-type
DUALSTACK

"Cluster": {
"ClusterArn": "arn:aws:route53-recovery-
control::123456789123:cluster/12341234-1234-1234-1234-123412341234",
"Name": "test",

"Status": "PENDING",
"Owner": "123456789123",
"NetworkType": "DUALSTACK"

}
ARC CIAAE XM MHEE M EHAE7F MAHEEZ|l= PENDING S¢S ARC Z|lAA o] MAEHE &lL|CH
describe-clusterE £ &5l04 TI& AEHE &QI8 &~ U&LICE

1b. 2{AEHE dHELICH

=2od

aws route53-recovery-control-config --region us-west-2 \
describe-cluster --cluster-arn arn:aws:route53-recovery-
control::111122223333:cluster/5678abcd-abcd-5678-abcd-5678abcdefgh

"Cluster": {
"ClusterArn": "arn:aws:route53-recovery-
control::123456789123:cluster/12341234-1234-1234-1234-123412341234",
"Name": "test",

"Status": "DEPLOYED",
"Owner": "123456789123",
"NetworkType": "DUALSTACK"

A EN7I DEPLOYEDO|Z ARC7} &5 228 AEXZOIE MET}
(o]

A —
g ZJLICH 1list-clusters& 5&50{ ZE SHHAHE LIYGE + JU&LICH
1c. 2BHAHE LIGELICH

aws route53-recovery-control-config --region us-west-2 list-clusters
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"Cluster": {
"ClusterArn": "arn:aws:route53-recovery-
control::123456789123:cluster/12341234-1234-1234-1234-123412341234",
"Name": "test",

"Status": "DEPLOYED",
"Owner": "123456789123",
"NetworkType": "DUALSTACK"

1d. EHAEO HIESS *¥S YH|O|EFLICH 5482 IPV4 = DUALSTACK L.

aws routeb53-recovery-control-config update-cluster \

--cluster-arn arn:aws:route53-recovery-
control::123456789123:cluster/12341234-1234-1234-1234-123412341234 \
--network-type DUALSTACK

"Cluster": {
"ClusterArn": "arn:aws:route53-recovery-
control::123456789123:cluster/12341234-1234-1234-1234-123412341234",
"Name": "test",

"Status": "PENDING",
"Owner": "123456789123",
"NetworkType": "DUALSTACK"

2. Mo{EH o

N o{E2 ARC EIR & AMo1E 757 {Et =2l 25 ULICH E{AEE M5t
2 2t= Mo NME2&L|CiDefaultControlPanel. O] Mo{E2 S A| AF2E &= Q)& LT

Mo{EH2 & S 2{AE0fBt —’F-?(H%EF = U&LICH Mo{EtE CHE EHAER 0|8
SHAEOIM M50k & LICH 1ist-control-panels& &
&SLICH §™ 28{AEo| Mo{EtEF H24d - -cluster-arn Z&=

t24E Mo{ES Afx
o AlEel 2E A

FIhEfLCh

My Sk
ol

>
§9=>a

NM

2a. Mo{ZHE LtFefLct

aws route53-recovery-control-config --region us-west-2 \
list-control-panels --cluster-arn arn:aws:route53-recovery-
control::111122223333:cluster/eba23304-1a51-4674-ae32-b4cf06070bdd
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"ControlPanels": [

{
"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/1234567dddddd1234567dddddd1234567",

"ClusterArn": "arn:aws:route53-recovery-
control::111122223333:cluster/5678abcd-abcd-5678-abcd-5678abcdefgh",

"DefaultControlPanel": true,

"Name": "DefaultControlPanel",

"RoutingControlCount": O,

"Status": "DEPLOYED"

-

8§l= A2 create-control-panel2 &&35t0{ Af|o{HE

o

2b. Mjo{E S H-gErLIch

aws routeb53-recovery-control-config --region us-west-2 create-control-panel \

--control-panel-name NewControlPanel2 \
--cluster-arn arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-

abcd-5678-abcd-5678abcdefgh

"ControlPanel": {
"ControlPanelArn": "arn:aws:route53-recovery-

control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"ClusterArn": "arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-

abcd-5678-abcd-5678abcdefgh",
"DefaultControlPanel": false,
"Name": "NewControlPanel2",
"RoutingControlCount": O,
"Status": "PENDING"

}
}
ARC Z|AAE XMF HM5tH ElaA Tt M E[= PENDING S & Ef7} ElLIC} describe-
control-panel2 E£5t0{ Tl 4 &S &Y = AsLICH

2c. Mo{Er& dEefLICt.

aws routeb53-recovery-control-config --region us-west-2 describe-control-panel \
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--control-panel-arn arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456

"ControlPanel": {

"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",

"ClusterArn": "arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-
abcd-5678-abcd-5678abcdefgh",

"DefaultControlPanel": true,

"Name": "DefaultControlPanel",

"RoutingControlCount": 0,

"Status": "DEPLOYED"

[a

3. 2t Aof 4o

SRHAEIE MHST MBS AHELODZ OlX B2 MoiE MAY £ JaLICH B2 Mo
S MM 2l 9E Mol Z3E FEIAE|S| Amazon 2|44 OIF(ARN)S 2|48 X|&aHoF &L
C. 3 22 Mo{E I3 Mo{EO| ARNS XIE 4 Q&LIch E8 MoiEo| s ZHAE(E |
&sHok Brict

No{EE X|H5IX| gtom™M AR5 2 MME|E MOo{E DefaultControlPaneld 2F2 & AMo47F F7}
ELct,
=

create-routing-control2 £&35t04 2t & A0{E MMELICE.

3a. 2t HMo{E &EFLICH

aws route53-recovery-control-config --region us-west-2 create-routing-control \
--routing-control-name NewRcl \
--cluster-arn arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-
abcd-5678-abcd-5678abcdefgh

{
"RoutingControl": {
"ControlPanelArn": " arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"Name": "NewRcl",
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"RoutingControlArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",

"Status": "PENDING"

}
}
Et? 8 Mo{= CHE ARC 2|49 SUF Y S =282 4B HYS s Ecto{ A 482 F
Mg = AaLoh

3b. 2t AMo{E HHELICH

aws route53-recovery-control-config --region us-west-2 describe-routing-control \

--routing-control-arn arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567

{
"RoutingControl": {
"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"Name": "NewRcl",
"RoutingControlArn": "arn:aws:route53-recovery-

control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/

abcdefgl234567",
"Status": "DEPLOYED"

5to{ Mo{Zroi| 2t & MoE LHAE & U&LICH XM0o{E ARNO|

M3

list-routing-controlsg& =
ZogtLct.

3c. 2t & M0{E Lt EfLCH

aws routeb3-recovery-control-config --region us-west-2 list-routing-controls \
--control-panel-arn arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb?0123456bbbbbb0123456

"RoutingControls": [

{
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"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",

"Name": "Rcl",

"RoutingControlArn": "arn:aws:route53-recovery-

control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/

abcdefgl234567",
"Status": "DEPLOYED"

1,
{

"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",

"Name": "Rc2",

"RoutingControlArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
hijklmnop987654321",

"Status": "DEPLOYED"

}

ct2 &l Ao] AE 29| CF2 oflMlolM = o] MMoil 5 7H2| 2t & AM0{(Rec1 & Re2)7F LEZE|o
Ct 7t stilct o] oAoAM Zt 2R E! Mo{E o Z 2|7 0|MO| HHZ &= 712 ¥ode LIEFALICE.
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ot #Eol= ofdM ATt AHlOIE A 0lEhE F 7HK 0| A&LICH FF &0l CHEF REAIE
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&2 Bt T Mo{E fler oHH 72 dd MME HZshMR.

CtE &2 F 7| 2t & Ao & 5tLt 0|40 Fo{Zl AlZtof One 2 HHEE T dt= ofdM 7 &
2 MtE= o|E M3 FLICH 732 MHE2{™ create-safety-rule assertion-rule It2H0|E
oF M Al™ELC.

T2 API 2Fdof CHEt XEMIBH L& 2 Amazon Application Recovery Controller® 2+ & |04
OFL M 2| AssertionRule2 & X 5HAM|I2.

P

2
~ Mz
oz

=

P

4a. 04N 7S SGFLICH

aws routeb53-recovery-control-config --region us-west-2 create-safety-rule \
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--assertion-rule '{"Name": "TestAssertionRule",
"ControlPanelArn": "arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx789zzz123yyy456xxx",
"WaitPeriodMs": 5000,
"AssertedControls":
["arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789222123yyy456xxx/routingcontrol/defl123defl23def"
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789222123yyy456xxx/routingcontrol/ghi456ghi456ghi"],
"RuleConfig": {"Threshold": 1, "Type": "ATLEAST", "Inverted": false}}'

"Rule": {
"ASSERTION": {
"Arn": "arn:aws:route53-recovery-control::888888888888:controlpanel/
zzz123yyy456xxx789zzz123yyy456xxx/safetyrule/333333444444",
"AssertedControls": [
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789zzz123yyy456xxx/routingcontrol/defl23defl123def"
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789zzz123yyy456xxx/routingcontrol /ghi456ghi456ghi"],
"ControlPanelArn": "arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx789zzz123yyy456xxx",
"Name": "TestAssertionRule",
"RuleConfig": {
"Inverted": false,
"Threshold": 1,
"Type": "ATLEAST"
.
"Status": "PENDING",
"WaitPeriodMs": 5000

rr
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® Note
Holg 7#=l2 45t 7| Mo DNS Zoll x| BlZ=EE & sHX| b= H0|E 2t & Ao &
DNS &off Zx| BIZEE FM5t= CHe 2t AMo{E Mdstor FLIct

TEE BFEE4H create-safety-rule gating-rule It2tO|E{QL E7H ARELICH

oMM =] API Brdod| CHEH REM|EH LHE 2 Amazon Application Recovery Controller& 2+ & A|04
API B Z QHLHM S| GatingRuleg F Z3HMIR.

4b. HOIY A S dEFLICH

aws route53-recovery-control-config --region us-west-2 create-safety-rule \
--gating-rule '{"Name": "TestGatingRule",
"ControlPanelArn": "arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx789zzz123yyy456xxx",
"WaitPeriodMs": 5000,
"GatingControls": ["arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx789zzz123yyy456xxx/routingcontrol/
defl23defl23def"]
"TargetControls": ["arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx789zzz123yyy456xxx/routingcontrol/
ghi456ghi456ghi”,
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zz7123yyy456xxx789222123yyy456xxx/routingcontrol,/1mn7891mn7891mn"],
"RuleConfig": {"Threshold": @, "Type": "OR", "Inverted": false}}'

"Rule": {
"GATING": {
"Arn": "arn:aws:route53-recovery-control::888888888888:controlpanel/
zzz123yyy456xxx789222123yyy456xxx/safetyrule/ 444444444 L4LL",
"GatingControls": [
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789222123yyy456xxx/routingcontrol/defl123defl23def"
1,
"TargetControls": [
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789222123yyy456xxx/routingcontrol/ghi456ghi456ghi”
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789222123yyy456xxx/routingcontrol/1mn7891mn7891mn"
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]I

"ControlPanelArn": "arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx789zzz123yyy456xxx",
"Name": "TestGatingRule",
"RuleConfig": {
"Inverted": false,
"Threshold": 0,
"Type": "OR"

iy
"Status": "PENDING",

"WaitPeriodMs": 5000
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Cannot modify control state for [0123456bbbbbbb0123456bbbbbb01234560123
abcdefgl234567] due to failed rule evaluation
0123456bbbbbbb0123456bbbbbb0123456333333444444
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XNlofof CHEH ARC MEH &ole MAMStLICEH
FEE MMstn 4 oZEo &

El
o
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Amazon Application Recovery Controller(ARC)
2. Route 53 CLIE AI&3}04 Route 5301 A Zt 2t

ZgrLich

3. Route 53 CLIE AF23}104 Route 5304 & 7H2]
|C}.

o
A AISH

e} 2tols
5a 7—||- )%l()'” L—-HEI' EI"CI>'%>I X‘“O'I% SooH
aws route53-recovery-control-config --region us-west-2 create-routing-control \
--cluster-arn arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-

--routing-control-name RoutingControlCelll \

abcd-5678-abcd-5678abcdefgh
--cluster-arn arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-

aws route53-recovery-control-config --region us-west-2 create-routing-control \
--routing-control-name RoutingControlCell2 \

abcd-5678-abcd-5678abcdefgh
Zf et & XMool CHet & Ef =2
Ej =

5b.

® Note

Amazon Route 53 CLIE AF235104 ARC
aws route53 create-health-check --caller-reference RoutingControlCelll \

--health-check-config \
Type=RECOVERY_CONTROL , RoutingControlArn=arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/

abcdefgl234567
"Location": "https://route53.amazonaws.com/2015-01-01/healthcheck/11111aaaa-bbbb-

cccc-dddd-ffffff22222",
"HealthCheck": {
XXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX"",
"CallerReference": "RoutingControlCelll",
128

IIIdII:
"HealthCheckConfig": {
"RECOVERY_CONTROL",

IlTypell g
"Inverted": false,
"Disabled": false,
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"RoutingControlArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567"

},
"HealthCheckVersion": 1

aws route53 create-health-check --caller-reference RoutingControlCell2 \
--health-check-config \
Type=RECOVERY_CONTROL ,RoutingControlArn=arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567

"Location": "https://route53.amazonaws.com/2015-01-01/healthcheck/11111aaaa-bbbb-
cccc-dddd-ffffff22222",
"HealthCheck": {
"Id": TXXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX",
"CallerReference": "RoutingControlCell2",
"HealthCheckConfig": {
"Type": "RECOVERY_CONTROL",
"Inverted": false,
"Disabled": false,
"RoutingControlArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567"

o
"HealthCheckVersion": 1

ok

Fol2 4745t}
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5c. F MO ZX|DNS HZEE MMt ZF T =0i AEH

Route 53 CLIE A+&3t04 Route 5301 A &0l ZX| DNS BlZEE YMeLICH HZ=EE ddstti™
change-resource-record-sets &0 CH&F Amazon Route 53 AWS CLI Command & Z 9| X|&E &
LICH B2 =0 M Zf o] DNS Zf S Route 530| & EH 2212 2|5l /8 SiE HealthCheckID 2tk
2 RIEELICHeb E X).

7|2 do|l B2
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"Name": "myapp.yourdomain.com",
"Type": "CNAME",
"SetIdentifier": "primary",
"Failover": "PRIMARY",
"TTL": Q,
"ResourceRecords": [
{
"Value": "celll.yourdomain.com"
}
1,
"HealthCheckId": "XXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX"
}
27 Mol 3P
{
"Name": "myapp.yourdomain.com",
"Type": "CNAME",
"SetIdentifier": "secondary",
"Failover": "SECONDARY",
"TTL": 0,
"ResourceRecords": [
{
"Value": "cell2.yourdomain.com"
}
1)
"HealthCheckId": "yyyyyy-yyyy-yyyy-yyyy-yyyyyyyyyyyy"
}

OlM 7|2 Ao Ex A2 Fol Zx|5t24™ 4bErAH 2| CLI oIA|of| 2t RoutingControlCelll 4
EHE OFFZ RoutingControlCell2 #EHE ONSE YO|O|EE = U&LICt

£ Ar8stod 2t 8 Mo & el Lid & UC|o|E AWS CLI
2HAH, 2t Ao & Mo{ midat 22 Amazon Application Recovery Controller(ARC) 2| &AE

MAE 5 BHAEIS 43 B8 5tod Hol ExIE I3 2HE Mof AEHE Lidstn HClolE Y £ 9

S 2{AEof Cha ARCE 57H0tct 5t E8{AE AEZQIE MEE MBS ELICHAWS
2™, 2HAEE &350 2t 8 KMo HEHE on = 2 AMSH AL e m o|2{8t 2™ ==
RIE(AWS I X A=XQIE URL) & StLIE X|H8liok gfLICtoff. & ALE38tod 2t E o] HEHE
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AWS CLIZIXL 7L} ool EE [ 2| AIEXQIE Q0T 0| MM--region| KAt 20| 2T o
CIXQIEQ| = X|&35lofF &fL|Ct.

ZE B BHAEHAEEZCIEE ASE = JUGLICH AL 2 A=XQIEE Sl mAstT AL
E 7tstt Z4 A= ZIER ALY FHIE ot= WOl E&LICH EBHAE AEZQIEE =AMCHE Al
Lol WHE EodF= ZE MEL2 AWS SDKsE A8 3t= Application Recovery Controller0d| CHEF
A MME HAESIAR

A0 Cist XEMIEH LIS AWS CLI 23 AWS CLIRTZE & Z5HM 2. 2t El Mo APl 21Q] =2 4l
AMEH ME 213 = 2 E Ao APl 2] MME R XSHMIL.

/A Important

Amazon Route 53 Z&0|M 2t E Ao 4EE Oo|EE &= JUX|PF AWS CLI EE= AWS
SDKE At&35t0qd 2t 8 Mo M EfE YH0|ESt= A0 E&LICH ARCE ARC 2t E H|
0 O|O|E Yo = ECHE 2 CtA| 2S5t A 7o o =X|E +HE
M|t &off ZX[ol ARCE AFE5tE Lol CHEF REAIEF HE AFE2 MME B ZStA
QARCO| 2t &l Mo 2 Akl

2R Mo{E st AEf7t of F2 MYELICH &, EiHo| sHY 2t Moot A2 2%
BIZ|X| et&LICt get-routing-control-state BHE2 AI&SI04 2t Ao{o| AEHE = QIE =
A& LICt.

XNEe g Y AMEXQIEE ZA%5t2d™M describe-clusters BHE2 A& S0
ClusterEndpointsZE &QIgL|C} Zt ClusterEndpointollE 2R & Mo AEHE 7HK 7L
CIO|EStE Ol AAE = e 21X U Sl A=z E T} ZEE|0] Y&LICE DescribeClustere S+
Mo{ 4 API 24 lL|ct ARC 2 ol30l 2t AL ol
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1. 5 Mo{Eo| Bt E AMo{E LtFELICt Mo{E2 XIH35IX| &t2M™ list-routing-
controlse 2HAES| 2 E EIE No{E gretgfL|Ct.

aws routeb53-recovery-cluster list-routing-controls --control-panel-arn \
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arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb@123456bbbbbb0123456 \

--region us-west-2 \

--endpoint-url https://host-dddddd.us-west-2.example.com/vl

{
"RoutingControls": [{
"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"ControlPanelName": "ExampleControlPanel",
"RoutingControlArn": "arn:aws:route53-recovery-

control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",

"RoutingControlName": "RCOne",

"RoutingControlState": "On"

1,
{
"ControlPanelArn": "arn:aws:route53-recovery-
control::023759465626:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"ControlPanelName": "ExampleControlPanel",
"RoutingControlArn": "arn:aws:route53-recovery-

control::023759465626:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
2zZzzXXXXyyyyl23456",

"RoutingControlName": "RCTwo",

"RoutingControlState": "Off"

[

2. et Mo 712 7|

2. 2t B Mof HEHE 7FXSLICH.

aws routeb3-recovery-cluster get-routing-control-state --routing-control-arn \

arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567 \

--region us-west-2 \

--endpoint-url https://host-dddddd.us-west-2.example.com/vl

{"RoutingControlArn": "arn:aws:routeb53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",
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"RoutingControlName": "RCOne"
"RoutingControlState": "On"

S On2E o

}
Mo{ dlolE
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SdE ddstod 2t B Mol SEE UHOIEF

2. 2t*E
Bt MOo{Z Mo{ElE Ciy J=EZQIER ECfEE

O|EgfLIC}. update-routing-control-state B
LICH (20| d33stH 8E 0| H|of JU&Lct)

2a. IR E! Mo AEHE AC|o|EEL|Ct

aws routeb3-recovery-cluster update-routing-control-state \

--routing-control-arn \
arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/routingcontrol/

abcdefgl234567 \
--routing-control-state On \
--region us-west-2 \
--endpoint-url https://host-dddddd.us-west-2.example.com/vl

&= & LICH update-routing-

{3
gt ol API 27 2 £ 2 0] 2t R T A|01E SAlol| Hollo|EE
s (RE0| d33stH SE0| Hlo] //&LICt)
A0 E(LZ UHIo|E)ELC

control-state

2b. 0] 2t & Mo & EHE
aws routeb53-recovery-cluster update-routing-control-states \
--update-routing-control-state-entries \
": "arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/

'[{"RoutingControlArn":

: "Off"}, \
arn:aws:route53-recovery-

{"RoutingControlArn":

9 Ilonll}]l

abcdefgl234567"
"RoutingControlState"
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/routingcontrol/

hijklmnop987654321"
"RoutingControlState"

--region us-west-2 \
--endpoint-url https://host-dddddd.us-west-2.example.com/vl
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Name: myapp.yourdomain.com

Type: CNAME

Set Identifier: Primary

Failover: Primary

TTL: @

Resource Records:

Value: celll.yourdomain.com

Health Check ID: XXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX

BEx ol =X |2 & f2 ctS1k Zrotok gL

Name: myapp.yourdomain.com

Type: CNAME

Set Identifier: Secondary

Failover: Secondary

TTL: @

Resource Records:

Value: cell2.yourdomain.com

Health Check ID: XXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX
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{
"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4ESF6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:ro0le/smithj",
"accountId": "111122223333",
"userName": "smithj"
1,
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-06-30TQ4:44:41Z"
}
}
.
"eventTime": "2021-06-30TQ4:45:467",
"eventSource": "route53-recovery-control-config.amazonaws.com",
"eventName": "CreateCluster",
"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.50",
"userAgent": "aws-cli/2.0.0 Python/3.8.2 Darwin/19.6.0 botocore/2.0.0dev7",
"requestParameters": {
"ClientToken": "12345abcdef-1234-5678-abcd-12345abcdef",
"ClusterName": "XYZCluster"
.
"responseElements": {
"Cluster": {

"Arn": "arn:aws:routeb53-recovery-control::012345678901:cluster/abcl23456-
aall-bb22-cc33-abcl23456",

"ClusterArn": "arn:aws:route53-recovery-control::012345678901:cluster/
abcl123456-aall-bb22-cc33-abcl23456",

"Name": "XYZCluster",

"Status": "PENDING"
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"requestID": "6090509a-5a97-4be6-8e6a-7d73example",
"eventID": "9cab44ef-0777-41e6-838f-f249example”,
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",
"recipientAccountId": "111122223333"

Ct22 2t & Ao{of CiEt UpdateRoutingControlState S E0iF&= CloudTrail 21 &=
O| LFEHA of M| L.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/admin/smithj",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"userName": "admin"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-06-30TQ4:44:41Z"

.
"eventTime": "2021-06-30T0Q4:45:467",
"eventSource": "route53-recovery-control-config.amazonaws.com",
"eventName": "UpdateRoutingControl",
"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.50",
"userAgent": "aws-cli/2.0.0 Python/3.8.2 Darwin/19.6.0 botocore/2.0.0dev7",
"requestParameters": {
"RoutingControlName": "XYZRoutingControl3",
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"RoutingControlArn": "arn:aws:route53-recovery-
control::012345678:controlpanel/0123456bbbbbbb0123456bbbbbb0@123456/routingcontrol/
abcdefgl234567"

iy

"responseElements": {
"RoutingControl": {
"ControlPanelArn": "arn:aws:route53-recovery-
control::012345678:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"Name": "XYZRoutingControl3",
"Status": "DEPLOYED",

"RoutingControlArn": "arn:aws:route53-recovery-
control::012345678:controlpanel/0123456bbbbbbb0123456bbbbbb@123456/routingcontrol/
abcdefgl234567"

}

},
"requestID": "6090509a-5a97-4be6-8eb6a-7d73example”,

"eventID": "9cab44ef-0777-41e6-838f-f249example”,
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",
"recipientAccountId": "111122223333"
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"route53-recovery-control-config:actionl",
"route53-recovery-control-config:action2"

]
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ot 2 XMo{E 2IF ARC X B 7|8 HAo| of & EEd™ MM S F Z5HM 2 Amazon Application
Recovery Controller(ARC)0IAM 2t &l Mo{E 2|8t X 3

ZHE|RHE AWS JSON HAE A8 6tod 71 Folof| MM AE = U=X| XIHY = U&LICH F, ofH
Hot FH7F of™ 2|AA 2t o ZH|M 2 YE T = USXIE XIEE = U&LICH

Resource JSON # 2
= NotResource_u__/.\_ } HEE A Z."— £|o{of §L|C}. EH* APE1|01I 2k Amazon 2|4 A O|&(ARN)2

A4 £F HEES XK O B0| B, AUSIHE()E AR S0l ST 20|

"Resource": "*"

2laA 98 U S ARN 287} 7 2|4 A0 ARNO R RIHE 4 Q= Y S2g 2w AHlA H
5t 2o{ A ZoM LIS =2 HESML

+ Amazon Route 53 Recovery Controls0f 2|3l &4 O|El &4

—
« Amazon Route 53 Recovery Cluster0f| A 0|8t Q1L

2HRE K0S QI8 ARC A4 B 7|8 B o] of§ 24

Recovery Controller(ARC)0|A] 2t & Mo{E |Ft At BF 7|8t ’g"‘—'l* 01|7(1|.

o 1

TN
x
g
jo
ni
g'l_n
;
kO
>
3
Q)
N
O
-}
>
k@]
=
o
Q
o
-}

ID & SHAA EE| 158


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53recoverycontrols-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53recoverycluster-actions-as-permissions

Amazon Application Recovery Controller(ARC) JHEER} 70| =

ARCO| AtExl= E& = 7|

MH|AHE HA 274 7| X[2: of

B EIKHS AWS JSON HHS A8 3hod 7 oo HHAE 4 AUSK| XY 4+ UALICH 5, ofE
ot ZR7H OfEH Bl AA O ZTOIM BHYUS £ Y + YSKIE NBE + As LI

Condition 24 C
Condition A& SMLICt. 7*7-II—P S0 A2 21 AMKIE AFESHo] HAMO| ZHE Q™ 9|
2T URIATIE A MAE 4 e

g 20{lM 0421 Condition R4 E X|H5tHLE B Condition 240AM 0424 7
AWS = =X AND 22 AFE5tod WItEFLICH EFY =7 F]of o4 2t & X|HS
OR &2 AFE3I0{ Z7HE2 AWS LI LICH Bo| HEHE2 F0od5t7| Mo 28 =A

F. o€ £04, IA A+9X+01|71I IAM A K}
U= TEtE 2odE = U&LICH REAEH LES

—

BE A EAR HAE N8 £ 2laLl
EN17t XIE Zeole Bla

A
— —_—
2 MEMO| IAM A 9 A E# 2 Ef3

> HI >

HE{H IAM Al

>
=
wn
rr
Al
12
[
Y
N
to
x
o
|>
e
>3
r\l
N
mjn
Ral
rio
o
rC
[ul
H
rn
>
=
wn
Al
12
%2
r\l
N
mjn

ot 8 XMo1E R/t ARC =271 7| S52 EeiH MH[A S X2l ChHE FHE HZstA L.

» Amazon Route 53 Recovery ControlsOfl AFE E|= =74 7|

« Amazon Route 53 Recovery Cluster0l AFE£|= =74 7|

ZU 72N ASE = Us HY & 2l4AE EedH MH[A HEF Fo{ XRoM O &5 HZ
StAlR.

- 2laA R U ST ARNs S5 2248 Amazon Route 53 Recovery Controls0i| Al 24 2|8 2]
I Amazon Route 53 Recovery Cluster0i| A 2 0|8t ZdS & X SIMIS.
2

Zt BIAAO|ARNS Z X|HE £ = &Y S5 E2d™ Amazon Route 53 Recovery ControlsO|
M Ho|gt 2|AA 2 Amazon Route 53 Recovery Cluster0il M 0|8t 2| AA S B XFIHIL.

2t E Xo{E I8t ARC Xt 5 7|8t 20| 0 & EidH A
Recovery Controller(ARC)HA 2t & X012 2|t XP7—='| 5B 7

ID & SHAA EE| 159


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53recoverycontrols-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53recoverycluster-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53recoverycontrols-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53recoverycluster-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53recoverycontrols-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53recoverycontrols-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53recoverycluster-resources-for-iam-policies

Amazon Application Recovery Controller(ARC) JHEER} 70| =

ARCO| HA|A &0{ 2=(ACLs)

ACL X|%: otL|L

ofgh7t 2laso] HAAE & s H
1%

MM A Ko SH(ACL)2 ofFH QEFRHAHIE HEH, AAEXRE &=
ef A2 A8 StX| S K| 2lAA T|HE MY

7R JEKXIE Mo LICH ACL2 JSON EA Z A

=
=
a FAHEFLICH

o rir

449 7|8 ANIA FOIABAC)E 40| 2745t0f Mt Holshe Het S04 MAYULICH oM
AWSO|2{8t $442 Ef2tT BHLICH IAM YIE{E[(AFR X FE= 248h ot Bl2 AWS 2|AAO| Ef2E
e 4 UALICH ABACS! & HRH EHAE JHA X 2l4A0] BI2E XIMELICH 28 o2 =Rl
EHL7t AMA B EIE BIAA0| B9 URIY I 5YUS SISTHT R ABAC HHES

ABACE =27 ¥ stE B8 #8stH 2 2eE[7t HAHz 2 480 =Fo| Eulch

Ef 20l 2743t04 HMAE A|0{5t242 aws :ResourceTag/key-name, aws : RequestTag/key-
name == aws:TagKeys =71 7| A&35t0{ MAo| =71 @40 BT HEE AMSELct

MH[&7F 2E Ela R0l Chsl Al 7tX| =2 71§ 25 XIst= 89, a2
Ch MH[AT7E LR Elas o CHSHARE M 7HX] 22 718 25 X|Hste 82, U2 FEX .=!I—IEF.

ABACO| CHSt XFA[EH LHE 2 IAM AFE AHAM Q| ABAC THet 204E S8 HEF Ho|E FXSHA L.
ABAC M CHAI7} ZEEI AFAAME 24T IAM A2 A o] 4] 7[HE M| A K0{(ABAC) A2 S

xl-?t°|.k||o

ARC 2t g A|ojofl= ABACO] CHEr CHE ot 22 X[2do| ZeHELICH

« Recovery Control Confige ABACE K| & L|Ct.
» Recovery Cluster= ABACE X|#3tX| et&LCt

ARCOIA Al RtH BE AL

OIA| XtZ2 BHE AI25lod 2018 [ 2 S5HK| AWS MH|A oteE AT Q&LICH YAl X4 5
O 2 AWS MH|A ZUHSH=E HIRS 71 HE = AWS AMH|A |AM AF2 AEMo| IAMS 2 E 5=
MM 2RI

ID & SHAA EE| 160


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon Application Recovery Controller(ARC) JHEER} 70| =

= E M Q|s &2 AWS Management Console AF& 351040 22215t B Al

gtLIC} 0d 2 S04 3|AFe| SSO(Single Sign-On) 23 E AWS AL 810401 M| A 5HH
M Z2MATE LA | F—. SHS NS E YMELICH EFt Z2&0| ASKIE ZOQIE CHF HES
Metet m LAl XA ASo2 Modghct o3 Hetol CHEt AFMIEH LIS 2 IAM AHS B A9|

H Ad
o
AFE RHOI A 1AM ‘E'.%E sk( 2)2 XML,

A8 7} OIE Tt o
7 5YE A

AWS CLI EE= AWS APIE AI835t0] Al At BHEZ2 =502 dge = lgLct o ot
gt Al Xt3 BHE AFE5H0 7| HMA FIE MESHe= o~ X

access AWS. AWS recommends0i| HM|AE = Q&LICH RHM[E HE = IAMO| &IA|
MME XML,

ARCO]| CHEF W AF AMH|& 2ok =& Het

HE AL MM(FAS) X3 of

ol YoM F7F F& Yol EREX| 047 & HQlstt{™ MH[A HEF §0o{ AR E HZsHAHIR.

* Amazon Route 53 Recovery Cluster

« Amazon Route 53 Recovery Controls

ARCO| CHEH M| 232
Mil o8 X9 ofLlg

MH[A A2 MH[ATHAFERIE CiAl5t0d Y E s+ote W2 A
22X IAM LHO[AM AH|A He S 4, o8 & AXE = J&LICH RHAE SEE 1A

M 2| Create a role to delegate permissions to an AW

stolL|ct. IAM
IAM A|.2 A—ll:|=|

wn
x
o
|>
M
ita]
B
9'|_|
x
kO

ARCO]| CHEF MH|A 9479 od5t

MHIA 478 245t2 MHIAC HZAEI AWS MHIA ©18H0| 8t @HQILICH MHIAE AFRXFE CHAISHOS
sole 43s7| Qlof AEre S £ UaLITh MHlA 917 odgre AWS ARl EAIEIH AHlA
7} AQELICH IAM BEIRHE MHIA 213 Hsto] Hite B 4 UXIE HES & 4 eiaLch

ID 2 SHAIA EZ| 161


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53recoverycluster.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

Amazon Application Recovery Controller(ARC) JHEER} 70| =

Bt 8 Mo{s MH|A HAZA gt s AFSSHK| ek&LCt

Amazon Application Recovery Controller(ARC)0AM 2t R &l M0{E I8t AHZ4 ZH 7|t
A o A
O

7|2Ho 2 A8 U Y o= ARC BlAAE HM5HHLE =HE = U= HEto| gisLIch E8t
AWS Management Console, AWS Command Line Interface (AWS CLI) === AWS APIE A83t0q{ &
U2 TAHE = AELICH AFSKAH AHEXI7E EHRFt 2|lAA0M YE s-E HEE2 Foiste{H

b o
sl
gl_-
d
Pl
Olo
Pal

x|
IAM Z2|RF7F IAM Z3 g MMHSHH ElLICH O3 CHS 22X IAM Z3E 4&hof

Ol2{t Of&l JSON & 2ME ALS 5104 IAM AHZ] B 7|dh RS Masts WS obupiw

IAM AHE HEBA L] IAM S HHE(E2E)E BESHA

Zt glaA RO CHE ARNs 842 Z&6t0{ ARCOIA Holgh 2 &l 2lAA & o CHEt REAIEH LY
22 MH|A 592l #Z 9| Amazon Application Recovery Controller(ARC)01| Al £|= A 2lAA 3
ZUIIE HESAR

—’F—Xﬂ

. 0f: EF—‘?—%‘ MoiE 22 ARC Z2& AAMA

« of: 2t % Ao{ FEE 28 ARC API 2 ¢

« AWS Zt 2| HHMZ A2t Z[4A HECE THE - AIEX A FZ2E0of HEt £0{E AlZ5tE{H
D2 QHFE{Ol AL AbElof CHEt HEHE F045lE AWS 1Y M2 ASELICH oM AI8E £
A&LICHAWS AH. PQ Atzilof &= AWS T 22| HAE Holsto] HEtE FIIE E0l= A
O| Z&LICH RIMIBF HE = IAM AFE DA ol AWS ZE2[3 = o= AWS =5 o Chet 22lEE ™
Mg FESM L.

o |4 HEHHME - IAM HAMZ AI83t04 HEtE MHSe 42, &2 sdste o st Hetpt
F o LICH O|FEH| sted{H 2[A HEteE LE{fl EH ZZHMM EY 2|AA0 CHa =& = U
= 22 HolgfLICt IAME At835104 THeEHE M5t Yol CHEt AtMIEH HE= IAM AFS EF
Mol 4= IAMo| A a HElE HASHAIR

ID 2 SHAIA EZ| 162


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html

Amazon Application Recovery Controller(ARC) JHEER} 70| =

« IAM B0 TS AHZ 510 AAIA F7} KB - WMol TS F7bstod B U Bl A0 CHEH
MAS RgHer & 2&LIC o8 S04, SSLE AB3101 2E 238 M siok sictn st &
M AAS SR 4 aLITH AWS MHIAS 22 SHE S5 AFBElE I EUS A 5t0d A

=
* 1AM Access AnalyzerE &3 IAM A Z & Q15t0{ PtM5t D 7|52 QI HEt 2% - IAM Access

— [= T |
Analyzerofl A= 1AM K% ©10{(JSON)S 28 AFRI7} HMolM ZLEEE 2L U 7= MM
= QIELICH IAM Access Analyzer= 1007l O| &t ol M &0l &=t A™ 758 FH2 MB35t
SRS ESES &LICH XEMIEH LIS 2 1AM AL DM 2l IAM Access

0 OtMSt D 7|5MQl HAME M MHIIEE &
Analyzer0 M E& HEE HZESHM L.

5 QB (MFA) ZL -0 IAM At Xt EE= R E AEXIJF e ALIZIR7E Ue B2 FIH Eot
2?5 MFAE AWS HI™HZLICH API 2fdE 2Y S &8 M MFA7I 25t HA A
7HEFLICH REMIEE LIS 2 IAM AL HE AL MFAE S8t 2o API HAMAE T SHMIL.

Ct
k=]
=
=
=

IAM2| 2259 Atzid|ol| CHEF REMIEE LIE 2 IAM ALE B A L] IAMLS| EoF Y A& & ZshM|2.

of: 2t E! Mo{E 9|3t ARC 2& HAMA

Amazon Application Recovery Controller(ARC) Z& 01 HAM| A2 &[4 M8 EFo| Qlo{of FLIct.
O|248t HEt20 A ARC ElAA00 CHEH ME HEE LHYs T 2 C AWS 7|
M. 2|a Ea HEECH O MEHAQNID 7|8 HAME MMSE B2, 24£0| Y HHof| dZE AE[E|

(A& Xt EEE 4ol CHalf o|=CHZ 2 S5t K| S &LCh.

S

r 30

o
fo
M
9-'—'
rr
>
0o
A
2
X
rr

AWS CLI EE= AWS AP

x
e b
dsttdE APl Ztdnt UR|shs 2ol 2k HMAE = U F FLC

S API o CHEE HMADH SHSE [ AHE X2t UEO|ARC Z2&2 AS AIEE = UEE 5™
ARCO{| CiEt ReadOnly AWS #E[H HEE AEE[of (IZELICH AtAIEH LHE2 IAM AFE DB AL

ARC ARC Zt2|& 82 H|0|X| = AFEXH0i|H| HEt F

N
1
ild]
&
Q'I_l
x
kO

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": [

"route53-recovery-cluster:GetRoutingControlState",
"route53-recovery-cluster:UpdateRoutingControlState",
"route53-recovery-cluster:UpdateRoutingControlStates",

"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:

"Resource": "*"

{
"Effect": "Allow",
"Action": [

"route53:GetHealthCheck",
"route53:CreateHealthCheck",
"route53:DeleteHealthCheck",
"route53:ChangeTagsForResource"

"Resource": "*"

CreateCluster",
CreateControlPanel",
CreateRoutingControl”,
CreateSafetyRule",
DeleteCluster",
DeleteControlPanel”,
DeleteRoutingControl",
DeleteSafetyRule",
DescribeCluster",
DescribeControlPanel",
DescribeSafetyRule",
DescribeRoutingControl",
ListAssociatedRoute53HealthChecks",
ListClusters",
ListControlPanels",
ListRoutingControls",
ListSafetyRules",
UpdateControlPanel",
UpdateRoutingControl",
UpdateSafetyRule"
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"route53-recovery-control-config:CreateCluster",
"route53-recovery-control-config:CreateControlPanel",
"route53-recovery-control-config:CreateRoutingControl",
"route53-recovery-control-config:CreateSafetyRule",
"route53-recovery-control-config:DeleteCluster",
"route53-recovery-control-config:DeleteControlPanel",
"route53-recovery-control-config:DeleteRoutingControl",
"route53-recovery-control-config:DeleteSafetyRule",
"route53-recovery-control-config:DescribeCluster",
"route53-recovery-control-config:DescribeControlPanel",
"route53-recovery-control-config:DescribeSafetyRule",
"route53-recovery-control-config:DescribeRoutingControl",
"route53-recovery-control-config:GetResourcePolicy",
"route53-recovery-control-config:ListAssociatedRoute53HealthChecks",
"route53-recovery-control-config:ListClusters",
"route53-recovery-control-config:ListControlPanels",
"route53-recovery-control-config:ListRoutingControls",
"route53-recovery-control-config:ListSafetyRules",
"route53-recovery-control-config:ListTagsForResource",
"route53-recovery-control-config:UpdateControlPanel",
"route53-recovery-control-config:UpdateRoutingControl",
"route53-recovery-control-config:UpdateSafetyRule",
"route53-recovery-control-config:TagResource",
"route53-recovery-control-config:UntagResource"

1,

"Resource": "*"
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"route53-recovery-cluster:GetRoutingControlState",
"route53-recovery-cluster:ListRoutingControls"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"route53-recovery-cluster:UpdateRoutingControlStates",
"route53-recovery-cluster:UpdateRoutingControlState"
1,
"Resource": "*",
"Condition": {
"Bool": {
"route53-recovery-cluster:AllowSafetyRulesOverrides": "false"
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aws routeb53-recovery-readiness --region us-west-2 create-resource-

set --resource-set-name dynamodb_resource_set --resource-set-type

AWS: :DynamoDB: :Table --resources ReadinessScopes=arn:aws:aws-recovery-
readiness::111122223333:cell/PDXCell,ResourceArn=arn:aws:dynamodb:us-
west-2:111122223333:table/PDX_Table ReadinessScopes=arn:aws:aws-recovery-
readiness::111122223333:cell/IADCell,ResourceArn=arn:aws:dynamodb:us-
east-1:111122223333:table/IAD_Table --tags Stage=Prod

aws route53-recovery-readiness --region us-west-2 create-readiness-
check --readiness-check-name dynamodb_readiness_check --resource-set-name
dynamodb_resource_set --tags Stage=Prod
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1a. us-east-1 A& MMErL|C}.

aws routeb53-recovery-readiness --region us-west-2 create-cell \
--cell-name east-cell

{
"CellArn": "arn:aws:route53-recovery-readiness::111122223333:cell/east-cell"”,
"CellName": "east-cell",
"Cells": [1,
"ParentReadinessScopes": [],
"Tags": {}
}

1b. us-east-1 A& AMAMsL|Ct.

aws routeb3-recovery-readiness --region us-west-2 create-cell \
--cell-name west-cell

{
"CellArn": "arn:aws:route53-recovery-readiness::111122223333:cell/west-cell",
"CellName": "west-cell",
"Cells": [1,
"ParentReadinessScopes": [],
"Tags": {}

}

1c. O|M| & Mlo| MZI&LICH list-cells APIE 5&38t04 0|S0| EXstEX| &Qlg = &Lt
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aws routeb3-recovery-readiness --region us-west-2 list-cells

{
"Cells": [
{
"CellArn": "arn:aws:route53-recovery-readiness::111122223333:cell/east-
cell",
"CellName": "east-cell",
"Cells": [1,
"ParentReadinessScopes": [],
"Tags": {}
},
{
"CellArn": "arn:aws:route53-recovery-readiness::111122223333:cell/west-
cell",
"CellName": "west-cell"
"Cells": [1,
"ParentReadinessScopes": [],
"Tags": {}
}
]
}
2. 87 18 MY
ST 82 ARCOHM =7 ZH|E [ 2142 2laALct 55 &2 o EEI710|MH MAM| E LE
HLICt o] EHA| M= A o EEF|o|ME RS |7 282 HE CHS oM BHE F 7lel &
£ F7hehch

aws routeb53-recovery-readiness --region us-west-2 create-recovery-group \
--recovery-group-name simple-service-recovery-group \
--cells "arn:aws:route53-recovery-readiness::111122223333:cell/east-cell"\
"arn:aws:route53-recovery-readiness::111122223333:cell/west-cell"

"Cells": [1,

"RecoveryGroupArn": "arn:aws:route53-recovery-readiness::111122223333:recovery-
group/simple-service-recovery-group",
"RecoveryGroupName": "simple-service-recovery-group",
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"Tags": {}

aws routeb53-recovery-readiness --region us-west-2 list-recovery-groups

{
"RecoveryGroups": [
{

"Cells": [
"arn:aws:route53-recovery-readiness::111122223333:cell/east-cell",
"arn:aws:route53-recovery-readiness::111122223333:cell/west-cell"

1,

"RecoveryGroupArn": "arn:aws:route53-recovery-

readiness::111122223333:recovery-group/simple-service-recovery-group",

"RecoveryGroupName": "simple-service-recovery-group",

"Tags": {3}

}
]
}

O|AM| o Z /70| RRIE BrERSL| ELIEHEE E[AAE FIHe 27 &LICH ARCHME ZLIET
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Simple-Service OfZ 2|71|0| 0| gt ZFEHSE T DynamoDB Ei|0|E2 2 AL St 746l EZ&LICt
us-east-10i DynamoDB E{|0|2 0] Q! us-west-20 &= C}H2 Ef|0|E20| YU&LICH ZlAA MEOE ZF
&=H
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3a. Simple-Service OHZE[A|0|Mo| Z|AAE HHFS= 2|lAA MEE HMFLICH

aws routeb53-recovery-readiness --region us-west-2 create-resource-set \
--resource-set-name ImportantInformationTables \
--resource-set-type AWS::DynamoDB::Table \
--resources
ResourceArn="arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsWest2",ReadinessScopes="arn:aws:route53-recovery-readiness::111122223333:cell/

west-cell"
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ResourceArn="arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsEastl",ReadinessScopes="arn:aws:route53-recovery-readiness::111122223333:cell/

east-cell"

"ResourceSetArn": "arn:aws:route53-recovery-readiness::111122223333:resource-set/
sample-resource-set",

"ResourceSetName": "ImportantInformationTables",

"Resources": [

{

"ReadinessScopes": [
"arn:aws:route53-recovery-readiness::111122223333:cell/west-cell"
1)
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsWest2"

+
{

"ReadinessScopes": [
"arn:aws:route53-recovery-readiness::111122223333:cell/east-cell"

1,
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/

TableInUsEastl"

}
1,
"Tags": {3}
}
St

3b. (ME4 AtE) 1list-resource-sets APIE E£3504 2|4 A MEO| Fl0| Z&E|o U=X| =0l
g = UELICH 047]0f= AWS A™He| 2E Z|laA METE LHFELICH 047|M {0l A BHE 2|AA Al
E

7t stLEE & = AU&LICh

aws route53-recovery-readiness --region us-west-2 list-resource-sets

{
"ResourceSets": [
{
"ResourceSetArn": "arn:aws:route53-recovery-
readiness::111122223333:resource-set/ImportantInformationTables",
"ResourceSetName": "ImportantInformationTables",

"Resources": [

{
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"ReadinessScopes": [
"arn:aws:route53-recovery-readiness::111122223333:cell/west-

cell"
1,
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsWest2"
},
{
"ReadinessScopes": [
"arn:aws:route53-recovery-readiness::111122223333:cell/east-
cell"
1,
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsEastl"
}
1,
"Tags": {}
}
]
H
"ResourceSets": [
{
"ResourceSetArn": "arn:aws:route53-recovery-
readiness::111122223333:resource-set/ImportantInformationTables",
"ResourceSetName": "ImportantInformationTables",
"Resources": [
{
"ReadinessScopes": [
"arn:aws:route53-recovery-readiness::111122223333:cell/west-
cell"
1,
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsWest2"
I
{

"ReadinessScopes": [
"arn:aws:route53-recovery-
readiness: :&ExampleAWSAccountNol; :cell/east-cell"

1,
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/

TableInUsEastl"
}
1,
"Tags": {}
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}

O|X| ARCOIM Simple-Service OHEE[AH O|ME REHBRIGY| et A, SF7 I8 L 2oL HMEE EM

WELICH ChEse =z, ElAaA0| Fof ZX| £H|IE ZLIEE S| f/8t £H| #ele dds 27&Lt

Zd| 22 =olo ddE 2laa MEQ| 2 glAaAa0 73 A1I E MEFLICE #E2 A 2laA R
&2 CLELICH &, AWS: :DynamoDB: : Table, AWS: :EC2: :Instance SO0 CH#t CtFst 7210]
UELICH AEI2 7, 8F (A 755t s st B9) Xil HALE 7tsstn liFste B2), 2t
B 78 8 BlAA0| CtYEt RHS EQlFLct
(@ Note
ZH| ERlo M ElAA0 MEE|= #EIE E7| 2laH sEHAM dYs CiE get-

rggézﬁuuwmchE$MHﬂ

StMRARCO| EH| 72 3. ARCOH
OM, X[Z2 MER X|EE = &L

readiness-check-resource-status APIE
E52 Eo{HE ME5tHLE MME list-rules X
£ 7t 2las RO Cis) ABEIE S35 MET} QL

Ct.

4a. E|AA ME ImportantinformationTablesOfl CHEH &H| & Q18 MAIsHLICH.

aws route53-recovery-readiness --region us-west-2 create-readiness-check \
--readiness-check-name ImportantInformationTableCheck --resource-set-name

ImportantInformationTables

{
"ReadinessCheckArn": "arn:aws:route53-recovery-readiness::111122223333:readiness-

check/ImportantInformationTableCheck",

"ReadinessCheckName": "ImportantInformationTableCheck",
"ResourceSet": "ImportantInformationTables",
"TagS": {}
}
4b. (MEH AlE) EH| 2010 8B Mo 2 MMEIRI=X] =l5tE{™ 1list-readiness-checks APIE
AlgistLICH O] APIE Aol ZE FH| &0lg Ho{FL|C
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aws routeb3-recovery-readiness --region us-west-2 list-readiness-checks

{
"ReadinessChecks": [
{
"ReadinessCheckArn": "arn:aws:route53-recovery-
readiness::111122223333:readiness-check/ImportantInformationTableCheck",
"ReadinessCheckName": "ImportantInformationTableCheck",
"ResourceSet": "ImportantInformationTables",
"Tags": {3}
}
]
}

ofZEe27loldE REZ st #H| #Helg el oM 2lAAE RLEHZE #H|7F EIR&LICH
EH| 2ol £E(E|AA O8), N Blar £F, M (IS YU EE 2MQ BE 2lar), 27 1
& T & oE 2|7 0]M) 2| 47k K| = FE 0ol M oHEE|FH 0] o] ZHIE ZEHZE + USLICH 0|2
Zt 80| ZH| HEHE 7t 2= THo| of2Hol| Liet &Lt

5a. &H| &2l JEHE FHlFLIct

aws route53-recovery-readiness --region us-west-2 get-readiness-check-status\
--readiness-check-name ImportantInformationTableCheck

"Readiness": "READY",
"Resources": [
{
"LastCheckedTimestamp": "2021-01-07T00:53:39Z2",
"Readiness": "READY",
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsWest2"
.

{
"LastCheckedTimestamp": "2021-01-07T00:53:392",

"Readiness": "READY",
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsEast2"
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5b. 2QIE|= 2t F5lo| MENE T 504 ZH| 2QI0IM EHY BlAAC| RFMIEH ZH| AEHE EHOIE 4
A& LIt
aws routeb53-recovery-readiness --region us-west-2 get-readiness-check-resource-status \
--readiness-check-name ImportantInformationTableCheck \
--resource-identifier "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsWest2"
{"Readiness": "READY",
"Rules": [
{
"LastCheckedTimestamp": "2021-01-07T0Q:55:4172",
"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoTableStatus"

},

{
"LastCheckedTimestamp": "2021-01-07T0Q:55:4172",
"Messages": [],

"Readiness": "READY",
"RuleId": "DynamoCapacity"
},
{
"LastCheckedTimestamp": "2021-01-07T0Q:55:4172",
"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoPeakRcuWcu"
},
{
"LastCheckedTimestamp": "2021-01-07T0Q:55:4172",
"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoGSIsPeakRcuWcu"
"2021-01-07T0Q0:55:41Z2",

1,
"LastCheckedTimestamp":

{
"Messages": [],
: "READY",

"Readiness":
"RuleId": "DynamoGSIsConfig"

}I
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aws

{

{

"LastCheckedTimestamp": "2021-01-07T00:55:4172",
"Messages": [],

"Readiness": "READY",

"RuleId": "DynamoGSIsStatus"

"LastCheckedTimestamp": "2021-01-07T00:55:417",
"Messages": [],

"Readiness": "READY",

"RuleId": "DynamoGSIsCapacity"

"LastCheckedTimestamp": "2021-01-07T00:55:4172",
"Messages": [],

"Readiness": "READY",

"RuleId": "DynamoReplicationLatency"

"LastCheckedTimestamp": "2021-01-07T00:55:417",
"Messages": [],

"Readiness": "READY",

"RuleId": "DynamoAutoScalingConfiguration"

"LastCheckedTimestamp": "2021-01-07T00:55:417",
"Messages": [],

"Readiness": "READY",

"RuleId": "DynamoLimits"

route53-recovery-readiness --region us-west-2 get-cell-readiness-summary
--cell-name west-cell

"Readiness": "READY",
"ReadinessChecks": [

"Readiness": "READY",
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"ReadinessCheckName": "ImportantTableCheck"

5d. OtX|gfez 57 & +&#0iM oiE2[7l|olMel x| ¢ ZHIE & lFLICt

aws route53-recovery-readiness --region us-west-2 get-recovery-group-readiness-summary

\

--recovery-group-name simple-service-recovery-group

{
"Readiness": "READY",
"ReadinessChecks": [
{
"Readiness": "READY",
"ReadinessCheckName": "ImportantTableCheck"
}
]
}
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aws routeb53-recovery-readiness --region us-west-2 get-readiness-check-
status --readiness-check-name ReadinessCheckName
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aws routeb53-recovery-readiness --region us-west-2 get-readiness-
check-status --readiness-check-name ReadinessCheckName --resource-arn
"arn:aws:dynamodb:us-west-2:111122223333:table/TableName"
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aws routeb53-recovery-readiness --region us-west-2 get-cell-readiness-
summary --cell-name CellName

ofZ2|70|M EH
S 3& &AM A ofE2|7H 0[M AEfILICE.

aws routeb53-recovery-readiness --region us-west-2 get-recovery-group-
readiness-summary --recovery-group-name RecoveryGroupName
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@® Note
ARCE 0424 AWS Z|F2| 2
HoM 07 MEEE) 2™
Ct.

EQIEE X|¥st= 229 AH|AO|X|EF CHE 29| ARC CLI &

— 1L
M(F, ot2t0|E| X|H--region us-west-2)2 X|&5HofF &L

CHS AWS CLI HE20]| of|Alofl CHEt m R A HEh H0iE MHSE WS Eo{ELICH.

aws routeb53-recovery-readiness --region us-west-2 --profile profile-in-us-east-1-

account \
create-cross-account-authorization --cross-account-authorization

arn:aws:iam: :999999999999:root
O| HEH2 AFESHX| &t =& MHEsle{H Ch&2 sd gLt

aws routeb53-recovery-readiness --region us-west-2 --profile profile-in-us-east-1-

account \
delete-cross-account-authorization --cross-account-authorization

arn:aws:iam: :999999999999: root

st-cross-account-

o o o i | l
authorizations HWHE AFSELICE Ol CIE WEO R = &0l8 £ Qi&LICH &, HHE T2 21}
S SIAAE FHStD BLIERE £ e AE2A HX HEto| Bo{El R E AMHE LIYESE ol AFE

%I- 2 gl!t AP| & Xt -IO o-IAL_||:|._
aws routeb53-recovery-readiness --region us-west-2 --profile profile-in-us-east-1-

account \
list-cross-account-authorizations

"CrossAccountAuthorizations": [
"arn:aws:iam: :999999999999:root"
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ol MMof= ARCOHIM X|#Hst= 2 Elaa R0l Ciet £H| 73 METE LIFE|o] /&LICH

A MYS ATHEHE RE| FA AT BF HA £ 22 HAleHs 8047t ZEE 2SS Y
4 IELICH Ol2f8 Z017t FH 2Qlo| BZho M FE0| HSHE WAL ARCTH EH| A EHE A5
£ wrajof CHEH 7IEH MIS HEE AHSHE WS olshstei ZH| FA0l Ful 4EHE BASHE WY
2 AEIHMR.

ZH| 75

ARCE Ct&E £H| 7S A8st0d ElaAE ZrAFRILICH

Amazon API| Gateway B 1EHA|
« ApiGwV1ApiKeyCount: & & API Gateway EHHIE ZAl5to] STt 9| API 7|7t HAZE|0] /U=
x| gelgrct.

ApiGwV1ApiKeySource: & API Gateway Et7AHE ZHAI5t0{ API Key Source %t0| S K|
= oIgtLC.
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ApiGwV1BasePath: 2 & AP| Gateway EtAHE ZALSto{ S8t 7|et B=of AZAE|o{ UJU=X| &
IgrLct.

ApiGwV1BinaryMediaTypes: 2 £ API Gateway EtH|E ZAtsto{ St HHO[L42| OIC|o] /&
£ X|@st=x| & lgLct.

ApiGwV1CacheClusterEnabled: 2 E API Gateway =€ ZAAISt04 Cache Cluster7t 25
S ([ S| X| ik K] #lgLICt

ApiGwV1CacheClusterSize: =& API Gateway EtH& Z4AF5H04 Cache Cluster Size7t &
UetX| ZQlgL|ct. stLtoel 4ol o 38 LIHX| 22 NOT READYE EA|FELICH.
ApiGwV1CacheClusterStatus: 2= API| Gateway Et7#|E ZHAI5H04 Cache Cluster7t
AVAILABLE &E{QIX| & QIgfL|Ct.

ApiGwV1DisableExecuteApiEndpoint: 2= API Gateway A& Z4ALSH0{ Execute API
Endpoint7t 25 HIEE3tE|A7-HLt HIE H3H|X| et =X] & lELct
ApiGwV1DomainName: = & API Gateway EtHE ZAAISt0d S LS THIQ! O|Eof AZE(0] Q!
=X| Zelghuct.

ApiGwV1EndpointConfiguration: 2 & AP| Gateway Et A& Z4AI5t0{ S AIEZQIE T4 9]
T Hlof dZAK|o] UeX| ElefLICt

ApiGwV1EndpointDomainNameStatus: 2 & API Gateway EtHIE ZHAI5t04 912 E =HIQI 0|8
O| AVAILABLE & E{QIX| & QIgfL|Ct.

ApiGwV1MethodSettings: 2 & API Gateway EH7|& Z4AF5H04 Method Settings 20| S Y&t
x| #elgr|ct

ApiGwV1MutualTIsAuthentication: 2= API Gateway EtHIE ZAI5t0{ Mutual TLS
Authentication 2t0| S YetXx| & QIELCt.

ApiGwV1Policy: 2 & API Gateway THHE ZALSt04 25 API =& HHME AE5HHLE ALESHK|
of=X| &elghct.

ApiGwV1RegionalDomainName: 2 & API Gateway EtHE ZAAISt0{ S st 2| THIQ! O]
5ol AZE[of U=X| &QIFL|Ct &2 o] 732 FH| dEfoll= FES O|X[X| L&LICt

ApiGwV1ResourceMethodConfigs: 2= API Gateway Tt £ ZHAFSlo 231 1S Z & 510d 2|
LA HE TR RAEK| =QlFLCE.

r

ApiGwV1SecurityPolicy: 2= API Gateway A& ZAAISt0 Security Policy g(0| S YeHX|
golghuct.

= & |:I-E|=(x.||

ol

ApiGwV1Quotas: 2 E API Gateway 1 &2 ZA+5t04 Service QuotasOil A £t

ghE Esste X FgLoh

Z=d| 73, 2laa 78 L ARNS 205



Amazon Application Recovery Controller(ARC) JHE R} 74Ol

[n

ApiGwV1UsagePlans: 2 & AP| Gateway EtAIE ZAAIst0o] S8 7492 Usage Plansoi ¢34
Zlof QeEX| =elgtLct,

Amazon API| Gateway HH7 2EHA|

ApiGwV2ApiKeySelectionExpression: 2= API Gateway THHIE ZALS0{ API Key
Selection Expression Zf0| S&tx| &QlgtLCt
ApiGwV2ApiMappingSelectionExpression: Z & AP| Gateway EtAIE ZA3t0{ API Mapping
Selection Expression #}0| S 8tXx| =QIgFL|C}.

ApiGwV2CorsConfiguration: 2= API Gateway EHHIE ZAISH04 CORS #&1 40| S YUEHK|
gelghuct.

ApiGwV2DomainName: 2 & API| Gateway EtHE ZAFSH0{ S8 =HIQ! O[S0l 23 E(0]
=X| Zelguct.

ApiGwV2DomainNameStatus: 2 & API Gateway EtAHE Z4AF5H0{ ZHQ! 0| 0| AVAILABLE
SENQIX] = lgtLCt.

x| =

rok
bt

ApiGwV2EndpointType: 2E API Gateway THHIE Z4AFSH04 Endpoint Type Zt0| S
IgrLct.

ApiGwV2Quotas: 2 & API Gateway &2 ZAA+5t04 Service Quotasoi| A & E2[st= & Z (A
ghg EsteX| 2elgLct.

ApiGwV2MutualTIsAuthentication: 2 E API Gateway EHH|IE ZAF5H04 Mutual TLS
Authentication 2t0| S 8tX| &QIFLC}.

ApiGwV2ProtocolType: 2 & API Gateway EH7H|E ZA5H04 Protocol Type 20| S YUEHK|
QlgfLict.

ApiGwV2RouteConfigs: 2 E API Gateway HHAHIE ZHALS0 SUSH 2O B2 AS X7 S
UEtR| = elghLct.

I.

b

ApiGwV2RouteSelectionExpression: 2 E API Gateway ©HHE ZAIS04 Route Selection
Expression (0| S8HX| &QIgtL|Ct.

ApiGwV2RouteSettings: 2 & API Gateway TH7H|E& ZAHSt04 Default Route Settings 20|
Setx| #elghct

ApiGwV2SecurityPolicy: 2 & API Gateway THHE A0 Security Policy gt0| S YEHX|
2elgfLct.

ApiGwV2StageVariables: 2 & API Gateway EHH[E& ZAtS0{ 2 & Stage Variables7t CHE

At SBtR| & lgrLCt

ApiGwV2ThrottlingBurstLimit: 2= API Gateway THH| & ZAHS04 Throttling Burst Limit
2to| SYUeHX| EelgrL|ct,
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« ApiGwV2ThrottlingRateLimit: 2 & API Gateway TH| & ZAAHSt04 Throttling Rate Limit
2t0| SYUeHX| EelgrL|ct,

Amazon Aurora 22{AH
* RdsClusterStatus: Zt Aurora 22{AEE ZAFSt0o] & Ef7F AVAILABLE B & BACKING-UPQIX]
grolgrLct.
* RdsEngineMode: 2 & Aurora 22{AEE ZAASI04 Engine Mode (0| S Y&t
* RdsEngineVersion: 2 & Aurora 22{AEE ZAAS0{ Major Version gt0| S8l
L|CF.
. RdsGIobaIRepllcaLag Z} Aurora 22{AE{E HAISH0{ Global Replica Lag CHZ| A[ZHO] 30
7= O|BHRIX| & lghLCt.
- RdsNormalizedCapacity: & & Aurora 22{AEE ZAAISto] HstE 0| 2laA ME =|CHgL
©| 15% O|LHRIX| = QlgfL|ct.
« RdslInstanceType: 2 & Aurora 2c{AEE AAFSH0] QIAEA -0
« RdsQuotas: 2 & Aurora 2HAEE ZALSH0{ Service QuotasOlM 2|5t Y (MEHS &
ot=X| #elghL|ct.
Auto Scaling 1 &
* AsgMinSizeAndMaxSize: ZE LE A 7L S AAISI04 2|4 X 2|0 & 37|17t sYEHK|
QIghLCt.
« AsgAZCount: 2 & RLE AL E AALSH0] 718 A =7 SLEHX| & IFLICY.
« AsglnstanceTypes: ZE 2E AFURIS HAISI0{ QIARHA &
1. 0| &2 Fd| dEfoll= FE2 0Ix|X| ef&Lct.
« AsglinstanceSizes: ZE 2E AU S HAISH0] QIARA 37|71 S USR] & lefL|Ct,
« AsgNormalizedCapacity: 2= RLE AZ|UZE HAAISI0 HHstEl 80| ElaA ME Z|CHZL |
15% O|LHRIX| &relghL|Ct.
« AsgQuotas: ZE QE AF|UZE HAIS5H04 Service QuotasHlA ZE|5HE EEFH(MEHE &+
st=X| =elgfct,
CloudWatch Z&£
« CloudWatchAlarmState: CloudWatch 22 & ZAAtSt04 2 ZE 7} ALARM EE=
INSUFFICIENT_DATA &EN7} OF I X| & QI LC.
T Ho|ELO|
« CustomerGatewaylpAddress: 2 11728 H|0|EQO|E HALSI0] IP FAT7F SLEHA| = QIFHLICH

207



Amazon Application Recovery Controller(ARC) JHEER} 70| =

CustomerGatewayState: 112 7|0|EQ||0|& ZAtst0o{ 2t HO|ER| 0|7t AVAILABLE & EHo| &/
=X| &elghLct.

FO|

—

bt
o

CustomerGatewayVPNType: 2 & T2 H|O|E|0|E ZHAI5t0{ VPN 80| 5 LEHX| L

Ct.

DNS target resources

DnsTargetResourceHostedZoneConfigurationRule: 2= DNS CHA E|AAE ZHAFSH0{ Amazon
Route 53 AR QN D7t SLEHX| L ZF S AR HA0| HIF 747} of X[ = IEL|CH & 1: Of

&2 £H| defol= S 0IxIx| et&LICt

DnsTargetResourceRecordSetConfigurationRule: 2= DNS CH&t 2

DnsTargetResourceRoutingRule: B3 E|AA B|ZE MEQI 01ZAE ZF DNS CHA 2|AAE A
ALStod CHA 2lAA0] FMHE DNS O|E2 2 ECNEE et ESHEX| &QlgLich & 1: o] 73]

2 Z&H| defoll= FEe OlxIX| &Lt
DnsTargetResourceHealthCheckRule: =& DNS CHA B|AAE HAISto HHEH B2
ool E2laA BZE MESt HAE|D CHE ZBRols HAZALIX| =X &It &1 o &

2 &=H| Jejols &2 DIXIX| ef&LCH

Amazon DynamoDB E|O|&

DynamoConfiguration: 2& DynamoDB E|O|2 & AAI5t0] 7|, &M, MH & & 535t U AEF
Tg0| 3YLeHK| & QlghLct.

DynamoCapacity: == DynamoDB E|0|2& ZdAstod Z2H|X{LE 217| 21t m7| 20|

ElAA ME =|CH 832 20% O|LHQIX| & QIgtL|Ct.

DynamoPeakRcuWcu: Z DynamoDB Ei|0|=& ZAtstod Z2H|XJE SF S E&st7| flaH

|3 EgiZo| CtE HIo|EX R AEHR| 2 QIFrLCH

DynamoGsiPeakRcuWcu: Z' DynamoDB E|O0|E & ZAAtStod Z2H|XEE 8F S 2857 &
ol ZICH 17| 2 27| 8FF0| CHE HIO|E 3t RAEHK| & QIELCt.

DynamoGsiConfig: 2 2 EZ QIHA T} Ql= 2 E DynamoDB E|O|E 2 ZAAISH0{ E|0|20]| &
Uet QA F| AF|OF L Z2MME A& St=X| = QlgfL(ct.

DynamoGsiStatus: 2 2'd EZ IE AT} l= 2 E DynamoDB Ef|0|E 2 HAtetol 2 2H EX
QIEIATE ACTIVE & EfQRIX| & QIFHLCt.

DynamoGsiCapacity: 22H X QIH A7} Q= 2 E DynamoDB E|0|& & ZAtsH0o Z = H|X
HE GSI 217| 821 GSI 7| 80| 2lAA ME z|CH 82| 20% O|LYQIX| &olgtL|Ct
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DynamoReplicationLatency: 22 E| 0|2 Q! 2 & DynamoDB E|0|E£ &2 ZAF5I04 SX| X[ A
70| S YUEHR| = elgrL|ct.

DynamoAutoScalingConfiguration: Auto ScalingO| & 438l & &2 & DynamoDB E|0|& & ZA+St
09 Z|A, =[CH, CHA 17| & M 7| 8FF 0| SYEHR| = elgfLct.

DynamoQuotas: =& DynamoDB E{|0|& & ZA}5+0q{ Service Quotasti M & E[st= EF (A

gh2 E4stEX| gl

Elastic Load Balancing(Classic Load Balancer)

ElbV1CheckAzCount: Zf Classic Load BalancerE ZAt5t0q stLtS| 718 QPdof| ot 42 |0
=X| &olgtL|ct &1 o] B2l &H| AEjolls F&S O|x|X| &t&LCt

ElbV1Anylnstances: 2 & Classic Load BalancerE ZAl5t0{ 5L} O|& Q| EC2 QIAEIAT} QlE
x| gelgrct.

ElbV1AnylnstancesHealthy: 22 £ Classic Load BalancerE 74AI5+04 3tLI O|AF o] HAMR{QI EC2
RQUAF AT U=X| & QlELCH.

ElbV1Scheme: 2 £ Classic Load BalancerE ZAAI5t0{ 2= WHM |7} S UEHR| &L
CF.

ElbV1HealthCheckThreshold: 2 £ Classic Load BalancerE ZdAtstoq A Ef &1 21A|Zto| S
StX| &olgtL|ct.

ElbV1HealthCheckinterval: 2 & Classic Load Balancerg ZA5t0{ &/ Ef QI 7t Zfo| S st
x| gelgtct,

ElbV1CrossZoneRoutingEnabled: 2 & Classic Load BalancerE Z4AI5t04 @ 7+ 2 = gz A
%£0| S U3 X|(ENABLED 5= DISABLED) & 0QI8tL|Ct.

ElbV1AccessLogsEnabledAttribute: 2= Classic Load BalancerE ZAAFst0{ HMA 27 ZLO|
5 QI5HX|(ENABLED = DISABLED) £Q18tLC}.

ElbV1ConnectionDrainingEnabledAttribute: 2 & Classic Load Balancer& ZAt5t04 Connection
Draining Z£0| 5 /3 X|(ENABLED = DISABLED) & QI%tL|C}.
ElbV1ConnectionDrainingTimeoutAttribute: =& Classic Load BalancerE 74 At3+04 Connection
Draining M€+ A|Zt Zto| & Y8HX|(ENABLED = DISABLED) & QI&fL|C}.
ElbV1ldleTimeoutAttribute: 2 Classic Load Balancer& ZAAst0o1 | & A|BH AlZt Zho| S Ut
X|(ENABLED ==& DISABLED) &Ql8tL|C}.

ElbV1ProvisionedCapacityLcuCount: ZZH|X{'=/El LCU7Z} 107l 0|4l & E Classic Load
Balancerg& AAstod ZlAaA MEO|M Z2H|X'SE LCUZt 7HE =2 LCUL| 20% O|LHRIX| &
QIgrLct.
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ElbV1ProvisionedCapacityStatus: Zf Classic Load Balancerl| ZZH|X'JEl T & EHE AAISH
01 DISABLED = PENDING 2}0| ot X| & elgfL|Ct,

Amazon EBS 2 &

EbsVolumeEncryption: 2= EBS &2 ZAsto{ 2 =3l Z2H(ENABLED E= DISABLED)O| &
Uk x| Eelghct.

EbsVolumeEncryptionDefault: 2 & EBS 2 &2 ZAAI5t04 7|22 o 2 253t ZH(ENABLED £&
DISABLED)O| & Yt x| & QIgtLCt,

EbsVolumelops: 2 E EBS 282 ZAAIstod =& &34 2] {ZIZH(0PS)0| S UstK| &l
L|Ct.

EbsVolumeKmsKeyld: 2& EBS 2 &2 &AFs01 7|2 AWS KMS 7| ID7F S &etX| &elghL
Ct.

EbsVolumeMultiAttach: 25 EBS 282 ZJAFstod CHE 247 ZH(ENABLED £ DISABLED)O|
SYetx| #elerct

EbsVolumeQuotas: 2 & EBS £ &2 ZAF5t0{ Service QuotasOlA A8t & (AMEHES &
st= x| #elghulct.

EbsVolumeSize: ZE EBS 2&& AAISto] 27| 7ks8t 2 7(7t SLeHx| & elghLch.

EbsVolumeState: 2 & EBS E&2 AAstod 28 Ef7} SLUEHX| = QIgLICt
EbsVolumeType: ZE EBS 282 AASt0d 28 |0| SLUSHX| =elgLCt

AWS Lambda &+

LambdaMemorySize: 2= Lambda & +& ZAAI5t04 HZ2Z| 27|17t SLEHK| & lerL|Ct. stLt
olH=EE|I7} o 2te™ LIHX| HIZ 2= NOT READYE EA|EL|CH

LambdaFunctionTimeout: 2 & Lambda & +& ZAAISH0{ XM AlZt 20| S Y8t x| = QlghL|Ct.
StLkol Zhol o 3™ LIHX| ZE2 NOT READYZ EA|ELICH

LambdaFunctionRuntime: 2 & Lambda & +& 4dAAIsI04 25 THEII0| S UsHX| = elghL|Ct.
LambdaFunctionReservedConcurrentExecutions: 2 & Lambda & +& ZAAISl0{ 25
Reserved Concurrent Executions ZtO| Sstx| &olgtL|ct. stLtel gho|l o 3 LI K|
Zt2 NOT READYZ E A|EILICH

LambdaFunctionDeadLetterConfig: 2 & Lambda & & Z4A}50{ 25 Dead Letter
Config7t H9o|k|0] Q7HLE Ho|x[o] JUK| et 2| & QlgL|Ct.
LambdaFunctionProvisionedConcurrencyConfig: 2 & Lambda & +& ZA}5+0{ Provisioned
Concurrency g(0| S Y8tx| &QlghL|ct,

LambdaFunctionSecurityGroupCount: 2 & Lambda & +& ZAA}5I0{ Security Groups 20|
S Yot x| &elgh|ct.
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LambdaFunctionSubnetldCount: 2 & Lambda & +& 7Z4At504 Subnet Ids 40| S 8HX| =&
elgfuct.

LambdaFunctionEventSourceMappingMatch: 22 & Lambda &+& ZAt5tod MEASE B E
Event Source Mapping %/80| &= 7ol &x|st=X| & QlgrL|Ct.
LambdaFunctionLimitsRule: 2 & Lambda & +& ZAl5t04 Service QuotasOl M & 2[5t= &

F(XNEhHE Exstex| FALICH

Network Load Balancer & Application Load Balancer

ElbV2CheckAzCount: Zt Network Load BalancerE Z4At

5104 shLk2l 7H8 PHolBt @4ZIE|of 9/
Sx| srolgtLict & D o] FAIR ZH| defols e Ol

x| X| et &LICt
ElbV2TargetGroupsCanServeTraffic: ZF Network Load Balancer 2! Application Load Balancer&
HAF5Ho4 H A X2l Amazon EC2 QIAEIA T} SILE O|& U=X| & QIEhL|Ct.

ElbV2State: ZF Network Load Balancer Z! Application Load BalancerE Z4At5t0{ ACTIVE AFEl
of U=X| &elgfct,

ElbV2IpAddressType: 2 & Network Load Balancer %! Application Load Balancerg ZA+5t04 IP
F4 /Y0 sYEK| FHQlELct

ElbV2Scheme: 2E Network Load Balancer %! Application Load Balancerg 73 A5t0{ | 7|7t
Setx| #elgrct

ElbV2Type: 2 & Network Load Balancer & Application Load BalancerE ZAtst0 80| S
gt x| Eelghuct.

ElbV2S3LogsEnabled: 2 & Network Load Balancer 2! Application Load Balancer& Z3A+5}04
Amazon S3 Mt HMA 27 70| SLUFHXI(ENABLED &= DISABLED) = QI8 L|Ct.
ElbV2DeletionProtection: 2= Network Load Balancer ! Application Load Balancer& Z3Al5}04
A 23 Zto| SYEHK|(ENABLED EE= DISABLED) & QIHLIC},

ElbV2ldleTimeoutSeconds: 2 & Network Load Balancer 2! Application Load Balancer& ZAl st
0 &7/ Mg AlZh gtol SUsHx| &elgLct

ElbV2HttpDroplnvalidHeaders: 2 & Network Load Balancer & Application Load Balancer& &
Atstod HTTP E& H R & &l gfo] SYetX| =elghuct

ElbV2Http2Enabled: =2 & Network Load Balancer & Application Load BalancerE Z4A} 5104
HTTP2 Zt0| S YU8HX|(ENABLED =& DISABLED) & QIgtL|Ct.

ElbV2CrossZoneEnabled: & & Network Load Balancer & Application Load Balancerg& A5t
0 Q¥od 7+ 2 E HHH M Zt0o| S YEHX|(ENABLED = DISABLED) & Qg L|Ct.
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« ElbV2ProvisionedCapacityLcuCount: ZZH|X'SEl LCUZ} 107l 0|42l &2 & Network Load
Balancer & Application Load Balancer& &At5t04 E[&A MEOM Z2H|X{EE LCUTL 7HE
=2 LCUL| 20% O|LHRIX| &l L|Ct.

« ElbV2ProvisionedCapacityEnabled: =& Network Load Balancer 2! Application Load Balancer
ol ZZH|XMJE 8F &ENE ZHAt5tod DISABLED = PENDING 10| otl x| & QlgfLct.

Amazon MSK Z2{AE]

* MskClusterClientSubnet: Zf MSK ZHAE{E ZHAI5t0o{ ZE2I0[AE MEHIO| 274 == 3748 A
=X| #lgrLct.

« MskClusterinstanceType: 2 & MSK ZHAEE ZAFSH04 Amazon EC2 QIAEIA RY¥O| Y
gt x| #IEhLCt.

« MskClusterSecurityGroups: &&= MSK Z2{AEE ZAsto] 2ot 1 50| SUsHX| & QlghL(Ct.

« MskClusterStoragelnfo: 2 & MSK Z2{AEE AAISt0{ EBS AEZ|X| 2& 2 7|7t S LEHX| &
QIgtL|ct. stLtol Zfol of 3™ LHHK| 242 NOT READYE EA|ELCE.

« MskClusterACMCertificate: 2 & MSK E{AEE ZAF5I0 22+0|1E WM £04 215 A ARN
SE0| sYetK| &elgct

« MskClusterServerProperties: £ & MSK Z22{AEHE ZAI5t0{ Current Broker Software
Info 2t0| S LeHX| & IELCH.

* MskClusterKafkaVersion: 2 & MSK Z2{AEE HASH0{ Kafka HH 0| S 8Hx| = IgfL|CtH

+ MskClusterEncryptioninTransitinCluster: 2 & MSK 2HAE{E ZAAFSH04 Encryption In
Transit In Cluster g{O| S Y8HX| &QIgLICH.

« MskClusterEncryptioninClientBroker: 2 & MSK 2{AE{E ZAAI5H04 Encryption In
Transit Client Broker Z}0| S¥&tX| & QIgLCt.

« MskClusterEnhancedMonitoring: 2 & MSK 22{AE{E ZA}5H04 Enhanced Monitoring Zt
O| S UsHX| & lgLct.

+ MskClusterOpenMonitoringIndmx: Z& MSK 22{AE{E ZA}FS104 Open Monitoring JIMX
Exporter (0| S 8HX| =QIgfLCt.

« MskClusterOpenMonitoringInNode: 2 & MSK 22{AE{E ZA}F5104 Open Monitoring Not
Exporter. 2t0| SetX| & QIghL|Ct.

 MskClusterLoggingInS3: 2 & MSK 2{AEKE HAI5t0{ Is Logging in S3 2t0| S YetX]
gelghuct.

MskClusterLoggingInFirehose: 2 & MSK 22{AEE& ZAAF5t04 Is Logging In Firehose
2to| SYUeHX| EelgrL|ct,
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. MskCIusterLogglngInCIoudWatch 2 E MSK E2{AEE AALS01 Is Logging Available
In CloudwWatch Logs 40| Sstx| =QlgtLICt.

« MskClusterNumberOfBrokerNodes: & MSK 22{AE{E Z4AI6t04 Number of Broker
Nodes Z{0| S YetX| ZQIEL|Ct stLtel 20| o 38 LIHX| 22 NOT READYE EA|ELICH.

 MskClusterState: Zf MSK Z2{AEE ZAAISH04 ACTIVE & EfRIX| & lFf Lt

« MskClusterLimitsRule: &2 & Lambda & <& ZA5+04 Service Quotast| A 2 2l5t= g2 (X
g2 Est=X| golguo

Amazon Route 53 AEj &2l

« R53HealthCheckType: Zf Route 53 &' Eff 2f 212 Z4At5t04 CALCULATED S8O| OtHX| W 2 E
AL £t 9340I%| 2Ol8t|C}.

[y — g f |

« R53HealthCheckDisabled: Zt Route 53 &'E{f = Q12 ZHA}5H04 DISABLED &MEH7} OF I K| =215t
L|C}.

« R53HealthCheckStatus: Zf Route 53 & Elf £ Q12 ZAl5t0{ SUCCESS & E{QIX| & QlghL|Ct.

« R53HealthCheckRequestinterval: 2= Route 53 & Ell & 212 ZAI5t0{ 25 Request
Interval Zf0| SYetX| &elghL|ct

« R53HealthCheckFailureThreshold: 2= Route 53 4 Ell 212 ZHAI5t0{ 25 Failure
Threshold. ZtO| S &tX| & QlgL|Ct.

 R53HealthCheckEnableSNI: 2 & Route 53 &/ Ei & QlE ZAI5t09 25 Enable SNI. Z{0| &
UK =Qlghct.

« R53HealthCheckSearchString: 2= Route 53 &'Ell #9212 ZAI5t0{ 25 Search String.
O] S stx| = QlgtLct,

« R53HealthCheckRegions: =& Route 53 &'Ef Q12 ZHAS04 25 AWS 2| S 50| Ut
x| =elgr|ct.

« R53HealthCheckMeasureLatency: 2 E Route 53 &Ell 9212 Z4AI510{ 25 Measure
Latency 2(0| S L&t X| &elghL|Ct,

A} OIS HAbstod 25

« R53HealthCheckinverted: 2= Route 53 é,FEH i*‘&'% ZAALSto] 25 BFHE[RIHLE BEHE|X| oF
A=X| EQlghL|Ct.

« R53HealthCheckResourcePath: 2= Route 53 &Elf #9122 74A}510{ 25 Resource Path &t
o| s8stx| &QlghL|ct.

R53HealthCheckCloudWatchAlarm: &= Route 53 A'E{ #9012 Z4A}5t0o4 224 CloudWatch 2
Ho| MY 9l 10| SUSHR| & QlghLCt.
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Amazon SNS 15

SnsSubscriptionProtocol: 2E SNS 52 ZAAISt0d T2 EZ0| SYUEHK|
SnsSubscriptionSgsLambdaEndpoint: Lambda &= SQS 1= '
AALsto = ZQIE T} MZ CHEX| &QlgtL|C.
SnsSubscriptionNonAwsEndpoint: O|H 1t ZH0| HIAWS MH|A JIEZQIE RF0| JYUe ZE
SNS 58 AAsto] P50 A= ZQIETH SUEHX| F Qg LIC
SnsSubscriptionPendingConfirmation: 25 SNS 7252 ZAAI5t0o{ ‘2l ER{ &' 7t0| S YK
Eolghuct.

SnsSubscriptionDeliveryPolicy: HTTP/SE A& 3}
Zto| sLetx| & lghLct.
SnsSubscriptionRawMessageDelivery: HTTP/SE AF&3t= ZE SNS 52 ZAISt0{ "HA| Ol
AlX| HE' 240| SUEHR| &elgfuct,

SnsSubscriptionFilter: 2= SNS 752 ZAASo{ '"HE M2 Zfo| S UsHX| &elghL(Ct
SnsSubscriptionRedrivePolicy: 2& SNS 752 ZA5t04 "HE H&' Z10| S UeHx| & lE L
Ct.

SnsSubscriptionEndpointEnabled: 2 & SNS 7+ =& ZAISt0{ 'A=XZQIE Ed3} Zho| S et
x| gelgrct.

SnsSubscriptionLambdaEndpointValid: Lambda Y EZQIETJ} Q= 2 E SNS #+52 ZAL5}04
Lambda QIEZQIETJ} R 5 5HX| = QIFLICEH

SnsSubscriptionSgsEndpointValidRule: SQS HEXQIETJ} Q= 2 E SNS 52 ZAlst0d
SQS =X QIETJI RE K| FQlELCH

SnsSubscriptionQuotas: £ & SNS #+52 ZAL5104 Service QuotasOl M & 2[5t= &2 2 (A8

£ E£oteX| FHelgLo

D E SNS #52 HAtsto{ '/ E ™S 7|ZH

rr

Amazon SNS FA|

SnsTopicDisplayName: 2= SNS FX|E ZA}5t04 Display Name 2f0| S etX| elgrL|ct.
SnsTopicDeliveryPolicy: HTTPS 71547t Q= & SNS FXI|E ZAFSH04
EffectiveDeliveryPolicy7t SYUstX| &QlgL|Ct.

SnsTopicSubscription: 2 & SNS FXI|& AAtstol Z4 TEEZ S| A 5At 7t SUEHK| &Qlg
L|CF.

SnsTopicAwsKmsKey: 2= SNS =X AAF5to{ 2 & FX||ofl stLE2| AWS KMS 7|7} Q=7
Lt StLtE Qi K| =elghct,

SnsTopicQuotas: 2 & SNS F=HMIE ZA+5t0q Service Quotasoil M &2l & FH(AMEHE &+
st=X| =elghuct.

FH| 73, 2lAas 88 2 ARNS 214



Amazon Application Recovery Controller(ARC) JHEER} 70| =

Amazon SQS CH7 |

SqsQueueType: 2 E SQS CH7|PEE AASH0{ 25 Type 240| S X[ 2 QlgfLCt.
SgsQueueDelaySeconds: 2 & SQS CH7|¥E AALSH0{ 25 Delay Seconds #40| S YEHX|
2elgtLct.

SgsQueueMaximumMessageSize: 2 E SQS CH7|YES ZHAISH0{ 25 Maximum Message
Size (0| SYUEHX| & QlgtLCt.

SqsQueueMessageRetentionPeriod: 2= SQS CH7|¥ S AAISH04 25 Message Retention
Period 2{0| S ¥8X| =QIgfLCt.

quQueueReceiveMessageWaitTimeSeconds: 2 E SQS CH7|¥E AALSH0{ 25 Receive
Message Wait Time Seconds Z{0| S&tX| &QlgrL|Ct.
SgsQueueRedrivePolicyMaxReceiveCount: 25 SQS CH7|¥E HAISt0{ 25 Redrive
Policy Max Receive Count z{0| S&HX| =elgfL|ct.

SqgsQueueVisibilityTimeout: 2& SQS CH7|¥E AAIS0d 25 Visibility Timeout Z(0| &
U K| =QlghLct.

SqgsQueueContentBasedDeduplication: 2= SQS CH7|¥E ZHAISH04 25 Content-Based
Deduplication gt0| SL&tX| & IErL|Ct.

SqsQueueQuotas: ZE SQS CH7|¥E HAFSto] Service Quotasoll M 2 EetE S (XMEHS
Eote K| FURLICH

Amazon VPC

VpcCidrBlock: ZE VPCE ZAlI5t0d 25 CIDR €8 WEQI3 37| gtol SUsHK| &olstLct.

VpcCidrBlocksSameProtocolVersion: S8t CIDR 282 7% 2 E VPCE ZAFSH04 QIE{L! A
E2 n2E 2 Hx M35 0| 70| SQUsHR| 2018 |C}.

VpcCidrBlocksStatelnAssociationSets: 2 E VPC2| 2 E CIDR E8 HZA MEE AAISto{ 2 E
CIDR E50| ASSOCIATED & ENQIX| &QlgtLct.

Vpclpv6CidrBlocksStatelnAssociationSets: 2= VPC2| 2= CIDR 25 Z MEE @Astoq
D ECIDREES FA 7| SLUEHX| EQlghLCt.

VpcCidrBlocksInAssociationSets: 2 & VPCO| 2= CIDR 28 ¢4 ME
7t S Yex| elguct.

Vpclpv6CidrBlocksInAssociationSets: 25 VPC2| 2 E IPv6 CIDR £8 A2 MEE ZAS104
3717t YK =elgrct.

VpcState: Zt VPCE ZAAF5H0{ AVAILABLE &fEHQIX| = QIFt LT,

VpclnstanceTenancy: £ & VPCE ZAAISt0{ 25 Instance Tenancy #t0| S 8| = QIEHL
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VpclsDefault: 25 VPCE ZAF5I04 Is Default. 20| S8HX| &QlgtL|C}.
VpcSubnetState: Zf VPC MEUE ZALISI0{ AVAILABLE & EHRIX| 2 QI L|Ct.

VpcSubnetAvailablelpAddressCount: ZF VPC MEHIZ ZHALSt0{ A& 7tS8HIP T4 71 08
Ct 2 x| &elghct,

VpcSubnetCount: 2& VPC MEHE HAIsto] MEY =71 SUBHX|

VpcQuotas: ZE VPC MEUE ZA}LS5H0{ Service QuotasHlAM 2|5t Y= (MEHS &35t
=X| Zelghct.

AWS VPN 14

VpnConnectionsRouteCount: 2 & VPN @122 ZAAstod 27ttt O U1 F2 =2 S
BtX| & QlghLCt.

VpnConnectionsEnableAcceleration: 2 & VPC 2128 ZAt5t04 Enable Accelerations &t
O| S Y&tx| & QlgtLct.

VpnConnectionsStaticRoutesOnly: 2 & VPC 2122 ZAAI5t0{ Static Routes Only. Z(0|
SYeHx| #elghct.

VpnConnectionsCategory: 2& VPC 2AZ2E ZAF5H04 VPN HF 7} /=X & IELCt.
VpnConnectionsCustomerConfiguration: 2& VPC ¢1Z2& ZA5t0{ Customer Gateway
Configuration 2t0| &Y 8etXx| & IEL|Ct.

VpnConnectionsCustomerGatewayld: Zt VPN 2422 ZA+5t04 24 H|O|E|0[7} HAZAE[0{ QU
=X| =elgfct.

VpnConnectionsRoutesState: £ & VPN 2122 Z4AI5t04 AVAILABLE & ENQIX| & QI L|Ct,
VpnConnectionsVgwTelemetryStatus: ZF VPN 422 ZAA5H04 UPS| VGW A EHQIX| & QIEFL|
Ct.

VpnConnectionsVgwTelemetrylpAddress: Zf VPN 9122 Z4AtSto4 ZF VGW 4 EM0ict 9|8
IP FA7FCHEX| ZQlgfLch

VpnConnectionsTunnelOptions: 2 & VPC Y422 AASH04 E'd SM0| s Yetx| & QlghLct.
VpnConnectionsRoutesCidr: 2= VPC 214E ZAF504 CH4 CIDR E50| SYeHX| &elghL
Ct.

VpnConnectionsinstanceType: 2 & VPC 212 & ZAI5t04 Instance Type7t S Y8HX| & Qlgt
L|C}.

AWS VPN 70| E 0|

VpnGatewayState: 2= VPN 70| E{||0|& ZHAFS0{ AVAILABLE & EfRIX| & QIEhL|CH
VpnGatewayAsn: &&= VPN |O|E®|0|§ ZAAI5t0{ ASNO| S etX| & QIEhL|Ct.
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* VpnGatewayType: ZE VPN #|O|EH|0|E HAtsto] & 0| SUSHK| & lErLICt.

=
« VpnGatewayAttachment: ZE VPC HO|EQ|0|E HAlstod ME Y LAJ0| SUSHK| &l
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Amazon Application Recovery Controller(ARC)0| A E[AA MEE Mee [ MEo| 28 e 2|aA &
&1} ZEE 2t 2|4 A0 CHEH Amazon 2l4AA O|E(ARNs)S XIAEfLICH ARCE 2zt 2|4 A S80f of
i £ ARN FAIZ of| & & LICH O MMol= ARCHIM X|§H5teE BlAA - 2 2|A A0 CHEH ¢

ZE ARN B4{0| Ltdz|of U&LICH

FR|EQI A2 plAA0] M2 CHEL|CH ARNS M2¢8 il ##44 BIAEE BlAAE MEZ HFEL|
C}.
(® Note
ARC7} EIM\oﬂ LR35t ARN A2 MH|A A7 2lA A0 228 ARN EALCHE 5= Q)
&LICH o & E0{ MH|A £Q1 21x 9| ZF MH|A0]| CHE 2lAA R MMof| MHE ARN 4]
ol ARC HHl__ 7158 K|Sl ol 28t AWS A™E ID EE= 7|EF HEJ T IR oS

= UA&LIcH

AWS::ApiGateway::Stage

Amazon API| Gateway HH7 1EFA|,

« ARN &4l arn:partition:apigateway:region:account:/restapis/api-id/
stages/stage-name
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OAl: arn:aws:apigateway:us-east-1:111122223333: /restapis/123456789/
stages/ExampleStage

AtMIEt L& 2 APl Gateway Amazon 2|24 O|§(ARN) BIZE & XML,
AWS::ApiGatewayV2::Stage

Amazon API| Gateway H{7 2EFA|,

« ARN 84l arn:partition:apigateway:region:account:/apis/api-id/
stages/stage-name

OdXl: arn:aws:apigateway:us-east-1:111122223333:/apis/123456789/stages/
ExampleStage

REMIBH LI 2 API Gateway Amazon ElAA O[§(ARN) X E A ZTHAIL.
AWS::CloudWatch::Alarm

Amazon CloudWatch Z&.

« ARN 84l arn:partition:cloudwatch:region:account:alarm:alarm-name

Of|All: arn:aws:cloudwatch:us-west-2:111122223333:alarm:test-alarm-1

KEAIEH LHE 2 Amazon CloudWatchOll A o8t 2|AA S &x

SESC RS
AWS::DynamoDB::Table

(][]

Amazon DynamoDB E|0|£.

 ARN @Al arn:partition:dynamodb:region:account:table/table-name

OdAll: arn:aws:dynamodb:us-west-2:111122223333:table/BigTable

REMIEH LI 2 DynamoDB 2|4 A 2 2F ]
AWS::EC2::CustomerGateway

P

fifo
ikl

M.

ol

174 AHOo|EQ|O] C|H}O|A.

« ARN 84| arn:partition:ec2:region:account:customer-
gateway/CustomerGatewayId

O Al: arn:aws:ec2:us-west-2:111122223333: customer-gateway/vcg-123456789

KEAISt HE & Amazon EC201 o|sH Ho|El ElAA | Fx

o2
Mo
i
o

Al
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https://docs.aws.amazon.com/apigateway/latest/developerguide/arn-format-reference.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/arn-format-reference.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoncloudwatch.html#amazoncloudwatch-resources-for-iam-policies
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/access-control-overview.html#access-control-resources
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-resources-for-iam-policies
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AWS::EC2::Volume

Amazon EBS E&.

« ARN &4l: arn:partition:ec2:region:account:volume/VolumeId
OA|: arn:aws:ec2:us-west-2:111122223333:volume/volume-of-cylinder-is-pi

XEMIBH LI 2 API Gateway Amazon E2lAA O|E(ARN) 2 X & & ZTsHAI2.

AWS::ElasticLoadBalancing::LoadBalancer

Classic Load Balancer.
« ARN & Al

arn:partition:elasticloadbalancing:region:account:loadbalancer/LoadBalancerNh

OA|: arn:aws:elasticloadbalancing:us-
west-2:111122223333:1oadbalancer/123456789abcbdeCLB

KEMIE LI 2 Elastic Load Balancing EIAAE R ZSHMIL.
AWS::ElasticLoadBalancingV2::LoadBalancer

Network Load Balancer 5= &= Application Load Balancer.

 Network Load Balancer2| ARN &4l
arn:partition:elasticloadbalancing:region:account:loadbalancer/
net/LoadBalancerName

Network Load Balancer?| 0i|: arn:aws:elasticloadbalancing:us-
west-2:111122223333:1oadbalancer/net/sandbox-net/123456789acbdeNLB

« Application Load Balancer2| ARN &4!:
arn:partition:elasticloadbalancing:region:account:loadbalancer/
app/LoadBalancerName

Application Load Balancer?| 0f: arn:aws:elasticloadbalancing:us-
west-2:111122223333:1oadbalancer/app/sandbox-alb/123456789acbdeALB

KEAMIE LI 2 Elastic Load Balancing EIAAE R ZSHML.
AWS::Lambda::Function

AWS Lambda & £=2lL|C}.

« ARN &4l arn:partition:lambda:region:account:function:FunctionName
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https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-authentication-access-control.html#elb-resources
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OAl: arn:aws:lambda:us-west-2:111122223333:function:my-function

KM B LI 2 Lambda 22 Q|8 2(AA L EA

AWS::MSK::Cluster

fjo
1J>I'

FZRSHMI2.

Amazon MSK E{AH.
« ARN 84 arn:partition:kafka:region:account:cluster/ClusterName/UUID

OfAl: arn:aws:kafka:us-east-1:111122223333:cluster/demo-
cluster-1/123456-1111-2222-3333

XEAMIEH LH& 2 Amazon Managed Streaming for Apache KafkaOll O[3 Zo|El E|AA &
ZSHMIL.

AWS::RDS::DBCluster

0%
fjo
i

Aurora DB S8{AH.

« ARN 84 arn:partition:rds:region:account:cluster:DbClusterInstanceName
OAl: arn:aws:rds:us-west-2:111122223333:cluster:database-1

KEAMIE LI 2 Amazon RDSO|A Amazon 2|4 A O|E(ARN) 21 XA L.
AWS::Route53::HealthCheck

Amazon Route 53 AFEH &0l

« ARN 84l arn:partition:route53:::healthcheck/Id

OfAl: arn:aws:route53:: :healthcheck/123456-1111-2222-3333%
AWS::SQS::Queue

Amazon SQS CH7|.

« ARN 84: arn:partition:sqs:region:account:QueueName
OAl: arn:aws:sqs:us-west-2:111122223333:StandardQueue

KEMIEH L& 2 Amazon Simple Queue Service E|AA L 218 X SIMIS.

AWS::SNS::Topic

Amazon SNS F=A.

« ARN &4l arn:partition:sns:region:account:TopicName
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https://docs.aws.amazon.com/lambda/latest/dg/lambda-api-permissions-ref.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonmanagedstreamingforapachekafka.html#amazonmanagedstreamingforapachekafka-resources-for-iam-policies
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Tagging.ARN.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-overview-of-managing-access.html#sqs-resource-and-operations
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THetxt 7hol=
OAl: arn:aws:sns:us-west-2:111122223333: TopicName

REMIEH LI 2 Amazon SNS E2[AA ARN A2 A XFHA2.
AWS::SNS::Subscription

Amazon SNS 7 5.

« ARN &A: arn:partition:sns:region:account:TopicName:SubscriptionId
OAl: arn:aws:sns:us-west-2:111122223333:TopicName:123456789012345567890
AWS:EC2::VPC

Virtual Private Cloud(VPC).
« ARN &4l: arn:partition:ec2:region:account:vpc/Vpcld

OAl: arn:aws:ec2:us-west-2:111122223333:vpc/vpc-123456789
AEMIEE LHE 2 VPC E|4AAE FESHM L.
AWS::EC2::VPNConnection

744t Z2lol8l WIEF(VPN) 44,

« ARN @4l arn:partition:ec2:region:account:vpn-
connection/VpnConnectionId

KEMIEH M E = Amazon EC204 |5 Zo|El 2|lAA &

AWS::EC2::VPNGateway

OAl: arn:aws:ec2:us-west-2:111122223333:vpn-connection/vpn-123456789

0%
fjo

o2k

PR

o

Al

7hA ZEtold! E L3 (VPN) HO|[EH 0.

« ARN &4l arn:partition:ec2:region:account:vpn-gateway/VpnGatewayId

Ol AXl: arn:aws:ec2:us-west-2:111122223333:vpn-gateway/
vgw-123456789acbdefgh

REMIEE HEE

= Amazon EC201 o|&ll HO|El 2|A
AWS::Route53RecoveryReadiness::DNSTargetResource

=y| solg 9

Ol2 2|8t DNS CHA Z|AA0 = DNS HIZE &, O Q! 0|&, Route 53 A E] 3
ARN, Network Load Balancer ARN == Route 53 B|Z E M| E ID7} i°*5' L|cH
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https://docs.aws.amazon.com/sns/latest/dg/sns-using-identity-based-policies.html#sns-arn-format
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-resources-for-iam-policies
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JHeER 7Hol=

. §éEI [eL [oL!

lo

| ARN &4l arn:partition:route53: :account:hostedzone/Id

SAEI4240| 0§: arn:aws:route53::111122223333:hostedzone/abcHostedZone

D 047|0f X|HEI CHE SAEI 323 ARNO| A™ IDE Z&&Hof &LICt. ARCY} B AAE Z&
o240 A ID7F 2 ELCt 3412 Amazon Route 530 M T 6t= ARN &40 o|Exo 2

ol
_I_ _I_

CHELICH ol ¥AI2 MH[A HEt £0{ FZE 2| Route 53 MH|A E[AA R DBE[0] JYU&sL

O 1=
Ct.

« Network Load Balancer2| ARN & Al
arn:partition:elasticloadbalancing:region:account:loadbalancer/

net/LoadBalancerName

Network Load Balancer?| 0i|: arn:aws:elasticloadbalancing:us-
west-2:111122223333:1oadbalancer/net/sandbox-net/123456789acbdefgh

KMIBH LI 2 Elastic Load Balancing EIAAE FZEFHML.

O

Amazon Application Recovery Controller(ARC)2| £H| &olg st 224 3!
ELEE

Amazon CloudWatch AWS CloudTrailZ! Amazon EventBridgeE AH& 804 Amazon Application

A OlA

Recovery Controller(ARC)2| &H| &2l ZL|E{35t0{ iHE EAM5tT B2AE SHHZEE = JU&LICt

(® Note
ZE0ME MEE M O/= MR (EI2) 2|70 A ARCO| CHEt CloudWatch X[ X 23 &
2 Olsfof B LICH AWS CLI. & M83%t= B met0|EE Z&stod HHEol 0|=F MHE(EI2)
2[2E AWS CLIX|HELIC--region us-west-2.

A
« ARCOIAM ZEH| &elat 874 Amazon CloudWatch AFS

« E AI235t04 &H| &2l APl & 2Z AWS CloudTrail

« Amazon EventBridge2 &7 ARCO|M EH| 22l A8

EZ 4 ELHY
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https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-authentication-access-control.html#elb-resources
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ARCO{| A &H| &oelat 74 Amazon CloudWatch AFR

Amazon Application Recovery Controller(ARC)= & H| & 212 2|5 Amazon CloudWatchoil G| O|E{ &£
RIEE HAIZLICE CloudWatch& At&3tH O|2{8t ClIO|E{ ZQIEof CHEt S8HE HEE AlAYE o]
B M2 M 7tXE £ U&LICH 0|8 X|EEtD FLich ZLIEHTE HEEM XEE 42t Al
Zhol 2 T B0 o2 M 0| ZQIEE MZELICt o & S01 X|™E 7|7 St AWS 2|
2 S8 EolEE ZUEZE £ JU&LICH Z HIo|H 40 HZEE EIUAR T of H3 Ehe|(4dEY

AFE)7E &Lt

gl:l
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o
rr
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o
0
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Dimensions

* READY
 NOT_READY
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CloudWatch £ AI&35t0{ X|EE E2{™

1. https://console.aws.amazon.com/cloudwatch/H| A CloudWatch & & L|C}.
2. M Fo|M X|E(Metrics)E MEIEFLIC,

3. Route53RecoveryReadiness LA H O|A S MEAEFL|CE,

4

(M= A RE RH#0| XIES 22T 74 Too 0182 YEhLIc

£ M83tod X|EE i AWS CLI

aws cloudwatch list-metrics --namespace AWS/Route53RecoveryReadiness --region us-west-2

£ A875tod X|Zoi CHE SHIE 7HX{ 2248 AWS CLI

XIHEE K| & L Ao Cigt SHE F5te{H of2ll get-metric-statistics BB S AFS & LICEH
CloudWatch= ZtZfo| g8t AbHo| ZE S HE o X[EEM MR LICH S HA[7F E[X| 22 At
Hol ZE 2 A Sl SHE AME == i&LICE X|E MY Al ASE Rt e xS X8t ok

gLt

CHS ol AloA= ARCL| Aol Ciell 2 B7HEl & £H| &S LtggLich

aws cloudwatch get-metric-statistics --namespace AWS/Route53RecoveryReadiness \
--metric-name ReadinessChecks \

--region us-west-2 \

--statistics Sum --period 60 \

--dimensions Name=State,Value=READY \

--start-time 2021-07-03T01:00:00Z --end-time 2021-07-03T01:20:00Z

CtE22 BHEol 3 o x| iLIct.
{
"Label": "ReadinessChecks",
"Datapoints": [
{
"Timestamp": "2021-07-08T18:00:002",
"Sum": 1.0,
"Unit": "Count"
I
{
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https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/list-metrics.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/get-metric-statistics.html
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"Timestamp": "2021-07-08T18:04:00Z",
"Sum": 1.0,
"Unit": "Count"

.

{
"Timestamp": "2021-07-08T18:01:00Z",
"Sum": 1.0,
"Unit": "Count"

},

{
"Timestamp": "2021-07-08T18:02:00Z",
"Sum": 1.0,
"Unit": "Count"

.

{
"Timestamp": "2021-07-08T18:03:00Z",
"Sum": 1.0,
"Unit": "Count"

}
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/
https://docs.aws.amazon.com/recovery-readiness/latest/api/
https://docs.aws.amazon.com/recovery-cluster/latest/api/
https://docs.aws.amazon.com/recovery-cluster/latest/api/
https://docs.aws.amazon.com/routing-control/latest/APIReference/
https://docs.aws.amazon.com/routing-control/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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B S LIEHUH F Y, Y Emet Alzh, 23 oi2tolE Sof tigh HEIH S0{ &Lt
CloudTrail 21 I}U2 HEZ API 2H S £2| =& AE Ef|0|AT} ofLIZE & &=AME EAIZIX|
k&Lt

Ct=22 &H| &Q2lof Ci$t CreateRecoveryGroup &2 E0{F = CloudTrail 21 &= 0| LIEHA
of| M| I LI CF.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA33L3W36EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"userName": "EXAMPLENAME"
.
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-07-06T17:38:05Z2"

}
}
},
"eventTime": "2021-07-06T18:08:037",
"eventSource": "route53-recovery-readiness.amazonaws.com",
"eventName": "CreateRecoveryGroup",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",
"userAgent": "Boto3/1.17.101 Python/3.8.10 Linux/4.14.231-180.360.amzn2.x86_64
exec-env/AWS_Lambda_python3.8 Botocore/1.20.102",
"requestParameters": {
"recoveryGroupName": "MyRecoveryGroup"

}I

"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-errortype,x-amzn-requestid, x-amzn-
errormessage, x-amzn-trace-id, x-amzn-requestid, x-amz-apigw-id, date",
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"cells": [],
"recoveryGroupName": "MyRecoveryGroup",
"recoveryGroupArn": "arn:aws:route53-recovery-readiness::111122223333:recovery-

group/MyRecoveryGroup",
"tags': "xF**"
I
"requestID": "fd42dcf7-6446-41e9-b408-d@96example”,
"eventID": "4b5c42df-1174-46c8-be99-d67aexample”,
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

Amazon EventBridge2t &7 ARCOIM EH| &2l AL

Amazon EventBridgeZ AF23t8 Amazon Application Recovery Controller(ARC)ONH &H | ol 2la
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of 438 2L o|HY 2BEE ELHE FEE e + U&LIcH

(@ Note
ARCE 0|=2 ME(22E)(us-west-2) AWS 2|T10{| A{2t
E AlAIEtLICH &H| 2212 2|3l EventBridge O|HIE S
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1. Amazon EventBridge 2 & (https://console.aws.amazon.com/events/)= 3L|LC}.

2. oM =2 M AWS 2|™ stedH 0= MB(2EI=)E MEELICt £H| o|HE ER3t 2|
L|ct.

3. Create rule2 ME{EFLICt

4. TEO|0|FS st MEiXMo 2 MYES dFLct

5. O|HE Aol AR 7|22 ItE FA

6. Next(CtZ)E MEdELICH

7. O|HE m& gle BAH M O[HE AA0| B 7|21 AWS O|HIEE M2 FAQ

8. ME OlHIEOAM 2T S MEHFFL|CE.

9. ME o|HlEo] O|HIE IHEHS =St 7HLE S Ateto Eo{d&LICt oAM= Ctg AME EZ5HA
2.

£ A}5104 EventBridgeofl 0404 ARC &te] & 2|AAE BLIE-IStHE O
A (o]

CtZ O|HE mWE2 ARCL| &H| & ¢l 7|50 EventBridge A At E = U= 0IXME AMSELct.
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https://console.aws.amazon.com/events/
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Amazon Application Recovery Controller(ARC)
- ARC ZH| &R0 2E O|HIEE

{
"source": [
"aws.route53-recovery-readiness

—

1,
"detail-type":

}
. AT} BT O[HIEDE MEABHL|C
{
"source": [
"aws.route53-recovery-readiness"”
L
"Route 53 Application Recovery Controller cell readiness status change"
Bh Mg

e
i

Y 4ot

}
« MyExampleCellO|2tE &

{
"source":
L

: L

"aws.route53-recovery-readiness"”

1,
"detail-type":

"Route 53 Application Recovery Controller cell readiness status change"

L

"arn:aws:route53-recovery-readiness::111122223333:cell/MyExampleCell"
gfLCt.

15
"resources":
}
- 57 08, 4 = #H| =2l 4E{7} NOT READYQ! Z<oit O[HIES M=

"source": [
"aws.route53-recovery-readiness"”

1,
"detail-type":{
"new-state":{
"readiness-status":[
"NOT_READY"
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]
|0| READY 7} Ot Z<0i[2t O|HIE

[a

Zu| gol

{
"source":[
"aws.route53-recovery-readiness"”

1,
"detail":{
"new-state":{
"readiness-status":[
{
"anything-but":"READY"

i #4730i CHEt oi Al ARC O|HIE QIL|C}

ZH| 4

233
"detail-type":"Route 53 Application Recovery Controller recovery group readiness

{
"version": "Q",
"account":"111122223333",

route53-recovery-readiness.amazonaws.com",

"source":

Ilidll 0

232

status change",
"time":"2020-11-03T00:31:5472",
1 "1234a678-1b23-c123-12fd3f456e78",
"region": "us-west-2",
"arn:aws:route53-recovery-readiness::111122223333:recovery-group/BillingApp"

"resources":[

1,
"detail":

{
"recovery-group-name": "BillingApp",
"previous-state": {

"readiness-status": "READY|NOT_READY | UNKNOWN|NOT_AUTHORIZED"

I,
"new-state": {
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"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"

Amazon Application Recovery Controller(ARC)

}
}
}
CtE2 A £H| ¢ el HE0f CHet ARC O|HIE | of Lt
{
"version": "Q",
"account":"111122223333",
"detail-type":"Route 53 Application Recovery Controller cell readiness status
route53-recovery-readiness.amazonaws.com",

change",
"source":"
"time":"2020-11-03T00:31:54Z2",
"1234a678-1b23-c123-12fd3f456e78",

Ilidll:
"region": "us-west-2",
"arn:aws:route53-recovery-readiness::111122223333:cell/PDXCell"

"resources":[

1,
{
"PDXCell",

"detail":
"cell-name":
"previous-state": {
"readiness-status'": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"
"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"

{

o
"new-state":

| od| 4LICF.

HEO

[a

rell #4E0i Ciek ARC O

FO| A
- O

{
"version": "Q",
"account":"111122223333",

"detail-type":"Route 53 Application Recovery Controller readiness check status
route53-recovery-readiness.amazonaws.com",
233

change",
"source":"
"time":"2020-11-03T00:31:547",

"id": "1234a678-1b23-c123-12fd3f456e78",
"region": "us-west-2",
"resources":[
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"arn:aws:route53-recovery-readiness::111122223333:readiness-check/
UserTableReadinessCheck"

1,
"detail": {
"readiness-check-name": "UserTableReadinessCheck",
"previous-state": {
"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"
.
"new-state": {
"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"
}
}
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html#eb-console-targets
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#Create-Log-Group
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"Statement": [
{

"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,

"Effect": "Allow",

"Principal": {

"Service": [
"events.amazonaws.com",
"delivery.logs.amazonaws.com"

]

1,

"Resource": "arn:aws:logs:region:account:log-group:/aws/events/*:*",

"Sid": "TrustEventsToStorelLogEvent"

}
1,
"Version": "2012-10-17"
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"route53-recovery-readiness:CreateCell"”,
"route53-recovery-readiness:CreateCrossAccountAuthorization",
"route53-recovery-readiness:CreateReadinessCheck",
"route53-recovery-readiness:CreateRecoveryGroup",
"route53-recovery-readiness:CreateResourceSet",
"route53-recovery-readiness:DeleteCell",
"route53-recovery-readiness:DeleteCrossAccountAuthorization",
"route53-recovery-readiness:DeleteReadinessCheck",
"route53-recovery-readiness:DeleteRecoveryGroup",
"route53-recovery-readiness:DeleteResourceSet",
"route53-recovery-readiness:GetArchitectureRecommendations",
"route53-recovery-readiness:GetCell",
"route53-recovery-readiness:GetCellReadinessSummary",
"route53-recovery-readiness:GetReadinessCheck",
"route53-recovery-readiness:GetReadinessCheckResourceStatus",
"route53-recovery-readiness:GetReadinessCheckStatus",
"route53-recovery-readiness:GetRecoveryGroup",
"route53-recovery-readiness:GetRecoveryGroupReadinessSummary",
"route53-recovery-readiness:GetResourceSet",
"route53-recovery-readiness:ListCells",
"route53-recovery-readiness:ListCrossAccountAuthorizations",
"route53-recovery-readiness:ListReadinessChecks",
"route53-recovery-readiness:ListRecoveryGroups",
"route53-recovery-readiness:ListResourceSets",
"route53-recovery-readiness:ListRules",
"route53-recovery-readiness:UpdateCell"”,
"route53-recovery-readiness:UpdateReadinessCheck",
"route53-recovery-readiness:UpdateRecoveryGroup",
"route53-recovery-readiness:UpdateResourceSet"

1,

"Resource": "*"
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"route53-recovery-readiness:CreateCell"”,
"route53-recovery-readiness:CreateCrossAccountAuthorization",
"route53-recovery-readiness:CreateReadinessCheck",
"route53-recovery-readiness:CreateRecoveryGroup",
"route53-recovery-readiness:CreateResourceSet",
"route53-recovery-readiness:DeleteCell",
"route53-recovery-readiness:DeleteCrossAccountAuthorization",
"route53-recovery-readiness:DeleteReadinessCheck",
"route53-recovery-readiness:DeleteRecoveryGroup",
"route53-recovery-readiness:DeleteResourceSet",
"route53-recovery-readiness:GetArchitectureRecommendations",
"route53-recovery-readiness:GetCell",
"route53-recovery-readiness:GetCellReadinessSummary",
"route53-recovery-readiness:GetReadinessCheck",
"route53-recovery-readiness:GetReadinessCheckResourceStatus",
"route53-recovery-readiness:GetReadinessCheckStatus",
"route53-recovery-readiness:GetRecoveryGroup",
"route53-recovery-readiness:GetRecoveryGroupReadinessSummary",
"route53-recovery-readiness:GetResourceSet",
"route53-recovery-readiness:ListCells",
"route53-recovery-readiness:ListCrossAccountAuthorizations",
"route53-recovery-readiness:ListReadinessChecks",
"route53-recovery-readiness:ListRecoveryGroups",
"route53-recovery-readiness:ListResourceSets",
"route53-recovery-readiness:ListRules",
| HM| A EHE| 245

o
i



Amazon Application Recovery Controller(ARC) JHEER} 70| =

"route53-recovery-readiness:ListTagsForResources",
"route53-recovery-readiness:UpdateCell",
"route53-recovery-readiness:UpdateReadinessCheck",
"route53-recovery-readiness:UpdateRecoveryGroup",
"route53-recovery-readiness:UpdateResourceSet",
"route53-recovery-readiness:TagResource",
"route53-recovery-readiness:UntagResource"

1,

"Resource'": "*"

ARCOIA ZH| &Qlg 28t MH|A 17 o8 AL

Amazon Application Recovery Controller= AWS ldentity and Access Management (IAM) AH|A @472

15l AFSEILICH MH|A @178 A& 2 MH|A0 &Y 4 E n st %%;'QI IAM 23&telL|Ct. ol A2
ARCQILICH MH|A o4 H4E 2 ARCOHA‘I AW "Llé}n# MH|A7} EX 2Exdoz AI2XE ChAl5Hod

%E

LIQs HEt2 £502 £ LRIt Qoo E MH|A 943 odst2 AF25IH ARCE [ &+ MAE
T UELICH ARCE AH|A @14 <f&to| HetE ™HolstH, E2l Holk|X| o2 & ARCE sliiE &t s
Qe £ Ql&LICH HOo|El Hetole AR Haint Heh MAMo| £ o] Heh HAM2 CHE 1AM ¢
E|IE|of @13E 4 gi&Lich

HA| 22 B|AAE AX|IGHOFEE MH|A A8 d&r s AK|E = U&LICH o|ZA 5t 2lA A0 CHEt
HM|A HEHE A2 NHE = gie =22 ARC ZlAAT ES EILICH

MH|A 473 it 2 X|Sl= CHE MH|A0] CHEE REMIEH LI 2 AWS IAMS 2 2{5tE MHIAS &
Zotm MH|A A48 48 Aol o2l MHIAE B&LICH SHE AMH|A0 CHE MH|A @14 e M
ME EeddM 2371 e o & MEfEhL|Ct

ARCO|=0| Foll dHE CtZat 22 AMH[A 44 A& 0| /U &LC.
« ARCE Route53RecoveryReadinessServiceRolePolicyZHE AMH|A 9173 A&t S ALE35l0q 2lAA 4
TAof| HMASGHO] EH| o EHE = QIFLICt.

« ARCE A& & & A™dE 2l 2he MHlA 64 AE 2 MEstod 20| XS Amazon
HI

AN
= o —
CloudWatch A& 4! 11 Z4 AWS Health Dashboard O|HEE R L|E{RI5t T Q& A2 A|ZHeL|Ct.

ID L HAA 22| 246


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon Application Recovery Controller(ARC) JHEER} 70| =

Route53RecoveryReadinessServiceRolePolicy0l| CHEH MH|A 91734 & M3t

>
e
hi
2
g'l_-
o
>
Olo

ARCE Route53RecoveryReadinessServiceRolePolicy2t= A{H| 5t
TG0l HAM|ASHo ZH| SENE EHUELICH O MMoMHe= MH|A 44 qgof CHet H
o, WE I AXof CHEt HEE MEELICEH
Route53RecoveryReadinessServiceRolePolicy0l| CHEH MH|A 9474 & M3t

MH|A 4 &2 223 2 Route53RecoveryReadinessServiceRolePolicy2(E) AHEE

ol
mo

Route53RecoveryReadinessServiceRolePolicy AH|A 9173 24&H 2 < +=st7| f/sH Ctg MH[A

g dlZgfuct

« route53-recovery-readiness.amazonaws.com

Mol MEHE EE{™ AWS zheld HA & X 9| Route53RecoveryReadinessServiceRolePolicy &

IAM AEIE|(M R, 28, ofE §)7} il B3 1S WSk BRlahi AHIE
S THY 4 AALICH AME LIS IAM ALS ATAMO| MH|A 017 038 HEtg &

ARCO]| CHEF Route53RecoveryReadinessServiceRolePolicy AH|A 9374 o3& A4

2 AAE ZO T} iaL

a3 o 3
Ct. AWS CLI, EE= AWS APIOIM & ¢Hml| £H| =Ql EE= W AF A1 # 8t §0{ AWS Management
AH

ConsoleE MA3tH ARC7| MH|A 943 o4&t MMehL|Ct

Ol MHIA @478 ©f8r2 AT} CHAl MAIaH0k St B SUB TR AAS ALB5H04 Ao
#e ChAl a3 & QaLich & Rl b 20w mxf AE e £048 Madse ARCTF AMHlA
0178 ©18r2 CHAl MABLICH

ARCO]| CHEF Route53RecoveryReadinessServiceRolePolicy AH|A 9174 o3& T 7

ARCO|ME Route53RecoveryReadinessServiceRolePolicy AH|A 9474 48t g TRIE &~ Qi& Lt
MH|A AZ e g Mdet Fols O E AEE[7 JE S HEZE = U7 HEo| g o|§2 HEE
= gLt of K| gt = ALS5t04 dgho| MHS HEE £ USLICE XA LIS 2 IAM AFE

0
=
Mol MH|A A7 298 HEIS HESHAL.

ID L HAA 22| 247


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/Route53RecoveryReadinessServiceRolePolicy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role

Amazon Application Recovery Controller(ARC) JHEER} 70| =

i
N
AL
o
arh
0o
o
>.
-

gl

ARCO] CHBt Route53RecoveryReadinessServiceRolePolicy AH|A @

2l |4 £212 M7t LM Route53RecoveryReadinessServiceRolePolicy
MH|A 44 &g AME = JU&LICH EH| =Qlof CHEt XEMIE LI 2 ARCO| ZH| =0l MM g
2 L2 o40i CHEt REAMIEH LIE 2 ARCOIAM W xF 7% HEH £0{ M MMHE

ma

ma

it ]J>|'

BIAAE ARSI & [ ARC MHIATE B S A SHE B9 AHI2 E AXI7H Aug
RI&LICk Of BRI} LA45HH B & 7ICHRICHH 18 ARIE CHAl AIE 3

IAME At83t0] +S 22 AH|A A JEE MXott{H CHEE +-sHAL.

IAM 2& AWS CLI, == AWS APIE A& 304 Route53RecoveryReadinessServiceRolePolicy A{H|
A4 A2 AN LICH XM LHE2 1AM ALE DH MO MHH|A0f 217 29 ATK|E B ESHAA

ZH| &2l2 28t ARC MH|A 2473 dst AH|0|E

A dghof CHE AWS ZHEI- HA o
EE ’E.*_7F_3|'k||9n.. ARC 2 M 7|2 H0|X|0| M A= RSS

|E= ARCO| CHEF AWS 223 &AH |0l E
adz2lg AEE T UGLCH.

Taly Yu2oM M U BElsts ST A HMAULIC AWS. AWS ZEIE B ALK}
08 U gl Het HTS ASE £ AT B UHel A Aol Chet MEte MBSES A

AWS ZZ|3 MEe O E AWS TTZHO| AI2E £ Qoo 2 EX AL Atdl|of CHal XA HMet HEtS B
Of5tX| ot = USLICH AL AlElof T8 72 223 HAg ™Ho|sto] HEtE Z0ls W0l £
L|C}.

ID 2 SHAIA EZ| 248


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies

Amazon Application Recovery Controller(ARC) JHEER} 70| =

AWS AWS MHIA = M7F AIZFE[ZLE 7IE MHI20 M APl ZFe42 AL E 4= Q| E/H AWS 223
MM Adoo|EE JHs0| E&LCH

REMEH LHE 2 1AM AHE HBA e AWS ZHE[SE HA S H A tM 2.

AWS 2|8 H&: Route53RecoveryReadinessServiceRolePolicy

Route53RecoveryReadinessServiceRolePolicyE IAM YE|E|of A& ~ Q& LICH O] =Y
2 Amazon Application Recovery Controller(ARC)7} ARCOIIM At 8t 7{Lt ZtE2letE MHIA L 2lAA
off HMHAE AWS = UT S MH|A 44 dgtof IZELICE XFAIEH LIE 2 ARCOIIM &H| E0lg <
g MH|A o4 odE AL EHHE B XS A 2.

= 11

AWS 2™ H3: AmazonRoute53RecoveryReadinessFullAccess

AmazonRoute53RecoveryReadinessFullAccess2(E) IAM E[E|of 933E £+ Ql&LICt o]
M2 ARCOIM =7 EH|(EH| &¢Ql) 2t dS 2[5t ol CHEr A HAMA HetS Ro{FLICH |7 &
H| Zfdod| CHEt ™A HMATE 2R IAM AL AL 2 CHE 2ot FX|of o] Hag AZAFLICt

(@)

0II

o] ""”—QI Hete 2Eo{H AWS #2I8 M2 & X o] AmazonRoute53RecoveryReadinessFullAccess &

AWS #2[&8 H&: AmazonRoute53RecoveryReadinessReadOnlyAccess

AmazonRoute53RecoveryReadinessReadOnlyAccess2(E) IAM Y E|E|0of 12 E = QU
O] M2 ARCOHIM 57 &H| 2y S I8t 2ol CHEF 47| T8 AAM|A HEHE FogfLIC

Ef & 57 I8 F82 ldlof st= AFS KA & LICE OlE{Et ArE Xt |57 &H| El&AE
MM, UO|O|E EE= AFXIE = gi&LCt

O| YAo| Mt Hi{H AWS Zheld EM FHx o

ol

AmazonRoute53RecoveryReadinessReadOnlyAccessE & E5HMI2.

ZH|E 28 AWS 2| & YH|o|E

Ol MH[ATZ} O|2{8t H4E AtE S FE5t7|
Adoo|Eof CHE XM LIS S MME 7
AWS ZHE|E HA 40| E. o] Ho|X|<9
X[0A RSS IIEE FS3ML.

|58t 013 ARCOIA ZH| £olg I3t AWS ZHEIT B4
2 Amazon Application Recovery Controller(ARC)2|
ol oigh At s LS &af{H ARC EAM 7|5 10

FCFEE
(o N e]

T

ol

£=H| =l

Amazon Application Recovery Controller(ARC)2| &H| & 2loi|= Ctg &3 (o|™ol= AMEtolztn
2ol MEELct.

gk
ol
i
o

S 249


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonRoute53RecoveryReadinessFullAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonRoute53RecoveryReadinessReadOnlyAccess.html

Amazon Application Recovery Controller(ARC)

JHeER 7Hol=

HA

AYY 27 a8 4

ot
on
f

()]

15

10

10

200

200

100

250



Amazon Application Recovery Controller(ARC) JHEER} 70| =

AWS SDKs& A+&3t= Application Recovery Controller@| 2
= oflA|

= o Mol ME AWS AZE Qo] 7Het 7|E(SDK)2+ &7l Application Recovery ControllerE Al
9 HoiELICH.

i Z=I30lM LHe 2 =0|H HARAE| X #H Aok ELICH 22 22 AlLte

x|
o| HHEAE O et EAIEIMH, 7HE MH|A &8 HEMozZ S &6t YHE 2oiELICh

(O]
I

w 0
[

AWS SDK 7H Rt QHLHAM & I E of|A|e] T S E2 A2 HESHMLAWS SDKO|AO| AHH|A A
&. 0| FHloll= Al=st7ol cHet HE 2t 0[F SDK EH7Tod| CHE g zlo] A&LICH

A= oA

+ AWS SDKs A& 3t= Application Recovery Controller2| 7|8 ol A

« AWS SDKsE At&3t= Application Recovery Controller0d| CHEF 254
« AWS SDKZ2} GetRoutingControlState B 7H AFHS

« AWS SDK2 UpdateRoutingControlState E7H AHS

AWS SDKs A& 3= Application Recovery Controller@| 7|& oA

Ct= ZE od|XMof M= SDKs2t & 7H AWS Amazon Route 53 Application Recovery Controllere| 7|2
A E AL8sts WHE EoiELICH
0| Al

+ AWS SDKsE A& 3= Application Recovery Controllero CH8F ¢4
« AWS SDK®& GetRoutingControlState & 7A| AFHE
« AWS SDK&l UpdateRoutingControlState & 74 AFHS

AWS SDKs& A& 35t= Application Recovery Controller0i| CHE & ¢
FE X0l M= AWS SDKsE ArE 304 74 Application Recovery Controller 218 +=#5t=
= L|C}. Zt o Mlodl= GitHuboll CHBH 213 7} Z3tE|o] Q)& L|CH of7|olMd 2E Adxd ol Al

12 &2 + UA&LICH

0% of r1
IE 0o

rok I-II In
lIi>|

= H0d
CHEH X

o
==

I

N
ri
>
0%k

251



Amazon Application Recovery Controller(ARC) JHEER} 70| =
ChE Xl 7t dEtMe 2 AFEEls B X E|o] [U&LICH ™A |52 Amazon Route 53
Application Recovery Controller APl £ X & & X 5HA| 2.

of| Al
+ AWS SDK2} GetRoutingControlState & 7Hl AFHE
« AWS SDK®2} UpdateRoutingControlState &7 AIE

AWS SDK2} GetRoutingControlState &7 AL
2 ZE oAM= GetRoutingControlStatel| AHE WS Hof ELICH
Java

SDK for Java 2.x

@ Note

GitHubOl - Bt 2
MM ol M E

LHE 0| /!&LICH AWS ZE oAl 2|ZX|EZ|0|AM A o AE 31
HF

0
It
mjo
[EEN <
Jo 11
HT
panl
O

public static GetRoutingControlStateResponse
getRoutingControlState(List<ClusterEndpoint> clusterEndpoints,
String routingControlArn) {
// As a best practice, we recommend choosing a random cluster endpoint to
get or
// set routing control states.
// For more information, see
// https://docs.aws.amazon.com/r53recovery/latest/dg/route53-arc-best-
practices.html#route53-arc-best-practices.regional
Collections.shuffle(clusterEndpoints);
for (ClusterEndpoint clusterEndpoint : clusterEndpoints) {
try {
System.out.println(clusterEndpoint);
Route53RecoveryClusterClient client =
Route53RecoveryClusterClient.builder()
.endpointOverride(URI.create(clusterEndpoint.endpoint()))
.region(Region.of(clusterEndpoint.region())).build();
return client.getRoutingControlState(
GetRoutingControlStateRequest.builder()
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.routingControlArn(routingControlArn).build());

} catch (Exception exception) {
System.out.println(exception);

}
}
return null;
}
- API M|¥ HE = AWS SDK for Java 2.x APl & X 2| GetRoutingControlState & & X5t &/ Al
o
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SDK for Python (Boto3)
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import boto3

def create_recovery_client(cluster_endpoint):

Creates a Boto3 Route 53 Application Recovery Controller client for the

specified
cluster endpoint URL and AWS Region.

:param cluster_endpoint: The cluster endpoint URL and Region.

:return: The Boto3 client.

return boto3.client(
"route53-recovery-cluster",
endpoint_url=cluster_endpoint["Endpoint"],

region_name=cluster_endpoint["Region"],
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def get_routing_control_state(routing_control_arn, cluster_endpoints):
Gets the state of a routing control. Cluster endpoints are tried in
sequence until the first successful response is received.

:param routing_control_arn: The ARN of the routing control to look up.
:param cluster_endpoints: The list of cluster endpoints to query.
:return: The routing control state response.

# As a best practice, we recommend choosing a random cluster endpoint to get
or set routing control states.
# For more information, see https://docs.aws.amazon.com/r53recovery/latest/
dg/route53-arc-best-practices.html#route53-arc-best-practices.regional
random.shuffle(cluster_endpoints)
for cluster_endpoint in cluster_endpoints:
try:
recovery_client = create_recovery_client(cluster_endpoint)
response = recovery_client.get_routing_control_state(
RoutingControlArn=routing_control_azrn
)
return response
except Exception as error:
print(error)
raise error
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public static UpdateRoutingControlStateResponse
updateRoutingControlState(List<ClusterEndpoint> clusterEndpoints,
String routingControlAzrn,

String routingControlState) {
// As a best practice, we recommend choosing a random cluster endpoint to

get or
// set routing control states.

// For more information, see
// https://docs.aws.amazon.com/r53recovery/latest/dg/route53-arc-best-

practices.html#route53-arc-best-practices.regional
Collections.shuffle(clusterEndpoints);

for (ClusterEndpoint clusterEndpoint clusterEndpoints) {

try {
System.out.println(clusterEndpoint);

Route53RecoveryClusterClient client

Route53RecoveryClusterClient.builder()
.endpointOverride(URI.create(clusterEndpoint.endpoint()))

.region(Region.of(clusterEndpoint.region()))

.build();
return client.updateRoutingControlState(
UpdateRoutingControlStateRequest.builder()
.routingControlArn(routingControlArn).routingControlState(routingControlState).build());

} catch (Exception exception) {
System.out.println(exception);

}

return null;
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import boto3

def create_recovery_client(cluster_endpoint):

Creates a Boto3 Route 53 Application Recovery Controller client for the

specified
cluster endpoint URL and AWS Region.

:param cluster_endpoint: The cluster endpoint URL and Region.

:return: The Boto3 client.

return boto3.client(
"route53-recovery-cluster",
endpoint_url=cluster_endpoint["Endpoint"],
region_name=cluster_endpoint["Region"],

def update_routing_control_state(
routing_control_arn, cluster_endpoints, routing_control_state

Updates the state of a routing control. Cluster endpoints are tried in
sequence until the first successful response is received.
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:param routing_control_arn: The ARN of the routing control to update the
state for.

:param cluster_endpoints: The list of cluster endpoints to try.

:param routing_control_state: The new routing control state.

:return: The routing control update response.

# As a best practice, we recommend choosing a random cluster endpoint to get
or set routing control states.
# For more information, see https://docs.aws.amazon.com/r53recovery/latest/
dg/route53-arc-best-practices.html#route53-arc-best-practices.regional
random.shuffle(cluster_endpoints)
for cluster_endpoint in cluster_endpoints:
try:
recovery_client = create_recovery_client(cluster_endpoint)
response = recovery_client.update_routing_control_state(
RoutingControlArn=routing_control_arn,
RoutingControlState=routing_control_state,
)
return response
except Exception as error:

print(error)
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