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https://docs.aws.amazon.com/eks/latest/userguide/ebs-csi.html
https://helm.sh/docs/helm/helm_repo/
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https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/getting-started-eksctl.html
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## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP
## For the rest of prometheus helm chart values see: https://github.com/prometheus-

community/helm-charts/blob/main/charts/prometheus/values.yaml
##

serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}
server:
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigv4:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

2. C}= B2 21245104 Prometheus AMHHE AMA4skL|Ct.

 prometheus-chart-name2 Prometheus & Z|A O|§2Z HFELICH

« prometheus-agent-namespace& Prometheus | ZAH O|A Q| O|§ 22 HiEL|C.

helm install prometheus-chart-name prometheus-community/prometheus -n prometheus-
agent-namespace \
-f my_prometheus_values_yaml
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aws amp describe-workspace --workspace-id my-workspace-id
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aws amp delete-workspace --workspace-id my-workspace-id
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https://docs.aws.amazon.com/eks/latest/userguide/create-cluster.html
https://console.aws.amazon.com/eks/home#/clusters
https://console.aws.amazon.com/eks/home#/clusters
https://docs.aws.amazon.com/eks/latest/userguide/prometheus.html#turn-on-prometheus-metrics
https://docs.aws.amazon.com/eks/latest/userguide/cluster-endpoint.html
https://docs.aws.amazon.com/vpc/latest/userguide/AmazonDNS-concepts.html
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scrapeConfiguration base64Z 213 Y El Prometheus 714 YAML Tt U IL|C},

GetDefaultScraperConfiguration APl 2 Sall H8 T &ES CIRECE = U&LICH
scrapeConfiguration®| &Alof CHEt RtM[EF HE = Scraper 743 MME R ZSHMI2.

POST /scrapers HTTP/1.1
Content-Length: 415

Authorization: AUTHPARAMS
X-Amz-Date: 20201201T1937257
User-Agent: aws-cli/1.18.147 Python/2.7.18 Linux/5.4.58-37.125.amzn2int.x86_64

botocore/1.18.6

{
"alias": "myScraper",
"destination": {
"ampConfiguration":
"workspaceArn":
ws-workspace-id"
}
3,
"source": {
"eksConfiguration":
"clusterArn":
"securityGrouplI
"subnetIds": ["
}
.

"scrapeConfiguration":

"configurationBlob":

AWS CLI

AWS CLIE Al

{

"arn:aws:aps:us-west-2:account-id:workspace/

{

"arn:aws:eks:us-west-2:account-id:cluster/cluster-name",

ds":
subnet-subnet-id-1",

["sg-security-group-id"],
"subnet-subnet-id-2"]

{
<base64-encoded-blob>
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create-scraper HHE AI8350{ AWS CLIZ 23 80|HE MAgLICt CHS Ao E us-

west-2 2|0 23 80|HE MAELICH AWS AN, /I AHO|A, E9F L Amazon EKS 22

AE HEE XA IDE T A3 0[Ho| AHEE FEE M3slok &LICH

EP.
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scrape-configuration base64Z QI3 T E Prometheus 74 YAML T+ IL|CH get-
o

default-scraper-configuration FE2 &all HE #+HS CIRECE
scrape-configuration@| &4{0i| CHet AtAIEH HE = Scraper 74 MME HESHAM L.

aws amp create-scraper \

--source eksConfiguration="{clusterArn='arn:aws:eks:us-west-2:account-
id:cluster/cluster-name', securityGrouplds=['sg-security-group-
id'],subnetIds=["'subnet-subnet-id-1', 'subnet-subnet-id-2']}" \

--scrape-configuration configurationBlob=<base64-encoded-blob> \

--destination ampConfiguration="{workspaceArn='arn:aws:aps:us-west-2:account-
id:workspace/ws-workspace-id'}"

CHS2 AWS API2H BT AHE8E == RE A3 80|H 2ol A SZFLch

« CreateScraper APl 2102 A3 70|HE MAgL|CH

|& £380[HE LIFELICH

ListScrapers API 2o 2 7
UpdateScraper APl Zi2 AL&3t04 AT B|O|Ho| HE, 714 &= &S ool E§ Lt

- DeleteScraper APl 240 2 A3 7|0|HE AMA|ELICEH

DescribeScraper API 222 A3 0|mof CHeh REA[EH LIS

GetDefaultScraperConfiguration APl 2fQdo 2 A3 7|0|HHo| HE M4 & E &L}
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https://docs.aws.amazon.com/prometheus/latest/APIReference/API_CreateScraper.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/API_ListScrapers.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/API_UpdateScraper.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/API_DeleteScraper.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/API_DescribeScraper.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/API_GetDefaultScraperConfiguration.html
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A 32 ES2{E Amazon EKS 22{AE{= Amazon Managed Service for Prometheus7} X| &
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X|EE £%5l2dE Amazon EKS Z2{AE{7} Amazon Managed Service for Prometheus +=%!7|2} C}
UE 82 WA AE Mo AFE0|HE Msted™ ot HRHE AFS ELICH.

o€ E0{ F 7H9| HH0| U= B Amazon EKS7} account_id_source U&= & Hm A A A}
Amazon Managed Service for Prometheus X3 AH O|Aaccount_id_target7t U= 5 W CHA
pe| pSaed i wi

WA AME AHMH A3 0o|HE MAd5HE{H

1. AA H™H|M Q&S arn:aws:iam: :account_id_source:role/Source MAstm CI= Al

{
"Effect": "Allow",
"Principal": {
"Service": [
""'scraper.aps.amazonaws.com"
]
3,
"Action": "sts:AssumeRole",
"Condition": {
"ArnEquals": {
"aws:SourceArn": "scraper_ARN"
.
"StringEquals": {
"AWS:SourceAccount": "account_id"
}
}
}
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2. **(Amazon EKS EAE])Q CHa(Amazon Managed Service for Prometheus S/ A H 0| A)Q|
T2 E T&hoMq Hde 2 MAStT AmazonPrometheusRemoteWriteAccessOl| CHEH Heto| Qe Ct
= ME| MM Z arn:aws:iam: :account_id_target:role/Target 73l 0F & LIC}

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::account_id_source:role/Source"
I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"sts:ExternalId": "scraper_ARN"
}
}
}
3. --role-configuration SME AI&35t0{ AT H|O|HE Mg LCt

aws amp create-scraper \

--source eksConfiguration="{clusterArn='arn:aws:eks:us-west-2:account-
id_source:cluster/xarw, subnetIds=[subnet-subnet-id]}" \

--scrape-configuration configurationBlob=<base64-encoded-blob> \

--destination ampConfiguration="{workspaceArn='arn:aws:aps:us-west-2:account-
id_target:workspace/ws-workspace-id'}"\

--role-configuration '{"sourceRoleArn":"arn:aws:iam::account-id_source:role/
Source", "targetRoleArn":"arn:aws:iam::account-id_target:role/Target"}'

4. 230l MMHE ASELICE

aws amp list-scrapers
{
"scrapers": [
{

"scraperId": "scraper-id",
"arn": "arn:aws:aps:us-west-2:account_id_source:scraper/scraper-id",
"roleArn": "arn:aws:iam::account_id_source:role/aws-service-role/
scraper.aps.amazonaws.com/
AWSServiceRoleForAmazonPrometheusScraperInternal_cc319052-41a3-4",
"status": {

"statusCode": "ACTIVE"
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},
"createdAt": "2024-10-29T16:37:58.789000+00:00",
"lastModifiedAt": "2024-10-29T16:55:17.085000+00:00",
"tags": {},
"source": {

"eksConfiguration": {

"clusterArn": "arn:aws:eks:us-west-2:account_id_source:cluster/
xarw'",

"securityGroupIds": [
"'sg-security-group-id",
"sg-security-group-id"

1,

"subnetIds": [
"subnet-subnet_id"

},
"destination": {
"ampConfiguration": {
"workspaceArn": "arn:aws:aps:us-
west-2:account_id_target:workspace/ws-workspace-id"

}

RoleConfigurationt MH|A 947 o3& 7t 8443

Amazon Managed Service for Prometheus &3 AH 0|A 0 4A7| RoleConfiguration I8 CHAI M
HIA 44 A2 CIA| MES2dHE YO|0|EUpdateScraperdt 90| A3 B|0|mHet S U HH
of K3 AHO|AE MIB3HoF & LICIRoleConfiguration. RoleConfiguratione A3 8 0|0

M A7AE|D ME|A o34 «d&o| AFSEL

A3 20|t SYUE Ao KT AHO|AE HAGFTIE HE AHE5IE4™M RoleConfigurationof
MZ CHA| M350k RoleConfiguration& LICHUpdateScraper.
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2 g2l 7|2 st /|3 A o|Ao CHet A2 0[m 4

174 2h2[E 7|E A& 3504 Amazon Managed Service for Prometheus I3 AH O|A 0| X|EE
=25 7| et A300|HE MAH5IE{H AAL} CHAO| ZF SUSH HEHSZ M™HE --role-

configurationZ A& EfLICH

aws amp create-scraper \

--source eksConfiguration="{clusterArn='arn:aws:eks:us-west-2:account-id:cluster/
xarw, subnetIds=[subnet-subnet_id]}" \

--scrape-configuration configurationBlob=<base64-encoded-blob> \

--destination ampConfiguration="{workspaceArn="arn:aws:aps:us-west-2:account-
id:workspace/ws-workspace-id'}"\

--role-configuration '{"sourceRoleArn":"arn:aws:iam::account_id:role/Source",

"targetRoleArn":"arn:aws:iam::account_id:role/Target"}'
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AP| Q152 {8355 A3 2HE 52 Amazon EKS 2HAEE FM5Hok gLICH 2AE 5 2
E = API EE= API_AND_CONFIG_MAPS Z M™5Hof B LICH Ol S2HAE AT HE | HA|lA
T #of = Amazon EKS 2&£0M & &= & LIC AHM[EH LHE 2 Amazon EKS AHE AE A9
Amazon EKS ZB{AE M IAM A& = AL XAl Kubernetes 24|01 CHEE HMHA S & ESH
Me.

AH AH

88 ZHAEHE 498 & 2300|HE HEe + &L

et

[ &2

rr

S{AH

« Z{AE MM Al- Amazon EKS 2£ & S35l Amazon EKS ZE{AEE MAIs (x| &lof| wal 22
AEQ| URE AJEO|HE HH) 0| AMAE FEY = U2SH, HMA = HMO| KIS E M
A £|04{ Amazon Managed Service for Prometheus7t 2t{AE] X|E0f| HMAE &= Q&LICEH

- 2HAE 48 F F7}- Amazon EKS 22{AE{7} 0|0 RIE B¢ 218 ZEE API £ 2 d¥H
LICt. Amazon Managed Service for Prometheus AP| EE= CLI 2= Amazon EKS 2&2 S35l
2 API_AND_CONFIG_MAPAIDO|HE RIS 2 SHHE HMA TF HHMS HEstH 232 0]
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o

=

MlA

oo

= HM N

d
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Il

"rules": [

"effect": "allow",
"apiGroups": [

1,

"resources": [
"nodes",
"nodes/proxy",
"nodes/metrics",
"services",
"endpoints",
"pods",
"ingresses",
"configmaps"

1,

"verbs": [
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"get",
"list",
"watch"
]
},
{

"effect": "allow",

"apiGroups": [
"extensions",
"networking.k8s.io"

1,

"resources": [
"ingresses/status",
"ingresses"

1,

"verbs": [

"get",
"list",
"watch"
]
},
{

"effect": "allow",

"apiGroups": [
"metrics.eks.amazonaws.com"

1,

"resources": [
"kcm/metrics",
"ksh/metrics"

1,

"verbs": [

"get"

]

I
{

"effect": "allow",

"nonResourceURLs": [
"/metrics"

1,

"verbs": [
nget"

]

}
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}

AP 0| HMAE 5l Amazon EKS &5 7 A

aws-auth ConfigMap2 At&3t04 kubernetes E21AE{0 CHEE HMAE AMo{5l2iE BR0lT
Amazon Managed Service for Prometheus 23 2{|0| 0| X|Z0i| CHEF MAM|A HEHS F 048 = Q&

L|C}t CtS A0l M= Amazon Managed Service for Prometheus7t Amazon EKS SEHAE{0|M X|E
E Ao EE £ Q= HM A HEHS EodEL|C}.

(® Note

ConfigMap & HAM|A E=of CHEt AHMIEH LI 2 Amazon EKS AFHE AREAMO| IAM 248 EE=
A& K| Al KubernetesO| CHEF HM|A FHE S R ESIMIL.

O| MRt M= kubectl ‘:"AWSCLI% A=23tL|CH kubectl Ax|ol CHEt REAIEH LIRS Amazon
EKS AH8 MRHEAMO| kubectl Mx|E& HZSIML.

2EIE R E ATPHE S 28 Amazon EKS 2HAEE 502 2A58{H

—_
1

IS BIAEE A83l04 clusterrole-binding.ymlO|2tE TS MAISHLICH

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: aps-collector-role
rules:

- apiGroups: [""]

resources: ["nodes", "nodes/proxy", "nodes/metrics", "services", "endpoints",
"pods", "ingresses", "configmaps"]
verbs: ["describe", "get", "list", "watch"]

- apiGroups: ["extensions", "networking.k8s.io"]
resources: ["ingresses/status", "ingresses"]
verbs: ["describe", "get", "list", "watch"]

- nonResourceURLs: ["/metrics"]
verbs: ["get"]

- apiGroups: ["metrics.eks.amazonaws.com"]
resources: ["kcm/metrics", "ksh/metrics"]
verbs: ["get"]

apiVersion: rbac.authorization.k8s.io/v1

=l
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kind: ClusterRoleBinding
metadata:

name: aps-collector-user-role-binding
subjects:
- kind: User

name: aps-collector-user

apiGroup: rbac.authorization.k8s.io
roleRef:

kind: ClusterRole

name: aps-collector-role

apiGroup: rbac.authorization.k8s.io

2. ZHAEOMLCE BYE AddgLCH

kubectl apply -f clusterrole-binding.yml

Je{™ 2{AE A4F biele & #3jo| MYELIC o] oAM= UE O|§2=E aps-collector-
role2 A3, AH2X} O|E2 R aps-collector-userE AFEEFLICE.

D7} scraper-id?l A3 8|0|Ho| CHEt HEE A3 gLict ol A3 0|H= 0|

ID
2 A835tod st A8 0| Lct

3. CIg YyH
MM o| g

(m
o
aws amp describe-scraper --scraper-id scraper-id

4. describe-scraper®| Zoto| M Cteat 22 A9l roleArns & &L CH

arn:aws:iam::account-id:role/aws-service-role/scraper.aps.amazonaws.com/
AWSServiceRoleForAmazonPrometheusScraper_unique-id

Amazon EKSO| A= 0| ARNO|| CHE EA{0| HEfLICH CHS BAH0IAM AAEE BHEHEl ARNS| &8
A2 ZYollok gL Che BA{oll & A HERLICH

arn:aws:iam: :account-id:role/AWSServiceRoleForAmazonPrometheusScraper_unique-id
o & £01 Ol ARN2

arn:aws:iam::111122223333:role/aws-service-role/scraper.aps.amazonaws.com/
AWSServiceRoleForAmazonPrometheusScraper_1234abcd-56ef-7
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arn:aws:iam::111122223333:role/
AwWSServiceRoleForAmazonPrometheusScraper_1234abcd-56ef-7

5. O|M BtAHOIM X8t roleArndt 2HAE 0|2 4l Z|ME AI23510{ 2 AE0AM] CIE W3l
Al

AltigfLct.

eksctl create iamidentitymapping --cluster cluster-name --region region-id --
arn roleArn --username aps-collector-user

O|= A 3t A3 8|0|7t clusterrole-binding.yml Tt U0|A] A48t ei&tn ALEXIE Al

835104 F{AE0f AMAE = U&LICH

A3 0| 37| &l AR

AWS AP| EE=E AIE35104 HH 2ol A3 8|0[IHE AWS CLI LI&5tHLE A K& &= U&LICH.

P

ote

®

Z| &I O] AWS CLI EE= SDKE A&t QEX| HAUFLICH 2[4 HEHE2 2|8l ST 7|
S X 2o AEO|EX MSELICH EE E4 2|4 BEE B 382 AS2Z MIsteE AWS

Cloudshell€ AF&tL|Ct.

HHEHO ZE AFP0|HE LFS24™ ListScrapers APl 22 AFErLICEH

LE=& AH85tod oS AWS CLIZE 7 LICH

aws amp list-scrapers

ListScrapers7t Aol ZE A3 20[HE greteLICH o & EH CtExt Z &L

"scrapers": [

{
"scraperId": "s-1234abcd-56ef-7890-abcd-1234ef567890",

"arn": "arn:aws:aps:us-west-2:123456789012:scraper/s-1234abcd-56ef-7890-

abcd-1234ef567890",
"roleArn": "arn:aws:iam::123456789012:role/aws-service-role/

AWSServiceRoleForAmazonPrometheusScraper_1234abcd-2931",
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"status": {
"statusCode": "DELETING"
},
"createdAt": "2023-10-12T15:22:19.014000-07:00",
"lastModifiedAt": "2023-10-12T15:55:43.487000-07:00",
"tags": {},
"source": {
"eksConfiguration": {
"clusterArn": "arn:aws:eks:us-west-2:123456789012:cluster/my-
cluster",
"securityGroupIds": [
"sg-1234abcd5678ef90"
1,
"subnetIds": [
"subnet-abcdl1234ef567890",
"subnet-1234abcd5678ab90"

},
"destination": {
"ampConfiguration": {
"workspaceArn": "arn:aws:aps:us-west-2:123456789012:workspace/
ws-1234abcd-5678-ef90-abl2-cdef3456a78"
}

380|HE AK|SEdH ListScrapers X2 A2 6t0d AKX st 23 80| 2| scraperIdE
2 C}2 DeleteScraper 242 A8 3504 A M| LICH

ok

=8 AM835t0 IS S AWS CLIZEE &L CH

aws amp delete-scraper --scraper-id scraperlId

Scraper T+

Prometheus £ 8t A3 80| S AF25104 AT O|H7} X|EE ZAMstD £Z5te w2 Ko
& £ U&LICH 0 & E04 X|E 7} WorkSpaceZ ME k| 2+ 48 HEE &= &LICt dlolg AR|I™

£ ME35I01 X|Eo| YIO|EBS SHMoZE CIA| 2 & = U&LICH AT B0l 2H2 A3d ol M
o|o| /Ol YAML T QlL|Ct.
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M 2T 30| H7} A EH APl £ Z0iM base64 2 QATTIE YAML IHUS KB 504 TS X|BEHL
Ct. Amazon Managed Service for Prometheus APIO|A GetDefaultScraperConfiguration ¢4
Ol &= HE FH LUS CIREEE £+ U&LICH

A30olme| S £™5t24M UpdateScraper X2 A& £ &LICH X|EQ| AAE O]
Esfol st= Z3R(0d: CHE Amazon EKS 22AE{Z UO|0|E) A3 0|HE AMK|stT M AAZ CHA|

&-daifof grLct.

XHEls #+d

78k gtoll Chgt XEMISH B2 ZEstod A3 011 T4 &Alof| CHE XHAIEH L& 2 Prometheus A
PMol g HxstMe. 22YH 714 &4 L <scrape_config> SM2 7tT ditxoz Lt

SM2 MdEELICH

Amazon EKS= X[kl fFUS MHIAOIEE X|E|lE RYUSH MH[A AM F4d(<*_sd_config>)

2 <kubernetes_sd_config>&lL|LC}.

+ <global>

» <scrape_config>

« <static_config>

* <relabel_config>

* <metric_relabel_configs>

« <kubernetes_sd_config>

Olzfet MM LHO| AB AEH R ME T4 The ol LIIELICt

ME 74 1Y

022 2321E 7+20] 30xQ ME YAML 7+ U lL|Ct O]
kube-controller-manager 2! kube-scheduler X|ZE0i| CH&F X|4 0] E
Amazon EKS Al MM O] Prometheus 8402 ZHEE Z7 2

ﬂ°" IIIII:I

oll= kube APl MH{ X|E 9t
Fe|od QU&ELICH REMIEE LI =2
A XE I 7|8 XML,

2

global:
scrape_interval: 30s
external_labels:
clusterArn: apiserver-test-2
scrape_configs:
- job_name: pod_exporter

rH

RSP 4


https://prometheus.io/docs/prometheus/latest/configuration/configuration/
https://docs.aws.amazon.com/eks/latest/userguide/view-raw-metrics.html#scheduler-controller-metrics

Amazon Managed Service for Prometheus

AR 7H0|E

#

kubernetes_sd_configs:
- role: pod
job_name: cadvisor
scheme: https
authorization:
type: Bearer
credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token
kubernetes_sd_configs:
- role: node
relabel_configs:
- action: labelmap
regex: __meta_kubernetes_node_label_(.+)
- replacement: kubernetes.default.svc:443
target_label: _ address__
- source_labels: [__meta_kubernetes_node_name]
regex: (.+)
target_label: _ metrics_path__
replacement: /api/vl/nodes/$1/proxy/metrics/cadvisor
apiserver metrics
scheme: https
authorization:
type: Bearer
credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token
job_name: kubernetes-apiservers
kubernetes_sd_configs:
- role: endpoints
relabel_configs:
- action: keep
regex: default;kubernetes;https
source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_service_name
- __meta_kubernetes_endpoint_port_name
kube proxy metrics
job_name: kube-proxy
honor_labels: true
kubernetes_sd_configs:
- role: pod
relabel_configs:
- action: keep
source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_pod_name
separator: '/'

i
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regex: 'kube-system/kube-proxy.+'
- source_labels:

- __address__

action: replace

target_label: _ address__

regex: (.+?)(\\:\\d+)?

replacement: $1:10249

# Scheduler metrics

- job_name: 'ksh-metrics'

kubernetes_sd_configs:
- role: endpoints
metrics_path: /apis/metrics.eks.amazonaws.com/v1l/ksh/container/metrics
scheme: https
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token
relabel_configs:
- source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_service_name
- __meta_kubernetes_endpoint_port_name
action: keep
regex: default;kubernetes;https

# Controller Manager metrics

job_name: 'kcm-metrics'
kubernetes_sd_configs:
- role: endpoints
metrics_path: /apis/metrics.eks.amazonaws.com/v1l/kcm/container/metrics
scheme: https
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token
relabel_configs:
- source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_service_name
- __meta_kubernetes_endpoint_port_name
action: keep
regex: default;kubernetes;https
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var/run/secrets/kubernetes.io/serviceaccount/token It 7}2|740F ELICt &, A
25t 42 Wdh 2o MM Ct21F ZHolof &LCt.

authorization:
type: Bearer
credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token

(® Note

type: Bearer7} 7|2Zt0|E 2 MEFe = QU&LICE.
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OpenTelemetryQ| &7 X|¢E|D QHMISt T2 HM K| QE AA HIZQILICEH A = A
EE %3504 Amazon Managed Service for Prometheus WorkSpaceE 2 = AJ&LICH ADOT
Collector0d| CHEF RFAM|IEH LHE = AWS Distro for OpenTelemetryE & Z5HAM|2.
 Prometheus O{0|ME - ofO|TMEZ ASME|E 2Z AA Prometheus M| At QIABAE MH
5o X|EE £%5t11 0|2 Amazon Managed Service for Prometheus WorkSpace| T &
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https://prometheus.io/docs/instrumenting/exporters/
https://prometheus.io/docs/instrumenting/writing_exporters/
https://aws.amazon.com/otel/
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Ctg FHMolMe F =78 25 ME85te YHS HBst XAl =&7| Q- cHet Let~el HEE
Zeretuct.

A

- XNEFEHES

« AWS Distro for OpenTelemetryE +=ZI7|2 A

« Prometheus QIAEAE £ET|E ALE

- 1784 olo|E{E I3 Amazon Managed Service for Prometheus A’

SERSIES

Amazon Managed Service for PrometheusE X|E +Z2 E535l= O 20| &l WS MSEL
Ct.

Amazon Managed Service for Prometheus2t AWS PrivateLink &7 AIE

Amazon Managed Service for Prometheus0ll X|E& +=%&st= LHIEXT ECfE2 HE 2! Qe =

ZQEE Sl E= VPC A= ZQIEE Salf =& =+ U&LICH AWS PrivateLink. AWS PrivateLink
A8t VPCo| HIER|T ERlEg HEE QIEYHAE HXIX| &1 AWS HIES|T LM ES &

-’F A&LICE. Amazon Managed Service for Prometheuso| CHEF AWS PrivateLink VPC AIEZQIE

E MMEe{H Mg 2T SIMLQIE{H 0|A VPC ¢IE Z 91 E 0 - Amazon Managed Service for

Prometheus AHE.
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AWS Identity and Access Management(IAM)= AWS 2| A0 CHEF HAA

£ ol8l5

Al Mjo{st= o

0| El= & MH|ALICH IAMZ AF8510 E|AAE MESFIEE eI5 (2l & HEt Foi(H
E 2)E &2 AMo{ghLICt. Amazon Managed Service for Prometheus= IAMZ} S & &|04 T O|E
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
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AWS Distro for OpenTelemetryE 27|22 AIE

o] MMoi|ME Prometheus A& o Z 2|70l A3 8|0|Z 81 X|EE Amazon Managed
Service for Prometheus2 & LI % AWS Distro for OpenTeIemetry(ADOT) +=Z7|§ Fdste ¢y
2 MYgL|Ct ADOT Collectorodl CHEF XEAM[EF LHE & AWS Distro for OpenTelemetryE & Z5HMIR.

Ct2 FAoMHE X|E7F Amazon EKS, Amazon ECS EE= Amazon EC2 QIAEIA M LI EX| o4&
of (2} ADOTE X|EL| £&7|2 MHsl= M 7HX| gede MEshL|Ct

=X

« Amazon Elastic Kubernetes Service 2{AE{0{| A AWS Distro for OpenTelemetryE AI& 3510 X[&E
=& -

« AWS Distro for Open TelemetryE AF&3t0{ Amazon ECSOM X|E =& MY

= O

o Y73 MT|E A28 Amazon EC2 QIAEAOML| X|E =T MH

Amazon Elastic Kubernetes Service 2 {AE{0{| A AWS Distro for OpenTelemetryE Al
&5t X|E =& HdY

AWS Distor for OpenTelemetry(ADOT) =&7|& Al& 3101 Prometheus H|Z ofZ 2| 0|40 M X|E
£ A 370|Z 3511 Amazon Managed Service for Prometheus2 X|EE M& & & Ql&LCh

(@ Note

ADOT Collector0i| CHEF AFM|EH LHE 2 AWS Distro for OpenTelemetryE & X 51Al
Prometheus #|Z ofZ 2|7 0|40 CHEt REAM[EF LHE 2 Prometheus S 8 X|EE
MME ZZFAMR.

ADOTE AE2735l04 Prometheus X|EE =& = Prometheus Receiver, Prometheus Remote Write
Exporter 2! Sigv4 Authentication Extension2| M| 7} X| OpenTelemetry 74 Q A7} A ELICEH

7|& Prometheus 782 AF&35104 MH[A AM 2l XX AFEfEE £S5 Prometheus Receiver
E st £ Q)& LTt Prometheus Receiver= Prometheus EA| &Aoo 2 X|EE A3eEsfLC.

ATpiEsiede RE ol Z2|A 0| EE= AIE X QIE = Prometheus 22+0|Q1E ZI0|EHE|2 T A38H
of & LICt. Prometheus Receiver= Prometheus AEAM 2| 7 40f dHE Prometheus A3 2{E L g
Ol2 MX|H Mol MA| MEE K[HELICE o|2{8 £42 ADOT Collector A0 21T 0 E2 ¢
U&LICt.
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https://aws.amazon.com/otel/
https://aws.amazon.com/otel/
https://prometheus.io/docs/prometheus/latest/configuration/configuration/

Amazon Managed Service for Prometheus ALZ%t 7H0|=

Prometheus Remote Write Exporter= remote_write IEZQIEE AI5loi AFEEE X|EE &

g 28 3 AHO0|AR EHLICE CIO|H LHELHZ[of| CHEF HTTP L2 ot 2152 2|Ft AWS 2
22l AWS Sigv42t Sigv4 215 o2 MBELICH RHM[E LHE2 ME HEH 4 HET Z= M4

AHZSHAM 2.

£ Z7|= Amazon EKSO| A Prometheus X|E QIEZQIEE XISO 2 ZHMSlT

<kubernetes_sd_config>0fl Q= A4S AL ELICH

Ct2 O 2 &= Amazon Elastic Kubernetes Service EE= AHA| 22|13 KubernetesE Aldst= 2 AEH

oM AHE El= Ol248t Aol of| L|ct. o248t BHAHIE & stE{™ 7|2 At 3 #ele| HAHM M
S StLtol M XH23 AWS ZEO| 1040k AWS & LICt RHA[EH LHE 2 AWS SDK for Go 782 F ZE5HA
2.0l HZoMHes Z2MAS| SE EHIAEN ASElE ME A2 ALSELICH HE 42 Prometheus
Z2cto|ME 2to|E8EIXME /metrics AEZQIENM XEE &8 LICH

AT

P
!

otef =& dY EHAE AlEfst7| ol MH|& AE & A= HAol CHet IAM HE S - sHoF gf LICt.
MHIA AE I A= G20l CHEE IAM g 2 dEstedH™

1. Amazon EKS Z2HAEQ| X|E £Z 2 &t MH|A edsr Ad7do| CHA|of 2t MH|A AR ol IAM

e s SELch

ADOT Collector= X|EE AFeZstn LHEH [ 0] &2 At EFLCE.

2. CISoz AME HMg HEISLICH https://console.aws.amazon.com/iam/HA IAM £ & L|Ct
3. 21 M FoM qe s MEHSt 1 1EHA0) M BHE amp-iamproxy-ingest-role2 & &L|CH

4, AEZ| A RS MEHE F AZ| 2 HES MEIELICE

5. AE[ A HA JSONO|AM aws-am 2 MEHE} |

E adot-colZ HIE C}2, A2 HA AH|0|E
-

L|C.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::account-id:oidc-provider/
oidc.eks.region.amazonaws.com/id/openid"

1,
"Action": "sts:AssumeRoleWithWebIdentity",
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https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://prometheus.io/docs/prometheus/latest/configuration/configuration/#kubernetes_sd_config
https://docs.aws.amazon.com/sdk-for-go/v1/developer-guide/configuring-sdk.html
https://docs.aws.amazon.com/sdk-for-go/v1/developer-guide/configuring-sdk.html
https://console.aws.amazon.com/iam/home
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2 4

"StringEquals": {
"oidc.eks.region.amazonaws.com/id/openid:sub":

"Condition":
"system:serviceaccount:adot-col:amp-iamproxy-ingest-service-account"

}
}
}
]
}
6. Tt RiE MEiIStT Ctg Het HAo| Jeof AZE[o] U=K] EQIFLCH
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
5 L

"Action":
"aps:RemoteWrite",
"aps:GetSeries",

"aps:GetLabels",
"aps:GetMetricMetadata

nin

1,
"Resource":

e

Prometheus X|E =&
Amazon EKSOIM AT O|AE M5t alertmanager & £ E LHELZ|7} 7|2 Mo 2

® Note

HIg &stELch
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https://github.com/aws-observability/aws-otel-community

Amazon Managed Service for Prometheus ALZ%t 7H0|=

cd ./sample-apps/prometheus-sample-app
docker build . -t prometheus-sample-app:latest

2. Amazon ECR EE= DockerHub2t Z 2 dIX|AE2|of O] O|0|X|E F AlEFLICH

3. O| Kubernetes 42 SASIT 2485104 F{AE| ME 42 HIZELICH prometheus-
sample-app.yaml TtU0IAM {{PUBLIC_SAMPLE_APP_IMAGE}}E CHxi5toq O|O|XIE H=2 F
Algt O|O|X|2 gZ g LCt

curl https://raw.githubusercontent.com/aws-observability/aws-otel-collector/
main/examples/eks/aws-prometheus/prometheus-sample-app.yaml -o prometheus-sample-
app.yaml

kubectl apply -f prometheus-sample-app.yaml

4. CHE TS Y2Istod ME A0 AISFEIRE K| B QIFLICH B £310| NAME Lo

prometheus-sample-appO| EA|ELICH

kubectl get all -n aoc-prometheus-pipeline-demo

5. ADOT Collectore| 7|&

QIABAAE A|ZEFLICH Ol A dtedtd HA S HHS =451041 ADOT
Collector2| Kubernetes 743 04

LICH.

11}0

curl https://raw.githubusercontent.com/aws-observability/aws-otel-collector/main/
examples/eks/aws-prometheus/prometheus-daemonset.yaml -o prometheus-daemonset.yaml

j_E—l |:_|.° E-I% I_U_l. I% 41 x|

rH

04 Amazon Managed Service for Prometheus 43 A 0| A0]

[o][]

=
CHSt remote_write =X QIEE YOUR_ENDPOINTZ HF* T 2|TE YOUR_REGIONS Z HI &L
Ch 3 AHo|A ME HEE QI8 i Amazon Managed Service for Prometheus 2£ 01 E A
Z|&= remote_write QIEZQIEE A2 &L|Ct

IE 8t Kubernetes 713 2] YOUR_ACCOUNT_ID MH|A HTE Mo AWS HE IDE #HZ5H0k &
LICF.

O] ofA|oi A ADOT Collector 42 FM(scrape=true)S AI85104 AT CHEE CHA =ZQ
EE ¢oiELICt 0|& &3l ADOT Collector= ME M A=xZQIEE F2HAE{Q| kube-system 2l
CEQIEQ} FHE £ U&LICE CHE ME S 232 Esteis B2 2lolg AMX|HEH F-EoM o]

HE MAHY + U&LICH

6. CI= @232 22451049 ADOT CollectorE HHZ & L|Ct.
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kubectl apply -f prometheus-daemonset.yaml

7. ChE HHES 2245104 ADOT Collector7t A|EE|IA= K| 2 QI LICEH NAMESPACE QoA adot-

kubectl get pods -n adot-col

8. ZZ UELHT|E A&sto{ mto|ZEtRlo] 2 Sst=X| HUFLICH o RES2 22 LHIELH (2t

o|0| S&Elo] QJA&LICH CHE BE S UM LICH

kubectl get pods -A
kubectl logs -n adot-col name_of_your_adot_collector_pod

HME Aol 23 eEe X & LF = Ch5 oot Z &L

Resource labels:
-> service.name: STRING(kubernetes-service-endpoints)

-> host.name: STRING(192.168.16.238)

-> port: STRING(8080)

-> scheme: STRING(http)
InstrumentationLibraryMetrics #0
Metric #0
Descriptor:

-> Name: test_gauge0

-> Description: This is my gauge

-> Unit:

-> DataType: DoubleGauge
DoubleDataPoints #0
StartTime: 0
Timestamp: 1606511460471000000
Value: 0.000000

9. Amazon Managed Service for Prometheus7} X|Z & =A%

grLICH O] =7 & AF&3HEH AWS Sigv4 Q152 AL&35tod &
© =2 2 Amazon Managed Service for Prometheus0i| A #2
H35to] AWS 2ot 918 HEE MHsHof #Lct Mx|of cist X|E
NL.

Ct= BHolAM AMP_REGIONZ} AMP_ENDPOINTE AM& XS] Amazon Managed Service for

| oo

Prometheus WorkSpace0i| CH8F M2 2 HIZL|C}H
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https://github.com/okigan/awscurl
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AR 7H0|E

awscurl --service="aps" --region="AMP_REGION" "https://AMP_ENDPOINT/api/v1l/query?
query=adot_test_gauged"

{"status":"success","data":{"resultType":"vector", "result":[{"metric":
{"_name__":"adot_test_gauge@"}, "value":[1606512592.493,"16.87214000011479"1}1}}

SEro2 X|ET} £ 415/ nto|Zatel MFo| 4BHoR ¢

- =2 O

Amazon Managed Service for Prometheus2 3% 2 I} £|

kubectl delete namespace aoc-prometheus-pipeline-demo
kubectl delete namespace adot-col

g +4

Prometheus Receiver= Prometheus AEAM 2| 7 4J0f dEEl Prometheus A3 2HE ! &i[0|8 X

TEo| A MEE R[HELICH o248t 7142 ADOT Collector +40f|l 2 804 & = U&LICH

Prometheus Receiver®| T+430{= AH|A 7444

A dAM Age0E 7 & BllolE MXIE Fdol e ELICH
=47 2 oS 24 &L

receivers:
prometheus:
config:

[[Your Prometheus configuration]]
CtS2 oA 7 LICt

receivers:
prometheus:
config:
global:
scrape_interval: 1m
scrape_timeout: 10s

scrape_configs:

- job_name: kubernetes-service-endpoints

ADOT Collector
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https://prometheus.io/docs/prometheus/latest/configuration/configuration/
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sample_limit: 10000

kubernetes_sd_configs:

- role: endpoints

tls_config:
ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
insecure_skip_verify: true

bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token

7|& Prometheus Tt°80| U= A< 240| 23 M2 HIFX| LS § EALE $$2 HEFHOF &
LIC}. *O| 242 relabel_configurations2| CHA| Ztoll £5| L& LICt o & E04 CtS2t 20|

relabel_configuration2 2 A|&35t= A<

relabel_configs:

- source_labels:
[__meta_kubernetes_ingress_scheme,__address_ ,_ meta_kubernetes_ingress_path]
regex: (.+);(.+);(.+)
replacement: ${13}://%${2}${3}
target_label: _ param_target

CtEa 2ol Euch

relabel_configs:
- source_labels:
[_ meta_kubernetes_ingress_scheme,__address_ ,_ meta_kubernetes_ingress_path]
regext  (SE)EH)FEE)
replacement: $${1}://${23${3}
target_label: _ param_target

Prometheus Remote Write Exporter 2! Sigv4 Authentication Extension

Prometheus Remote Write Exporter2}t Sigv4 Authentication Extension2| 7t432 Prometheus
Receiver2Ct ZHEFEFLICEH mo|ztelo| o] HAMM= ol0| X|&E7t =& EIR!SH O CIO|E{E
Amazon Managed Service for PrometheusZ LHEd &H|7I E|}&LICt. Amazon Managed Service
for Prometheus®t & 415t7| @3t HS el F49o| 2|4 @F AHE2 oS o|A|of Lot J&LICH.

extensions:
sigv4auth:
service: "aps"
region: "user-region"
exporters:
prometheusremotewrite:
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endpoint: "https://aws-managed-prometheus-endpoint/api/vl/remote_write"
auth:
authenticator: "sigv4auth"

| Fd2 712 AWS ZtH 338 #2le] AWS Xt EFE ALE 5107 AWS Sigv40i A HBE HTTPS 2
HE L RHM[E LHE 2 AWS SDK for GoT4d MME HASIM L. MHIAE aps2 X|[Hatof &
L|Ct.

HHZ ghedof 2-A|10] ADOT +=E7|= 7|8 AWS A4 S | Qlof| LIYE SM T stLtol| HMAE
£ Qlofok & L|C} Sigv4 Q& & & 201 o|& AWS SDK for Go 3tH O|E AF&3t0{ E ot QIS E 71K
21 QB ELICE o|2{8t £ ot 21501 Amazon Managed Service for PrometheusO| CHEH 473 A1 7| H
gho| JU=x| = elshok g Lct.

AWS Distro for Open TelemetryE At& 304 Amazon ECSOIM X|&E =& M7

o] MMofAME= AWS Distro for Open Telemetry(ADOT)Z A& 504 Amazon Elastic Container

Service(Amazon ECS)0| M X|E & ==& 501 Amazon Managed Service for Prometheus0l| <= &3t=
ahede MOSHL|CH =8 Amazon Managed GrafanadlA X|EE A2 stste g s A>AEELICH

NS Ta

/A Important
AlEHet 7| Hof| 7|2 Aol M8 E AWS Fargate 22{AE{ 2| Amazon ECS &7, Amazon
Managed Service for Prometheus 3 A 0|4, Amazon Managed Grafana {3 AH 0|4
7h Qlojof &HL|Ct ZiEl|o|L] |3 2=, Amazon Managed Service for Prometheus, Amazon
Managed Grafana0il CHaH & 20 QICtT 7H g LCt

FRSHAAIL.

Mujm
1J>l'

RHMIEF i8S o2 33

- 7|8 M™o| MEEl Fargate Ec{AE{0|A Amazon ECS Bt 42 MM 5t= ol CHE XkMIE LS
2 Amazon ECS 7H A} SHLiA o] 2E{AE MHE FESMR.

>

LiE

M.

rlo

« Amazon Managed Service for Prometheus /T AH O|AE MA5= Eredof CHE XA
Amazon Managed Service for Prometheus AF& ABEMOIM 2T AHO|A HES FHAE

« Amazon Managed Grafana /3 AH O|AE M43} 1| CH3t XEAIEH LHE 2 Amazon
Managed Grafana At& AHAMUM T AT O[A MEE FHEFAMR.
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https://docs.aws.amazon.com/sdk-for-go/v1/developer-guide/configuring-sdk.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/create_cluster.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-onboard-create-workspace.html
https://docs.aws.amazon.com/grafana/latest/userguide/AMG-create-workspace.html

Amazon Managed Service for Prometheus AR

1EHA|: AF2 XF X|& ADOT Collector Z4E|0|L{ o|O|X| X 9|

S 78 o2 ’RIZ3Io 2 A8 5to TR EH ADOT Collector Z4E{0[L4 O|O|X|& Ho|§tLcCt.
my-remote-URL L my-regiong ZtZt endpoint & region Zt2Z HELICH F4E adot-

config.yamlO|2t= Tt of| AHZ&L(Ct.

(® Note
O] # Mo M= sigvsauth &Y Z2 I Z A& 6101 Amazon Managed Service for
PrometheusOl CHE £ &2 QB §LICt sigvsauth A0 CHE REAIEH LI 2 GitHub 2|
Authenticator - Sigv4& & Z5HMIL.

receivers:
prometheus:
config:
global:
scrape_interval: 15s
scrape_timeout: 10s
scrape_configs:
- job_name: "prometheus"
static_configs:
- targets: [ 0.0.0.0:9090 ]
awsecscontainermetrics:
collection_interval: 10s
processors:
filter:
metrics:
include:
match_type: strict
metric_names:
- ecs.task.memory.utilized
- ecs.task.memory.reserved
- ecs.task.cpu.utilized
- ecs.task.cpu.reserved
- ecs.task.network.rate.rx
- ecs.task.network.rate.tx
- ecs.task.storage.read_bytes
- ecs.task.storage.write_bytes
exporters:
prometheusremotewrite:
endpoint: my-remote-URL

ADOT Collector
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https://github.com/open-telemetry/opentelemetry-collector-contrib/tree/main/extension/sigv4authextension
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auth:
authenticator: sigvé4auth
logging:
loglevel: info
extensions:
health_check:
pprof:
endpoint: :1888
zpages:
endpoint: :55679
sigv4auth:
region: my-region
service: aps
service:
extensions: [pprof, zpages, health_check, sigv4auth]
pipelines:
metrics:
receivers: [prometheus]
exporters: [logging, prometheusremotewrite]
metrics/ecs:
receivers: [awsecscontainermetrics]
processors: [filter]
exporters: [logging, prometheusremotewrite]

2EHA|: ADOT Collector Z1E|0|L O|O|X|E Amazon ECR ZIEZX|E 2|01 FA|

Dockerfile2 AF&35t0{ Z1El|0|L O|0O|X|& 44435t Amazon Elastic Container Registry(ECR) 2| Z X|
Eg|oi| FAIELICH

1. Dockerfileg 2=35t04 ZIE{|O|L4 O|O|X|& | AtSt1 OTEL =74 o|O|X[oi| F7}&HL|Ct.

FROM public.ecr.aws/aws-observability/aws-otel-collector:latest
COPY adot-config.yaml /etc/ecs/otel-config.yaml
CMD ["--config=/etc/ecs/otel-config.yaml"]

2. Amazon ECR EB|ZX|E2|E MAISL|C}.

# create repo:
COLLECTOR_REPOSITORY=$(aws ecr create-repository --repository aws-otel-collector \
--query repository.repositoryUri --output text)

3. ol olOlx|E Y& ELIC

ADOT Collector
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# build ADOT collector image:
docker build -t $COLLECTOR_REPOSITORY:ecs .

® Note
07| M ZE|o|L{7F ASE EZEn SUst #ZH0id ZHEl|0[L{E WSttt 7H-E St
JEX| A2 Z< o|0X|& EHEE I --platform It2tO|E{E AL dloF & = JU&LICH.

4. Amazon ECR Z|ZX|E2|oll 22 QIELICH my-regiong region 2422 HFEL|CE

# sign in to repo:
aws ecr get-login-password --region my-region | \
docker login --username AWS --password-stdin $COLLECTOR_REPOSITORY

5. ZdelolLd o|OlX|& FAlELIC

# push ADOT collector image:
docker push $COLLECTOR_REPOSITORY:ecs

3EHAl: Amazon Managed Service for PrometheusE A3 2H& & Amazon ECS EHA T ol MY

Amazon Managed Service for PrometheusE A 3 2iZ& Amazon ECS EfA 3 Xo|E MAMghL|Ct Ej
A3 Holo= 0|&0| adot-collector?! ZIE| 0|12t O|& Ol prometheus®! ZIE{| 0|47} E & &|0
Of &fLICH prometheus= X|EE 445t adot-collector= prometheus& A3 2 E g LICH.

=

@ Note

Amazon Managed Service for Prometheus= AMH|AZ ASE|H ZHE|O|L{0|M X|EE =%
ghLCt o] B Z4E0|LlE PrometheusE 2 Z0iA 0 0|ME RER Al3lstod 2 X|EE
Amazon Managed Service for Prometheus 2 T&ELICH.

o|Al: &= H 9|

22 EfAT ™Mo|o| Y S Hod T oM L|Ct Ol NI E EIZESI0 2 AFE235104 AHAl| EHA T
HMolg MME £ l&LICt adot-collector®| image Zt2 EIZX|EE| URL ! 0|0O|X| Ef

($COLLECTOR_REPOSITORY:ecs)Z HHELICt adot-collector & prometheus®| region &t
region g/ 2 HHELICH

2
A=
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{
"family": "adot-prom",
"networkMode": "awsvpc",
"containerDefinitions": [
{
"name": "adot-collector",
"image": "account_id.dkr.ecr.region.amazonaws.com/image-tag",
"essential": true,
"logConfiguration": {
"logDriver": "awslogs",
"options": {
"awslogs-group": "/ecs/ecs-adot-collector",
"awslogs-region": "my-region",
"awslogs-stream-prefix": "ecs",
"awslogs-create-group": "True"
}
}
1,
{
"name": "prometheus",
"image": "prom/prometheus:main",
"logConfiguration": {
"logDriver": "awslogs",
"options": {
"awslogs-group": "/ecs/ecs-prom",
"awslogs-region": "my-region",
"awslogs-stream-prefix": "ecs",
"awslogs-create-group": "True"
}
}
}
1,
"requiresCompatibilities": [
"FARGATE"
1,
"cpu": "1024"
}
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« Amazon Elastic Compute CloudZt?

« Amazon Managed Service for PrometheusZt?
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package main

import (
"github.com/prometheus/client_golang/prometheus/promhttp"
"net/http"
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)

func main() {
http.Handle("/metrics", promhttp.Handlex())

http.ListenAndServe(":8000", nil)

}
2. O3 BES Astod SHE S&5HES HRIFLICH

sudo yum update -y
sudo yum install -y golang
go get github.com/prometheus/client_golang/prometheus/promhttp

3. Ol= oiEe|7io|Me A=-gfL|ct
go run main.go

o2 ol Z2|7|0|MHM2 ZE 80000 A= E|0{0F 3tH =& E 2 E Prometheus X|EE EA|E L
Cl. CtS2 ol X|E 2| o LCh.

curl -s http://localhost:8000/metrics

process_max_fds 4096# HELP process_open_fds Number of open file descriptors.# TYPE
process_open_fds gauge

process_open_fds 10# HELP process_resident_memory_bytes Resident memory size in
bytes.# TYPE process_resident_memory_bytes gauge

process_resident_memory_bytes 1.0657792e+07# HELP process_start_time_seconds Start
time of the process since unix epoch in seconds.# TYPE process_start_time_seconds
gauge

process_start_time_seconds 1.61131955899e+09# HELP process_virtual_memory_bytes
Virtual memory size in bytes.# TYPE process_virtual_memory_bytes gauge
process_virtual_memory_bytes 7.77281536e+08# HELP process_virtual_memory_max_bytes
Maximum amount of virtual memory available in bytes.# TYPE
process_virtual_memory_max_bytes gauge

process_virtual_memory_max_bytes -1# HELP
promhttp_metric_handler_requests_in_flight Current number of scrapes being
served.# TYPE promhttp_metric_handler_requests_in_flight gauge

promhttp_metric_handler_requests_in_flight 1# HELP
promhttp_metric_handler_requests_total Total number of scrapes by HTTP status
code.# TYPE promhttp_metric_handler_requests_total counter

promhttp_metric_handler_requests_total{code="200"} 1
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promhttp_metric_handler_requests_total{code="500"} 0
promhttp_metric_handler_requests_total{code="503"} 0
Amazon Managed Service for Prometheus WorkSpace 43

Amazon Managed Service for Prometheus WorkSpace & ‘4435t24™ Amazon Managed Service for
Prometheus AF& A0l A WorkSpace 24419| X|&E 2 AM L.

Prometheus AMb{ A&

1. Ch2 oA YAML It 2 HEZIOE Al&35t04 prometheus.yamlO|2t= M Tt US MdghL|Ct

=
=2
=

[

urle AL my-regiong BI™ Z2 2 B 1 my-workspace-idE Amazon Managed Service
for PrometheusOf| A 48t 2T A O|A IDE HHELICH regionl| B my-regiong 2l 2k
O 2 HpELICH

oi|Al: YAML &

global:
scrape_interval: 15s
external_labels:
monitor: 'prometheus'

scrape_configs:
- job_name: 'prometheus'
static_configs:
- targets: ['localhost:8000']

remote_write:
url: https://aps-workspaces.my-region.amazonaws.com/workspaces/my-workspace-id/
api/vl/remote_write
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500
sigv4:
region: my-region

2. Prometheus AMHHE &l&5t0d C|2 ofZ 2|7 0|42 X|EE Amazon Managed Service for
Prometheus I AHO|AZ MEELICH.
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prometheus --config.file=prometheus.yaml

O|A| Prometheus MH{7} CI2 O E E2|71|0| 2| X|EE Amazon Managed Service for Prometheus
WorkSpaceZ M&EFLICH

Prometheus QIAEIAE £ZIT|2 A2

0 0|ME 2 E(Prometheus 0| O|MEZIT &)0AM A E[= Prometheus LIATAE AIE5t0{ X|EE
A 3 2fZE 31 Amazon Managed Service for Prometheus I AHO|AZ EE &= Q&LIC.
Cl2 FANoME o O|ME RE0|M A™E|= Prometheus QIAEAE X|E £E 7|2 M5t CHY
gt g g MEELICEH

/A Warning

Prometheus O|O|MEE MMe mlf SHE of0|MELS| 7 L RX| 2o CHEH MMUS AL XL
oA U&LICt 2ot 7|52 & 44516104 Prometheus A3 O|Z AIEZQIEE 2 QE{4of
T EA|7|X| OFM| L.

SYs X|E MEE ZLE 5= 0424 Prometheus QIAEIAE MHstD 171842 28 Amazon
Managed Service for Prometheus T2 WorkSpaceZ M&sts 49 55

&= MHE 85t BHHE MEX| ot 2™ Amazon Managed Service for Prometheus2 M&SE 2
£ Olo|H ME(E= ME ol ciet 2= 0| FutELIcH 55 X7 Ao |ZH°F X|&l2 Amazon
Managed Service for Prometheus2 MEE 17184 X[E 55 MH AME HE5HAM L.

A
« HelIm2 AF273504 M Prometheus AEHO|AM =& AHH
« EC22| Kubernetes0ll 2= 7|&E Prometheus AMHO| Q| =& MX

= O
- Fargate2| Kubernetes™| = 7|& Prometheus Mool =& ™

Helm& AF2 3104 Al Prometheus AMBHOIA =% A™

o] MMo| x|&& &3l Amazon Managed Service for PrometheusE 2| A|ZH5t 1 =
&LICt Amazon EKS 22{AE{0f M Prometheus MEHHE M stH M MH{E 7|8 42 AF25}0d
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Amazon Managed Service for Prometheus2 X|EZ & &S LICH O WO AMM ZH2 O3 ¢ &
L|CH.
« M Prometheus M7} X|EE £+ EI& Amazon EKS E2{AE{7} Qlo{0oF & L|Ct.

« Amazon EKS Z 2HAE{0| Amazon EBS CS| E2t0|{7} A x|&E[0{ !0{0F & LICHHelmo M

).

« Helm CLI 3.0 O|& 2 AtE35loF &L|Ct.
o C}2 MMo| CHAHIE £852{™ Linux 5= macOS ZAFEIE At23&HoF &FLCt.
1EHH: M Xt E Helm 2|ZX|E2| F7}

M XtE Helm EIZX|EE|E F7tetcdH CHE BHES UZFLICE ol28 BZol CHEt RtMIEE LI 2
Helm 2| ZX|E2|& & ZSIML.

helm repo add prometheus-community https://prometheus-community.github.io/helm-charts
helm repo add kube-state-metrics https://kubernetes.github.io/kube-state-metrics
helm repo update

2EHA|: Prometheus WA H O] A A4

Cl2 W22 21245104 Prometheus A 2! 7|E} ZLIE{Z] 714 2 A0 CHEF Prometheus WA H O]
A E MMELICEH prometheus-namespaceE O HIYUAHO|AN AFEE O|ES 2 HHELICEH

kubectl create namespace prometheus-namespace

BEFA!: MH|A AEL 1AM g HH

2 M3t 22 g of CHai A= Prometheus ME{7F A& E|= Amazon EKS 28{AE{ 0| AH|A
Aol CHEH IAM &t 2 A3l ok & LICH

MH[A AH|Zof CHEH IAM L& 2 A2 E A2 IAM ¥ E 2 Kubernetes A‘IHl/\ HZoj ¢d8E = ASL
Ch. o= A 3tH O] MHIA A™HMMHE O] MHIA HHE A5l 2E I
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ofe 742 Amazon EKS Z{AE|Q| X|E £Z e ¢
g2 MYSHMR. sHE MMol X|EIM= eksctl2 At

o
£ Amazon Elastic Kubernetes Service A|Zf - eksctlS X ZESHMIL.
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® Note

EKS EE=0i X| ot HM|A 7| AWS @ 2Ok 7|8k AL& 35104 Amazon Managed Service for
PrometheusOll HM|ASHE 73 EKS-IAM-ROLE 7|8 Sigv4E AF2E £ giaLlch

ATHA|: M M A 2l X|E £F A|E

Amazon Managed Service for Prometheus X AHO|AZ X|EE M& 5= M Prometheus MEH{E
Mx|stE{™ Ctg HHAE MEML.

M Prometheus MEHE 4 %|5+04 Amazon Managed Service for Prometheus I AHO|AZ X|EE
Hifzd™

H

El7|8 MB350 Ch2 LH8 2 E&5tE my_prometheus_values_yamlO|2teE IS
L|C}.

0x &
0x |>
oo |m

« IAM_PROXY_PROMETHEUS_ROLE_ARNE Amazon EKS Zt{AE| X|E =& & {8t MH|A
o15h MZIof| A M A48t amp-iamproxy-inges-role@| ARNS Z H}ZL|C}.

« WORKSPACE_IDE Amazon Managed Service for Prometheus /3 A M 0|A 9| IDE HFEL|C}.

« REGIONS Amazon Managed Service for Prometheus ¥ 2 AH 0|A 9| B[S Z HFELICH.

## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP
## For the rest of prometheus helm chart values see: https://github.com/prometheus-

community/helm-charts/blob/main/charts/prometheus/values.yaml
##

serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}
server:
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigv4:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
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max_shards: 200
capacity: 2500

2. CIS HHE 21245104 Prometheus MHHE A 8L|CH

« prometheus-chart-nameg Prometheus &2|A O|§2 2 HELICH

 prometheus-namespaceZ Prometheus LA O|A Q| O|§ 22 HELICH

helm install prometheus-chart-name prometheus-community/prometheus -n prometheus-
namespace \
-f my_prometheus_values_yaml

(® Note
04 7IX| WHo = helm install HEE AIX} X|HE &= U&SLICH RIS LIS
Helm AHAM2| Helm A x|E & ZX35HMIL.
EC22| Kubernetes0l| /= 7|&E Prometheus MO £F! M

Amazon Managed Service for Prometheus= Amazon EKSE Ad5t= 2

E12F Amazon EC20{ A

2iA
M E|= XFA 22l Kubernetes 2BAE{ 2] Prometheus MEHOIM X|E &S X[ ELICt o] MM
O| M|& X|&2 Amazon EKS E1AE{2| Prometheus MHHE @&t A ILICE. Amazon EC29| XAl &

2|3 Kubernetes 2B{AE{ 2| B2 MH|A &2l OIDC 22 A 2! |AM &2 = MA Sl of st

Mg Melstn & M- BAHsE sYELct
o| MMo| X|&of| A= HelmE Kubernetes IH 7| X| & E2|XI2 At EFL|C}

|

o 1EHA|: MH|A A& ol IAM 3EF A%

o 2EtAH|: Helm& A& 35104 7| & Prometheus M &4180|=

1CHA|: MH|A H o] IAM dgh A%

2 M3tsle 222 ghto] CHai A= Prometheus AMB{7F A8 E|= Amazon EKS 2{AE{|M MHH|A
H &0l Bt IAM 24&HS A2 3Hof BFL|Ct o|a st &S AMH|A dstolgtT T BFL|Ct.
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MH|& HE 2 AESHH IAM 29 2 Kubernetes MH|A AHo| @12E &= Ql&LICH I3 ChZ 0| MH|
A AHEE2 Y MHIA AEE AL8ste ZE ZE0| ZAH[O|L{of AWS HeEtE MSE =+ JU&LICH &t
Mgt L8 2 MHIA Aol CHer IAM &S A E AR,

ol2{#t oigrg of &l A stX| 22 HS Amazon EKS 22IAE(S| K| E TS 9l MulA o8 &
= =1 (@]

2EHH|: Helm2 A8 3104 7| & Prometheus MH{ &2 0|=

O] MM o] X|&lo = Prometheus AH{7} Amazon Managed Service for Prometheus WorkSpace0i| &
HAMI|E Y = UL E QlBstn HetE F0457| I8t #48 47| U sigv4 A LH0| Z &0
A& LIt

Prometheus H{7d 2.26.0 O|&f AFE

{7 2.26.0 0|4 2| Prometheus A{H O|O|X|0f|A Rt E Helm2 At835t= A< CHE HAE [MEAMR.

A E Helm2 AF275104 Prometheus MO 3 AM7|1E MH

t2d

ol
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1. Helm 7+ mHofl M 24 47| Mg o

e}
£

|CF.

* ${IAM_PROXY_PROMETHEUS_ROLE_ARN}Z 1ErA|: MH[A AEO| IAM g HHoiAM &
8t amp-iamproxy-ingest-role2| ARNS 2 HFEL|Ct 248 ARNS| @42 arn:aws:iam: :your
account ID:role/amp-iamproxy-ingest-role@L|C}.

« ${WORKSPACE_ID}E Amazon Managed Service for Prometheus WorkSpace IDZ H& L|C}.

« ${REGION}2 Amazon Managed Service for Prometheus WorkSpace2| 2|T(0|: us-west-2)
S & HhELCH.

## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP
## For the rest of prometheus helm chart values see: https://github.com/
prometheus-community/helm-charts/blob/main/charts/prometheus/values.yaml
##
serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}
server:
remoteWrite:
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- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write

sigv4:
region: ${REGION}

queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

2. Helm2 Al23t04 7|Z Prometheus AMH #4942 Cl|0|EgfL|Ct.

 prometheus-chart-name2 Prometheus &2Z|A O|§ 22 HbELICH

* prometheus-namespace& Prometheus AMH{7} AX|El Kubernetes HI YA M| O|AZE HiEL
CH.

- my_prometheus_values_yaml2 Helm 74 mt2lo| Z=Z Z HiF L|C.

« current_helm_chart_version2 Prometheus At Xt E Helm2| $4A| tHX S 2 HiEL|C}.
helm list 3@ S A&35t0{ #A Rt E HHE &2 = JU&LCh

helm upgrade prometheus-chart-name prometheus-community/prometheus \
-n prometheus-namespace \
-f my_prometheus_values_yaml \
--version current_helm_chart_version

0| ™ 2| Prometheus AlS

2.26.0 0|7 2| Prometheus HE AI835t= 4 CIS BHHE M2 M. Prometheus2| O™ HHE2
7IB2Mo 2 AWS M ™ 4 MY = Z MA(AWS SigV4)E X|§45HK| ot 7| E0f o] EAH0MHE ALO|
oI M2 dAlg AFRELICH

0| X|&lo|ME HelImE AL 5104 PrometheusS HHEZ 8tCtT 71 &L

Prometheus ME{0OA &3 M7|E MHE5E{H
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1. Prometheus MEHO|AM M 3 7| T HS MY
amp_ingest_override_values.yaml ItYE 3 &&FL|CH

YAML Tt o CHS gt F7HELIC

serviceAccounts:
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server:
name: "amp-iamproxy-ingest-service-account"”
annotations:
eks.amazonaws.com/role-arn:
"${SERVICE_ACCOUNT_IAM_INGEST_ROLE_ARN}"
server:
sidecarContainers:
- name: aws-sigv4-proxy-sidecar
image: public.ecr.aws/aws-observability/aws-sigv4-proxy:1.0
args:
- --name
- aps
- --region
- ${REGION}
- --host
- aps-workspaces.${REGION}.amazonaws.com
- --port
- :8005
ports:
- name: aws-sigv4-proxy
containerPort: 8005
statefulSet:
enabled: "true"
remoteWrite:
- url: http://localhost:8005/workspaces/${WORKSPACE_ID}/api/vl/
remote_write

${REGION}S Amazon Managed Service for Prometheus &3 A 0|A 9| 2|2 Z HiEL|CH

${SERVICE_ACCOUNT_IAM_INGEST_ROLE_ARN}Z 1E-7H|: MH|A AHHo| 1AM 238
M0l A 448 amp-iamproxy-ingest-role2] ARNS Z HFEL|CH 238 ARNS| Al
arn:aws:iam::your account ID:role/amp-iamproxy-ingest-role®LI|C}.

${WORKSPACE_ID}E {3 AHO|A IDZ HEL|LC}

Prometheus Xt E Helm2 I 2|0|=E & LICt. MK Ctg BHES =235t04 Xt E Helm O|F 2 &&
LIC}. o] B ol £240iM 0|5 0f prometheus7t ZEE AEEZ 3olEAM 2.

helm 1s --all-namespaces

OlofA CHE BHES LU™ELICH
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helm upgrade --install prometheus-helm-chart-name prometheus-community/prometheus -
n prometheus-namespace -f ./amp_ingest_override_values.yaml

prometheus-helm-chart-nameg O|7 B of| A EHEHEl Prometheus AtE Helm2| O|§ 22
HFELICE prometheus-namespace& HYAHO|AQ| O|§ 22 HiELIC

AE Helim CIREE

AtE HelmE O ZHZ CI2ZEotX| i 2 B2, CFE BHE AI8sto{ L2228 + l&LC

helm repo add prometheus-community https://prometheus-community.github.io/helm-charts
helm pull prometheus-community/prometheus --untar

Fargate2| Kubernetes0i| 2= 7|& Prometheus AEHO|AMS| =& M7

Amazon Managed Service for Prometheus= FargateOl| Al A E|= AHA| 2213 Kubernetes 224
E12| Prometheus M 2| X[ =& S X|HELIC} Fargate0ll M A- E|= Amazon EKS E2{AE{ 9|
Prometheus MM X|EE £+=%&5ted™ CZ1t Z 0| amp_ingest_override_values.yamlO|2t= 74
oo 7|2 FHE MHolstM L.

prometheus-node-exporter:
enabled: false

alertmanager:
enabled: false

serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account

annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}

server:
persistentVolume:
enabled: false
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigvé:
region: ${REGION}

Prometheus =& 7| 71



Amazon Managed Service for Prometheus ALZ%t 7H0|=

queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

CS HHES AL 504 A& 2|5104 PrometheusE& A x| & L|Ct.

helm install prometheus-for-amp prometheus-community/prometheus \
-n prometheus \
-f amp_ingest_override_values.yaml

AtE Helm TE0ME E LHELHT|2t L& #E|XHE HIE 8%t
X ot 2 ML L|CT

I 7 Prometheus A HIZE

o|-
>
(2
g'l_l

CHS oXl BIAE #{2|& AtEsto{ ERIE &g + U&LICH

$ awscurl --region region --service aps "https://aps-
workspaces.region_id.amazonaws.com/workspaces/workspace_id/api/v1l/query?
query=prometheus_api_remote_read_queries"

{"status":"success","data":{"resultType":"vector", "result":[{"metric":
{"_name__":"prometheus_api_remote_read_queries", "instance":"localhost:9090","job":"prometheus"
[1648461236.419,"0"]1}1}}21

1 7+8 Y O|o|EE 23 Amazon Managed Service for Prometheus 43474

Amazon Managed Service for PrometheusE OB E ™M&otH sHE 2ol AWS 7+8 4 Fed M|
of Cilo|E{7} RtS2 2 SHEIH &&d, 7184 & EotE A = EAE ZHAEAM AFE RO A
M3 gt &9 ddoi et _L7F%<S' FAAICHZIE O £7HE = U&LICH ™o T71Ed o

Jlsg FIbshe T 7hR| Yibsiol Wi ok ZaLn

o=
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- S CIoIHE & st= ZEoluH EEE QUARATE o4 7 U <, sl Ol0|E{& Amazon
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® Note
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gLCH XAME &2 178 FAQE HZESHML.
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/A Important
2 MAHE M™ o}xl ol © ™M Amazon Managed Service for Prometheus2 M& &l ZE O
Ol MiZoi cHall L Z 0| RatELICH o|2{et tlo|E MEo= &= ME0| T xlof /U&L

Ct.

Prometheus& Al-& 310 Amazon Managed Service for Prometheus2 11.7+& 43 Ci|O|E
ME

£ A3242 Amazon Managed Service for Prometheus 0| A
olA

PrometheusE& Al&35l0{ 17}8d 7 x4
Aledst £ oIz 2 717184 120| DE QAR AN QE lo|28 s ok BL|CH Prometheus Q!

AEA OO|MEE 1178 O=20| UEZ A5 2dM cluster B0|ES AIEHLICH 22 W 2t =
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__replica__: replical

cluster: prom-teaml
__replica__: replica2
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® Note
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server:
global:
external_labels:
cluster: monitoring-cluster
_replica__: replica-1

@ Note
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® Note
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2 XML,
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extensions:
sigv4auth:
service: "aps"

receivers:
prometheus:

config:

scrape_configs:

- job_name: 'kubernetes-kubelet'
scheme: https
tls_config:
ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
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insecure_skip_verify: true
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token
kubernetes_sd_configs:
- role: node
relabel_configs:
- action: labelmap
regex: __meta_kubernetes_node_label_(.+)
- target_label: _ address_
replacement: kubernetes.default.svc.cluster.local:443
- source_labels: [__meta_kubernetes_node_name]
regex: (.+)
target_label: _ metrics_path__
replacement: /api/vl/nodes/$${1}/proxy/metrics

exporters:
prometheusremotewrite/one:
endpoint: "https://aps-workspaces.workspace_1_region.amazonaws.com/workspaces/
ws-workspace_1_id/api/vl/remote_write"
auth:
authenticator: sigv4auth
prometheusremotewrite/two:
endpoint: "https://aps-workspaces.workspace_2_region.amazonaws.com/workspaces/
ws-workspace_2 id/api/vl/remote_write"
auth:
authenticator: sigvé4auth

service:
extensions: [sigv4auth]
pipelines:
metrics/one:

receivers: [prometheus]

exporters: [prometheusremotewrite/one]
metrics/two:

receivers: [prometheus]

exporters: [prometheusremotewrite/two]
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2t E M E trueE B HEHO| A GrafanaE A|ZfSHML. GF_AUTH_SIGV4_AUTH_ENABLED
24 M= Sigv4 k|2 g M815H7| 2I5H Grafanall 7|& FAH2 A Yo g LICH RHAIE LIS
Grafana dEAMO| 78S HZESHMR.

Linux

T

Linux2| 5 &% Grafana A0 Sigv4E & 435tsied™ Ot 32 =FLct

export AWS_SDK_LOAD_CONFIG=true

export GF_AUTH_SIGV4_AUTH_ENABLED=true

cd grafana_install_directory

./bin/grafana-server

Windows

Windows B8 ZFEZE & AL&304 Windows 2| = &™ Grafana0i A Sigv4& EM3ststci™ Cls &

Hg ezyetic
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set AWS_SDK_LOAD_CONFIG=true

set GF_AUTH_SIGV4_AUTH_ENABLED=true

cd grafana_install_directory

.\bin\grafana-server.exe

2EtA|: Grafana0ll Prometheus Cl|O|E{ AA F7}

CH2 EHAlE Amazon Managed Service for Prometheus X|EE # 2|5t F Grafana2| Prometheus |
Ol £AE MHStE YS g™t

Grafana At0il Prometheus Cl|O|E|{ AAE F7}5tE{H

1. Grafana 2&2 QLICt.

T Ao M HIolE A&

HOIE A& FIIE ME4E
% E|

Prometheus

o > 0N

HTTP URLS| ZZ2 Amazon Managed Service for Prometheus 2£ 2| QI AHO|A ME ME

O|X|o] EAEI AEZQIE - 2E| URLE K| EFLICH

6. W3 X|HEt HTTP URLHIAM URLA F7t+E! /api/vl/query AR M HE LICE Prometheus
CllO|Ef AA0M RIS 2 2 F7t617| 2L},

2HIE URL2 https://aps-workspaces.us-west-2.amazonaws.com/workspaces/
ws-1234a5b6-78cd-901e-2fgh-3i45j6k 178192+ H|& & L|Ct.

7. QB0 Sigv4 915 EZ S MHstod FAIstefLCh

8. GrafanaolA & & 7| Hot Q

& 2 ol 0} AHy| Hot QIS

T AAE

|5t 7L 7|2 22 A AQlS AFE 50 Sigv4 152 A
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b.

C.

CHM|A 7| IDO| AWS HAM|A 7| IDE 2dEFL|Ct.
HoFHHA F[of AWS H|Z HMA 7|5 Q24stL|C},
odst £Q1 ARN 2/ Q|8 |D Z=E H|Q SLC}.

7|8 2170 cis Amazon Managed Service for Prometheus /3 A M 0|A Q| E|ME M
EHSILICE O] 2l 2 5EHA|A] LSt URLO| Z & E 2[™at L x|stoF B LICtH

CtE 23 BIX2 AAMA 7|, 22t 7| Sigv4 215 M2 HE d-EE 2o ELCH

Sigv4 Auth Details

Authentication Provider @  Access & secret key
Access Key ID

Secret Access Key

Assume Role ARN

External ID

Default Region )  us-west-2

- 7B 3EAAelE tid ASsteAH(Z2EHM #F0| HE), e sdstAL.

o

SigV4 Q15 ME HEOM Q15 ZZ X2 AWS SDK 7|27t MEHEHLICY.
EE

od%t £~Ql ARN 2! Q|8 D E H|® & LICt.

Z|& 2|70d CidH Amazon Managed Service for Prometheus 43 A H 0|A 9| E|ME M
EHSFLICH Of 2|72 S5EHA[M|AM LE&st URLA| =& &l 2|0t & x|s{oF &FLICt.

ClOIE &471 &S SLICH HIAIX|IZ7F EAIELICH
s HAIXKIZF EA|ZIX| et B Che Mo 240 CHet 24 o2 Bl M3 gL

CtS 23 B4 2 SDK 7|2 Sigv4 Q1E MR HE d™¥E 2o ELIch

2CHA|: Grafana0il Prometheus CllO|E{ A& F7} 85



Amazon Managed Service for Prometheus

Sigv4 Auth Details

Authentication Provider AWS SDK Default

Assume Role ARN
External ID

Default Region us-west-2

9. M Olole{ AA0] cidl PromQL #HE|IE EHIAEELICE.

O| 27 = ot 0150| R=5HX| ofF2 QlOlgLict Chee FHelstMlR.

- 7|& 270l x|HE 2I™o| 2HHER| Zelgch

- HotoIx0f 23 277t YUEX| EQIFLC

- A8 B¢l 2ot 215 0{ AmazonPrometheusQueryAccess HA0| U =X FLICH REME LS 2
IAM TH38H 2l A Mg AT,

- AL2 B¢l 29 21501 0] Amazon Managed Service for Prometheus /3 A H 0| A0 CHEF HAM|A
HEto| UEX| ZolgtLct

HTTP 27 Z2E HolE 0|
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O 27 £ sliZst24™ Grafana M 23 & =St . XAM[EH LIE 2 Grafana AE X0l A E | 5H
Z2g HxstMe.

7} EA|E|™ Erroxr http: proxy error: NoCredentialProviders: no valid
providers in chain7|2 X3 &F SZX MM AIEE REEAWS AHE SHS #2 = o
= 4ol |C} HOt OIE X|&ol| MHEI CHE ot Q15 S MASH=X| EQIstL|CH 28 A2 AR

4 —_O o=

o424 AWS_SDK_LOAD_CONFIG 20| trueZ MZEE|o Q=X| &olghL|C}.

Amazon EKS 2 A E A A 5l Grafanag& A& & #H 2l

Amazon Managed Service for Prometheus0i| A= Grafana 7% 7.3.5 0|42 A& 304 Amazon
Managed Service for Prometheus 3 AHO|A0M X|EE 2{2|E = U&LICH HT 7.3.5 0|&ol=
AWS M BT 4(Sigv4) 21& 0 Ciet x| ol & k(o] /&LCt.

Amazon Managed Service for Prometheus0il X & S5t =5 GrafanaE A% 5t2{H
AmazonPrometheusQueryAccess MM £ = aps:QueryMetrics aps:GetMetricMetadata

aps:GetSeries & aps:GetLabels H30| = H™Holl 218t o & L|ct XFMEH L& 1AM H
5 O YA Ehplg HZTSHAAR.

Set up AWS SigV4

GrafanaE AWS A& HT 4(Sigv4) 15 E x|t MER 7ISsE F/IRIGLICH RtME L8 2 A‘l
o W7 4 MY T2 HAE HESHML. Grafana MEOIAE 0] 7150|7280 2 HIg At Elo] 9
LICt o] 7|s& &35 7] I8t CHS XA Helm2 AF2 3104 Kubernetes 22{AE{0 GrafanaZ H
Z5tcto 7 gLt

Grafana 7.3.5 O|& HHT Q| M| Sigv4E & A3} 5t24™

1. Grafana 82 AMEolst= M YC|0|E ot
amp_query_override_values.yamlZ K| gfL|Ct.

2. .2 fE.i'i% SAtetD mrdof 23st & US MEELICH account-idE Grafana ME{7} &
& Q1 AWS HH IDZ HFELCH.

jo
ra
mn
o
o
il
fjo

serviceAccount:
name: "amp-iamproxy-query-service-account"
annotations:
eks.amazonaws.com/role-arn: "arn:aws:iam::account-id:role/amp-iamproxy-
query-role"
grafana.ini:
auth:
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AR 7H0|E

sigv4_auth_enabled: true

S YAML TH Lo IA‘I amp iamproxy-query-role Ct& MM MH|A Aol CHEF IAM
o4 4 g ol O|& LICH I AW O|A RE|E 98 V&S o|0| MyFt E< Ol

o8t 2 KA gt O|ECE HIE £ Ql&L]Ct

\0

o| It L& 0l HelImE AF2 504 Grafana A 18| 0| =0l A AF2EFLICE.

MH[A A Zof cHst IAM & M

Amazon EKS Z2{AE{0| A Grafana AHHE AIE5tE B HMA XNo{E I8 MEIA AHKHel IAM &
EH(MH|A dgoletn T &) AH25HsE 20| E&LCt o|Z A 510 IAM &2 Kubernetes AH|A
HZD AZASHH MH|A HHEE Y HHIA AXME AF85te TE | ZIE||o|L]of AWS HEHE XS &

oL ©

T UELICH REMIEH LHE 2 AMH[A HZEol CHEN IAM 9 S & ZstAL.

7{2|& flall ol2dEr AMH|A A& S ot % dHotx| A2 F2 XE F2E 2o MH[A AE o CHE IAM
g AE ol X[Foll el HqE S HYstHe

OHCHE, AlE| A =70l Grafana MH|A A S F7H6H0F & LCt.

AlZ| A =7Ho] Grafana MH|A A F716te{H

1. EO0/'d oM Grafana MH2| HIYAHO|ALL MH|A HH O|§2 & ELICE o|§ E0{, TS

BEE AMEE + U&LICH

kubectl get serviceaccounts -n grafana_namespace

2. Amazon EKS 2£0|M EKS 2HAEQ} 1A E MH|A HHO| IAM HEE L|Ct.

3. A=l g HES Meshc

4. 1A o] HE E290i M B2 Grafana WY AH 0| AL} Grafana MH|A H|Z 0|1EE Z&5EE =
gt

24
g Yool EFLICH Ch&2 o Lict

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Federated": "arn:aws:iam::account-id:oidc-provider/
oidc.eks.aws_region.amazonaws.com/id/openid"

s

MH[A HEol Chet 1AM g U
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1,
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"oidc.eks.region.amazonaws.com/id/openid:sub": [
"system:serviceaccount:aws-amp:amp-iamproxy-query-service-account",
"system:serviceaccount:grafana-namespace:grafana-service-account-name"

-

}

5. dE HH HHolE

MEdgfLCH

Helm2 AF2 3104 Grafana MH &428|0|=E

Ol BtAHl= o™ MMoi M amp_query_override_values.yaml Zt2of| F7I8t 52 A= S
Grafana MHHE YI120|=&fLICH.
P2 M™MBLICE Grafana& XHE HelmOl| CHEF REAMIEH LH& 2 Grafana 77 LIE| Kubernetes

=2
o=
ImS &XstHL.

m nlo

=k
H

Ct
At
helm repo add grafana https://grafana.github.io/helm-charts

helm upgrade --install grafana grafana/grafana -n grafana_namespace -f ./
amp_query_override_values.yaml

Grafana0l Prometheus Cl|O|E{ AA F7}

CH2 EHAlE Amazon Managed Service for Prometheus X|EE # 2|5t =5 Grafana2| Prometheus il
Ol £AE MHst= WS gLt

Grafana AH{0{l Prometheus Cl|O|E{ AAE F7}5t2{H

1. Grafana 2£ 2 L|Cl.

2. THoM O|O|E AAE MEHRFLICH
3. OIOIE & FIHE MEELICEH
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4. PrometheusE MEHEFL|CE.

5. HTTP URLS| A< Amazon Managed Service for Prometheus 2& 2| {3 AH0|A ME HE o
O|X|ofl EAIE A=EZQIE - ZE| URLS R|HELICEH

6. W3 X|HE HTTP URLAMIAM URLA F7HE! /api/vl/query EXIQEE M 7HELICE Prometheus
HO|E] AAMM XIS 22 FI}6H7| WEQILICH

7. QIB0lA Sigv4 Q15 E2 S Meisto] EAdstEtLct.

st =2/ ARN & 2|8 |D ZHEE H|¥ ELiCt. O3 k3, 7|8 2122 Amazon Managed
Service for Prometheus ¥ I AH O|AT} = B[S MEHFLICE

8. XM {EHAEE ME{ELICH

Ho[E ~A7F &S S LI HAIXIZF EA|ELICH
9. M Oo|E &40 CisH PromQL #2|E EHAERLICH

1 Z2 ME PromQL #HE|E ALt

prometheus_tsdb_head_series

Prometheus £ &t APIE A28t 2|

Amazon Managed Grafana®t Z#2 =78 AI835t= WO X|EE 21 F2|5te 71E 42 WY
O|X|2F, Amazon Managed Service for Prometheus= X|EE FZI5t= O AF8E £ Q= H 7}
X| Prometheus & APIT X|®ELICE A& 7S Bt Prometheus 28 APIO| CHE REAIEH LI 2
Prometheus & & AP| M/M& A Z3SIMIR.

Prometheus & & APIE Prometheus # 2| 210{2! PromQLE Al235l04 EtE5tEdE H|O|E{E K| &L
pe)

Ct. PromQL 2! sHE 20 CHt REMIEH LI2 2 Prometheus B A 2| Prometheus # 2|8 2 X 5tA
(@)
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H

0|28t APIs AF2 510 X|EE 2|5t B AWS MBE HAM 4 ME Z2MAZ 80| AHsHoF &
LICE AWS ME H 48 dH50d ME Z2MHAE 7HASHE 5= JU&LICH XM LI 2 aws-sigv4-
roxy2 2 ESHM 2.

= AI‘%%I‘O:I through AWS SIgV4 A|O'" A‘I 35 - AA% L—ll:I'aWSCUI]. I-% %F% awscu”% Al-g-gl-
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|

« awscurl2 AF2 3504 Prometheus £ API # 2|

awscurl2 AF2 3104 Prometheus E & API 32|

Amazon Managed Service for Prometheus0i| CHet AP 2 82 SigV42 MB3Hok & LICH awscurlg At
E5t0 HE| ZEMAE 7tAEE = J&LC

awscurl2 AX|5t2{ Python 32 pip THZ|X| #2|XH7F A x| =[0{ QL0o{0F FFLICt.

Linux 7|8t QIARIAO| M= CHE B0l awscurlS AR|ELICH
$ pip3 install awscurl

macOS A|A”EI|M= CHE BEO| awscurle AXR[gLICH
$ brew install awscurl

CIS oAM= awscurl #HE| MEZQILIC} ##, Workspace-id & QUERY =i AL Alzilol| g8t 2t
S Z HhELCH.

# Define the Prometheus query endpoint URL. This can be found in the Amazon Managed
Service for Prometheus console page
# under the respective workspace.

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/
workspaces/Workspace-id/api/v1l/query

# credentials are infered from the default profile
$ awscurl -X POST --region Region \
--service aps "${AMP_QUERY_ENDPOINT}" -d 'query=QUERY' --header
'Content-Type: application/x-www-form-urlencoded'

(@ Note
HE| EXIE2 URLE Q13 sl ok gLCt.

query=updt Z2 FZ|o| ¢ Ct3at Z

rlo
[
A
mjn
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mjo
1>
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r
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{
"status": "success",
"data": {
"resultType": "vector",
"result": [
{

"metric": {
"__name__": "up",
"instance": "localhost:9090",
"job": "prometheus",
"monitor": "monitor"

1,

"value": [
1652452637.636,
nqn

]

.
]
}
}

awscurlO| MZE 0| MBS S st CFS Y™ & otLtz fEEH 2o 215 S MY slof
Ct.

« |IAM & o] HMA 7| 1D} EoF 7|§ MBS ELICH https://console.aws.amazon.com/iam/0{| A e4&
of CHSt 2

i —
AMA Z|e HoF 7|8 HE + U&LICH

of:

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/
workspaces/Workspace_id/api/v1l/query

$ awscurl -X POST --region <Region> \
--access_key <ACCESS_KEY> \
--secret_key <SECRET_KEY> \
--service aps "$AMP_QUERY_ENDPOINT?query=<QUERY>"

« .aws/credentials % /aws/config TtUO| M E 7 TtLS T ELICH Et AMEE Z2
ool O|§ 2 XIHSt= & MElE = U&LICH XIHetK| 2™ default IAO| AFSELICE

IPNE
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$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.<Region>.amazonaws.com/workspaces/
<Workspace_ID>/api/vl/query
$ awscurl -X POST --region <Region> \

--profile <PROFILE_NAME>

--service aps "$AMP_QUERY_ENDPOINT?query=<QUERY>"

awscurl ZAE|O|LHE Al235t04 FHE| 2 Ald

CHE B0l Python2 AMXISHEDH B 448 AHE 4 g 22 HEIOILIB AL 5104 awscurl
OfZZIFl0IMI} siE B&42 Ti7|ZE £ laLich o2 om0l A= Docker HEIYS A 3}0d
awscurle H{EZ 3 X|CF OCI Z & HEI T o|0|X|7} 25 & RS &L|C)

$ docker pull okigan/awscurl

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/
workspaces/Workspace_id/api/v1/query

$ docker run --rm -it okigan/awscurl --access_key $AWS_ACCESS_KEY_ID --secret_key

$AWS_SECRET_ACCESS_KEY \ --region Region --service aps "$AMP_QUERY_ENDPOINT?
query=QUERY"

2t 22l #e| MSZof CHE SH 7HX 27

=
e

P2 2[of Ciet SAHE 7HK8 = U &LICH query EE= queryRange APIO]| CH

[ = —

W2l 252 NBE 2l B € 50 xizlel & A2l B S8 VIFOS Bl 2D uEs
s st 2

Q™0 stats=all 2| ut2t0O/EHE Z&stod X2|E F2| MEo| ciE 4l o]
E{7F £&E = UELICH samples ZA|7} stats &0l ME[1 stats ClOIE{7F SEO|AM BretEl

samples A= CHg SE2 2 FHELICH

b

AM AdOd
o

= O
totalQueryableSamples AMElE el MEC| & ~aLCH HFo ASE HE QL
Ct.
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2 AH A Od
-1 O = O
totalQueryableSamp Zt Ao MElE #HEl HE LI Ol= Epoch B
lesPerStep O| EtUARHZ Rl E7H CHAHM EEE HE =8 Z &5t

£ gz & 2L

2H0] stats ME7 &= MEZ 934 4l

o =<

ik
olo

B2 Ctga Z&Lct
query Oi|A:

GET

endpoint/api/vl/query?query=up&time=1652382537&stats=all

1=
{
"status": '"success",
"data": {
"resultType": "vector",
"result": [
{
"metric": {
"__name__": "up",
"instance": "localhost:9090",
"job": "prometheus"
},
"value": [
1652382537,
nyn
]
}
1,
"stats": {
"timings": {
"evalTotalTime": 0.00453349,
"resultSortTime": 0,
"queryPreparationTime": 0.000019363,
"innerEvalTime": 0.004508405,
"execQueueTime": 0.000008786,
"execTotalTime": 0.004554219
2l &4
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},
"samples": {
"totalQueryableSamples": 1,
"totalQueryableSamplesPerStep": [
[

1652382537,
1

queryRange Oi|A:

GET

endpoint/api/vl/query_range?query=sum+%28rate+%28go_gc_duration_seconds_count%5B1m%5D
%29%29&start=1652382537&end=1652384705&step=1000&stats=all

Ct

0l0

=]
{
"status": "success",
"data": {
"resultType": "matrix",
"result": [
{
"metric": {3,
"values": [
[
1652383000,
ngn
1,
[
1652384000,
ngn
]
]
}
1,
"stats": {
2l &4
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"samples": {
"totalQueryableSamples": 8,
"totalQueryableSamplesPerStep": [

[
1652382000,
0

iF

[
1652383000,
4

iF

[
1652384000,
4

]
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YAML 7% ntle MM EFLICH Amazon Managed Service for Prometheus 72! It 2 S 2/
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T2 AE0] 228 IAM et Ofst

Amazon Managed Service for PrometheusOl A AL XA #EIE AL E £ U= HEHE FodsHok
grLich CH2 M8t 2 AWS Identity and Access Management (IAM) H2& MMH5t D AFE X & =
= odtof XA stetat o).

(® Note

IAMO]| CHEt RFMIEH L& 2 Amazon Managed Service for Prometheus& Identity and Access
Management B2 FHESHMAIRL.
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aps: CreateRuleGroupsNamespace",
"aps: ListRuleGroupsNamespaces",
"aps: DescribeRuleGroupsNamespace",
"aps: PutRuleGroupsNamespace",
"aps: DeleteRuleGroupsNamespace",
1,
"Resource": "*"
}
]
}
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [

"aps:ListRules",
"aps:ListTagsForResource",
"aps:GetLabels",
"aps:CreateRuleGroupsNamespace",
"aps:ListRuleGroupsNamespaces",
"aps:DescribeRuleGroupsNamespace",
"aps:PutRuleGroupsNamespace",
"aps:DeleteRuleGroupsNamespace"

1,

"Resource": [
"arn:aws:aps:*:<account>:workspace/*",
"arn:aws:aps:<region>:<account>:rulegroupnamespace/<workspace-

id>/<namespace-name>"

]
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groups:
- name: cpu_metrics
rules:
- record: avg_cpu_usage
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expr: avg(rate(node_cpu_seconds_total[5m])) by (instance)
- alert: HighAverageCPU
expr: avg_cpu_usage > 0.8

for: 10m
keep_firing_for: 20m
labels:

severity: critical
annotations:

summary: "Average CPU usage across cluster is too high"
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- expr: avg_cpu_usage > 0.8 -O| ZFHAI2
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base64 input-file output-file
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openssl baseb64 input-file output-file
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aws amp create-rule-groups-namespace --data file://path_to_base_64 output_file --
name namespace-name --workspace-id my-workspace-id --region region

AWS CLI HHZ 10i| A Ct2 2 == LICt.

aws amp create-rule-groups-namespace --data fileb://path_to_base_64 output_file --
name namespace-name --workspace-id my-workspace-id --region region
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aws amp describe-rule-groups-namespace --workspace-id workspace_id --
name namespace-name --region region
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1. Base64t= TE o LIS QIFEHEILICH Linuxoll A CHS H&

aws amp put-rule-groups-namespace --data file://path_to_base_64_ output_file --
name namespace-name --workspace-id my-workspace-id --region region

AWS CLI HHH 10 M ChE 2 == Lict

aws amp put-rule-groups-namespace --data fileb://path_to_base_64_ output_file --
name namespace-name --workspace-id my-workspace-id --region region
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aws amp describe-rule-groups-namespace --workspace-id workspace_id --
name namespace-name --region region
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ot

"workspaceId": "ws-12345c67-89c0-4d12-345b-f14db70f7a99",
"message": {

"log": "Evaluating rule failed, name=failure,
group=canary_long_running_vl_namespace, namespace=canary_long_running_vl_namespace,
err=found duplicate series for the match group {dimensionl=\\\"1\\\"} on the right
hand-side of the operation: [{__name__ =\\\"fake_metric2\\\", dimensionl=\\\"1\\

\", dimension2=\\\"b\\\"}, {__name__=\\\"fake_metric2\\\", dimensionl1=\\\"1\\\",

dimension2=\\\"a\\\"}];many-to-many matching not allowed: matching labels must be
unique on one side",

"level": "ERROR",

"name": "failure",
"group": "canary_long_running_v1l_namespace",
"namespace": "canary_long_running_vl_namespace"
I
"component": "ruler"
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https://prometheus.io/docs/alerting/latest/configuration/#inhibit_rule
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"aps: CreateAlertManagerDefinition",
"aps: DescribeAlertManagerSilence",
"aps: DescribeAlertManagerDefinition",
"aps: PutAlertManagerDefinition",
"aps: DeleteAlertManagerDefinition",
"aps: ListAlerts",
"aps: ListRules",
"aps: ListAlertManagerReceivers",
"aps: ListAlertManagerSilences",
"aps: ListAlertManagerAlerts",

aps: ListAlertManagerAlertGroups",

"aps: GetAlertManagerStatus",

aps: GetAlertManagerSilence",

"aps: PutAlertManagerSilences",

"aps: DeleteAlertManagerSilence",
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aps: CreateAlertManagerAlerts"”

1,

"Resource": "*"
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https://prometheus.io/docs/prometheus/latest/configuration/template_reference/
https://prometheus.io/docs/prometheus/latest/configuration/template_examples/
https://prometheus.io/docs/alerting/latest/configuration/
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alertmanager_config:

route:

receiver: 'default'

receivers:
- name: 'default'

sns_configs:

- topic_arn: arn:aws:sns:us-east-2:123456789012:My-Topic

sigv4:
region: us-east-2

attributes:
key: keyl
value: valuel

= Amazon Simple Notification Service(SNS)ILICt. F440f CHE R&E 9|

R KIS RUsH 4417
£ 81717} LhElo] Qs 79 MR ELIC
She I CHE ME E

22 template_files E2 1 alertmanager_config EE2 25 A8

Zelxh 74 o d k.

template_files:
default_template: |
{{ define "sns.default.subject" }}[{{ .Status | toUpper }}{{ if eq .Status
"firing" }}:{{ .Alerts.Firing | len }}{{ end }}1{{ end }}
{{ define "__alertmanager" }}AlertManager{{ end }}
{{ define "__alertmanagerURL" }}{{ .ExternalURL }}/#/alerts?receiver={{ .Receiver |

urlquery }}{{ end }}
alertmanager_config:
global:

templates:
- 'default_template'

route:

receiver: default
receivers:
- name: ‘'default'

sns_configs:
- topic_arn: arn:aws:sns:us-east-2:accountid:My-Topic

sigvé:
region: us-east-2
attributes:

key: severity
108
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value: SEV2

7|2 Amazon SNS HIZ2 EE

D#AlX'lOE 7;|.|7<-I o|o|.x|

{{ define "sns.default.message" }}{{ .CommonAnnotations.SortedPairs.Values | join
" 13
{{ if gt (len .Alerts.Firing) 0 -}}
Alerts Firing:
{{ template "__text_alert_list" .Alerts.Firing }}
{{- end }}
{{ if gt (len .Alerts.Resolved) 0 -}}
Alerts Resolved:
{{ template "__text_alert_list" .Alerts.Resolved }}
{{- end }}
{{- end }}
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4. HES ME{ELICH
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5. A

"Sid": "Allow_Publish_Alarms",
"Effect": "Allow",
"Principal": {

"Service": "aps.amazonaws.com"

1,
"Action": [
"sns:Publish",
"sns:GetTopicAttributes"”
1,
"Condition": {
"ArnEquals": {

"aws:SourceArn": "workspace_ARN"

3,
"StringEquals": {

"AWS :SourceAccount": "account_id"

}I

"Resource":

[MEH4 A& Amazon SNS FA|7F AMHIA & ¢f
Service for Prometheus7t =ANE &5 35l5t= O

kms:GenerateDataKey* 2 kms:Decrypt Het2 £7}t5l040| &
L& 5{&3sHof gLict.

& S0 Mol CtEE F7HE = U&LICH

"Statement": [{
"Effect": "Allow",
"Principal": {
"Service":

b

"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

1,

"Resource": "*"

"aps.amazonaws.com"

"arn:aws:sns:region:account_id:topic_name"
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arn:aws:servicename: :123456789012:
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- name: name_of_receiver
sns_configs:
- sigv4:
region: region
topic_arn: ARN_of_SNS_topic
subject: somesubject
attributes:
key: somekey
value: somevalue

subjectE X|HstX| fo™ 7|EH2 = 20| O|F1 2f0| Z&E 7|2 HMEX2E X=0| 4485
B = SNSoi| % x| &fAH| Zfol LHF dofE =+ l&LIcH M=o M8kl ’EEE #HEsitiH 0| 7t0|

of|
= 9| Amazon SNSO| JSONS E HAIXIE BEUEE 22l g
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Amazon SNSOf| JSON2S Z HA|X|E EUEE &2 2|k} 74

7|2% 2 2 Amazon Managed Service for Prometheus & &l Z2|AHE HIAIX|E Ut HIAE SE &
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default_template: |
{{ define "sns.default.message" }}{{ "{" }}"receiver": "{{ .Receiver }}", "status":
"{{ .Status }}","alerts": [{{ range $alertIndex, $alerts := .Alerts }}{{ if
$alertIndex }}, {{ end 3}3}{{ "{" }}"status": "{{ $alerts.Status }}"{{ if

JSONSZ TAX &5 14



Amazon Managed Service for Prometheus AR

gt (len $alerts.Labels.SortedPairs) @ -3}3},"labels": {{ "{" }3}{{ range

$index, $label := $alerts.Labels.SortedPairs }}{{ if $index 1}3},

{{ end }}"{{ $label.Name }}": "{{ $label.Value }}"{{ end }}

{{ "3" 3H{{- end }}{{ if gt (len $alerts.Annotations.SortedPairs )

@ -1}3},"annotations": {{ "{" }}{{ range $index, $annotations :=
$alerts.Annotations.SortedPairs }}{{ if $index }}, {{ end }}"{{ $annotations.Name }}":
"{{ $annotations.Value }}"{{ end }3}{{ "}" }}{{- end }},"startsAt":

"{{ $alerts.StartsAt }}","endsAt": "{{ $alerts.EndsAt }}","generatorURL":

"{{ $alerts.GeneratorURL }}","fingerprint": "{{ $alerts.Fingerprint }}"{{ "}" }}

{{ end }}1{{ if gt (len .GroupLabels) @ -}},"groupLabels": {{ "{" }}{{ range

$index, $groupLabels := .GroupLabels.SortedPairs }}{{ if $index }3},

{{ end }}"{{ $groupLabels.Name }}": "{{ $groupLabels.Value }}"{{ end }}
{{ "}" }3}{{- end }}{{ if gt (len .CommonLabels) @ -}},"commonLabels": {{ "{" }}
{{ range $index, $commonLabels := .CommonLabels.SortedPairs }}{{ if $index 1}3},

{{ end }}"{{ $commonLabels.Name }}": "{{ $commonLabels.Value }}"{{ end }}{{ "3}" }}{{-
end }3}{{ if gt (len .CommonAnnotations) @ -}}, "commonAnnotations": {{ "{" }}{{ range
$index, $commonAnnotations := .CommonAnnotations.SortedPairs }}{{ if $index 1}3},

{{ end }}"{{ $commonAnnotations.Name }}": "{{ $commonAnnotations.Value }}"{{ end }}
{{ "3 3H{- end }}{{ "}" }}{{ end }}

{{ define "sns.default.subject" }}[{{ .Status | toUpper }}{{ if eq .Status

"firing" }}:{{ .Alerts.Firing | len }}{{ end }}1{{ end }}
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alertmanager_config: |
global:
templates:
- 'default_template'
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https://console.aws.amazon.com/prometheus/home

ALEX} 7O

221 gfLICh
aws amp create-alert-manager-definition --data file://path_to_base_64 output_file
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--workspace-id my-workspace-id --region region
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aws amp create-alert-manager-definition --data fileb://path_to_base_64_output_file
--workspace-id my-workspace-id --region region
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aws amp describe-alert-manager-definition --workspace-id workspace_id --
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aws amp put-alert-manager-definition --data fileb://path_to_base_64 output_file --
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region region
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* aps:ListRules

* aps:ListAlertManagerSilences

* aps:ListAlertManagerAlerts
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* aps:DeleteAlertManagerSilence
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workspaces.us-eastl.amazonaws.com/workspaces/ws-example-1234-5678-
abcd—xyz@@@@@@@l/aZertmanager.

- B0l SigvaAuthE ZLICt 0| Al 3T 2ol AWS 2158 AH&SHE S Grafanaoil X| Al
7'|| Lo

« SigV4Auth M|E HEM 7|2 E|F2Z Prometheus QIAEA Q| B|F(04: us-east-1)2 =
grLch.

« 7|2 SHE trueE HEELICH
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—
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9. O|Al Amazon Managed Service for Prometheus & 2/0| Grafana QIAEIA M &S E 74
SlloF & LICH Grafana & & 0| X|0ll A Amazon Managed Service for Prometheus QIAEIA O] &
E YR 73 S O5EY €3 28 U F30| ZAZ=X| EFlFLc.

CloudWatch Logs& AtEe & & 2 2lxt 2| s &

CloudWatch LogsE AF& 504 Amazon Managed Service for Prometheus O|HE ZLIE{ZE A3}
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https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html

{
workspaceId"
"message": {

Amazon Managed Service for Prometheus AR
Hl ZEIx 27
20l chg Bt 28 E 3R
{
"workspaceId": "ws-abcdl1234-ef56-78ab-cd90-1234abcd0000"
"message": {
"log": "Message has been modified because the content was empty."
"level": "WARN"
3,
""component" alertmanager
}
o2l Bk HERol ok RH2E A2 Bl HAIXIZ SER S ololgc
Fe =X
AE 2Rt HESE HEStD RE V| B2ol &8 HESO| UEX| HRASAM L.
H| ASCIl 811
2o ot du7t X E B2
"ws-abcd1234-ef56-78ab-cd90-1234abcd0000"
"log": "Subject has been modified because it contains control or non-ASCII

characters
"level™: "WARN"
alertmanager

o|ofgfuct.
£ M7HELIC

},
component"
}
M=ol ASClI7} ofl 2X}7F T8 E|o] Qe
F& = x|
Bl Z2I0| X2 Lol A ASCIIZ} Ol 2XFE Z3Het & Q)= Flo|=ol CHEH &t X
2 El key/value B0
ZIoctE do7h =& E B2
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"workspaceId": "ws-abcdl234-ef56-78ab-cd90-1234abcd0000",
"message": {
"log": "MessageAttributes has been removed because of invalid key/value,
numberOfRemovedAttributes=1"
"level": "WARN"

},

"component": "alertmanager"
}
7|/2tol &5t x| efot YT HAIX| 0| MAHEIRSE 2lolgfuct
Fg =Xl

HAIX| 82 M= O ALS S HIE3/2 CtA| BItstod 8
ototFLICH HIAIX|E Amazon SNS =M Z HSE5HE o] Cist
ZoHHIL.

FOI'

2F SNS HIAIX| 82z lx[EX|
RtMlE LHE2 SNS =X HE2 H

rol-

HIA|X| AEF 21

2o0Chg 207t ZEE HL

"workspaceId": "ws-abcdl234-ef56-78ab-cd90-1234abcd0000",
"message": {
"log": "Message has been truncated because it exceeds size limit,
originSize=266K, truncatedSize=12K"
"level": "WARN"
},

"component": "alertmanager"
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"workspaceId": "ws-abcdl234-ef56-78ab-cd90-1234abcd0000",
"message": {

"log": "Notify for alerts failed, AMP is not authorized to perform: SNS:Publish
on resource: arn:aws:sns:us-west-2:12345:testSnsReceiver because no resource-based
policy allows the SNS:Publish action"

"level": "ERROR"

o
"component": "alertmanager"
}
& Amazon Managed Service for Prometheus®| X|&E SNS T2 L 22 MEE HEH0| S22 9
O|g Lt
Fg =X

Amazon SNS FX| o HAM|A ZE0| SNS HA|X|E FHof MEE = U= TEHE Amazon Managed
Service for Prometheus0i| £045t=X| A& & LICt. aps.amazonaws . com AH|A(Amazon Managed
Service for Prometheus)0l Amazon SNS FA[of CHEt M A FHEHE F0{5t= SNS AAM|A HES
MErLICE SNS M| A HAHof CHEt XEAMIEH LI 2 Amazon Simple Notification Service 7Hgt A} 7}0|
oM HMA 2 Ho{ AL 2 Amazon SNS HAMA Ko{2] of|A| ALEHIE R T SHMI2.

— O 1

Ojo

KMSE &8 Teho| ¢

2 7L

oo

270{ CtZ AWS KMS 277+ &

{
"workspaceId": "ws-abcdl234-ef56-78ab-cd90-1234abcd0000",
"message": {
"log": "Notify for alerts failed, AMP is not authorized to call KMS",
"level": "ERROR"
},
"component": "alertmanager"
}
%8 T

Amazon SNS FME &5 3lst= Ol AL ElE 712] 7| 22 0| Amazon Managed Service

for Prometheus AMH|A E 0t FX|| aps.amazonaws.comO| kms: GenerateDataKey* 2!
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CHE BlaA AL L %ol CHsH LotE = U&LICH CloudWatch Logs X2 7AAM KT ATH O|A
oA e M5t= O|HIEO| CHEt 22 71X £ Q&LCh.

CtZ FXo| M= CloudWatch AtE0d| CHEH AtA| 5| B ELICY.

CloudWatch X|EE& AFZ3l0{ Amazon Managed Service for
Prometheus 2|4&A 2 LIE{E

Amazon Managed Service for Prometheus= CloudWatchOll AF& 2 X|EE XS ELICt o2& X
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CloudWatch X|
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CloudWatch X|

I O4d=x|
“L O O

ResourceCount

ResourceCount

ActiveSer
iesPerLabelSet

ActiveSer
iesLimitP
erLabelSet

Unprocess
edAlerts

AllAlerts

CloudWatch H&AmH O|A

AWS/Usage

AWS/Usage

AWS/Prometheus

AWS/Prometheus

WorkSpace™ *2|Z|X|
o2 afElfel 2 Elo|
AlertManager0i| A 2 &lS
FA5HH ST Zo= ME
EIX| ei2 &fElf7F EIX[EF C}
A 25 "It 7Ictg|

k=]
[=]
—_,l— AAI=| L’|E’|-
£l TH

F & 8t H: Average,
Minimum, Maximum, Sum

WorkSpaced 2 E AE{9|

7O=|_L_I_

TRl I

F & 8t SH: Average,
Minimum, Maximum, Sum

2t A2 X} ol Blolg ME
of BixY B AEIE AR
£l 44

S =8 &7 Average,
Minimum, Maximum, Sum

N

F AL
CH

A Hol glolg ME
N = SIPN S P

2
o
B 1% Of

Pl

£l TH

S &8t SH: Average,
Minimum, Maximum, Sum

CloudWatch X|&

129



Amazon Managed Service for Prometheus

CloudWatch X|

i O4dx|

AL O O

AlertMana -
gerAlerts

Received

AlertMana -
gerNotifi
cationsFailed

AlertMana -
gerNotifi
cationsThrottled

Discarded -
Samples**

Discarded -
SamplesPe
rLabelSet

2laA Ol

CloudWatch H&AmH O|A

AWS/Prometheus

AWS/Prometheus

AWS/Prometheus

AWS/Prometheus

AWS/Prometheus

F & 8t SH: Average,
Minimum, Maximum, Sum

F &8t SH: Average,
Minimum, Maximum, Sum

=E]

44 b otz

A
= /8 T

Ao

Hdol g

rok

CHR|: 7o

Fol

S =8 &7 Average,
Minimum, Maximum, Sum

Ol HZ|E ME
HR|: 7o

S &8t SH: Average,
Minimum, Maximum, Sum

Zt MEXREEe| Blol= ME

of Chslf [7|El ME =

EHR|: 7o

S & 8t SH: Average,
Minimum, Maximum, Sum

CloudWatch X|&

130



Amazon Managed Service for Prometheus

CloudWatch X| 2|AA 0|2
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AWS/Prometheus

AWS/Prometheus

z
0%

N

FAER Hol BlolE ME
x

o
AKX A&
| =& Sk

o 1

1
CHe: TH=

F &8t H: Average,
Minimum, Maximum, Sum

MelE HEl ME
TRl T

F &8t SH: Average,
Minimum, Maximum, Sum

& A8+
CHRl: 7H=

S 28 &7 Average,
Minimum, Maximum, Sum

ST 2429 Lol Al Bt
=

S =8t SH: Average,
Minimum, Maximum, Sum

S 7+ 3 S0 F2tE A
OE dhE 34
EHR|: 7o

S & 8t SH: Average,
Minimum, Maximum, Sum

CloudWatch X|&

131



Amazon Managed Service for Prometheus

CloudWatch X| 2|AA 0|E CloudWatch YA molA A
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AL O O
RuleGroup - AWS/Prometheus & Jg9 otk Brt 7|
LastEvalu ZtelL|Ct.
ationDuration
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F & 8t SH: Average,
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TPS X|EE 12 0iCH MAMEH ST 182 Sotol A% TR ALICH B HAE 7|22 TPS X|Eof Z
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"MEZg mylsts % kXl OlRE CH21 &L
ol& o|O|
greater_than_max_sample_age 1AlZHO| K|t ME2 w7 [gF Lt
new-value-for-timestamp 55 ME2 ool 7|8 F A1t CHE Et AR o B
HMSELICH
per_labelset_series_limit AEXL7t B0l E Al S EEANEIE = o EEF
&Lct
per_metric_series_limit XEYH gd AZ|I= AMEto EERi&LICE
per_user_series_limit & M A2|= £ ANsto] EEF&LICH
rate_limited =& SE7 MEtE& LI
sample-out-of-order MEO| HZE =MHE MEE|of XMEIE £ gisLICt
label_value_too_long glo|=Z Zfo| A& E 2Xt AMetEC Lt
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CloudWatch X|&

132



Amazon Managed Service for Prometheus A7t 7tol=
ol& o|O|
metric_name_invalid A2 E X|E 0| 0| MBEIR&LICE
label_invalid 2 E go|E0| M3 EIR&LICE
duplicate_label_names Z5 <l tlo|Z o|F 0| MBEIR&LICE
@ Note
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RuleGroup#t¥RuleGroupLastEvaluationDuration CtS1} Z&LIC.
RuleGroupNamespace, RuleGroup

L

Prometheus 0 X|Z01 CloudWatch Z& A7

CloudWatch ZE £ Al 235104 Prometheus ElAA AI2E RELIE{RIE £ Ql&L|C.

[T

Prometheus 2| ActiveSeries =01 CHeF ZE & MX 524

1. =2 EAIE X|E &S ME4St T ActiveSeries EllO|E 0| LIS [H7HX| of2HE A3 EFLICH

H

Jeizz EAE X[E EYV|0ME B & S X EEF ZA[ELICH

2. 5] HolM 2B ofolZ S MeErLIct
3. XIE W Z7 KMol 27 2t Beol YAzt 2742 Ustn oha e Mg
4. B TAOIM 7IE SNS FHE MEstLE SRS 2 A SNS FHE AAFLIC
5. Ol& U AT 704 Z 0|8 T AB(MY AehS F7hefLiCt

6. ZE MM MM

HT
z
2

CloudWatch &

133



Amazon Managed Service for Prometheus ALZ%t 7H0|=

CloudWatch LogsE& At-&3t04 Amazon Managed Service for
Prometheus O|HE ZL|EZ

Amazon Managed Service for Prometheus= Amazon CloudWatch Logs2| 21 I &0 ¢ &l 2|},
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CloudWatch Z 2| E|0{& A} 3+ CloudWatch LogsOil ZICH 5Gb2] E:LE HAIE 4= QlaLict =2
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« CloudWatch Logs 7

CloudWatch Logs T

Amazon Managed Service for Prometheus= Amazon CloudWatch Logs2| 21 I &0i & 2[Rt
TE 22X 2F X F10 o|HEE J[FELICH

Amazon Managed Service for Prometheus 2& EE= create-logging-configuration API 278
£ 5 & AWS CLI 3t040i| M CloudWatch Logs 22 #+M4& MAE £ QlaLich

N
create-logging- conflguratlo 2 2 &57| ™ol ot EX E£= olof| 4 8st= HEtS
CloudWatch Logs #4304l AtE & ID EE= &0l F7HgFLCt.

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"logs:CreatelLogDelivery",
"logs:GetLogDelivery",
"logs:UpdatelLogDelivery",
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"logs:DeletelLogDelivery",
"logs:ListLogDeliveries",
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelogGroups",
"aps:CreatelLoggingConfiguration",
"aps:UpdatelLoggingConfiguration",
"aps:DescribeloggingConfiguration",
"aps:DeletelLoggingConfiguration"

1,

"Resource": "*"

CloudWatch LogsE F4335t24™

AWS 2& E=E AF&3t04 Amazon Managed Service for PrometheustlAl 228 T8 = UEL
Ct AWS CLI.

Console
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CloudWatch 220 Ml 21 1= MME &5 QlaL|Ct.
5. HHZA A KT S MESEILICE

AWS CLI
E M85l RZ g dHE + U&LICt AWS CLI
E ME835lod 2EZE #45tE{ AWS CLI
- E Ar85l0{CtS HHES AWS CLIAE B LT

aws amp create-logging-configuration --workspace-id my_workspace_1ID
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--log-group-arn my-log-group-arn
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create-query-logging-configuration APl & 3 Z735t0{ Amazon Managed Service for
Prometheus 2& == AWS CLIOIM #HE| 2ZE 78 = A&LICH 0| API 2E0i= Cid 50|
T[o{ UX|BF X|Z2 CloudWatch LogsPt CHA S 2 X[ T|H CH&f 0= CloudWatch T+440| &=
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= S5 Heto| Qlo{of &fL|Ct.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogDelivery",
"logs:GetLogDelivery",
"logs:UpdatelLogDelivery",
"logs:DeletelLogDelivery",
"logs:ListLogDeliveries",
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelogGroups",
"aps:CreateQuerylLoggingConfiguration",
"aps:UpdateQuerylLoggingConfiguration",
"aps:DescribeQuerylLoggingConfiguration",
"aps:DeleteQuerylLoggingConfiguration"
1,

"Resource": "*"

el zd #4d
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BHE A8stod HE| 22 AWS CLI & T dstedH

aws amp create-query-logging-configuration \

--workspace-id my_workspace_ID \

--destinations '[{"cloudWatchLogs":{"logGroupArn":"$my-log-group-arn"},"filters":
{"qspThreshold":$gspThreshold}}]"'
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1. Amazon Managed Grafana0il A Amazon Managed Service for Prometheus Cl|O|E| AA & &
xI-_L_| |:|.

2. AEXRXIE A2 mEtO/E oM A ZL SIHE FIHELICE.
3. XS MEgLICH
21 ZH =X

TEM AIZFE 2|9 B2 CloudWatch Logsoll 2ol ChEt CtS HE 7 EAIELICH

{
workspaceld: "workspace_id",
message: {
query: "avg(rate(go_goroutines[1lm])) > 1",
name: "alert_rule",
kind: "alerting",
group: "test-alert",
namespace: "test",
samples: "59321",
},
component: "ruler"
}

APl & 0| M A|ZHEl F2]2] B2 CloudWatch Logsoll #2/0i| CHEF CHS HE 74 EAIELICH

workspaceld: "ws-5e7658c2-7ccf-4c30-9de9-2ab26fa30639",
message: {
query: "sum by (instance) (go_memstats_alloc_bytes{job=\"node\"})",
queryType: "range",
start: "1683308700000",
end: "1683913500000",
step: "300000",
samples: "11496",
userAgent: "AWSPrometheusDPJavaClient/2.0.436.0 ",
dashboarduid: "11234",
panelId: "12"
1,

component: "query-frontend"
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- alert: metric:alerting_rule

expr: avg(rate(container_cpu_usage_seconds_total[10m])) > @
for: 2m
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AWS = Amazon Elastic Kubernetes Service(Amazon EKS) ZZMEof Cist ZLIE{R!, 22, &2l
CHAIEEE &3 2t&t M =722 MEELICH 047]0l= Amazon Managed Service for Prometheus,
Amazon Managed Grafana, AWS Distro for OpenTelemetry & 7|E} =77} ZEELICH o248t =
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- AWS CLI - BHE0|M AWS 7|52 2 &5t= dl AFSELUCH

* kubectl—HZE0i| A EKS E22HAEE X o{st= Ol AFSELICH
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Managed Service for Prometheus, Amazon Managed Grafana 2! IAMZ M M35l1 #2lg = e
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olz gl BL|E{Z! Terraform ZE2 A2 5t2{H

1. Z2MEE ddsttis EH0M Chg BEES AL85t0od E|ZX|EE|E SHELICH

git clone https://github.com/aws-observability/terraform-aws-observability-
accelerator.git

2. CIS HHE ALE50q Terraforme = 7|3t gfLCH

cd examples/existing-cluster-with-base-and-infra

terraform init

3. Ct= ofNet 20| M terraform.tfvars Tt HEELICEH Amazon EKS 22{AES| AWS 2|
™l 22{AE IDE AMEELICE

# (mandatory) AWS Region where your resources will be located
aws_region = "eu-west-1"

# (mandatory) EKS Cluster name
eks_cluster_id = "my-eks-cluster"

4, M&3sted= Amazon Managed Grafana Y3 AHO|A 7} o} &l Qe AR MAdstL|C M I A
O|AE MMsts HE]oll CHEr REAIE L2 Amazon Managed Grafana At8 AEHM | 5 Hmy

I AT O|A MES FEFAML.

5. BHEOAM CIE BES A& 504 Terraform0i| A Grafana KT AHO|AE ALE 57| {IFt F 7H<
He 2 MMEILICH grafana-workspace-idE Grafana /A O|A Q| IDR CHA|SHOF &L
Ct.

export TF_VAR_managed_grafana_workspace_id=grafana-workspace-id

export TF_VAR_grafana_api_key="aws grafana create-workspace-api-key --key-name
"observability-accelerator-$(date +%s)" --key-role ADMIN --seconds-to-live 1200 --

workspace-id $TF_VAR_managed_grafana_workspace_id --query key --output text’

6. [ME AFE] 7|E 2] Amazon Managed Service for Prometheus I AH O|AE AF2 5124 H
Ct= odlet & 0| prometheus-workspace-idE Prometheus I AH O|A IDE CHAS
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# (optional) Leave it empty for a new workspace to be created

managed_prometheus_workspace_id = "prometheus-workspace-id"
7. OIS BHE ASslod £F 42 siEZ g LCh

terraform apply -var-file=terraform.tfvars
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OIDC7} E M3t E|X| 9.!‘2“2}“4 CIS HYPS AFE5tod E st &= U&LICE YOUR_CLUSTER_NAME
2 AWS_REGIONE H|™Hoi &= SHIE Zf2 2 HFELICH

eksctl utils associate-iam-oidc-provider \
--cluster ${YOUR_CLUSTER_NAME} --region ${AWS_REGION} \
--approve

Amazon EKSO{| M OIDCE AM&3st= ol CHEt RhMIEH LHE 2 Amazon EKS AHE MEA 2| OIDC
74 5H 22X 215 2 |AM OIDC 22X MAS XML,

« Amazon EKS ZHAE{0{ Amazon EBS CSI E2t0|H{7} A x|E|of ®Io{of &FL|C}.

« AWS CLI7} Mdx|Z|o{ 2040 EFLICH. AWS CLI = HZEZ0|AM AWS 7|52 5=5t= O A2 EIL
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« M I3 Amo|AMM LBIE ME35tE{= Amazon Simple Notification Service(SNS) F=A|7t Q!o{oF
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A

ChS B A& 35104 HelmOolA{ Amazon Managed Service for Prometheus AMH|A ZHEEEHE
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export SERVICE=prometheusservice

export RELEASE_VERSION='curl -sL https://api.github.com/repos/aws-controllers-k8s/
$SERVICE-controller/releases/latest | grep '"tag_name":' | cut -d'"' -f&4°

export ACK_SYSTEM_NAMESPACE=ack-system

export AWS_REGION=region

aws ecr-public get-login-password --region us-east-1 | helm registry login --

username AWS --password-stdin public.ecr.aws

helm install --create-namespace -n $ACK_SYSTEM_NAMESPACE ack-$SERVICE-controller \
oci://public.ecr.aws/aws-controllers-k8s/$SERVICE-chart --version=

$RELEASE_VERSION --set=aws.region=$AWS_REGION

You are now able to create Amazon Managed Service for Prometheus (AMP) resources!
The controller is running in "cluster" mode.
The controller is configured to manage AWS resources in region: "us-east-1"

g

MEHX O B Ot F HYE ALE 5104 Kubernetes& AWS ZHEED] ZHEEE{7 Y3 Mo 2 MRIEIN

helm list --namespace $ACK_SYSTEM_NAMESPACE -o yaml

J2{™M status: deployedE H|ZRE ZAEED] ack-prometheusservice-controller0]
CHet D=7t ghetElL(Ct

CtS HAEE AFE3510d workspace.yamlO|2t= IS Mg etL|Ct O] mtel2 MM FQl 3
A4o|AQS| FHO 2 AFSEILICEH
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https://aws-controllers-k8s.github.io/community/docs/user-docs/install/
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apiVersion: prometheusservice.services.k8s.aws/vlalphal
kind: Workspace

metadata:
name: my-amp-workspace
spec:
alias: my-amp-workspace
tags:

ClusterName: EKS-demo

3. O3 BES Adstod A AH0[AE WERLICHO| BHE2 1EAHI0|M e AAH B0

[« N = O
ot E2FE).

kubectl apply -f workspace.yaml -n $ACK_SYSTEM_NAMESPACE

Al & A™HHAMH my-amp-workspacette M IZAHO|AE & = U2 ALICH

O HES AYSH I AHO|A IDE Z&3 2 TAHO|IAS HME HE LU MEE E = UE
L|Ct. EE& Amazon Managed Service for Prometheus 2£0M M KT AHOIAE £ £ A&

L|CH.

kubectl describe workspace my-amp-workspace -n $ACK_SYSTEM_NAMESPACE

I AHO|AE HHstX| ot 7|E KIS AHO|AE ASE =& A&LICH

4. LCIS FHE AH835l0q Lol A& Rulegroups & AlertManagerl| #4822 F 712| M yaml It
US W gLt

Ol 4L rulegroup.yamlZ ME & LICt. WORKSPACE-IDE O|™ EHAH|Q| 2|3 AHO|A ID2
HbE LICH

apiVersion: prometheusservice.services.k8s.aws/vlalphal
kind: RuleGroupsNamespace
metadata:
name: default-rule
spec:
workspaceID: WORKSPACE-ID
name: default-rule
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https://console.aws.amazon.com/prometheus
https://aws-controllers-k8s.github.io/community/docs/user-docs/adopted-resource/
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configuration: |
groups:
- name: example
rules:
- alert: HostHighCpulLoad
expr: 100 - (avg(rate(node_cpu_seconds_total{mode="idle"}[2m])) * 100) > 60
for: 5m
labels:
severity: warning
event_type: scale_up
annotations:
summary: Host high CPU load (instance {{ $labels.instance }})
description: "CPU load is > 60%\n VALUE = {{ $value }}\n LABELS =
{{ $labels }}"
- alert: HostLowCpulLoad
expr: 100 - (avg(rate(node_cpu_seconds_total{mode="idle"}[2m])) * 100) < 30
for: 5m
labels:
severity: warning
event_type: scale_down
annotations:
summary: Host low CPU load (instance {{ $labels.instance }})
description: "CPU load is < 30%\n VALUE = {{ $value }}\n LABELS =

{{ $labels }}"

CS #442 alertmanager.yamlZ CHA|IEFLICEH WORKSPACE-IDE O|™ BEHA|Q| @3 AT 0|A
IDE HFELICH TOPIC-ARNS L &2 E'H Amazon SNS FXA|2| ARNS 2 HH 11 REGIONE At
2 2l 2 HIE AWS Z2|H™ LIC}. Amazon Managed Service for Prometheus0i& Amazon SNS &
Mloi| cHet HEto| Rdo{oF B L|Ct.

apiVersion: prometheusservice.services.k8s.aws/vlalphal
kind: AlertManagerDefinition
metadata:
name: alert-manager
spec:
workspaceID: WORKSPACE-ID
configuration: |
alertmanager_config: |
route:
receiver: default_receiver
receivers:
- name: default_receiver
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sns_configs:
- topic_arn: TOPIC-ARN
sigv4:
region: REGION

message: |
alert_type: {{ .CommonLabels.alertname }}
event_type: {{ .CommonLabels.event_type }}

(® Note
Olz{&r 74 mdo| EAlof CHEH RtMIEH L8 2 RuleGroupsNamespaceData &

AlertManagerDefinitionDataE & = sA2.

18 WU BEIR TAS MABLICHOl BB 18I0 L

5. CZ BES ddstod 73 = o
AA” H=ol e ZEFE).

kubectl apply -f rulegroup.yaml -n $ACK_SYSTEM_NAMESPACE
kubectl apply -f alertmanager.yaml -n $ACK_SYSTEM_NAMESPACE

2 E olUioll HE At E &l & &Lt

-~

(® Note
gAAE MAEX| o1 0| 0|E5te{H yaml Il AM|0|Est D kubectl apply H
HE ChA| Al&5te Euic.
B AAE AK|SHE{™ CFS B2 MBILICH ResourceType AtMISIEAE 2lAA

—_t= T o
& Workspace, AlertManagerDefinition &&= RuleGroupNamespaceZ CHAI &L
Ct. ResourceName2 AM|E El&A9| O|F 22 CHAIELICH

kubectl delete ResourceType ResourceName -n $ACK_SYSTEM_NAMESPACE

OlAdez M f{3AH0|A HZT} 2t 2 ELICH CHS MMo|ME sl K3 AH 0200 X|EE TSt

T5 2HAEE Fdsts YHS dHELICH
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https://docs.aws.amazon.com/prometheus/latest/APIReference/yaml-RuleGroupsNamespaceData.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/yaml-AlertManagerDefinitionData.html
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Amazon Managed Service for Prometheus I AH O|A 0| AT 5 Amazon
EKS E{AE 74

O MMoj M= Helm2 A& 3501 Amazon EKS E{AE M M- E|l= Prometheus7t 0|7 Al Moi| A
i A5t Amazon Managed Service for Prometheus I AHO|A N X|EE HAEASE ML & FHSt=

O| MXtE s&stZd™ X|E =Zoll AA835t7| 25l M-8t 1AM & ol o|F0| 2L LCt. o] ZdZ of
E| 2 lEHX| of2 A Amazon EKS 2E{AE Q| X|E £EIS QI8 MH|A 8 MHoM RIS LIS
U X|EE AZTSML. o248 XIEIS 2 IAM 4& 0| amp-iamproxy-ingest-roleZ X|&EL]

Amazon EKS 2HAE{0] CHall G MT|E F/d5t24H

ANE35+04 T AHO|A Q| prometheusEndpointE 7FAMZLICt WORKSPACE-IDE
O|™ MMo| &3 AH O|A IDE CHA|E LICH

aws amp describe-workspace --workspace-id WORKSPACE-ID
prometheusEndpoint= B ZAtof|l ZA|E|H EHA2 ChSot Z& L

https://aps-workspaces.us-west-2.amazonaws.com/workspaces/ws-alb2c3d4-al23-b456-
c789-ac1234567890/

CHE & EAOM MAEE = UES 0| URLE MEEfLICH
Al

=
2. OIS HAEZ M o2 dM35t10 0|§2 prometheus-config.yamlZ X|'S&LICEH
accountE HAM IDE, workspaceURL/E EZ &2 URLE, regiong AAEO| XEst AWS
2™ o 2 CH&|grLich

serviceAccounts:
server:
name: "amp-iamproxy-ingest-service-account"”
annotations:

eks.amazonaws.com/role-arn: "arn:aws:iam::account:role/amp-
iamproxy-ingest-role"

server:
remoteWrite:
- url: workspaceURL/api/vl/remote_write
sigvé:
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region: region
queue_config:

max_samples_per_send: 1000

max_shards: 200

capacity: 2500

3. CtZ Helm BEE AFE5t0{ Prometheus AHE & WA HO|A O|F1I AHE HTE & &LICEH
helm 1ls --all-namespaces

XIZ7 x| TlI>&Et SA O M2t Prometheus AHEQ} LA H O|A S| O|§ 2 Z2F prometheusZ
K50k 3tH R E HH2 15.2.0Y &= U&LICH

4. O|™ EtAHOIM &2 PrometheusChartName, PrometheusNamespace %
PrometheusChartVersiong AH&3%t04 CHS WS AELICH

helm upgrade PrometheusChartName prometheus-community/prometheus -
n PrometheusNamespace -f prometheus-config.yaml --version PrometheusChartVersion

B F= Yadol=7t dSFchE HAIXIZE R AELICH

5. t";”’%*gi awscurle &35l Amazon Managed Service for Prometheus YIEXZQIEE Z|2|5}04
XEI} ESHMo 2 MEED JYeX| &Helg = A&LICH #2AWS 2T 2 A8 SR 2 HHE D

workspaceURL/E 1EHAH0| M 32 URLE HFELICH

awscurl --service="aps" --region="Region" "workspaceURL/api/v1/query?
query=node_cpu_seconds_total"

O|X| Amazon Managed Service for Prometheus T AHO|AE M5, YAML IS 74O =2
A2 5404 Amazon EKS 2 AEM SHE K AHO|AN A ESLICH AF2AF XA 2|lAA Ho|
(CRD)2t1 3t= O[2{3t I U2 Amazon EKS ZEHAE] LI /U &LICH Kubernetes& AWS ZHE E
HEEDE MEFl0od 2E{AE{0|A 2 2 E Amazon Managed Service for Prometheus 2|AA S &

2lg + A&LICH

CloudWatch X|ZE 2} Amazon Managed Service for Prometheus 2]
1=
O H

ZEXEE® XA 2o =20 E £+ UE IEP Amazon Managed Service for Prometheus=
Amazon CloudWatch X|EE XIS 2 £Z5HK| &t&LICt 2Lt Amazon Data Firehose 2! AWS

FirehoseE AF& %8 Amazon CloudWatch X|X& 155
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Lambda & A& 3104 Amazon Managed Service for PrometheusZ CloudWatch X|EE FAIE £+
&LCt.

O] MM = Amazon CloudWatch X|E AEZZ H &3t Amazon Data Firehose & AWS
Lambda& AF2304 Amazon Managed Service for PrometheusZ X|EE = Z|5ts WS MHE L
Ct.

AWS 222 E 7lg 7|E(CDK)E AFE3}0q Firehose & AE 2|, Lambda & Amazon S3 HZ!E A
Mt & ARE M50 ™| AlLIEIE AlYAELICH

7t A stofF & U2 of BllAlm|e QlZEtE dHste WL

AERIZ AME5H AEZ|U X|E OO|IEHE HTTP Y EXQIE &= Amazon S3 HY
2

AWS CLI = AR+ &80l x| & F-ELICH
AWS CDK TypescriptZt Ar& Rt £Z30d| A x|=[o{ R{0{0oF & L|Ct.
 Node.js & Go7} A& XF B+ @0d| Ax|=[0o{ Qlo{oF §FLICt.

AWS 2 CloudWatch A& LA LH7] github 2| ZX| = El(CWMetricsStreamExporter)7t 2
A AEOf x| |o{oF BHL|CE.

Amazon Managed Service for Prometheus /3 AH 0|AE MA3te{H

1. o] dlAlZ|e] Hz ofZ2|710| M2 Amazon Managed Service for PrometheusOllA AZ4ElL|C}. C}
= HHES ALE 3504 Amazon Managed Service for Prometheus 43 AH O|AE M7 L|CtH

aws amp create-workspace --alias prometheus-demo-recipe
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Metric-Streams.html
https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://aws.amazon.com/cdk/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/cdk/latest/guide/work-with-cdk-typescript.html
https://github.com/aws-observability/observability-best-practices/tree/main/sandbox/CWMetricStreamExporter
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2. O BHoE 3 AH0|AT HEERE=X] EHElStM L.
aws amp list-workspaces

Amazon Managed Service for Prometheus0i| CH2F AFAM|EH LHE 2 Amazon Managed Service for
Prometheus At& HBME FE5HAM L.

T

54 dRlstE{H

Ok

4 A
-1 o

L
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>

aws-olly-recipes EZ|ZX|EZ|Q RFEO|M CtS HHES AE50o{ CIHEEIE
CWMetricStreamExporter® HZEgLICt

cd sandbox/CWMetricStreamExporter

dozE ol /IRI7t E|IZX|EE|C] REZ ZhEE LT

2. O BEE MEsIod CIMEEIE /cdkz HEELICH

npm install

4. C|HEZIE S|IZX|EC|IC REZ CtA| HEE = O BE 2 M504 C|REE|E CHA| /
lambdaZ B4ZEErL|C}.

cd lambda

5. /lambda EC0| £0{7tH CH& & AHE5104 Go & IS MRIELICH

OlM ZE S& 0| IdRI=IAR&LICH
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https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-getting-started.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-getting-started.html
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AEHE HYEZ ot

1. BlEZXIEZ|e| RENM config.yamlE YT {workspace}E& MZ M8t {IAHO|AID
@} Amazon Managed Service for Prometheus ¥ AH0|A T} = 2|2 CHA| S0 Amazon
Managed Service for Prometheus /3 AH 0|A URLE =HgfLICH.

& So{Ct5E Y& LICH

AMP:

remote_write_url: "https://aps-workspaces.us-east-2.amazonaws.com/workspaces/
{workspaceld}/api/vl/remote_write"

region: us-east-2

Firehose & AE &1} Amazon S3 HHZ!2| O|& 2 ¢l5t= O|E L2 AT LICE

2. AWS CDK % Lambda ZEE YC=3t2dMH 2| ZX|ECC] FEOM CHS HWAHS AMELICH
npm run build

0| el= BHHE S35l Go Lambda HIO|L{Z2|7} &1=EE|T CDKE CloudFormation0i| HiZ & = Q&

aws cloudformation list-stacks

O|£0| CDK Stack®! AEHO| 220 EAI=L|C}

Amazon CloudWatch A E 2] Al A

AH AH

O|AM| X|EE *2|5t= Lambda &7} MMHE|122 2 Amazon CloudWatchOllAH X|E AEZIS MM

g & A&LICH

fjo

>

CloudWatch X|E AE 2|2 MA52{H

1. https://console.aws.amazon.com/cloudwatch/home#metric-streams:streamsList0l A CloudWatch

ZEE 0|85t X[E 2EF WY MEiFLICH

2. EHPEXIE(ZE X|E = MEE HYAam0|A 0 X[E)E ME{TLICH
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https://console.aws.amazon.com/cloudwatch/home#metric-streams:streamsList
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3. ConfigurationOiM A& ARS8t 7|& Firehose MEHS MEHSHL|CH,

4. CDKO{A O|Tof BHE FirehoseE AFE2 3t ElLICH Kinesis Data Firehose M& A
EZ MEl EECHR0|AM O|To] BtE AERE MEHFILICE O|§2 CdkStack-
KinesisFirehoseStream123456AB-samplel1234%} ZH&L|CH

£3 HAZ JSONSE gHZE gLt
AE

© N o O
Ral
FH

') Lambda &= 7t 2 &2 &QI6t2{™ Lambda 2£ 2 0|55t &=
KinesisMessageHandlerE MEdErL|CE ZLIETE Bt 27 512 BS MESIH 22 72t =
£ ol2foll E2|HElE Lambda &4 &=0| ZAIELICEH

(@ Note
DUEE Eof M 3&0| ZAIZ[7| AMFstE Ol 20 520] A8 & A&

O|A| Amazon CloudWatcholA{ Amazon Managed Service for Prometheus2 X|E7} AE 2| ELICH.
M|

Ol tlMof[A AFEEl ElAaAE HElE &+ UELICH CHE HRtoME HElote dHS dFELICH o
A sted s X[ 2AEZ0| FX|FELICH

2IAAE Hielsted™
1. TX{ClEx B2 AF25104 CloudFormation AEHS ALK EFLICT
cd cdk

cdk destroy

2. Amazon Managed Service for Prometheus Y3 AH0|AE M 7{ELICEH

aws amp delete-workspace --workspace-id \
‘aws amp list-workspaces --alias prometheus-sample-app --query
'workspaces[@] .workspaceld' --output text’

3. OFX|=2Z, Amazon CloudWatch 2£& & A& 304 Amazon CloudWatch X| & AE &S X|7{& L
Ct.
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https://console.aws.amazon.com/cloudwatch/home#metric-streams:streamsList

Amazon Managed Service for Prometheus ALZ%t 7H0|=

Amazon Managed Service for Prometheus?2| & ¢t

o 2at9E Hot AWS O] 294 &2(lLich AWS TZHE
SeC S TAE Glo/E ME| U HEI of7 |2l OfX

HOot2 AWS 2t AFEX| 7+ B8 AMQlLIC =25 2] DEHIS O| A S SctEo| Hot A 2t
C L} Eoto 2 AMaEstL|ct.

2ot*E Eot- AWS = E8RE0M AWS AWS MH|AE M%H%% O_Izarg 235% 7';”%! |
LICE AWS 8= HHSHAH A8 E = U= AMHIAE KB E
EOF Udeto2 Heto| g1t E HI|HMo 2 E|AEStD & EP mazon Managed Service for
PrometheusOll MEE|= 7™ & ZE2 0| CHet AtMEF B2 7#E &5 AWS ZE2J3 XS
HY| L MEARE &=

- 2CIREQ Eot- AA8XIo| U2 AL&St= AWS Md|Aof et ZA™ELLICH E3t ot :rLIMOI
ol BIZE, FAIS F ALY, B HE L 2 HIRE 7| 40 CHSHME 0| /U&L
Ct.

0| M M= Amazon Managed Service for PrometheusE A& [ 25 M nHES M5

= HHE olslist= o 20| ELIch Og FAHMeE 2ot U 7 &4 SX0i %7 Amazon

Managed Service for Prometheus& Td5t= 2 E04i&LICt. EE&F Amazon Managed Service for
Prometheus 2|AAE RLIERISIT E56t= Ol 20| &l CFE AWS MH|AE A5t W &
Ob=LICt.

ESS|

» Amazon Managed Service for Prometheus2| Cl|O|E{ 25

« Amazon Managed Service for Prometheus& ldentity and Access Management

1AM HEF & A

OII
>
i

« Amazon Managed Service for Prometheus0i| CHet #& &4 &9l

« Amazon Managed Service for Prometheus 2| = 723

—_

+ Amazon Managed Service for Prometheus®| @I Z 2} & ot

« Amazon Managed Service for Prometheus0i] CH8F AMH|A 9473 o4&t

« AWS CloudTrail2 AF-& 304 Amazon Managed Service for Prometheus APl & 22
« MH[A AFol EHEF IAM 4E D™

« QIE{H|o|A VPC = Z QI E 0{ A Amazon Managed Service for Prometheus AFE

160
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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https://aws.amazon.com/compliance/fips/
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"Statement" : [
{
"Sid" : "Allow access to Amazon Managed Service for Prometheus principal within
your account",
"Effect" : "Allow",
"Principal" : {
TAWS'" o M
1,
"Action" : [
"kms:DescribeKey",
"kms:CreateGrant",
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "aps.region.amazonaws.com",
"kms:CallerAccount" : "111122223333"

"Sid": "Allow access for key administrators - not required for Amazon Managed
Service for Prometheus",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:r00t"
1,
"Action" : [
"kms:*"
1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"
3,
<other statements needed for other non-Amazon Managed Service for Prometheus
scenarios>

]
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Example

"encryptionContext": {
"aws:aps:arn'": "arn:aws:aps:us-west-2:111122223333:workspace/ws-sample-1234-
abcd-56ef-7890abcdl2ef"
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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"Sid": "Enable DescribeKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:ro0le/ExampleReadOnlyRole"
1,
"Action": "kms:DescribeKey",
"Resource": "*"

"Sid": "Enable CreateGrant",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"
.
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:aps:arn": "arn:aws:aps:us-
west-2:111122223333:workspace/ws-sample-1234-abcd-56ef-7890abcdl2ef"
}
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE-KEY-ID1",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

1,
"invokedBy": "aps.amazonaws.com"
1,
"eventTime": "2021-04-22T17:07:027",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"retiringPrincipal": "aps.region.amazonaws.com",
"operations": [
"GenerateDataKey",
"Decrypt",
"DescribeKey"
1,
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"granteePrincipal": "aps.region.amazonaws.com"
I

"responseElements": {
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"grantId":
"Qab0ac0dobo00f00eaddccPaleddfcO0bcedd0c000f0000000cObc0a®d@@aaafSAMPLE"
},
"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": false,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

GenerateDataKey

|3 AHO|A0] CHa AWS KMS 12 #E|d 7|8 & +3%tst™ Amazon Managed Service for
Prometheus7} 1938t 7|2 AMMEHLICH 2|AAM CHEF AWS KMSTLZH Z 2| AWS KMS & 7|2
M5t= GenerateDataKey 2820 2-LIC.

Ct= oAl O|HIE = GenerateDataKey 242 7IS & LIC}.

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "aps.amazonaws.com"
},
"eventTime": "2021-04-22T17:07:02Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",
"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"encryptionContext": {
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"aws:aps:arn": "arn:aws:aps:us-west-2:111122223333
sample-1234-abcd-56ef-7890abcdl2ef"

3,
"keySpec": "AES_256",
"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
+

"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",

"eventID": "ff000af-00eb-00ce-0e00-ead00fb0fba@SAMPLE",
"readOnly": true,

"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333",

"sharedEventID": "57f5dbee-16da-413e-979f-2c4c6663475e"

Decrypt
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"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "aps.amazonaws.com"
I
"eventTime": "2021-04-22T17:10:517",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-west-2",
"sourceIPAddress": "172.12.34.56",

:workspace/ws-
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"userAgent": "ExampleDesktop/1.0 (V1; 0S)",

"requestParameters": {
"encryptionContext": {
"aws:aps:arn'": "arn:aws:aps:us-west-2:111122223333:workspace/ws-

sample-1234-abcd-56ef-7890abcdl2ef"
1,
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
1,

"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",

"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",

"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"eventCategory": "Management",

"recipientAccountId": "111122223333",

"sharedEventID": "dc129381-1d94-49bd-b522-f56a3482d088"

DescribeKey

Amazon Managed Service for Prometheus= DescribeKey 212 A& 3504 WorkSpace?t 2tz
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE-KEY-ID1",
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"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"userName": "Admin"

I

"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

I

"invokedBy": "aps.amazonaws.com"
I
"eventTime": "2021-04-22T17:07:02Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"keyId": "00ddodb0-0000-0000-ac00-b0cOOOSAMPLE"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbOdfba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"
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"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",

jam:ListUserPolicies",
iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aps:*",
"eks:DescribeCluster",
"eks:ListClusters"
1,
"Resource": "*"
}
]
}

E MN25I0{ EIA ZAF ETME CIR2EEE

Reports inDownloading AWS Artifact

o HOtHHE &4 A HBHA - 0|28t £F M 73 710|=0ME of7|ElX] 1 AlEh S MYESIn &2
ot Al #H &= 7|52 HiEstE BAIE NS ELIC

o HIPAA 279 MH|A & X - HIPAA 223 MH|ATF LIQEE[0] UI&LICH 2 E 7 HIPAAO A& AWS
MH|A 32 oLt

|Xl0 M8E &+ A&LICH

S|
| el o|slEtL]Ct. o] 7lo|lEo=

= |
o] TR ¥ (0= ZREETIEHATANIST), ZAMZtE A Hot & JHE|(PCl), S MEE
o —
= [

|
D AbEl|7F 2 9FE[0]

0Fl

17} -0] AWS Config AHIAE E|lAA T4
Yot

A
Ol Lit 2, A XIZ U FHS Uht & FH5EX

A
4

193

£
0l

Ex


https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html

Amazon Managed Service for Prometheus ALZ%t 7H0|=

« AWS Security Hub - O|& AWS MH|A Sl LH 20t 4 EfE ZH MO 2 & 5= UELICH AWS.
Security Hub= £t ZHEE S AF&35101 AWS 2|44
3t 7 ™d =2 E =l X|#ElE MHlA 2 Ao

« Amazon GuardDuty - 2| MAH2 2 o|XQl #S0| U
{322 E, 7iE|0[Lq & Co|E{of CHEh A 2B S AWS AH|
HEs ZYHYUMIWM 275t Y BRI 2T AMES BF
T MESMEMH EES & = U&UCH

« AWS Audit Manager - 0|2 AWS MH|A S8l AWS A2 S K|&Xo 2 ZtAlstod &t 73 4l

F = Q

A EE £ E Tlete YHE UHAEE

rr Jo mn
o
ro
wn
D
(@]
=
2
T
c
O
Pal
=)
ik
[

g'l_l
hrd
-
@)
O
w
w
to
my!
rlo
jul
02
ok
=
0
M

Amazon Managed Service for Prometheus 2| 5 ¢423

AWS 229 2z k= AWS 21X U 718 g 7|Ete 2 TEELCH AwS 2IE2 E2MeE 22
E|l1 AZ|E 0E 718 BHE MSstH, Ol X[ Alzho] BT AMEIFO0l g2 540l £2 UE
HZo AZELC 7t BHE AE5HH S gl0] S Zhof AIE2 2 Holl S = =X[7} 0IF0{X|=
OHZE[70|M X H|O|E{H|O|AE HH st D 2EY + AUEUTH 7t8 S¥2 7|EQ HL £ TS o
O|E] ME]| QlZ2tECt 718, WEE S, &%

0x
£
o
_£Z »
A
L
I

AWS 2| & 7HE B0l CHEt RHMIEF LI 2 Aws 2= QIZetE HZESHAL.

AWS 22 21Z 2| 2|0o{ = Amazon Managed Service for Prometheus= 17} 4 O|O|E] X|&#E =
5o IOl =23 U My @7 AIE E X|steE ol E20| &= 0oi] 7Is2 NS ELICh

Amazon Managed Service for Prometheus | 21 Z g} H ot

-

=
L
o)

MH|A 2l Amazon Managed Service for Prometheus= AWS 228 HERT B2 B3
.AWS Eot MH|A 27} QIZEE AWS E25t= Edof CiEh REMEF LI =2 AWS EEIRE
XM, Ql=at 2ot EE At E AL& 350 AWS Bt A2 MAH[6t24H™ Security Pillar AWS

Well-Architected Framework?| QI Z2} E5 £ & X 5HAM|2.

I

|
|
I.

—

mo 1 of

HL I

£ A835t0d IER3E E35H Amazon Managed Service for Prometheus0i] Al
2 X|#atofF & LiCt.

« Transport Layer Security(TLS) TLS 1.2& E<0|H TLS 1.3 H&E§LICH

- DHE(Ephemeral Diffie-Hellman) &= ECDHE(Elliptic Curve Ephemeral Diffie-Hellman) 2t 22 &7
ME EoHPFS)0| Z&E &E MET Java7 0|4 2| 2[4 A|AHR2 CHEE 0|23t ZEE X[REL
Ct.

sy 194


https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html

Amazon Managed Service for Prometheus ALZ%t 7H0|=

H2 M A 7| ID L IAM QUEFRLQ BHEAE 2ot of 5 HMA F|E ALE 504 Ao &LCt
WS Security Token Service(AWS STS)E AL&35+0{ Al A4 SHS HM5t0 Lol AHHE

Amazon Managed Service for Prometheus0i| CH8F AMH|A @174 &t

Amazon Managed Service for Prometheus= AWS Identity and Access Management (IAM) AH|A ©4
4 et 2 AFSELICH MH|A 94 @382 Amazon Managed Service for Prometheus0l Z1%{ 914 El
5t ROl IAM A& lL|Ct MH|A 244 2482 Amazon Managed Service for Prometheus 01| A

s

M Ho|5tH, MH|AM A CHE AWS MH|AE CHAl S £517| @ ERE ZE HetE Z &L C.
LQst HEtE 8502 FIIE EHRIt oo 2 MH|A 44 248 2 Amazon Managed Service for
PrometheusE M £lH M&& £ Q&LICH Amazon Managed Service for PrometheusOil A AH|A ¢4
A dgo| HetE Holst2E ChE2H Helk|X| et 8, Amazon Managed Service for Prometheus 2t
Y dg 2 L2 = UsLICt Ho|El Hetol= Az Hain Hek HA0| Z e k|0q o] Het A2 Cf
£ IAM 2E[E|of| edZE =+ gi& L.

A S AMEsto{ EKSL| X[ E A3 effEELICH

Amazon Managed Service for Prometheus& At83l04 AtS2 2 X|EE
AWSServiceRoleForAmazonPrometheusScraper A{H|A 9174 482 £
L7t 7| 2o #El™E =& 7[e MHE0o| £[&LICt. Amazon Managed Service for Prometheus
oA HEHE2 2|50 Amazon Managed Service for Prometheus@h @182 22 = Q/&LICH.

2 X|§st= 7|EF MH|A0f| CHEF REMIEF LI 2 IAMS E 2145t =AWS MH|AE F
74 248k (Service-linked roles) 01 0i(Yes)7t QU= AMHIAE HoM L. ST MH|A
o35t A
|

=
o MPME EedH ol 2138 MEfEhLIct

Amazon Managed Service for Prometheus= AWSServiceRoleForAmazonPrometheusScraperzt=
HMEFA7F 22 AMHIA 44 482 AF8 5104 Amazon Managed Service for Prometheus7F Amazon
EKS EHAEQ X|EE KAISCZ AT EHEE &= U S FLiCh

AWSServiceRoleForAmazonPrometheusScraper AMH|A 917 &2 C}S MH|AE AlE[5l0 H& S
oFA |_| |:_|.
E H .

* SCraper.aps.amazonaws.com

MH[A AZ Ag AL 195


https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon Managed Service for Prometheus ALZ%t 7H0|=

AmazonPrometheusScraperServiceRolePolicy2t= 248 T8t HAMEZ AL 5+ Amazon Managed
Service for Prometheus7t X|&E 2lAA0f CHEH CFHS 2fdE 2ta e = Q!

* Amazon EKS 2HAEE Xt HEXIH 68 = JEF HESI FHE EHlot st
M.

« Amazon EKS Z2{AEMM X|EE 2117 Amazon Managed Service for Prometheus WorkSpace0i|
XEE FdELC

AEXRH I8 = HEO| MH|A ¢4 dg s ddE = UTF ALS HetE F/8stoF &LIch RhAllE
LIS 2 IAM ALE DB M| MH[A A7 A HerS M EHA 2.

Amazon Managed Service for Prometheus0i] CHEF AMH|A 473 48 Mo

MHIA 33 HE2 =502 4y U7t gi&LICh AWS CLI, EE= AWS AP0 A Amazon EKS &
= Amazon Managed Service for Prometheus& At&36t0{ 228 =&7| QIABHA AWS Management
ConsoleE 2443tM Amazon Managed Service for Prometheus”7} MH|A 24 ejsts MAIsHL|CH

/A Important
Ol24et MH|A 44 A2 slid Q& 0| X[HstE 7SS AHS st CHE AHIAMM XS 2F
=

ma—
2HE B2 AYo| LIEFS = J&LICH RHME L2 Lol ZAIElE M 9E S HESHAL

AWS AE.
Ol MH|A @472 &g AXRNCI CHA| ddslof st B2 S ZTEMAE AHE5H04 HHAHM S
&2 ChA| Mg 4= QI&LICEH Amazon EKS & Amazon Managed Service for PrometheusE A&
5to4 2l +=&7| QIAHAE MM5t= 3 Amazon Managed Service for PrometheusH| A AH|A
HE &2 ChA| Mgt

Amazon Managed Service for Prometheus0i| CHEF AMH|A 42 48 TE

Amazon Managed Service for Prometheus= AWSServiceRoleForAmazonPrometheusScraper AH|

At S HE st E 518 st x| et &LICH MH[A 23 g2 s Foil= Chst 7HA7F HE

F 4 27| 20l 4 OlE S WHE £ elaLICh SHXIEHAMES AL8 510 Eto| MHg T
I

ICk XEAM[EH LHE 2 IAM A8 DB AL MH|A 14 Ag HES H oM.

o 1>
N4

hs

0

T »

Ral
=]
[>
lu
o
OH
12
ok

196


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role

Amazon Managed Service for Prometheus ALERE7H0|=

Amazon Managed Service for PrometheusO| CH8F AH|A 0173 4%t AHA]|

AWSServiceRoleForAmazonPrometheusScraper A& & 522 AMX|5HX| ¢tot = ElLICH AWS
CLl, EE= AWS APIO|AM &1} 44 El 2 E 2™ =E7| QAR A AWS Management ConsoleS
ALK 5P Amazon Managed Service for Prometheus7t 2lAA S HE|SHT MH|A HAZ A& S AX|E
L|C}.

Amazon Managed Service for Prometheus0i| CHEF AMH|A 4 480 CHEH X[ &=
2

Amazon Managed Service for Prometheus= AMH[AT M3l ZE 2[TM MHH|A AZ A A
2 X|HELICH RME LB 2 X[ E[= 21 MME FHASAR.

AWS CloudTrail2 A& 3t04 Amazon Managed Service for
Prometheus APl & 22

Amazon Managed Service for Prometheus= At&Xt, Qg EE= AWS AMH|A 7 =5 2Fof| CHEt
HZEE M3BstE MHIAQ!I AWS CloudTraildt &8 E LICH CloudTrail Amazon Managed Service
for PrometheusO Ci3t 2 & API E£2 O|HEZR Z{x{gLICt ZX{El= EE0|= Amazon Managed
Service for Prometheus|A =&+ &1} Amazon Managed Service for Prometheus API ZF 40|
CHet 2= £ 0| Z&ELICE CloudTrailo| M = &gt HE & A& 3504 Amazon Managed Service for
PrometheusZ ELHE @&, 20| £3E IP T4, 20| 2HE Azt & FII ME HEE &olg

= U&LICH

2E o oz s Y- ALSAtol CiEh HE7F ZerElLict X

HIE &£ =
otH OS2 & TEE +~ A&

ol

Iy
fjo
o
()

- REE FE MEXIE =X AKX 2ot QIS0 2 ME=X| 045,
* 1AM Identity Center AtEXIE CHAI5I04 20| O|F
« 4% = H ol AFE X0 CHE FA| XHE BHE AFE5t0 0| MMEIRI=X| 0.

« CIE2 AWS MH|AOAMH 2™ =KX| 048,

CloudTrail2 7H'd2 MMe AWS A Mol &4 §FEID=| CloudTrail O|HIE 7|S0 AtS2 2 HMA

& 2~ QI&LICH CloudTrail O|HIE 7|22 x|k 902! 7 AWS Z|Fo| 22| O|HIE | CHEH 27|, Z4A8 4
Clezert 7tsstn, £30| 2758t a2 EE Xl grolct. xpA[8H AEE2 AWS CloudTrail AFHS A

HAMQ| CloudTrail O|HE 7|5 Z¢{g 2 X35HMIL. Event history(O|HE 7|8) E7|= CloudTrail 2&
O R1tx=|X| f&LICt.

CloudTrail 21 197


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html

Amazon Managed Service for Prometheus ALZ%t 7H0|=

AWS HE X[k 90 Soto| O|HEE X|&EMo R 7|§5te{H F2 EE= CloudTrail Lake O|HIE | 0|
Bl AE0{E MAMErLICE.

CloudTrail &%

CloudTrail2 £X2 Al235t0{ Amazon S3 HZ/e2 21 mtUg MEs £ Ql&LICH & AF=235t0d
MME B E FX AWS Management Console 2 CHS Z|MLICH AWS CLIE AF835H0od EHY 2
MEEsECHE 21 FH2 dMe £+ aLch A" AWS 21 o ZENM 852 AXGI2Z Ct
3 Bl FHE MH5te [0l Z4LICH B 2™ FHE MYt 42 FHo AwWS 2™ 22
Zl O|HIERF 2 5= JU&LICH FHoi| CiFt XFAIEH LHE 2 AWS CloudTrail AHE A A{2| Creating a

trail for your AWS 7|3 2! Creating a trail for an organizationg & Z3tM|R.

CloudTrailol M £ & M5t TIg Sl 22| O|HIE Q| AR SHLIE Amazon S3 HHZISZ £ &
2 MEE &= UXRIP, Amazon S3 2EE2|X| 20| E3ELICH. CloudTrail 2 201 CHEF XFAM|Et
LHE 2 AWS CloudTrail 228 & X 3IAM 2. Amazon S3 220 CHet REAIEH L2 2 Amazon S3 £

e &z,

—_

CloudTrail Lake O|H E Cf|O|E{ AE 04

CloudTrail LakeZE Al25tH O|HIE of CHal SQL 7| 2 2|E Aldsr £ Q& LIC} CloudTrail Lake
£ & 7|8 JSON 8Al9| 7|&E O|HIEE Apache ORC @Al Z #HEHFHLICH ORCE HiHE | Ol
|

—
Aol z[xgtEl A 7|8 AEE|X| FAIQLICH O|HIEE= O|HIE O|o|H AE0{Z E7AH|Z|H, o
E Ho|E 2E0{E 12 O[HIE MEIT|E XMEstod MBSt 7|EE V| ez ot HE 27tsE
O|HIE HMILICt O|HIE H|0|Ef AE 010l X &st= ME7[= o{™ O|HET} X|&E|n 22

== Ue=X| Mo4gL|Ct. CloudTrail Lake0ll CHEH AFA|SH LI 2 AWS CloudTrail AR AH M S| AWS

CloudTrail Lake 2 d2 & XML

CloudTrail Lake O|HIE Hi|O|E{ AE 04 & 2{2[0]= HIEO| & lTLICt O|HIE H|o|E AE0{E M
S i O|HE HO[E{ AEO0{0| AT 2= EME MEFLICH 23 S40f el O|HE Zo 7|

F.
2 x{Z H|81 o|HIE H|O|E] AE0{2] 7|2 & %|ci E& 7|zto] ZHEELICE CloudTrail 2 20|
CH8E XEAIEH LIE 2 AWS CloudTrail 2 22 2 X 5HM2.

CloudTrail2| Amazon Managed Service for Prometheus £ 2| O|HE

ZE| OHEE=9| BlAANM &L= &2 2ol CHst MEE MBELICH AWS HH. 0|8 ZHEE
Z ool EdolgtnE ghLct 7|2X o 2 CloudTrail &2 O/HEE 24 st|Ct.

Amazon Managed Service for Prometheus= =& Amazon Managed Service for Prometheus ZIE &
ZoQl e el o|HEZ 2ZELICH Amazon Managed Service for Prometheus?} CloudTrailOf]

CloudTrail2| Amazon Managed Service for Prometheus 2| O|HE 198


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/s3/pricing/
https://aws.amazon.com/s3/pricing/
https://orc.apache.org/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-concepts.html#adv-event-selectors
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-manage-costs.html#cloudtrail-lake-manage-costs-pricing-option
https://aws.amazon.com/cloudtrail/pricing/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-management-events-with-cloudtrail.html#logging-management-events

Amazon Managed Service for Prometheus ALZ%t 7H0|=

E.”Ol hN

— 1

2

Mk

2 Z3t= Amazon Managed Service for Prometheus Z1E & =52 Amazon Managed

Service for Prometheus API ReferenceE & X SHAMIR.

Amazon Managed Service for Prometheus O|H E 04| ||

OHEE RE AAZREO| LU HE LIEHH SHEE API 51, & et A
Sof chst ME 7} S04 Q)& LICH CloudTrail 21 1S H{E2 APl 21X 5&0| =2 AEH =X0] of
LI22 O|HIE7} E™ = M2 EA|Z|X| St&LICH

0d|XM|: CreateWorkspace

CtZ o Ml= CreateWorkspace S MBSt= CloudTrail 21 =& £0{ ELICH

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE123EXAMPLE123-1234567890616",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {

iy

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-11-30T23:39:297"

}
}
I
"eventTime": "2020-11-30T23:43:217",
"eventSource": "aps.amazonaws.com",
"eventName": "CreateWorkspace",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.1",
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"userAgent": "aws-cli/1.11.167 Python/2.7.10 Darwin/16.7.0 botocore/1.7.25",
"requestParameters": {
"alias": "alias-example",
"clientToken": "12345678-1234-abcd-1234-12345abcdl"
},
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-errortype, x-amzn-requestid, x-amzn-
trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"arn": "arn:aws:aps:us-west-2:123456789012:workspace/ws-abcl123456-
abcd-1234-5678-1234567890",
"status": {
"statusCode": "CREATING"

+
"workspaceId": "ws-12345678-1234-abcd-1234-1234567890"

1,

"requestID": "890b8639-e51f-11e7-b038-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": '"Management",
"recipientAccountId": "123456789012"

0d|X|: CreateAlertManagerDefinition

Ct= oAM= CreateSignalingChannel 212 ME3St= CloudTrail 211 @52 204 ELICH

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE123EXAMPLE123-1234567890616",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

}I
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"webIdFederationData": {

iy

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-09-23T20:20:14Z"

}
}
},
"eventTime": "2021-09-23T20:22:43Z",
"eventSource": "aps.amazonaws.com'",
"eventName": "CreateAlertManagerDefinition",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.1",
"userAgent": "Boto3/1.17.46 Python/3.6.14 Linux/4.14.238-182.422.amzn2.x86_64 exec-
env/AWS_ECS_FARGATE Botocore/1.20.46",

"requestParameters": {

"data":
"YWx1cnRtYW5hZ2VyX2NvbmZpZzogfAogIGdsb2JhbDoKICAgIHNtdHBfc21hcnRob3N@0iAnbGYjYWxob3N@0jI1Iwogl

"clientToken": "12345678-1234-abcd-1234-12345abcdl",
"workspaceId": "ws-12345678-1234-abcd-1234-1234567890"

.
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-errortype,x-amzn-requestid, x-amzn-
trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"status": {

"statusCode": "CREATING"

1,

"requestID": "890b8639-e51f-11e7-b038-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",
"recipientAccountId": "123456789012"

0d|X|: CreateRuleGroupsNamespace

Ct= oAM= CreateRuleGroupsNamespace 212 MESt= CloudTrall 21 52 £0{ FLICH

"eventVersion": "1.08",
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"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE123EXAMPLE123-1234567890616",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {

"type": "Role",

"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn": "arn:aws:iam::123456789012:role/Admin",

"accountId": "123456789012",

"userName": "Admin"

iy
"webIdFederationData": {

iy

"attributes": {
"creationDate": "2021-09-23T20:22:197",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2021-09-23T20:25:082",
"eventSource": "aps.amazonaws.com'",
"eventName": "CreateRuleGroupsNamespace",
"awsRegion": "us-west-2",

"sourceIPAddress": "34.212.33.165",
"userAgent": "Boto3/1.17.63 Python/3.6.14 Linux/4.14.238-182.422.amzn2.x86_64 exec-
env/AWS_ECS_FARGATE Botocore/1.20.63",
"requestParameters": {
"data":
"Z3JvdXBz0gogIC@gbmFtZTogdGVzdFJ1bGVHcm91cHNOYW11c3BhY2UKICAgIHI1bGVz0gogICAgLSBhbGVydDogdGVzc
"clientToken": "12345678-1234-abcd-1234-12345abcdl",
"name": "exampleRuleGroupsNamespace",
"workspaceId": "ws-12345678-1234-abcd-1234-1234567890"
},
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-errortype,x-amzn-requestid, x-amzn-
trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"name": "exampleRuleGroupsNamespace",
"arn": "arn:aws:aps:us-west-2:492980759322:rulegroupsnamespace/ws-
ae46a85c-1609-4c22-90a3-2148642c3bb6c/exampleRuleGroupsNamespace”,
"status": {
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"statusCode": "CREATING"

.

"tags": {}
.
"requestID": "890b8639-e51f-11e7-b0@38-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"

}
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« iam:AttachRolePolicy

* iam:GetOpenIDConnectProvider
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1. C}S 2Y X7 T El createIRSA-AMPIngest.shO|2tE TS A4
gtLICH <my_amazon_eks_clustername>g& Ec{AE O|E2Z HIR 1
<my_prometheus_namespace>E Prometheus LA H O|AZ HFELICEH

#!/bin/bash -e
CLUSTER_NAME=<my_amazon_eks_clustername>
SERVICE_ACCOUNT_NAMESPACE=<my_prometheus_namespace>
AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query "Account" --output text)
OIDC_PROVIDER=$(aws eks describe-cluster --name $CLUSTER_NAME --query
"cluster.identity.oidc.issuer" --output text | sed -e "s/Ahttps:\/\///")
SERVICE_ACCOUNT_AMP_INGEST_NAME=amp-iamproxy-ingest-service-account
SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE=amp-iamproxy-ingest-role
SERVICE_ACCOUNT_IAM_AMP_INGEST_POLICY=AMPIngestPolicy
#
# Set up a trust policy designed for a specific combination of K8s service account
and namespace to sign in from a Kubernetes cluster which hosts the 0IDC Idp.
#
cat <<EOF > TrustPolicy.json
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:o0idc-provider/

${0IDC_PROVIDER}"

.

"Action": "sts:AssumeRoleWithWebIdentity",

"Condition": {

"StringEquals": {
"${0IDC_PROVIDER}:sub": "system:serviceaccount:

${SERVICE_ACCOUNT_NAMESPACE}:${SERVICE_ACCOUNT_AMP_INGEST_NAME}"
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EOF

#

# Set up the permission policy that grants ingest (remote write) permissions for
all AMP workspaces

#
cat <<EOF > PermissionPolicyIngest.json
{
"Version": "2012-10-17",
"Statement": [
{"Effect": "Allow",
"Action": [
"aps:RemoteWrite",
"aps:GetSeries",
"aps:GetlLabels",
"aps:GetMetricMetadata"
1,
"Resource": "*"
}
]
}
EOF

function getRoleArn() {
OUTPUT=$(aws iam get-role --role-name $1 --query 'Role.Arn' --output text 2>&1)

# Check for an expected exception
if [[ $? -eq @ 1]1; then
echo $OUTPUT
elif [[ -n $(grep "NoSuchEntity" <<< $OUTPUT) ]1; then
echo ""
else
>&2 echo $OUTPUT
return 1
fi

#

# Create the IAM Role for ingest with the above trust policy

#

SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN=$(getRoleArn
$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE)

if [ "$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN" = "" 7];

then
#
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# Create the IAM role for service account
#
SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN=$(aws iam create-role \
--role-name $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE \
--assume-role-policy-document file://TrustPolicy.json \
--query "Role.Arn" --output text)
#
# Create an IAM permission policy
#
SERVICE_ACCOUNT_IAM_AMP_INGEST_ARN=$(aws iam create-policy --policy-name
$SERVICE_ACCOUNT_IAM_AMP_INGEST_POLICY \
--policy-document file://PermissionPolicyIngest.json \
--query 'Policy.Arn' --output text)
#
# Attach the required IAM policies to the IAM role created above
#
aws iam attach-role-policy \
--role-name $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE \
--policy-arn $SERVICE_ACCOUNT_IAM_AMP_INGEST_ARN
else
echo "$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN IAM role for ingest already
exists"
fi
echo $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN
#
# EKS cluster hosts an 0IDC provider with a public discovery endpoint.
# Associate this IdP with AWS IAM so that the latter can validate and accept the
0IDC tokens issued by Kubernetes to service accounts.
# Doing this with eksctl is the easier and best approach.
#
eksctl utils associate-iam-oidc-provider --cluster $CLUSTER_NAME --approve
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iam:CreateRole
iam:CreatePolicy
iam:GetRole
iam:AttachRolePolicy

iam:GetOpenIDConnectProvider

Amazon Managed Service for Prometheus X|E 9| E2|& 2?8 MH[|A g2 M 5te{H

Cts 2EIX7t Z8El createIRSA-AMPQuery.shO|2tE TS Mot
LICt. <my_amazon_eks_clustername>2 E8{AE O|E2Z HF
<my_prometheus_namespace>Z& Prometheus WA H O|AZ HELICEH

#!/bin/bash -e
CLUSTER_NAME=<my_amazon_eks_clustername>
SERVICE_ACCOUNT_NAMESPACE=<my_prometheus_namespace>
AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query "Account" --output text)
OIDC_PROVIDER=$(aws eks describe-cluster --name $CLUSTER_NAME --query
"cluster.identity.oidc.issuer" --output text | sed -e "s/~Ahttps:\/\///")
SERVICE_ACCOUNT_AMP_QUERY_NAME=amp-iamproxy-query-service-account
SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE=amp-iamproxy-query-role
SERVICE_ACCOUNT_IAM_AMP_QUERY_POLICY=AMPQueryPolicy
#
# Setup a trust policy designed for a specific combination of K8s service account
and namespace to sign in from a Kubernetes cluster which hosts the 0IDC Idp.
#
cat <<EOF > TrustPolicy.json
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:o0idc-provider/

${0IDC_PROVIDER}"

b

"Action": "sts:AssumeRoleWithWebIdentity",

"Condition": {

"StringEquals": {
"${0IDC_PROVIDER}:sub": "system:serviceaccount:

${SERVICE_ACCOUNT_NAMESPACE}:${SERVICE_ACCOUNT_AMP_QUERY_NAME}"

o
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# Set up the permission policy that grants query permissions for all AMP workspaces
#
cat <<EOF > PermissionPolicyQuery.json
{
"Version": "2012-10-17",
"Statement": [
{"Effect": "Allow",

"Action": [
"aps:QueryMetrics",
"aps:GetSeries",
"aps:GetlLabels",
"aps:GetMetricMetadata"

1,

"Resource": "*"

3
EOF

function getRoleArn() {
OUTPUT=$(aws iam get-role --role-name $1 --query 'Role.Arn' --output text 2>&1)

# Check for an expected exception
if [[ $? -eq @ 1]1; then
echo $OUTPUT
elif [[ -n $(grep "NoSuchEntity" <<< $OUTPUT) ]1; then
echo ""
else
>&2 echo $OUTPUT
return 1
fi

H

Create the IAM Role for query with the above trust policy
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SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN=$(getRoleArn
$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE)
if [ "$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN" = "" 7];
then
#
# Create the IAM role for service account
#
SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN=$(aws iam create-role \
--role-name $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE \
--assume-role-policy-document file://TrustPolicy.json \
--query "Role.Arn" --output text)
#
# Create an IAM permission policy
#
SERVICE_ACCOUNT_IAM_AMP_QUERY_ARN=$(aws iam create-policy --policy-name
$SERVICE_ACCOUNT_IAM_AMP_QUERY_POLICY \
--policy-document file://PermissionPolicyQuery.json \
--query 'Policy.Arn' --output text)
#
# Attach the required IAM policies to the IAM role create above
#
aws iam attach-role-policy \
--role-name $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE \
--policy-arn $SERVICE_ACCOUNT_IAM_AMP_QUERY_ARN
else
echo "$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN IAM role for query already
exists"
fi
echo $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN
#
# EKS cluster hosts an 0IDC provider with a public discovery endpoint.
# Associate this IdP with AWS IAM so that the latter can validate and accept the
0IDC tokens issued by Kubernetes to service accounts.
# Doing this with eksctl is the easier and best approach.
#
eksctl utils associate-iam-oidc-provider --cluster $CLUSTER_NAME --approve
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AmazonManagedPrometheusPermissions",
"Effect": "Allow",
"Action": [
"aps:DescribeWorkspace",
"aps:DescribeRuleGroupsNamespace",
"aps:ListRuleGroupsNamespace",
"aps:ListWorkspaces"
1,
"Resource": "arn:aws:aps:*:*:/workspaces*",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:ro0le/PromUser"
]
}
}
]
}
ChE ddl= XIEE VPCL| XIHE IP FA0M E0{2= QHE HI ST 5185t HHME Eoi &
LICE CHE IP FA0M E0{2= 2F2 Auigch
{
"Statement": [
{
"Action": "aps:*",
"Effect": "Allow",
"Principal": "*",
"Resource": "*",
"Condition": {
"IpAddress": {
"aws:VpcSourcelIp": "192.0.2.123"
},
"StringEquals": {
"aws:SourceVpc": "vpc-555555555555"
}
}
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Amazon Managed Service for Prometheus ALZ%t 7H0|=

}

Amazon Managed Service for Prometheus0i| CH&F QIE{H|0|A VPC AIEZQIE MM 213



Amazon Managed Service for Prometheus ALZ%t 7H0|=

Amazon Managed Service for Prometheus 2 & Al

=

o
-
m\l

ChS MME AHE 3104 Amazon Managed Service for Prometheus®t ZH24E 2XIE SHZEAE £ &L

Ct

A

« 429 FFE= A8t =1t 2
- S5E MEZo|EY

. ME EIQIA

Lol CHEl @ T 7 EAIE

[ |
o Xgtnt ZBAE @7 HA|IX|7F EAIE

- 27 Prometheus Al £240| Mgt ZOtH&LICH.

o AUE HO|E{7} EA|E K|

o=
LS 3

429 EE= M3t 23 o=
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ts=2020-10-29T15:34:41.845Z caller=dedupe.go:112 component=remote level=error

remote_name=el3b0c

url=http://iamproxy-external.prometheus.uswest2-prod.eks:9090/workspaces/workspace_id/

api/vl/remote_write

msg="non-recoverable error" count=500 err="server returned HTTP status 429
Too Many Requests: ingestion rate limit (6666.666666666667) exceeded while adding 499
samples and @ metadata

CHZ of|et HI=EH 429 2

S EAEH 20| laAmo|AL| &M X|E £0i CHEH Amazon
_|

4L O
Managed Service for Prometheus &2 &2 Zotst ZJ LIt

ts=2020-11-05T12:40:33.375Z caller=dedupe.go:112 component=remote level=error

remote_name=aps

url=http://iamproxy-external.prometheus.uswest2-prod.eks:9090/workspaces/workspace_id/

api/vl/remote_write

msg="non-recoverable error" count=500 err="server returned HTTP status 429 Too Many
Requests: user=accountid_workspace_id:
per-user series limit (local limit: @ global limit: 3000000 actual local limit: 500000)

exceeded
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Cl2 oKt SAE 429 @ B 7} EA|E|H
WorkspaceZ C|O|EHE MEE = A= &
Prometheus &% 2k Z a8+ ZdQL|C}.

2%10| RemoteWrite Prometheus &8 APIE A& 35104
T ERTM )0 CHE Amazon Managed Service for

ts=2024-03-26T16:50:21.780708811Z caller=dedupe.go:112 component=remote level=error
remote_name=abl23c
url=https://aps-workspaces.us-east-1.amazonaws.com/workspaces/workspace_id/api/vl1l/
remote_write

msg="non-recoverable error" count=1000 exemplarCount=0 err="server returned HTTP status
429 Too Many Requests: {\"message\":\"Rate exceeded\"}"

CHS ot RAFSH 400 2 F 7} EAIZ|H 2%0| Amazon Managed Service for Prometheus &4 A|7|
H IS T ope JALICH M AAHYE 22 Aol Lol cHEt RHAIEH LI 2 24 Al2l= 7|2
2 MME FESHMIR.

ts=2024-03-26T16:50:21.780708811Z caller=push.go:53 level=warn
url=https://aps-workspaces.us-east-1.amazonaws.com/workspaces/workspace_id/api/v1l/
remote_write

msg="non-recoverable error" count=500 exemplarCount=0

err="server returned HTTP status 400 Bad Request: maxFailure (quorum) on a given error
family, rpc error: code = Code(400)

desc = addr=10.1.41.23:9095 state=ACTIVE zone=us-east-la, rpc error: code = Code(400)
desc = user=accountid_workspace_id: per-user series limit of 10000000 exceeded,
Capacity from 2,000,000 to 10,000,000 is automatically adjusted based on the last 30
min of usage.

If throttled above 10,000,000 or in case of incoming surges, please contact
administrator to raise it.

(local 1imit: @ global limit: 10000000 actual local limit: 92879)"
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https://promlabs.com/blog/2022/12/15/understanding-duplicate-samples-and-out-of-order-timestamp-errors-in-prometheus/
https://promlabs.com/blog/2022/12/15/understanding-duplicate-samples-and-out-of-order-timestamp-errors-in-prometheus/
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-CW-usage-metrics.html
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https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
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https://console.aws.amazon.com/prometheus/home
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aws amp tag-resource --resource-arn arn:aws:aps:us-
west-2:123456789012:workspaces/IDstring
--tags Status=Secret, Team=My-Team
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https://docs.aws.amazon.com/cli/latest/userguide/installing.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://console.aws.amazon.com/prometheus/home
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aws amp list-tags-for-resource --resource-arn arn:aws:aps:us-
west-2:123456789012:workspace/IDstring
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{
"tags": {
"Status": "Secret",
"Team": "My-Team"
}
}
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« Amazon Managed Service for Prometheus API

* Prometheus &2 API

Amazon Managed Service for Prometheus API
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* DeleteAlertManagerSilence
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 RemoteWrite

CreateAlertManagerAlerts
CreateAlertManagerAlerts &2 I AHO|AM LRSS HMFLICH
R ESHHTTP S Ak

POST

|EE URL

/workspaces/workspaceId/alertmanager/api/v2/alerts
URL # 2| mt2t0OlE:

alerts ZI 2|7} stLto| L3S LIEILHE A BHEULICH ChE2 L& A el oM LCt.

[
{
"startsAt": "2021-09-24T17:14:04.9957",
"endsAt": "2021-09-24T17:14:04.995Z2",
"annotations": {
"additionalPropl": "string",
"additionalProp2": "string",
"additionalProp3": "string"
},
"labels": {
"additionalPropl": "string",
"additionalProp2": "string",
"additionalProp3": "string"
.
"generatorURL": "string"
}
]
ME 2%

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts
HTTP/1.1

Content-Length: 203,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

CreateAlertManagerAlerts 242
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User-Agent: Grafana/8.1.0

[
{
"labels": {
"alertname": "test-alert"
},
"annotations": {
"summary": "this is a test alert used for demo purposes"
.
"generatorURL": "https://www.amazon.com/"
}
]
ME 8%

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 0

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

DeleteAlertManagerSilence

DeleteSilences & &l StLIE AK|ELICE.

REBHHTTP SAk:

DELETE
&8 URL

/workspaces/workspacelId/alertmanager/api/v2/silence/silencelID
URL #2| mt2tolE: g1

ME 2%

Mkl

DELETE /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silence/
d29d9df3-9125-4441-912c-70b05f861f973 HTTP/1.1

DeleteAlertManagerSilence 243
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Content-Length: 0,
Authorization: AUTHPARAMS
X-Amz-Date: 20201201T193725Z
User-Agent: Grafana/8.1.0

AH
(=]

Ch
=

Mkl
0lo

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: @

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

GetAlertManagerStatus

GetAlertManagerStatus= Y& #Z|Xto| &EHoi CHEF HE

i
N
L
>
=
g'l_-

T

I

EEHHTTP SAL:

Jo

GET
URI:

=
ol
ro

/workspaces/workspacelId/alertmanager/api/v2/status
URL #Z| m}2t0/H: eiS

ME

M|k

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/status
HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

AH
=]

Ct
=

Mkl
0l0

HTTP/1.1 200 0K
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x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 941

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"cluster": null,
"config": {
"original": "global:\n resolve_timeout: 5m\n http_config:\n
follow_redirects: true\n smtp_hello: localhost\n smtp_require_tls: true\nroute:
\n receiver: sns-0\n group_by:\n - label\n continue: false\nreceivers:\n-
name: sns-@\n sns_configs:\n - send_resolved: false\n http_config:\n
follow_redirects: true\n sigv4: {3\n topic_arn: arn:aws:sns:us-
west-2:123456789012:test\n subject: '{{ template \"sns.default.subject\" . }}'\n
message: '{{ template \"sns.default.message\" . }}'\n workspace_arn:
arn:aws:aps:us-west-2:123456789012:workspace/ws-58a6a446-5ec4-415b-9052-a449073bbd0a
\ntemplates: []\n"
},
"uptime": null,
"versionInfo": null

GetAlertManagerSilence
GetAlertManagerSilences & Y& stLtol CHet HEE HAMELICEH

QESHTTP SAL

/workspaces/workspacelId/alertmanager/api/v2/silence/silencelID
URL #{2| mt2tolE: g1

ME 2%

M|k

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silence/
d29d9df3-9125-4441-912c-70b05f861f973 HTTP/1.1
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Content-Length: 0,
Authorization: AUTHPARAMS
X-Amz-Date: 20201201T193725Z
User-Agent: Grafana/8.1.0

>
M|kl
0l0

H

=

Ct
=

HTTP/1.1 200 0K

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535

Content-Length: 310

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT
Content-Type: application/json
Server: amazon

vary: Origin

"id": "d29d9df3-9125-4441-912c-70b05f861973",

"status": {
"state": "active"

}I

"updatedAt": "2021-10-22T719:32:11.763Z2",

"comment": "hello-world",
"createdBy": "test-person",
"endsAt": "2023-07-24T01:05:36.000Z",
"matchers": [
{
"isEqual": true,
"isRegex": true,
"name": "job",
"value": "hello"

1,
"startsAt": "2021-10-22T19:32:11.763Z"

GetLabels

GetLabels X2 AlA|Gxt 2tEdEl Blojl22 A

REBHHTTP SAhL

GET, POST

GetlLabels
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F=8 URL
/workspaces/workspacelId/api/v1l/labels

/workspaces/workspaceId/api/vl/label/label-name/values O| URI= GET &0t
K| &gt

URL 2| Zt2t0lE:

match[]=<series_selector> 2l|0|2 O|§2 212 AlEIZE MEiGt= BtF Al2[= MEHT| Q1
QULICH MEH AME

start=<rfc3339 | unix_timestamp> A|Xf EFQUAEHEQIL|C} MEH ALEL

end=<rfc3339 | unix_timestamp> ZT = EtHARHZ QL |C} B4 ALE,

/workspaces/workspaceld/api/vl/labelsof CiEt MZ 27X

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/labels HTTP/1.1
Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

/workspaces/workspaceId/api/vl/labelsOi CHSF MZ SE

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 1435

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"status": '"success",

"data": [
"__name__",
"access_mode",
"address",
"alertname",
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"alertstate",

"apiservice",

"app",
"app_kubernetes_io_instance",
"app_kubernetes_io_managed_by",
"app_kubernetes_io_name",
"area",
"beta_kubernetes_io_arch",
"beta_kubernetes_io_instance_type",
"beta_kubernetes_io_os",
"boot_id",

"branch",

"broadcast",

"buildDate",

/workspaces/workspaceld/api/vl/label/label-name/valuesOi CiEt ME @™

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/label/access_mode/values
HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

/workspaces/workspaceld/api/vl/label/label-name/valuesOi CiSH MZ &

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 74

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"status": '"success",
"data": [
"ReadWriteOnce"

GetlLabels 248
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}

GetMetricMetadata

GetMetricMetadata U2 CH M 2Hx) A3 21E Sl X|Eof CHEt HEHIO|EE A grLCt,

CHe H2 = MSskx| E&Lch

#el Znte| olole MM Zf 7|7k X|& O|F 0| Z 2o
TlE nfet HECOlE A S5¢ X2 FEELIct

QEEHTTP SAL

/workspaces/workspacelId/api/vl/metadata
URL #2| mt2talE:

limit=<number> Bt&tE Z[CH X|E +QILIC}

metric=<string> HEIC|O|EHHE TEHEE M X[E O
E HIEFHIOIE 7t ZHAHElL|CE.

ME %

M|k

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/metadata HTTP/1.1

Content-Length: 0O,

Authorization:

AUTHPARAMS

X-Amz-Date:
User-Agent:

>

H

Ck
=

=

M|k
0l0

20201201T1937257
Grafana/8.1.0

HTTP/1.1 200 0K

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535

Connection:
Date: Tue,

Server:

Transfer-Encoding:

keep-alive

application/json

amazon

chunked

@1 Dec 2020 19:37:25 GMT
Content-Type:

| 2 ol M sliiE X[& o|Fof Cisll =&

2iL|ct. o] mtEt0|EE HIR 5

H ZE X|

GetMetricMetadata
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{
"status": "success",
"data": {
"aggregator_openapi_v2_regeneration_count": [
{
"type": "counter",

"help": "[ALPHA] Counter of OpenAPI v2 spec regeneration count broken
down by causing APIService name and reason.",

"unit":

1,

GetSeries
GetSeries U2 EM t|0|E MEQ} UXISIE AlHE S5 AAUELICE
S5 HTTP SAH

GET, POST

/workspaces/workspaceld/api/vl/series
URL # 2| ot2t0lE:

match[]=<series_selector> BI&te AIZ[ZE MEISIE BHF Al2|= MEST] Ql=AL|CH 174
O|& 2| match[] ¢/+E ANZ38HoF gLiCt.

start=<rfc3339 | unix_timestamp> A|Z} EFUARMZQIL|C} MEH ALE

end=<rfc3339 | unix_timestamp> B = EIUABMI Q1L |C}, MEH ALE

ME 2%

M|kl

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/series --data-urlencode
'match[]=node_cpu_seconds_total{app="prometheus"}' --data-urlencode 'start=1634936400'
--data-urlencode 'end=1634939100' HTTP/1.1

Content-Length: 0,

GetSeries 250
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AR 7H0|E

Authorization: AUTHPARAMS
X-Amz-Date: 20201201T1937257
User-Agent: Grafana/8.1.0

AH
(=]

Ch
=

Mkl
0lo

HTTP/1.1 200 0K

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

content-encoding: gzip

"status": "success",
"data": [
{

" _name__":

"node_cpu_seconds_total",
"prometheus",

app":
"app_kubernetes_io_managed_by": "Helm",

"chart": "prometheus-11.12.1",

"cluster": "cluster-1",

"component": '"node-exporter",

"cpu": "Q",

"heritage": "Helm",

"instance": "10.0.100.36:9100",

"job": "kubernetes-service-endpoints",

"kubernetes_name": "servicesstackprometheuscfl4a6d7-node-exporter",
"kubernetes_namespace": "default",

"kubernetes_node": "ip-10-0-100-36.us-west-2.compute.internal”,
"mode": "idle",

"release": "servicesstackprometheuscfl4a6d7"

__name__": "node_cpu_seconds_total",
"app": "prometheus",
"app_kubernetes_io_managed_by": "Helm",
"chart": "prometheus-11.12.1",
"cluster": "cluster-1",

"component": "node-exporter",

"cpu": "Q",

"heritage": "Helm",

GetSeries
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"instance": "10.0.100.36:9100",

"job": "kubernetes-service-endpoints",
"kubernetes_name": "servicesstackprometheuscfl4a6d7-node-exporter",
"kubernetes_namespace": "default",
"kubernetes_node": "ip-10-0-100-36.us-west-2.compute.internal",
"mode": "iowait",
"release": "servicesstackprometheuscfl4a6d7"
iy
]
}
ListAlerts
ListAlerts Y2 I AHO|A0A 2HRH N AENQI SEIS AMEL|Ct

&t HTTP SAt

Jo
ol
;

/workspaces/workspaceld/api/vl/alerts

0x
M|k

2

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/alerts HTTP/1.1

Content-Length:
Authorization:

0,
AUTHPARAMS

X-Amz-Date:

20201201T193725Z

User-Agent: Grafana/8.1.0

Ct

AH
=

=

M|kl
0[0

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 386

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

ListAlerts
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{
"status": "success",
"data": {
"alerts": [
{

"labels": {
"alertname": "test-1l.alert",
"severity": "none"

.

"annotations": {
"message": "message"

},

"state": "firing",

"activeAt": "2020-12-01T19:37:25.429565909Z2",

"value": "le+00"

}
]
},
"errorType": "",
"error": ""
}
ListAlertManagerAlerts

rr
o
o
2
o
o
0

ListAlertManagerAlerts= ¥IAHO|AS| A& B IR0 A TIRH E st QU

HE AME LT
FEEHHTTP SAL

GET
URI:

=l
ol
ro

/workspaces/workspaceld/alertmanager/api/v2/alerts

0x
Mk

(SkS

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts
HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

ListAlertManagerAlerts 253
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User-Agent: Grafana/8.1.0

AH
=

Ch
=

M|kl
0lo

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 354

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"annotations": {
"summary": "this is a test alert used for demo purposes

1,
"endsAt": "2021-10-21T22:07:31.50172",
"fingerprint": "375eab7b59892505",
"receivers": [

{

"name": "sns-0"

1,
"startsAt": "2021-10-21T22:02:31.501Z7",

"status": {
"inhibitedBy": [],
"silencedBy": [],
"state": "active"
},
"updatedAt": "2021-10-21T22:02:31.501Z2",
"labels": {
"alertname": "test-alert"

ListAlertManagerAlertGroups

fjo

ListAlertManagerAlertGroups X2 3 Amo|A 0| U2 ZE|Rto FAHE L2 I8 =2
AMBrL|CH.

ListAlertManagerAlertGroups 254
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RES HTTP SAk:

GET
F= URL

/workspaces/workspacelId/alertmanager/api/v2/alerts/groups

URL # 2| Zi2t0]E:

active 2 LIC} true?! B
B ALY
silenced 22 &LIC} true?! &4
Ct. MEH ALE

inhibited £ &lL|C}. true?!
L|C}. MEH ALE
filter EA+Y HHLQIL|CH &

ojo|
=K

]
o

receiver Xt Lich &

AH

MI O %

(=]

M|k

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts/

groups HTTP/1.1
Content-Length: 0O,

Authorization: AUTHPARAMS
X-Amz-Date: 20201201T1937257
User-Agent: Grafana/8.1.0

Ct

AH
=

=

Mkl
0lo

HTTP/1.1 200 OK
x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535

Content-Length: 443
Connection: keep-alive
Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json
Server: amazon

ListAlertManagerAlertGroups

255



Amazon Managed Service for Prometheus ALZ%t 7H0|=

vary: Origin

[
{
"alerts": [
{
"annotations": {
"summary": "this is a test alert used for demo purposes"”
},
"endsAt": "2021-10-21T22:07:31.501Z2",
"fingerprint": "375eab7b59892505",
"receivers": [
{
"name": "sns-0"
}
1,
"startsAt": "2021-10-21T722:02:31.501Z",
"status": {
"inhibitedBy": [],
"silencedBy": [1,
"state": "unprocessed"
.
"updatedAt": "2021-10-21T22:02:31.501Z",
"generatorURL": "https://www.amazon.com/",
"labels": {
"alertname": "test-alert"
}
}
1,
"labels": {3,
"receiver": {
"name": "sns-0"
}
}
]

ListAlertManagerReceivers
ListAlertManagerReceivers 242 2l Zt2[xtol| FEE F=417]0of CiEt HEE AAgLCt
S &S HTTP S Ak

GET

ListAlertManagerReceivers 256
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|38 URI:

/workspaces/workspacelId/alertmanager/api/v2/receivers
URL # 2| Z+2t0lE: eig

ME 2%

Mkl

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/receivers
HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

>

H

=

CH
=

M|kl
0lo

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 19

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"name": "sns-0"

ListAlertManagerSilences
ListAlertManagerSilences 22 I AHO[AN FHE T Lol CHEt WEE HAMELICtH
FEEHTTP SAL

GET

K EF URI:

/workspaces/workspaceId/alertmanager/api/v2/silences

ListAlertManagerSilences 257
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ME 2%

Mkl

GET /workspaces/ws-58a6a446-5ec4-415b-9052-a3449073bbd0a/alertmanager/api/v2/silences

HTTP/1.1

Content-Length: 0,
Authorization: AUTHPARAMS
X-Amz-Date: 20201201T193725Z
User-Agent: Grafana/8.1.0

AH
(=]

Ch
=

M|kl
0lo

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 312

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"id": "d29d9df3-9125-4441-912c-70b05f861973",
"status": {
"state": "active"
1,
"updatedAt": "2021-10-22T19:32:11.763Z",
"comment": "hello-world",
"createdBy": "test-person",
"endsAt": "2023-07-24T01:05:36.000Z",
"matchers": [
{
"isEqual": true,
"isRegex": true,
"name": "job",
"value": "hello"

1,
"startsAt": "2021-10-22T19:32:11.763Z"

ListAlertManagerSilences
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ListRules

ListRules= I AW 0|A00 FEE 20l CHEr HEE AMELICH

RESHHTTP SAk:

/workspaces/workspacelId/api/vl/rules

0x
(T

(S

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/rules HTTP/1.1
Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T1937257

User-Agent: Grafana/8.1.0

>

H

Ck
=

=

M|k
0l0

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 423

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

{
"status": '"success",
"data": {
"groups": [
{
"name": "test-1l.rules",
"file": "test-rules",
"rules": [
{
"name": "record:1",
"query": "sum(rate(node_cpu_seconds_total[1@m:1m]))",

ListRules 259
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"labels": {3},
"health": "ok",
"lastError": "",
"type": "recording",
"lastEvaluation": "2021-10-21T21:22:34.4295659097",
"evaluationTime": 0.001005399
}
1,
"interval": 60,
"lastEvaluation": "2021-10-21T21:22:34.4295639927",
"evaluationTime": 0.001010504
}
]
iy
"errorType": "",
"eIIOI". mnmn
}
PutAlertManagerSilences
PutAlertManagerSilences U2 M| 8 &2 MY5tHL 7|&E F8 L& Hol|o|EgLCt
FEEHTTP SAk
POST
S &8 URI:
/workspaces/workspacelId/alertmanager/api/v2/silences
URL # 2| mt2t0(E:
silence 32 LIEIL= A LICH HAl2 Ctgot Z&Lct
{
"id": "string",
"matchers": [
{
"name": "string",
"value": "string",
260

"isRegex": Boolean,
"isEqual": Boolean

}
]I

PutAlertManagerSilences
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"startsAt": "timestamp",
"endsAt": "timestamp",
"createdBy": "string",
"comment": "string"
}
ME 2N

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silences
HTTP/1.1

Content-Length: 281,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

"matchers": [

{
"name":"job",
Ilvaluell : Ilupll'
"isRegex":false,

"isEqual":true

1,
"startsAt":"2020-07-23T01:05:36+00:00",
"endsAt":"2023-07-24T01:05:36+00:00",
"createdBy":"test-person",
"comment":"test silence"

AH

C}
=

=

Mkl
0lo

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 53

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

PutAlertManagerSilences 261
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"silenceID": "512860da-74f3-43c9-8833-cec026542b32"

QueryMetrics

rr
ne
0
N
[
ofn
Qo
ro
|>
rm
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o

QueryMetrics B2 HH A™H =
KEE HTTP SAL

GET, POST
F= URI

/workspaces/workspaceld/api/vl/query O| URIE B A|HQ| QIAEE 2|2 TWIIEL
Ct.

/workspaces/workspaceId/api/vl/query_range O| URI= Y 7|7t S¢to| QIARHE
2lE Grtect

URL #2| mtetolE:

query=<string> Prometheus 34| Z|2| 2XIFLICt. query & query_range = Ctoll AFE
Euct.

time=<rfc3339 | unix_timestamp> (M4 AtE) B A™EM QUABHE 2|0 queryE At
5te 82 Bt EtARZQL|CE

timeout=<duration> (/“IEH A "IF Azt Z=oILICE 71822 -query. timeout EEi2
2o 2 MEHELICH query & query_range = CHoil AFSELICH,

start=<rfc3339 | unix_timestamp> query_rangeZ AlE3l0q 7|Ztol| CHEH 22l B2
A2} EtUABHZ QI |CE,

end=<rfc3339 | unix_timestamp> query_rangeE At&35t0{ 7|ZHol| CHAH #EIStE B
SE EtAARMZ QILCE

step=<duration | float>duration
LICt query_rangeE AFE5to{ & 7|7t
glct.

o

A EE floatX HRIZ LIEHLHE #E| sHZ BAH &
S Felst= ZBolT A8, siY FHelo 2R

max_samples_processed_warning_threshold= <1nteger> (MEH ALE 7('|E|5| e HE
(QSP)ofl CHet B YAHIZEE HEELICh 2{2(7to| YAz ol =2 6HH API SE o 21 HIAIX|7t
dbetELlct.
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max_samples_processed_error_threshold=<integer>> (ME A& XZ|E 22| ME
(QSP)2| 2 F AHIZtE MH™EELICE o] lAIZtE =otsle #ele 27 8 HEEH 30| ™
TE|X| t&LICH T8 F 2| IS WX|ste Ol AFSE LC.

x| Alzt

Prometheus & APIQ| duration® <A}0O|H, 1 Fof| HIZ CI& B & stLE7} kS LICE.

« msEZ=E

e X

« mE

« hA|Zt

« dY(EA SR E 24A|Zt2 2 THH)
c wH(EH EFFE TLR THH)

C YRS 192 365UR THE)
ME 2

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/query?
query=sum(node_cpu_seconds_total) HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

>

H

=

Ck
=

M|kl
0l0

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 132

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

content-encoding: gzip

"status": "success",
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"data": {
"resultType": "vector",
"result": [
{

"metric": {3},

"value": [
1634937046.322,
"252590622.81000024"

RemoteWrite

RemoteWrite 212 Prometheus AHH2| X|EE ¢ URLO| EESHE Ao ZE 7|S8L|CH it
Mo 2 Prometheus M2 Z2 7|E ZEI0|UEE AIE3510{ O 22 SETLICE

RESHHTTP SAk

POST
FEE URL:
/workspaces/workspacelId/api/vl/remote_write

URL 2| Zt2+0|E:

o4
HA

0jo

RemoteWritel| £& £ &= =Y 70,0007 MEZ0|1 =& HAE 3 7|= 1,000,0007 MZlL|C}.

AH

MZ O Xy

o

Mk

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/remote_write --data-
binary "e@real-dataset.sz" HTTP/1.1

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Prometheus/2.20.1

Content-Type: application/x-protobuf

Content-Encoding: snappy

X-Prometheus-Remote-Write-Version: 0.1.0

RemoteWrite 264
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body

QY 2 FE2 https://github.com/prometheus/prometheus/
blob/1c624c58ca934f618be737b4995e22051f5724c1/prompb/remote.pb.go#L640MH T2 E

2 B HolE HESML.

>

H

=

Ct
=

M|kl
0[0

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length:0

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin
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https://docs.aws.amazon.com/prometheus/latest/userguide/security-iam-awsmanpol.html#AmazonPrometheusConsoleFullAccess
https://docs.aws.amazon.com/prometheus/latest/userguide/security-iam-awsmanpol.html#AmazonPrometheusConsoleFullAccess
https://docs.aws.amazon.com/prometheus/latest/userguide/security-iam-awsmanpol.html#AmazonPrometheusConsoleFullAccess
https://docs.aws.amazon.com/prometheus/latest/userguide/security-iam-awsmanpol.html#AmazonPrometheusConsoleFullAccess
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https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-collector.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-collector.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-collector.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-collector.html
https://docs.aws.amazon.com/prometheus/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonPrometheusScraperServiceRolePolicy
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https://docs.aws.amazon.com/prometheus/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonPrometheusScraperServiceRolePolicy
https://docs.aws.amazon.com/prometheus/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/Welcome.html
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https://docs.aws.amazon.com/prometheus/latest/userguide/encryption-at-rest-Amazon-Service-Prometheus.html
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https://docs.aws.amazon.com/prometheus/latest/userguide/security-iam-awsmanpol.html#AmazonPrometheusFullAccess
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https://docs.aws.amazon.com/prometheus/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonPrometheusScraperServiceLinkedRolePolicy
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https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-collector.html
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https://docs.aws.amazon.com/prometheus/latest/userguide/integrating-grafana.html
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