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https://aws.amazon.com/architecture/well-architected
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/welcome.html
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https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/capabilities.html

AWS HE 7tol= 0424 2 &t Aws AH

S 7E of7|Elx = TEtE @{eh ID 22| & HAM|A Aod

CtE HE ot 7[RI E MEtets XN EAlE 22 Lol M AE 22 & d™5teE AULch a3 oS A
SAHE Z7behD AT T HMAS PAE & A& LICH of MMl ME oi2] AWS HIZoll THE A
EEXt HMAE EEIStE H2 Talg dHELICH

ol M2 tg Bjoz TAELIC

- ZY HHY

. T E Ay

« ZXEH FTL

« Z7| MR FTL

o HH AY e

EARS RS

0o AX0| Q= Ao R E5 0|3E AN =2|xo 2 #a|g AWS H XS Q& LICAWS
Organizations. 2| 7|1 AWS Organizations 2 2|2 A2} T AWS 2L A0 HMAT = = R4
SB2 AWS AY Z&sts EEYLICH &2 B CHR[ZE Z2[f = AWS HH U EE SEstes
AEE[LICE

HHEE A8stod ZEIg MadstH HHo| =0l gl AHKIZ R AN == FE AFolztn &)o|

ElLch ZZof 2| A2 stLtEF I = UA&LICH AWS HI™E Z2|of F7hetE "M A Eol Euict

(@ Note
AWS HH 3 7 ofls RE ALSRIEHE B R SOl QlaLich A MME M AL
B Ol FA0 2B A S0I RE ASRIE 2018 4 QlaLich Tt Y4EE

(o)

At | =k
o AI7;|0.| 22| &redo| A0

— 1

x4
I= 2E ASXHE ALSSHX| Ot 20| EALICH AHME LIS

AWS HH R E AEXIE BZFHAMIR.
Est M Ao CHEt R E HMAE L £E&stn T2 O HH HHHMH FE AFXE R
4 sHE M7Hst= ol E&LICH

=X EE X ==t °|(OU) Al HY AHOZE FMHEIAS™ ER 22 A™HE FAEL|CY.
SEE ZEo| ZE AHXof cht A2l Z4E|o|L{LICH =& EH|(0OU)=E £ E LHQ| https://
docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#account|



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-enable-root-access.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#root
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#account

AWS HE 7tol= 0424 2 &t Aws AH

ol Cigh ZE|O|LILICH ouol= CHE OU EE= HH A Ho| 28 E + JU&LICH ovolls &9 &
F0| 5tLIEH US &= A2 ZF H™H2 stLtel ouol| Bt & £ l&LIct RHAIEH LHE2 01 & 7H

'H(AWS Organizations EA)2 HZXHMIL.

-

MH[A Ko HEH(SCP)2 AFEAtet A 0| ABE == U= MH[AL 2 YE X|HELICH SCPs= HE
2 2043t x| gf=rte M2 A 2l5HE AWS Identity and Access Management (IAM) T8 21 0F R AL

BHLICH CHAI SCP= ZITH HEHS HOIBLICH ABQl =C 5 sttol HAS AW ST == LHo
ZE OU U HFo| HA0| HBELICH o1& Soi, RO HAS MM XX IE Ut Aol
A%0| HBE|T OUO BHAS S 83 CHA 0US OU W HFofBH F&40| MBELICt

212 H0] BHRCP)E 7 Lf 22201 H8 T2t 2I0) 2818 BYOIM HofelLIck. RCPs A
3| BlaATt ZE 9 AMA Fof KA Lholl Y= she o 20| Huick

AWS Organizations
&2| 0|y & stLt=
k=2
o

ILICt REAIEH L

2L£E N850 ZE L B E AHH
E [m]

o
=
e QU M A XD sl o E oo

4
=
E = =]
2 5§ ZHI(AWS Organizations EM)E &= 5HMIQ.

2 ALY
- 7IE r 5o =22 AWS A MAEHR| OtM 2. Z=2o] #E| AI™Ho| Bl M A™Ho 2 Al=HE!
thr HEh AE U2 TR ol | AE LHolM =~E = /20 SCPs & RCPs & 2| AlHof X&

IRl gL 22192 22l AN ZEE F2ALE laA HOISE 2l AN B2lstor
st= =52 20 X[EHsH ok

. BE| AT CHE HMAE M
shLiCt

. SCPE AL&3tod 2, ZX| CHe| I 2t H|Zoll CHEH 2/ #Ehe HolgrLIC 22| Aol SCPE

M M8 4 gL

rob

M
K
Hu
I
kal
oC
>
=
wn
M
=
Q'I_l

1 ZEg grelolor st TRl =B |

+ RCPs A2 3t0f Bl #Bo| 2|aA0f CH3t T H3HS HolgrLic RCPs 22| A™ol =K M8
ol' _J'\_ O-IAL_||:|.

(AWS Organizations EA{) 2= Al2{|E AWS Organizations &8 LILC}.

(¢}

2ot ojEZFHolIMHE HiZE £ e S ™Rl &2 MAIE CHE H™E AWS L
Ct. CtS H™E ol 7|=IR], ID & HHA BE|, HHAA OO|E EoH HELT A L 2ZLE AR

£ MSELICE AWS Control Towere AHS3HE! 7IERY2 MS35t04 CHE AH &4
O HHIAAE BEstete MHIAQLICH Yt o 2 H|™H AWS MH|A LHCHEE QAAED

I

.



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#organizationalunit
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/consolidated-billing.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_best-practices.html
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https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/design-principles-for-your-multi-account-strategy.html
https://docs.aws.amazon.com/controltower/latest/userguide/best-practices.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/controltower/latest/userguide/region-deny.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_ous.html
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https://aws.amazon.com/blogs/startups/how-setting-up-iam-users-and-iam-roles-can-help-keep-your-startup-secure/
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/supported-idps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-abac.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-abac.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-abac-policies.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-abac-policies.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_invites.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_invites.html#orgs_manage_accounts_accept-decline-invite
https://docs.aws.amazon.com/cur/latest/userguide/cur-s3.html
https://docs.aws.amazon.com/cur/latest/userguide/cur-s3.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_access.html#orgs_manage_accounts_create-cross-account-role
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_access.html#orgs_manage_accounts_create-cross-account-role
https://docs.aws.amazon.com/organizations/latest/userguide/best-practices_member-acct.html
https://docs.aws.amazon.com/controltower/latest/userguide/account-factory.html
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https://docs.aws.amazon.com/vpc/latest/userguide/default-vpc.html
https://docs.aws.amazon.com/controltower/latest/userguide/vpc-concepts.html
https://docs.aws.amazon.com/controltower/latest/userguide/configuring-account-factory-with-VPC-settings.html
https://docs.aws.amazon.com/vpc/latest/userguide/default-vpc.html#deleting-default-vpc
https://docs.aws.amazon.com/controltower/latest/userguide/aft-overview.html
https://docs.aws.amazon.com/controltower/latest/userguide/aft-overview.html
https://docs.aws.amazon.com/controltower/latest/userguide/provision-as-end-user.html
https://docs.aws.amazon.com/controltower/latest/userguide/provision-as-end-user.html
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https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/controltower/latest/userguide/aws-multi-account-landing-zone.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html#tag-best-practices
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html#tag-best-practices
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/operating-model.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://github.com/aws-samples/example-permissions-boundary
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AX Het M E

A5 &2 BillingAccessPermissionSetE AF&3+0{ ZF 71’4 AWS Cost Explorer 2| AWS Billing 2& CH
AEE ZE SU .

BillingAccessPermissionSet:

Type: "AWS::SSO::PermissionSet"

Properties:
Description: Access to Billing and Cost Explorer
InstanceArn: !Sub "arn:${AWS::Partition}:sso:::instance/ssoins-instanceId"
ManagedPolicies:

- 1Sub "arn:${AWS::Partition}:iam: :aws:policy/job-function/Billing"

Name: BillingAccess
SessionDuration: PT8H
RelayStateType: https://console.aws.amazon.com/billing/home
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https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsets.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/gettingstarted.templatebasics.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/gettingstarted.templatebasics.html
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DeveloperAccessPermissionSet:
Type: "AWS::SSO::PermissionSet"
Properties:
Description: Access to provision resources through CloudFormation
InlinePolicy: !Sub |-
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:${AWS::Partition}:iam::*:role/CloudFormationRole",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${!aws:PrincipalAccount}",
"jam:PassedToService": "cloudformation.${AWS: :URLSuffix}"

"Effect": "Allow",

"Action": [
"cloudformation:ContinueUpdateRollback",
"cloudformation:CreateChangeSet",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:RollbackStack",
"cloudformation:UpdateStack"

15
"Resource": "arn:${AWS::Partition}:cloudformation:*:*:stack/app-*",
"Condition": {

"ArnLike": {
"cloudformation:RoleArn": "arn:${AWS::Partition}:iam::${!
aws:PrincipalAccount}:role/CloudFormationRole"
.
"Null": {
"cloudformation:ImportResourceTypes": true

JHEERE HEF ME
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}I
{

"Effect": "Allow",

"Action": [
"cloudformation:CancelUpdateStack",
"cloudformation:DeleteChangeSet",
"cloudformation:DetectStackDrift",
"cloudformation:DetectStackResourceDrift",
"cloudformation:ExecuteChangeSet",
"cloudformation:TagResource",
"cloudformation:UntagResource",
"cloudformation:UpdateTerminationProtection"

1,

"Resource": "arn:${AWS::Partition}:cloudformation:*:*:stack/app-*"

},

{
"Effect": "Allow",

"Action": [
"cloudformation:CreateUploadBucket",
"cloudformation:ValidateTemplate",
"cloudformation:EstimateTemplateCost"

1,

"Resource": "*"

}
InstanceArn: !Sub "arn:${AWS::Partition}:sso:::instance/ssoins-instanceId"
ManagedPolicies:
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSServiceCatalogEndUserFullAccess
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSProtonDeveloperAccess"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSBillingReadOnlyAccess"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSSupportAccess"
- ISub "arn:${AWS::Partition}:iam::aws:policy/ReadOnlyAccess"
Name: DeveloperAccess
SessionDuration: PT8H

ZT2EM et ME
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ProductionPermissionSet:
Type: "AWS::SSO::PermissionSet"
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Properties:

Description: Access to production accounts

InlinePolicy: !Sub |-
{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:${AWS::Partition}:iam::*:role/CloudFormationRole",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${!aws:PrincipalAccount}",
"iam:PassedToService": "cloudformation.${AWS::URLSuffix}"
}
}
},
{
"Effect": "Allow",
"Action": "cloudformation:ContinueUpdateRollback",
"Resource": "arn:${AWS::Partition}:cloudformation:*:*:stack/app-*",

"Condition": {
"ArnLike": {

"cloudformation:RoleArn": "arn:${AWS::Partition}:iam::${!
aws:PrincipalAccount}:role/CloudFormationRole"

}

}
.
{

"Effect": "Allow",

"Action": "cloudformation:CancelUpdateStack",

"Resource": "arn:${AWS::Partition}:cloudformation:*:*:stack/app-*"
}

}

InstanceArn: !Sub "arn:${AWS::Partition}:sso:::instance/ssoins-instanceId"

ManagedPolicies:
- ISub "arn:${AWS::Partition}:iam
- ISub "arn:${AWS::Partition}:iam
- ISub "arn:${AWS::Partition}:iam
Name: ProductionAccess
SessionDuration: PT2H

::aws:policy/AWSBillingReadOnlyAccess"
::aws:policy/AWSSupportAccess"”
::aws:policy/job-function/ViewOnlyAccess"
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CloudFormationRole:
Type: "AWS::IAM::Role"
Properties:

AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
Effect: Allow
Principal:
Service: !Sub "cloudformation.${AWS::URLSuffix}"
Action: "sts:AssumeRole"
Condition:
StringEquals:
"aws:SourceAccount": !Ref "AWS::AccountId"
Description: !Sub "DO NOT DELETE - Used by CloudFormation. Created by
CloudFormation ${AWS::StackId}"
ManagedPolicyArns:
- 1Sub "arn:${AWS::Partition}:iam::aws:policy/AdministratorAccess"
PermissionsBoundary: !Ref DeveloperBoundary
RoleName: CloudFormationRole

DeveloperBoundary:
Type: "AWS::IAM::ManagedPolicy"
Properties:

Description: Permission boundary for developers
ManagedPolicyName: PermissionsBoundary
PolicyDocument:

Version: "2012-10-17"

Statement:
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
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- Sid: AllowModifyIamRolesWithBoundary
Effect: Allow
Action:

- "iam:AttachRolePolicy"
- "iam:CreateRole"
- "iam:DeleteRolePolicy"

- "iam:DetachRolePolicy"

- "iam:PutRolePermissionsBoundary"
- "iam:PutRolePolicy"
Resource: !Sub "arn:${AWS::Partition}:iam::${AWS: :AccountId}:role/app/*"
Condition:
ArnEquals:
"iam:PermissionsBoundary": !Sub "arn:${AWS::Partition}:iam::
${AWS: :AccountId}:policy/PermissionsBoundary"
- Sid: AllowModifyIamRoles
Effect: Allow
Action:

- "iam:DeleteRole"

- "iam:TagRole"

- "iam:UntagRole"

- "iam:UpdateAssumeRolePolicy"

- "iam:UpdateRole"

- "iam:UpdateRoleDescription"
Resource: !Sub "arn:${AWS::Partition}:iam::${AWS: :AccountId}:role/app/*"

- Sid: OverlyPermissiveAllowedServices

Effect: Allow
Action:

- "lambda:*"

- "apigateway:*"

- "events:*"

- "s3:x"

- "logs:*"

Resource: "*"
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https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html#vpc-limits-peering
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html#vpc-limits-peering
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/vpc/latest/tgw/transit-gateway-centralized-router.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/welcome.html
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver.html
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https://docs.aws.amazon.com/vpc-lattice/latest/ug/what-is-vpc-service-network.html
https://docs.aws.amazon.com/vpc/latest/ipam/what-it-is-ipam.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
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https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
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https://docs.aws.amazon.com/network-firewall/latest/developerguide/suricata-examples.html#suricata-example-domain-filtering
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall-rule-actions.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started-fms-network-acl.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-overview-DSN-queries-to-vpc.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall-managed-domain-lists.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/profiles.html
https://docs.aws.amazon.com/waf/latest/developerguide/fms-chapter.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-chapter.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
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https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/centralized-access-to-vpc-private-endpoints.html#interface-vpc-endpoints
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/catalogs_portfolios_sharing_how-to-share.html#portfolio-sharing-organizations
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/catalogs_portfolios_sharing_how-to-share.html#portfolio-sharing-organizations
https://docs.aws.amazon.com/proton/latest/userguide/ag-env-account-connections.html
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https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_data-sources.html#guardduty_vpc
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_data-sources.html#guardduty_vpc
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html
https://docs.aws.amazon.com/general/latest/gr/guardduty.html#guardduty_region
https://docs.aws.amazon.com/general/latest/gr/guardduty.html#guardduty_region
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https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html#delegated-admin-designate
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html#delegated-admin-designate
https://docs.aws.amazon.com/macie/latest/user/what-is-macie.html
https://docs.aws.amazon.com/macie/latest/user/accounts-mgmt-ao.html
https://docs.aws.amazon.com/macie/latest/user/accounts-mgmt-ao-notes.html
https://docs.aws.amazon.com/macie/latest/user/accounts-mgmt-ao-integrate.html
https://docs.aws.amazon.com/macie/latest/user/accounts-mgmt-ao-integrate.html
https://docs.aws.amazon.com/macie/latest/user/account-mgmt-costs-calculations.html
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https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-prereq-orgs.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-prereq-orgs.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-setup-prereqs.html
https://docs.aws.amazon.com/securityhub/latest/userguide/designate-orgs-admin-account.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp.html
https://docs.aws.amazon.com/securityhub/latest/userguide/finding-aggregation.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_backup.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-best-practices/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-best-practices/welcome.html
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https://aws.amazon.com/blogs/mt/cross-account-configuration-with-aws-appconfig/
https://repost.aws/knowledge-center/resolve-cnamealreadyexists-error
https://repost.aws/knowledge-center/resolve-cnamealreadyexists-error
https://docs.aws.amazon.com/codeartifact/latest/ug/copy-package.html
https://docs.aws.amazon.com/codeartifact/latest/ug/copy-package.html
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https://repost.aws/knowledge-center/dynamodb-cross-account-migration
https://repost.aws/knowledge-center/dynamodb-cross-account-migration
https://repost.aws/knowledge-center/share-ebs-volume
https://repost.aws/knowledge-center/share-ebs-volume
https://docs.aws.amazon.com/AmazonECR/latest/userguide/registry-settings-examples.html#registry-settings-examples-crossaccount
https://docs.aws.amazon.com/AmazonECR/latest/userguide/registry-permissions-examples.html#registry-permissions-examples-all
https://docs.aws.amazon.com/AmazonECR/latest/userguide/registry-permissions-examples.html#registry-permissions-examples-all
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https://docs.aws.amazon.com/efs/latest/ug/efs-replication.html
https://repost.aws/knowledge-center/elasticache-redis-migrate-best-practices
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/environment-configuration-savedconfig.html
https://repost.aws/knowledge-center/elastic-beanstalk-migration-accounts
https://repost.aws/knowledge-center/elastic-beanstalk-migration-accounts
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-eips.html#transfer-EIPs-intro
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-eips.html#transfer-EIPs-intro
https://docs.aws.amazon.com/lambda/latest/dg/configuration-layers.html#configuration-layers-permissions
https://lightsail.aws.amazon.com/ls/docs/en_us/articles/amazon-lightsail-exporting-snapshots-to-amazon-ec2
https://lightsail.aws.amazon.com/ls/docs/en_us/articles/amazon-lightsail-exporting-snapshots-to-amazon-ec2
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
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https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-instance-wizard.html#liw-quickly-launch-instance
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-instance-wizard.html#liw-quickly-launch-instance
https://docs.aws.amazon.com/neptune/latest/userguide/backup-restore-copy-snapshot.html
https://docs.aws.amazon.com/neptune/latest/userguide/backup-restore-share-snapshot.html
https://repost.aws/knowledge-center/opensearch-restore-data
https://repost.aws/knowledge-center/opensearch-restore-data
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/replication.html
https://repost.aws/knowledge-center/rds-snapshots-share-account
https://repost.aws/knowledge-center/rds-snapshots-share-account
https://repost.aws/knowledge-center/account-transfer-redshift
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-transfer-between-aws-accounts.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-transfer-between-aws-accounts.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-transfer-between-aws-accounts.html#domain-transfer-between-aws-accounts-hosted-zone
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-migrating.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-change-owner.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-change-owner.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-owner-condition.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-owner-condition.html
https://aws.amazon.com/blogs/aws/heads-up-amazon-s3-security-changes-are-coming-in-april-of-2023/
https://aws.amazon.com/blogs/aws/heads-up-amazon-s3-security-changes-are-coming-in-april-of-2023/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-batch-replication-batch.html
https://repost.aws/knowledge-center/sagemaker-cross-account-model
https://repost.aws/knowledge-center/sagemaker-cross-account-model
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https://docs.aws.amazon.com/waf/latest/developerguide/getting-started-fms.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started-fms.html
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/consolidated-billing.html
https://docs.aws.amazon.com/cur/latest/userguide/cur-consolidated-billing.html
https://docs.aws.amazon.com/cur/latest/userguide/cur-consolidated-billing.html
https://aws.amazon.com/solutions/implementations/account-assessment-for-aws-organizations/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-startup-security-baseline/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-best-practices/welcome.html
https://aws.amazon.com/blogs/startups/how-setting-up-iam-users-and-iam-roles-can-help-keep-your-startup-secure/
https://aws.amazon.com/blogs/security/how-to-let-builders-create-iam-resources-while-improving-security-and-agility-for-your-organization/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/welcome.html
https://github.com/aws-samples/aws-control-tower-org-setup-sample
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https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/transitioning-to-multiple-aws-accounts.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/set-up-organization.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/centralized-egress.html#best-practices-egress
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/centralized-egress.html#best-practices-egress
https://docs.aws.amazon.com/en_us/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/set-up-organization.html#organization-best-practices
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/billing-considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/resource-migration.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/network-connectivity.html#connecting-applications
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/network-connectivity.html#connecting-applications
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https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
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