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Terraform 32 At= TerraformO| CI &8t API2I &3 &8 = JULH
AWS N3 AHE TerraformS AF& 3o I =& AWS Q! &
Cl. Terraform FE2& AWS APl 3£ 2 HHE510{ 2| AAE M, 2171, YOIo|E &l AFA|EHLICEH AWS

AWS SZAtE 182 XMElst, Terraform TE2 AWS APl 2 £ 2 #Hetst 1, 2|4
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# Configure the primary AWS Provider

provider "aws" {
region = "us-west-1"
alias = "primary"
}
# Configure a secondary AWS Provider for the replica Region and account
provider "aws" {
region = "us-east-1"
alias = "replica"
assume_role {
role_arn = "arn:aws:iam::<replica-account-id>:role/<role-name>"
session_name = "terraform-session"

# Primary Amazon RDS database
resource "aws_db_instance" "primary" {

provider = aws.primary

# ... RDS instance configuration

# Read replica in a different Region and account

resource "aws_db_instance" "read_replica" {
provider = aws.replica
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# ... RDS read replica configuration
replicate_source_db = aws_db_instance.primary.id

}

Ol dlMofM= ChE ol MEE LIt

« X WMl provider 282 1Y us-west-1 2|1T2| 7|2 AWS SZAE HES=ZE 7 /ggLCH
primary

- T Hm provider E52 e X|¥ol EX AWS SEAE HEFoE FHELICH us-east-1
replica Ol 3=%t= CHE X[ 2 A ™ol = 7|2 Cl|o|EH[0|A L 17| M SXEE BtEE
Ol AF2E/LICH assume_roleEE2 2|2 AXo|A IAM Q82 2t= O AIRELCH = 28
IAM 238 9| Amazon 2|4 A O|& (ARN) € role_arn X|H35tH session_name Terraform A9
T AERLCH

« aws_db_instance.primary2lAAE us-west-1 2|XQ| primary S2XHE AFE S04 7|2
Amazon RDS GCi|O|E{H|O|AE Mg LI}

« aws_db_instance.read_replicaZl&A = SZXE AFE5104 us-east-1 2|10 U= 7
& Clo|EHo|A ol ¢17| M8 SAMES M/ EE Lt replica replicate_source_db&&E2
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"Version": "2012-10-17",
"Statement": [
{
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html#access-analyzer-policy-generation-console
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"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/terraform-execution"

1,
"Action": "sts:AssumeRole"
}
]
}
17 CHZ aws sts assume-role AWS CLI HE & Al&5t0{ &d&oi CHs BEHo| At SHES ZAMeL|ct
Olz{8t A} BH2 YKo 2 1A|ZH SO R E&LICH

AWS CLI &2 of|A:

aws sts assume-role --role-arn arn:aws:iam::111122223333:role/terraform-execution --

role-session-name terraform-session-example

Gl A S 4 2l AMA 7|, 2ot 7| U MM E20| ZEE[0f

rr
o

24 Zof= AWSLHS € Q155 4 9]

L|C}.

I> 0%

)

"AssumedRoleUser": {
"AssumedRoleId": "AROA3XFRBF535PLBIFPI4:terraform-session-example",

"Arn": "arn:aws:sts::111122223333:assumed-role/terraform-execution/terraform-
session-example"
1,
"Credentials": {
"SecretAccessKey": " wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY",
"SessionToken": " AQOEXAMPLEH4a0AH@OgNCAPyJxz4BlCFFXWNELOPTgk5TthT

+FvwgnKwRcOIfrRh3c/LTo6UDdyJwOOVEVPVLXCrrrUtdnniCEXAMPLE/
IvU1dYUg2RVAIBanLiHb4IgRmpRV3zrkuW]0gQs8IZZalIv2BXIa2R401gkBNObkUDNCIiBeb/
AX1zBBko7b15fjrBs2+cTQtpZ3CYWFXG8C5zgx37wnOE49mR]1/+0tkIKGO7fAE",
"Expiration": "2024-03-15T00:05:07Z",
"AccessKeyId": "ASIAIOSFODNN7EXAMPLE"

[u-}

provider "aws" {



https://registry.terraform.io/providers/hashicorp/aws/latest/docs#assuming-an-iam-role

AWS HzE 7t0|= Terraform AWS 32 At AFHS 28 AL

assume_role {
role_arn = "arn:aws:iam::111122223333:role/terraform-execution"”
session_name = "terraform-session-example"
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TOKEN=$(curl -s -X PUT "http://169.254.169.254/1atest/api/token" -H "X-aws-ec2-
metadata-token-ttl-seconds: 21600")

curl -H "X-aws-ec2-metadata-token: $TOKEN" -s http://169.254.169.254/1latest/meta-data/
iam/security-credentials/
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https://developer.hashicorp.com/terraform/cloud-docs/workspaces/dynamic-provider-credentials/aws-configuration
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https://aws.amazon.com/lambda/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html#access-analyzer-policy-generation-console
https://developer.hashicorp.com/terraform/language/state/remote
https://docs.aws.amazon.com/AmazonS3/latest/userguide/serv-side-encryption.html
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https://developer.hashicorp.com/terraform/plugin/best-practices/sensitive-state
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https://developer.hashicorp.com/terraform/language/settings/backends/s3#dynamodb-state-locking
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/backup-for-s3.html
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https://developer.hashicorp.com/terraform/cloud-docs
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-concepts.html#cloudtrail-concepts-events
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https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/break-glass-access.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/break-glass-access.html
https://developer.hashicorp.com/terraform/language/state/workspaces
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https://developer.hashicorp.com/terraform/language/files#the-root-module
https://developer.hashicorp.com/terraform/language/modules/develop
https://developer.hashicorp.com/terraform/language/modules/develop
https://github.com/terraform-docs/terraform-docs
https://developer.hashicorp.com/terraform/language/values/outputs
https://developer.hashicorp.com/terraform/language/values/variables
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https://learn.hashicorp.com/terraform/getting-started/dependencies.html
https://www.terraform.io/language/settings
https://developer.hashicorp.com/terraform/language/providers/configuration#provider-configuration-1
https://developer.hashicorp.com/terraform/cli/cloud/settings#the-cloud-block
https://developer.hashicorp.com/terraform/cli/cloud/settings#environment-variables
https://developer.hashicorp.com/terraform/cli/config/config-file#environment-variable-credentials
https://developer.hashicorp.com/terraform/language/providers/requirements#requiring-providers
https://developer.hashicorp.com/terraform/language/data-sources
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### data.tf
### envs
### dev
# ### terraform.tfvars
### prod
# ### terraform.tfvars
### test

### terraform.tfvars
### locals.tf
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https://www.terraform.io/language/functions/file
https://www.terraform.io/docs/configuration/functions/templatefile.html
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### main.tf

### outputs.tf

### providers.tf

### README.md

### terraform.tfvars
### variables.tf

### versions.tf

MALE 7ts8t 28 #X

HALS 7ts EEE DEDN SU JIHE MELICH ZES YolotediH FE ZES Holste A
ME M COHEESE T 3 ool L tf IS HHRISHAAIR. Terraform2 2Z o0 B2 = ¢4
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Terraform AL 7} S8 2 E ol|0|o}R 7|2 oA

### data.tf

### examples

### multi-az-new-vpc

### data.tf

### locals.tf

### main.tf

### outputs.tf

### providers.tf

### README.md

### terraform.tfvars
### variables.tf

### versions.tf

### vpc.tf

### single-az-existing-vpc
### data.tf

### locals.tf

### main.tf

### outputs.tf

### providers.tf

### README.md

### terraform.tfvars
### variables.tf

### versions.tf
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### iam.tf

### locals.tf
### main.tf

### outputs.tf
### README.md
### variables.tf
### versions.tf
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MESO|&E glaA
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N2, 49 8242 B3I DB 2144 20| EH4E REY 4 ALI 50| glop

Terraform #+&41t 2215104 ZES SHIE2H| FEE =+ i&LICH

g|-7=1 OIJ_|-A-| EK-I 7|H|- s 2|. I;I_<I LHE‘_lr_H E|¢é 7':&_75_% x.”_—.'_a.

Terraform CH+ 2 80| 7ISELICH B2 MAS 7IS8t 748 4= ©
NSAHE #&st x| Ot L.

45t RIBE 28 AV MIB R ME PASME o EUCH 28
AI2. 0] 7448 Mex{o 2 B Eipt Medsfor gLt

S=2X FHE2 28 7Ho| SREXE S 2EE2 XA S2A 2F MEE
2 &l Terraform2 7He| R E R S &tk|= B HH| SZ A7 U
2 (ZE0| FoHEX| ot=) AR} U2 ot 4

AT AMEoE SSR7E HMAT HE A= 2Ol

or&L|CH AWS 2|

HA 27 Agte Molstn stEITE B2X
X

" | T LEoRM ZES 3R SSXE A8 50
Terraform 244 XEto] ZAR{ O|AlAIDT} RHAFR AS &

37 2 E9| 8 required_providers ESQI0|AM E 8t XA SZ A HHE HOlSHAAIL.

versions.tf

DEO EM T AWS MBS A7t ZRsiChT M162{H required_providers 22 ol EE2
Al A
=

A&t

Al2. terraform

terraform {
required_version = ">= 1.0.0"

required_providers {

aws = {
source = "hashicorp/aws"
version = ">= 4.0.0"

}
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https://developer.hashicorp.com/terraform/language/providers/requirements
https://developer.hashicorp.com/terraform/language/modules/develop/providers#provider-version-constraints-in-modules
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}

3R ZE0| £ HHO| AWS MBAtE X|HetsE B2 71 LER Us HE 714 248 B7tét
= o|&dts HIE M Mof ZU AR (~>) & ASSHAAIL.

terraform {
required_version = ">= 1.0.0"

required_providers {

aws = {
source = "hashicorp/aws"
version = "~> 4.0Q"
}
}
}

Ol oMo MHE EXIE ~> 4.0 31X HR|= E5HK| b&LICH 4.57.14.67.05.0.0 RHA
gt LIE2 HashiCorp 4B M| HE AM[of FFE= B ESHAAIL.

Harel D ABEQI 0|S S AS oM RE0| BlAAS T4 Ztol S Zho| EBAE 2 olsHE 4 UL
Lic. At Jhol=Etelg YBE F48H D8 AR K| BEIR 25 HS42 U 4 s

o
73, ool &2 R A 7[EF AP HeolEl gtoil oiEr BE #2{nte| &
o
—

& ¢l=oll= M8 EIX| k&Lt

S =

- oY el et 2lAaa (o TA ZEof CHE B 2= WA M) of cHet H#XE Ee3lstti™
WM S this QIsH 2lA4 main 0|2 € XIHSAIL.

« ClAAo| SXMN HHAES MBS T FAE 2[AAE FESHE Ol 0| &= 2|0 A= ol
2 M8 AAIL (o: 7|& IO|E{HIO| ALt read_replica CIOIE{HIO|A Q| 27| & SHIE).
primary

tEstM2.

A
HHS 51 X| OFAI 2.

L]
> 0
>
o
Oj
2
x
L]
>
>

EEESEYERNEY 26


https://developer.hashicorp.com/terraform/language/expressions/version-constraints#version-constraint-syntax
https://www.terraform.io/docs/glossary#argument
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2 0|2 X|™ 7tolEetele 2 M.

« C|&3 37|LHRAM 27|t 22 =&t 2L LIEtUE &3, 24 He & £3] 0[50l B ?

LICt (of: RAM 27| (GB ©2l)). ram_size_gb O|Z | 6t 744 2|7} of 4 @124 £HQ|E gyt

ot A mefe + U&LICH

- AEZ|IX[ Z7|0l= MiB & GiBRt €2 271 & A&t CHE X|E o= MB E= GB2t 22 4
£l R E AFSELICH.
- B2 0 IS0 22 & O|F 2 XYM AIL. enable_external_access
~- =
ME 2lAA AP
U BlaAolE THE BlAATH 402 WFEI0] QUALICH THS 5 Ol24Et LIRHE BlaA £42
AESHR| 1 cHal nR et EI_.__S A&3tod sHE FAF 2| AAE edZAst of BLICH ol2{8t 2laa #t
H=Z Qlal Zt 2lAADICH 178t cause-and-effect =7} gh 248 £~ Q& LICH
LS E £ AFE (0] THE2 Z(atof &):
resource "aws_security_group" "allow_tls" {
ingress {
description = "TLS from VPC"
from_port = 443
to_port = 443
protocol = "tcp"
cidr_blocks = [aws_vpc.main.cidr_block]
ipv6_cidr_blocks = [aws_vpc.main.ipv6_cidr_block]
}
egress {
from_port =0
to_port =0
protocol = "-1"
cidr_blocks = ["0.0.0.0/0"]
ipv6_cidr_blocks = ["::/0"]
}
}
HE 2lAas A4S ()
resource "aws_security_group" "allow_tls" {
H= 0|2 X|X 710|=E2I0IS MEM L. 27
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resource "aws_security_group_rule" "example" {
type = "ingress"
description = "TLS from VPC"
from_port = 443
to_port = 443
protocol = "tcp"
cidr_blocks = [aws_vpc.main.cidr_block]

ipv6_cidr_blocks = [aws_vpc.main.ipv6_cidr_block]
security_group_id = aws_security_group.allow_tls.id

7|2 Efa At S

E{2E olEY = U B E 2oL ElD
M AFE3HOF 3H= aws_default_tags Gl O|E]

5t
7

2ML. HIZtE AWS S2X0le FE 2 & LHO]
U&LILCE.
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* Appld: E|AAE AHESHE oOHEEIA 01442 ID

 AppRole: B|AA9| 7

« AppPurpose: B|AA9| HIZLIA SH (of: 'ZTHEJE UI' £= "ZA MHEIRF)

. B AZEQ o] 87 (of: Y EIAE E= Z2EHM)

« ZEME: 2[AAE A8l ZENME
C

« CostCenter: B|AA Al22F M7
Terraform 2R |AEC| 7 Al &F

DE EIZXEE|E ChE 2F AMEE ZF SFoH0k Terraform B X|AE [0 HAIE + AU&LICH

Chy|Ztol 2 E2 BIRIAEE|o| A AR A=
T ot LHE ol ME A0 TAI TAE HAEY L 90| ZES AXKIAEE| HAIY & UsLich

7|2 Bl At 28


https://registry.terraform.io/providers/hashicorp/aws/latest/docs/data-sources/default_tags
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- 2|ZX|EE[ 0| 2 & EEX|EEe] B2 M RE2=E F/4El 0|F2 terraform-aws-<NAME>
ArE3HLICH 047|M BEE0| B El5te @zl ©8S <NAME> LIEFHLICEH <NAME> M1 HE o= =
7t 5tOIE (of:) o] =& E = /U&

ZEHE £~ Ql&LIC}H terraform-aws-iam-terraform-roles
c EEPE X EER2 EZE CIEXER FZE &5l oF ELICt O|E Sl dlX|IAERlE EES

AAstD EME MEG D BlAA AIEHEE T §o 2 3 = U&LICt

- Gt Z|ZX|ECIE UIE £ 2 E IlAUS C|EZXEC|S RFE0| EAELICE RIAIRE £ AL 2
E2 A HEA O REO HiX|SHE Zd0| EX|EH 5t CIREZC| EE2 HXE =& U&LICH

« HCP Terraform2 At&35tE 8 Sfotties EE22 & HIXAEE|N HAISHM2. BIXIAEZ]
= HCP Terraform AP ES O 2 CI2E2EEE %25t HMAE o522 AH|RFF B0 M
Terraform2 AMSIHEIE RE2| AA B|EZX|E2|0 MMAE EQ 7} i LICt.

o x| & HE 2| ZXEElE FHE HE KMo A|AE! (VCS) MBS A S kLol 1040k 5t HCP
Terraform VCS AL Xl AHol|l= 2|Z X|E2|0of| CHst 22X} °HA| T48to| Qoqof ELICH M 2 &
HME 712 7| et &8 orEe{H gIX|IAEC|of 2|k} #HEto| e ghuct

- EAZ xyzElO: 2ES HAlStE{™ & 2|A Ef27t 5Lt Of4 400k BLICEH BIXIAEE|E EE]
A B8 AH835to] 2E S AlMEELICH BE2(A EfT O|F§2 ATHE] HH 22| E Ar&35Hok 6t
MEAMO 2 MHFALv (0 ) E EY &= U&LIch vi.1.01.1.0 BIX[AEE|lE HH HEXEHE
O|X| et= Bl = FAIRLICH HAl 20 CHet AFMIEH LI 2 Terraform dEME FEJHA AL,

Terraform2 & €59 source QI+ E AIE5l04 512 EEQ| AA FEE Fol CIREE=FLICE

HHE Ll 3 QAE MHSHE 40| & SO s A e ZE=s 24 B2 E A5, 04
FMM 285t2dE RE0|= UHIOIE|E Terraform 2 & B X|AEE| EE= VCS 22 XE A5t A
ol EZ&LLCH.

o2 ols 25 s
T BHEIE KIHELICH CHS oot 20| B4 7 HHE MBSt BriCk

HXIAEE|
2t Sl X|AEE]:

module "lambda" {
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https://developer.hashicorp.com/terraform/cloud-docs/vcs
https://developer.hashicorp.com/terraform/cloud-docs/vcs
https://semver.org/
https://developer.hashicorp.com/terraform/cloud-docs/registry/publish-modules#publishing-a-new-module
https://developer.hashicorp.com/terraform/cloud-docs/registry/publish-modules#preparing-a-module-repository
https://developer.hashicorp.com/terraform/language/modules/sources
https://developer.hashicorp.com/terraform/language/modules/syntax#version
https://developer.hashicorp.com/terraform/language/modules/syntax#version

Terraform AWS SZ At ALE 28 Ata|

AWS HZE 7to|=
source = "github.com/terraform-aws-modules/terraform-aws-lambda.git?

ref=e78cdf1f82944897cabe30d6489F43cf24539374" #--> v4.18.0

}
3 HAIE DA I2Y S0l /43 37K HXIAERRSEQ SETES TF & YTt
HCP E|2H&:
module "eks_karpenter" {
source = "app.terraform.io/my-org/eks/aws"
version = "1.1.0"
= true

enable_karpenter

}

ElctE QE{=ZElo|=:

module "eks_karpenter" {
source = "terraform.mydomain.com/my-org/eks/aws"
version = "1.1.0"
enable_karpenter = true
}
— -
VCS MZ YA
ME MEHStE ref T2 XIXK|FLICEH

VCS S=At= Ch& o2t Zo| £ A
GitHub (HTTPS):

module "eks_karpenter" {
source = "github.com/my-org/terraform-aws-eks.git?ref=v1.1.0"

VCS XS A
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enable_karpenter = true

}
olbt Git 2| Z XIE2| (HTTPS):

module "eks_karpenter" {
source = "git::https://example.com/terraform-aws-eks.git?ref=v1.1.0"

enable_karpenter = true

}

oJut Git 2| Z X|E 2| (SSH):

/A Warning
Zetols! EIZX|EE|of HMAstE{H AHH ZHE T8t oF &LICH

module "eks_karpenter" {
source = "git::ssh://usernameeexample.com/terraform-aws-eks.git?ref=v1.1.0"

enable_karpenter = true
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« terraform validate W&
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https://developer.hashicorp.com/terraform/cli/commands/fmt
https://developer.hashicorp.com/terraform/cli/commands/validate
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https://github.com/terraform-linters/tflint
https://pre-commit.com/
https://pre-commit.com/
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https://github.com/terraform-linters/tflint
https://github.com/terraform-linters/tflint-ruleset-aws
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