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management management continuity

OS patching Resource capacity intake 0S and application
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Application software and R £ .
components esource forecasting Recovery
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OS installation and Guest OS monitoring and
configuration logging
Configuring network and Infrastructure monitoring
security for clusters and logging
Storage provisioning and Antivirus
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e Hardware failure
Hardware provisioning P
monitoring
Patching infrastructure VM encryption
OS and application

Configuration
management
Security

Operational health

Core IT Resource
processes

Change
management
Change wol:kﬁow Software
automation inventory

Network - NSX.

High availability

Customer

Incident CMDB
management
VMware
Problem licensing — core
management infrastructure

Storage - VSAN

Compute - vSphere Business continuity

Managing vulnerabilities -]
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Configuring network
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Configuration
management of VMs
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infrastructure stack —
network , storage,
hypervisor

Hardware provisioning
- compute, storage,
network

Operational health

Guest OS monitoring
and logging
VM encryption

Infrastructure
mon| ng and logging|

Hardware failure
monitoring
Hardware failure
monitoring

Lifecycle
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Operating system
upgrades
Application software
and components

Network - NSX
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Capacity
management

Resource capacity
intake
Resource forecasting

Availability &
continuity

0S and application
backup
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Resource
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Software licensing
application

Security

Roles and permissions
Firewall and VPN

0S and application

Infrastructure security
Data protection at rest
Incident response

Core IT
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Change
management

Change workflow
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Region / Availability
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Applications operation and WM and application 05 and application Wirtual network and Deploying SDDC architecture -
management authentication backup security configuration Host type / number of hosts
VM provisionin VM hardenin Migrating VMs Managing vulnerabilities -
P 9 9 9 9 0S and application

| Governance, architecture, enablement and engagement |

Customer engagement and feedback management |

Deploying SDDC components — vCenter, vSAN, NSX, and ESXi

Managing storage, network, and NSX firewall operations

Financial management and optimization |
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Architectural guidance, design, consulting, and principles |

Training

Managing vulnerabilities
Scanning and applying security patches

sSboC lifecyle

1. ESXi patch and
upgrade

2. vCenter Server
patch and
upgrade

3. NSX patch and
upgrade

4. vSAN patch and
upgrade

SDDC health

1. Replace failed
hosts

2. Add hosts to
maintain
adequate “slack
space”
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html
https://aws.amazon.com/what-is/retrieval-augmented-generation/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html

AWS HZ 7to|l= AWSS| VMware Cloud 72 ! 2

02

EE—{

Hol & 9l oHIE BE|(SIEM) AIAE

Hob ME BHE|(SIM)QF E o O|HIE BE|(SEM) AlARIS Zstste EF L ME|AQILICH SIEM Al
AR2 M, HESIT, ClHtolA U 7|Et 2201 CIOIEIE +F, BUER & BAstof AR 2
(o]

FASHE B RIstT YRS MBI

2ot OHEN AR STt L SHZSES AT AFK HolEm Z2 I YE Tt
Olz{3t A SSHe ROt 2 ALRllE TEistE O £20| Bl Bl Ei CHS AWS 2ot Kof A
gUCH XS 8H 2ol 2= VPC £ OF =7, Amazon EC2 QIAEA WX| M& E= Xt
5% 2# So| YaLict

e & ot 23t

CIOIEIZ AWS AHIA 4 Al5H= T} CHAFOILA CIOJEIE ot & 8h8tLict
MHIA Rlof H™(SCP)

AWS Organizations0ll &8t Z=/0| ZE ™o CHet HEt2 5L BB ASZE Mo{st= AL
Ct. SCP= 2[Rt AA8 Xt = A 2 IS L

2 ®OlFLIC SCPE 58 2= FE HE =

U XIHE = JU&LICH RHAlE LiE

M.

MH|A AEXZQIE

off cHer T el URLYLICE AWS A—II:IIA. AEZoIE % AtEstod o MH|&o Z2aeid &
Alo2 IFE 4 U&LICH RIS LIS 2 AWS i ZZ 0| AWS MH|A A= ZOlEE &4

MH|A =Foi 2-8F H|2F(SLA)

IT &o| nZof|H| MZ35t7|2 5T LY

0l
2
X
T

>.
N

S Mz 2 85)2 BAIE Aokt

MHIA £Z X|E(SLI)



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
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