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Customer data

Platform and application management

CUSTOMER

Operating system, network, and firewall configuration
Identity and access
management
Client-side data encryption and Server-side encryption Networking traffic protection
data integrity authentication (file system and data) (encryption, integrity, identity)

(Optional) Opaque data: Os and 1s in transit and at rest

w
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= Compute Storage Database Networking
AWS =
2
Identity and access :
TEIEEEM ! E Hardware and AWS global infrastructure
Regions Availability zones Edge locations
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Identity and access
management

Identity and access
management
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Customer data

Client-side data encryption
and data integrity
authentication

Server-side encryption
(file system and data)

Firewall configuration

Platform and application management

Operating system and network configuration

Compute Storage Database

AWS endpoints

Hardware and AWS global infrastructure

Regions Availability zones
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Customer data

Client-side data encryption and data integrity
authentication

Server-side encryption provided by service Networking traffic protection provided by service
(protection of data at rest) (protection of data in transit)

Platform and application management
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Operating system and network configuration

Identity and access
management

.E Compute Storage Database Networking
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Regions Availability zones Edge locations
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People perspective

Platform perspective

Program and project management
Benefits management
Risk management

Platform architecture
Data architecture

Platform engineering

Data engineering
(Provisioning and orchestration)
(Modem application development)
(Continuous integration and delivery)

Operations perspective

Security assurance
(Identity and access management)
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https://docs.aws.amazon.com/macie/latest/user/what-is-macie.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/detective/latest/adminguide/what-is-detective.html
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https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/what-is-systems-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/what-is-systems-manager.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html

AWS HE 7tol= IEY, A7, Aol 2ot U5k THE3 AWS 2R

3. EventBridge Tt&I2 At&35t0{ AElst, ZHA AHAZ BHED 247 MHE ZE O|0IXIZ 1t
A 5t= Lambda & =8 AlZFgfLICH
4. Systems Managerg At&35t04 LIHX| 3 T ol A T K|

A gfLct.

ﬂIlIII
o
Q'I_l
s
2
00
Q'I_I
rir
o
Q
3
(o
o
o))
il
1
1]
>

5. Rapid7 AFHLAE A& 3104 AWS ElAAT}E OHEEHR| AZHSH T 4B 5H= Amazon SQS HIAIXIE Al
XFshL|Ch.

REMIEH LIE2 AWS Bt EE 10| EC2 QIARIA AWS 2E2IRE S0M QIAEHE SHE AS3tst=
dHE HZstHe



https://www.rapid7.com/
https://aws.amazon.com/blogs/security/how-to-automate-incident-response-in-aws-cloud-for-ec2-instances/
https://aws.amazon.com/blogs/security/how-to-automate-incident-response-in-aws-cloud-for-ec2-instances/

AWS HE 7tol= IEY, A7, ol Hot Y= 7hE3E AWS 22t E

7=|E: E_EEI ?=7| I:I-E|7| -

N

QofsiH 283, 27|, A% DS Hot EjMIB MK JiMstn el Hotg AWS fIEt B
E

20| &l T[T eLICt ol ZZMAE MER 7|3 HIELIA 27 ALE

-

-

-4
ol erayztol met A% ZISHELICH Ol ZHUKIE 2 TOIM MBoHe BILAS ASHH Bate
= Eotg QB M Vl¥e TESD, Hot 9HS AMHOE BT, Hot HETE IH45Hs
1, Hilg FE AwsE 4 Lo

29



FAWS 22t

=l

T tE

AWS HE 7to|=

Opti

Operationalize

|2l 2ot 2 Abzd| of

A ET B0l M ot 20 o|M

[
ol
r
ol

& BHME 3 M EHA|

(et

=2
==

LICt. o] EtAlE EEteE2] 7

ol ELct.

o ==

30



AWS H¥ 7t0|=

AlSH
= o
HH X |

gLICH Rt S3HE Fodstod ZE Q| HIZLIA S &

= =|Iir

EAIME 2+ dZalioF FLICH AISEE ALS

off CHEr X|&H

O|AM| HIE AlZFLICH O] 7IO|=9| HE AIE S A8 35to{el 2

o
o
_'_I:_

sto £=24=l ol2d

31



AWS HE 7tol= AET, AU, o Hot U= Jh&3 AWS 22t

C|AA

3 al gaH

. AWS 22 M= T (AWS CAF)
« AWS Well-Architected Z 2| &1|3

« AWS 2ot & X o} 7|EIX{(AWS SRA)

« AWS Eot M= 2HE

« HIPAA & Z O 7|51 X

« HITRUST & Z o} 7|Elx

AWS MH|A

« AWS Control Tower

+ AWS Identity and Access Management Access Analyzer
* AWS Security Hub

« AWS £FM gtolE2{2|o] 0| M At S E ot SE AWS
« AWS ZF & =219| AWS Step Functions &!

Amazon CloudWatch O|HIEE AFE35104 IT 2 A}

S35t

« AWS B0t EE9|EC2 QIAEA AWS 222 E S0 QIAIE

i
|m
0l0
T ]ID_
fjo
Pal
ofn
Loﬂ
ol
rr
oL

mo
1
00I'
ol

o
« AWS EHOtEZTJ9|ClE A™E Z0lM RS SHE QIAIEE Cf
« AWS re:Inforce 2022 -0l 2 E&!, 27|, A&:

« AWS re:Inforce 2022 - A E 2!, 47|, A&l: 2ot

HL
e
H1 |ox
N
HT
|
3 B (oo
l?j
o
o
X0
< Ir
@)
c
_|
c
O
D

0x
i)

owerPoint Z 2| ME| 0| M(H &

32


https://docs.aws.amazon.com/whitepapers/latest/overview-aws-cloud-adoption-framework/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/welcome.html
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