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PowerShell E£ BE™AYE A& st0{ =2t0|E 2| 2HAE(NTFS ) 27|€ &g = U&LICH

PowerShell A2

Get-wmiObject -Class win32_volume | Select-object Label, BlockSize | Format-Table -
AutoSize

CtS 12l0] PowerShello| 29 oi 7} LEQ} A &LICH.

or> Get-wmObject wini2_volume Select-object Label, BlockS5ize | Format-Table

$wmiQuery = "SELECT Name, Label, BlockSize FROM win32_volume WHERE FileSystem='NTFS'"
Get-wmiObject -Query $wmiQuery -ComputerName '.' | Sort-Object Name | Select-Object
Name, Label, BlockSize
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$ fsutil fsinfo ntfsinfo C:
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:\Users\Administrator>fsutil fsinfo ntfsinfo C:
I*FH Volume Serial Number : 0x2492618592615bt4
TFS Version
Fb Version - 2.0
Number Sectors : Ox06000000063fe
fotal Clusters : Ox0000000000cCc7f
ree Clusters : Ox00000000004569¢8
Total Reserved : OxB00000000000159
ytes Per - 512
Per 512
. Per : 4096
)ytes Per eRecord Segment : 10824
lusters Per FileRecord Segment : ©
Ht ”qlld Data Length : 0x00000000121c0000
Ht t Len Bx006600000000Cc0000
Bx0600000000000002
0x0000000000512766
Ox00PPROPPBASTOS5en
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Device Trim
Device Trim
. Volume Trim )
Max Volume Trim By : 0x40000000
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1. WindowsOll M Z2|At #ES 2 diskmgmt.mscE A¥Sto{ C|lAT EE| A|AE REEIEIE L

Ct.

KEM|E AE 2 Microsoft EIAFOIEM C|A T 22| MHME HZTFHAAL.

_l
5. SQL Server QIAHAO| A5t 1 CHE BHE A™ASH0{ tempdb CllO|E{H[0] 22| =2|X & =2
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$ sp_helpdb 'tempdb'
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el Kol X [RN (ARVY- [ T (TR G EY ) M SRl SCILCluery15.sql - (I...\Administrator (51))*

sp_helpdb 'Tempdb '|

100% -~

BB Resuts @ Messages
name db_size owner dbid created status

fileid  filename filegroup
] 1 C:\Program Files'Microsoft SQL Server\MSSQL14.MSS...  PRIMARY
2 templog 2 C:\Program Files\Microsoft SQL Server\MSSQL14.MS5.. NULL

S0LQuery3.sql - (lo..Administrator (66))

compatibility_level

52000 MB sa 2 Jul 122020 Status=ONLINE, Updateabilty=READ_WRITE, UserAcc... 140

size MaxsIze Qf\'.\\l\‘th usage
524288KB  Unlimted 65536KB  data only
8192KE  Unlimted 65536 KB  log only

6. tempdb 1L|-°|° M @IxI2 o|SgfLICt 2 E tempdb CIO|E{HIO|A TS SUst X7 37|12 A

IOEPJ_ GlolE ot

fjo

USE master

GO

ALTER DATABASE TempDB MODIFY FILE (NAME
= 524288KB)

GO

ALTER DATABASE TempDB MODIFY FILE (NAME

\tempdb_mssql_2.ndf',SIZE = 524288KB)
GO

ALTER DATABASE TempDB MODIFY FILE (NAME

\tempdb_mssql_3.ndf',SIZE = 524288KB)
GO

ALTER DATABASE TempDB MODIFY FILE (NAME

\tempdb_mssql_4.ndf',SIZE = 524288KB)
GO

ALTER DATABASE TempDB MODIFY FILE (NAME
GO

7. SQL Server A|ZF HZH0f tempdb H|O|E{H|O|A
ot 20| tempdb ItUE OHE = U&LICEH

o
A2, CHe ME SQL Mt A3 RIEE tempdb THY
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T EZIo|E=E

= tempdev, FILENAME = 'T:\tempdb.mdf',6 SIZE

= temp2, FILENAME = 'T:
= temp3, FILENAME = 'T:
= temp4, FILENAME = 'T:

= templog, FILENAME = 'T:\templog.ldf')
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‘_,.-F:'IF\" T.:"t.ll:' b
General Tools Hardware Sharing
Security Previous Versions Customize
Object name: T\
Group or user names:
B2 Everyone Permissions for TempDBfiles (T:) x
82 CREATOR OWNER
B& SYSTEM Security
O Admimictrstars (EMTAMAT T ARERR Adminictrstam
< > Object name: T\
To change pemissions, click Edi. . Edk... 5 or sar :
" 82 Everyone
P fi
ermissions for Everyone Mlow _ Denw | | g2 CREATOR OWNER
Full control 2 SYSTEM
Modfy 82 Administrators (EC2AMAZ-CFARESK\Administrators)
Read & execute v SR Users (EC2AMAZ CFARESK\Users)
List folder contents Vv S2 MSSQLSERVER
Read v .
Write Add... Remove
mﬁdmmmm settings, | Advanced|  Pemissions for Everyone :ﬁlow Deny
Full control & g -
Maoddy %) ]
o Read & execute M O
oK Cancel | ‘o | Lstfoder contents & a
Read %] (I I
[ ok ][ Cancel || oot
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- : i Drive Toole  TempDBfiles (T:)
“ Home Share View Manage
« v M om * ThisPC » TernpDBfiles (T:) v B

MName Date modified Type Size
o CQuick access
| tempdb.mdf

B Desktop -,] ternpdb_mssql_2.ndf |

& Downloads @ tempdb_mssql_3ndf N L Server Databa...

Doecuments j] tempdb_mssql_d.ndf 5/14/2020 3:35 PM S0L Server Databa 1.048 576 KB
= Pictures | & templog.Idf

i Local Disk (C:)
Log
rrysql-3.6.36-wirnd
Scripts

& This PC

Il Desktop

=| Decuments

¥ Downloads

J"‘ Music

9. O|X |x|olM tempdb TS AbA||EFLICE.

RUIAEA MEE E= AR/SX| Al SQL Server7t AR E|7| Tof| QIARA AE0{ E2&O0| Z27(8HEE
§ FAIE M2 AA|. 3EX| E oM tempdb7t E7|8HE|X| 8ot SQL Server Al
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1. Windows AH|A #t2|Xt(services.msc)E ¥ SQL Server X e S MH|A(04: SQL
Server OO|ME)E =822 AIRGES g‘g‘i&.l Ct (QUAEHA AEO0| EF0| &EH|EH ATE
EE Ar&35to{ A|ZHELICE)

2. PowerShell AT EIEE MA5l0{ Amazon EC2 QIAEIAO| AF2 X} H|O|E{2 MY gtL|Ct o]l A3
EEE LSS s"®ELICH

- AUA AER|X|E B K|St 0|8 I8 tempdb EEF0|E(0] ofl0iHE T EEHOIE)E MBI

- EC2 QUAEATL BX|ZIICEH} CHA| A E|lE B2, FAICIATE ME TELICH

« SQL Server A& HXHofl MZ Z7|3HEl tempdb 250 CHe A KMo HeHe FoigtL|ct. of
oo HE 7|8 QIAEAE 7HHE 22 NT SERVICE\MSSQLSERVERE A &rL|CH HHE QI
ABAO| AR 0| Zf2 7|BX2Z NT SERVICE\MSSQL$<InstanceName>%lL|C}.
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- A3ZEE Z2Z 2802l c:\scripts)ol M1 nt 0|8
(InstanceStoreMapping.psl)2 &g &rLICt.

« Windows ] AFH|E{E AFR5104 0 A El 2 S OHELICE O] 242 A|ZH A| PowerShell &
I EE A#ELICH

o O|F Zrd2 &gt £ SQL Server 2! SQL Server 0 0|MEE A|ZHEFL|CH

CIE ATJEIEE MS-SQL 7I8M O & fI3&90| 5 Hm A& 7FK2 20| Y& LHE 0| tH

BE|RESLICH EC2 QAEAE AIRE [ AT ZEE A OIOIE ZEHEo| SAHStD Zeof

of & ELICH

<powershell>
# Create pool and virtual disk for TempDB using the local NVMe, ReFS 64K, T: Drive
$NVMe = Get-PhysicalDisk | ? { $_.CanPool -eq $True -and $_.FriendlyName -eq "NVMe
Amazon EC2 NVMe"}
New-StoragePool -FriendlyName TempDBPool -StorageSubsystemFriendlyName "Windows
Storage*" -PhysicalDisks $NVMe
New-VirtualDisk -StoragePoolFriendlyName TempDBPool -FriendlyName TempDBDisk -
ResiliencySettingName simple -ProvisioningType Fixed -UseMaximumSize
Get-VirtualDisk -FriendlyName TempDBDisk | Get-Disk | Initialize-Disk -Passthru
| New-Partition -Driveletter T -UseMaximumSize | Format-Volume -FileSystem ReFS -
AllocationUnitSize 65536 -NewFileSystemLabel TempDBfiles -Confirm:$false
# Script to handle NVMe refresh on start/stop instance
$InstanceStoreMapping = {
if (!(Get-Volume -DrivelLetter T)) {
#Create pool and virtual disk for TempDB using mirroring with NVMe
$NVMe = Get-PhysicalDisk | ? { $_.CanPool -eq $True -and $_.FriendlyName -eq
"NVMe Amazon EC2 NVMe"}
New-StoragePool -FriendlyName TempDBPool -StorageSubsystemFriendlyName "Windows
Storage*" -PhysicalDisks $NVMe
New-VirtualDisk -StoragePoolFriendlyName TempDBPool -FriendlyName TempDBDisk -
ResiliencySettingName simple -ProvisioningType Fixed -UseMaximumSize
Get-VirtualDisk -FriendlyName TempDBDisk | Get-Disk | Initialize-Disk -Passthru
| New-Partition -DrivelLetter T -UseMaximumSize | Format-Volume -FileSystem ReFS -
AllocationUnitSize 65536 -NewFileSystemLabel TempDBfiles -Confirm:$false
#grant SQL Server Startup account full access to the new drive
$item = gi -literalpath "T:\"
$acl = $item.GetAccessControl()
$permission="NT SERVICE\MSSQLSERVER","FullControl","Allow"
$rule = New-Object System.Security.AccessControl.FileSystemAccessRule
$permission



https://www.ec2mssqlworkshop.com/lab-2-mssql-win/compute-layer.html
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$acl.SetAccessRule($rule)
$item.SetAccessControl($acl)

#Restart SQL so it can create tempdb on new drive
Stop-Service SQLSERVERAGENT

Stop-Service MSSQLSERVER

Start-Service MSSQLSERVER

Start-Service SQLSERVERAGENT

}

}
New-Item -ItemType Directory -Path c:\Scripts

$InstanceStoreMapping | set-content c:\Scripts\InstanceStoreMapping.psl
# Create a scheduled task on startup to run script if required (if T: is lost)
$action = New-ScheduledTaskAction -Execute 'Powershell.exe' -Argument 'c:\scripts
\InstanceStoreMapping.psl'
$trigger = New-ScheduledTaskTrigger -AtStartup
Register-ScheduledTask -Action $action -Trigger $trigger -TaskName "Rebuild
TempDBPool" -Description "Rebuild TempDBPool if required" -RunLevel Highest -User

System

</powershell>
I E 23 AL
HIH & =& 2 AEE A=oletH HAl 280 Hixlete R Teddl & = U&LICH K| 7345t
7| Mol EX{StH EHAEStE ol E&LICH HIH & &1 tempdb0l|l 22 2 &S AFESHA| OFAA|
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https://learn.microsoft.com/en-us/sql/database-engine/configure-windows/buffer-pool-extension?view=sql-server-ver16
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0§l Z4CH, m5. 24x1arge QIAEIAO|M SQL ServerE ARSI T 0{7} 247HQ1 AZH 2719t AL =2
T2 MM 48707F Z2ME|0] & 96710 =2 T2 MM7F MM EILICH 4830404 CHEF 2Ol AR H 5t
742 SQL Server L& Z10i Ct2 1} H|2 8t HIAIX|7F E AI=IL|CH

2020-06-08 12:35:27.37 Server SQL Server7t SQL Server ElO|MAE 7|ESE 48719 =2 =2
MME ArE5to] A 247H0] Fo{9t AT 48700 =2l Z2MMIE U= £ 27H, & 96712 =
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0] 42} SQL Serverol M AL =01 F0{ 2= AtO|ol| %07} Q= AR, CPU AIEZ E7F
F7HLE 2O M AT X[ R5HE 20 9 22 M EFQUE AFBSHAAL.
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ok

ol

CPU £7: 0f(m5. 24x1arge) Q| QIAEA EHRJol| CHEH SQL Server= 7|22 2 8712 NUMA E

£ MMELICH o|38t == & 47149l == 1D 0,1,2,3)04|2F VISIBLE ONLINE &EHO| AFHEE{7}

UELICH LIHX| A E2 25 VISIBLE OFFLINEQILICH AFEEE Aol o|24Et AtolE H&
X3t2 0|o1& == /U&LIC.

AEH BE A SEHE FHOlsE{H OS2 M8t HAIR.

$ select * from sys.dm_os_schedulers
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/instance-optimize-cpu.html#instance-specify-cpu-options
https://github.com/microsoft/diskspd
https://github.com/Microsoft/diskspd/wiki/Customizing-tests
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File Action View Help

es | 2m XD Em

F Security Settings Palicy Security Setting
g Account Fu_:.l.:.er. .| Create a token ohject
w 4 Local Policies

) _i| Create global objects LOCAL SERVICE NETWO....
A Audit Policy .
2 = = <4 Create permanent shared objects
 User Rights Assignmient . i i
Sa i Create symbolic links Perfarm velume maintenance tasks Properties T X
4 Security Options Deb
| Windows Firewall with Advanced Sec| — - ©7 W3 Pregrams 5 5
Netwark List Manager Policies | Deny access to this computer from the network Local Explan
Public Key Pelicies ] Deny log on a5 a belch job E Perfom volume mantenance tasks
| Seftware Restriction Policies +4 Deny log on a3 a service Fi

| Application Control Policies Deny log on locally
S IP Security Pelicies en Local Compute|| — Deny log on through Remote Desktop Services
| Advanced Audit Pelicy Configurstion|| _J Enable computer and user accounts to be trusted for delega.

i

-| Force shutdown from a remote system NT SEH'?'ICUEMSSGBER‘."EH
:| Generate security audits

i Impersonate a client after authentication

< Increase a process working set

<4} Imcrease scheduling pnomnty

. Load and unload device drivers
< Lok pages in memery

<4 Log on a5 2 batch job

<4 Log on a5 a service

.s| Manage auditing and security log Add User or Group... Remove
-, Modify an object label

< Modify firrmware environment values

<« Obtain an impersonation teken for ancther user in the same
B Perform volume maintenance tasks

4 Profile single process

_a| Profile system performance

< Remove computer from docking station

.| Replace a process level token Cancel Feply
< Restore files and directories A atons, BAckup -..
_| Shut down the system Administrators, Backup ...
_i| Synchronize directory senvice data
< > || & Take cramership of files or other objects Adrinistrators
3. SQL Server QIAEAE CHA| A|ZfstEd HE Atero| g2 ELICH
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Server MH|A HHE L 2Z ZE2[Xtol|AHEF HMAE SBSIE2E HE 371 &2 &o0i5 L
Ch. atx[2t Dt 2 E2I5tH HM AT = U&LICH AXE LHE2| 3717t *E{ElE B2, SQL
Server QIAEIAO| QIARE T X7|5E HIE M35t6HoF & LCH
HZ 2o AH M O|X| & 27|
&3 AAEITE SQL Server 2 MEE E2|USHK| L5 5t248 SQL Server A|ZF Ao HIZ 2| LK
HOo|X| &2 SME P55t MAIR
O] SM0o| &3t oR E & 2l5ted £ SQL #HE|E A8t AA2:
SELECT sql_memory_model, sql_memory_model_desc
FROM sys.dm_os_sys_info;
=29
= 1.
sql_memory_model sql_memory_model_desc
1 CONVENTIONAL
"CONVENTIONAL" means it’s not enabled
HZ22le| Ho|X| &3 SME & dststei™:
1. AlZ 3H0M secpol.mscE Asto] 24 HoH WM 2L S ALC
AT BN 20| 24 HM, ALEAL HE &Y, HIZ2|e| H o|X| =2 MEISHT sQL
Z=7terLct.

2. Ci=
Server MH|A AHE F

HIZ 2|0l A Ho|X| & 27|


https://learn.microsoft.com/en-us/sql/relational-databases/databases/database-instant-file-initialization?view=sql-server-ver16
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Ty Security Settings
4 Account Policies
5 Local Policies
A Audit Policy
4 User Rights Assignment
& Security Options
| Windows Firewall with Advanced Sect| =
| Metwark List Manager Policies = )
| Public Key Policies 24 Deny log on as a batch job
1| Software Restriction Policies < Deny log on as a service
| Application Control Policies | Deny log on locally
» #, IP Security Policies on Local Compute| < Deny log on through Remote
| Advanced Audit Policy Configuration|| .| Enable computer and user ac

4 Force shutdown from a remo

Policy
i Create a token object
| Create global objects

| Create permanent shared obj¢

w

4| Create symbolic links
Debug programs
Deny access to this computer

i| Generate security audits
i Impersonate a client after aut!
<4/ Increase a process working sel
24 Increase scheduling priority

4 Load and unlead device drive
B Lock pages in memaory

<4 Log on as a batch job
i Log on as a service

. Manage auditing and security]
4 Modify an object label
-1 Modify firmware environment
4 Obtain an impersonation toke
| Perform volume maintenance
24 Profile single process
24| Profile system performance

Security Setting

Lock pages in memoery Properties ?
Local Securty Settng  Explain
i‘ Lock pages in memory

[NT SERVICE\MSSQLSERVER

Add User or Group... Remove

24| Remove computer from dock
. Replace a process level token

.| Restore files and directories
| Shut down the system

LOCAL SERVICE NETWO...
Administrators, Backup ...

Administrators, Backup ...

1| Synchronize directory service data

IAE
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SELECT sql_memory_model,
FROM sys.dm_os_sys_info;

2d.
—.

T

sql_memory_model

2 LOCK_PAGES

- Take ownership of files or other objects

Administrators

Hy 74
[ -]

0

HO|X| &

sql_memory_model_desc

sql_memory_model_desc

"LOCK_PAGES" means it’s enabled.

SQL Server HIZ 2| 220 CHE XkAM|IEH AH 2 Microsoft BAFO|E Q| sys.dm_os_sys_info A4 A{ 04| A

sql_memory_model 2! sql_memory_model_descE =X

ZtAAIR,
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https://learn.microsoft.com/en-us/sql/relational-databases/system-dynamic-management-views/sys-dm-os-sys-info-transact-sql
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« TCP 2 ZZZ|(TCP Chimney LEZZE 7|5)2 ZZAM Mol LIELIZ o{HE{Z TCP/IP THZ! %{E|
ZZL3t04 CPUTHCHE 3ol AL E + U} S ELICH
E

= AF|UZYRSS)S E0{2E HIEYT EfZio| X8 24 T2 MM AlARM BatstE
ol 20| ELich cPU Ztol HIESIT *2| §35t8 2 8%o 2 Bt

SR MME &0l5tedH HY T E T E0f|M CHS netsh HHS A AA2:
$ netsh int tcp show global

ot2f= O HHoiAM L2 E32| of LICH O] oM #=4F T HEft Chimney LEZEE HE{7}
D5 HIEd3tEo] &Lt

:\Users\Administr >Ne int tcp show glo
uerying active state...

TCP Global Parameters

eceive-Side Scaling State
himney Offload State
disabled
Direct Cache Access (DCA) : disabled
Receive Window Auto-Tuning Level : normal
Add-On Congestion Control Provider : none
ECN Capability : enabled
RFC 1323 Timestamps : disabled
Initial RTO : 36606
Receive Segment Coalescing St: : enabled
fon Sack Rtt Resiliency : disabled
Max SYN Retransmissions : 2
Fast Open : disabled

EY oot Y zze HEE 7HMQE{H BE ZFZE|AM IS AAELICH

netstat -t




AWS HE 7to|= Amazon EC2 & 01l SQL Mt BiZ =2 AR

Windows Server 2008 2! 20120{|A TCP QZ 2%l 4l
ZEOAMCHS BE2 A™ELICE

)
7))
17
i
>
oo
9'|_|
A
el
H1
Ju
Mz
02
9'|_|
A
2
0z
o
|K
il

netsh int ip set global taskoffload=disabled
netsh int tcp set global chimney=disabled
netsh int tcp set global rss=disabled

netsh int tcp set global netdma=disabled
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https://learn.microsoft.com/en-us/troubleshoot/windows-server/networking/information-about-tcp-chimney-offload-rss-netdma-feature
https://learn.microsoft.com/en-us/troubleshoot/windows-server/networking/information-about-tcp-chimney-offload-rss-netdma-feature
https://learn.microsoft.com/en-us/windows-hardware/drivers/network/introduction-to-receive-side-scaling
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/pvdrivers-troubleshooting.html#citrix-tcp-offloading
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/pvdrivers-troubleshooting.html
https://learn.microsoft.com/en-us/windows-server/networking/technologies/network-subsystem/net-sub-performance-tuning-nics#bkmk_offload
https://learn.microsoft.com/en-us/windows-server/networking/technologies/network-subsystem/net-sub-performance-tuning-nics#bkmk_offload
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https://docs.aws.amazon.com/ebs/latest/userguide/ebs-volume-types.html
https://docs.aws.amazon.com/ebs/latest/userguide/raid-config.html
https://learn.microsoft.com/en-us/windows-server/storage/storage-spaces/deploy-standalone-storage-spaces
https://support.microsoft.com/en-in/help/309422/choosing-antivirus-software-for-computers-that-run-sql-server
https://support.microsoft.com/en-in/help/309422/choosing-antivirus-software-for-computers-that-run-sql-server
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https://www.sqlskills.com/blogs/paul/inside-the-storage-engine-gam-sgam-pfs-and-other-allocation-maps/
https://www.sqlskills.com/blogs/paul/inside-the-storage-engine-gam-sgam-pfs-and-other-allocation-maps/
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s 2lLICH O|&ZH| 5t tempdb0l A SGAM & &2 HXIst= ol ==0| ELICt SQL Server 2014 EE=
Ol M E AtE5te 4% & Sl 1118k gdstslof &fLICt ol Eelae =8 UAHE CHl
U ABHER I 0|X|E ZXE L2 E SGAM HO|X|o|A AZHO| 2|4 SHE|T ZEO| 205
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SQL Server 2016(13.x)5*E{= 0| S%'O| ALTER DATABASES| AUTOGROW_SINGLE_FILE &

AUTOGROW_ALL_FILES SMe2 S3l Mo{E/LICt. oAl

alter database <database name> MODIFY FILEGROUP [PRIMARY] AUTOGROW_ALL_FILES

Olz{8t SM Mo CHE REMIEH LHE 2 Microsoft SQL Server AEAME HESHAAIL.

0

x| Mo| M58 2[8F MAXDOP A

Z|CH ¥ X 2((MAXDOP)= 0424 CPUOIM SQL ServerE A&5H7| {8t M 4 SMHQULICE o=
S A= Ao B BHEE2 g'%';or“ O A8El= Z2MM =& FNo{&Lct 7|22t 00|,
O|& &3l SQL Server= AH& 7ts8t ZE Z2MAME MEE = U&LICL Ol S5 JEE & =
USH CHEE S| AHE AtEoll= E.*%MI et&LCt.

SQL Server®| MAXDOP Zt€ 78 = ChE XIEE 2 AL

NUMA == =215 T2 M A MAXDOP Zf
Chol <8 471, 270 EE= 30 (170 EEE

274 20{8)

£hed > 8 8,4EE?2
Cret <16 8,4EE2
ClFat > 16 16,8,4 EE= 2
(® Note

UdtX o 2 MAXDOPE 2,4 EE= 82 AHSHH CHE 22| AFE Ao 2|4 o| AN E ¥
= QI&LICH /I E2EE HAES DT CXPACKET 22 HEd 2| & o7 80| UYEX| EL
EH&sl= 40| E&LICH
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https://learn.microsoft.com/en-us/sql/t-sql/database-console-commands/dbcc-traceon-trace-flags-transact-sql?view=sql-server-ver16
https://learn.microsoft.com/en-us/sql/t-sql/statements/alter-database-transact-sql-file-and-filegroup-options?view=sql-server-ver16
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34X NUMA -2 &&= U&Lch.

CtS # 2|8 AI235104 SQL Server 2016 2! O|F HZFC

select E@SERVERNAME,
SERVERPROPERTY( ' ComputerNamePhysicalNetBIOS'),
cpu_count,

hyperthread_ratio,

softnuma_configuration,
softnuma_configuration_desc,

socket_count,

numa_node_count

from

sys.dm_os_sys_info

o17|M Z 52 o3 Z &Lt

« cpu_countE A|AHEI| Qe =215 CcPUL| =& LIEFLICH
 hyperthread_ratio= E2/M Z2AMM 1747t =&5t= F0{ £=2| H|E LICt.
« softnuma_configurationO|Q,1 E& 2:

* @ (OFF): default

« 1 (automated): &AZE NUMA

* 2 (manual): &AZE NUMA
« softnuma_configuration_desc7} OFF, ON EE= MANUAL:

* OFFE &ZE NUMA 7|50| THAM I&S LtEtHLCE.

« ON2 SQL Servert { NUMA E 7|8 AtS2 2 A-EE 2 LIEFALICEH

» MANUAL2 £AZE NUMA7} =822 THE[ISS LIEFLICH

« socket_countE ZEAMAM A3 £L|C}.

OII

« numa_node_countE= A|AEIMM AFE 7}SEH NUMA == #=lLICH.
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24ZH MAXDOP Zf & & Qlotedd Ot A2

$ sp_configure 'max_degree_of_parallelism'

AMEX} ol o CHst REA|IEH HE = Microsoft SQL ABEME R ZFHAAIL.

2/Et MAXDOP MH 20


https://learn.microsoft.com/en-us/sql/database-engine/configure-windows/configure-the-max-degree-of-parallelism-server-configuration-option?view=sql-server-ver16
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USE sampledb;

GO

EXEC sp_configure 'show advanced options', 1 ;

GO

RECONFIGURE

GO

EXEC sp_configure 'cost threshold for parallelism', 50 ;
GO

RECONFIGURE

GO

Al &l 2 =0f Cist | &5}

HAl 2 Z =0l 2 M3 S 36t U2[& LA HIXI7F Bo| Z&E I = =0 CHE A 7Y
o] o
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Aol E8ME IIME = USLICEH LAl ZEIE MS AYSIHC IOIEMHIOIA AZEIO| MA| Al H =l
CHAl Hut U El A& AEE FHAISHE R HE FHA|S| S7+0| HFELICH Al HHX|E CHA| A& s O
O|E{H|O|A QNZEIO| SHE Hi |7} O|F0f| ARMEI Zdo 2 QlAIGt T HutUEl H=E AES H = FHAl0f Q)
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$ sp_configure 'optimize for ad hoc workloads'

UA KT EEE |35t Yo CHst REM[EH LH® 2 Microsoft SQL Server AHEMHE BT ERSHAA|
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https://learn.microsoft.com/en-us/sql/database-engine/configure-windows/optimize-for-ad-hoc-workloads-server-configuration-option?view=sql-server-ver16
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4199: SQL Server 73 H|0|E(CU) & AMH|A B(SP)0M RE|ATE # 2| SE[0FO|X{(Q0) HE=2
g gstehct.

8048: NUMAZ £&E HZ 2| xS CPUZ E8E N2 2| A2 g4&t&rL|ct.

« 9024: 22H 27 E HZ 2| A E NUMAZ B E H2 2| A2 wHEretL|c.

CHE ol= Amazon EC22| SQL Serverd CHEH £ Z1E 71 I1= &$HE HEo{ELICH FHE &
Mole i 2M7F 2 MEtE 2 A™Hol cish M #Etol 2]

FXM Z2H1 41998 74E{H LSS A&MELICH
dbcc traceon (4199, -1);
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dbcc tracestatus (4199);
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dbcc traceoff (4199, -1);
dbcc tracestatus (4199);

x4
S
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Microsoft= SQL Server 201752 E| MH|A ZH(SP)O| EAIE SEFELICH +X UO|0|E(CU) X B2
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SPOE SQL Server?| R = AlZ 0| ZF (o] U222 £[4 SP7H DR|E[0] U= K| 2 QU5 A]
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https://learn.microsoft.com/en-us/sql/relational-databases/databases/view-or-change-the-compatibility-level-of-a-database?view=sql-server-ver16
https://www.sqlskills.com/blogs/paul/important-change-vlf-creation-algorithm-sql-server-2014/
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https://learn.microsoft.com/en-us/sql/relational-databases/databases/add-data-or-log-files-to-a-database?view=sql-server-ver16
https://learn.microsoft.com/en-us/sql/t-sql/statements/alter-database-transact-sql-file-and-filegroup-options?view=sql-server-ver16
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https://aws.amazon.com/blogs/modernizing-with-aws/reduce-failover-time-sql-server-using-nlb/
https://aws.amazon.com/blogs/modernizing-with-aws/reduce-failover-time-sql-server-using-nlb/
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https://learn.microsoft.com/en-us/sql/t-sql/statements/update-statistics-transact-sql?view=sql-server-ver16
https://ola.hallengren.com/sql-server-index-and-statistics-maintenance.html
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https://aws.amazon.com/architecture/well-architected/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-application-insights.html
https://aws.amazon.com/launchwizard/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-database-migration/
https://aws.amazon.com/prescriptive-guidance/?awsf.apg-content-type-filter=contentsubtype%23pattern&awsf.apg-isv-filter=isv%23microsoft&apg-all-cards.q=sql
https://aws.amazon.com/prescriptive-guidance/?awsf.apg-content-type-filter=contentsubtype%23pattern&awsf.apg-isv-filter=isv%23microsoft&awsf.apg-rtype-filter=rtype%23rehost&apg-all-cards.q=sql
https://aws.amazon.com/prescriptive-guidance/?awsf.apg-content-type-filter=contentsubtype%23pattern&awsf.apg-isv-filter=isv%23microsoft&awsf.apg-rtype-filter=rtype%23replatform&apg-all-cards.q=sql
https://aws.amazon.com/prescriptive-guidance/?awsf.apg-content-type-filter=contentsubtype%23pattern&awsf.apg-isv-filter=isv%23microsoft&awsf.apg-rtype-filter=rtype%23rearchitect&apg-all-cards.q=sql
https://aws.amazon.com/prescriptive-guidance/
https://docs.aws.amazon.com/
https://docs.aws.amazon.com/general/latest/gr/
https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html
https://docs.aws.amazon.com/ebs/
https://docs.aws.amazon.com/ec2/
https://aws.amazon.com/blogs/storage/maximizing-microsoft-sql-server-performance-with-amazon-ebs/
https://aws.amazon.com/blogs/developer/stripe-windows-ephemeral-disks-at-launch/
https://www.sqlskills.com/blogs/jonathan/how-much-memory-does-my-sql-server-actually-need/
https://www.sqlskills.com/blogs/paul/wait-statistics-or-please-tell-me-where-it-hurts/
https://techcommunity.microsoft.com/blog/sqlserversupport/connection-timeouts-in-multi-subnet-availability-group/318334
https://www.sqlskills.com/blogs/kimberly/plan-cache-and-optimizing-for-adhoc-workloads/
https://support.microsoft.com/en-us/help/2160852/ram-virtual-memory-pagefile-and-memory-management-in-windows
https://learn.microsoft.com/en-us/troubleshoot/windows-client/performance/how-to-determine-the-appropriate-page-file-size-for-64-bit-versions-of-windows

AWS HE 7to|= Amazon EC2 &0{ SQL ME{ BHE T Ak

=M 7|5

otz Eof o] 7+ |E0| =2 HZA A& 0| MHE|0] U&LICH &F UO|o|Eof CHEH LIS Erop{™
RSS I|EE FE5AAL.

74 ALE M o
£5E e a7l 400 HIS M 202311 122 4
ol chEt HEE 2%

ool EEl X[FE NTFS 82 B9l 37| M-, Ml 20231 82 8Y
220 HOo|X| &Z, Ay T
2E 7S A8, AECIO|E AP
H X2 HI8 A2t H
, =8 Zeila ALS, HIo|EH|
A Khs =E A ALSol of
MMOo| Ydo|EXIR& LICH

o
(=]
=
-

o | o |ox Iolco

=7tE x[E MultiSubnetFailover Oi7H & 2022 1€ 11
+=E MEE + giz til7HA| of
Z 2|7 o]0l Network Load
BalancerE AL&3t= 2ol
CHet HE I} FIHE[R&LICE.

ALt =HEEIRAELICH QAEIA AE0{ T 7|5} MM 2022'7 62 27
9| PowerShell ZEE 3
&Lt

M MM F=7HE SQL Server&AWS Launch 20214 8¢ 18
Wizardol| CHEF HE 7} FIHE
RA& Lt

X H A — 20204 72 21

37


https://docs.aws.amazon.com/prescriptive-guidance/latest/sql-server-ec2-best-practices/sql-server-ec2-best-practices.rss
https://docs.aws.amazon.com/en_us/prescriptive-guidance/latest/sql-server-ec2-best-practices/parallelism.html
https://docs.aws.amazon.com/en_us/prescriptive-guidance/latest/sql-server-ec2-best-practices/parallelism.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/sql-server-ec2-best-practices/ntfs-size.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/sql-server-ec2-best-practices/lock-pages.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/sql-server-ec2-best-practices/lock-pages.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/sql-server-ec2-best-practices/tcp-rss.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/sql-server-ec2-best-practices/tcp-rss.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/sql-server-ec2-best-practices/striping.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/sql-server-ec2-best-practices/striping.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/sql-server-ec2-best-practices/parallelism.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/sql-server-ec2-best-practices/parallelism.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/sql-server-ec2-best-practices/trace-flags.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/sql-server-ec2-best-practices/autogrowth.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/sql-server-ec2-best-practices/autogrowth.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/sql-server-ec2-best-practices/configure-availability-groups.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/sql-server-ec2-best-practices/configure-availability-groups.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/sql-server-ec2-best-practices/configure-availability-groups.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/sql-server-ec2-best-practices/tempdb.html#initialize-data-store
https://docs.aws.amazon.com/prescriptive-guidance/latest/sql-server-ec2-best-practices/launch-wizard.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/sql-server-ec2-best-practices/launch-wizard.html

AWS HE 7to|= Amazon EC2 & 01l SQL Mt BiZ =2 AR

AWS HZE 710|E 204F

CE2 AWS THE 710|200 XMS 5= T8, 710|E L THEoA YLEtMHo 2 AL El= Eo{LICH
2017 H=2 xiotsteind R0IT Bl 2UE LS AIB ALE AZHUAIR
=Kt
77bR| m2
OHEZZ|FO|ME EEIRER O|™357| Y8t 774 x| EtxdQl oto|1gf|o|M H™2F o|g{8F HEF2
GartnerZ} 2011'0f| mpet st 57t x| MEFE 7|Ho 2 SlH CS S 2 A8 ELICH

gt & 835tof ol E2|AH0|ME O|Sst

Ol 23S JHMELICH of7]0lE YEtxo 2 &
A AMA[et dlo|E{HIO|A ofAlo| ZEELICE of: 2= &|0|A Oracle O|O|E{H|O|A & Amazon
Aurora PostgreSQL £ 8t HHM S 2 oto| 2| o|M gLt

- DIZSHEY(B|ZE HE 2|Mo|Z) - O EE|F0o|ME SEIRER 0|58t UM £F 2| %[5}
E T 2lsto EctRE 7|lsS &Lt of:0f A 2= 2l|0|A Oracle Cl|O|E{H| 0| A& Oracle&
Amazon Relational Database Service(RDS)Z O+0|12{|0|MEtLICH AWS S22l E

- MTOHWEE HE ﬁ) UHtMo 2 7|& 2lO|MAMM SaaS ZR 2 HEHsto CHE MECE ™
gHEict. of: T2 27| #E|(CRM) A|AEIZ Salesforce.com OtO|Z12{|0|A4 8 LIC}.

z Mo

. BIHE{2Y/Blot7|HE - 2B2E WolElE JIS 2 A
[m]
o

ST of7ISIAE BB RM UMY, 5

||:

- EIZAR(EIZE HE AZE) - ofE2|7/|0|MS HESHX| i1 E2IRER 0|S3tof EEtRE
7les2 gLt o:2| EC2 QUAEA|AM 2 Z2|0|A Oracle H|O|E{H|O|AE OracleZ 0Ot0]
Joi|o|MELIc AWS EEtRE

« KHHHX|(5tO|{H}O|X{ =& 2| E|Z E H AlEE) N StEQ|o{E FoistALE, ofE 2|70l E
Al 2GSt HLE 71E 2B —’F’g%}xl OfTNIE QEBIE Z2RC 2 0|SELICH R DjA Z&Y
ZolM S EEL| 2R E MHIAE M E 0to|2 8|0l MELICH ofl: Microsoft Hyper-V
ofZZI#HolMdE 2 oto|zeolM E*L—U:P AWS.

« FXI(E#) -4 BF0l ofEE70olME FRIELICH Cir 2 E[YE{Zo| 226t s =
LHE2 2 d7|stedE o EEl7io|lMdt HIEL|A Rf-2ofA oto|z2f|o|MdE ol 7t gdod &+ X|stEd
£ dlI7HAl ol Z2[7i0|H0] o470l Z&E + U&LICH

« M8 BX[- 44 BFoMH ol ERstX| o2 ol ZEIAH 0l E T 7|5k HLE M7 LICH




AWS HE 7l0|= Amazon EC2 &0l SQL Mt HHZ 2% Alg|

g SH =T E= 0|8 AT[ HUE AL85t0 &4 C|O|E{H| 0| A 2t CH & CI|O|E{H|O| AT S 7|
stEl §EiZ /XIE|2, 5 Clo/EH0|& 25 Oto[aelo|Md & A ol Z2(7[0|Me] ERAME F
2|st= ClO|E{H|0|4 Oro|ZEl o] LIt o] WH2 U=ld Tetol s cidl A2 ol X
ix[Z oto|ZBo|ME RIHELICH O RAsHX|E HE[Z-TA[Z OtO|TB0|MECH  BE2

LS —
| 2egfLict

H
HO
S&-+& oto|zazofM

A4 Hlo|E{H0| A8 CHY HIO|E{HIO|A7F S7I3HE! dElZ 7 X|=|K[BF A4 Cf|O|E{H|O| A BH 44
ofZE|7olMe| ERMMME X2|5t 1 0| = CHY HIO|EHI0|& 2 SX|E|= G| o|E{H| 0|4 Oto|
aiolMd S lLict. cHe Cllo|E{H|o|A = Oto|2ei|o|M & o{™ ERMMME 5{&5tK| ef&LICH

A

ot

A
e

M OS50 ESStn aE0of CHEt B HhE ZH2 AMSHE SQL & +=lLct A gsxol o2
SUM 271 U&LICHMAX.

Al

CIOIEHMENAM 7HR] HEE SF M2 2 AfMstE Z2MAQLICH APt 7l HE ESol =
0| E = A&Lch EE Clo|HE o ol 7He! olo|B{ = 7HF&IX| ef&LCH.

A 39



AWS HE 7l0|= Amazon EC2 &0l SQL Mt HHZ 2% Alg|

&2 MEC} H|MAXO| L H| 2 8X0|HL & 20800 BHEE|= 2X|o &t

offZ2[70|M o

A2 RE] AARIZ E5517| 2I5H £CIE OHEZ|AHO|MEBH AIEE = U= 2ok M2 HAIlL
Ct.

OHEzZ[AHo|M ZEEE|Q
OHEZZ|70o|M 75 & FX| &2 H|S1 ol Z2|AH 0| Mol HIEL|A 7HX|E HIRSH0{ ZEI04| M At
5t= Z ofZ2/F|o|MH CHEt AE HE 2SULICH O| MEE ZEEZZ|Q ZAM O EM T2 A
A 0| 2Mplo|rd Ooro|azlol4, BdCHE 2 %25t e ol ZEE(Ao|ME AlEet D =& Héte Ol
=20l guct

23 Xls
AFE 7|=2 A835t0d & &, =X a4, THE 1Al § Yutxo 2 Qlztnt Bt El @IX| 7|58 =
St JE MEC R = AFHE e EokLCt AEMIEH LH& 2 What is Artificial Intelligence?&
SEEIPNEeN

21E Xls 2H(AlOps)
71 Bt 7lMg A8 sto] 2 BXIE ST, 29 ARE o A8 TS Folm, Aula
Z22 =0l T2 M AL|CEH AWS O0+O|228[0|4 TEFO A AlOps7t A El= 2ol CHEE RRA|
L8R 28 S8 7I0|=E& HESHMAIR

HICHE &= 35}

—_ 1
24745] RIBtElo{oF ErLicH
IR, YT, 2N, LITA(ACID)
97, WM EE JIE X7t wAs ZRoE ClolEHolA0| ClolE RE 4T 2% MEINE 2
aote AZE 0] 49 MERLIC

ABAC(E4H 7|8 A M| A Zf|of)

BM, 2T, Bl 0|§ So| AASA 88 7IHE MESHE HEtE ddste WAILICH XpAIEH L
22 AWS Identity and Access Management (IAM) 9| € ABAC AWSE I X3HA2.



https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html

AWS HE 7to|= Amazon EC2 & 01l SQL Mt BiZ =2 AR

ThE ARIE 4 Qs ME AAR ZHEEIE TR HAO| CIOIEE MA e SIxIYLICH AT, B
X i 7hHatet 22 ClolE Hal £ £30| S50 MEIY 4 9l HlOJE £49| HlOIEE
CHE 9IRIZ SAME 4 laLic

[= 2 |
CHE 7tE S FolZFHE AE| AWS 2| &1 S8t 2[He| CHE 718 S0l M st X[
AlZtol 2 HER o4 M3ste el niet XL

—

>
S
wn
Mju
u
40
N
g|=|
gl
3]

Bl 219/ 3 (AWS CAF)

A
el

ZZ20| 2EtRER HBMo R Mt AWS 57| Et 22Mo|T o™l A& S Jidst= ol =
20| Zlzo| X|A] & 2 Al Z AT lLICH AWS CAFE XIEIE HIELIA, AR, HEHEAA,
ZEHE HoH 2 2€0|2tE 67IX| 3 YUoz TASLICH HIZLA, AFRF 2 HE{HA 22
HIELIA 7|20t ZEMAN ZHS WFD E3E Hot 4l 28 M2 ©ME 7|0 Z2 MA0]
SHS SLICE ol S0, AFR ™2 QAKHR), ' HiZx| 7|5 L 2124 #E|E EE 5= OolsHE
HXE chat o2 ghLct olgd8t 2ol AWS CAFE AEXQ1 221 E AMES Qe =28 &

clo|E{H[O|A oto|aBolM /I ZEE Hotstn, oto|a oM MES HE st T, & 74ME A
35t T LICH AWS WQF = AWS Schema Conversion Tool (AWS SCT)0d| Z & T[0{ &L

S
Ct CllolE{#io]& A7|0F 2 ZE 244, ofZE|FH|0|M ZE, S&E & 5 S8 EMstn It
BEIME MSELCH

41


https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf

Amazon EC2 &0l SQL Mt HHZ 2% Alg|

AWS HE 7to|=

szt a2z

2lAA SE AIZE Z0to] [HE 4% 8o chEt SEE chatE 7 Lch Amazon Detective 0l A
S = E AF85to] AmEt 2EO2 AL, QMAR2 API E & I RAIS 22 AME = A
&LICH RtMIEH LI &2 Detective A4 A 2| Data in a behavior graph& & ZSHMAIL

=l AC|OF A|AE]
7M1 &8 HIO|EE HX K& 5= AARULICH Endiannesst & Z8HM|2

Lol ZEElof R

IC}. Botnet2 21} 20| ¥

A

2
=

=X

O=|O=|
[= |

Ac 2|EZXE2|e Z&h=
LICt 7|& ERX|0|M M Ef %
oI- s OI/\L_||_—_|. 7|__

T AAH

7lsg EAE EHI7L XM 7S

o= =2
branches(GitHub MEM)E &

= au)g o1|§3+f ZZMAULICH &

£H73(55 A1) 0l A

£S04, ML 2&0] “O|

HRI7LR, RtEARI7I2? S| 2XI& ol S5

-4,

S
[l

. SiX of Z 2|7 0| HE2

AgBrLICH O] TEF S AL 3

=2oHd

42



https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches

AWS HE 7to|= Amazon EC2 & 01l SQL Mt BiZ =2 AR

=Hoo|a ZelA HAA

T2 HAE Soil SR Lo = HAAE HEto| ol AMA
S el |ch KHAMIEH LI 2 Well-Architected XIEIS| THE! Rt 73 &

ArEAE BtE0o| 7|E QZEt A|IAH ol 7[HAof| HEIREE TEFE AMEE e TR AlAR 2 2l
Zto| Mo RS SAOE o} F|EIXE MAELICL 7|1ZE Q=B E HAsE W 2eteTe ©
=t J2IZE MEFE EYE = AsLUn

H I FHA|

Abed o1
718401 71218 BB 847 2 shs Wk B, 2 HHIS EE DAY AL 010122 Al
OF 7113 & 7Hi HHE HIALIA 2ol mhe} OlF0fE 4 9/

SLICH REAMIBE LIRS Mol AWS
oM ZIENOILISHE 0HOI 2 MHIA Alstel BIXLIA ofg B 410] PAls Mg HEGHIAIS.

HIZL|A 54 A &/(BCP)

CH# 2 oto|ago|Ma e SE
23517 22U MMIE £ U E x|t A= QlL|C)

CAF
AWS 2212 E AME T UHIE FZTSHML

canary H{ 3
2|5 MEXAH HEo| 8l E& ZEIAILICH Eelo| E= B2 M HTE BiEZ st 24/ HT
2 25| nAFct

CCoE

o

Cloud Center of ExcellenceE & = 5tA|

CDC

2% Cllo|E ZXME R =M.



https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html

AWS HE 7l0|= Amazon EC2 &0l SQL Mt HHZ 2% Alg|

243 oo/ Z*(CDC)

ClO|E{H|O|A E|0|S 2t Z2 HIO[E 240 #HE LIES FX st #E Aol e HEHC|oIEE
7|55t Z2MAQILICH CHY A|ARIC| #HE LIS A Atst7HLE SXlstod SVISHE ®XIste S

o|CtYet == CDCE M8 = &L

7t AX[L|0{E

AMABRIS| SHAE EHAESY| 6l oMo =2 o E= SH O|HEE T UELICH AWS Fault
InJectl ervic e( WS FIS)E AF&3l0{ AWS KT ZE0| AEPAE 1 SEHS HIste AH™

Cl/ICD
Kl&5 S8 U RISH HE S HTHML

==

=TT
&S MASHE Ol T80l Els BR Z2AALICH BF 2o CfE ML 2L ola 2 of
SELICH Ol4F 2h2 B4 ME CHELICE il 8 Sod, 2Ho| ol0|X|ol RS 7t Y| 0428 Tt
sHof & 4 LIct

CH&f Ol CIOIEHE AWS MH|A = &lst7| ol 240l M T|o|E & e S 3tefLct

282C &4l MEI(CCOE)

22t 2 Atdl| T, 2laA S, oto[aso|M EtEtel MY, o2 Helg S8t =X M
S =X MAoIM EetE M 2ig FTIst= CEoF BYLICH REAMEH LIE2 AWS 2EIRE
AE{ZEI0|ZE ™ME S 29 CCoE HAIEE HZ M.

gotes AR
2 ClO|E| &2E2|X|9F loT ClHtO|A BE[of Yoz AZEE 22IRE 7|E 22I*E HRE
2 ditMe = Ax| H#E 7len HAZE o

mju
ju!]
0
[N

ey zy

T Z&0 A 3L} O|Ak9|
I:L AT 82 22t

2R E AEH BHA|

[m
o
40
[N
ok
oy
mjo
4
jiH]

x
Hr
lgj
s}

0
1
LOL
g'l_l
rr
jn]
>
m
rr
o
02
H
=
°
C

Z%o| 2 oto|zlol[MdE m LetMo 2 HR[= 4TAH: AWS E2EHRE



https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html

AWS HE 7l0|= Amazon EC2 &0l SQL Mt HHZ 2% Alg|

c ZRME N 3Y U ss SO ¥ UK 229 BH ZEME MY
. Jl¢h - SERC A ST 2B 7% FAHO): MY E MY, COE Hol, 2% 2Y 75)

- Oto|zglo| - 7 of = 2|7 0|44 Ooto| el o]4d
« Re-invention - X|& 4! MH|A %|Z35l2F SR E &4l
0|24t Bt = Stephen OrbanO| 221 H/AIE The Journey Toward Cloud-First and the Stages
of Adoption on the AWS 22} E Enterprise Strategy = 2 104 A Holi&LICt. AWS Oro|22 0|
M T2k o{H ol UKol Chet AtAIEH LI 2 oto|Zel|o[M #H| 7I0[=E & EESHAML.

AN -

CMDB

T #E| CIO[E{H0|A E HAStM L.

A B|EZXEZ

AAIEQ HBM, ME, AFRE S9| 7|Et AFAMO| HE #E| ZEMAE Sal| ME D A
O|EEX|E xIQLICH YEtXQl 2R E SIEZX|EC|M= GitHub EE=7F Z & ElL|CIBitbucket
Cloud. ZE9| Zt HME Eaix|2t 1 &LIC 00|22 MH|A =M 2 2|ZXI|EEl=E B 7|s
ME LIt B Cl/CD mo|Z2tel2 o E|ZX|EEIE MEE = JU&LICH

ZE Al

Hlo4 QU7HLE, MCHZ A LAXIX| EA7HLE, el E[7AHLE 2171 @l= CIO|IB{E Z &S
LICH & M2 2Lt ClAF 0l M Ci|o[E{H|0]& RQIABIAE 2lo{ok 5t7| E 0l S50 YFE O|X]
M, Ol= HI ZHA0M el= ZAECE =&lL|ch

MRy

= ool

70| HMAEIX| 91 ko2 1k Clo|ERl HOIE. 0/ SRl CloEIE HalE ms Yt
xoz Ll 27t 518Ut 0| GlOJEE H50| %1 IS0l KE AE2IK| HE EE S
b

Ct.
AZ HF7|HHIEE HEE + J&LICH

ZFE HIF(CV)

7| st&E AHE5tod CIXI™ o|O0|X| & HIC|2e 22 AlZFA] Al M E% EMstD FESH=
Al ZE=2lL|Ct 0 & £04 Amazon SageMaker Ali= CVO CHEH O|0|X| M2 YT 2IES MBS EL
Ct.

IFHCEEZE
SIAREQ| FR 70| of|et YEfol M HAELICH O|2 Qle| HIAZET HEHE E56HX| A4S

T UM, ditMo = MTIMo|1 o5t x| ef&LCH.

45


https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/

AWS HE 7l0|= Amazon EC2 &0l SQL Mt HHZ 2% Alg|

744 22| o|0|E{H| 0| A(CMDB)

Eoi H AZES o] 7 249 oY 78S L efst0{ O|O|E{H| 0|2t s IT 2 Z0i Chet
HE Mt gelste el2X|E2(LCH et oz oto|azo[Mel ZEEE|2 AM & 24
EtAo A CMDB2| H|O|E{E A EFLICH

QlL|CH YAML ElZ 212 AI235104 &EHA T2 AWS HAH 2 = & x|
QE{E|Z HHEZ & 4= A&LICH KtMIE LIS 2 AWS Config B M| 234 B g EHESIMIR.

78 & U 2ot HALE AFS R XIE5H7| flsH =eteh = = AWS Config & & 2A| 2 &
2 s o

AZEQ 0] ZBA ZEMALS AA HE HAE, AHO|A U ZZHM OAE RIE56t= T2
MAeluct Cl/ICDeE Yo 2 mo|Zzlelo 2 MHEELICH CI/ICDE 83l ZEMAE AtS35tet
I, 8488 20|10, IE EFS MG,  EH NS E = UsLch RtAE &2 X|S5H

MEo| 0|2 HZXtAAIR. CDE XISH™ HHZE o|0|5t7| = §LCt AtMIEH LIS XS5 HE
(Continuous Delivery)t X[&2Q1 7HE S & ZSHHAIL.

ISKSRE [o]]=)

AE BRI 2l ClolEfet ZHol WIESIZoll D El0f 2l HlolE LTt
Glole| £ 7

T UATE 7IECE HIERIO HIOIEE AlHstn BFste Z2MAQILICEH Ol Z2 X
IOIEJOH CHEH MAst 235 U 2 ZE HMoig AYsls
et 7 eAlLch ClojEH 2RE A

_+_?=.I—IEP KM LHE2 HIOIE EFE HZsHAAIR.

E‘r rr fo

o2 > oM
1 ]
oi—

I:o

Clo|E| EB|ZE

Hile O E80| E|22 Alo|{ EoF 93 &
S Well-Architected Framework0i| A £ oF 2=l

d|
=

Z 24 ClO|E{QH ML 2 S8 0l AHSE OIE] 2ol A8t RHO| EE Algt Ztoll HE 2
clolefel olol 9l st Clole] EBlZEE ML 2 oS0 HEHHQl EF, HEA U BN

MetAld = AU&LCH

46


https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html

AWS HE 7l0|= Amazon EC2 &0l SQL Mt HHZ 2% Alg|

% 5 ool

HESIZE Sotetn U= ClO[HYULICH HERR E|l&a4A ALOIE 0|S SR HIOIEHE oz & =
A&LICH.
GlOlE] HA|

Y dEA el A HHAAE Soff E4tE[n E4HE OlolE AR HE MI st of715x ZalY

T Lo ololeigt £ 25T #Malsts HALICH oM ClOIEE 2|43H518 7

=
HE % EA BA UXSE 2L AWS 22 E =+ J&LIcH

o

2
T
T
ok
4o

ME[E = e A SHE 01| HEHZM MEE + Us 2oL AMASIES ot ol T
=0| El= AWS 3| o 7t=elY MEQILICH RHAM|EH LHE2 CIoIE B 752 HEsMR
AWS

GO AFE %42

HAICIOIEE ML 20| &H & BEME & U= SA2 2 #HErst= ZALICH oo E A
Melettte A2 54 QoL &2 X7Hstn & 2f, 2ol e e e &5 UdsS MeElgS

ojolg =+ UA&LICH

ClOIE &7
2tO|ZALO|Z ™Mitoll 24X Clo|E{e] EXet 7|5 & FHotes Z2MA(0: HlolE dd, ™&, XMHZ
).

GO F4]

CIOIEHE =& % ®M2lstE 7HALICH

ClOIE HlofstA

21 22 HIELIA QIHEIMAE X|¥sHs ClolE B al AlARRILICH ClolE Hloisterols
Urrs{oz B2 2ol 71% HlolE{7t X e EIH Yo 2 #a| W R Ao ASELICH

ClOIE{H|O| A0 A EO|2 & Ao FZRE BFE7HLE 5t 7| 21T BEE £= FFULICH

ol Oo|E{H O] A =E 240{(DML)

CIOIEHO|A0AM HEE +F (&Y, UOIo|E A AX)st7| 28t BHE £ BZULICH



https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html

AWS HE 7to|= Amazon EC2 & 01l SQL Mt BiZ =2 AR

DDL

ol gue
olE Qlsh o B B'd DS Wershe WYULICH B YAES AB ol Of HEHE o5 U
Lt oz ol EEtage REE + AaL

SIS

oi] A&l QIS MBS AFEstod U™ HIO|E e 2h o CHY = Zho| i E S A'EstE ML o2l
EoklLct.

Al
=

4oq

Ol

HESIZ et O oto| ol 7|Hd, F2E X 71882 EEst7| /sl ARE

20| Hot HAHLIED M08 AMSHH A Sstste HE 2ot M2 dhalel 0| HEFS iHE—'.*ﬁP
™ AWS Organizations X 2| 024 A &0l 02 ZHEE S AWSF7I6104 E|aAE B8 = /UE
LICE o & E01, &5 &o{ Y2 HAI2 CIEAH 215, HERI MEst L AS3E ARE = UE
L|Ct.

¢ e zelxt

ofl A AWS OrganizationsZ &t | = AMH|AE= AWS HIHH HHE S535to ZE ol AH™EE #HElstn
e Mu|Aof CHEF HEHE BEIE = J&Lct ol2{8t A™E siiY MH|A 9| e ZElAtetn
grLICH REMIEH LI 282l MH|A 552 AWS Organizations A A{2| AWS Organizations
o B AH8E £ e AWS MHIAE FHEFMAIL.

HH 2=
CH& 2t oM o EEIAOIM, M 78 = ZE =HMES MEE = ULE Sl ZEM AL
Ch. HiZ o= 2= Ho|A S| HE AIEE 738t CtS o E (7 0| B FoM sl I EH|O|AE
TE5tD A#stE 2ol ZEELICH

7He &4
LS AZTFAML

= x| Alod
OHE gt M £ EfX| 7|8 U L3S TS MHAHE 2ot MoflLIct o248t Mo{= Z7|IE 2| of
42 xo{E 3|t 2ot O|HEE 2iEl= 24 Ho{MAUL|Ct RtAIEH LI& 2 Implementing security

controls on AWS 2| Detective controlsE & =5 A AL

D 48


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html

AWS HE 7l0|= Amazon EC2 &0l SQL Mt HHZ 2% Alg|

e 7tx|l & oiE (DVSM)

r
Uick. 78l B0l 442 Yitsoz HAs TE E HAsxY SEats i 2R o
iz m] x

2i3t 492 YHhs

|0
Ju
=
12
1}
i
o
WO
Iy
Ac]
B}
o
[
]
Ral
0%
[=)
>
()
[
r
o

KH H
MIZE S AAHOl 7| U ARIK uISLIA SEE SEHK| R34 Yoot
LIch ol2{8t O|HIE & XteiRtaH, 7185 @8, olT ot e T4 97 £ Y

MEO| SR °._|?_F And =+ &Lch

A5 =7 (DR)

MsHz Qlgt 7t&s SX| Alztdt HIo|E £ 4 & %|A8ste Ol AFSste MEF & T2 MALCH
REMIEH L& 2 AWS Well-Architected Framework 2| Disaster Recovery of Workloads on AWS:
Recovery in the Cloud& & Z35tM 2.

DML

CllO|E{H|O| A ZEf 21015 & EStAMIR.
Coel 7 A

AE ZFE A7 MBstE Tlgtste THQ E= A HIRL|IA S E0| 01450 SE
EQo] A|IAEIE JHesHE M2 LAILICE o] 7H=E2 ol 2] oflEkAof o3 o] A{AMQl =
Ht C|XQl A Z E Qo] B4l SE M 3l Z(Boston: Addison-Wesley Professional, 2003)0{|
HEIRA& LTt Strangler Fig THE D & 74 Q! 7|8t MAHE AL 5hs W&ol CHEt RhAlISH LY
ZiEl|0[L4 &' Amazon API Gateway& A& 35104 7|& 2| Microsoft ASP.NET(ASMX) & MH|A
X

MEMo = FHbstsisE dHE HESHAAR.

D 49


https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html

AWS HE 7to|= Amazon EC2 & 01l SQL Mt BiZ =2 AR

Co|lZE ZIX]|

7|1& FA0o| WAl =%, 0 & £0{ AWS CloudFormation £ AF23504 A|AE B|AAQS| EEZE
E Z XISt HLEE AFE35H04 AWS Control Tower HHIHAA @ AR &0 FES 0 =AU A

o) Zo| M7 S ZHRIE 4 LT

EDA

HAOOH =42 HXstM L.

EDI

R Ho|H WetE XML,

oAR| HF

loT HE LI 9| AX|oA AOLE ClHFO|AS| HFEE 52 i
g AX| GRS S K[ AlzhE —E-Ol_n_ SH AlZhE 7 = &Lt

%} Cilole W 2H(EDI)

ZX O HIZLIA BM XS ek RHMIEH LI 2 TR Ci|o|E W2 o[BF FUULIINE EZSHA
(@]

&= 3t
AtEfol eiE = = Ui H| 4[0|EHE AtO|H 2 HEtste AR E Z2MA L
&= 3t 7|

ot2 3t ¢ BB ols MRS RA| HIES| 235 SAPAULIC 7|9] Lol Cherd 4 2

A E HZelol HOIETH MHE e =ALICt & dC(er AlAEE2 71Y 28 HI0|EE B
MEFLICH 2| 2dC|o A|IARIES 71 &2 ZSQF HIO|EE TN MEFL

E 50


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html
https://aws.amazon.com/what-is/electronic-data-interchange/

AWS HE 7l0|= Amazon EC2 &0l SQL Mt HHZ 2% Alg|

Virtual Private Cloud(VPC)oﬂH SAEGH0{ CHE AFS X SR|E = Ue MHIAYLICH E ME
CHE AWS H™d EE= AWS Identity and Access Management

504 AE ZQIE AMHIAZ MASIT
(IAM) EoF F=|of ‘HEHE AWS PrivateLink 04 o= U&LICE O[28t AHE E&= 2ot FA = ¢

E{H|0|4 VPC IS ZQIE S AA5t0f S EQIE ML HIBHE A2 4 UaLich RHA2
Mg MRS AAIR.

LH& 2 Amazon Virtual Private Cloud(VPC) AEAMO| AEZLQIE AMH|A

AE{ZE}O|= E|AA HE|(ERP)

AE{ZEto|ZQ| F HIZLIA ZR2MA(: 3|AH|, MES, Z2ME ZE))E AtS3stT #HEISHE Al
ABIQILICH,
SE &355t

&5st 7|E CIE 453 7|12 AE5t6te Z2MAQJLICEH RHAME LI 2 AWS Key Management

Service (AWS KMS) MHAMO| S & &5

2l ofZE|FolMe| QIAHAQILICE OS2 2Et*E A

>
0%
op

x
i
\|
AL
I
E
T
2
FE
L]
i
O
0
Q'I_I
rr
J
I
I
I

oo i X
o 1o n
I
I
I

L|CH. OIE-I?J %%'_O—I SE*’S'% E|

ob
do

o

EAAQILICE Cl/

[k
b
L
%
o
O\I

- 2B ALSRIL HHAE 4 s A F0l ofE 2 olMo| 9
olza ro_ow z2oiM # 2ol ot

B2 - A W & 0l9lo] AL AT
& B WALSA 8 HAES

@)
O
=

ri
o3
H

= o = A T
QT M & 7 Mol cHet HE MR dBE MISELCH g S =2
ID & M| 2|, B K| Mod, 2lzef 2oF Clo|E E3 & QIAHE cHE 0| Z&ELICH AWS ot
o|zgi|olMd TEfo| o Zlofl CHEF RbMIEF LIS Z=0% 7134 7H0|=8& A ZsHAAIL.

ERP

ANE{ZElO|=E E|AA HEIS XML,

51



https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/

AWS HE 7l0|= Amazon EC2 &0l SQL Mt HHZ 2% Alg|

= A4 0 O] B 2 A4(EDA)

Clole| M= &3t
A

M+
o Fo
i
0X
o
_Fl
19
on
rir
|Hi
Hu
=
>
2
r
o
inl
o
n
i
>
it
IR
rir
A
N
rok
ul
0

n

=E
£E A7|0to| B2 B0l LI HIELIA 2ol ChEt B2 A Clo|E|S MESLICH Yittoz
HE B0lg0lE H8Zt0| Z8HE Wt A2 B0l ol CHEH 9J2) 717+ ZHE Yol T 7k KEo|
7 5t

e =8B F7|& £0(7] flo At F & EHAEE AHSste HetQlLIcH oY M2 E4el &
e FELIct

oM EFoHe| &S MEtst T /I 2= SHZ JiMst= 1I T Eol&le 718 8, Aws 2|
ZEE Eo)2 == olo|H &aielar 22 AWS et = A ILICH RHAlEH LHE 2 AWS & ol A

| A8 5tE 23] Cllo|EULICt o & Eof, M= #HoM 7|52 MZ 2teldM Fr7|Maz
Az ol0lX|Y & A&LICH

2o o Fof §40| ot SLFHXIE LIEHALICE Ol Yitx o 2 SHAP(Shapley Additive
Descrlptlons) E'J s ILE{IEIO*EQP Z2¢cC P%“F 7|2 Sl A = e x| HeE EFHEL

7l e
%7t AA2 CIO[EE B2 e, 22 67U, B HloE HoolM of] ME MEES 52
sHe S ML ZZHAE 9/5) Cl0[EIE &/™stss ZWYULICH 0|8 S8 ML 20| HloE|E 28



https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html

AWS HzE 7t0|= Amazon EC2 &0l SQL Mt HHZ 2% Alg|

gk == Q& LICt ol & E01, E™ 2021-05-27 00:15:37'2 2021, 58, 'S, 15U’ 2 2/ 5tH &
& gnElEol CHYE HlOlE 74 QA BEE 0B E HEIg st ol 2ol B
¥ So| X ZELE

FAE AL E st T 2Yst7| Mo Zrdn et 32 EoiF= H 7FX[ oM E LLMO|
0

HEe HEAE L] &2 ME5t0i RO ZEZ E0of Z&E ofA[(ZhHolM &
LICH FAZEZEE EH YA XY, FE t= T HQ X[Alo| R Zredo] MU £+~ /UG
LIC ME2AF ZEZTET E XM
FGAC
MESHE MM A K0{E FESHA L.
ME23stE M A XMOo{(FGAC)
o4 RS AF85H0{ M A HEE 5 35H7HLE HREELICEH

Z 2 AIZd oto|z oM

= M-8dte= CHdl #18 TIo[E A E Soll 2% CIo|Ef SME AtEstoq Z[CHE

A T A
B2 AlZt Lol olo|E{Z ntolajlolMdste ClolE{lol4 otolajolM weelLich SEE 7t5
Sx| AlZtg Hlastste ZelLch

Yutst 9 2ol x|HEIX| &2 lolEfel ChF 2 ClolE] MEo] Cish 2BE T2 B 21 A1z
2 eJLich FMs2 2104 Ol3, HHAE 2 0|0|x| 444, Ktedo CHBHet 22 Chobeh bt B 48
& 4 aLch REAIE LIS 2 D200/ SHOfR SRS AT M.

dEZ Al
CHEr ol o|OfEfofl CHa EHEIA M 7HEHEE HIAE ZFREZEE AESt04 O|O0|X], HIC|R, HAE
L or|eet d2 M 2HA U olE|HEE WYE & e Al 2| 5t RFULICH XHAIE LIS

G 53


https://aws.amazon.com/what-is/foundation-models/
https://aws.amazon.com/what-is/generative-ai/

AWS HE 7l0|= Amazon EC2 &0l SQL Mt HHZ 2% Alg|

X|21H MEH(XI2[H AHE
Amazon CloudFrontoll M £ =7t0| A& A7t 2EIX HiZ o HMASHK| RSHES st SMHY
Ct. 618 S5 Ec AE S 52 A85to] S E =7tet tetE S71E x18E == 9!

L& & CloudFront dFAMo| ZEIZ 9| X|2|H HiZ AEtS HEsHHAIL.

Gitflow XA EZ=

5t et 8 &2 B30l AA FE B|EX|EE|Q HE CHE HAIX|IE A5t WA QIL|CH
Gitflow KA EZ2 = HHAIR ZtFEH EHT 7|8 3 ZE2 = dHc|™o|n M5t M2 ghalel
LIC}.

=& Ol|0|x|

AAH e AZEQ 00 A QIAEAS HIZ 57| 5t HE =
Aofo] AHLFQILIC o & 0 MEYoIME ZE ol0IxIE +%%+04 042 Cltko 1208 ﬁ——%’-“
L al A

=
018 ZRHIXLE 4 oM ClHolA ME Sl 45, S5ty

=[u[ay

galews o
MZ 2 B0l 71Z QIZatol Y AlAT of7|=x{ol Che 1RITE Here ME o 2ete L
S8tnE she 7|E ez atoto] 84 ME ¢10| ZE MR 7ISS ME £ st 7IE ¢
ZolE HEsts B9 HEteTe MYN IREC Mg 28y £ JaLin

=t
A3 Br9l0U) THAMoIM Blas, HM U FH E4E Balste o £80| B F2 AU,

ol JeAle FE E4 EE| RHHTE HME AIBs0], MUlA Kol HAUT 1AM HEt
HE AHstod THELICH Bx| JtEIYe WA Q¢ U R E4 2X|E AX/SD HES 9
Bt 2212 MM3SIH, 0|= AWS Config Amazon GuardDuty AWS Security Hub, , AWS Trusted
Advisor Amazon Inspector & AF& Xt X|'H AWS Lambda HALE AH8 3504 7234ELICEH

H

HA

n7teds HXA L.
E{H

0|7|3 Cilo|E{H|o|A OOl e o] M
CtHE CIO|E{HO|A ATIZ AE 5t CHA O|O|E{H|O| AR AA H|O|E{H O|A OFO| T O[M(0d:
Oracle®| A Amazon AuroraE) 0|7|Z 0+0|a0|M2 YEtx o2 Z|ot7|HIE 2fdo| UF0|H A

H 54


https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html

AWS HE 7l0|= Amazon EC2 &0l SQL Mt HHZ 2% Alg|

OE HEtstes A2 S Y = U&LICLAWS = A 7|0F #HEto| 20| El= AWS SCTE

SHILH RIS LA Al 7HE 80| KISAO 2 WY 4 AU YARCO| 5 HA NAHE RS2
&Mooz TEE M52 MBED, M50l DIxls YYS sl4stswM CHe

ANES HE EFHES 2 7I2(0T) AlXHES Hohststn Yaslolsste o
AMelLich SIAE IS R0l ket EXoIM CIOIEIE £ EstT MFsHe o

15t ol AR 2l ClolE| MEOIM ER-E Blol2o| XIHE 7|2 HlolElel
0IE{E AR 5H0 2 052 EZO0FR CIOIE{S HID 3o D 458 T

k=)
o
ini oll

III|0II

Seh HIo|EH|o|A AEIE S 7 5t= CHA CIO|E{H|O|AZE A A T|O|E{H[0|A OO 2l 0fM(0f:
Microsoft SQL Server0i| A Amazon RDS for SQL ServerZ) &3 0+0|22{0|M2 Rt™Mo=Z 2|5
AR EE 2|ESEY 2o AR LTt HO|E|E HIO|E{H0|A REIEZ|IEIE AHE3t01 A7|OHE
oto|agilo|ME = AU&LICt.

3 ol
R} QA4 sHE TIOJEY(0l: AAIZHBIOIE i 5|2 #of Blojef). Ykt of o olE{ol Wt
£ 22| 8BS MT ety st nAS AEaIX| AS £E BeHAT TR

PPN

ZzEHME EEo &8 =XE
AN

sto|m 7o 7|zt

Mgt 2= oto|zclolMd Blo| EXE sidstz| flo 22t =0iM oto|zo[ME ofEE|7|0lME
#rElet ZLEZstE 7|ZHLcH dEtHoe 2 o] 7(ZH2 1~4LILICt stolm7io{ 7|zto| ZLt
oro|zgolM B2 LMo 2 off Z2|7 ol CHe Mels Zete*s 29 Blol gLk



https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html

AWS HE 7l0|= Amazon EC2 &0l SQL Mt HHZ 2% Alg|

=
(o ot

AWS EzteE # Lol M HMetE Holstes stLt ol4el IAM 2ot Fxfof 4ZAE Hailu|ct.
5 oiZ2/7 ol
90 S¢ot Y CPU X M2 2| A8 0] 5~20%Q! o E 2|70l lL|Ct. Ofo|azolM Z2MEof
MeE Ol2{Er i ZEFI0|ME M SXIstAHLE 2x 20|20 FX[stE 20| LM Lot
lloT

AMdg ALE QIEUIE R ESHAAIR

HE 2718 oz
7€ QEZEIE UOIOIE, I{x| M L& £H = A Z2EHMH I ZE E Q& M QIZEHE HY
5t REQLICH ¥4 27tsdt Q=Zetes HE 7ts6 Q= EC EAMOo 2 O JEE| T oFY
XMOo|H o| & 7tsEfLict. XM LH2 2 AWS Well-Architected Framework2| 473 £7158t ¢l
CHE AFESHHHE 2 AFIE & ZSHMIR.

AWS C}E HH ot 7| x| M ol ZE2[7AH0|M IR M HERXT AZEE 2, dA & 2t*Eet=
VPCRILICE AWS Security Reference Architecture0ll M= OfZ 2|71 0|0t w2 QUE{ 7to| &

YT QAEHO|AE ES5t7| 2fsl QH2E, ofRHI2E & HALVPCE HIESIZ AEE Y
WE HYELCH

oto|zz 2| oj4d

0l
AL

sst= Al ofZ 2|70l 22 M oto|adlo|Mets HEH TEFULICE of
O| DtO|AZEMHEIALE AFSKIEE M AIARIOE 0|5 E = UELICH ZE X
O| MCHE ZtS3st=X| &gt Foll= BIHAI AIARE HIIE & JS W7HX| =7} 00| 2 MH|A
Ol == &Lt o TEFg AHEStH Cw 2 oto| 2ol gl

AN, AAIZHOIOIE, AtSEH 24 L A/MLL &S Sall M= Z2 MA Q| FHCHSIE FZ 57|
2|8H 2016301l Klaus Schwab0oll A £ &l8t 20{¢/L|Ct.

o
HL

56


https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://www.weforum.org/about/klaus-schwab/

Amazon EC2 &0l SQL Mt HHZ 2% Alg|

AWS HE 7to|=

=zt
A QF RpAFRILICE

of Z2|7|o|M el &3

I QlZ2H(IaC)
T O MEE S5l ofE2|AH o|Me| QlZ B E T2 H|XMYEStD 2 E|ste Z2EMAQLICE lacE
MER2 gtE0| 85 7ts, A 2l a2 e el g2|8 5 E&ststn, 2lAAE &
E3tetn, WEA HEE = UTF HAHEU}A&LICEH
AU AFE CIEH (lloT
MNZ, ol4X], RbSAE |2, dBNSH = S2| A EF0M lE{Hlol A2 =l MM & C|HFo|A
O| Ab& RHMIEH LI 2 A& ALE QIE{S(loT) CIX|EH ERHAZHO|M HMEF 15 FXFHAAIL.
AAL VPC
AWS Z|7), eIE{4l &l 2 2f|0|A L

4] VPCs. AWS Security Reference
AE BES5t7| flsH lat

AWS C+& HE ot 7B X0 M= VPC(S
s

EQ|3 7to| HERT EBlE HAAIZ EeElsteE Y &S
Architecture0ll M O E 2|70l O W2 QIE{Ll Zto| ute CIE|H|0|AE &
2C, Ol RHIRE L HAHVPCE HERT AHEHE MYE HAe HEELICH
AtZ QIE{H(10T)
ClEHAIOILt 24 SA HERXIE S CHE C|HIO|A L A ARIT SAI5HE MM =2 T2 M7}
LHEE B E S 2/ 2 ol HEZ RtAEH LIS 2 10TE?E R TS AR,
5 A1=d
2Hlo| of 0| =30 2k o= A HEtRI=XRIE AR Ol olafe = e HEE MYS= 7|A4 &
& DEo| EMULICE XtMIE LIE2 7|7 DE M JtsME B ESIHL AWS
loT
ME QIEYE BXSMS
IT & 2to[=E2HE2|(TIL)
IT MH|AE MZ51 0|33t MH|AE HIRLIA @F AFE]| 2HA =&5H7| 95 Lzdo| e AME|
ITILS ITSMS| Z7|8+E MBS ErLCt.
IT MH|A ZE(TSM)
ZTEO|IT MHIA MA|, 734, 22| ! x|t 24E &5 Sl 2YS ITSM 272 S&6tE
3t 7l0|EE A XSHAAL.

gtedof Ciat XFAIEH LI

57

o
HL


https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://aws.amazon.com/what-is/iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/tools-integration.html

AWS HE 7to|=

Amazon EC2 &0l SQL Mt HHZ 2% Alg|

ITIL

IT EE Elo|EE2|E & XM L.

ITSM

IT MH[A 2ZE[E HZESHM L.

L

20l 7|8k A& RIOY(LBAC)

clO|E] REAlof ZtZ 2ot 2ol 24t &

& MAE CFS A AWS &tEelLct =2
JHEEBP OHEEI?HOI/SC’ MESHA A
o= 7ls

AI’“OE gdsts 2 M A MOo{(MAC)E +
7ol Wit £ &2oi ek AR E = U

Z 22 07| MHFE 22
St HiEZE = QU

MES &R 54

|'6 7:||7<-I AWS g|-7=1 M A x4

MER &
28t ZAAL|ch AHS A 2ot Blo|E T CilojE 22
= ot do| A™EL|C.
A &
WY E2 HY Jhssta aHet A
2 el=at EZgol e & &l 7HX[2n
gLict. 2 Eof Chet XEA[EH LHE 2 2HHs
A2

STHE 2ol CIOIEIE 7o R AFH &
HAEE CHE Q1012 We 2% ety
LLMs & Z=3tAAIL.
CH7# 2 atolaaoly
300CH 0l4-2| Me oola ol eiLict,
LBAC
cllo|& Z|Eh HAM|A KoE EESHMSL.

A HBt

=|A M

H3tg Roists ROt B

2l Al 2HQILICH LLMS S B, M 29,
{21 5eig +8E 4 UaLch RME LIS

A At JLICH REAMEH LIS 2 1AM T

58



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/welcome.html
https://aws.amazon.com/what-is/large-language-model/
https://aws.amazon.com/what-is/large-language-model/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege

AWS HE 7to|= Amazon EC2 & 01l SQL Mt BiZ =2 AR

2|E QdC|oF A|AH

Al

|
0

M
[e]l]

= SRF HO|EE HX X%

ol
rr

AAEIQILICEH Endiannessk & X

[e]l]
-

7|H & (ML)

e QA Sl stgo dIE|ED 7[HE AL8dte 213 XIs2l & R YLICH ML2 AlE Q1B
(loT) ClO|E{et Z2 7|SE CIo|EE EMst st&asto MEE V(e z SH Z2 S &Lt
REMIEE L8 2 7[7H st& S A RstAAIR

7|2 2|

HEHX|E B ZSHM L.

o
HFE 2ot EE iR ME B3 8 A4S MAT AZEAOQLICH BofE HFE ALY
S BESIALL QIYE HEE KB, PE UNAE TS £ ABLICH Bof2| 2= bt
Olz2, 8, 4%I0f, E20| S0}, Antolfod, 71274 S0l eLict,

ZEld MH|A

A AN L ZSHES AWS 2U5IH A RHE A= ZQIEof HA|
FLICF. Amazon Simple Storage Service(Amazon S3) 2! Amazon
{2L|ct. 0|2 FASIE MH|ARtDE L},

AWS MH|A = gt 7|
A 5104 HIOIEHE ME ST A
DynamoDB= #2|& MH|A 9]

MZ A~ AAR(MES)

0I)|I

MEE S HEo| ST MESR HEshs M4 Z2HAS £, DUIER, 2M3t U Ko
571 9I8t AZESl o] AlATRILICH

—

o
-I:

MAP

olo|adyo|M 745t 2O XS L.



https://aws.amazon.com/what-is/machine-learning/

AWS HE 7l0|= Amazon EC2 &0l SQL Mt HHZ 2% Alg|

HZHUE

EFRE MEStn EF AMElE RO AU E AASId -G A T2 MAILICH o
HUES &8 Al RHAME Z&tstn 71MsHE F7I1LCE REAIEE LIS 2 AWS Well-Architected
Frameworkl| H7HLIE 52 HZT5HMI2.

HH AH

ZE o] Ol #E| A™EE AWS A™E M elst 2E A™. AWS OrganizationsdtLt Q| 7|2 §t i
of stLtol =& M et 2 = JU&Lct

2lAATFXBHE 0T ClHEO[A | CHEF AA/F 5 THEHE 7|82 2 5t= B M2M(machine-to-
machine) E4l ZZ EZQ|L|C}.

oro|Z 2 MH|A
3 MOIEI APIE S8 S4I5T Yo 2 ARR XH¥| B0l ARSHE ARE 57 MHIAYLICH
ofE 501, 28 AAHE B, OIS Sof HIALIA ol TOH, BT, BA 59| 519 ¥

£ Y, ot
| &

o i EEl= 0to|3 2 AMH ICt. otO|Z 2 MH[A 0| O|He 2 BIMY, fodst

Tt EEE 4 aL
S, 2412 I, HALS 7H5 8 22, 29421 S0| UALICH AFMIE LIZ 2 AWS MEEIA M|
A AHZ 501 DFO|TEMHIA SEHE HEFHALL

Olo| a2 AHH|A ofZ|El &

Zt OHZE|7H0|Hd Z2MAE OIO|ZZMHIAZ A™EE S8 74 QA E AFE504 o Z 2|7 0|4
g AFstE M2 WAILICEH o248t Olo|Z Z MH|AE B APIE AFE 35104 & X o|El QIE{H 0|
AE S5 SAIFLICEH ofZ2|7|0|Me] £ 7|s0f Cist =20i %A O ot 7|Ex{Q| Z} oto|a =
E AUCIo|E, i 2 ZHE = A&Lct AFAMEH L& 2 oA 002 2EMH[A 32 FHE
A

Migration Acceleration Program(MAP)

N
Ho
0¥
u
AT

o

tT =7| ofo|adio|M HIZ S ArAH5t
st AWS Z 2 Il |CtH MAPO|E Bl
oo zifo|4d B 20t ekl oo e (o]
g Elo] /A&LCt.

-1
A
OII

ZXo| ElE=R ™MEHs
= ME I
— L. =2 O

ol ==0| &l &

ﬁ

r [

> T

o |0 o
ity

Al oto[zefloldE ~MAH
M ALtE|2 & RtS3tet

d [©
e
HT 1> > i

I--IJ>|
B o
i



https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/building-mechanisms.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html

AWS HE 7l0|= Amazon EC2 &0l SQL Mt HHZ 2% Alg|

CHT+2 0Fo|22f|o|M

OfZE(70ld ZEEE|20| CHCH~E {0|EE Soll 2EtRE= 0|Sste Z2MAR, Zt 9o|E
oM o B2 H% |70l o] Cf W E £ 2 o|SELICt O] EFAMHE 0| BHA[0AM B2 2
AtEiet B ES AFEstod B, =7 & Z2 M4 0| 0to|ae oM HER|E F3dsto] AkS3t A BIY
gt MESE Sall /2 == oto|aeo|ME ZhAStEfLICH 0|22 AWS 0r0|Z1ef0|M HEfo| M| &
A L C

olo|zgilo|Md HE 2

HESISID UL K3 Y4E So S22 slolaBolE Vs ols Bl ool
JolM BE B Eols YHHoR AZEIENM Y w<m4m L& 2A7H U £Q7, 0O
80144 AX|LIod, JHL K, DevOps HETH7H ZEEILICH HEIZato|= ofZElAH0IM ZEES)
29| 20~50%E & M2 AR AXEE £ 9l vEElE HEHOZ TAE0] YSLICH KA

3 Lige ol ZHx MES| 2eteE npo| 230l BE 2| 7hol=9f ntola oM e Blof Cit
Mg HxsAlR.

oto|zd|o|44 HIEtE O|E

otola@lole 2= ste of TR e ofZ 2/ 014 L Muol CHet & 2t ool ol miElol=
M= CHE otolzaolA HIEFEIOlE] ME7H ZstLct. 0to|1a oA HIELEIOE 2] 2 = CHA
Meul "ot 3 & gl AWS A Zo| laLct,

Oto|=1ef|o]M mHE

A& X|= Otolzelo|4 =, oto|a o]+ i, oto|z 2ol o E2l7H| 0| EE= MH|AE KA

o
o| dHs5t= EHF 7hseh oto[adio|M LTt of: AWS Application Migration ServiceE AHE
504 Amazon EC2Z 0Oio|1dio|ME ElZABIELICEH

Migration Portfolio Assessment(MPA)

Z oto|ago|Mst7| IF HIZLIA ALRIE AE5t7| /et HEE MSste 2t =7 Lt
AWS ECtRE. MPAE #AMEt ZEZD|Q HWINAMH MHE 72 =M, 712 #%, TCO H|u, 0t0]
J20|M H|E 24d)et oto|a ol A& (o EE|7 0| Ti|o|E| 244 2 H|o|E{ =&, o Z (7|0
M O g3t, otolaeold eMEe| XM, flol2 HE)2 MIELICh MPA EF(ZO0 He)E 2
E AWS ZAMHEQ APN TIEL{ ZAMHETJI FEE AISE = JU&LICH

oto|ado|M EH| e HIHMRA)

AWS CAFE At&3dto =X , %
T, AHE HALE As| I3 BE ABS SRS ZRMAULICH RME LISS
o

o|M &=H| 7t0|EE & ZE5HAAI2. MRAE AWS O0|284|0|M M2Fo| & EHmY EHAH|I Q)L



https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-factory-cloudendure/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://mpa.accelerate.amazonaws.com/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/

AWS HE 7l0|= Amazon EC2 &0l SQL Mt HHZ 2% Alg|

oto|zzeilol4d H=f

9Z2EE 2 nto|adolMshe Ol AHSEIE M2 WAIRILICH AWS B2tRE.
80{Zlo| 7R B =2 AE D T2 ntol2B01MS T4 85t 2lsH 5 S

#Hchat
HISS M BB FO0IT HAS B3| I3 TARIHA EE D=4l ohEaIA o)A
I ST olzatE Betesol M E2A0|: 718 A0| £ AIAHOR MEtsHE ZeLich
REMIEH LIS 2 o ohZ BIA| 0144 BAChSH TS A SHMS AWS SEH2E

#HCHst ZH| Aef ot
£ = OfE2|FH|0l40] BThEt FH| AEHS THetstT, OF, 9IE W B4 Agstn, T3] 3T
OHEZIHOIM| #3 MEIE DL & KIHY 4 QXIS Helsts ol Z0| Sl BotelLic
Tl AT ChA of7|=iR|ol AR, HChS ZRMA 0| T TS Ol UAE S RHMIS| s
2o 3 mhotE HAHE siAshy| S A% AEILICH AHMIE LIS 2 of ofE 2l 0l4dof Chet
FiCHsh Z 0l AEl BoHE AZSHML AWS ZBt2C

2= BB OIM(BEEIA RF)

2UsHA HAPE ZENAS AFS5H0] B MHIAR AHEIE OHEEIHOIMILICH D=4 of
2|7/ 0l Mol 2 7hX| EH0| RlesLICh Bt OB EIAH 014 JIS0ll Chet +27+ SFsHH TA) of
7|=i% 728 ZSH0k BLICH T HlolAT} HXIH 2i=alA| ofEEIAOIMS Tls
L JHAMSHE HE of SESHZILICH Ol2{3t 2HIE s#Z5t7| 215 0Ho| 22 MulA of 7=
3 4 QaLIch AHAIE I8 DHO|S2MEIAR Dal4 98 2318 A XA,

J—m m|o
2Py
ﬁw_
Q'I_l
X

MPA

Oro|aeiol/M XEZEE|Q BIHE HESHAMIR.

MQTT

HAIXKICH7|E HE E5H TMES HESAMR.

HE|ZCHA EF
0ic{ EEiA0f CHE o F(271 ol & o At & stLt o F)E dgsts Ol =20| =le Z2MAL
Ct. o & S04, ML 2&0| '0| M &2 MR7t2, ASAQIIR, FUERIIIR? E= 0l 10| 7HE

HHE 4E ME HFe FRUIIR?EtT 22 = J&LICH



https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html

AWS HE 7l0|= Amazon EC2 &0l SQL Mt HHZ 2% Alg|

28 7t et

ol

—

oIr
ro
|H

ZZEHM QI ECE Qo 7|& QIZ2tE UO|0|EStD =™l ZEQULICH gy, AME|M I
& 7tsM8E %'%Ol | @31 AWS Well-Architected Frameworke 9473 £7l58t QlZ 22 2
HEZEASE Ag HYEELICH

LE[T HMHA KMo HZEsHM L.

olo|adjlojM Z2MA B AA I 27 FSEE|E oFo|adolM YWedlLICH o] 2 71E &
X| B7tE itstH YEtMoz 21 S26tX| pf2 3 ==0f AFSELICH

Ol
A SEE HEstMR

OLA

rr

AAQERCE Qmalol AE|E MEHsHX| 25T CHA AlARIO] 2 AFSHE OFO| a0l el
o} Y32 Cof (7T ofZ2iFolMe Dol aaolM EolE A4 RS 4+ Qe of we
HE EX| AP EE AlASE St YHHoR EQ3 REM a2 Cof AR ELICH

OPC-UA

ofr

Open Process Communications - Unified Architecture& & Z35tMIR.

Open Process Communications - & & 0OF7|ElX{(OPC-UA)

|8t M2M(Machinemachine-to-machine) &4 ZZ £ 2 QlL|C}. OPC-UAE Oi|O|E]

3, Q15 S Het o MALt 42 28H EES MIELICHL

mo rx
bor 12
Pal
Ol
o
i
4o




AWS HE 7l0|= Amazon EC2 &0l SQL Mt HHZ 2% Alg|

MHIA &0 2het Alef(SLA)E X|det7| flsh T IT 2&O0| MZollH MSst7|2 oF&E LIS
2 B2l st Aofluct
E|

CIAHE 4 758t Zoljlo] QI olslf, W7t ofl¥ &F= £E0l= Ol E20| ZlE AR A3zA
E gl gtgd @] Abgi|@lu|ct. XM LH2 2 AWS Well-Architected Framework2| 28 &H| AE

S| 40 &7 2550 A 2, H| 2 QZELE Mo{stE StES0] L AZE Qo] AlA
HolL|ch MZolM OT 2 HE 7|&(IT) AIARICS| S& 2 Industry 4.0 33410| 34l FHQL|Ct

ZE9o| 2E0| CHEt 2 E O|[HIEE 2Z AWS CloudTrail 5t= AWS HE ol M Mg El
AWS Organizations Ol EBIYU2 =Z|of &8 ZF AWS H™H of ME|1 ZF A Ho| £
LICt RkM[EH LI& 2 CloudTrail A A{Q| Creating a trail for an organizationg & &5t

= Z| g7 ZE|(OCM)

AtEf, 23t Y 24 #-olM Soist . oho|XQl HIZ LA SHAS

Ct. OCM2 #H=t ME{E 7t&3tst, [ 22X E sidstn, 25t &

M ZZ0] Mz 2 Aa" W ME S EH|stn e & U= X[ LICH AWS
|.

oM ECIRE AE T2 ME| ZHRF!

o
LICH RtAIEE LI 2 ALS 7I0[EE& HESIMAIR
LE|Z! HMA K0{(OAC)
CloudFront0| A Amazon Simple Storage Service(S3) 2EHIZE E353517| I HMAE X|Etst=

12 SMULICH OACE AWS KMS (SSE-KMS)E At88t 2E M & 5351 AWS 272+ S3 H
Zloj| CHEF &2 PUT & DELETE LF0IM 2E S3 H{Zl2 X|§E L ct

Q2|7 YA ID(OAI)

CloudFront0i A Amazon S3 2EI=
5t CloudFront= Amazon S37} @l



https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-ocm/

AWS HE 7l0|= Amazon EC2 &0l SQL Mt HHZ 2% Alg|

X CloudFront bH

ZE SaHME S3 HZIo| ZEX0| AMAE 4 LI O MESIED F4E
KA HOIE HBste

OACE EZSIAAR.

ORR

28 72 HZsHMR.

OlRHIRE (S

<
B
@)

AWS Security Reference Architecture0ll A= O EE|Z0|MT O 2
O|AE H55t7| I QIHI2E, OFRHIRE U ZAH VPCE HIESIT A

LICH

P
et A

ArERLE 4o 7HE = Qe ZICH HetE ddst7| 28 IAM EoF Ao AAE= IAM EE[
k=1 S

= x
[ =
FHRIL|CH REM[EH LB 2 1AM B A e| HEr ZHE HESHA AL,

FHRl Algd HE (PII)

x|3 E7{L} CHE 23 OlO[E{S BT W2 XIS I JHRlo) AIME BElMeR SR Ol AR
£ ol HEQILICH POl o2 OB, 4, 912 K2 50| gL

SELcolM #A 2% JI52 MBsHe S 0H0|TEOIMI} BT 51912 TR sHe YA0| A
BolE pALICH BalojSe AT 2IE, RESHE 2 T HOiSE BES eYsts ol TR
B L2 A ALFEH Q00| HEHE FE 4 gL



https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

AWS HE 7l0|= Amazon EC2 &0l SQL Mt HHZ 2% Alg|

PLM

o T
et S HolstHLHANAE 338 7[gh FA X)), AMA ZHE XI™HSHHLHEIA A 78 H2 & X)),
ZEo| 2 E A-of cigt 2[cH HetE Holg = /U= Z*| AWS Organizations &L|CHA{H|A |0
MM EX).

GlOJE| HAA HE U 7|8 2T AYE Vlitoz SENoz +0|3§HHIAQI GlolEf A5 2%
7l M= 0to| 22 MuIATL S U CIOIE] AEEIK| JI& S AS3HE ZS T8 2HI7H w5
Lt A50| M5tE 4 aLich 2T Aol 7%”‘—.E.§EIOIE1 AE0iE A0 00|22 M

AB O &7 THS T 5T S U 4 aLIch AAE 82 otol2 2 MEIA0M o

OlE| XI5 4 HAEE B AR,

XEZC EIt

oto|z2ei|olME 7 =lst 7| <lsl of & 2|7 0]

;‘_t -
ZZMALICH RHME LI&2 oto|ZBolMd ZH| dEf BIHE B ESHAAIL.

274X}

false¥HtXdo 2 WHERE H0i| = true EE=E dHEtstE 22| ZZAQILICE

S|
ZUR FAICH2

& ol #2le| Hio|HE EE{@stE Tlo|EH oA 22| =|X3t 7[-lL|ct o|ZH| otH 2 AHIS
ClO|EH Ol A0 HMSt 1 XM E|stoF st HIOIE 2| 2ol E0{E1 #2| Y50l THELIC
of &% o

HX|SIEE MAIEl 2ot Mo{elL|ct o] Mol HESLIT ol Cit T HMALF
x| gt= wEE X[ste ol =20| El= 1AF Zro{ML|Ct. RtA|EH LHE 2 Implementing security
9| Preventative controlsE & ZXstAAIL.

|A~A00 AMAE = AWS U2l AEE[RLICE O] AEE[= LMoz | AWS
FE MEXRIS| RE MERIAULICH RHMEF LIS IAM HB M| g E0{ & 7
HzstaAIR.

ol
o o
o K

i

[
]
2
F|ﬁ
z
X
HT
HI

P 66


https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/preventative-controls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts

AWS HE 7to|= Amazon EC2 & 01l SQL Mt BiZ =2 AR

Amazon Route 5301 A{ &tLt O|4f 2| VPC L =212t 5t =mH|lod| CHEF DNS #{2loi SE et &
ol cier FEI7H HZ Aol ULIch REM[EF LIE 2 Route 53 B MLl ZEto|8! S AT

[=)

TH 0|&EF BlAAS HHZE WX|GHE S MAHE 2ot Mo{LIct olz{8t Mo{= BlAAT Z2H|
MIE|7| Mol B|AAE AMELICEH BlAAT HEES £E45HK| toM Z2HIMHIEIX| et&L
CH XEMIBH LIS 2 AWS Control Tower B A Q| &lo{ 2% 7l0|=EE 2t &= st 2O Ao 7340] A
oy MoiE HEFML. AWS

NME =8 F7| ZE2|(PLM)

A, e 2 EARE 8T 2 sk, HFR L HMHol| O|=27|7HX| ™A =B F7| St MFZF ol o

FEILICH

ZTETE 7Q
BHLLM ZEZEQ| EUS IS TFLEO| QMO ZE AS5t0{ LIS SE S MggLct o] 7|
He S 2YS 5H2 HYo 2 LiF7{Lt oflH| SE S BtEMo 2 7 A|E st L =& St O A
EELICE 0| Sl 22 8F | Mafdu gt g JHMstn 2t MESHE[T 7HRISHE At E
UE = JU&Lct

AL

75t
HIOIE{MIE Q| 7HQIl AlHX}E RIE2| EAIR Zto 2 HitE Z2MAQLICH 7tHEE 7HRI HEE &
Z5te O 20| 2 += JU&LIct 71E5HE olo|E= 0{Z™6| 74Q!l Cllo|E 2 ZtFElLct.

HAl/7 = (pub/sub)

OO|ZEMHIA ZHol HIS 7| 418 R[50 =& SEHME LICt. o & =04
OtO|Z 2 AMH|A 7[8F MESOA OFO|Z 2 MH[AE CHE OHO|3 2 S& = U Mo
O|HIE HIAIXRIE HAIE o= U&LICH AAE2 HA| MH|AE HE6HX| 1= M OFO[Z ZAMH|A

g Fte + &Lt



https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html

AWS HE 7l0|= Amazon EC2 &0l SQL Mt HHZ 2% Alg|

HE| H =

SQL 27 Ci|o|E{H| 0| A A|AEI Q| T|O|E{ol UM ASHE O AFSElE X|ET 22 L7 EhAY
LICH

el A& 27

CllO|E{H|O|A MH|A Z|A3 T2 J2H0| O|O|E{H|0|A Bt EE B85 7| MELCH & %Mo A&l
MESt = BRULICH A, MEH AHE, 83 MY, &2 oteto|e vl 2 ojo|EH o] A 2l El
Cllo|ECS| ¢HE o2 Qla e g = JU&LCh.

el MY, 8H, S MS(RACHE HESAML.

Retrieval Augmented Generation2 & Z3sHHIL.

2 4494 o

ZAN7t 222 7R HFE A|IARO|L Ci|O|E{of CHEt HMAE XTSI S MHAE dH AZE
lo{ Lt

RASCI O|EZIA

7| ME L2 ME L= Hlo|EHo]Aa 2] AtE LI 22§ ¢i7| M8 SHEL R et Estod
7|2 diolEHlo|lAo| 2EE EY & JU&LICH

KA A|

[m

Q 68



AWS HE 7l0|= Amazon EC2 &0l SQL Mt HHZ 2% Alg|

Recovery Point Objective(RPO)
Otx[2f HIO|E |7 AlX 0|F S8 &l= z[cH AlZFLICE ofof ket otx|2 S| Al MH|A& &
Tt Atolof 31& == HIOIEH £ 42 ZtF &= Hel7t A™-ELICH

Recovery Time Objective(RTO)
MH|A SEI MHH|A S/ At0]e] &8 7H5E X[ AlZhILICH.

2B

7RE X SHMI2.

2lS
x|215] Qodol Aws Bl44 BELICH 2 AWS BIF £ LHZ e, OHEis U S A2 HB 6|
SlsH M2 ZHalEln SEMULICH AHME LIS S AZOIM ASE £ o= XIHS FZ AWS 2IH
StAlS.

5|7
%Xt 22 oiFsHE ML 7I-ILICE o8 Sof, ‘0l B Hotol T7EHE BNE E7| 215 ML
DS MY 517 DUS AHS5tod Fof TS LTI AbA(O!: BE)S J|Eho 2 Feyo] ojo 7t
Zg ol5g 4 AsLich

2|z AE

release

02
do
]IO

HIZ Z2MAM HE A E Z2EHHE B#E22 SAATIE L|ct,

KHHH x|

K4+ OH
7RE FZESHMR
=23
SHo| MEstHLE STE = U= ofE2IFo|Me| 7S ULICH oM SIS A=E W 178
M 577+ Lol 7 AFELIC AWS 28R E. RFMIEH LI 2 AWS EEtRE SRS

ol
=
HESML.



https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://aws.amazon.com/resilience/
https://aws.amazon.com/resilience/

AWS HE 7l0|= Amazon EC2 &0l SQL Mt HHZ 2% Alg|

2l4a 7|H YA

Amazon S3 HZ, ACZQIE, 225t 7| S0 ElAA0] HHE HMLILICH 0] ROl HHM2 x|
A7t 51BE 2ot FA, KIUElE Sy WSS *

RACI(Responsible, Accountable, Consulted, Informed) OHE 2| A

2.|='
o
9'|_|
rr
N
m
B
Y o
mo J

Hot 7|E0 M dofLt AL REXQI o|HEE sidst =5 M7AE 2ot Mo{iLch RtMEF Lig2

Implementing security controls on AWS2| Responsive controls& & =35t & A|2.

retain

HZESHMLR.

7

n
fjo
x
0x
g'l_l
N
>
2
—
—
E
o
Hob
m
2
o
o
>
[>
o
I
=3
30
rr
>
Jal']
ok
4>
30
rr
2
o
o
>
[>
M
ik
P
Q'I_l

AEFE Al 7= x| Al
st ol0| AME =&E = U&LICH RtAE LI82 RAGE FAULITE HZsHMARL.

imex|
B4R 2ot 015 HEo| HMASE [AE O oA BHE7| flal 2o 5 E FIIMo 2 A
O|EstE T2 MAQILICH

& 3l 4 HM|A X|0{(RCAC)

HMA E0| HelEl 7|20l 48t sQL
2 FdELch
RPO

EH
e

AlE A8 ELICEH RCACE & Mt & otA3

ST AHSEE HRotMR.

=7 A7t SES BESMR.



https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html
https://aws.amazon.com/what-is/retrieval-augmented-generation/

AWS HE 7l0|= Amazon EC2 &0l SQL Mt HHZ 2% Alg|

=i
#HE

o
(o]
e

SW MUS e O W Y
= ToILt HAHE Z43te7| 2Is =S BHELIC

SAML 2.0

M2 ID M3 UA|(idP)olM AtE st 7HE S EEQLICE 0] 7|5& AF& st 4F SSO(Single

LS —

Sign-On)& AWS Management Console At& & = QB2 ALS At 2o 2E ALSAtod| CHSH
=2 o

IAMO| M AFERIE MAMSHK| A0 23QI57{LE AWS API 2l S £ + U&LICH SAML
2.0 7|8t meilo| Mo CHEt REMIEH LI 2 IAM AE M Q| SAML 2.0 7|8 H|{Eo|Md HEE &=
SHAA|IL.

SCADA

Z= mof 2 OlolE] EE 2 HZXEAMR.

SCP

MH|A Ko EAE ARSAL.

secret
o= &% E= AMSKH AHE 1 Zo| ¢S 3tEl Ao 2 X{&35t= AWS Secrets Manager”7 |2
= MEtE 2T aLc 2ot et 3 Zfn HIEHH| OB 2 M ELICH 2o &t Zf2 Hio|L42],
Ch BXE E= 048] EAME Y = U&LIC AEMIEH LHE 2 Secrets Manager 235 A 2| Secrets
Manager 20t 2t3 0| FU0| UELIT?E BT ML

AAE =t

A e Z2 HA0MH EotE nEdstE AlA”R AXILoIE M2 gALc

H ok Ko

Q1% X7} ok Flora
-

=3 =3 | 7|
= =
L ALICH 2ot Mojoll= o, B X CHE I A oflfof | 7kX| &=

=or Zst

74 EWg S0f T 7ol ChEt X{FS S0l= ZMAYLICH Of 0|4 TRsHX| g2 2144 X
74, El4 Mt Rojol Hot I Abe| TH, T4 Yol SRS Y5 HIE A4S S0 50| 047



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html

AWS HY 7t0|= Amazon EC2 20il SQL A HIZ 2 Atz

Hol & 9l oHIE BE|(SIEM) AIAE

ot B BHE|(SIM)SH Hot O[HIE H2|(SEM) AIAHS ZEets 7 U M2 LI SIEM A
AR2 M, HESIT, ClHtolA U 7|Et 2201 CIOIEIE +F, BUER & BAstof AR 2
(o]

FASHE B RIstT YRS MBI

2ot OHEN AR STt L SHZSES AT AFK HolEm Z2 I YE Tt
Olz{3t A SSHe ROt 2 ALRllE TEistE O £20| Bl Bl Ei CHS AWS 2ot Kof A
gUCH XS 8H 2ol 2= VPC £ OF =7, Amazon EC2 QIAEA WX| M& E= Xt
5% 2# So| YaLict

e & ot 23t

C|lO|E{E AWS MH|A £=AI5tE71 CHA Ol M CIO|EE &5 8t &hL|C}.
MHIA ®of HH(SCP)

AWS Organizations0ll &8t Z=/0| ZE ™o CHet HEt2 5L BB ASZE Mo{st= AL
Ct. SCP= 2[Rt AA8 Xt = A 2 IS L

2 ®OlFLIC SCPE 58 2= FE HE =

U XIHE = JU&LICH RHAlE LiE

M.

MH|A AEXZQIE

off CHEF T 9| URLRILICH AWS A-IHIA. A= ZOIE % ArE5t0{ CHA MH|A0 =23 al gt
Ao 2 Q4% &= QUELICH RFMIEH LHE 2 AWS it X Ol AWS MH[A AEZQIEE FHEGHA

MH|A =Foi 2-8F H|2F(SLA)

IT &lo| nZHof|AH| NM|Z35t7|2 255 LY

0o
2
x
T

>.
N

S AlZH W 45)2 BAE AL

—
- < OoOoO)=

MH[& =& K|E(SLI)



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/general/latest/gr/rande.html

AWS HE 7l0|= Amazon EC2 &0l SQL Mt HHZ 2% Alg|

SEC 2O U T F4E AWS 2Isi9t TR MY MBsHE THALICH AWS £ B+
SOl Hotg HESHE U, ASAHE B2teCol Bote BEELICH RIAE LI8S B5 MU D
=

ofZE|FolME SEHAIH & e oiEE/F0[Me St B 74 A0 Folj7h Lrdst 2.

SLI

SLO
MHIA =& SEE FX5HME

28 o Als 2
HOist T2 RE B SFSD JHS3E| 218 HHULICH MER 75D HE YlATt Hols|H
$4) j0| BHE/0] MEZR HE Ho| BHE0{TILICH 018 S3 ZHO| AT MH|A FRE X
Sham, WA A4S THMSHD, A5 HAS KIHE 4 AUSLICH KHMIE LIS oM oHE 25
Ol #Arhstoll ChEH EHAlY M2 WAIS AZ MR AWS Sat

SPOF
Crol BHoH XIBS AESMR

AEF AZF|O
stLtol 2 ME El0|28 A8 shol ERMM £ SHE ClOIEIE ME ST Lt olarol &te &
B EI01BE ABSH0{ ClOE| S 88 HTSE HOlEHOIA 2T 2L 0 TAE HOL
glofsteA i HIALA QHBEIMARO R MRS LI

Strangler Fig THE

A MK ALH 715E HEMez OhA| BFdstT WAsto 2=
&t

M2 44 ol H{EH2 F3int 20| LIFZ Xet 25 SFE 94

I



https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html

AWS H¥ 7t0|= Amazon EC2 &0 SQL ME{ HiZ 2 Akl
&t CHASt= 2340t HIRELICH Martin Fowler7t 22|41 A|ARE CHA| Z2HEE I /RIS 22l
Ste diedo 2 o| WES TS LICt o] IHEIS ME5t= ditdo| of = 9-IE{|OIL-I 2/ Amazon API
GatewayE AF&35104 7|ZE 9| Microsoft ASP.NET(ASMX) ¥ MHIAE MZTIXMo Z $CiE6Hs &

0

VPCO| IP 4 HRILICEH MEH2 BU 7HE FAHol| & F3ljok &Lch.

# 5 Mo A Cllo|E{ E5(SCADA)

1M stEF012F AZEQ0{E ALEsto] S 2|X Attt Z2HM 5fdE ZLIE st AlAH

i

B

St 7|1 M350 LIOIEE & =36t S35 6t 53t & ULICH

M EIAE
AEX &5 2EE AlZT0lM5tod A EXME HXISHHLE H52 ZLIEZStE YASE A
ARIZ E|AERLICH Amazon CloudWatch Synthetics& AF8 35101 O|2{8 EIAEE A& 4= Q!
=
= .

22 ot 7|-2f Ho{LICH B E AFEstH Bl
A, del, dM & ZEEE = JU&LICH REAEF LI 2 AWS 2440 EfT X|

gE = =
CHY B
K= MLOIM ol E35tEdE gt 2, 2t ¢t E FLch olE S0, M= dHolM cHe M

ME Z2gY + A&l

T 74


https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html

AWS HE 7l0|= Amazon EC2 &0l SQL Mt HHZ 2% Alg|

.
=1 H

0
I
I

HEE ol TS &2 FHstc Ol AISElE =T ULICH XY SSols HS2 79t 2t =8
5 +

=
OF & Ut 5Q] B2 0| LBHEI0] UALICH 2t UE B0l CHEH 014 22 AlZH ARK U T &

SEEE:
£
ML 20| &8 4 9l Hl0|EIE MBste ZLich &2 Clo|Efolis HEro| Z#Elofof &L
o} st ¢ TBIES &2 ClolEolM CHAH @IS shad Eholl 2121 ClolE S48 thE st e
51, OlB{8 HEIS Hrists ML 282 S4B LICH 22 Ohg ML 2US A8stoi iy e 22
= A CIOIE{ol CHEH i =52 & 4 USLICH

& HolES o]

VPCS 2Zh0/A HERIE 435 HAZZst= O ASE = Qe
8t LI 2 AWS Transit Gateway AdE A 2| T& HO|EL| 0|2 Foi¢d

Eda 7|83 E=2

LR} 715 SRRIOIM RHZ 7158 TEST HIAES CH2 ST HZ ALES 7|2 2@tz
Hersts M WAIILICH 01F VIR H@ils Y, Z2EM o/ U Z2EM B0 £RHo
CEE

MEE 4 i ML

AEXIE CHA15H04 AWS Organizations & SHE Ao Z X0 ZHe SIS X|H= M
I:I|¢01| e 204 AZE = e MU|AE ZE M ZF A ™o AMH[A 48 dES

212 SAELICH RHMIEH LIS A Q| CHE AWS MH|A 2 AWS Organizations 71 AHS £
2= 5tM 2 AWS Organizations .

2AHAQ| BT of2{ B LU ol g S0, @
CHE CHE AITOIM Ol2{2t EAIE 042 B Brstod

I|xt & EHo|H SESF AT DevOps B. IIAt F # Bl 2= AZE0{ 7o Rlod 7HsEF #
ol S5 &d 7|E[E EEELICH



https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html

AWS HE 7l0|= Amazon EC2 &0l SQL Mt HHZ 2% Alg|

C

FAIA]
=o

ML
ot

>
o
ol
|18
i
-
J

1Lt S st AL Ledx|x] of
Sk A

Lict. QA= e

L= A luich St
8t ol OlEfoi] ol3 A
S ABHLICH REAIE LHS
(@)

Ay
ClOlE{od LHAHE! =0|=

QXIS 2|5 ALSAOIZ HHHOI JHAIE MZotHL B
|

|.
2|ZElo|gtn T §hL|ct RIEEStE|R

=3 8% 7E S0l UaL
49l 87

AEEX|E Elrstn 952 THAIFIT] flcl S UHI0IE = HE| Y S st HIO|EH| O]

o —
A FX| el Hrdeuct
EHE X0

ElZXIEE[el AA FE HEM L2 HE AN E FHote Z2AMA & EFULICH

VPC I|o4{Z!
ZZlOlH IP A E AE3510 EBHEIE BIREE &= UA sle F VPC 2o edZALICt REAIEH LY
22 Amazon VPC HEAMO| VPC I|o{20|E?8 & Z5HAAIL

ZFleF M

AAE Hot

fijo
e

HA7|lE AZEQ|0{ E= StES o] A LICH



https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html

AWS HE 7l0|= Amazon EC2 &0l SQL Mt HHZ 2% Alg|

& FHAl
Kb HMASHE 2|4 22 CO|HE Z&sHeE HIH FHAIJLICH HIH FHA|| M CIO|E{H|O|A Q1A
EHAE 212 £ 7| 20 F HE 2L ClAT oM ol HJECt WS Lch.

2 dlolH

AH M2 5tx| b ClolEILIC 0/& ERol HlOIEIE #HalY me Yoz XA =&
2|27}k S ELc

o
o

A
T
M B ZEQt ofH Aoz E ZhAEl & T Eof OS] AlLHS

OIS BF S HMSHHLE S4RH ol MTH 9IS TI¥oz 3
S ol g8t

S3ste SQL B4QLIch & Bas
7t =
HA o

QaEE
T4 ™ of Z2|FH|o|M0|Lt gHllE L2 M|A Z0| HIRLIA 7HR|E HESIE ElAA Y IAE DS
dLct.

QIAER
olo|aBlo|ld ZZ2MENMH EH XU MEE EY 5t 2T 28QLICH Z I3 AEZIS S&X
O|X|Pt ZZMEO|LCIE KFTAEZE X|HELICI o€ E0{, ZEEZC|IQ {IALAEZ2 fECF
OlM 2M=2| X|Y, lol= A =&l oto|zefo|H HEHOIE =&l& HEELICH ZEZEC|IQ /3
AEZI2 0|38t AHAFE Olo|ado|Md I3 AE Rl MEsta, oto|ag|o|lM I AEZIS A9
ofZ2|7|o|MHE oto|zeflo|MErL]Ct.

WORM
M7Z|E Bt BIo| e17|E XML

WQF

AWS QI3 2 ZAZ Zp3E BIXsIAML.

gF 1 A7 BEol 217|(WORM)

GIOJES Bt 1 A1 CIOIE{7H ARIEIHL £ HEIX| 22 sHe AEEIX| DHYLICH Mt AUs
ABRHE TF OHE ClOIEIE HS 4 UXIT HBE ££ giaLich 0] CloE A5 2] Rz}

£ HEY & Sl Aoz ZhxELh

w 77



Amazon EC2 &0l SQL Mt HHZ 2% Alg|

AWS HE 7to|=

Z

MZolo| A ER9
MEZoo| /%42 B8t B2, Yetsioz WejoiLiot,
MZ 0] %2
T2 AIARO| BUE 28 T FIOFALILICH QIH HRIRHE o243t KBl FGHS A
of AlARIS BZE 4 UALICH HYRHE BZo| ZWntE F%AS QIXIsHE Ze7 BaLc
2 4 e olFI(4hE MB sl et
ZEZEQ FIHE XY

ol ==0| E

N2 AF
LLMOA| 2fed £=&lof cist x|&E MZ35HK|pH &
Ch LLM2 AIH ERE X|AE AF235lod 24 X 2laHoF ghLic Mz 4
E&of wet EetRuch A3 2l4F0] Ho| gl ZETE T E
Z™MEOME O

ol SENI ZEZEO

&H| o Z2|7 ol
Bz CPU X HZE| Ar8F 0| 5% O|2HRl o Z2(#[o]44lLICt. oto|z 2ol

—

£ 20| Lerx Lt

B{gh oS 2|70l E AL8 Bt

78




AWS HE 7l0|= Amazon EC2 &0l SQL Mt HHZ 2% Alg|

71 Mooz MBElE Hojelich MBE Wil 2 Hofo| LIZO| 45 sts B0

rr

P01 HH

Ixxix



	AWS 권장 가이드
	Table of Contents
	Amazon EC2에 Microsoft SQL Server 배포를 위한 모범 사례
	컴퓨팅 및 스토리지 설정 구성
	Amazon EBS 최적 인스턴스 타입 사용
	디스크 레이아웃 또는 파일 배포 최적화
	NTFS 할당 단위 크기를 64KB로 설정하십시오.
	인스턴스 스토어에서 tempdb 배치
	tempdb를 인스턴스 스토어로 이동
	인스턴스 스토어 초기화
	버퍼 풀 확장 사용

	CPU 코어 불일치 방지
	디스크 성능 테스트
	인스턴트 파일 초기화 활성화
	메모리에서 페이지 잠그기
	TCP 오프로드 및 RSS 설정 비활성
	IOPS 및 처리량 요건 결정
	스트라이핑을 사용하여 IOPS 및 처리량 제한을 우회할 수 있습니다.
	바이러스 백신 소프트웨어에서 SQL Server 파일 제외

	SQL Server 구성
	경합을 줄이도록 tempdb 구성
	최상의 성능을 위한 MAXDOP 설정
	병렬 처리에 대한 비용 임계값 변경
	임시 워크로드에 대한 최적화
	추적 플래그를 사용하여 성능 향상
	최신 패치를 설치하십시오.
	메모리 부족을 피하기 위한 최대 서버 메모리 제한
	가장 높은 데이터베이스 호환성 수준 사용
	VLF 수 제어
	데이터베이스 자동 증가 설정 확인

	Always On 가용 그룹 구성
	Always On 가용 그룹을 사용할 때는 RegisterAllProvidersIP를 true로 설정합니다.
	Always On 가용 그룹을 사용할 때는 HostRecordTTL을 60% 이하로 설정하십시오.
	Always On 클러스터 그룹의 자동 장애 복구를 비활성화합니다.

	백업 구성
	데이터베이스 최적화 개선하기
	인덱스 재구축
	UPDATE STATISTICS

	AWS Launch Wizard를 사용하여 Amazon EC2에서 SQL Server 배포 최적화
	다음 단계
	추가 리소스
	문서 기록
	AWS 권장 가이드 용어집
	숫자
	A
	B
	C
	D
	E
	F
	G
	H
	정보
	L
	M
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	Z

	

