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--Creating the server audit
use master

GO
CREATE SERVER AUDIT [Audit-<<servername>>]
TO FILE ( FILEPATH = N'D:\rdsdbdata\SQLAudit', MAXSIZE = 2 MB, RESERVE_DISK_SPACE =

OFF)
WITH ( QUEUE_DELAY = 1000, ON_FAILURE = CONTINUE)

GO
-- Enabling the server audit
ALTER SERVER AUDIT [Audit-<<servername>>] WITH (STATE = ON) ;

GO

MEH HALE dd8t = OS2 228 A85t0] M ZA MY E HERH2ZM M =& O|HEE 7|5

= o o
g = UELICE O] AFY 2 M| AL Bof efoler &= A-™EELICH &8, el & of|X|= Microsoft
SQL Server SHME H XML, CIHS AIY2 Alist 2201 2 ZHASE T M 2R 2| A4, B
A al AN E FHELICH 2 S =2 Microsoft SQL Server AHME EXFHMIL.

--Creating server audit specification
USE [master]

GO
CREATE SERVER AUDIT SPECIFICATION [Audit-Spec-<<servername>>]

FOR SERVER AUDIT [Audit-<<servername>>]

ADD (FAILED_LOGIN_GROUP), ADD (SERVER_OBJECT_CHANGE_GROUP)
GO

--Enables the audit

ALTER SERVER AUDIT [Audit-<<servername>>]

WITH (STATE = ON);

GO



https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.DBInstance.Modifying.html
https://learn.microsoft.com/en-us/sql/t-sql/statements/create-server-audit-transact-sql?view=sql-server-ver16
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.Options.Audit.html#Appendix.SQLServer.Options.Audit.CreateAuditsAndSpecifications
https://learn.microsoft.com/en-us/sql/t-sql/statements/create-server-audit-specification-transact-sql
https://learn.microsoft.com/en-us/sql/t-sql/statements/create-server-audit-specification-transact-sql
https://learn.microsoft.com/en-us/sql/relational-databases/security/auditing/sql-server-audit-action-groups-and-actions
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--Creating database audit specification

USE [<<DBName>>]
GO

CREATE DATABASE AUDIT SPECIFICATION [DatabaseAuditSpecification-<<DBName>>]
FOR SERVER AUDIT [Audit-<<ServerName>>]

ADD (INSERT ON DATABASE: :[<<DBName>>] BY [dbo])

WITH (STATE = ON)

GO
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--Viewing audit logs

SELECT *
FROM msdb.dbo.rds_fn_get_audit_file
('D:\rdsdbdata\SQLAudit\*.sqlaudit"
, default
, default )
--Viewing audit logs in retention folder
SELECT *
FROM msdb.dbo.rds_fn_get_audit_file
('D:\rdsdbdata\SQLAudit\transmitted\*.sqlaudit"
, default
, default )
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https://www.apexsql.com/products/sql-tools-audit/

AWS HZE 7l0|= Amazon RDS 2! Amazon EC20{| A SQL Server °._|AE._‘|¢, O|o|E{H| O]
A R 2 2701 ZHA}

FAQ

O 4440j A= Amazon RDS & Amazon EC20{| A SQL Server QIAEA ZrALO| Cial A+ == EE
of cHet EHE St

SQL Server ZAl 7|82 £ 7+ A= FAURUIIL?
SQL Server ZAl Z|s0ol= M 7tX| 2 7+ A7 U&LICH

* SQL Server ZAI A= A SEE XMEste B2, AA S7I8 25, A It EQH HFHLIE
ol ZFAF AlTH A| 288

o=
o Mb{ ZrAF AFRE2 SQL Server QIAEA =F oM s E|= HZA AFE D SQL Server &% OHIE 7|
H| E

=l

SOlM YIS OlMIEE FXstT 2YLIC
- CIOIEIHIOlA ZHAF AHRFE TIOIEfHIOA £E oM £BEIE o2] REO| KT} SQL Server 24
OHIE 750l M atsts OHEE st 22etLic

& So{ et 2OQ Al Auf EE= AEA HE HE M2 SH0| T SAUES LIEHE = U&

LICH.

A7|0FHE AZE ZAlstE X0 &2 Olf= FAHRAU7IRL?

D E HlolEHo|& A7(o HE AEE FH

9||—'
A
r#
o
o
50
rr
rII
oY
>
ot
mjo
oy
A
Q'I_l
rr
»
S
O
>
r
o

SQL Server ZtAF &2 M 0| B3 ALg

2 d 2
H S S Yot HE0l ol ALSKHE EAH 4 YALICH E3 O ZAE BE AILEIE Z

SQL Server ZAl 7|52| £ 74 QA E FUQIIL? 17



AWS HZE 7l0|= Amazon RDS & Amazon EC20{|A SQL Server QIAEA H|O|E{H| O]
A A L 231 ZHA

I
[e]]]

t= ol =&0l g

£ BHE MBstod ZAI £FM 2O0| FAMol| CiEH ZAIR QT MEE S
] = o 2 H|EAEt

. Ol ZAte| B CHE ZHErer 8= A A CIO[E{H| 0| A #HE|XFOH| & X 22l
=
=

=
CHAl g dstst & dEle Ao

i

EE|7HE AMSoto] C|O|E{H 0| A& ¥1E At S & AlstoiTH o€ A 5

= = MUE CIoO|EE 245D =™ M| H|O|E{E H|wst= ol 328 Clo|E{7F =& E! EO|
oM EE|HE MAIE £ Q)& LICH INSTEAD OF EE|7HE AF25t0{ EX Ef|o|E 0| HdAE ur |5t
il 3 =

A& LICH

>

CDCE AL 3tod LIOIE{HIOlA W AS S ZAIY T2 BEHHS
2901727 CDCE X|¥ste HHE RRQITR?

247 OlO|E{ Z*{(CDC)= SQL Server 2016 0|4 o 2 & ofC|Moi| M X[HELICt Ol HEA M=
Enterprise 0iC|42t CDCE X|§EfLICt

74
(=)

M
0

0jo

t FA

(=}
=

)

DCE Ar835t0] C|O|E{H|O|A HE AFY S

N
-T
ok

2 7HR| Z YLt

4o

(@)

DC

|
S

|5 71 SQL Server ZAt £F M2 A& 6104 E|O|E 0 M H|O|E =& 2do{(DML) 242
AU&LICH

I
rr e
¢ m Ao

« CD |O|E{H|O| A E{|O| = 0{| A INSERT, UPDATE 2! DELETE &€ X5t 0|2 E El|o|2
of olg4{8t B8 AL&of CHEH RHMEH HEE 7S &LICH

« CDC= H|O|E AA7F H4Z4E [ SQL Server EZHZH

« Transact-SQL HHE AI2310{ CDCE &H 7 H8E &= U&Lich

[
HU
IJ
2
lo
M
o
r
[ul

=E=R

« CDCE CDC x| E|0|£2]| TI|0|E{ o] Mo{(DDL) HZAE XIS Z ®2I5HX| et&LICH £ E|O|
=0f DDL & AtE 2 ghdst2{H F7+ =230 R gLict

- CDCe= SELECT 22 &g £ e M2 MS3stK| ef&L ot

- SQL Servere T8 7ts3t Y S¢otet #H4 E|O|E0i CDC &2 HI0|E & | KIFLIC.

- SQL Server 0o O|ME MH|A T A™E|X| b= 8 CDC 22 2535t X| ef& L.

EZ|HE A835104 TlO|EH|O| A B8 ALEH S ZALSHE{T o A SHoF & LI7t? 18



AWS HE 7l0|= Amazon RDS 2! Amazon EC20{lA SQL Server OJAE._"é, CllO[E{H|O|
%] o' 2301 ZFAF
2| AA

SQL Server ZtAl(Amazon RDS A& Af)

How to enable auditing for Amazon RDS for SQL Server(Amazon RDS for SQL Server Workshop)
Amazon RDS O[HIE 2| ZF2d(Amazon RDS 2EA)

Amazon EC22| Zt A} 2 &4 D(Amazon EC2 MEHAM)

SQL Server G| O|E{H{|O|A oto|aEo|M AWS EEHRE(AWS M 710|E)

HJIIII



https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.Options.Audit.html
https://catalog.us-east-1.prod.workshops.aws/workshops/897acbd7-8f2e-46ed-8dcd-c97872d5b3ce/en-US/lab6/5-auditing
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/audit-accountability.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-sql-server/

AWS HE 7ol

Amazon RDS 2! Amazon EC20{M SQL Server RQIAEIA G| O|E{H| O]
A A W2 ZA

=M 7|5

olzf Eol o] 7to|lE9| F2 A AtEto| M E|of U&LICH &% Aolo|Eof Ciet 428 erop{H
RSS I|IEE A S35H4AI2.

0
x
0z

=

2023 42 20

20


https://docs.aws.amazon.com/prescriptive-guidance/latest/sql-server-auditing-on-aws/sql-server-auditing-on-aws.rss

AWS HZE 7to|E Amazon RDS 2! Amazon EC20{| A SQL Server QIAEIA H|O|E{H|O|
A A L 231 ZHA

A

A

774 R| M=
OfEZIZlo|ME SR ER o|F5t7| QI8 77kK| YEHE{Ql oto|23lo|M H2F olg{8t M2
Gartner7t 2011'A01| Tkt et 57k X| MBS T(|Bo 2 St ChS e 2 FEELICH

235104 O Z2|70|MHE O|S3st
MEFLICE of7|of= YEtXMo =z 2
Oracle O|O|E{H|O| A& Amazon

z Mo

- 2IE{>/Eo7|E - B2t UOlEE V5 Acket &
ST OF7|HAE S ORM UMY, M5 3 g7

o | Aot o|o|E{H|o|A o|Alo| Z&t=IL|CH of: 2z yOolA
Aurora PostgreSQL £ 2t ofC|Mo 2 ofo| 22| o[ MErLCt.

- DEHZLYEZE HE Z|MO|Z) - OHEZ|FI0|ME ECIRER 0|85t U™ £F 9| 2[XstE
T l5tod EetRE 7|2 #8ELCt of: 2= 8|0]|A Oracle |O|E{H|O|AE AWS 22 E9|
Amazon Relational Database Service(Amazon RDS) for OracleZ 00|22 0[MEfL|Ct.

- KTOHES H= ﬁ) UetHo 2 J|E 2lo[MA MM SaaS RHZ MES0{ CHE MESZ ™
ErefLct. of: 7 2tA| B 2|(CRM) AAE|E Salesforce.com@Z OFO|22{|0|MH gL}

« ZSAREIZE HE A|ZE)- o EZEZ|AH0|ME HASHK| &1 EEIRER 0|S5t04 EEIRE
7ls€ g€8¢&Lct of: 2= 20| Oracle SIO|EJHIO| A& AWS 2EtREZ 2R E2[EC2 Q1A
E{A0f /= OracleZ OFO|ad 0| EHLICE.

r (]
% |k

 Muix|(5tO|HHtO|X =& 2| E2|ZE A Al“ E)- M stEQ0{1E FoistHL, o E2|7olde o
A BHES ALY, 7|1E 2YE K| DT QIEELE SRR ER O|SELULCH 2=80jA E3
Zo0lM sYet ESES| EElRE A‘lHlﬁE MEE oto|zel|o|4EfLICt. of: Microsoft Hyper-V
oiEE|7|o|ME E oo zio|MELICt AWS.

« FXI(E#) -4 BF0l ofEE70olME FRIELICH Cir 2 E[YE{Zo| 226t s =
LHE2 2 d7|stedE o EEl7io|lMdt HIEL|A Rf-2ofA oto|z2f|o|MdE ol 7t gdod &+ X|stEd
£ dlI7HAl ol Z2[7i0|H0] o470l Z&E + U&LICH

« M8 BX[- 44 BFoMH ol ERstX| o2 ol ZEIAH 0l E T 7|5k HLE M7 LICH




AWS HZE 7l0|= Amazon RDS & Amazon EC20{|A SQL Server QIAEA H|O|E{H| O]
A A L 231 ZHA

Qurst =x| T FE 0|5 M7| B AB3H0 24 CIOIE{H 0l A 2t THA ClOIE|H O£ T} 57|
sEl HEIZ RXIET, F Clo/EH0lA 25 Oto|23lolM B ¢ ofB 2ol EBMHMME K
2l5H= loJEHI0]A Ohol2@olM ERlLICH o] W Us|y Teto| TRt Cial AFZO| R
01! x| 2 Oto|23|014S XIHBLICH o RABHXIBH HEIS AL DFo| IOl Tt O B2
stejo| WRfLIC

55-45 0to|aalol

A4 Hlo|E{H0| A8 CHY HIO|E{HIO|A7F S7I3HE! dElZ 7 X|=|K[BF A4 Cf|O|E{H|O| A BH 44
ofZE|7olMe| ERMMME X2|5t 1 0| = CHY HIO|EHI0|& 2 SX|E|= G| o|E{H| 0|4 Oto|
aiolMd S lLict. cHe Cllo|E{H|o|A = Oto|2ei|o|M & o{™ ERMMME 5{&5tK| ef&LICH

A

ot

A
e

M 50| ESstD 20 CHs BHY dHE ZFE A AMSHE SQL g lLich A &40l o2
SUM 2! MAX7} QJ&L]Ct.

Al

I3 s FxstH
AlOps

I3 X5 282 FXSAMR.
o5}

ZMALCH AFE= I HE B30l &

CIOIEHME A 712! HEE BT Moz MXlst=
Hel Cllo|B{ = Zh+E|X| et &Lct

0| 8 = AU&LIch B E lo|HE o 0]

o |H

r




AWS HzH 7to|l= Amazon RDS 2! Amazon EC20{M SQL Server RQIAEIA G| O|E{H| O]
A 24 2’2391 ZEA}

OtE| m{Ed
£FMO| CE &£FMECH "/ MAXMO|7AHLE HIZEE2XMO0|HL B2 E0A0|0{M BtsE|= EX[of A

offZ2[70|M o

YOI ZLE| ALHS 22517 9 SAT HBBIAOIME AL TS 5185t Hot M o

AI |__| [_‘_l.

ofZE[7o|Md ZEEE|R

OHEZZ|70o|M 75 & FX| &2 H|S1 ol Z2|AH 0| Mol HIEL|A 7HX|E HIRSH0{ ZEI04| M At
5t= Z ofZ2/F| 0| CHEt ME HE 2SQULICH O| MEE ZEEZZ|Q BHM O M T2 A
A 0| 2Mplo|rd Ooro|azlol4, BdCHE 2 %25t e ol ZEE(Ao|ME AlEet D =& Héte Ol
=20l guct

23 Xls
AFE 7|=2 A835t0d & &, =X a4, THE 1Al § Yutxo 2 Qlztnt Bt El @IX| 7|58 =
St JE MEC R = AFHE e EokLCt AEMIEH LH& 2 What is Artificial Intelligence?&
SEEIPNEeN

21E Xls 2H(AlOps)
71 Bt 7lMg A8 sto] 2 BXIE ST, 29 ARE o A8 TS Folm, Aula
Z22 =0l T2 M AL|CEH AWS O0+O|228[0|4 TEFO A AlOps7t A El= 2ol CHEE RRA|
L8R 28 S8 7I0|=E& HESHMAIR

HICHE &= 35}

24743| Mgt Elo]of FLICH

IR, YT, 2N, LITA(ACID)
97, WM EE JIE X7t wAs ZRoE ClolEHolA0| ClolE RE 4T 2% MEINE 2
aote AZE 0] 49 MERLIC

ABAC(E4H 7|8 A M| A Zf|of)

BM, 2T, Bl 0|§ So| AASA 88 7IHE MESHE HEtE ddste WAILICH XpAIEH L
22 AWS Identity and Access Management (IAM) 9| € ABAC AWSE I X3HA2.



https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html

AWS HZE 7t0|=

ThE ARIE 4 Qs ME AAR ZHEEIE TR HAO| CIOIEE MA e SIxIYLICH AT, B
X i 7hHatet 22 ClolE Hal £ £30| S50 MEIY 4 9l HlOJE £49| HlOIEE
CHE 9IRIZ SAME 4 laLic

[= 2 |
CHE 7tE S FolZFHE AE| AWS 2| &1 S8t 2[He| CHE 718 S0l M st X[
AlZtol 2 HER o4 M3ste el niet XL

—

>
S
wn
Mju
u
40
N
Il
gl
3]

Bl 219/ 3 (AWS CAF)

A

ZZ20| 2EtRER HBMo R Mt AWS 57| Et 22Mo|T o™l A& S Jidst= ol =
20| Zlzo| X|A] & 2 Al Z AT lLICH AWS CAFE XIEIE HIELIA, AR, HEHEAA,
Z31E, 2ot 2 2H0[2t= 67tK]| 3 P2 FEELICEH HIRLA, AR & HEHEAA BH2
HIELIA 7|20t ZEMAN ZHS WFD E3E Hot 4l 28 M2 ©ME 7|0 Z2 MA0]
SHS SLICE ol S0, AFR ™2 QAKHR), ' HiZx| 7|5 L 2124 #E|E EE 5= OolsHE
HRE CHad o2 gL|CH o]248 #oiA AWS CAFE MEBXQI Z2I*E MES Qs =2lS &
HistE Ol =20| £l= Q13 7id, 1< L HF LA oMol CHEt x[&S M ELc RHME &2

AWS /A2 HZ T LI (AWS WQF)

clo|E{H[O|A oto|aBolM /I ZEE Hotstn, oto|a oM MES HE st T, & 74ME A
35t T LICH AWS WQF = AWS Schema Conversion Tool (AWS SCT)0d| Z & T[0{ &L

S
Ct CllolE{#io]& A7|0F 2 ZE 244, ofZE|FH|0|M ZE, S&E & 5 S8 EMstn It
BEIME MSELCH

24


https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf

AFE

olA
A 23] &

1[O|Eq

,E 0
'239

AWS HE 710l= Amazon RDS 2! Amazon EC20{lA SQL Server

)I':'|>

|
fAb

l]\“I

Bl SEHI Al Bt [ E &% &0 gt SEE CHEHS F YULICH Amazon Detective0l| A
S =& AF85to AmiE 2a2 AL, S MABR API XY 3 & A RAIE &tdeS A
= U&LICH KtAMIE LHE 2 Detective AEM2| Data in a behavior graph& & Xt &AIR

] QAC[OF AlAEY

Hio|L2| Zoh(7tsE 5 2el4 & stLh)E tl&Este Z2MAYLICH 6§ S04, ML 22 0] “O]
OlHdol AHRITIR, AHO| o}d7t27”, 'Ol MIE S HRUTIR, RIS UIIR? S2| EME ol Fl

27 MES| HIHRIX| 047 & BHAEstE Ol A8ElE HZE EEH0| £2 HEEXM HOIEH

e

£ £/ 2l(Blue/Green) Hi

(o]
ol
on
Ral
ra

T

TR
J
=0
1o

|

i

>l
ol
=
>
=
0%

u © ok
1E zorr

ok

_=

me 1O
0

L

|
2
0o
o
°
ful

iy
T

ShLtol B Z3(uEr Aol M 4RH ohZ 2l
(=)0l AREFLICH O] FZF A

N I
ol
o}ﬂ .

r

|.

==
C [C
<4

0

Q'I_l
> o0
i
ofr
>

e © on
02 M Il
e K An
o To

0%
mo 2
I x
4 2 W

[u]

B
on
o

>

>

bot

)l

Mo -
lu o

F

>
M
bl

AlZBOo|MSE AZES|
ol f835l7LI O|ZR2 2
S (o]

A
Lt SHE 517 e =

o
o

nrmnr o

QIEILS S5 IS5 E EjAAE
0f OHZ2I7 Ol ILICE. QIE{Lol A
UELICH o4 Rolatm st CHE

LICH.

4

>

—Lmz
HL Qb

0

mu kl
o
J

2 o

my jo

o
12
2 o> fllok

ne

I

bl

ro

=
Raped
ikl

or I
ol o
oh

Ll
A

bl

H2 Zo| 2ot ol I ML
ga

2 X|

B ofoll HHET R s E= £ Zd2 B GAXIL MofsteE £ HEKAIZLICH &
=] % A Xk O |

P
£ 7He & LT HFHLIE L

==

T

2R
£

>

IE ZEX|EEQ ZEE FYelLict ElZX|EC|ol HYElE X M 23|72} 7|2
LICt Z|& E3X[oMH M ERHX|E e CHE M ERIX|o|M 7|52 IHE St AL O
g = UELICH 75 75| 2o dddste BRRIE YEMo 2 |5 ERfix(2tn §LCH
7152 EAE EH7t EH 7|8 E 7|2 22x[ofl CtA| HErhL|CH REAIEE LEE 2 About
branches(GitHub A& M)E & =5t

Ol m||]|

I



https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches

rm
pizlb
HLI o
roﬁ
D“E

T_

Amazon RDS & Amazon EC20{|A{ SQL Server ?

I>5
J\J

AWS HE 7ol

rot

7z HMA H
S5l A7 et oZ HAAE HEHO| glEol HMA

AO0IE| ZZMAE E
L 2 AWS Well-Architected X|& 2| Implement

of el ¥&oMd selE =
ICk REAM[EH LHE

g AWS A U= ik E HEd el
break-glass procedures X|E & & EstM2
Halemlc etk
AR B Eo| 7|E QlZ=et A|AR] of 7|ElX{of HEtREE TEFS MEE = TR AAR D Q2
Zpto| M =7HE SR ol F[BIRE HAFLICEH 7|E QZEtE &%t 39 EElREE ™
=Fat JEIEE Mg EFE = JAgLIct
H{IH FHA|
7t Rt dM|AStE ClO[EH7E MEEl= HZEE SGLct
At A
7|40| 7t XIE ’é-’_sﬁwl ?lat st (odl: ¥, o MH|A E= obAE)/JLICH 00|22 MH|A
| = & LICt AFA[EH LHE 2 92| AWS

Of7[HlA S 7 ZH2 HIZL|A Ao IHEF O|F0{E + /A&
O HIZEL|A ST Soof 783t MM E HRstMAL.

of| A Z1Ef| 0|5t =! }OIHEA-II:II/\ Ao

HIZ LA & 7#|(BCP)
CH7#2 OFO| 12 0143 22 BT OIHIE7H 2ol DIxl BAHS WS AT HIALIAT 4
Soi7i 2Ug M + AT S Rlests AU

C

CAF
AWS Cloud Adoption Framework& #

FtL 2] B E
Em M ™S HlZ ST S4RH H

A SRt A &M S8t

%5

Mg etxs| mA|ELCH
CCoE

ZoteE A MEE XML,
CDC

ClOIE X HEE HESAML.

26



https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html

AWS HZE 7l0|= Amazon RDS & Amazon EC20{|A SQL Server QIAEA H|O|E{H| O]
A A L 231 ZHA

243 oo/ Z*(CDC)

ClO|E{H|O|A E|0|S 2t Z2 HIO[E 240 #HE LIES FX st #E Aol e HEHC|oIEE
7|55t Z2MAQILICH CHY A|ARIC| #HE LIS A Atst7HLE SXlstod SVISHE ®XIste S

o|CtYet == CDCE M8 = &L

7t AX[L|0{E

AMABRIS| SHAE EHAESY| 6l oMo =2 oLt SH O|HEE T ELICH AWS Fault
|njeCt| ervic e( WS FIS)E AF&3t0{ AWS I 20| AEBAE 1 82 HItste &A™

Cl/ICD
XS5 S8 U RIEH HES HTHML

==

=TT
&S MASHE Ol T80l Els BR Z2AALICH BF 2o CfE ML 2L ola 2 of
SELICH Ol4F 2h2 B4 ME CHELICE il 8 Sod, 2Ho| ol0|X|ol RS 7t Y| 0428 Tt
sHof & 4 LIct

CH&f Ol CIOIEHE AWS MH|A = &lst7| ol 240l M T|o|E & e S 3tefLct

282C &4l MEI(CCOE)

gotec 29 AR Y, ElAA S, 0tol2a|0M EHUEtel M, CHF 2 HAIS S8 T ME
S Z% ©AHoIM S22C MY =S FTISHE CHEof EQALICH RFMEH LIS AWS BBH2E
QIE{Z 20| = 2 E2 10| CCoE AAIZE BEFHML.

golec #EY
2474 o O|E| AE2IXIS} 0T ClHHO|A BElof Yo ABEE 28t9E 714 2219E AL
e Yutsoz x| HFE 7l&of 7Elof LT

gotec 2y oy

T Z&0 A 3L} O|Ak9|
I:L AT 82 22t

2R E AEH BHA|

[r M
o
40
[N
o
ox
mjo
4
B
B 0x

Z%|0| AWS 22t =2 oto|go|Me mf et e 2 HR|= 4B AHE ChEnt Z &Lt



https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html

AWS THZ 7t0|E Amazon RDS 2! Amazon EC20{| A SQL Server QIAEIA H|O|E{H|O|
A X 2230 ZHAE

c ZEME N 3Y U ss S0 ¥ Utk| FotPCS BH ZEME MY
. Jl¢h - SERC A ST 2B 7% FAHO): MY E MY, COE Hol, 2% 2Y 75)

- ofo[Zzio]|4d - 7HEH ol E 2|7 0| ofo[ 2z o]44
« Re-invention - X|& 4! MH|A %|Z35l2F SR E &4l
O|248t Bt7H|= Stephen OrbanO| 2 21 HIA|Z The Journey Toward Cloud-First and the Stages
of Adoption on the AWS 22} E Enterprise Strategy = 2 104 A Holi&LICt. AWS Oro|22 0|
M TEF0L o #tE 0| U= X[ol| CHEr AEAISH LI 2 Oto|Zelo[M #H| 7I0[=E & &AM L.

CMDB

T 2| CIO[E{H0|AE HAStM 2.

E g|ZX|EZ]
oA FE HBM, HE, AT EE S| 7|Ef RO HH ZE| ZEMAE S5l M =T U]
Ef|l= {x[QLICH et el 22 E 2|Z X|E 2|2 GitHub & & Bitbucket Cloud7} Z & & LIC}H.
=

=
=
gfLICH Ofo[Z =2 MH|A FRUM Z E|ZX(EElE BHY 75 HEY
12 0i2] E|ZXIEEIE MEE =+ U&LICH

Hlo4 QU7HLE, MCHZ A LAXIX| EA7HLE, el E[7AHLE 2171 @l= CIO|IB{E Z &S
LICH & M2 2Lt ClAF 0l M Ci|o[E{H|0]& RQIABIAE 2lo{ok 5t7| E 0l S50 YFE O|X]
M, Ol= HI ZHA0M el= ZAECE =&lL|ch

MRy

= ool

70| HNIAEIX| 91 YA 2
soz =gl #2/7t 58 e o| HlolElE Af50| 2 HIgo| Met AEEIK| A8 = 22
b

Ct.
A2 f7|HHES HAY = U&LICH
ZEE BI™(CV)
7| st&E AHE5tod CIXI™ o|O0|X| & HIC|2e 22 AlZFA] Al M E% 2M5tn FE5H=
Al ZE=2lL|Ct 0 & £04 Amazon SageMaker Ali= CVO CHEH O|0|X| M2 YT 2IES MBS EL
Ct.
IFHCEEZE

AR B 0| N EIE Aefol M HZELICH 0|2 QIs) I 2 =7 FHE E45HK| o
g 4+ 200, ol Yertoz MA0|T SlE 5IX| She SelelLch



https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/

AWS THZ 7t0|E Amazon RDS & Amazon EC20{|A{ SQL Server ?

744 22| o|0|E{H| 0| A(CMDB)

cCoo{ U AZTEQ 0] M QA SHE 3 *% Z 8510 CI|O|E{H[O| A2t SHEF IT
HE x{ztstm 2e|ste 2|2 X|E2|QUcH Htxo Z plo|ap|o|Me| ZEEZD|Q EFAM T
Et7[0l A CMDBL| T O|E{E Al &Lt

TH E4 U B HALE ASX XI5HY| QIs ZEE 4 2 AWS Config 78 2 4% 5 2
QLICH YAML HEZ2 Ar85tod Maa Bg AWS Al U BIH £= £ Mol T AEE|
CF. XEAIEH LI 2 AWS Config AABAS| T8l A B M 5HAS.

X&™ S8 U X|&E ML (CICD)

AZEQ0] ZEA ZEMAL AA YE HAE AHOA U ZZHMEAE KIS5ste T2
MlAQLICH Cl/CDE dEtMez nto|Zetele = B ELICE CI/CDE Sal Z2HAE KtSEHst
I, HMEE s0|T, I E FEEE Mt o MEH MBE = U&LICH RHAME LI82 X[E5X
MEol 0|8 HASMAIR. CDE KI&SHM HIEZE o|0|5t7| T Fulct XM &2 x[&H ME
(Continuous Delivery)t X[£%Q1 7 S XS MAILR

cV
=4

ISKSRE [o]]=)

AE BRI 2l ClolEfet ZHol WIESIZoll D El0f 2l HlolE LTt
Glole| £ 7

ST AT E 7|E22 HELRXIL HIO|EHE AlHEstD EFse TEMAQLICH ol Z2A|
A= C|O|E{of CHEF MAHSt S 3 EE MNo{E A™Hst= ol E20| E|2 2 AO|B 2o @& zte|
MEfo| ZQ 8t 1M @A QlL|Ct O|0|E BF = AWS Well-Architected Framework2| EoF 4=! 41
d AULICH AHMIEH LI 2 HIO|E 27 & & XRSHAAIR.
HIO|E| EB|ZE
Z2HM Oo|Eet ML 22! &F&0i AFSEl Cl|Oo|E] 7+He| & §F ®to| EE= AlZh Autof HE /=]
olo|E{e| o|O0| Y= H3t o|E EB|ZE= ML 2E of|Fo| MutMol EA MetH 3l 3™HME

MetAld = AU&LCH

29


https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html

AWS HzH 7to|l= Amazon RDS 2! Amazon EC20{M SQL Server RQIAEIA G| O|E{H| O]
A 24 2’2391 ZEA}
x% & ololEf
HERXIE Sutst U= CIOIEJLICH HERT 2|AA AO|E 0|5 FEQCIOIHE K2 & =
U&LCt.
Cllo|E] HIA|
S ABA BE U HHHAE S5l EMET S YT ClolE 2R S MBS ofy[HH T

oM CIOIEE 2[AEStH IR HE ES £

= Ct.
2, HIE & EMEA UXSE ELUAWS 2E2H2RE + U&LICH

ME[E = e A SHE 01| HEHZM MEE + Us 2oL AMASIES ot ol T
=0| &= AWS #tE2| o 7t=eld MEQLICH RhMEH LI 2 CIoIE B 52 HASHAIL
AWS

GO AFE %42

HAIHIOIEE ML ZEo| &H & BEME & U= A2z B el
Melettte A2 54 QoL &2 X7Hstn & 2f, 2ol e e e &5 UdsS MeElgS

=
|
o|o|& & 9l&L|ct

AAEH
ClOIE &7
2tO|ZALO|Z ™Mitoll 24X Clo|E{e] EXet 7|5 & FHotes Z2MA(0: HlolE dd, ™&, XMHZ
).
GO F4]

ClolElE =& & ®Elst= 7Lt

GlolEf AoisHe
2 22 HIELIA QHEITHAE X|#sts HOIE] 22 AIAHILICH ClOIE] Hofste Aol
25 B2 90| 7|2 ClolE7t ZEEIH Yersoz el L 240 AL ELICH

oiO|E{H|O| 201 A EflO|E & ZHX|2
ClO|E{H|O|A Z=EF @104(DML)

1
P
1
2
uin
X
Il
1
0>|
_o'l_l
N
40
ro
(3
o
A0
i
rr
0F
o
°
r
_ITI_

CIOIEHO|A0AM HEE +F (&Y, UOIo|E A AX)st7| 28t BHE £ BZULICH

D 30


https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html

INE
>0

AWS HZE 7l0|= Amazon RDS 2! Amazon EC20{| A SQL Server Q1A E4

[>
i
i
¥a >
HU @
]

DDL

ol gue
oi&S QI o2 B Bl RS Wersts WULICH B YA S ASSHol Of HEE ol& 2 2
Lt oz ol EEtage REE + AaL

oi] A&l QIS MBS AFEstod U™ HIO|E e 2h o CHY = Zho| i E S A'EstE ML o2l
EoklLct.

Al
=

4oq

Ol

HESIZ et T oto| Ho|E 7|2, FAE A 7t&dE EE 517 flol ARE WEXT Aol &

.|
210 ot HALIZT MoiE AB s ASststs W2 2ot M2 wAllLICH o] M2tE A

= RHEHSt
M AWS Organizations Tt X 2| 048] H|&0f 042{ XM|0{E AWSFI}5l0 EIAAE ESE 4 Q&L
Ct. o & S0, &l& o M2 A2 OEHA 25, HESXT MES X dE35E AFe = UA&L

Ct.

QI BalRt

ol AWS OrganizationsZ B E|lE MH|IAE AWS HIH A2 SE6t0 X0 HXMg ZreElstn
HE Mu|Aof CHEt HEHE BEIE = USLICH 0|28 AEE siiY Mu|A o] /IJUE BE(XtEtD
g XEMEH L0 3 8tEl= MH|A S &2 AWS Organizations & A9
o &7l AHEE £ 9l= AWS MHIAE FXSHAAIL.

>
=
%
o

rganizations

HH =
CHA Bt 0l OHZEIFIOIM, M 718 EEE ZE SH AME S M8E = ULE st ZZMAQIL
Cl. iz ole ZE Ho|AL| HA Al S 738t LIS ofZ 2|70l Bt EoM SHE ZEH|0O|AS

o
TES T At 2ol ZEELICH

—_ O =

= x| &of
OME 2l  BX|, 7|% U LS £t S AAE 2ot MofLict ol2{3t Mol 71ZE 9] of
45 Ho1E BB HOH O|HES YEE 27k WoiMeLITH KHMEH LISS AWSOHA 2t Flof
T80l BRI 01 AESML



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html

AWS HZE 7l0|= Amazon RDS 2! Amazon EC20{| A SQL Server QIAEIA O|O|E{H| O]
A A W29 Z A

JHgr 7hx| 22 OHZ (DVSM)
AZES 0] 7HEr 2HO|ZALO|Z oA SESF Z X0 2O WS O|X|= MY ZHS Alstn
oM 292 x|Nste O AR ElE T2 MAQILICH DVSM% 21al 2l JE WAlS Qs AAHE 7t
% B2 T ZEMAS SASLICH AZEQ 0| JHY ZEMAE S5 7HX|E HS5t1 0|55t
o Lo CHA9 Elof M2 S}

CIXE E2
S, TE, A AHH| IE= AYAF BHOITL ZHe AIX] A|ABIS JHAtO B E3E WL CIX|H E
f2 0|s fK| B, S8 DLIEHE!, Mo XS E K| HELICE

£E} 27|01l M BE Blolg o] 2 ololEfol CHet OB S48 E#ets o 2 Holge
UFLICH A2 El0|E SAS Yrsioz HAE WELL HAEMT SAsHE Mg RAbLIC
Olzfet 4442 HE HEl Mo, TEIY W AW ME 0l x| AL ELC

A H
FAZE S5 ARl 718 ME RN WXL SES SEHK R4 Laksls olusg)
Lick ol2{3t OlHIE = RHeiRlSH, 712 ™ O F, AT tx| 22 T4 O F £ ol AT 2L

Ol
MEFo| SR Qleh Aot £ A&LICt
M3 =7 (DR)

Mshz Qlst 7ts SX| Alzt & O|o|H &4 %456 7| 2/5H AA85te B I ZEAMA QL
Ct. XEMIEE LI 2 AWS Well-Architected Framework 2| Disaster Recovery of Workloads on AWS:
Recovery in the Cloud& & Z35tM 2.

DML

CilO|E{H|O| A ZZf 210{& & EStAMIR.
Coel 7 A

THEAE Z 7 QA7 MSste Tletste TH QI E= Al HIZLIA SEoi 4450 51
St AZEQ o] AlAHE MY sHE M YAIALICH of THES ol 2] ofttAo] ola 9| X{A{Q!

el 7|8t CIRtel: AZ EQo] SA9| S 5HZ(Boston: Addison-Wesley Professional, 2003)01|
M AINEIRA&LICE Strangler Fig THE T &4 =HIQ! 7|8 MAIE AH8 3t ol CHE XEMIBH LK
22 ZdE|0|L4 & Amazon API GatewayE At&3t04 7|&E 2| Microsoft ASP.NET(ASMX) & MH[|A
E HEIMo = FHoistets YHE FTsHMAIR

D 32


https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html

AWS HE 7l0|= Amazon RDS & Amazon EC20{ A SQL Server QIAEIA H|O|E{H| O]
A X 2230 ZHAE
CR|ZE ZX
7|1&0| Elz= Tt o| Wit Fxg Lt o & §0{ AWS CloudFormation & At&3H0{ A|AE]
Bl AL EEZE 04 AWS Control Tower 7{HEA @7 ALY E01| I

[ |
S O/E 4 s 2T Zo| W7 A S UXIE £ s

DVSM

T

e 7HR| 55 OfE S HZstA L.

EDA

HM OO EME HESMR.

EDI

AL CO|E metE EXSML.

oAR| HF

loT HELIZ o] X0 A AOLE ClHFO|AS| AR Y 52 JiMste 7| AR HRE2 2t
A 2ol His 2Ot S& x| AlZhE £0|1 SH AlZhE IME = A&

Mx} Gl o|E{ LEHEDI)

2o ArS3tE WEhS LIEFELICH RhMIgF LHE 2 TAL Tl 0B W #H(EDI) 0|t
=

HRI7IR?E MESHAMR
%53
AtEfol eiE = = Ui H| 4[0|EHE AtO|H 2 HEtste AR E Z2MA L
&= 3t 7|

ot2 3t ¢ BB ols MRS RA| HIES| 235 SAPAULIC 7|9] Lol Cherd 4 2

A E HZelol HOIETH MHE e =ALICt & dC(er AlAEE2 71Y 28 HI0|EE B
MEELICH 2lE A AAR2 7HE 2 S2F HIO|EE HY MEEL



https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html
https://aws.amazon.com/what-is/electronic-data-interchange/
https://aws.amazon.com/what-is/electronic-data-interchange/

Amazon RDS & Amazon EC20{|A SQL Server QIAEA H|O|E{H| O]
A A L 231 ZHA

AWS HZE 7t0|=

QI= ZOIE AMHIA
Virtual Private Cloud(VPC)oﬂH SAERISI0 CHE AEXI2 SFE & U= MHIAQILICH E AFS
50 AEZQIE MHIAE M5t CHE AWS A EE= AWS Identity and Access Management
(IAM) 2ot =X|of FHEHS AWS PrivateLink 048 = Ql&LICt o[zt HH E= 2ot FX&= ¢l
E{HO|A VPC JIEXQIEE MM5t0{ Q=X QIE MH|AON HISIHE HZAE &= U&LICH RHAlIEH
MEE HEFAAL.

LH& 2 Amazon Virtual Private Cloud(VPC) AEAMO| AEZLQIE AMH|A

AE{ZE}O|= E|AA HE|(ERP)

AE{ZEto|ZQ| F HIZLIA ZR2MA(: 3|AH|, MES, Z2ME ZE))E AtS3stT #HEISHE Al
ABIQILICH,
SE &355t

St ZEMALICH REMIEH LHE 2 AWS Key Management

g5 7|8 CHE 43538t
Service (AWS KMS) A A

2l ofZEIF[olM | QIARAQILICE CHE2 &t

>

o2

T o
o
W
AN
I
E
N
9

oo x X2
o lo n
I
I
I

Ct. OIE-IEP %’r%'_o_l Btas

ob
do

EAAQILICE Cl/

n

4 - B MNERTHMAE = U A
olZZI0lof =2 =M &Z 0| o}

2 &4 - s Jhe E o|2|o] AFERE7F
HM O|™M &3 L AIEX =8 HIAEE

[k
Hu
g
K
o
oX
H

@)
O
=1

@]
el
O
1=

x
o 7
FE

o|:LE+|0IE| e 9_I of| =
ERP

AE{Z2}0|= BlAA HEE F

34



https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/

AWS HZE 7t0|=

=4 0|0l & A(EDA)
ClolEf MES 4ot £2 5448 Thotsts Z2MALICH HIOIES £8 £& AR ohg
£7|ZNE £83H0 HEE 32, 01U HAI5HD, JFUE HRULICL EDAS 20 BHE
2t5t8 M4stod S ELICH

HE E|0|=
AEF A7|0te] B EHO|EULICH HIZL|A 2A0f CHEt W™ O|O|EHE MERLICH diitdo =z
WE 0|22 50| A= ¥ L & Elo|S ol CHE 2I2f 7|7t Rl Yot 20| F 7tx| ¥ /8
£ ZEefuct
bt = AJTH
e = F7|§ £0|7| /sl BIHE & EHAEE Ar8sts Ao LT oAt HZ Aol
AedL|ct.
Foff Azl EA
ofl M EroHo| WEFS XFtetn QIR E 0| 22lzig JiMetE +| E20| Kl 7t8 ¥, Aws 2™
ZHEE Zoiel == dIolE el Z2 AWS 22t EFAH LI REME LI 2 AWS F ol 7
2| ZHE HZxstHe
7|5 2%
HEHX|E FHESHMR
7ls
2 M= 2telo M F71Mez

g S0 M= &ZolM 7|52

of=o0i A
iR El= oloXK|Y += % 'Al—lEF
78 8L
2o o Fof §40| ot SLFHXIE LIEHALICE Ol Yitx o 2 SHAP(Shapley Additive
Descriptions) & S8 JOCIHEQt 22 CtYet 7S Soll AME = Ue X HeE EHEL
Ch REMISE I8 2 714 &ts 2= siA 7S 2 HESHMR AWS

7l e
%7t AA2 CIO[EE B2 e, 22 67U, B HloE HoolM of] ME MEES 52
sHe S ML ZZHAE 9/5) Cl0[EIE &/™stss ZWYULICH 0|8 S8 ML 20| HloE|E 28



https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html

AWS H¥ 7tol= Amazon RDS & Amazon EC20i|M SQL ServeA Iﬂ;.fégﬁl__?léj%%lil
g = J&LICEH o E £04, IR '2021-05-27 00:15:37°'2 2021, 58, ‘T’ 15U 2 B/ otH &
& Y1a|F0| CH et ClOlE T4 A9 BE O|F 3 WS stasts o TS0| ELich

FxzZEnE
SAE EHATE S-S TE Q57| Tof LLMO| EfAZ 9 ¥etE &2 2oiF = H 7HX| oflA|
E MSgfuct ol 7|42 ZHo| ZFZ Eof Z&E A2l S &ste HEAE L St&E X
SELICH A TEIUR SH A XY, X8 EE 2ok X|4/0] LR AT ETHY 4
UELICHL MEX ZEZEE XM

FGAC

MM A KO1E HZSIML.

M4 Ro{(FGAC)

=
AL
LOL
JI rH1
]

o ZUE AEst0d KM A HEE 5186t HLE HF & LICH
ZeiAIZ ofolz 2ol

AN H2 gAE AEsts Odl B1E TI0IH ZAXME Sall X|&™ O|o|E SHE Ar&5tod 2B
O ClOIE{H|Oo|4 OFo[ZEl|old BHAULICH SEE 718 K| Al

UukstE|m B0lg0| KIHEIX| &2 HlolE{el HF2 HOIEMEIM EHE IR 2 E 2l A1
T QJLITh FME 9101 Ol3, HAE U O|0|R| 444, Rdo] CHSHOH 22 Chefst bt EfAIE +8
¥ 4 aLch REAIE LIS 2 T2001M SHO[R S A AL,

dEE Al
22| o O|E{of| A —Erﬂ_ ZIiem 7HEhet BMAE TEZE S AEE04 O|0|X] HIE|2, BAE, 2
H dEE = e Al DOl 52 MEQLICH REAMIEH LIS A

X2l &t

X2lM MEhe xRS,



https://aws.amazon.com/what-is/foundation-models/
https://aws.amazon.com/what-is/generative-ai/
https://aws.amazon.com/what-is/generative-ai/

AWS THZ 7t0|E Amazon RDS & Amazon EC20{|A{ SQL Server ?

X|2lH MeH(XI2™ RtE)

Amazon CloudFrontoll M &7 S 712 ArEXI7F 2EI= HiZ o HAM|ASHK]| ZRotEF st SHUL
o

Ch 518 55 = AtH S52 A &Estod SQlE It AIEE F7HE XIEe = UA&LICH RhME

LHE2 2 CloudFront A AMO| ZEI=x0| X|Z|2 HiZ XSS EHZSHAAIL.

Gitflow ¥ EZ=

ol 2t 8 4| gtEol &AA FE 2EX|EEC] ME CHE T

—

|_ o
Gitflow HLEZE B|HAIZ ZhFEH EZI J|E S22 M35l S0 M2 S AL

=& 0/0l%|

NAR EE AZESYo{o] M QIAHAS HIZ 57| 913t HEXOR ABEIE ST AlAY E= 4
ZEQofo] AHARULICH 08 S0 MIZ Eofolils ZE 0|0IXIE AHS 5104 042 ClHHO|2 0l A
AZEY0IE ZRHIMIY 4 o0 018 Sol Hol& MZE Aol £, BHE A W MANS )
o

M2 BZ0IM 71Z QIZatol #RH AlAT of7|=x{of CHE 2RITE Here MeE o) 2ete L
SElnE sHe 7IE Qlzatetol 3 EA KIE g0l 2E MEE 7|28 MHE 4+ st 7IE 2
Zotg HFes B9 Do TE MIYD JRWE M2 B8y 4 YaLich

e

ZE ER{oU) HMAAM Elaa, S U RHE E-E HES= Ol E20| &l 52 7ELICH
o 7IEBY2 AE & E&0l| RS EMS A™ASHH, MH[A Ko H2AaE |AM FHE

HE ArE5tod FRELICH B X| 7= Y2 HH 2t U 77 &+ EME XISt @S et
oF2l2 Md3HH, 0l AWS Config Amazon GuardDuty AWS Security Hub CSPM, , AWS Trusted

Advisor Amazon Inspector & AF& Xt X|'d AWS Lambda HAALE A& 3504 734ELICEH

ool 2| o]

S
N
0H|
E
i
|7

CtE CIo|E{H 0|A AZIZ AS5t= CHA O|O|E{H|O|AZ A A C|O|E{H 0| A OFO|ZE0]M(0d:
Oracle®| A Amazon AuroraE) 0|7|Z 0+0|220|M2 YEtx o2 Z|ot7[HIE 2fdo| UF0|H A&

37


https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html

AWS HZE 7l0|= Amazon RDS 2! Amazon EC20{| A SQL Server QIAEIA H|O|E{H|O|
A A L 231 ZHA

OE HEtstes A2 S Y = U&LICLAWS = A 7|0F #HEto| 20| El= AWS SCTE

SHILH R LA Al JHE @10] AISXOE RYE 4 AUE YARCO| 5 HA NAHR RS2
2 ol ZAIEIT, KISHoR 1EY 458 MBHHT, S50l DXl HYE HA VM Che
B 2otot FHOHE MalSHE S MAEASLIC

slAE2l0d #ichs
MZE Aol 27 ASS O & B5S5TS 2% 7I£(0T) AlXBS Hhstetn Haslol=sts o
ABEIE MT wAIRILICH SIAE 2|12 B8 0| Chest ER{0IM ClO|EIE £ R5tn & e o
A8 ElE Yol B olEftolALIc

717 3t REE EsHE Ol ASElE Clo/EMEM 2REIE alolgol XIHE 7|5 ClolEle)
URLICt EEOIR CIOJEIR AFR 5ol 2 o &2 BSo0t2 ClOlEet HIm s DH A58 Byt
& 4 e

=
== 0|o|E{H|0|A O}o|2By0|A

S Ut dlolEf#lolA AFIS BRaHE CHA CloIE{#|0|AZ A4 Cfo|Ef#| 0|4 ofo| | ol4(of:
Microsoft SQL Server0i| A Amazon RDS for SQL Server2) &3 0}0|12|0|M2 YtMo =2 2|5
AR EE 2|ESEY 2o AR LTt HO|E|E HIO|E{H0|A REIEZ|IEIE AHE3t01 A7|OHE
oto|zeilo|Me = U&LICt

Rt HAM[ASH= Cl|O[E(M: AAlZE EIO|H EE= %|2 ] Ol|o|E]). Yetx o= O] H|O|E{of|=
= |:|.

(@)
= —
E 72l SEE M3Ist7| elet A2EE|XK| AE Ee 2eia7 ERE L

=
0Z
oIr

o

A

ZzEHME EEo &8 =XE
AN

me He nromauom =lol 118 s2ist7] fis 2212 ol oholazlolel ojzelA0E
2Lt YEso R o] 7|2 1~4elLict. 3ol of 7|zto| Bt
romaﬂom se oalwqgg OHEE|70l4ol CHEt M2 ZateE 2 Hol Lo



https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html

AWS THZ 7t0|E Amazon RDS 2! Amazon EC20{| A SQL Server QIAEIA H|O|E{H|O|
A A L 231 ZHA

laC
FAEYE QIEPIE FXFML
2 5 7|8k B

AWS EzteE # Lol M HMetE Holstes stLt ol4el IAM 2ot Fxfof 4ZAE Hailu|ct.
5 oiZ2/7 ol
90 S¢ot Y CPU X M2 2| A8 0] 5~20%Q! o E 2|70l lL|Ct. Ofo|azolM Z2MEof
MeE Ol2{Er i ZEFI0|ME M SXIstAHLE 2x 20|20 FX[stE 20| LM Lot
lloT

7IE QZEE UOO|E, IR EE= sl i Z2HM I 2 =0f CHEF A QIZEHE B E 5
= RELICH HA E7lsE el=zele HA 7tsE QlZElEC A Mo 2 O AEtE |1 HE ™ 0|
H o= 7ts&LICH REMIEE LI 2 AWS Well-Architected Framework?| B3 27158t QIZ 2=

AWS C}E HH ot 7| x| M ol ZE2[7AH0|M IR M HERXT AZEE 2, dA & 2t*Eet=
VPCRILICE AWS Security Reference Architecture0ll M= OfZ 2|71 0|0t w2 QUE{ 7to| &

U QEHOIAE E5 57| /5 QHI2E, ot RHI2E L HAHVPCE HERXHI AYEE dHE
Ng HEELULCH

0l
AL

oto|zzeilol4

sst= Al ofZ 2|70l 22 M oto|adlo|Mets HEH TEFULICE of
O| DtO|AZEMHEIALE AFSKIEE M AIARIOE 0|5 E = UELICH ZE X
O| MCHE ZtS3st=X| &gt Foll= BIHAI AIARE HIIE & JS W7HX| =7} 00| 2 MH|A
Ol == &Lt o TEFg AHEStH Cw 2 oto| 2ol gl

1AM, AAIZFOIOIE, RAts&H M 2 AUMLL| & ME Sl MZE T2 M|A Q| F4CHSHE LIEHLY 7|
2|8H 2016301l Klaus Schwab0oll A £ &l8t 20{¢/L|Ct.

| 39


https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://www.weforum.org/about/klaus-schwab/

Amazon RDS & Amazon EC20{|A SQL Server QIAEA H|O|E{H| O]
A X 2230 ZHAE

AWS HZE 7t0|=

I QlZ2H(IaC)
M Oel EE E5l ofZ2|7|o|Me| lZE T2 H|MY s & 2lste T2 MAQLICE lace
ME2 &30 8hF 7tsd, Al2[M 2 ptdeg dal el=2t 2l Y &AEsistn, 2l AAE E
=3t HEA =HEE = UEF HAEARAELIC
AU AFE CIEH (lloT
Isf s 59| A 2 E20{|M CIE{Hlof eAAE! MA 2! C|HFO|A
SHAZHO|M M 252 H IS4 A2.

M=, olL4x|, &SR o/ 2, MHD
2 A& ME 2IE{YH(loT) CIX

Of AtE RtA[EH LB 2 &l

OlE{yl gl 2 ZO|A HE

AAL VPC
AWS C}& HE ot 7|El x| M= VPC(S st 7Lt CHE AWS 2[T),
= &Y &E A VPCsRILICE AWS Security Reference
7ol rater QIE{HO|AE 25 5t7| ?|aH Qlut

13 7to| HERI Eci= HALE #Els5t

Architecture0fl A= O Z2[Z oM H 2 IE{H QFat
2C, Ol RHIRE L HAHVPCE HERT AHEHE MYE HAe HEELICH
A= 21E{S(loT)
ClEHAIOILt 24 SA HERXIE S CHE C|HIO|A L A ARIT SAI5HE MM =2 T2 M7}
LHEE B E S 2/ Aol HE LT RtAIEH LI 2 10TE?E FXStAAIR

A =|g 7|74| st

5H A4 =9
Dol o F0| =0 [EF o= H EetRI=XKIE AR O] Ol3HE += /e HEE MY
& DEo| EMQULICE RIMIEH LHE2 7|74 &ta D8 sHM 754 E BT RS AWS
loT
AE CIEHUIE R ESHAMI2
IT A= 20|22 ZI(ITIL)
IT MHIAE MS35tD Ol28t MHIAE HIZLIA @7 AFE | 2 A ZH5H7| @8 L249| 2 Ak
ITILE ITSM2| 7|EtE NBEL|CT.
IT MH|A ZE|(ITSM)
ZTEO|IT MHIA MA|, 734, 22| ! x|t 24E &5 Sl 2YS ITSM 272 S&6tE
g 7I0|EE B XFHAAIL

gtedof Ciat XFAIEH LI



https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://aws.amazon.com/what-is/iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/tools-integration.html

Amazon RDS 2! Amazon EC20{lA SQL Server O._'AE._"&, CllO[E{H|O|
ZHR] @' 2701 ZF A}

AWS HE 7ol

ITIL

IT EE Elo|EE2|E & XM L.

ITSM

IT MH[A 2ZE[& HZESHM .

L

glolg 7|8k HA|A X 0{(LBAC)
HAM[A XO{(MAC)E T

MEXH X CllolE RiA|of 2tz 2ot Bjo|Z Zte HAMSE gEsts Ex

sigt RJeduich AL8 R 2o Bijo[= 1 Cl|lojEf 2ot gilo|= 7hel wal =20l et AL 2 = R
= ot do| A™EL|C.

A =

HE E2 T Jtsstn oHHe 2 dAHE OHE AIE Aws B E LI ZE2 0{7|0|HFE 2ot
2 Ql=z2t g0l et = 4lE 7HX|1 {2 ZE9 ofZE|7H|0|ME MEEHH AlRStn HHZE =
gLct 2T Eof et RtMIEF LIE2 2 Tstn & 7HS 8 Ch S AE AWS 218 dEE HZsH
A2

S CHEH 2ol HOlEfol M A ERIEI Bl B Al 2l 3
HAEE CHE Q1012 MOl 2 AI 22 o BHAZE £3Y £ YBLICH RHA S o
T2 o] SH(LLM)O[Et RHOITH 228 HEFHMEL

CH++ = Ofolz 2ol

300CH O| & 2| M oto|zzgy|o|AdlL]Ct.
LBAC
0|2 7|EF HAM|A No{E FHESIML.
Z| A Hst
g £#sE O st 2|4 HEHE Foists EoF 2 Abg|QL|CH XFM[EH LI 2 1AM A
Mol |4 HEF MBS FRFAAIL
OJZE e A|lZE

41



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/welcome.html
https://aws.amazon.com/what-is/large-language-model/
https://aws.amazon.com/what-is/large-language-model/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege

AWS HzH 7to|l= Amazon RDS 2! Amazon EC20{A SQL Server QIAEIA H|O|E{H#| O]
A B 2 2301 ZEA
2|E 2C|eF AAH
HelL|C AC|oHE FEFHMIR.

o =
LLM
72 210 BES FEFML.
5H9l 2
H7ES HESFMR

Z|H &&(ML)

mE QA Sl st&ol dIEED 7|HE ALSste 213 XIs2l & 8
(IoT) CllO|E{et Z2 7|FE CIO|E{E 2445t ef&5to IEE J(He 2 84 ZRE S Mgt
RtAEt L2 Z7[H sf& 8 FXESHAAIR
7|2 =22x|
H2H x| E R ESHMIL.
24 )[04
AFE 2ot EE= ZE2IO|HAIE RIS T MHAHE AZEQo{L|Ct HWRo{= 9"“E-| AAEIE
Hatst7LE Bl et HEE RESHHLE FH AMA Het2 &EEE = A&LICH Welo1e] of 2 Hf
olz{4, &, Mo, EE0| Fat, Amo|fof, 7|27 S0| JU&LICt
el MelA
AWS MH|A = Q=2 HIF, 2G MA| L ESHES2 AWS 285t10, AAEX= A= ZRIE0f
4T U2|1™ HH|A S| o 2 Amazon Simple Storage
IE 7<A|'2|-E| A—lHl/\EI-_l_E o|'|__||___|.

MM A S04 CIOIEE ME ot HAMELICH 2 ES
& LICE.

Service(Amazon S3) & Amazon DynamoDB7} €
Nz Al- AAEI(MES)
HRRHE A YOI 2RIE Sk =M, ZLEHZ, EM3 & Ko{st
7| *I8H Az E |0 Alé'?:*!‘?:ILIEL

MAP
Migration Acceleration Program= & Z35HA| 2.



https://aws.amazon.com/what-is/machine-learning/

AWS HZE 7l0|= Amazon RDS & Amazon EC20{|A SQL Server QIAEA H|O|E{H| O]
A A L 231 ZHA

HZHUE
CTTFEMMST T AEHE RSt CIS ZHE {a 20 E HASte ©A| Z2MA QL
Ch HIFALIE S &8 Al RHIAMHMe 2 Zststn 7HM5te F7ILICH REMIEH LI 2 AWS Well-
Architected Framework2| H|7HL|E 5 & X5HM2
HHq H o
ZE o] Ol #E| A™EE AWS A™E M elst 2E A™. AWS OrganizationsdtLt Q| 7|2 §t i
of 3tLte| =& M0t 2 &= Q&LICEH
MES
M= A AARIS BT ESIMIL.

HAIX| 7 #H 24 HEMQTT)

|HFOo|A0f CHEF AAl & 7= HEHE 7[RI 2 ot= EE Machine-to-

2|44 K2H0] e loT C
sMNZEZEZQILICE

Machine(M2M) S
Oro|Z 2 MH|A

II

3 MOIEI APIE S8 S4I5T Yo 2 ARR XH¥| B0l ARSHE ARE 57 MHIAYLICH
E So| HIELIA ol TOH, BT, B 59| 519 ¥
&

of OHEIS 0HOIT 2 MEIATE Z8HE 4 AUALICH 0HO| 22 ME|A0| O HO 2 DI, K43
3, 2412 HE, MAS 7H5 8 2E, S#21 50| AALICH KPS LIS 2 AWS ME{EIA A
A SEe HESAL

AE AFE3504 0FO|T 2 AH

Olo| a2 AHH|A ofZ|El &

Zt OHZE|7H0|Hd Z2MAE OIO|ZZMHIAZ A™EE S8 74 QA E AFE504 o Z 2|7 0|4
g AFstE M2 WAILICEH o248t Olo|Z Z MH|AE B APIE AFE 35104 & X o|El QIE{H 0|
AE S5 SAIFLICEH ofZ2|7|0|Me] £ 7|s0f Cist =20i %A O ot 7|Ex{Q| Z} oto|a =
E AUCIo|E, i 2 ZHE = A&Lct AFAMEH L& 2 oA 002 2EMH[A 32 FHE
A

Migration Acceleration Program(MAP)

N
Ho
0¥
u
AT

o

tT =7| ofo|adio|M HIZ S ArAH5t
st AWS Z 2 Il |CtH MAPO|E Bl
oo zifo|4d B 20t ekl oo e (o]
g Elo] /A&LCt.

-1
A
OII

ZXo| ElE=R ™MEHs
= ME I
— L. =2 O

ol ==0| &l &

ﬁ

r [

> T

o |0 o
ity

Al oto[zefloldE ~MAH
M ALtE|2 & RtS3tet

d [©
e
HT 1> > i

I--IJ>|
B o
i



https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/building-mechanisms.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com//whitepapers/latest/microservices-on-aws/microservices-on-aws.html

AWS HZE 7l0|= Amazon RDS & Amazon EC20{|A SQL Server QIAEA H|O|E{H| O]
A A L 231 ZHA

CHT+2 0Fo|22f|o|M

OfZE(70ld ZEEE|20| CHCH~E {0|EE Soll 2EtRE= 0|Sste Z2MAR, Zt 9o|E
oM o B2 H% |70l o] Cf W E £ 2 o|SELICt O] EFAMHE 0| BHA[0AM B2 2
AtEiet B ES AFEstod B, =7 & Z2 M4 0| 0to|ae oM HER|E F3dsto] AkS3t A BIY
gt MESE Sall /2 == oto|aeo|ME ZhAStEfLICH 0|22 AWS 0r0|Z1ef0|M HEfo| M| &
A L C

olo|zgilo|Md HE 2

HESISID UL K3 Y4E So S22 slolaBolE Vs ols Bl ool
JolM BE B Eols YHHoR AZEIENM Y w<m4m L& 2A7H U £Q7, 0O
80144 AX|LIod, JHL K, DevOps HETH7H ZEEILICH HEIZato|= ofZElAH0IM ZEES)
29| 20~50%E & M2 AR AXEE £ 9l vEElE HEHOZ TAE0] YSLICH KA

3 Lige ol ZHx MES| 2eteE npo| 230l BE 2| 7hol=9f ntola oM e Blof Cit
Mg HxsAlR.

oto|zd|o|44 HIEtE O|E

otola@lole 2= ste of TR e ofZ 2/ 014 L Muol CHet & 2t ool ol miElol=
M= CHE otolzaolA HIEFEIOlE] ME7H ZstLct. 0to|1a oA HIELEIOE 2] 2 = CHA
Meul "ot 3 & gl AWS A Zo| laLct,

Oto|=1ef|o]M mHE

A& X|= Otolzelo|4 =, oto|a o]+ i, oto|z 2ol o E2l7H| 0| EE= MH|AE KA

o
o| dHs5t= EHF 7hseh oto[adio|M LTt of: AWS Application Migration ServiceE AHE
504 Amazon EC2Z 0Oio|1dio|ME ElZABIELICEH

Migration Portfolio Assessment(MPA)

AWS ZEt*EE 0to|as|o|MstE HIZLA ALEIE BESH7| fIEt HEE M3ste 22 =7
ALICH MPAE &AMEt ZEEE|Q HIHMH M™EH A2 &2, 714 A%, TCO H|1, 0to|1zf|o|M
HI& EAd)et oto|zai ol AH=|(ofZ 27 0|4 T|o|E BA4 & O|o|H =&, ofZE|AH 0| 2 F5t,
ofo|asolM ME=Q| XM, fo|E H&E)E MSELct MPA EF(EOQ ER)s 2E AWS T
MEEQIAPN IIEL]| AMEHET FEE ASE £ JU&LCt

oto|z1ei|old EHI & e BIHMRA)
AWS CAFE AL83t0{ Z %o 2Et2E ZH| &Ejof CiEF QIMOIEE d11, Z-ut of ™S A&t

{ X%
I, AlHEE AR E siASH | RIEt dS AES RSt Z2MAQLICH REAMIEH LHE oto| 1|
O|M &=H| 7t0|EE & Z5HAAI2. MRAE AWS O+0|284|0|M ™2Fo| & EHmf EHA lL|C}.

M 44


https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-factory-cloudendure/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://mpa.accelerate.amazonaws.com/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/

AWS HE 7l0|= Amazon RDS 2! Amazon EC20{lA SQL Server O._'AE._"&, CllO[E{H|O|
ZHR] @' 2701 ZF A}

oo zifo]4d TEF

Z=2EE AWS 2t =R Oro|aslo|dstE Ol A8 &l M2 YAIYLICH XMEF LIE2 0
80{Re| 7R =1 =22 SHot04 Cir &2 0FO|ZEf|0|M 7H 5351 E A ASHA 2.

ML

71H stE&E HEsHMR.

#Hrhst
HISS HZST 84S F0IT HAIS BR8t7| YUsh TARHA £ DiEalA) ofEEIH 0l
I s olmatE Setesol UMD E2A0ln 7840l B2 AA-SR MeEtsts XL
REMIEH LIS 2 AWS 222 S0l ofE BIA01MS FHThetst| SIEt HiEre AE MR

FiCHsh Z ) Ated Bt
Z x| ofZ A 0|40l Brhst Fh| HEHE Thotstm, O, IH U B4 42 Alstn, TXo| s
ohBelFolel 85 SEIS Yor} & xleg + SIERIB el o £R0| £l Wil
T} AT ChA OF7I=IR{0) HAT, HCHSH TR AIAC| THE BHQ DIUAE S XHAIS S
2o 3 mhotE HAHE siAchy] S8 A% ARILIC AHME LIS 2 AWS 222 0lA ofE
2l701440] BHrhst b ME BIHE HESMR

2= BB OIM(BEEIA RF)
ZIUsHH AL TR MAE ALS50] B MHIAZ AREIS OHEEIHOIMRILICH D=4l of
Z2/30lMoll= = 7hR| B0l QLT B o EIA 014 Tl ol ChEt £ 27t SF s TA) of
7|55 F2E THMoF BLICH TE HOIATH HRIH 2|4 HEIA 0N TS5 F7HstH
L FHAISHE Z4T Of SESEILICH Ol2{3t 2HIE HZI5k7| I3 0HO|ZZ MHIA o 7IHXE A

4 aLICH REAIE LIZ 2 DHOIZ 2 MHIAZE D=al4 98 S8 AESHAAL.

MPA

Migration Portfolio Assessment& & Z3HM|2.

MQTT

SES X

o

AR 217 B4 ©a

HE|Z A &

fjo

=5

of2f S A0l ChEt oS (274 Ol4 ol AT F st ol H)S MAsHE o 20| Bl ZENAYUL

Ch o & S04, ML 20| 0| ME2 272, AtSAIQI7t, RUNERIZIR? == 0l ZZ4o] 7+
HHE 4E ME HFe FRUIIR?EtT 22 = J&LICH

45


https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html

AWS HE 7l0|= Amazon RDS 2! Amazon EC20{lA SQL Server O._'AE._"&, CllO[E{H|O|
ZHR] @' 2701 ZF A}

HE 7t

oIr
ro
o
|H

ct

L

i

Zz2HM =0 ciet 7|E QZEtE YOo|Estn +Hsts REQLICH Yy, dlzld &
o & 7tsd8E £0!|7| I AWS Well-Architected Frameworkl M= 818 E7ts3H 1
MEZ AEE HE HEELICH

LE[T HMHA KMo HZsHM L.

olo|adjlojM Z2MA B AA I 27 FSEE|E oFo|adolM YWedlLICH o] 2 71E &
X| B7tE itstH YEtMoz 21 S26tX| pf2 3 ==0f AFSELICH

Ol
22U SEE HxstMe

OLA

AAQIZEE IOl HENZ HESHA| of 1 CHA AlARIO SAFSE
Ch K3 =2=0f AZEl of
7t BX| *E EE E|A

OPC-UA

rr

ntolaaol4d el
2llolde ool 2ol Bol A4 &S £ UsLICH of wie
Subsiod Uirso 2 Q% Z2CM a2 cof ASELIC,

ofr

Yo e
M

Open Process Communications - Unified Architecture(OPC-UA)E & ZX35HMIR2.

Open Process Communications - Unified Architecture(OPC-UA)

A XHSEHE 28 Machine-to-Machine(M2M) & 41 Z2 E Z[L|Ct. OPC-UAE= OI|O|E &3 3},
1 A Hek 2o XMAHof 23t 4% 284 EES MSELICH




AWS HZE 7l0|= Amazon RDS & Amazon EC20{|A SQL Server QIAEA H|O|E{H| O]
A A L 231 ZHA

oF(SLA)Z X|§et7| @5 2T 1T 2EO| MEo|A NI 572 d&58 LHE

S HEI| S

24 &H| 4| HAE(ORR)
CIAEHE &l Zxi~ ZoHo| HYE o|al], W7l == o 5tHLE £0|= Ol E20| &l & A3
AE Gl ptad o] AL QL|CH REA|EF LHE 2 AWS Well-Architected Framework2| 23 &H| AFEl
7

/M #E0lM A Sstod &d 2, FH| A QZEtE KMofste StEH & AZE 0] A|AH
LICH MZ= EokoM OT X HE 7I=(IT) AlARS| SE2 Industry 4.0 ERHAZMHO|MO F2
S A LT

rHo
02
ot
o
©

| =

ZEAWS AHE Ll 2Eo0f CHet ZE o|HIEE 2Z AWS CloudTrail st=04A MM E FRQlL|C}

AWS Organizations. 0| EB|Y2 Z &0 &8 ZF AWS A of MdE|n ZF AHo| &858 FME
b A

LICk KEAIBH LI& 2 CloudTrail ™A 2| Creating a trail for an organizationg & X35t AA|2.

Z & #HF ze[(0CM)

AE B3 2 2lHA B SOt T Ml HI R LA A
Ct. OCM2 H35}t A= 2 7t&3t6tn, -7 |M BX|E sHZstn, 35t
M ZZE|0| AHE$ AA"”l Bl MEFS '

2o ZEIRE AME Z2MEO

| 23 HE
LTk REAIEF LH9° A& 7I0|EE A ZsHAAIR

Q2|7 HM A X 0{(OAC)

HMAE HMBHsts
WS E|Z12} S3 H

CloudFront0i| Al Amazon Simple Storage Service(S3) ZHI=XE
T2 SMYULICH OACE AWS KMS (SSE-KMS)E A28t ZE M = %§§+
Zloj| 8t S% PUT & DELETE Q&0 ZE S3 H{ZIS R[HEL

QBT HAM[A ID(OAI)

o rITI
A

[

HL

fol

Q'I_l
H
i
12

>

CloudFront0| Al Amazon S3 2HIZE E353517| {all HMHAE WM Tt SMHULICH OAIE AFE
&t™ CloudFront= Amazon S37t 2158 = Qe 2ot FHME YHELICH ASE 2ot FA=E &



https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-ocm/

AWS THZ 7t0|E Amazon RDS 2! Amazon EC20{| A SQL Server 1A , o]
A 7—’|'7<1| L2301 ZA

H CloudFront HiZ & SoiA{EF S3 HZlo| ZEI=0f AMAE + USLICH H MEStE| D FEl
HMA KMo{E XSst= OACE HZsHAA2L.

ORR

28 7|l=S HxstMLe.

Ot HHE(

Op>
=
<
)
0O

AWS CtE H™d ot Z7[=I &0l A o Z 27 0| LHol M AlZHEl HERT dZE *ElSt= VPCILICE
AWS Security Reference Architecture0l| A= OHE 2|7i[0|M1t 52 QIE{H ikl
O|AE E535l7| 25 CQIHIRE, Ol RHI2E 2 A VPCE HESRI AYS MEE XWe HEE

LICH

P

Het A

|CH HEtE Ad-Est7| @8l IAM 2o FHol| AZE[= IAM #E| H
S

5|3 7L CHE 23 ClolEISt B %2 XIS 0 JHQlo| Mg BrEIMoz £E o o A8 Y
4+ Qle MELALICH POl 2= 08, T4, 2Hx HE S| gL

Pl

getesolM A 2 7|
30| El EHAlQLICt. ol
g Z2MALEEA 299



https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

AWS HzH 7to|l= Amazon RDS 2! Amazon EC20{A SQL Server QIAEIA H|O|E{H#| O]
A B 2 2301 ZEA
PLM

et Ho|(ID 7|8t HA & Z), HMA ZA XH(ElLA 7|H 2 & X)), AWS Organizations L &=

o
2 E AEol chet z|cH HEF Ho|(MH[A Ao A FHx)et 2 2YS sdE = Us AA

CIOIE HMA THE U 7Bt @F Al S 7|Ho 2 SEIMOo 2 0to|3 2 MH|A 9| T 0| AEE[X|
7|& & 0tO|Z 2 MH|ATF ST CIOIE AEZ|X| 7|& 8 M8ste B2 78 EX7H ¢ 45t
Lt H50| XMatE = Q&LICh 2F Abgo 7HE A st OlolE] MEAE AF83HE 01|22 AH
28 O &7 FHstn g5t #EEE £ 5 UsUTh

ZEEDIQ T}t

oto|zBfolME 7[=lst 7| ls ol EE|FH0M XEEE|RE AM & EMstn 2M=QIE Hete

Z = MAQLICEH REAEH LIE2 O0to|2eio]4 #=H| dEf B7HE HERstAAL.

274X}

H E WHERE Z0i| = true EE= falseE EHEHSHE 2| ALY LICH
ZACt2 =74Xt

& ol #2lel Hio|HE EE{@ st TlIo|EH ol& 22| =|X3t 7[-lL|ct o|ZH| otH 2AHIE
HiO|E{H 0| A0l A HAHSt T X E|SH ok 5t= HIOIE{e| &0l E1 | ¥s0| & ELIcH

of|'g & x[od

HX|SHEE HAHE 2ot Mo{lL|ct. o] Moo= HIER3of CHEF FEF HMALE H
ot= HEE Axiste o _'.:_Sol Zl= 1A Zo{MLlct. RFM[EH LHE 2 Implementing security
9|

Preventative controlsE & X5t AA|L.

I:IOI- xx-"
Xoig LSt T 2lAAN| HMAE = AWS U=2o| AEE|RLICE O AEE|= LMo =Z | AWS
HHE IAM Q& == AL RO FE AFEARMQILICH RFMEH LI 2 IAM AE Mol s 204 &l 7}
Ho| Hot =R E FEFIMAIL.
_|

Rl HE B S A

A e Z2 20 7HRI HEE nedste AlAE AX|L|o{ZolMel H2 &ALt

49


https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/preventative-controls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts

AWS HZE 7l0|= Amazon RDS & Amazon EC20{|A SQL Server QIAEA H|O|E{H| O]
A A L 231 ZHA

AE

Zztoldl

ok

Amazon Route 5301 A{ &tLt O|4f 2| VPC L =212t 5t =mH|lod| CHEF DNS #{2loi SE et &
ol cier FEI7H HZ Aol ULIch REM[EF LIE 2 Route 53 B MLl ZEto|8! S AT

o
[~ =
g HXSHAAIL.

A= Flof

T 0ES AL HIZE XSG E MAE 2o Mo{lL|Ch o|g{8t Mo{E EAAE T2 H|
XMJst7| ol 2|AAE AZMFLICH 2lAaATt X1|0-|§ EotX| o™ Z2H|X{FE|X| ef&LCt.
RtMIEt LHE 2 AWS Control Tower &dEAQ| Ao E X 7t0|=EE & ZEStD E ot Ko 342 AFH
of| 2t A xf|o{E B XFMHL. AWS

ME =& F7| Z2|(PLM)

A, W U SARE ST Y HSTE HH MR L M o2 I7HE| MH 4T F7| Sot A
Zo|tlolE| Y =2 A4 B8 LIELICH

2320 7ts 2% HEE(PLC)

MZ 2otollM 7|48 ZLEZSD MZX Z2HAE RHSatete 049 ool x48240] Flod
F AFE{ L.

ZEZE Fold

SHLLM ZEZEQC EHS OIE ZFEZEL| U2 A5t M L2 858 ddF LIt o] 7
M2 SHE A3 E St BlAaE LIF7LE oflH] SEHE Moz ME =™st7HLE HHEst=
ol AFEELICH 0|E Soll 22 SE o Hefdnt 2hedd g Jiudstn 2ot MEStE|T 7HRlstE 2
g HdE + U&LICE

N
&
o

CIOIEMECQ| 7HQl AR E RIE2| EAIX} LR Ht = Z2EMAQJLICH 71ES = 7Rl HEE 2
g5t= ol =20| & = A&LIct 71ESHE Ho|E = 04%45] 712l Cllo|E 2 Zh=ElLCH

71|A|/-_r‘5(pub/sub)

oicd OrO|Z 2 MH[A0M HIS V| S&lE KIstod HF G SEHHEE dste HEHULICH ol E
£04 0l0|3 2 MH|A 7|8F MESO|M OHO|Z 2 AMH|A = CHE OIO|Z 2 MH|AT . FE = U A
'Hoil ofHE HAIXIE HAE = USLICEH AAE2 HA| HE|AE HEsHK| otn: M Ol0|2 =2

MHIAE FIHE = JU&LICH



https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html

AWS HE 7l0|= Amazon RDS 2! Amazon EC20{lA SQL Server O._'AE._"&, CllO[E{H|O|
ZHR] @' 2701 ZF A}

HE| H =

SQL 2 AHE Cllo|E{H[0]& AlAE Q| Ci|O|E{o] HM|ASHE Ol A== THo{ek 22 Uzl EHA|
olL|c}
= .

el A= 3
OlO|E{H|O|A MH|A Z=|ASt T2 40| O|O|E{H|O|A Bt A B4Z451 7| MELCH & %|XMo| Al&Ele
2 9! o

MEistE B eLICH SH, ME AR, 873 A%, 22| mebolE] BT B Clo|EHolA AIE

A
Clo|ES| HEez Qlaf drde +~ &LICH

R

RACI i EEIA

Responsible, Accountable, Consulted, Informed(RACI)E & ZE5HA|2.

RAG
AM 52 48 s,
244904

2M7t 2tz E 7k K| AFE A ARIO|LE Ci|O|E{oi| CHEF HMAE AEHSES dAHE fH AZE
lo{ Lt

RASCI O|EZIA

Responsible, Accountable, Consulted, Informed(RACHE & X 3HAHI2.

RCAC

7| ME L2 ME L= Hlo|EHo]Aa 2] AtE LI 22§ ¢i7| M8 SHEL R et Estod
7|2 diolEHlo|lAo| 2EE EY & JU&LICH

2lo7|*E
7RE HZstM .

Q 51



A A L 2301 ZHAF

Amazon RDS & Amazon EC20{|A SQL Server QIAEA H|O|E{H| O]

AWS HE 7tol=
Recovery Point Objective(RPO)
= b

— B9

Orx1%f HiolE 57 AlY olF &{& &l ZICH AlZHILICH olof k2t oFX|2f S AIHE MH|A S
7t A E LIt

Bt Alolofl 318 E|E HIO|Ef £ A2 ZHF

Recovery Time Objective(RTO)
MH|A SEI MHH|A S/ At0]e] &8 7H5E X[ AlZhILICH.
2B
7TRS A ZEHM2.
2|7
X|2[M Qo AWS 2L A BELCt ZF AWS 2T = LHZAE M, ot e 2 S =2 S5
fl M2 AelElD SEIAULICE RpMEH LHE2 AEWM AIS Y £ = AWS [ X|EE & X
St 2.
2|7
T E olEstE ML 7" ILICE o & S0d, ‘0| &2 dotof Z2t?'Els EME E7] I8 ML
D2 MY 57 ZEE AS5tod o ca BTl AHM(: HE)S Jlgto = FeHo| ool Tt
A2 o|Fg = U&LICh
Z|ZAE
7RE A ESML.
2ZlA
HIZ ZENAM HA M E ZEHM FEo0E SHAF = St
N [=[PS
7R HZESM L.
2lEx%=g
7TRE A ESML.
A= OH
7TRS HZEM 2.
= 21
SHof XMgstHL SEHE S7E = U olE2Zloldel 7IsUCh 1718d S Ml ST =
AWS 22t S0l S22 A2 mf YBHHel TE] AL LT RIME LIg S AWS Z2te s
SHEE AT M.
52



https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://aws.amazon.com/resilience/
https://aws.amazon.com/resilience/

AWS HZE 7l0|= Amazon RDS & Amazon EC20{lA SQL Server QIAEA | O|E{H

2l4a 7|H YA

Amazon S3 HZ! IEZQIE o535} 7| S| BlAAC HZE XMQILICH 0| REO| HAHS HA
o4

A7t o1& E Eot A, X|pElE =

RACI(Responsible, Accountable, Consulted, Informed) OHE =2 A

A
ofl HolEl M &M IHAELICH AL

= B A o
SHA(A), dF o A%} (C), Zot SE TR (). XX (S) MEHAFE ILICH X[HAHE £
g5l IE2IAE RASCI HE2|AEtD 5t1, X|XHE M| Q|53 RACI HE 2{Atm gt

CHE Ao

Hot 7120 SHofutHLE FEXQI O|HIEE iAot =5 dAHE 2ot Mo LI RtMIE LI 2
AWSO{| A £ ot Xjof FL2de| CHE M0{E EH Z M 2.

—r

retain

SE2 MAsH7| Holl LLMO| £2 ClojE| A4 9lRof 9= AZIE 4 U Clo|E AAE #xsl
S 48 Al 7|2 LT 0|8 S0 RAG 2Y2 EXI0| K| 7|d E= ALSX X|% H|O[Efof o
5 7 r

A
(=] |
FAIHE] HME > o+ UASLICH XtMEH LIE2 M 58 HE(RAG)OIEF FURI7IQ2E &

SARE X ZHol| HMAastE HE HS ofF-A 2

5t= T2 MAQL|CEH

2l o SHA|A X|0{(RCAC)

mun
N
0
o
HE
o
0o
fl
1]
M
N
el
0
Hu
)
r
=)
m

0%
o

AMA w=o] el 7|EXo|n 7 Alg A8 ELICH RCACE & HEH d otA3

o
wn
0
O
kH
rg



https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html
https://aws.amazon.com/what-is/retrieval-augmented-generation/

o
[>
o
>

o
Raje]

Amazon RDS 2! Amazon EC20{lA SQL Server 2!

[»
i
£l
bl
HU @
]

AWS HZE 7t0|=

RTO

oHE

[ |
S AUS $+WeHE O WS Y 45 FE XS WALICH YtsoR oFg0l £ B
= stojo|Lt MAHE ZHAssty| Yol H=g s

SAML 2.0
42 D MBUH(AP)IM ABHE T EEULICE 0| JISE ABSHE U5 s3O(Single

Sign-On)& AWS Management Console At8 & = U B2 AIEXt= =
IAMOY M AHERHE MAStX| kol 2215t 7{LE AWS API 2 g &

Sje]
SO0 z';_éI- #‘ %\g ||:|' SAML

2.0 7|8t H|Hej|o|4dof| CTHE REMIEH LHE 2 IAM DB MLl SAML 2.0 7|8t HHefo|d HEE &=X

StAAIL.

SCADA

U= Hof 2 Clo|E 58 #EFAML.

ol ¢Z3lE Aoz XMEASE &5 EEE AL R 3> ZH2 AWS Secrets Manager? |
| & U&Llct Hot et s Ziul HEH|O|EH 2 T AEEILICH 2ok k5 Zf2 Hio|L
U&LICH RFMIEH LI 2 AWS Secrets Manager &A1 2]

Secrets Manager 2

Hot S A A

o — .

A e 2 A0 EotE TE{ste AlAE AX[LIo{Z oMo M2 AL
H oF o

x|, Xl E= ZAAFIE 7™ B 2ElH 7t

H}
o
M e 7|12801 4| 7FX| 2ot XMlo| Koz

54


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html

AWS ¥ 7ol Amazon RDS 2 Amazon EC20{ A SQL Server QIAEIA H|O|E{H| O]
A A U201 ZHA}
2ot Zst

274 EHS Fof 240 Ot MBS =0l=
ek <

Ir
|4 B Rojol Hok mH Al3l| T, TA Tio| 2L

2ot HE pra|(SIM)et 2ot OfHIE BHE|(SEM) AlAEIS ZAEsHE T X MHIAQILICH SIEM A
AR M, HESIZ, ClHtolA 2 7|EF AA0M HIO|EIE £7, ZLIEIR! & BAdsto] ¥t &2
of 23S B xlstn IS MAELICH

Hot O|HEN RS2 2 8Hot7LL 0|8 HAESE MAE A Ho|x|m Z2 iU E 2
LICt ol248t RIS st= 2ot 2 Atel|& #35t= Ol =20| &&= B X| £= CHS AWS 22t |0
st g gHLIC XIS EHE S Yol |2 VPC EoF O & £, Amazon EC2 QIAEA Tix| M&
e R 39 oA Sol &Lt

x
T
I
i)
ok
1o

CH& ol M CIOIEIE =413t AWS AH|A of 2|t Ci|o|E =3t
MH|£ X|o{ ZR4(SCP)

CF. SCPE BEIRITH AHS R EE ofgrol 2i2)
HOlFLICH SCPE 518 88 F= /1R 2
=
o

X8 = A&LICH REAM[EF LY

URLY IEFAWSA-II:II/\. A ZOIEE AFR5104 CHA MH|AM ZZ2ae ] &
o]

AloZ HAAE = UESLICH REAIEH LIS AWS 8t # X 0| AWS MH|A AIEZQIEE FHZ5HA
Al2.
MH|A {| 2t H2F(SLA)

IT 2ol TZollA MZ 57|12 48 LSOl MHlA 7HS AlZH U A5)2 HAIS HorlLict

MH|A =& K|E(SLI)

-

88 K=

o
x
[
[>
o
0%
or
n
)
<
o
2
1
o
N
1%
C
o

SI= i

rr



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/general/latest/gr/rande.html

AWS HE 7l0|= Amazon RDS 2! Amazon EC20{M SQL Server RQIAEIA G| O|E{H| O]
A 27| 2 2391 ZHAL
MH|A & 2E(SLO)
MHEIA =& X|E 2 FHE|= MU[A Q| HEfE LIEIHLE SE X[ELICE.
25 Mol 2y
2oI9C HOH U AH B4 AWS 9Isiet SRE Melg MTsHE RAULICH AWS £ B2t
co| Hotg HTets vHE, ARE B2tecol Hotg BT HLIC XM LISS 25 MY @
Y AEHAAL
SIEM

k=]
fl
ol
N
o
o
(Y
m
z
I\
=l
30
rr
2
[
N
o
el
lo
ro
m
e
_y
0x
FO
k>
(=)
x
e
0z
g'l_l
rr
021
2
e
r

2 ol Alc 2
HOist T2 RE B SFED JHSEE| I8 HHULICH MER 715D HE YlATt Hols|H
s4) 2lo| 2#Elo] 22 ME Ho| SHEo{ELICH OIF Sof ZEQl AT MHlA FRE £H
st WU R A THMstD, A5 HAS XIHE 4 USLICH AMIE LI82 Aws Zatec
oM OHEBIAO1M4S HCHS517| I3t EHAIE T2 W AIS FASME

SPOF

AEF AZ|OF
StLtol 2 HE E|O|ES AI835t0{ ERMMM £ = S E O|0|EHE MBSt 5Lt |49 H &2
x¢ EllO|E2 AHE5t0] HIOIE &4 2 X¥Est= HIO|EH0lA =& =]t o] == H|0|H
4

?lofst 2 A0|M EEE HIZL|A QRIEIHMA SHo 2 AFSSt & HAE}&LICH



https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html

AWS THZ 7t0|E Amazon RDS & Amazon EC20{|A{ SQL Server ?

Strangler Fig THE

BNl NSRS HYIE & U8 IR AAH 7152 MIMo 2 ChAl &4stn DAl 2
214] AIARIS BCHEHSY| I3t M3 WAL O] IER P51 Y0l LPE A WT $FE ¥E
#431 CFI s 204 ISR LICE Martin Fowler’} 218214 NA@S LA S48 f 9I248 2l

o>|

|
St o= ol g EURMELICH Ol IS ME6t= W | o= ZiE||O|L] 2 Amazon API
GatewayE AF&35104 7|& 9| Microsoft ASP.NET(ASMX) ¥ MH|AE MZTIXMo Z $Cist6Hs &

—
[ e |
g AT AAIR.

REC

VPCO| IP 4 HRILICEH MEH2 BU 7HE FAdol| & F3fjok &Lch.

# 5 Mo A Cllo|E{ E5(SCADA)

Mz 2okolM stESo1et AZEQ0{E AFEst0d S 2|X Attt Z2HM 5fHdE ZLIEZste
AlAEQILICH

stote F5st due|FLch

ok

=Ql5t 7|2 AI235t0{ OIO|E|E ¢5ststn &2

M EHAE
MNER &% 282 AlZtlolMstod HAHAM EXME A XIstHL 52 ZLIEZsE Az T
#rl= AAH EHAEQLICH Amazon CloudWatch Synthetics& AF& 3104 O|2{8t EIAEE Mg
A Ol
T AAH L’|E|-

tags
AWS E|AAE 57| 28t HIEIH|O|E V&g 2 ste 7I-2f Ho{LICH EfIE AFE85HH 2|4
AE &2A #E|, Ay, Hel, dM, ZEe{>2lE & U&LICH XA LI 2 AWS E|A A EfT X|
HE HEFHAL

CHAN B4

X MLOIA OS5t Zho @, 7T} et n s ELICH ofE S0, MZ MEolA Cha was

gdgd + A&t

pal
i



https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html

AWS HZ 7tol= Amazon RDS 2! Amazon EC20{lA SQL Server QIAEIA | O|E{H | |
A R 2 2301 ZHAF

Xto{ 2 =2

qNeE ==

HEE ol TS &2 FHstc Ol AISElE =T ULICH XY SSols HS2 79t 2t =8
5 +

=
OF & Ut 5Q] B2 0| LBHEI0] UALICH 2t UE B0l CHEH 014 22 AlZH ARK U T &

= AU£ HIOIHE MSsts AULICt £7 o|o|E{ol= YE ol & k|o{of &L
2 && Clo|Eol M CHe (| Fsteds &)oll 3 Clole £42 tiEst= I
£ Zxfst= ML 22 EMELICE JH OIS ML 22 E AI8sto{ T S
£ M Clo|Eof it o &2 & + U&LICH

Transit Gateway
VPCe 2IZ|0|A HERIE 435 ¢AS= 0 MEE = U=
8t LI 2 AWS Transit Gateway AdE A 2| T& HO|EL| 0|2 Foi¢d

Eda 7|83 E=2

HERo|M 242 7|52 FEStL E|AES O S i HE A E 7|2 =[]
o]

= =
o =
Hersts M WAIILICH 01F VIR H@ils Y, Z2EM o/ U Z2EM B0 £RHo

Dl
ol
Pal
i
:Iﬁ:
OII

A1504 AWS Organizations 2! sHE HHOM ZE0|M 2HE - TE X[H3t= A
H|20f EH?_F ﬁ?i 2oi AEE = Ue MUlAE ZRE M 2 HHol| MH[A A dg S M4 sto]
| Y S A ELICh RHMEH LI 2 dBE ML CHE AWS MH[A2F AWS Organizations 274 At
WS Organizations .

o
ol |

ot

oo
o
ik
(DI
9'|_|
Pl
FO
>

ML 2o ML & =0(7| 5 £ Z2MALS FHE o3 HEst= ALt o & S0, &l
stC

OlEE NEES M435tm Hlole £718t TS Chst AROIA 0212 BHHIE odad ¥ EHEstod
DY AMsiels WAloR ML RS 2 4 sl

I|xt & EHo|H SESF AT DevOps B. IIAt F # Bl 2= AZE0{ 7o Rlod 7HsEF #
ol S5 &d 7|E[E EEELICH



https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html

AWS HZE 7l0|= Amazon RDS & Amazon EC20{|A SQL Server QIAEA H|O|E{H| O]
A A 2 2301 ZHAL
st Al A
=1 20O
ol& ML 22 o| AMElEdE Malle = U BH6HL ST HL YE{XIX| §f2 HEE LIE
L= 7HELIct E8adol= F 7HX| 80| U&Lct QIAIRM E=tAld2 AMEH&o|m =2t
8t CllO|E{o 25l e dat= P, f0i8t E=F Al 2 O|O|E{o| LHRHE! Lo O|= et R & | 25
g MSHLICEH RFMIEH LI 2 Quantifying uncertainty in deep learning systems 7F0|E & & Z & & A|

o

QXIS 2|5 ALSAOIZ HHHOI JHAIE MZotHL B
BlZelolatn T Bt AHESHEIX]

=3 8% 7E S0l UaL
49l 87

AEEX|E Elrstn 952 THAIFIT] flcl S UHI0IE = HE| Y S st HIO|EH| O]

o —
A FX| el Hrdeuct
EHE X0

ElZXIEE[el AA FE HEM L2 HE AN E FHote Z2AMA & EFULICH

VPC I|o4{Z!
ZZlOlH IP A E AE3510 EBHEIE BIREE &= UA sle F VPC 2o edZALICt REAIEH LY
22 Amazon VPC HEAMO| VPC I|o{20|E?8 & Z5HAAIL

ZFleF M

AAE Hot

fijo
e

HA7|lE AZEQ|0{ E= StES o] A LICH



https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html

AWS HZE 7l0|= Amazon RDS & Amazon EC20{|A SQL Server QIAEA H|O|E{H| O]
A A L 231 ZHA

2 A
RHF UN|ABHE 5|4 B CIOIEIS ZaHsHE BT FHAIILICH. tHIH FHAIOIA CIOIE MOl 1A
HAE 92 4 U7 M2l F HREIL ClAZolM e HEC MELIC

# ool

AHE HMIASHR| b= ClOIE LI 03 BR2l CIOIEIE #HEIY M WSO M| =&l
2|27}k S ELc

X BIZEQ ofiH Moz E HEE A 250l AltrE +™stE sQL gL/t & g+= 0l
S BT AdtetHL B/ ol ¥ 2IXIE Z|Ere = & gfol AMAsHE So| A3 E ME|

ot= ol #8&LCh

174 CHH o Z 2|70 Mo|Lt e =2 M|A ZHO| HIELIA 7t X2 &HES
(o)

Fl'F
o
>
>
$a
kU
N
H
0jo

ofo|adolM Z2EMEM EH Y MEE HE 5t 2F JEQULCEH 4 I AERR2 S8
O[X|Bt ZEMEO|CIE YTAERE X|HEYLICE o E &0, ZEEZE[R RITAEE2 ofE2[A
O|lM M&2| X1, fllol=2 7=, oto|el|o|M HEHIO|E =&E BYELICH ZEEZE|Q 3
AEZI2 O[2{3t RHatE DFOIILEﬂOl M I AEZ0| ME ST, Oto|ael|o|M IS AERI2 Mt
o E2|7|o|ME ool zio|MEfLCt,

WORM
Write Once, Read Many(WORM)E & X 3HAHI2.

WQF
AWS Workload Qualification FrameworkE& & Z35HAM| 2.

Write Once Read Many(WORM)
HIO|E{E 8t 1 A1 O|O|E{7} MM HL =HEIX| L EE St AEZIK| ZRHQULICH HEE UE
AMEXt= Eedt BtE o2 H HIO|EE el &= UXIEH CIO|EHE HEE == gi&LICt o] HIO|H
AEZ|X| QlEZEle G EViset €Fe 2 thFELUCH




[>
o
>

Amazon RDS 2! Amazon EC20{lA SQL Server 2!

)
1o
rem
INE
>0
x>0

i

[»
i
i

=l
Hm
]

AWS HZE 7t0|=

Z

MZolo| HaZ29!

RIZElo] FotHE o8 ots B(YuHH]

M=z olo| Fefd

T2 AATO| FUE ZE T F|otAQILICH 9IF BLIRHE Ol2{E KBl FANS AR

of NAES TAY 4 USLICH HLRE BZo| A02 #/AS QIXIsHs ZL7t B&LIT
M2 Zgz

EHAZE +35H7| QIsH LMol B2 HMB IS etLholl £ 20| = oiR(3)E MB3Hx| ota

LICH LLM2 A 2348 RIS AR 3104 EHA DS H2I3HoF BLICH W24 ZEZ /0| 1H=

Elag 0| SEEnt ZEZEQ| E&of el FetELIcH F2F 5L EE HESHAM L.

&H| o Z2|7 ol

B2 CPU X M2l AH8 0| 5% 0/eHel ofZ 27 0lMeILIct. otolaaol4 Z2MEo|ME Ol

23t ofZEIAOINS A BRIsts R0l Ykt

61




AWS HE 7l0|= Amazon RDS & Amazon EC20{ A SQL Server QIAEIA H|O|E{H| O]
A A 2 2301 ZEA
= o= ¥of HH

71 Heio 2 MBElE HojelLich MBE Holl #E Hofo| LIZO| 45 5Hs B2

Ixii



	AWS 권장 가이드
	Table of Contents
	Amazon RDS 및 Amazon EC2에서 SQL Server 인스턴스, 데이터베이스 객체 및 로그인 감사
	목표 비즈니스 성과

	SQL Server 감사 수준 및 프로세스 개요
	감사 수준
	순서도
	감사의 장단점

	Amazon RDS for SQL Server DB 인스턴스 감사
	사전 조건
	지원되는 버전
	C2 감사 모드 사용
	감사 생성 및 보기
	옵션 그룹 구성
	감사 생성
	감사 사양 생성
	감사 로그 보기

	모니터링

	Amazon EC2 또는 Amazon RDS Custom DB 인스턴스에서 SQL Server 감사
	사전 조건
	지원되는 버전
	C2 감사 모드 사용
	감사 생성 및 보기
	서버 감사 생성
	서버 감사 사양 생성
	데이터베이스 감사 사양 생성
	SQL Server 감사 로그 보기

	모니터링

	감사를 위한 스토리지 및 컴퓨팅 요구 사항
	AWS에서 SQL Server 감사에 대한 모범 사례
	FAQ
	SQL Server 감사 기능의 주요 구성 요소는 무엇인가요?
	감사를 고려해야 하는 중요한 이벤트는 무엇인가요?
	실패한 로그인, 로그인 변경 사항 및 사용자 변경 사항을 감사하는 것이 중요한 이유는 무엇인가요?
	스키마 변경 사항을 감사하는 것이 중요한 이유는 무엇인가요?
	감사 시스템을 감사하는 것이 중요한 이유는 무엇인가요?
	트리거를 사용하여 데이터베이스 변경 사항을 감사하려면 어떻게 해야 합니까?
	CDC를 사용하여 데이터베이스 변경 사항을 감사할 경우 장단점은 무엇인가요? CDC를 지원하는 버전은 무엇인가요?

	리소스
	문서 기록
	AWS 권장 가이드 용어집
	숫자
	A
	B
	C
	D
	E
	F
	G
	H
	I
	L
	M
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	Z

	

