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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.Options.Audit.html#Appendix.SQLServer.Options.Audit.IAM
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--Creating the server audit

use master

GO

CREATE SERVER AUDIT [Audit-<<servername>>]

TO FILE ( FILEPATH = N'D:\rdsdbdata\SQLAudit', MAXSIZE = 2 MB, RESERVE_DISK_SPACE =
OFF)

WITH ( QUEUE_DELAY = 1000, ON_FAILURE = CONTINUE)

GO

-- Enabling the server audit

ALTER SERVER AUDIT [Audit-<<servername>>] WITH (STATE = ON) ;
GO

M ZALE MM F OIS ZEZ M ZAF AFZE 501 M =& O|HEE 7|88 = U&L
Lich 7 &, 2l 2 oAM= Microsoft SQL Server

HAS 2 M Ao 4, #HE & AXE

(=)
=
L|C}t %4 S22 Microsoft SQL Server AHEME 2 XML

(][]

--Creating server audit specification

USE [master]

GO

CREATE SERVER AUDIT SPECIFICATION [Audit-Spec-<<servername>>]
FOR SERVER AUDIT [Audit-<<servername>>]

ADD (FAILED_LOGIN_GROUP), ADD (SERVER_OBJECT_CHANGE_GROUP)
GO

--Enables the audit

ALTER SERVER AUDIT [Audit-<<servername>>]

WITH (STATE = ON);

GO

o
>
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0z
oo


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.DBInstance.Modifying.html
https://learn.microsoft.com/en-us/sql/t-sql/statements/create-server-audit-transact-sql?view=sql-server-ver16
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.Options.Audit.html#Appendix.SQLServer.Options.Audit.CreateAuditsAndSpecifications
https://learn.microsoft.com/en-us/sql/t-sql/statements/create-server-audit-specification-transact-sql
https://learn.microsoft.com/en-us/sql/t-sql/statements/create-server-audit-specification-transact-sql
https://learn.microsoft.com/en-us/sql/relational-databases/security/auditing/sql-server-audit-action-groups-and-actions
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--Creating database audit specification
USE [<<DBName>>]
GO

CREATE DATABASE AUDIT SPECIFICATION [DatabaseAuditSpecification-<<DBName>>]
FOR SERVER AUDIT [Audit-<<ServerName>>]

ADD (INSERT ON DATABASE: :[<<DBName>>] BY [dbo])

WITH (STATE = ON)

GO

ZrAF 23 B 7|

Cl2 #EIE AI25t0d A EOE FSLUICH ZAF 235 Amazon S30| Y2 =EE! [H77HX| DB QUAE A
off E&-EL|CH SQLSERVER_AUDIT SMof CHall EE & &443t5H Amazon RDS7H ItlE EE £
o 2 O|S&LICID:\rdsdbdata\SQLAudit\transmitted.

LEE E HE510d EE ECo| LA BZEE & =& U&LICID: \rdsdbdata\SQLAudit
\transmitted\*.sqlaudit.

--Viewing audit logs

SELECT *
FROM msdb.dbo.rds_fn_get_audit_file
('D:\rdsdbdata\SQLAudit\*.sqlaudit"
, default
, default )
--Viewing audit logs in retention folder
SELECT *
FROM msdb.dbo.rds_fn_get_audit_file
('D:\rdsdbdata\SQLAudit\transmitted\*.sqlaudit"
, default
, default )
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https://learn.microsoft.com/en-us/sql/t-sql/statements/create-database-audit-specification-transact-sql
https://learn.microsoft.com/en-us/sql/t-sql/statements/create-database-audit-specification-transact-sql
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.Options.html
https://aws.amazon.com/blogs/database/set-up-extended-events-in-amazon-rds-for-sql-server/
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https://aws.amazon.com/what-is/iot/
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