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https://aws.amazon.com/organizations/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scp.html
https://aws.amazon.com/iam/
https://docs.aws.amazon.com/controltower/latest/userguide/guardrails-reference.html
https://docs.aws.amazon.com/controltower/latest/userguide/guardrails-reference.html
https://aws.amazon.com/blogs/security/how-to-use-service-control-policies-in-aws-organizations/
https://aws.amazon.com/blogs/security/how-to-use-service-control-policies-in-aws-organizations/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps_evaluation.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html#rcp-supported-services
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html#rcp-supported-services
https://aws.amazon.com/pm/lambda/
https://aws.amazon.com/pm/lambda/
https://aws.amazon.com/config/
https://aws.amazon.com/ec2/
https://aws.amazon.com/ec2/
https://aws.amazon.com/vpc/
https://aws.amazon.com/ebs/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_declarative.html#orgs_manage_policies_declarative-supported-controls
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_policies_detach.html
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https://aws.amazon.com/blogs/aws/centrally-managing-root-access-for-customers-using-aws-organizations/
https://aws.amazon.com/blogs/aws/centrally-managing-root-access-for-customers-using-aws-organizations/
https://aws.amazon.com/iam/identity-center/
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https://aws.amazon.com/blogs/security/getting-started-with-aws-sso-delegated-administration/#_Considerations_when_delegating
https://docs.aws.amazon.com/singlesignon/latest/userguide/delegated-admin.html#delegated-admin-tasks-member-account
https://docs.aws.amazon.com/singlesignon/latest/userguide/delegated-admin.html#delegated-admin-tasks-member-account
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor-example-scenarios.html
https://aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-quick-setup.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/Explorer.html
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https://aws.amazon.com/controltower/
https://docs.aws.amazon.com/controltower/latest/userguide/integrated-services.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/security.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/security.html
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https://catalog.us-east-1.prod.workshops.aws/workshops/fff8e490-f397-43d2-ae26-737a6dc4ac68/en-US/70-cfn-guard/73-checking-templates
https://catalog.us-east-1.prod.workshops.aws/workshops/fff8e490-f397-43d2-ae26-737a6dc4ac68/en-US/70-cfn-guard/75-add-guard-to-pipeline
https://aws.amazon.com/cdk/
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https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/config/config_management_account
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https://docs.aws.amazon.com/waf/latest/developerguide/enable-config.html
https://github.com/aws-samples/aws-security-reference-architecture-examples
https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/firewall_manager/firewall_manager_org
https://aws.amazon.com/eventbridge/
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https://aws.amazon.com/detective/
https://docs.aws.amazon.com/guardduty/latest/ug/runtime-monitoring.html
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https://docs.aws.amazon.com/detective/latest/userguide/source-data-types-EKS.html
https://docs.aws.amazon.com/detective/latest/userguide/source-data-types-asff.html
https://docs.aws.amazon.com/detective/latest/userguide/groups-about.html
https://aws.amazon.com/audit-manager/
https://docs.aws.amazon.com/audit-manager/latest/userguide/framework-overviews.html
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https://na.theiia.org/Pages/IIAHome.aspx
https://www.theiia.org/en/content/position-papers/2020/the-iias-three-lines-model-an-update-of-the-three-lines-of-defense/
https://aws.amazon.com/blogs/mt/integrate-across-the-three-lines-model-part-2-transform-aws-config-conformance-packs-into-aws-audit-manager-assessments/
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https://aws.amazon.com/artifact/
https://docs.aws.amazon.com/artifact/latest/ug/security-iam.html
https://aws.amazon.com/kms/
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html

AWS % 7to|= AWS E o B o} 7|=I%|(AWS SRA) - 3104 0} 7|7

M AHERHE CHAlSto W, 22| & A8 dtE HEel 7] AWS AH[A LICH AWS KMS. AWS AR 7|
=7t ool AFE35L7| fI8 AWS MH|A ARstD #E[SHE AWS KMS 7| 22 L|c AWS AHE.
AWS KMS 7| Ab&0f CHEt REMIEH LIE 2 AWS KMS HAEAM I AWS KMS &3 MF HEE & Z6t
M.

3t 7FX| HHZ S M2 AWS KMS 712 IAM HRio| =
Ol H™Ho| 7| A8 7|52 QUStHM 7| 2|
M2 gAl2 otMst T #elstk | Xk AMst Mgt A
OHE AWS KMS 0| erAist 4~ ol&L|C}. EE Cf

C HAl DS HR5 7/:10“34 Ex 74|

lI°T"
mjo
Pl
olo
_O'I_l
o
I
M|k
o
N
o
K
E

oI
ol

0?.! o2 ﬂI|0
2 =

H
nr 4

mu or o
00
9'|_|
rl
5
»

i
=
o
Q'I:
mo- 4
0
|_|'|
Ju
gl_l
0o
9'|_|
o rr
P
[[O
L
_IT'_
9
I-EI
rIE
LU
HU
Iy
gm A
[=)
o
0l
Ko
N
Pl
0
[=3
o}
Ol
Pl
=

)
2
0x M

bl
o g

b API xﬂo*— nloh_ é%F HRIE SHLIZE AWS A™ OF MEtetH 2
e 2 g 7tASHSHE ol =20l Eulct 24" ez 24 7|7t
AWS KMS MM El 28] Abad| & H&of| et ZALE[= 8 7=
stLICH REMIEH LI 2 AWS Key Management Service 28 AF&|
7t AFBElE HE LI 2ZHZE 4 F5t= 24 AWS KMS 7| #E|
. EE %*§_§P ol CHal B A"l B 718 AHE5HR| et = X0l E&LCH.
Mdstn z|4 M HEIS MEFE & U&Lct Aol
F ‘E?JEP HE 2 |X|EH #eXts =8 F7| &+=E &elsHRIBF XFalo| 2|
S 5t5t L 255E = igLct.

oz
>
> o
o N
_l"ll
=
0>|
M I

o]
rot

A r# mkHH or
J

=
S

ol
-

2 Mo m

L
or MO M

rir oo rrm
for
to
!

N
]
L

g'l_l
x
ko
>
S
wn
U)
>
7

ﬂ

o 02 PA

=
r
o

O,
T o

N O OJE o on K or@

]
[
m
HL
ol
FO
—u
5@
3
E

ol
i I
oo fol
MU

Security Tooling A’'EH0ll M= Z&|0{|M & 2l5t= AWS CloudTrail Z2] FXu} 22 5 &F54A Hot
MH[Aa 2| &S 3HE AWS B E2[5t= O AWS KMS AFSElLICE.

AWS Private CA

AWS Private Certificate Authority (AWS Private CA)= EC2 QIAEIA  Z4E|O|L, loT C|HIO|A L 2=
B0l 2[aa0] cHel Z2to[Y! 2|5 AEE| TLS UB M| = —’F—ﬂ% ._Eoml #elste ol =20l
= 221 Zeto|8! CA MH[ARILICEH Ol Sall ™ Sl o EE(7|o]Mof| CHet & =8tEl TLS &
AME HEELICE & ALE5HH XA CA HE £ E(FE CA, 512 CAsE &3l 2|5 QEE| 215 M7tR])

E MM5tT QIS ME wZ5t0d LHE A2 XF AWS Private CA, ZFE], ofZ2|AH 0|M, MHH|A, A &
7|EF C|HIO|AE Q551 AFE T =0 MHEE = U&LICH 208! CAMM YZ T 215 MHeE QI
Hio| ofl AWS =& LHO| B AlZ|E 4= Ql&LCE.

Hot B2 ZE PKI QIZZHE g MJo| /J&LICt 047]of= ZztolE!
LICt 22U H22E O] S M 2T AIE 2 AAMe 2 MEl" = §
OF L|Ct. AWS SRA= 22 E CA7} 2ot =7 A LHol M SAEE]
o{FLICt. O|FH 5tH FE CA7I ™A PKIC| 7|gto|2 2 E 0ot E

ol
A

rr
oy M
02 9
A
ofM
1~
o |H
>
]
Ol
41 0
P
M
HI

AWS Private CA 66


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html
https://docs.aws.amazon.com/kms/latest/cryptographic-details/intro.html
https://d0.awsstatic.com/whitepapers/aws-kms-best-practices.pdf
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
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https://aws.amazon.com/blogs/security/how-to-use-aws-ram-to-share-your-acm-private-ca-cross-account/
https://aws.amazon.com/blogs/security/how-to-use-aws-ram-to-share-your-acm-private-ca-cross-account/
https://docs.aws.amazon.com/privateca/latest/userguide/ca-hierarchy.html
https://aws.amazon.com/blogs/security/how-to-secure-an-enterprise-scale-acm-private-ca-hierarchy-for-automotive-and-manufacturing/
https://aws.amazon.com/blogs/security/how-to-secure-an-enterprise-scale-acm-private-ca-hierarchy-for-automotive-and-manufacturing/
https://docs.aws.amazon.com/privateca/latest/userguide/PCACertInstall.html#InstallSubordinateExternal
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https://docs.aws.amazon.com/athena/latest/ug/what-is.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/what-is.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/what-is.html
https://docs.aws.amazon.com/quicksuite/latest/userguide/what-is.html
https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-management.html
https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-query-access.html
https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-query-access.html
https://docs.aws.amazon.com/security-lake/latest/userguide/security-iam-awsmanpol.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/ways-to-add-notification-config-to-bucket.html
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https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
https://aws.amazon.com/privatelink
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-gateway-load-balancer.html
https://aws.amazon.com/transit-gateway
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https://aws.amazon.com/network-firewall/
https://aws.amazon.com/blogs/aws/aws-network-firewall-new-managed-firewall-service-in-vpc/
https://aws.amazon.com/blogs/aws/aws-network-firewall-new-managed-firewall-service-in-vpc/
https://aws.amazon.com/network-firewall/partners/
https://suricata-ids.org/
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https://docs.aws.amazon.com/waf/latest/developerguide/network-firewall-policies.html
https://docs.aws.amazon.com/waf/latest/developerguide/network-firewall-policies.html
https://aws.amazon.com/blogs/networking-and-content-delivery/deployment-models-for-aws-network-firewall/
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/what-is-vaa.html
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/working-with-network-access-scopes.html
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https://aws.amazon.com/security/provable-security/
https://aws.amazon.com/ram/
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html
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https://aws.amazon.com/blogs/networking-and-content-delivery/vpc-sharing-a-new-approach-to-multiple-accounts-and-vpc-management/
https://aws.amazon.com/blogs/networking-and-content-delivery/vpc-sharing-a-new-approach-to-multiple-accounts-and-vpc-management/
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/amazon-vpc-sharing.html
https://docs.aws.amazon.com/lake-formation/latest/dg/sharing-catalog-resources.html
https://aws.amazon.com/blogs/big-data/securely-share-your-data-across-aws-accounts-using-aws-lake-formation/
https://aws.amazon.com/blogs/big-data/securely-share-your-data-across-aws-accounts-using-aws-lake-formation/
https://aws.amazon.com/verified-access/
https://docs.aws.amazon.com/verified-access/latest/ug/user-trust.html
https://docs.aws.amazon.com/verified-access/latest/ug/device-trust.html
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security-groups.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html#encryption-by-default
https://github.com/aws-samples/aws-security-reference-architecture-examples
https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/ec2/ec2_default_ebs_encryption
https://aws.amazon.com/ec2/nitro/nitro-enclaves/
https://docs.aws.amazon.com/enclaves/latest/user/set-up-attestation.html

AWS % 7to|= AWS E o B o} 7|=I%|(AWS SRA) - 3104 0} 7|7

= =)

A st #|2 =8 ZEMAE HMHELICE Nitro Enclaves
& ACM2 2ot o8l 7|E dMst, QIE Mot siE ZEto[8! 7|& A Zeo[=20f| BiZESt

M dLlg gr2[ELICH Nitro Enclaves& ACM2 P%%Pﬂd ‘&'%H— zztol|dl 7|7t °"—§*E4|0|‘='01|
MZHZIE MEHZ |XIZI2ZE QIARAQL ST AFZXI7F HMAE 4= i&LICH RHMEH LI 2AWS
Certificate Manager Nitro Enclaves A2 A{ 2] Nitro Enclaves% MME FESHMR.

S
Rl
ol
rr
.l
Rl
[~
S
=l
S
[
i)

!
to
o
|
o =

Application Load Balancers

Application Load Balancer= £012= OfZE[710|M EBHEE 0] 7}& BHo| EC2 RQIAEA &S 04
o CHabofl 2AFEFLICH AWS SRAOIM 22 WMol CHal O &2 ol EE2(A 0|4 EC2 QIAR ALY
AWS SRAE= HTTPS E|AL{E AtE5t0] &4 A'H0| =3t E|=5F & LICH Application Load Balancer
= M QEME AI835to] ZHE A= HAAS ZTE8 OFS CHY o TE5H7| Tol E2t0(HEL F

£ SE3tefLoh

ﬂIII=I

OF

AWS Certificate Manager (ACM)2 7|22 2 Z Application Load Balancer2t & & £|0H, AWS SRAE
ACMEZ ALE5t04 ER B X.509(TLS AHH) HEE| QIS ME st 2t EI&LICt. Application Load
Balancer 20t A2 S| THE A= ¢4Z40{ TLS 1.2 & Zr=dsh & Mg =+ A&LIch RHAIE

LH& 2 Elastic Load Balancing AEME 2 Xt AA|2.

ok
i

® MAA e AR

« Application Load Balancer0il A Z 20|58 TLS QB A7} B 5t 4748t LIS o Z2[AH| o441}
UEEQI A|LI2[22| B 0| A LHS| ACME A8 35040l ZEtO|H! QIS ME MM
L|CF AWS Private CA. AWS SRAOAM ACM £2E ZEl0|8!l CAE Eot EF AHH
Slgin] ROt £ AR MMo| PR Bl A MEE Cf2 MA AWS EE £ 25
IZEME &= AWS AH st= EHe SRE = A&LICH

| QIZE Mol AR ACME AL&35tod lie IS ME M5t AtS A& =Z&sto]
U&LICH E= SSL/TLS EF7E A8 35Hod
HCA)O| St CSRE 7HxQt QIZSME MM LIS

ication Load Balancer2t &7H A& = UEF QIS ME IAMO|| L2 =5104 X}A
MAdsk 2~ QIELICH QIBME ACMLE 7HKME AR QB Aol Btg UM E El—lE'I
ot=2 £|7| Moi| QI ME A At oF B LICEH

e
o 12
II|>

rg 2 me my
fon
ro I>

m

N mer mr m
e 4 O

jn

o x > o K
=

ol
I:J

fo{ A& S -?—IﬁH Application Load Balancerg £ % 35t= AWS WAF M2 bz & £
o

A%, ofBEIA0144 B, Mxlo] Zatolsl EE LA BA XS HAS0| o

N
-

L ooz
ful

2

Ral

0z
J>|

| EoElD S X Mol M3 ELICH AtME LIE=2 EEO A
5 dho{ HHEZ E & Z AWS Managed Rules 3tM 2 AWS WAF.

> 2 30 P
T

oo r>

’

Aldo
Al
=

Application Load Balancers 100


https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave-refapp.html
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave-refapp.html
https://aws.amazon.com/elasticloadbalancing/application-load-balancer/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://aws.amazon.com/blogs/security/deploying-defense-in-depth-using-aws-managed-rules-for-aws-waf-part-2/
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https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://aws.amazon.com/inspector/
https://docs.aws.amazon.com/inspector/latest/user/findings-types.html#findings-types-network
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://aws.amazon.com/blogs/mt/automate-vulnerability-management-and-remediation-in-aws-using-amazon-inspector-and-aws-systems-manager-part-1/
https://aws.amazon.com/blogs/mt/automate-vulnerability-management-and-remediation-in-aws-using-amazon-inspector-and-aws-systems-manager-part-1/
https://aws.amazon.com/blogs/mt/automate-vulnerability-management-and-remediation-in-aws-using-amazon-inspector-and-aws-systems-manager-part-1/
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https://aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation-multiple-accounts-and-regions.html
https://aws.amazon.com/rds/aurora/
https://aws.amazon.com/s3/
https://aws.amazon.com/s3/
https://docs.aws.amazon.com/AmazonS3/latest/dev/security-best-practices.html
https://www.youtube.com/watch?v=7M3s_ix9ljE
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https://www.youtube.com/watch?v=7M3s_ix9ljE
https://aws.amazon.com/blogs/storage/protect-amazon-s3-buckets-using-access-analyzer-for-s3/
https://aws.amazon.com/blogs/storage/protect-amazon-s3-buckets-using-access-analyzer-for-s3/
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/monitoring-cloudwatch.html
https://aws.amazon.com/cloudhsm/
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https://aws.amazon.com/secrets-manager/
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://aws.amazon.com/cognito/
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-identity-pools.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-identity.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-scenarios.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-sync.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pool-settings-advanced-security.html
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https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pool-settings-advanced-security.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-identity-pools-working-with-aws-lambda-triggers.html
https://docs.aws.amazon.com/cognito/latest/developerguide/limits.html
https://aws.amazon.com/verified-permissions/
https://www.cedarpolicy.com/en
https://aws.amazon.com/blogs/security/aws-security-profile-byron-cook-director-aws-automated-reasoning-group/
https://aws.amazon.com/security/zero-trust/
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https://aws.amazon.com/blogs/security/simplify-fine-grained-authorization-with-amazon-verified-permissions-and-amazon-cognito/
https://aws.amazon.com/blogs/security/simplify-fine-grained-authorization-with-amazon-verified-permissions-and-amazon-cognito/
https://aws.amazon.com/blogs/devops/policy-based-access-control-in-application-development-with-amazon-verified-permissions/
https://aws.amazon.com/blogs/devops/policy-based-access-control-in-application-development-with-amazon-verified-permissions/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-instance-metadata-service.html
https://aws.amazon.com/blogs/security/confidential-computing-an-aws-perspective/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://aws.amazon.com/inspector/
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/blogs/security/how-to-visualize-multi-account-amazon-inspector-findings-with-amazon-elasticsearch-service/
https://aws.amazon.com/blogs/security/how-to-visualize-multi-account-amazon-inspector-findings-with-amazon-elasticsearch-service/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-compliance.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/vpc/latest/userguide/security.html
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https://amazonmr.au1.qualtrics.com/jfe/form/SV_e3XI1t37KMHU2ua
https://aws.amazon.com/macie/
https://docs.aws.amazon.com/macie/latest/user/findings-types.html#findings-sensitive-data-types
https://aws.amazon.com/guardduty/
https://www.youtube.com/watch?v=dNIbGa2CS2w
https://www.youtube.com/watch?v=dNIbGa2CS2w
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https://aws.amazon.com/security/provable-security/resources/
https://aws.amazon.com/verified-permissions/
https://www.cedarpolicy.com/en
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://aws.amazon.com/blogs/security/protect-sensitive-data-in-the-cloud-with-automated-reasoning-zelkova/
https://people.eecs.berkeley.edu/~sseshia/pubdir/SMT-BookChapter.pdf
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https://aws.amazon.com/s3/features/block-public-access/
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/what-is-network-access-analyzer.html
https://docs.aws.amazon.com/vpc/latest/reachability/what-is-reachability-analyzer.html
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https://amazonmr.au1.qualtrics.com/jfe/form/SV_e3XI1t37KMHU2ua
https://docs.aws.amazon.com/whitepapers/latest/overview-aws-cloud-adoption-framework/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/overview-aws-cloud-adoption-framework/your-cloud-transformation-journey.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec-design.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/welcome.html
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https://aws.amazon.com/blogs/mt/multi-account-strategy-for-small-and-medium-businesses/
https://docs.aws.amazon.com/organizations/latest/userguide/move_account_to_ou.html
https://github.com/aws-samples/aws-security-reference-architecture-examples
https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/account/account_alternate_contacts
https://aws.amazon.com/identity/workforce-identities/
https://aws.amazon.com/identity/customer-identities/
https://aws.amazon.com/identity/customer-identities/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://aws.amazon.com/blogs/security/delegate-permission-management-to-developers-using-iam-permissions-boundaries/
https://www.youtube.com/watch?v=Iq_hDc385t4&t=1318s
https://www.youtube.com/watch?v=Iq_hDc385t4&t=1318s
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://github.com/aws-samples/aws-security-reference-architecture-examples
https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/iam/iam_password_policy
https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/iam/iam_access_analyzer
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html
https://github.com/aws-samples/aws-security-reference-architecture-examples
https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/cloudtrail/cloudtrail_org
https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/config/config_management_account
https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/config/config_conformance_pack_org
https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/config/config_aggregator_org
https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/securityhub/securityhub_org
https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/guardduty/guardduty_org
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https://aws.amazon.com/blogs/security/how-aws-built-the-security-guardians-program-a-mechanism-to-distribute-security-ownership/
https://aws.amazon.com/blogs/security/how-aws-built-the-security-guardians-program-a-mechanism-to-distribute-security-ownership/
https://github.com/aws-samples/aws-security-reference-architecture-examples
https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/ec2/ec2_default_ebs_encryption
https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/s3/s3_block_account_public_access
https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/firewall_manager/firewall_manager_org
https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/inspector/inspector_org
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://aws.amazon.com/athena/
https://aws.amazon.com/opensearch-service/
https://aws.amazon.com/security-incident-response/
https://docs.aws.amazon.com/security-ir/latest/userguide/detect-and-analyze.html
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https://github.com/aws-samples/aws-security-reference-architecture-examples
https://github.com/aws-samples/aws-security-reference-architecture-examples/tree/main/aws_sra_examples/solutions/detective/detective_org
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/org-management.html#mgmt-central-root-access
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/org-management.html#mgmt-declarative-policies
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/org-management.html#mgmt-central-root-access
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-guardduty
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-security-hub
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-incident-response
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-incident-response
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-kms
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/code-repo.html
https://github.com/aws-samples/aws-security-reference-architecture-examples/tree/main/aws_sra_examples/solutions/patch_mgmt/patch_mgmt_org
https://github.com/aws-samples/aws-security-reference-architecture-examples/tree/main/aws_sra_examples/solutions/patch_mgmt/patch_mgmt_org
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-iam-analyzer
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-iam-analyzer
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-iam-analyzer
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-detective
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-detective
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-inspector
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-artifact
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-artifact
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-config
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-security-lake
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-security-hub
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html#network-cf
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/code-repo.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/code-repo.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/application.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/application.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/ai-ml.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/ai-ml.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/phases.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/log-archive.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/log-archive.html
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https://amazonmr.au1.qualtrics.com/jfe/form/SV_e3XI1t37KMHU2ua
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/architecture.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/architecture.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/samples/aws-security-reference-architecture-diagrams.zip
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/foundations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/value.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/value.html

AWS % 7to|= AWS E o B o} 7|=I%|(AWS SRA) - 3104 0} 7|7

AWS HZE 710|E 204F

CE2 AWS THE 710|200 XMS 5= T8, 710|E L THEoA YLEtMHo 2 AL El= Eo{LICH
2017 H=2 xiotsteind R0IT Bl 2UE LS AIB ALE AZHUAIR
=Kt
77bR| m2
OHEZZ|FO|ME EEIRER O|™357| Y8t 774 x| EtxdQl oto|1gf|o|M H™2F o|g{8F HEF2
GartnerZ} 2011'0f| mpet st 57t x| MEFE 7|Ho 2 SlH CS S 2 A8 ELICH

235104 O Z2|70|MHE O|S3st
MEFLICE of7|of= YEtXMo =z 2
Oracle O|O|E{H|O| A& Amazon

z Mo

- 2IE{>/Eo7|E - B2t UOlEE V5 Acket &
ST OF7|HAE S ORM UMY, M5 3 g7

o | Aot o|o|E{H|o|A o|Alo| Z&t=IL|CH of: 2z yOolA
Aurora PostgreSQL £ 2t ofC|Mo 2 ofo| 22| o[ MErLCt.

- DEHZLYEZE HE Z|MO|Z) - OHEZ|FI0|ME ECIRER 0|85t U™ £F 9| 2[XstE
T l5tod EetRE 7|2 #8ELCt of: 2= 8|0]|A Oracle |O|E{H|O|AE AWS 22 E9|
Amazon Relational Database Service(Amazon RDS) for OracleZ 00|22 0[MEfL|Ct.

- KTOHES H= ﬁ) UetHo 2 J|E 2lo[MA MM SaaS RHZ MES0{ CHE MESZ ™
ErefLct. of: 7 2tA| B 2|(CRM) AAE|E Salesforce.com@Z OFO|22{|0|MH gL}

« ZSAREIZE HE A|ZE)- o EZEZ|AH0|ME HASHK| &1 EEIRER 0|S5t04 EEIRE
7ls€ g€8¢&Lct of: 2= 20| Oracle SIO|EJHIO| A& AWS 2EtREZ 2R E2[EC2 Q1A
E{A0f /= OracleZ OFO|ad 0| EHLICE.

r (]
% |k

 Muix|(5tO|HHtO|X =& 2| E2|ZE A Al“ E)- M stEQ0{1E FoistHL, o E2|7olde o
A BHES ALY, 7|1E 2YE K| DT QIEELE SRR ER O|SELULCH 2=80jA E3
Zo0lM sYet ESES| EElRE A‘lHlﬁi MEE oto|zel|o|4EfLICt. of: Microsoft Hyper-V
oiEE|7|o|ME E oo zio|MELICt AWS.

« FXI(E#) -4 BF0l ofEE70olME FRIELICH Cir 2 E[YE{Zo| 226t s =
LHE2 2 d7|stedE o EEl7io|lMdt HIEL|A Rf-2ofA oto|z2f|o|MdE ol 7t gdod &+ X|stEd
£ dlI7HAl ol Z2[7i0|H0] o470l Z&E + U&LICH

« M8 BX[- 44 BFoMH ol ERstX| o2 ol ZEIAH 0l E T 7|5k HLE M7 LICH

# 147



AWS % 7to|= AWS E o B o} 7|=I%|(AWS SRA) - 3104 0} 7|7

Hist SX| T EE 0|5 M| 2 AFE6104 AA Cf|O[E{H 0| A2 CHA CllO|E{H|0|A T S 7|
= 4El2 RX|E|1, F OlO|E{H|0|A 2= Ot0|aE[0|M & 44 ofZ22|F| 0o ERMTME X
= ClO|E{H|O|A Oo|ZEiofAd dridelL|ct. o] Wi Us|d HMEto| Edt chal A7 2ol X

Hx|2 oto|azo|ME X|HELICH o RQ45H x|t HE|E THA|E Oto| 80| MECH H BE 2
| 28|t

O{El H
Fed4o
& otolzgjolM

x
&

4 1

=0
[SX=)u

A4 Hlo|E{H0| A8 CHY HIO|E{HIO|A7F S7I3HE! dElZ 7 X|=|K[BF A4 Cf|O|E{H|O| A BH 44
ofZE|7olMe| ERMMME X2|5t 1 0| = CHY HIO|EHI0|& 2 SX|E|= G| o|E{H| 0|4 Oto|
aiolMd S lLict. cHe Cllo|E{H|o|A = Oto|2ei|o|M & o{™ ERMMME 5{&5tK| ef&LICH

A

ot

AN

T
M 50| ESstD 20 CHs BHY dHE ZFE A AMSHE SQL g lLich A &40l o2
SUM 2! MAX7} QJ&L]Ct.

Al

ZMALCH AFE= I HE B30l &

CIOIEHME A 712! HEE BT Moz MXlst=
Hel Cllo|B{ = Zh+E|X| et &Lct

0| 8 = AU&LIch B E lo|HE o 0]

o |H

r

A 148



AWS Hz 7tol= AWS ok &% o} 7|E%{(AWS SRA) — 201 0} 7|El %]

&2 MEC} H|MAXO| L H| 2 8X0|HL & 20800 BHEE|= 2X|o &t

offZ2[70|M o

YOI ZLE| ALHS 22517 9 SAT HBBIAOIME AL TS 5185t Hot M o

AI |__| [_‘_l.

ofZE[7o|Md ZEEE|R

OHEZZ|70o|M 75 & FX| &2 H|S1 ol Z2|AH 0| Mol HIEL|A 7HX|E HIRSH0{ ZEI04| M At
5t= Z ofZ2/F| 0| CHEt ME HE 2SQULICH O| MEE ZEEZZ|Q BHM O M T2 A
A 0| 2Mplo|rd Ooro|azlol4, BdCHE 2 %25t e ol ZEE(Ao|ME AlEet D =& Héte Ol
=20l guct

23 Xls
AFE 7|=2 A835t0d & &, =X a4, THE 1Al § Yutxo 2 Qlztnt Bt El @IX| 7|58 =
St JE MEC R = AFHE e EokLCt AEMIEH LH& 2 What is Artificial Intelligence?&
SEEIPNEeN

21E Xls 2H(AlOps)
71 Bt 7lMg A8 sto] 2 BXIE ST, 29 ARE o A8 TS Folm, Aula
Z22 =0l T2 M AL|CEH AWS O0+O|228[0|4 TEFO A AlOps7t A El= 2ol CHEE RRA|
L8R 28 S8 7I0|=E& HESHMAIR

HICHE &= 35}

24743| Mgt Elo]of FLICH

IR, YT, 2N, LITA(ACID)
97, WM EE JIE X7t wAs ZRoE ClolEHolA0| ClolE RE 4T 2% MEINE 2
aote AZE 0] 49 MERLIC

ABAC(E4H 7|8 A M| A Zf|of)

BM, 2T, Bl 0|§ So| AASA 88 7IHE MESHE HEtE ddste WAILICH XpAIEH L
22 AWS Identity and Access Management (IAM) 9| € ABAC AWSE I X3HA2.

A 149


https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
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https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf
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https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
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https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html
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https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
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https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html
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https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html
https://aws.amazon.com/what-is/electronic-data-interchange/
https://aws.amazon.com/what-is/electronic-data-interchange/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/
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https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html
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https://aws.amazon.com/what-is/generative-ai/
https://aws.amazon.com/what-is/generative-ai/
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
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https://aws.amazon.com/resilience/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html
https://aws.amazon.com/what-is/retrieval-augmented-generation/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
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https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
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https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
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