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https://aws.amazon.com/blogs/security/security-by-design-aws-to-enhance-mfa-requirements-in-2024/
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html

AWS HE 7tol= AWS CAF E¢t 7|58 F35t7| 2 HE 2ok Hod

FE AEXF R4 ZHo0i CHEH 0421 MFA C|HIO|AE & M355t= 40| E&LICH o &0l ZICH 8
7Ho| MFA C|HIO|AE S2% 4 QlaLCH.
I.

RtMEt HE = o StMI.

0jo
pal

F

U
i
ik,
b

« 5t=9J0{ TOTP EZ E45HIAM HEHA)

« 714 CtE QI5(MFA) C|HFO|A & M3HIAM AT M)

- FIDO E¢t 7| 3 (IAM HEAM)

- C}E QIE(MFA)S E38t 2E A2 2301 E 5 (1AM AHA)

IAMS| E ot mEd AR [} =2 7|

IAM ABE Mol AWS A 2l |l AAE E_%_%PE O E20| &= & M7HE 2 Atel| 52 0| Z & |0
U&LICH of7|oll= E|A Mt =lof et A 3

&L|CH IAM 290t B E] AF|O| 0 2, ID 111|I:-|E1| FSE
Ct.

KMEt HEE OE 2

i
it
2
ol

Al

- IAMS| ot T AL2|(IAM HA)
o IAM AHAMO| AWS EBlA A0 YAl X124 B

02

AE

|4 HEH2 BlA3E s ote O ERE 2|4 HetE Foists 2o 2 A LICt o|F 7| stedH
EY zHoM E ElaA0l Csl +E & e HUS Galgfuo

44 7|dh ML FOABAC)E SA(Of: EAT)S 7I¥to 2 Mte Folshs Het fof MtelLict. 7
H LSOl CHE M3 Bolste Cf4l, 18, ID, Ela4 S48 AHBSH0 (IF 22 Hetg SHoR
ROlE 4+ UBLICH Ol E S0{ ABACE AHS5tod WU R 1B 0| Z2MES} HAE S ejav} YU

2lAA0E HMASES Y = U&LICH

>

« E|A HEFHE(IAM AEAM)

« AWSOI| CHEH ABAC HO|(IAM A HAM)

IAM T Atz 4


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable_physical.html#enable-hw-mfa-for-root
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable_virtual.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable_fido.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-best-practices.html#ru-bp-mfa
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
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https://docs.aws.amazon.com/organizations/latest/userguide/
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_multi_accounts.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/
https://docs.aws.amazon.com/controltower/latest/userguide/controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/
https://aws.amazon.com/blogs/security/how-to-use-service-control-policies-to-set-permission-guardrails-across-accounts-in-your-aws-organization/?ref=wellarchitected
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-rotate-iam-user-access-keys-at-scale-with-aws-organizations-and-aws-secrets-manager.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-rotate-iam-user-access-keys-at-scale-with-aws-organizations-and-aws-secrets-manager.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-preview-access
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
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+ CloudTrail detective security best practices(CloudTrail A& M)

+ Converting a trail that applies to one Region to apply to all Regions(CloudTrail 42 A)

+ Enabling and disabling global service event logging(CloudTrail A& A)
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https://aws.amazon.com/cloud-adoption-framework/
https://aws.amazon.com/cloud-adoption-framework/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-concepts.html#cloudtrail-concepts-global-service-events
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-concepts.html#cloudtrail-concepts-global-service-events
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/best-practices-security.html#best-practices-security-detective
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail-by-using-the-aws-cli-update-trail.html#cloudtrail-create-and-update-a-trail-by-using-the-aws-cli-examples-convert
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail-by-using-the-aws-cli-update-trail.html#cloudtrail-create-and-update-a-trail-by-using-the-aws-cli-examples-gses
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https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-audit-and-analysis/
https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-audit-and-analysis/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_analyze_all.html
https://aws.amazon.com/blogs/big-data/aws-cloudtrail-and-amazon-athena-dive-deep-to-analyze-security-compliance-and-operational-activity/
https://partners.amazonaws.com/search/partners?facets=Use%20Case%20%3A%20Security%20%3A%20Threat%20Detection%20and%20Response
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« CloudTrail preventative security best practices(CloudTrail A& M)

« Creating a trail(CloudTrail A A)
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/configuring-block-public-access-bucket.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/best-practices-security.html#best-practices-security-preventative
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://aws.amazon.com/blogs/security/how-to-automatically-revert-and-receive-notifications-about-changes-to-your-amazon-vpc-security-groups/
https://aws.amazon.com/blogs/security/how-to-automatically-revert-and-receive-notifications-about-changes-to-your-amazon-vpc-security-groups/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_actionable_events.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_auto_response.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-create-OpsItems-from-CloudWatch-Alarms.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-creation.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_actionable_events.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-actions
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+ Specifying a default root object(CloudFront 42 A)

CloudFront 7|2 FE 24| 11


https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Introduction.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/DefaultRootObject.html
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https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://owasp.org/www-community/Source_Code_Analysis_Tools
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_network_protection_create_layers.html
https://docs.aws.amazon.com/vpc/latest/reachability/what-is-reachability-analyzer.html
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/what-is-network-access-analyzer.html
https://docs.aws.amazon.com/vpc/latest/userguide/create-subnets.html
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https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/run-command.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/working-with-security-groups.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html#DefaultSecurityGroup
https://docs.aws.amazon.com/systems-manager/latest/userguide/documents-ssm-sharing.html#best-practices-shared
https://docs.aws.amazon.com/systems-manager/latest/userguide/documents-ssm-sharing.html#modify-permissions-shared
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_resource-based
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https://docs.aws.amazon.com/securityhub/latest/userguide/lambda-controls.html
https://docs.aws.amazon.com/lambda/latest/dg/access-control-resource-based.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-api-permissions-ref.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html#DefaultSecurityGroup
https://docs.aws.amazon.com/vpc/latest/userguide/default-security-group.html
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-2
https://docs.aws.amazon.com/inspector/latest/user/what-is-inspector.html
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https://docs.aws.amazon.com/inspector/latest/user/scanning-resources.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html#deep-inspection
https://aws.amazon.com/blogs/security/how-to-scan-ec2-amis-using-amazon-inspector/
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/introduction.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_network_protection_auto_protect.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_auto_protection.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-chapter.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started.html
https://aws.amazon.com/waf/partners/
https://aws.amazon.com/solutions/implementations/security-automations-for-aws-waf/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_network_protection_inspection.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-overview.html
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Responding to DDoS events(Shield A2 Af)

AWS Well-Architected Framework0ll M ZAF B/ 25 3

S Lol M2 YA E AHESH0d HERZ EciH Aod

AWS Network Firewall £ 2] Virtual Private Cloud(VPCs)0i| CH8F AHEff X{& 2 2|& |:||E-?—-|EL 2 shed o
e BX| 2 x| ME[ALCH AWS EE2HRE. O3 VPC dHo| 2 HESIS E3E HiZst=
ol =&0| ElLIct. o47|0ol= e HO|ER 0|, NAT HIO|ER 0| EE= VPNO|LF AWS Direct Connect
E Sdll sr4lEls Eci= HE{J o] ZEELUICH Network Firewallol = L8Rl HEQ|T 2SR
2EH E35E= O =20| &= 7|50| & E|0] U&LICH Network Firewall2| 4Bl X% &322 44

UYZ2EE Ze 3T s 50| HUAEE Sisto] HAS MY 4 UsLIL

KMt HE = O 2 28 HZTshM L.

« AWS Network Firewall A2 A
« AWS Well-Architected Framework2| 2 & H S0 A EEf=! X 0

HE=Z Eei= o 16


https://docs.aws.amazon.com/waf/latest/developerguide/ddos-advanced-summary.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-advanced-summary-protected-resources.html
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https://docs.aws.amazon.com/waf/latest/developerguide/ddos-responding.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_network_protection_inspection.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_network_protection_layered.html
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https://docs.aws.amazon.com/whitepapers/latest/data-classification/data-classification-overview.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_data_classification_identify_data.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_data_classification_define_protection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_data_classification_auto_classification.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/privacy-reference-architecture/introduction.html
https://docs.aws.amazon.com/macie/latest/user/data-classification.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html?ref=wellarchitected
https://aws.amazon.com/blogs/industries/common-techniques-to-detect-phi-and-pii-data-using-aws-services/
https://aws.amazon.com/blogs/industries/common-techniques-to-detect-phi-and-pii-data-using-aws-services/
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« Encryption by default for new EBS volumes and snapshot copies(Amazon EC2 A Af)
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/default-bucket-encryption.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Overview.Encryption.html
https://docs.aws.amazon.com/kms/latest/cryptographic-details/intro.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-data-at-rest-encryption/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_data_rest_encrypt.html
https://docs.aws.amazon.com/index.html#products
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https-viewers-to-cloudfront.html
https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_data_transit_encrypt.html
https://docs.aws.amazon.com/index.html#products
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEBS.html
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« Share a snapshot(Amazon EC2 A A)
« Amazon EBS snapshots should not be publicly restorable( AWS Security Hub CSPM A& A1)
« ebs-snapshot-public-restorable-check( AWS Config 443 M)
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-modifying-snapshot-permissions.html#share-unencrypted-snapshot
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-1
https://docs.aws.amazon.com/config/latest/developerguide/ebs-snapshot-public-restorable-check.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ShareSnapshot.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-snapshots-public-prohibited.html
https://docs.aws.amazon.com/securityhub/latest/userguide/rds-controls.html#rds-1
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https://docs.aws.amazon.com/securityhub/latest/userguide/dms-controls.html#dms-1
https://docs.aws.amazon.com/securityhub/latest/userguide/rds-controls.html#rds-2
https://docs.aws.amazon.com/securityhub/latest/userguide/redshift-controls.html#redshift-1
https://docs.aws.amazon.com/config/latest/developerguide/rds-instance-public-access-check.html
https://docs.aws.amazon.com/config/latest/developerguide/dms-replication-not-public.html
https://docs.aws.amazon.com/config/latest/developerguide/redshift-cluster-public-access-check.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.DBInstance.Modifying.html
https://docs.aws.amazon.com/redshift/latest/mgmt/managing-clusters-console.html#modify-cluster
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security-best-practices.html#security-best-practices-prevent
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» Launching your Amazon OpenSearch Service domains within a VPC(Amazon OpenSearch Service
M)
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https://docs.aws.amazon.com/securityhub/latest/userguide/s3-controls.html#s3-1
https://docs.aws.amazon.com/securityhub/latest/userguide/s3-controls.html#s3-2
https://docs.aws.amazon.com/securityhub/latest/userguide/s3-controls.html#s3-3
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-public-read-prohibited.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-public-write-prohibited.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/versioning-workflows.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiFactorAuthenticationDelete.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/vpc.html
https://docs.aws.amazon.com/config/latest/developerguide/opensearch-in-vpc-only.html
https://docs.aws.amazon.com/securityhub/latest/userguide/opensearch-controls.html#opensearch-2
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https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys-scheduling-key-deletion.html#deleting-keys-scheduling-key-deletion-console
https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys-creating-cloudwatch-alarm.html
https://docs.aws.amazon.com/securityhub/latest/userguide/kms-controls.html#kms-3
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/best-practices.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying.html
https://docs.aws.amazon.com/kms/latest/developerguide/determining-access.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/what-is-load-balancing.html
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/introduction.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/introduction.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/introduction.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-listeners.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/elb-listener-config.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-listeners.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/ensure-aws-load-balancers-use-secure-listener-protocols-https-ssl-tls.html
https://docs.aws.amazon.com/config/latest/developerguide/elb-tls-https-listeners-only.html
https://docs.aws.amazon.com/securityhub/latest/userguide/elb-controls.html#elb-3
https://docs.aws.amazon.com/securityhub/latest/userguide/elb-controls.html#elb-3
https://docs.aws.amazon.com/securityhub/latest/userguide/elb-controls.html#elb-1
https://docs.aws.amazon.com/securityhub/latest/userguide/elb-controls.html#elb-1
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/aspects-of-aws-incident-response.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/develop-and-test-incident-response-plan.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_incident_response_develop_management_plans.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_incident_response_identify_personnel.html
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/what-to-create-playbooks-for.html
https://github.com/aws-samples/aws-incident-response-playbooks
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_incident_response_playbooks.html
https://aws.amazon.com/blogs/security/how-to-remediate-amazon-inspector-security-findings-automatically/
https://aws.amazon.com/blogs/security/how-get-started-security-response-automation-aws/
https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-cloudwatch-events.html
https://docs.aws.amazon.com/inspector/latest/user/findings-managing-automating-responses.html
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https://docs.aws.amazon.com/managedservices/?id=docs_gateway
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/understand-aws-response-teams-and-support.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact-alternate.html
https://aws.amazon.com/premiumsupport/plans/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-aws-managed-services-outcomes/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-aws-managed-services-outcomes/introduction.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/detection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_incident_response_prepare_forensic.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_actionable_events.html
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https://aws.amazon.com/architecture/well-architected/#AWS_Well-Architected_and_the_Six_Pillars
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/config/latest/developerguide/managed-rules-by-aws-config.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-controls-by-caf-capability/security-controls-by-caf-capability.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-controls-by-caf-capability/identity-and-access-controls.html#root-user-mfa
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-controls-by-caf-capability/identity-and-access-controls.html#root-user-mfa
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https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/cloud-adoption-framework/
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