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data "aws_secretsmanager_random_password" "test" {
password_length 20

exclude_numbers = false

exclude_punctuation = true

include_space = false

}
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resource "aws_secretsmanager_secret_rotation" "createrotation" {
count var.needrotation == true ? 1 : 0
secret_id

aws_secretsmanager_secret.initiatesecret.id

rotation_lambda_arn = aws_lambda_function.rotationlambda.arn

rotation_rules {
automatically_after_days

}
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/blob/master/README.md
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resource "aws_db_instance" "default" {

count = var.createdb == true ? 1 : 0
allocated_storage = 20

identifier = var.identifier

db_name = var.databasename

engine = "mysql"

engine_version = "8.0.32"

instance_class = "db.t3.micro"

username = "admin"
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password = local.passwddata
skip_final_snapshot = true
publicly_accessible = false

vpc_security_group_ids = [aws_security_group.db.id]
aws_db_subnet_group.db.®@.name

db_subnet_group_name
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locals {

passwddata = var.passwddata != null ? var.passwddata :
data.aws_secretsmanager_random_password.test.random_secrets
}
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resource "aws_secretsmanager_secret" "initiatesecret" {

name = "org-name/dev-env/project-name"
kms_key_id = var.kmskeyarn
recovery_window_in_days = var.recoverywindow
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AWS HE 7t0|= AWS Secrets Manager 2! HashiCorp Terraform2 At&3504 ¢ l?:.

OB - YKt T MAHEIRCH LE 5= O|0|E{of CHEt FE HMAE YXIGHEF HHEUA
&LI|CH Base64 QA2 FH HHAZHE E||0|E'|— 2335t o S5 X| A &LICE AWS Secrets
Manager & AF83t04 Amazon EKSOI|M 21ZHst O|O|E{E E S &fLiCt

Ct= 0|0|X|= Kubernetes 71 = E &S 5= Amazon Elastic Compute Cloud(Amazon EC2) &!
A E4A0i HiEZ &l Amazon EKSE H0{&ELICt ZiE]| 0| AEE2[X| QIE{H| 0|A(CSI) EEFO[HHE At
&5}101 Secrets Managero| Al £t S & HME = &LICH ApM[EF LI 2 AWS £t EET9|
Kubernetes AWS Secrets Store CSI E20|HH e} 74 2ot &t S 3l 71 SZXHE M85t Y2 &
ZMR.

| Mn |-0||

Amazon EKSQ| 2ot of 5 ot


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/
https://aws.amazon.com/blogs/security/how-to-use-aws-secrets-configuration-provider-with-kubernetes-secrets-store-csi-driver/
https://aws.amazon.com/blogs/security/how-to-use-aws-secrets-configuration-provider-with-kubernetes-secrets-store-csi-driver/

AWS HE 7to|= AWS Secrets Manager & HashiCorp Terraform2 At83toq 2IZtst o

OlE{ E3

Dev or prod account Shared service account

VPC @

Internet gateway

Private subnet 5 ?dév}
’ PO

E Amazon EC2 instance Amazin VPC AWS Secrets Manager

endpoint 4

Kubernetes API

Kubernetes pod Kubernetes pod

Uses secrets Secrets stored in

u

CSl driver

1 1
1 1
1 1
1 1
1 1
1 1
1 1
] ]
1 1
1 1
1 pod as PV 1
1 1
1 1
1 1
1 L
] ]
1 1
1 1
1 1
| Secrets in store |
1 1

CtZ o|0|X|=of BHEZEl Amazon EKSE E0iELICIAWS Fargate. 2 & A4 2|F Eob &
API(GitHub)& At&3t04 Secrets Manager0i| Al 20t f 5 & ZAHgh &= Ql&LCt.

SES RN

Amazon EKSQ| 2ot of 5 ot 12


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/AWS_Fargate.html
https://github.com/external-secrets/external-secrets
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https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
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https://aws.amazon.com/blogs/containers/leverage-aws-secrets-stores-from-eks-fargate-with-external-secrets-operator/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/secure-sensitive-data-secrets-manager-terraform/secure-sensitive-data-secrets-manager-terraform.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/secure-sensitive-data-secrets-manager-terraform/terraform-state-file.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
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