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SELECT * FROM "<vpc_flow_logs_table_name>"

WHERE interface_id = 'eni-1234567890000000' AND srcaddr LIKE '10.100.0.10' AND dstport
< 1024

LIMIT 200;

£ of| A
# 1
version 2
account_id <account-id>
interface_id eni-123456789000000
srcaddr 10.32.0.10
dstaddr 11.22.33.44
srcport 36952
dstport 443
protocol 6
packets 25
bytes 5445
start 1659310200
end 1659310225
action ACCEPT
log_status o4
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SELECT dstport, dstaddr,

count(*) AS count

FROM "<vpc_flow_logs_table_name>"

WHERE dstaddr not like '10.32%' AND interface_id = 'eni-1234567890000000'
GROUP BY dstport, dstaddr

ORDER BY count desc

LIMIT 200;

£3 of A
# Dstport Dstaddr count
1 443 52.x.X.x 1442
2 443 63.X.X.X 1201
3 443 102.x.X.X 887

S VPCOIM S E ol RHI2C EBITS #HEtst Athena F2I0l of
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CHS Athena FEZlE= '10.32'2Z A|%fst= CIDR 250| = VPCO|M 7HF &l ofRHI2E ECiE S Bt
g LICH.

SELECT *
FROM "<vpc_flow_logs_table_name>"

WHERE srcaddr like '10.32%' AND action LIKE 'REJECT'

£ of| A
# 1
version 2
account_id <account-id>
interface_id eni-123456789000000
srcaddr 10.32.0.10
dstaddr 11.22.33.44
srcport 36952
dstport 443
protocol 6
packets 25
bytes 5445
start 1659310200
end 1659310225
action REJECT
log_status o4
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CloudWatch 21 2IAIO|E 2| of| K|
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H HE3 QE{H 0|A0 M ol RHI2E B E|At EBHEE Btetst= CloudWatch Logs Insights 2]
of

lo 1]

Ct= CloudWatch Logs Insights # 2= IP £47} 10.100.0.10Q! HE 23 QIE{H| O|A 0| A O HI2
E p2| EefE ol X 20071 A1tE gretgLct.

fields @timestamp, @message

| filter interfaceld = 'eni-1234567890000000'

| filter srcAddr = '10.100.0.10'

| filter dstPort < 1024

| limit 200
3 of| x|

1= f

@ingestionTime 1659310250813

@log <account-id>:/aws/vpc/flowlogs

@logStream eni-123456789000000-all
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@message 2 <account-id> eni-123456789000000
10.100.0.10 11.22.33.44 36952 443 6 25 5445
1659310200 1659310225 ACCEPT OK

@timestamp 1659310200000

accountld <account-id>

Sp ACCEPT

bytes 5445

dstAddr 11.22.33.44

dstPort 443

end 1659310225

interfaceld eni-123456789000000

logStatus o

packets 25

IZEZ 6

srcAddr 10.100.0.10

srcPort 36952

SES) 1659310200

version 2

SEYEVPCERE 7% B2 ECfEIE sLlst=E 2% IP A E HEtSt= CloudWatch Logs Insights #

Ct= CloudWatch Logs Insights #2[= '10.32'2 A|25t= CIDR £50| = VPCOHIAM 7+& BE2 of
HR2E ERHEE FL5tE IR IP FAQ ZEE BHEtELICH

0

filter @logstream = 'eni-1234567890000000'
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| stats count(*) as count by dstAddr, dstPort
| filter dstAddr not like '10.32'
| order by count desc
| limit 200
£ of A
# dstAddr dstPort count
1 52.x.x.x 443 439
2 51.79.x.x 63.X.X.X 25

S 7 VPCOllA] 74

Ct= CloudWatch Logs Insights #2[&= '10.32'2
E Eg{=g gteterct

Ho f1

filter @logstream = 'eni-0123456789000000'
| fields @timestamp, @message

| filter action='REJECT'

E£3 of A

c

@ingestionTime
@log

@logStream

£l ol RHI2 S E2iTS BHatat

£ CloudWatch Logs Insights #2/2] of

Azt 3HE CIDR £20] /= VPCOM HE

o
=

1666991000899
<account-id>:/aws/vpc/flowlogs

eni-0123456789000000-all
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@message

@timestamp

accountld

Xtod
==

bytes
dstAddr
dstPort
end
interfaceld
logStatus
packets
ZEESE
srcAddr
srcPort
SES)

version

2 <account-id> 'eni-0123456789000000"
185.x.x.x 10.10.2.222 55116 11211 17 1 43
1666990939 1666990966 REJECT OK

1666990939000

<account-id>

REJECT

43

10.10.2.222

11211

1666990966

'eni-0123456789000000'

R4 Ab
S o

1

17

185.x.X.X

55116

1666990939
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Amazon Relational Database Service(RDS)
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AWS Network Firewall2 AF&3+04 HTTPS EEHE! 9| SNI(Server Name Indication) M M3 5tE £4&
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AtAIEH LH 1 of Al Network Firewall 22 722 AWS Network Firewall Developer Guide2| Domain
filtering2 & Z5tM 2. XFAIEH X|&I2 AWS Prescriptive Guidance(APG) ZHE, Use Network Firewall
to capture the DNS domain names from the Server Name Indication (SNI) for outbound traffic2 & &
StMIR.
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https://aws.amazon.com/network-firewall/
https://https.cio.gov/sni/
https://docs.aws.amazon.com/network-firewall/latest/developerguide/suricata-examples.html#suricata-example-domain-filtering
https://docs.aws.amazon.com/network-firewall/latest/developerguide/suricata-examples.html#suricata-example-domain-filtering
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/use-network-firewall-to-capture-the-dns-domain-names-from-the-server-name-indication-sni-for-outbound-traffic.html
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Internet gateway route table

Destination Targst
10.0.0.0186 Local
10.24.34 128727 Network Firewall endpoint AZ-A
10.24.34.160/27 Network Firewall endpoint AZ-B

Internet gateway

Bl Aws Cloud
o BN\
.R egion O30 0
- ~g N

Avallability Zone A d b Availability Zone B

| Networkload |
Balancer

: ¥ Lo R ! : :
' | . Public subnet H 102434004 . Public subnet H H
@ ! : 10243412827 | : 10.24.34160/27 | |
L | | - Public subnet routs table

AWS Network Firewall : - Network Firewall - Destination Target
d 10.24.34.0/24 Local

Public subnet route table - H

Destination Target H H Enapoint AZ-A

0.0.0.0/0 Internet qateway
- | : Endpomt AZ-B
1024340124 Local ! |
Stateless 0.0.0.0/0 Internet qateway | | o
| i \
! 1024345427 1024345527

Protected subnet route table ' ' ; ; Protected subnet route table
Destination Target | . 3 | | Destination Target
10.24.34.0124 Local ! ] ] ] 10.24.34.024 Local

: ; ; Network Firewall endpoint AZ-B

0.0.0.0/0 Network Firewall endpoint AZ-A | il
Stateful g | NAT gal y NAT gateway 0.0.0.0/0
Tz i ; AR Amazon Elastic Kunametas A8
' | / Benvice (Amazon EKS] \ l
| | . Private subnet o . Frl subnet
D 32027

34[4

)i
fﬁ?)

+

endpoints

@
116

Private subnet route table

Private subnet route table
Destination Target | N | Destination Target
10.2434.024 Local ] [ Worker nodes ' Worker nodes [ ] 10.2434.024 Local
0.0.0.00 NAT gateway AZ-A | AWS Auto Scaling | . | 0.0.0.0/0 NAT aateway AZ-B

group

O| Ctolo{1 ™2 Chg HIEZE EoiELICH

LHOIM A|ZRHE|H B35 E MEUIo] NAT HIO|EY0|2 MESEIL
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1. O}ZHIRE 2
Ct.

2. NAT HO|E? 0|0 M =418 HTTPS EciE2 HE 2| HEY9| AWS Network Firewall QIEEZQIE
2 e ELICH

3. AWS Network Firewall = 282 ZAAtstD 7+AE &sie] HAM 722 235104 QIES! H0|ES 0|
off ME3t7| et 2 E =5t 7HLE HE & LICH

4. 501 Ol RHIRE QHE2 CE{Y HO|ESO|IZ ME&ELICE.

5. QIE{! HO|EQ0|oM £QIE ESfZ2 QEUIo 2 MEE|o{ o8 URL(SNIOIAM &5 32| K| of
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https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/gateway-endpoints.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-gateway-load-balancer.html
https://docs.aws.amazon.com/vpc/latest/privatelink/aws-services-privatelink-support.html
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https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/access-container-applications-privately-on-amazon-ecs-by-using-aws-privatelink-and-a-network-load-balancer.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/access-container-applications-privately-on-amazon-ecs-by-using-aws-privatelink-and-a-network-load-balancer.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/access-container-applications-privately-on-amazon-ecs-by-using-aws-fargate-aws-privatelink-and-a-network-load-balancer.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/access-container-applications-privately-on-amazon-ecs-by-using-aws-fargate-aws-privatelink-and-a-network-load-balancer.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/access-container-applications-privately-on-amazon-eks-using-aws-privatelink-and-a-network-load-balancer.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/access-container-applications-privately-on-amazon-eks-using-aws-privatelink-and-a-network-load-balancer.html
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https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/vpc-to-vpc-connectivity.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/transit-gateway.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/welcome.html
https://docs.aws.amazon.com/vpc/latest/peering/invalid-peering-configurations.html#transitive-peering
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html
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https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/kinesisanalytics/latest/java/cloudwatch-logs-reading.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.RDSSecurityGroups.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/secure-outbound-network-traffic/secure-outbound-network-traffic.rss
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