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https://aws.amazon.com/prescriptive-guidance/migration-tools/migration-discovery-tools/
https://explore.skillbuilder.aws/learn/course/external/view/elearning/13274/threat-modeling-the-right-way-for-builders-workshop
https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
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https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
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https://docs.aws.amazon.com/whitepapers/latest/introduction-aws-security/welcome.html
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AWS HE 7to|=

AWS =0t oto|a oM Z| U3

=

P

ot

wne

0X
B

+

ofn
e

AWS AMH[A

>~
el &

« Ol Ao
- EFX| Aloq
HE3 MES}

OH M| A A0

2 & 3l(Encryption)

22 2LEZ al o

AWS MH|A 7

2l

|>

A

. AEP[X]
* Network
o M| A Ki|od

2 5 3l(Encryption)




AWS HE 7to|=

AWS 20t oto|azlolM Z| 3 2ot

=]

=

F'L

x
o

I

B

A
nn

==
o

=

23 &

OfZZ|FH 0| =

rr

E[]= 5[] ES

HFO[E{A H4 4l

HEQ3I ES

OH M| A A0

&=

ol

F(Encryption)

Ic Y AF(Of
HM|A K|0d
et 3 3l(Encryption)

id|o|E ! ol x|

27, 2UEY U 2y




A o
+ 5

B

AWS HE 7tol= AWS Eot nto|zefold Zajdea: 2ot A A7

- HESZ - LIF L IR ol HESZ AWS 2EIRE
« SIO|HE|E IT &4 - 2=d|0|& AWS 22t E, HEE 2ct*E, Zto|H! E2t*E, A=7 0|
S ool IT &4

1o

- QR AZEQ0{EE MH[A -S5E AZEQ|0{ SZYUA(ISVs)ol M &EISHH Bt F0lMd EAREX|
o= AZERo] & MH[AQIL|CH
« 22I2E 29 22 MH|A - DevSecOps 7Is€ MB35t AWS 22I2E 29 28 MH[A QL

m
Ji
[m
o
)5
_\;
E
§
_I_
\l
H1
-

7|& dEM E= ofEE(FH0]M 2lH
ot S& XI’F:.*% &l'dé'%LT'_ i*o._li Lict oM 2 2EE MAIG
m] =

=

MlAof 2t ole48t S8 AWS

gro|zgy|o| M
AL 5lod OIE4%
3% 50 Holst

2

o

|H

Hu

LT
_?II_I

[n met 4T
=2
0K
do

o
Ofm
g'l_-
foi
ul
o
MLk
o o
rlo
-
o
fjo
oY
ol
g'l_l

e | 2o & 7 & AWS 2 Atzi[of

CH. 0 el =
HolM EotE HEst= X0l E&LICH

fo
o

ok
(!
o

qn

N

A

il

oo

02 rr

]

0
Y[

1
X
i
m
jul

O o of

T

E -0 AdEE I3 2E9]
E LICF AWS MH|A. o|g43t A
I

F &, ol Z 2|7 0], Tl o]
= e 7|& =72t E|

r
E 17 X|# HAS F4d

4o
[
Hu

m

3

o

> [

Rl
Im rir

T
o

S35

_|
&g [ AWS EE E

i = |
Im 0
o Mo
0
o 0|)|
|_>. 0|)| HO

Pl
T
n
™
[
og
d
mlm
mlo
iy

Ir
»
o
of
kO
o
C
o

- AWS EOot 28 At 4B - AWS 7340| AWS Well Architected Framework 2! QIE{4! £ oF M
E{(CIS)et Z2 7|Ef MEHEl HIX|Ot 2 & EF5t=X| QlgL|Ct ol &S s, AWS Trusted
Advisor Prowler(GitHub), AWS Service Screener(GitHub) = AWS AT MHH|A HoF H
7HGitHub)2t Z2 =72 MH|AE ASE = U&LCH

SE HoH Y B F4 XA ALE A5 T ROt E U 2lciolH MYste Ho| ZRE L 21
HE32 EZ5H6HT OIS AFSShod 2t Hot Ols{= ARtetel HRLIA OIS STIFLICH ZA AT
£ B0l LAE DE QS BAMBHsT 2t O OB AIXITE SQISHER| EHolstLIC)

Hob B

oto[z ol Soil ot

o}
£ golstu EXEtste 2

ik
()]
N


https://aws.amazon.com/security/penetration-testing/
https://docs.aws.amazon.com/awssupport/latest/user/getting-started.html
https://docs.aws.amazon.com/awssupport/latest/user/getting-started.html
https://github.com/prowler-cloud/prowler/#requirements-and-installation
https://github.com/aws-samples/service-screener-v2
https://github.com/awslabs/aws-security-assessment-solution
https://github.com/awslabs/aws-security-assessment-solution
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https://aws.amazon.com/blogs/security/considerations-for-security-operations-in-the-cloud/
https://aws.amazon.com/blogs/security/considerations-for-security-operations-in-the-cloud/
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/introduction.html
https://aws.amazon.com/security/penetration-testing/
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://docs.aws.amazon.com/artifact/latest/ug/what-is-aws-artifact.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/welcome.html
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/acm/latest/userguide/acm-overview.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/introduction.html
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https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/macie/latest/user/what-is-macie.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-identity-pools.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/what_is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
https://docs.aws.amazon.com/waf/latest/developerguide/fms-chapter.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall.html
https://docs.aws.amazon.com/waf/latest/developerguide/shield-chapter.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/what-is-systems-manager.html
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https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-chapter.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/detective/latest/adminguide/what-is-detective.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/inspector/latest/user/what-is-inspector.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/artifact/latest/ug/what-is-aws-artifact.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/introduction-aws-security/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/migration-lens/security.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/security-risk-and-compliance.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://aws.amazon.com/security/penetration-testing/
https://catalog.us-east-1.prod.workshops.aws/workshops/7f390b94-2699-475f-82c7-c6a1e3a1bf00/en-US
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/blogs/security/considerations-for-security-operations-in-the-cloud/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/secure-migrations-framework/secure-migrations-framework.rss
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