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Topic: Program Governance SAP Basis AWS SAP Systems Customer

Professional Integrator

Services or

AWS Partner
AWS project management and governance | R I A
SAP AWS team staffing C R C A
Onboarding | I I RA
Access | | | RA
Engagement security = RA - I
Collaboration tools - access | | | RA
Financials = R - A
Status reportiing | RA I I
Program reporting L R C A
Advisory of AWS services for SAP throughout project phase I R C A
Architecture of target AWS SAP environment, including HA&/DR capabilities | R C A
Design of backup/restore strategies on AWS infrastructure | R C A
Provide host names and ports for SAP R C I A
COpen firewall L I I R
AWS infrastructure design per SAP sizing requirements provided by Basis L R C A
Automating and provisioning of AWS infrastructure | R C A
Post-infrastructure build steps (e.g., request domain join) | R I A
Review of AWS infrastructure security | R I A
AWS infrastructure issues resolution before system handover to Basis | R I A
Project team_infrast_ructure support, Level 1 (project team always goes B c I A
through Basis; no direct contact to AWS)
AWS support ticket [involves TAM) L R I A
Identify HA relevant SAP application C | R A
AWS go-live check, including SAPF AWS requirements - infrastructure | C R A
SAP cutover to production | C R A

SoW 4E

AWS ZI-dE! L RHE MH[A0] CHEF 2HY Z7[=MH(Sow)el ZE A E Olalistn £ o|sH 2t AH|xtet &
7 SoWE& HAEsto] ZE ALEfO| ZWE S TSt ol + UATSF FLICH QIZEt Bo] Sow7t ™
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Communication plan

Meeting Duration Frequency Notes Deliverables Stakeholders

What did | do yesterday to advance the sprint
Daily: Monday — Friday goal?
Twice weekly: Monday, +« Whatwill | dotoday to advance the sprint goal?
Thursday Are there any impediments that will prevent us
from meeting the sprint goal?

Scrum meetings (for each 15-30 Daily or twice

All project team members are
worksteam) minutes weekly

invited

15-30

Internal scrum meeting ;
minutes

Weekly Tuesday Like scrum but internal only Internal scrum team

Review sprint goals.
Demo and solicit feedback for each story.
Every 3 weeks  Fridays at 9:00 AM PST Discuss stories not completed and identify the
on Fridays blockers.
Identify risks and impediments. Revise team
backlog.

All project team members are
Sprint review and 1.5 hours invited

retrospective

Every 3 weeks All project team members are
1.0hours  onMondays Mondaysat 1:00PM PST invited

after review

Sprint planning and
backlog grooming

Meet with customer champion

Leadership status meeting 30 minutes Weekly Thursdays at 1:00PM PST N EM/customer champion

Internal account team and
AWS Professional Services 30 minutes Bi-weekly Fridays at 1:00PM PST CSM to make agenda or team members to Account team and AWS

calls bring agenda items/concerns Professional Services team

External account team,

AWS Professional Services, Bi-weekly Dependent on customer Discuss budget, issues, accomplishment, goals. Acco»u nt team, AWS Professional )
and customer Services team, customer leadership

Account team, AWS Professional
Servicesteam, customer executive
leadership

Quarterly business review  1-2 hours Quarterly Dependent on customer D nIgtleveccomplEEmenteard
milestones

Ofx[2ez2 Z2MEE Z7|of X|2e 1241 SAP Basis B2 Al'Est{of LICH M &£F 82 75t
T oro|zagoldE W Wwsst= W2 X[A o] MME Z7(ol| AlEtste O L& LICH

i
u
40
M
-
H
wo
==
M
|H
Hu
x
>
Eli
x
LOL

IT ZFofl ALY 22t = BlO| I B2 oY B2 Z2MHA SELE AL85t0 2Et2E 715 & Hi

Z Z2MAE EM3tsta of Ctoloag B MA|et SRsHok BLIC F2 OISR AR/ Z2MA
ol E5 HYOILt HEEYS &7 ¥R IstD 7|E LT Z2MATL HI 28 E0|Lt X|YE Zaishe o
g2 olafist 2t EfLICt CHE ool M= Active Directory Z Q1 & IEH|Q! O|F A|AR(DNS) 0|

E ZZMAE #=ste O o€ 7HY 23 AjZho| HElEX I g + &LICh O[2{Et AIZH &

BIL Qo™ Bl0| 38 HYstn T2 MA0 6T BH0 £22El= AlZhE &0l SHUE X5 37|
g F0ig = &Lt




AWS HE 7t0|= SAP on AWS I ZIZE 13 2 Atg

; ; Set up network firewall
Build and unit test Deploy code P ‘
Network team will work on

Amazon EC2 server
. Code will be deployed by a defining and deploying the
Using Terraform develop code different team firewall

I | I

1 day 1 day 5 days
3 days 4 days 8 days
Build VPC Peer-review code AD joins and DNS updates
The VPC needs to be defined Paperwork submitted for code Active Directory team will do
before servers can be built has to be reviewed and the join by using a ticketing Ready for SAP
approved by a lead or peer process . .
application

installation

e A

- dIpjla3 Z2MAQ QI ERE SR EMESD, 0| BEE QL Blnt SRetL, 2E A
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SAP on AWS - Year 1 roadmap and status | S =0

| Define customer DR PoC scope ‘ | DR PoC (us-east-1)
SAP DR workstream ‘

H Network/security (kolation) |

Launch / setup
S Elastic Disaste ‘ Develop DR runbooks SAP DR systems

y qualification (us-west-1)

Update: customer DR compljance
procedures

Launch SAP Code management (CI/CD design)

SAP deployment S b s LCS - SDF enhancements: netgroup , ServiceNow, approval |

framework (SDF) ‘

SAP HA automation

QA approvhl of HA cluster solution

Knowledge transfefs / education workshops ‘

Implement SAP Implement ‘ Develop automatidn to perform copy-back (TBD) ‘
start/stop backup SAP enhanced monitoring
automation solution ‘ Implement DB patching for $AP HA-enabled systems (TBD) |

SAP operations
automation

Implement 05 Patching solution | Implement OS patching for $§AP HA-enabled systems (TBD) ‘

Cut-over support

Continuous compliance Define SAP
foundation 1Q/0Q scope

Build PoC Develop SAP IQ/0Q automation

Draft documentation completed

GxP compliance

0Ongoing planning Reporting Risk & issues SoW compliance|& amendment

SAP on AWS - Year 2 roadmap and status | [morogress | [ wotstares |

AUG SEPT ocT

plication Replication

SAP DR IR PoC complete o R wave 3 wave 5
workstream B ‘ Replication

DR drill

SAP deployment

— a De D ) . ; . f ; Cutover SDF in TM4
SO A B Simulated| troubleshooting KTs / project documentation / code reviews /SDF support (Prod)
framework (SDF) (QA ;

Password management
. ( Secrets Manager PoC serverless refresh
SAP operations implementation
automation*

Cutover optimization

e support for data backups
prograr Automation of backup management using AWS Backup

* Priorities are subject to change

due to other workstreams, as mast

of these are wants not needs.

Draft documdnts for COR GxP

GxP compliance

DR document approved /

environment
script testing

qualified

Cloud operatmg Current state review Capability assessment Future state review & recommendations
model




AWS HE 7to|l= SAP on AWS I 2IZE 734 2 Atz

‘ ‘ In progress ‘Nntstarted ‘

SAP on AWS - Year 3 roadmap and status

SAP DR DR optimization (on-premises) DR AWS to AWS (phase IT)
workstream

Documentation/KTs

On-site SDF game day CP Il support

SAP deployment
framework (SDF)

Simulated troubleshooting KTs / upscaling customer resources / code reviews / SDF optimization

| Automation of backup management using AWS Backup (sandbox/playground) H Automation of backup management using AWS Backup (NQNPRD)

SAP operations
automation

| Password management Secrets Manager implementation (sandbox/playground) ‘ | Password management Secrets Manager implementation (NQNPRD})

| Enhanced SAP / AWS CloudWatch monitoring dashboards / ServiceNow Integration

GxP compliance

Cloud operating
model

‘ ‘ In progress ‘Nnt;tarted ‘

ocT

DR AWS to AWS and optimiz4dt

Game day / upscaling Joint DR drill

SAP DR
workstream AD/DNS on AWS (dependencies)

Hypercare Stabilization / cost optimization
support evaluation

deployment
framework
(migration)

Simulated troubleshooting KTs / upscaling customer resources / code reviews / SDF optimization / game days

Automation of backup management using
AWS Backup (PRD)
Auto-scaling / kernel patching automation / serverless refresh /

SAP
) copy-back procedures
operations anageme € 1anager implementatior Automation of backup management using

automation AWS Backup (PRD)

Enhanced SAP |f AWS CloudWatch monitoring dashboards / ServiceNow integration
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SAP ProServe engagement draft timelines — Year 4

July 2024 August September October November December January 2025 February

* On hold

Onhold

dl

onhald

Onhold

_Dn -

SAP Genergtive Al PoC SAP generative Al solution implementation

SDF support / AWS DR enhancements /onboarding new DR systems / support DR EWM
e Y )

* Draft timelines are subject to change based on outcomes from availability of customer key stakeholders.

Go-live milestone tracker

Milestone Projectedstart Projectedend
Shutdown Day 1-6 PM Day 1-8:30 PM
Snapshot Day 1- 8:30 PM Day 1-10:30 PM
Pre-data migration Day 1-10:30 PM Day 1-12 AM
Data migration (go/no-go #1) Day 2-12 AM Day 2-10PM
Data verification (go/no-go #2) Day 3-12 AM Day 3-10 AM
Basis OV Day 3-5PM Day 3-11PM
Function OV Day 3-5PM Day 3-11 PM
Production (go/no-go #3) Day 3-11PM Day 3-11:30 PM
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AA BA 2 At

JZIEE SAP 7o A BH = d3xel 2e BAHE et ECHLICt o] EA0 M= IZ 2} Of5H

AR 250 2 F A E &6t of 7[RI E EMSELICH Tedsior & FIH 2 H AIZE A

aLCh Ctget Z2HME o|sizt AR 7t EFAELel, 8 M=, 178 E(HA) & Msi S7(DR) &tE2

L EE SAP on AWS OFZ7|EX0f| S2lst=X| & Qlsior 2 LICt o] Mol Z2HME o M7 ErA o
3

M e e = e E7HX| EXME s Zst7| 2 BHE A E MSELICH

2] AHE

o SE EIQEICIZ Aoz EAISIH Elo| 5 HE, AQ 7|8 UM 7158 2lAaa BE S it
E2H mtete £~ &L|ct £ =2 ol AR 75 2l 84, Z2™ME 7|ZH 2} SAP Basis E
Zto| i@ AWS £ 0|35t 7| #|2 wAloz AlZ5te £~ Ql&LCt

January February March April May

Week Beginning Januay |2/1/2021 2/8/2021 2/15/2021 2/22/2021|3/1/2021 3/8/2021 3/15/2021 3/22/2021 3/29/2021|4/5/2021 4/12/2021 4/19/2021 4/26/2021|5/3/2021 5/10/2021 5/17/2021 5/24/2021|5

<

Week ending Januay |2/5/2021 2/12/2021 2/19/2021 2/26/2021|3/5/2021 3/12/2021 3/19/2021 3/26/2021 4/2/2021|4/9/2021 4/16/2021 4/23/2021 4/30/2021|5/7/2021 5/14/2021 5/21/2021 5/28/2021
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https://aws.amazon.com/sap/instance-types/
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https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
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https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html
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https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html
https://aws.amazon.com/sap/solutions/saphana/
https://aws.amazon.com/blogs/awsforsap/introducing-the-sap-lens-for-the-aws-well-architected-framework/?nc1=b_rp
https://docs.aws.amazon.com/sap/latest/sap-netweaver/net-win-automation.html
https://docs.aws.amazon.com/wellarchitected/latest/sap-lens/best-practice-2-7.html
https://docs.aws.amazon.com/wellarchitected/latest/sap-lens/best-practice-2-5.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-sap-migration/welcome.html
https://docs.aws.amazon.com/sap/latest/sap-hana/migrating-sap-hana-to-aws.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/sap-greenfield-implementations/sap-greenfield-implementations.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/sap-greenfield-implementations/planning.html#engagement-model
https://docs.aws.amazon.com/prescriptive-guidance/latest/sap-greenfield-implementations/planning.html#project-roadmap
https://docs.aws.amazon.com/prescriptive-guidance/latest/sap-greenfield-implementations/planning.html#project-roadmap
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https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
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https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/

AWS HE 7to|= SAP on AWS 1 2IZE T3 2 Atz

744 22| o|0|E{H| 0| A(CMDB)

StEQo] U AZELQo| M A SHE F *% Zersloq ollo|E{H|o|AQF SHE IT &Zof Cher ™
HE x{ztstm 2olste 2| =X E2|QLCcH Htxo 2 plo|ap|o|Me| ZEER|Q EFA Ol 2 A
Et70l A CMDBL| CI|O|E{E Al ErL|C}

= | | =H 2 A
= LICh YAML '?:*l%i'% A &35t0d —15 ’S 2 AWS A™ & 2™ e =& Aol B AEHE]|
2 HZE &= AU&LIch XM LI& 2 AWS Config B Mo Mel e M A XStMR

AZEQo| ZBA TEMAL AA HE HAE AHO|R U Z2HMOAHE RIS56ts T2
MALICH ClI/ICDE YetMo 2 nto|Zetelo 2 MYELICEH CI/ICDE S5 ZEMAE X556t
I, dMMEE =0|T, IE ERS MG D,  WEH MSE = U&LICH RHAME LIS 2 X[&5H
MEol 0|8 HASMAIR. CDE KI&SHM HIEZE o|0|5t7| T Fulct XM &2 x[&H ME
(Continuous Delivery)t X[&2Q1 7HE S & ZSHHAIL.

CVv
74

ISKSRE [o]]=)

AE BRI 2l ClolEfet ZHol WIESIZoll D El0f 2l HlolE LTt
Glole| £ 7

SRS AT E J7|EC 2 HERIAS HIOIHE AHEs T E/5es Z2ZAMAQLICEH O] T2 A
A= OO|E{of CHEt M BES L HE X018 A™Yst= Ol 20| E[22 Alo|H 2o 2 &t
MEfo| ZQ 8t 1M @A QlL|Ct O|0|E BF = AWS Well-Architected Framework2| EoF 4=! 41
d ARLICH AHMIEH LI 2 |O|E EF7E & XRSHAAIR
HIO|E| EB|ZE
Z2HM Oo|Eet ML 22! &F&0i AFSEl Cl|Oo|E] 7+He| & §F ®to| EE= AlZh Autof HE /=]
dlolE{e| o|O0| Y= Het Lo EBIZE= ML 2E oS0 MUl EA MEtM 4l ZHME

MetAld = AU&LCH

30


https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html
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https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html
https://aws.amazon.com/what-is/electronic-data-interchange/
https://aws.amazon.com/what-is/electronic-data-interchange/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
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https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
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