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Bridge model with separate databases
(separate databases in a single instance)

PostgreSQL
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DBMSO|AO| 7|s2 &M3tste JdeL|Ct RLSOHIE X|HE Lol Zt2 7|Ho 2 H|0|E{ &of CHEH H
MAE TEfZsts 5ejo| ZHELICH S 7hx| WS ASstof ClOlE{] Tt AMAE TEIZE 4

A&LICH.

- E|o|22] X|HE HIO|E ¥ #Al PostgreSQL A& A+O| Zf1t HIm gHLICH 23218 PostgreSQL
ASAtet SUFH Ho| Zt2 T AFSAIIF AMAE = A&LICH

- HO|E2| X|YEl CIO|E P2 ofZEIF 0| Mol M A5 HHELR] B 240t HwgfL|Ct 2HEFY HH=
o STt Yol 7t i MM Fof| AMAE = U&LICt
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B~ Zft H| W & LCtapp . current_tenant.

-- Create a table for our tenants with indexes on the primary key and the tenant’s name
CREATE TABLE tenant (

tenant_id UUID DEFAULT uuid_generate_v4() PRIMARY KEY,

name VARCHAR(255) UNIQUE,

status VARCHAR(64) CHECK (status IN ('active', 'suspended',6 'disabled')),

tier VARCHAR(64) CHECK (tier IN ('gold', 'silver', 'bronze'))

);

-- Create a table for users of a tenant
CREATE TABLE tenant_user (
user_id UUID DEFAULT uuid_generate_v4() PRIMARY KEY,
tenant_id UUID NOT NULL REFERENCES tenant (tenant_id) ON DELETE RESTRICT,
email VARCHAR(255) NOT NULL UNIQUE,
given_name VARCHAR(255) NOT NULL CHECK (given_name <> ''),
family_name VARCHAR(255) NOT NULL CHECK (family_name <> '')

);
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-- Turn on RLS
ALTER TABLE tenant ENABLE ROW LEVEL SECURITY;

-- Restrict read and write actions so tenants can only see their rows
-- Cast the UUID value in tenant_id to match the type current_setting
-- This policy implies a WITH CHECK that matches the USING clause
CREATE POLICY tenant_isolation_policy ON tenant

USING (tenant_id = current_setting('app.current_tenant')::UUID);

-- And do the same for the tenant users
ALTER TABLE tenant_user ENABLE ROW LEVEL SECURITY;

CREATE POLICY tenant_user_isolation_policy ON tenant_user
USING (tenant_id = current_setting('app.current_tenant')::UUID);
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