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Monitoring production services at Amazon(AWS re:Invent 2020 Z & M E{| 0| M)

Amazon Builders' Library: Operational Excellence at Amazon(AWS re:Invent 2021 = 2| E{| O] A1)
Observability best practices at Amazon(AWS re:Invent 2022 Z 2| M Ef| 0| M)

Instrumenting distributed systems for operational visibility(Amazon Builders' Library &A1)

Building dashboards for operational visibility(Amazon Builders' Library & A1)

O|HE ztZ|

AL 77 S(AE 0| o EX| Oh2)olA EXI7F HAHSS dE|s A HoHE X2l SI3t ol
E #a| T2 A7} 0bEAE|o] Qlofok BLICH o] ZRM|ANE S5 S0 2UA &od, 2X] of AL
olM, 011 2R E MHste Ol 20| El= 2/ s1Z0] CHE LRI M2 WAl 93t HE ~2o| X
stElofoF BFLICH T2{L} Bole YUtHo R BHE o2 BrAISHR| OfALICH EHY ofEE|H 0lMe Fof
ofl B4 E= CHE 042 ofZ2|70lMol UBLS 0| & QUaLICH WS Be I E ofZ 2|7 o|ME of
S5t T B BHO| HIHBA E512 0d3] Elo] 2UKIE Bto| Dot 2XIZ Al st sHEE £ el
SBL ZRO| R Tx0 MEl o] ZRMAN BY EEA 2 Elo] TRE £ ALt



https://docs.aws.amazon.com/whitepapers/latest/advanced-multi-az-resilience-patterns/multi-az-observability.html
https://docs.aws.amazon.com/whitepapers/latest/advanced-multi-az-resilience-patterns/multi-az-observability.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Embedded_Metric_Format.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Embedded_Metric_Format.html
https://youtu.be/hnPcf_Czbvw
https://youtu.be/7MrD4VSLC_w
https://youtu.be/zZPzXEBW4P8
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
https://aws.amazon.com/builders-library/building-dashboards-for-operational-visibility/

AWS HE 7ol S 8 F7| g3

OHIE BHE| Z2HAE MHSHE X QoIS CHAZEE S5 XIEE HYIMo =2 HEsfof Bt
7| HE S HE IO M50l 1 FEM &7 £ME olssts ol Z&0| ELich 0/ S8 =2
CiMOf AT e WS DIR[7| Ho| SHIQH BS HAS AHE & ASLICH YBED EFSHE WA
2 RIES AW TR 082 B 4 UKIP SEA Sol9t A7 EXIH BLLICH

Che YA CIARE WE U 29 X|E HEol Cfet 25 A2l S MSFLICH

« Building dashboards for operational visibility(Amazon Builders' Library & A{)

« Amazon's approach to failing successfully(AWS re:Invent 2019 Z 2| MEj| 0| M)
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https://aws.amazon.com/builders-library/building-dashboards-for-operational-visibility/
https://youtu.be/yQiRli2ZPxU
https://aws.amazon.com/architecture/well-architected/
https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/resilience-analysis-framework/introduction.html
https://wa.aws.amazon.com/wellarchitected/2020-07-02T19-33-23/wat.concept.gameday.en.html
https://aws.amazon.com/blogs/architecture/chaos-engineering-in-the-cloud/
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https://wa.aws.amazon.com/wellarchitected/2020-07-02T19-33-23/wat.concept.coe.en.html
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AWS MH|A:

* AWS Backup

+ AWS Elastic Disaster Recovery

* AWS Fault Injection Service (AWS FIS)
* AWS Resilience Hub

* Amazon Application Recovery Controller(ARC)

* AWS X-Ray

EZ230 HAIE & 7|Ak:

+ Availability and Beyond: Understanding and Improving the Resilience of Distributed Systems on
AWS

* AWS Fault Isolation Boundaries

* AWS Multi-Region Fundamentals

» Chaos Engineering in the cloud

» Continually assessing application resilience with AWS Resilience Hub and AWS CodePipeline

» Disaster Recovery of On-Premises Applications to AWS

o AZ|AM 2= - AWS Well-Architected Framework

* Resilience analysis framework
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https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/resilience-hub/latest/userguide/what-is.html
https://docs.aws.amazon.com/r53recovery/latest/dg/what-is-route53-recovery.html
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/availability-and-beyond-improving-resilience.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/availability-and-beyond-improving-resilience.html
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/whitepapers/latest/aws-multi-region-fundamentals/aws-multi-region-fundamentals.html
https://aws.amazon.com/blogs/architecture/chaos-engineering-in-the-cloud/
https://aws.amazon.com/blogs/architecture/continually-assessing-application-resilience-with-aws-resilience-hub-and-aws-codepipeline/
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-of-on-premises-applications-to-aws/abstract-and-introduction.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/resilience-analysis-framework/
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» Bruno Emer, Principal Solutions Architect, AWS

+ Clark Richey, Principal Solutions Architect, AWS

» Elaine Harvey, General Manager, Reliability Services, AWS
» Jason Barto, Principal Solutions Architect, AWS

» John Formento, Principal Solutions Architect, AWS

* Lisi Lewis, Sr. Product Marketing Manager, AWS

» Michael Haken, Principal Solutions Architect, AWS

* Neeraj Kumar, Principal Solutions Architect, AWS

* Wangechi Doble, Principal Solutions Architect, AWS

24



I
o
il
4>
o2
R
N
3]
o
i
Jo
ju

AWS HE 7to|=

=M 7|5

Orel 04| O] 7FO|EC =Q B4 20 “:”EO Q SLICEH €
I'H '" | I' | |‘I‘.u. ;oAI'é |A |'| I | I' 2
. O

RSS I|EE S35 AL.

nx

2023H 10 6

25



https://docs.aws.amazon.com/prescriptive-guidance/latest/resilience-lifecycle-framework/resilience-lifecycle-framework.rss
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://aws.amazon.com/compliance/shared-responsibility-model/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/

AWS HE 7tol= S 8 F7| g3

HYHAE
MBA &2 HEE AlZaolMstod HMH B E HXIstHL 858 ZLIEZstE A2 T
el AlA™- HIAELICH Amazon CloudWatch SyntheticsE A8 3104 0|28t EIAEE Mg

tags
AWS Z|AAE T M5H7| 28t HIEIH|O|E V&g 2 ste FI-2f Ho{YLICH EfIE AFE5HH 2|4
AE &2A #E|, Ay, He|, dM, ZE{>2lg & U&LICH REAIEH LI 2 AWS E|A A0 EfT K|
HE F=EsIAAR

CHA B
XE MLOIM o &S5tedE 2o 2, 21 Bt &HL|Ch 02 S04, MZE MM A CHA B =
N&E Z2&d £ Ad&Lict

XFo4 2=

o B — B B |
2 M MES FHEE O AEEE TFQULICE 2Y SEols HE 9| 72 2H=2 5

OF & Ut 5Q] B2 0| ZBHEI0] U&LICH 2t UB Kol CHEH 014 22 AlZH ARK U Y &

= U= CIOIHE XMBste ZLch &3 ololEol= ME ol Z& E|o{of &L
2 ¢ dio|E{olM CH& (ol Ested= H)oll &= Clole &8 oHE
£ Yxst= ML 2Eg EHELICE JH kg ML 22 S ALS5tod Ch

OOIHETL QIF AAR0IM ZtHE +st7| flol ZEE + U= &+ = APIRILICH



https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
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https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
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https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html

e

AWS HE 7to|=

gz
TZH CHHH o Z 2| 0|A10|L} BHollE = Z M|A ZHO| HIRL|A 7Fz|E &E5t= 24
Lct.

Qg AEZ]

olo|ago|lMd Z2XMEMH EX 2
O|x|gt ZEMEO|CIE YFTAERIE X[HE
oM 2M&=2| X, Aol A&, oto|zio]4 M
AEZI2 0|3t xw° olo|a ol KIFZAE
o ZZ|7o|ME Oto|as|o[MEfLct.

WORM

Write Once, Read Many(WORM)E & = 5HA]

WQF

AWS Workload Qualification FrameworkE £ Z35HA|2.

Write Once Read Many(WORM)

GIOJEIE B ¥ 4T HlOIE{7} ARIEIHLE +HEIR ES s AEEIX| 2L
' | 4 UKIEH CIOJES WA Sk o

MERE HRE BHE of2] H OIO[EE 212 =
2EZ|X| QlEats HE =7tsE 522 thFEU o

Z
MZolo| Azl

M ZO| 0] F[ef 4
MZd|o| F ek

M AT WA 8 T FIARILICH I3 BRIRE Ol R
of AlARIS BZE 4 UALICH HYRHE BZ0| ZDtE FANS QIXIsHE

XAl A8 5H0{ EHA T E R 2[sHoF & LICH MZ4F
BRI A ZEZET AE

EHATE + 35| 2
Lic LLME A £34E x|AlS
Ef AT Oo| S M zEx Eo| E &0 et &

M Q=
L|Ct. o] dIofH

I3 LLMoll BEE MSskRIEE etioll =& 0] &= &%) = XS




AWS HE 7to|=

I
o
il

ZH| oj=Z2|7o|M

gz CcPU & 22| AH8F 0| 5% O|EHe
cigt ofE 2|7 0| E ME EXlste WOl

oHZz|7o|MHelL|ct. oto|z a0l ZE2ME|MHE 0]
o]

U QLT

68



AWS 3 7hol= e B LE

7|Al #HAL 2 XS Els HAULICH MBS E HAL HE Ho{o| Lig0| 4&ste BRols Fol HH

Ixix



	AWS 권장 가이드
	Table of Contents
	복원력 수명 주기 프레임워크: 복원력 개선에 대한 지속적 접근 방식
	용어 및 정의
	지속적 복원력

	1단계: 목표 설정
	중요한 애플리케이션 매핑
	사용자 스토리 매핑
	측정 정의
	추가 측정 생성

	2단계: 설계 및 구현
	AWS Well-Architected 프레임워크
	종속성 이해
	재해 복구 전략
	CI/CD 전략 정의
	ORR 수행
	AWS 장애 격리 경계 이해
	응답 선택
	복원력 모델링
	페일 세이프

	3단계: 평가 및 테스트
	배포 전 활동
	환경 설계
	통합 테스트하기
	자동화된 배포 파이프라인
	로드 테스트.

	배포 후 활동
	복원력 평가 수행
	DR 테스트
	드리프트 감지
	가상 테스트
	카오스 엔지니어링


	4단계: 운영
	관찰성
	이벤트 관리
	지속적 복원력

	5단계: 대응 및 학습
	인시던트 분석 보고서 생성
	운영 검토 수행
	경보 성능 검토
	경보 정밀도
	거짓 긍정
	거짓 부정
	중복 알림

	지표 검토 수행
	교육 및 지원 제공
	인시던트 지식 기반 생성
	심층 복원력 구현

	결론 및 리소스
	기여자
	문서 기록
	AWS 권장 가이드 용어집
	숫자
	A
	B
	C
	D
	E
	F
	G
	H
	I
	L
	M
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	Z

	

