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https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/architecture/index#source-build
https://docs.redhat.com/en/documentation/openshift_container_platform/4.1/html/authentication/using-rbac
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.17
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17
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Cluster name

Secret (from Red Hat account)

Other configuration data
Bootstrap node

Infrastructure data ,7|
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Compute node

Node-specific
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Red Hat OpenShift 2E{AEE T 2H|X{J5t2{™ AWSHA rosa CLIE A x|5t1 AWS Command
Line Interface (AWS CLI)7t AWS H ™ E 7t2|7|=X| #QlgL|ct. 27 CHS rosa CLIE AFE35H0 &
E2 TSI CtS RAte BES AE5t0] 2HAHE Z2H|XEE &= J}U&LICH

rosa verify permissions [arguments]
rosa download oc

rosa verify quota [arguments]
rosa init --token=<token>
rosa create cluster --cluster-name=<cluster_name>

ZeHAE7H Z2H|XM'IEH OpenShift BHEE ALE35t0 0|E & e & U&LICH

oc get nodes (list all nodes if connected to cluster)

IPI (M| — rosa CLI AFS 6


https://docs.openshift.com/rosa/rosa_getting_started/rosa-getting-started.html
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oc get ns (list all namespaces)
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IPI oAl - openshift-install A

openshift-install2 SHAHE HEH M= o A E = U= BB E fEEIEIYLICE o]
HH2 install-config.yaml I +=HE S8l o= ol RUEE MBS ELICH o] MdoiM=
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1. Red Hat & MfO|E0M Mx| Z2322 C}

2. m7|X|e| ¢F2 ELICH

o

2 3fLCHRed Hat A 2Q).

tar xvf openshift-install-linux.tar.gz

3. Mx|C|HEZ|E AlEE5t T create cluster B2 AldstL|Ct

./openshift-install create cluster --dir <installation_directory> --log-level=info

4. MAx|E AR X|H5t2{H install-config.yaml ItUS MAErL|CEH

./openshift-install create install-config --dir <installation_directory>

IPI 0i|Af| - openshift-install AMS 7


https://docs.openshift.com/rosa/cli_reference/openshift_cli/getting-started-cli.html
https://docs.openshift.com/container-platform/4.6/installing/installing_aws/installing-aws-default.html
https://console.redhat.com/openshift/install
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apiVersion: vl
baseDomain: sample.com
credentialsMode: Mint
controlPlane:

hyperthreading: Enabled
name: master
platform:

aws:

zones:

- us-east-2a

- us-east-2b

rootVolume:
iops: 4000
size: 500
type: iol

type: m5.xlarge
replicas: 3

compute:

- hyperthreading: Enabled
name: worker
platform:

aws:
rootVolume:
iops: 2000
size: 500
type: iol
type: c5.4xlarge
zones:

- us-east-2c
replicas: 3
metadata:
name: sample-cluster
networking:
clusterNetwork:
- cidr: 10.128.0.0/14
hostPrefix: 23
machineNetwork:
10.0.0.0/16
networkType: OpenShiftSDN
serviceNetwork:

- cidr:

IPI 0i|Af| - openshift-install AMS


https://docs.openshift.com/container-platform/4.7/installing/installing_aws/installing-aws-customizations.html
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- 172.30.0.0/16
platform:
aws:
region: us-west-2
userTags:
adminContact: jdoe
costCenter: 7536
amiID: ami-96c6f8f7

serviceEndpoints:
- name: ec2
url: https://vpce-id.ec2.us-west-2.vpce.amazonaws.com
fips: false
sshKey: ssh-ed25519 AAAA...
pullSecret: '{"auths": ...}’
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oc get nodes

NAME STATUS ROLES AGE VERSION

master-@ Ready master 63m v1.13.4+b626c2fel
master-1 Ready master 63m v1.13.4+b626c2fel
master-2 Ready master 64m v1.13.4+b626c2fel

worker-@ NotReady worker 76s v1.13.4+b626c2fel
worker-1 NotReady worker 70s v1.13.4+b626c2fel

Ct2 BHE2 AE5t0{ ZE CIBME 8018 &= U&LICH
oc get csr -ojson | jq -r '.items[] | select(.status == {} ) | .metadata.name'

xargs oc adm certificate approve
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oc HHES AB57{Lt Red Hat 222 B304 ZE 2YAIT} Ready B0 2UEX|
aLict
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.1/html/installing/installing-on-user-provisioned-aws
https://docs.redhat.com/en/documentation/openshift_container_platform/4.1/html/installing/installing-on-user-provisioned-aws
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AWS Management Console0| & & QI8 &~ Ql&L|ct
aws cloudformation delete-stack --stack-name <name>
CHS B™¥E A8sto 28{AH Z=H[X{'JE OtELICh
/openshift-install --dir=<installation_directory> wait-for install-complete
INFO Waiting up to 30m@s for the cluster to initialize...
O[SHEHI Kt A BBHAEE MS3st7| Mol 28 &elstn @77t i X| =elgLct.
MR
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html/installing/installing-on-aws
https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#prerequisites
https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#installing-aws-customizations
https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#installing-aws-network-customizations
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#installing-aws-vpc
https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#installing-aws-private
https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#installing-aws-user-infra
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#installing-restricted-networks-aws
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https://docs.openshift.com/container-platform/4.7/authentication/remove-kubeadmin.html
https://docs.openshift.com/container-platform/4.7/post_installation_configuration/cluster-tasks.html#post-install-rotate-remove-cloud-creds
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#installing-aws-user-infra
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+ OpenShift ZAE[ 0| E31F AWS ZH{AH MHX|

+ Getting started with the OpenShift CLI(EE{AE ¢4 L E|AER)

AWS & X

+ Red Hat OpenShift Service on AWS (ROSA) AFHE MEM(E M)
+ Red Hat OpenShift Service on AWS: O} 7|Elx{ & HEJZ(EZO HAIE)
+ Architecture Patterns for Red Hat OpenShift on AWS(E 21 | AIE)
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#prerequisites
https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#prerequisites_installing-restricted-networks-aws-installer-provisioned
https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#installing-aws-vpc
https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#installing-aws-user-infra
https://docs.openshift.com/container-platform/4.7/installing/installing_aws/installing-restricted-networks-aws.html
https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#installing-aws-customizations
https://docs.redhat.com/en/documentation/openshift_container_platform/4.6/html-single/installing_on_aws/index
https://docs.openshift.com/container-platform/4.7/cli_reference/openshift_cli/getting-started-cli.html
https://docs.aws.amazon.com/ROSA/latest/userguide/what-is-rosa.html
https://aws.amazon.com/blogs/containers/red-hat-openshift-service-on-aws-architecture-and-networking/
https://aws.amazon.com/blogs/architecture/architecture-patterns-for-red-hat-openshift-on-aws/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html

AWS HE 7tol= Red Hat OpenShifte] AWS 734 &2

2ot &t
3 EMES £0{ 370 CHet MERS =0/ Z2MAQLICH f |4 ER5HK| &2 2l4aA A
7, &|A HEH Fo{o| Hot B Atel| 73, 74 IOl ELRF 7S HIF M S2 20| 07|
of Z&E =+ JaLict

Hot ME 4l O[HIE #E|(SIEM) AAH

Hot ME oha|(SIM)QF 2O O[HIE BHE|(SEM) A|ARIS ZAstst=
AH2 My, HIES|Z, C|HtolA 2 7|EF AA0M CIO[E{E £ Z
oF 2 E EXIstT LIS Mgt

Hot o|HEo RAHi5 o= %E%MLF OI% %H7='6+_'.=_% HAE AP Holx|

R e C
o 1
o
iy
ro
>
ofn
ton
rr
HT
e
H
> ]]II
Pl
E
ru
JL
9,_
rr
E
o
o
m
rr
om g
Ral
A

rrm

x
T
I
i)
ok
Yo

CH& ol M CIOIEIE =413t AWS AH|A of 2|t Ci|o|E =3t
MH|£ X|o{ ZR4(SCP)

||:+ SCPE o1 =
X8 4 QlAL|CH KFAIEH LY

of CHEH TR "*QIURLO'LIEFAWSA‘IHlA. = ZQIE %A+ 5104 CHAY MH|AO| =2 2] g

=
Alo 2 o448 £ QI&LICH RHAIEE L2 AWS Lt 2 X O] AWS MH|A JIEZQIEE R ZX5HA
A2,
MH|A =&0of 2H8F H 2 (SLA)

IT 2I0] TZYoH| MIZ5t7|2 b4 8t LIS (ol: MHIA 7HS AlZH I A5)2 BAIRH AlerelLict



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
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https://martinfowler.com/bliki/StranglerFigApplication.html
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https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
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https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
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