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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyPresignedOverl5Minutes",
"Effect": "Deny",
"Action": "s3:*",
"Resource": "*",
"Condition": {
"NumericGreaterThan": {
"s3:signatureAge": "900000"
}
}
I
{
"Sid": "DenySignatureVersion2",
"Effect": "Deny",
"Action": "s3:*",
"Resource": "*",
"Condition": {
"StringEquals": {
"s3:signatureversion": "AWS"
}
}
}
]
}
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{

"Version": "2012-10-17",
"Statement": [

{
"Sid": "DenyPresignedOverl5Minutes",
"Effect": "Deny",
"Action": "s3:*",
"Resource": "*"

"Condition": {
"NumericGreaterThan": {
"s3:signatureAge": "900000"
.
"StringNotEquals": {
"aws:PrincipalTag/long-presigned-allowed": "true"
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https://github.com/aws-samples/data-perimeter-policy-examples/blob/main/README.md
https://github.com/aws-samples/data-perimeter-policy-examples/blob/main/README.md
https://github.com/aws-samples/data-perimeter-policy-examples/blob/main/service_control_policies/data_perimeter_governance_scp.json
https://github.com/aws-samples/data-perimeter-policy-examples/blob/main/service_control_policies/data_perimeter_governance_scp.json
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_session-tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyPresignedOver15MinWithExceptions",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::{bucket-name}/*",
"Condition": {
"NumericGreaterThan": {
"s3:signatureAge": "900000"
I
"StringNotEquals": {
"aws:PrincipalTag/long-presigned-allowed": "true"

"Sid": "DenyPresignedOverl5MinutesOutsideOrg",
"Effect": "Deny",

"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::{bucket-name}/*",
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"Condition": {
"NumericGreaterThan": {
"s3:signatureAge": "900000"
.
"StringNotEquals": {

"aws:PrincipalOrgID": "${aws:ResourceOrgID}"
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyPresignedOver15MinWithExceptions",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::*/*",
"Condition": {
"NumericGreaterThan": {
"s3:signatureAge": "900000"
.
"StringNotEquals": {
"aws:PrincipalTag/long-presigned-allowed": "true",
}
}
},
2lAA Ko HA 17


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html#actions-not-restricted-by-rcps
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{

"Sid": "DenyPresignedOverl5MinutesOutsideOrg",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::*/*",
"Condition": {
"NumericGreaterThan": {
"s3:signatureAge": "900000"
.
"StringNotEquals": {
"aws:PrincipalOrgID": "${aws:ResourceOrgID}"
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "DenyNonHeaderAuth",
"Effect": "Deny",
"Action": "s3:*",
"Resource": "*",
"Condition": {

"StringNotEquals": {
"s3:authType": "REST-HEADER",
"aws:PrincipalTag/non-header-auth-allowed": "true"

}

}
}

s3:authType& 7t=BY


https://docs.aws.amazon.com/AmazonS3/latest/API/sigv4-query-string-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sigv4-authentication-HTTPPOST.html
https://docs.aws.amazon.com/AmazonS3/latest/API/bucket-policy-s3-sigv4-conditions.html
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyNonHeaderAuth",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::{bucket-name}/*",
"Condition": {
"StringNotEquals": {
"s3:authType": "REST-HEADER",
"aws:PrincipalTag/non-header-auth-allowed": "true"
}
}
}
]
}
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyNonHeaderAuth",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::{bucket-name}/*",
"Condition": {
"StringNotEquals": {
"s3:authType": "REST-HEADER",
"aws:PrincipalTag/non-header-auth-allowed": "true"
},
"Bool": {
"aws:ViaAWSService": "false"
.
}
}
]
}
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_unique.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/tagging-and-policies.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/tagging-and-policies.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-principal-properties
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-role-session-properties
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-network-properties
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_revoke-sessions.html#revoke-session-policy
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_revoke-sessions.html#revoke-session-policy
https://docs.aws.amazon.com/cli/latest/reference/iam/update-access-key.html
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/amazons3-ol-change.html
https://aws.amazon.com/s3/features/object-lambda/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/olap-security.html#olap-access-points-security
https://docs.aws.amazon.com/AmazonS3/latest/userguide/olap-security.html#olap-access-points-security
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_CopyObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPartCopy.html
https://docs.aws.amazon.com/lambda/latest/dg/API_GetFunction.html
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https://docs.aws.amazon.com/lambda/latest/dg/API_ListTags.html
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https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_GetDownloadUrlForLayer.html
https://docs.aws.amazon.com/redshift/latest/dg/r_CREATE_EXTERNAL_SCHEMA.html
https://docs.aws.amazon.com/redshift/latest/mgmt/spectrum-enhanced-vpc.html#spectrum-enhanced-vpc-considerations-policies
https://docs.aws.amazon.com/redshift/latest/mgmt/spectrum-enhanced-vpc.html#spectrum-enhanced-vpc-considerations-policies
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_CreatePresignedDomainUrl.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_CreatePresignedNotebookInstanceUrl.html
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https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_CreatePresignedDomainUrl.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_CreatePresignedNotebookInstanceUrl.html
https://docs.aws.amazon.com/sagemaker/latest/dg/howitworks-access-ws.html
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https://docs.aws.amazon.com/redshift/latest/mgmt/spectrum-enhanced-vpc.html
https://docs.aws.amazon.com/redshift/latest/mgmt/spectrum-enhanced-vpc.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/presigned-url-best-practices/presigned-url-best-practices.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/presigned-url-best-practices/additional-guardrails.html
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