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aws configure

AWS Access Key ID [NoneJ: XXXXXXXXXXXXXXXX

AWS Secret Access Key [NoneJ: XXXXXXXXXXXXXXXXXXXXXXXXX
Default region name [None]: <specify region name>
Default output format [None]: json
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https://www.nuget.org/packages/AWS.Logger.AspNetCore/
https://github.com/aws/aws-logging-dotnet/tree/master/samples/AspNetCore
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https://visualstudio.microsoft.com/downloads/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
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AWSSDK.SecretsManager.Caching
2. Program.cs I+J0iM CtZa Zo| #HEELICH

+ Amazon.SecretsManager WIAHO|A(1)E F7IELICH.

using Amazon.SecretsManager;

- MHlA@2)2 S=3fLch

builder.Services.AddScoped<IAmazonSecretsManager>(x =>
new AmazonSecretsManagerClient(RegionEndpoint.EUWest2)

);

-using Amazon;
using Amazon.Extensions.NETCore.Setup;
| using Amazon.SecretsManager;|

var builder = WebApplication.CreateBuilder(args);
// Add services to the container.

builder.Services.AddControllers();

// Learn more about configuring Swagger/OpenAPI at https://aka.ms/aspnetcore/swashbuckle
builder.Services.AddEndpointsApiExplorer();

builder.Services.AddSwaggerGen();

builder.Logging.AddAWSProvider();

// When you need logging below set the minimum level. Otherwise the logging framework will
builder.Logging.SetMinimunLevel(Loglevel.Debug);

- builder.Configuration. AddSystemsManager("/dev/myapp/", new AWSOptions

{
Region = RegionEndpoint.EUWest2
};
builder.Services.AddScoped<IAmazonSecretsManager>(x => e
new AmazonSecretsManagerClient(RegionEndpoint.EUWest2)
)

builder.Services.AddHealthChecks();
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private readonly IAmazonSecretsManager _secretsManager;

public SecretsController(IAmazonSecretsManager secretsManager)

{

_secretsManager = secretsManager;

+ GetSecret HME((2)E F&FLICH

string secretName = "arn:aws:secretsmanager:eu-west-2:111122223333:secret:dev/
myapp/tenant-gSj6qd";

GetSecretValueRequest request = new GetSecretValueRequest();

request.SecretId = secretName;

request.VersionStage = "AWSCURRENT";

Task<GetSecretValueResponse> response =
_secretsManager.GetSecretValueAsync(request);

return Ok(new { Secret = response.Result.SecretString });

047|A 1111222233332 A ™ IDE LIEFHLICE.

[Route("api/[controller]”)]
[ApiController]

public class SecretsController : ControllerBase

{

private readonly IAmazonSecretsManager _secretsManager;

public SecretsController(IAmazonSecretsManager secretsManager) o
{
_secretsManager = secretsManager;
}
[Ht:pGet]
public IActionResult GetSecret() 9
{
string secretName = "arn:aws:secretsmanager:eu-west-2:[l :secret :dev/myapp/tenant-gSj6qd";
GetSecretValueRequest request = new GetSecretUalueRequest();
request.Secretld = secretName;
request.VersionStage = "AWSCURRENT";
Task<GetSecretValueResponse> response = _secretsManager.GetSecretValueAsync(request);
return Ok(new { Secret = response.Result.SecretString });
}
® Note

secretName= 20 &5 9| O|& E= Amazon 2lAA O|F(ARN)S & AR LICH EoF ¢
I.

= A =
27t ‘M8 K™ Secrets Manager 2 &0 A0| 4t AMe = U &LICtH secretName 8™
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« Microsoft Visual Studio, M %|E

« AWS Command Line Interface (AWS CLI) HH™ 2,0 AWS H"H HMASIEE x| L FHE(X

A7)

« AWS Toolkit for Visual Studio, & E(X|&! & X)

- Secrets Manager 2& E=E AE35t0{ M4 El Systems Manager It2t0/E{ AWS CLI

of K|
ASP.NET Core & oOHZ 2|71|0|M EE= APIC| Tl2tO|E{ AE0{0f|AM 2t M StE{H™:

1. ASP.NET Core & API0| Ct= NuGet TH7|X|E F7}&LICT

Amazon.Extensions.Configuration.SystemsManager
2. Program.cs ItYo|AM CtZ Z 0| ¢HEELICY.

- using 2(1)2 F7+gfLICH

using Amazon;
using Amazon.Extensions.NETCore.Setup;

« AWS Systems Manager #4(2)& F7}&HLICt

oi2tolef AE0f 7o 12


https://visualstudio.microsoft.com/downloads/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/toolkit-for-visual-studio/latest/user-guide/setup.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/parameter-create-console.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/param-create-cli.html
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builder.Configuration.AddSystemsManager("/dev/myapp", new AWSOptions

{
Region = RegionEndpoint.EUWest2

1)

using Amazon;
using Amazon.Extensions.NETCore.Setup; o

using Amazon.SecretsManager;

var builder = WebApplication.CreateBuilder(args);
// Add services to the container.

builder.Services.AddControllers();

// Learn more about configuring Swagger/OpenAPI at
builder.Services.AddEndpointsApiExplorer();
builder.Services.AddSwaggerGen();
builder.Logging.AddAWSProvider();

// When you need logging below set the minimum level. Otherwise the logging framework will
builder.Logging.SetMinimunlLevel(LoglLevel.Debug);

- builder.Configuration.AddSystemsManager("/dev/myapp/", new AWSOptiens
{ 12
Region = RegionEndpoint.EUlWest2
};

builder.Services.AddScoped<IAmazonSecretsManager>(x =>
new AmazonSecretsManagerClient(RegionEndpoint.EUWest2)

);

builder.Services.AddHealthChecks();

(® Note

SHMoZ &= g4 H ()M /myapp/dev & RegionEndPoint Zt2tO|E{E & & 3H0F
gfLICtRegion = RegionEndpoint.GetBySystemName("eu-west-2"). ZE2=HM
280l olzqet gt2 t=EIYSHR| Ot AR,

3. MEoHA TS dM5tT 0|F2 2 X|HELICtParameterOptions.cs. S P Ot 32

public class ParameterOptions

{
public const string ParameterName = "Tenant";
public string keyl { get; set; } = string.Empty;
public string key2 { get; set; } = string.Empty;
}

4. Parameter Store0l| A /2 AMste{H HEED SehA T (0 valuesController.cs)E Ot
S Zo| HEg Lot
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« AERH(1)E FIHeELICH

private readonly IConfiguration _configuration;
public ParametersController(IConfiguration configuration)

{

_configuration = configuration;

+ Parameter Store(2)0lA Z2t2 ZAMELICEH

var parameterOptions = new ParameterOptions();

_configuration.GetSection(ParameterOptions.ParameterName).Bind(parameterOptions);

return new string[] {
parameterOptions.keyl,
parameterOptions.key2

i

[Route("api/[controller]*)]
[ApiController]

public class ParametersController : ControllerBase o
{

private readonly IConfiguration _cenfiguration;

public ParametersController(IConfiguration configuration)

{

_configuration = configuration;

}

/{ GET: api/<ParametersController>
[HttpGet]

public IEnumerable<string> Get() 9
{

var parameterOptions = new ParameterOptions();
_configuration.GetSection(ParameterOptions.ParameterName).Bind(parameterOptions);

return new string[] {
parameterOptions.keyl,
parameterOptions. key2
}

« AWS Secrets Manager 1Al Lambda & <(GitHub 2|ZX|E2])

« AWS Systems Manager& .NET 74 =%, MEZ Z{(GitHub 2|ZX|E2)
0

« NET(E¢9 E21)0|M Secrets Manager Zct0|ME & 7H2IS AI8 5t



https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas
https://github.com/aws/aws-dotnet-extensions-configuration/tree/master/samples/Samples
https://aws.amazon.com/blogs/security/how-to-use-aws-secrets-manager-client-side-caching-in-dotnet/
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/monitoring-health-checks.html
https://docs.microsoft.com/en-us/aspnet/core/host-and-deploy/health-checks?view=aspnetcore-5.0
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/managedservices/latest/userguide/code-suite.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-net-applications-security/modernization-net-applications-security.rss
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https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
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