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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/tools-integration.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/welcome.html
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https://aws.amazon.com/what-is/large-language-model/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
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https://aws.amazon.com/what-is/machine-learning/
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https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/building-mechanisms.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
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AWS HZt 7lo|= oto|a 2 MH|A S| H|O|E] X|&M X[

CH+ 2 0Fo|22f|o|Ad

OfZE(70ld ZEEE|20| CHCH~E {0|EE Soll 2EtRE= 0|Sste Z2MAR, Zt 9o|E
oM O B2 oiECI7H 0| M0|  HE £ 2 O|SELICH O BAH0i M= oI EtAH| M Hi2 2
AtEiet B ES AFEstod B, =7 & Z2 M4 0| 0to|ae oM HER|E F3dsto] AkS3t A BIY
M3 Soll fla == oto|aeloldE ZhAastefLICH 0|7d2 AWS 00|180]4d T1=Fo| M| &
A L C

olo|zgilo|Md HE 2

rlo

1S
| O

AHSste|T 2IMet M2 A2 S8 QI3 ZE oto|aB|o|ME ZtASHsHE Chr|s 'BIQILCt ool
Joio|d HEZ| Blofz YitMo 2 AXZIENM Yite Y, HIZLA BA471 & AR}, O1O|
Jgio|M A X|L|of, FHE Rt, DevOps ™= 747t Z&HELICH AE{ZEt0|= o ZEE[FH 0| X EEE]
L9[20~50%= B M2 YAo=2 2[M3lE = Q= UEEls HEHORE M0 U&LICH KA
gt L1822 o] 2EI= MEQ| Ect<E 0to|ad o] HEZ| 70|=2t oto|z 20| HE2[of CHEt

O XK =
M2 ATSAAIR.

oto|zd|o|44 HIEtE O|E

ofolaEolMg etashs ol W # ofZal7olM L Aol CiEt & 2zt ofo|aaolM mEols
M2 CI2 nlo|22o|A HIEFE|0|E] ME7F ZQ 3|t ofo|1a[o]A HIEIE|0|Ele] o 2= CHAt
Meyl Hot 0 & 3l AWS A& 0| & LCt.

oFo|28|0|Ad mEd

MEE[= oto|aa|o|M M2f, oro|ad|o|M CHaf, aoto|as|o[M o ZE2|AH0|M EE= MH|AE KA
o| dHst= ghF 7t otolad|ofM R4 lLICt. 0d: AWS Application Migration ServiceE A&
5l04 Amazon EC22 0Oto|ado|ME E|ZAEIELICE

Migration Portfolio Assessment(MPA)

2 nto|ailo|Mat7| 9IEt HIZLIA AIE A7 28 BEE
AWS ZEIRE. MPAE MMt ZEZZ|Q HINMH HE A2 =
g0l H|E 2492t 0to|1ai|o|M A (o E 2|7 0| M Hlo[Ef & Olef =%, ofZ 2|7 0]
M aE3s}, oto|adold 249 XIH, YolE HE)S MSELch MPA EH(2IQ ER)E 2
£ AWS ZEEHEQ APN MEL{ AMLHETI FEE2 ASE = Q)

olo|z2gio|Ad &H| AEH WIHMRA)
AWS CAFE AtE35t0

SIS
T, A= AR 5 AT 2

= [—
o|M &=H| 7t0|EE & ZE5HAAI2. MRAE AWS O0|284|0|M M2Fo| & EHmY EHAH|I Q)L



https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-factory-cloudendure/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://mpa.accelerate.amazonaws.com/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/

AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

oto|zzeilol4d H=f

9Z2EE 2 nto|adolMshe Ol AHSEIE M2 WAIRILICH AWS B2tRE.
80{Zlo| 7R B =2 AE D T2 ntol2B01MS T4 85t 2lsH 5 S

#Hchat
HISS M BB FO0IT HAS B3| I3 TARIHA EE D=4l ohEaIA o)A
I ST olzatE Betesol M E2A0|: 718 A0| £ AIAHOR MEtsHE ZeLich
REMIEH LIS 2 o ohZ BIA| 0144 BAChSH TS A SHMS AWS SEH2E

#HCHst ZH| Aef ot
£ = OfE2|FH|0l40] BThEt FH| AEHS THetstT, OF, 9IE W B4 Agstn, T3] 3T
OHEZIHOIM| #3 MEIE DL & KIHY 4 QXIS Helsts ol Z0| Sl BotelLic
Tl AT ChA of7|=iR|ol AR, HChS ZRMA 0| T TS Ol UAE S RHMIS| s
2o 3 mhotE HAHE siAshy| S A% AEILICH AHMIE LIS 2 of ofE 2l 0l4dof Chet
FiCHsh Z 0l AEl BoHE AZSHML AWS ZBt2C

2= BB OIM(BEEIA RF)

2UsHA HAPE ZENAS AFS5H0] B MHIAR AHEIE OHEEIHOIMILICH D=4 of
2|7/ 0l Mol 2 7hX| EH0| RlesLICh Bt OB EIAH 014 JIS0ll Chet +27+ SFsHH TA) of
7|=i% 728 ZSH0k BLICH T HlolAT} HXIH 2i=alA| ofEEIAOIMS Tls
L JHAMSHE HE of SESHZILICH Ol2{3t 2HIE s#Z5t7| 215 0Ho| 22 MulA of 7=
3 4 QaLIch AHAIE I8 DHO|S2MEIAR Dal4 98 2318 A XA,

J—m m|o
2Py
ﬁw_
Q'I_l
X

MPA

Oro|aeiol/M XEZEE|Q BIHE HESHAMIR.

MQTT

HAIXKICH7|E HE E5H TMES HESAMR.

HE|ZCHA EF
0ic{ EEiA0f CHE o F(271 ol & o At & stLt o F)E dgsts Ol =20| =le Z2MAL
Ct. o & S04, ML 2&0| '0| M &2 MR7t2, ASAQIIR, FUERIIIR? E= 0l 10| 7HE

HHE 4E ME HFe FRUIIR?EtT 22 = J&LICH



https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html

AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

28 7t et

ol

—

oIr
ro
|H

ZZEHM QI ECE Qo 7|& QIZ2tE UO|0|EStD =™l ZEQULICH gy, AME|M I
& 7tsM8E %'%Ol | @31 AWS Well-Architected Frameworke 9473 £7l58t QlZ 22 2
HEZEASE Ag HYEELICH

LE[T HMHA KMo HZEsHM L.

olo|adjlojM Z2MA B AA I 27 FSEE|E oFo|adolM YWedlLICH o] 2 71E &
X| B7tE itstH YEtMoz 21 S26tX| pf2 3 ==0f AFSELICH

Ol
A SEE HEstMR

OLA

rr

AAQERCE Qmalol AE|E MEHsHX| 25T CHA AlARIO] 2 AFSHE OFO| a0l el
o} Y32 Cof (7T ofZ2iFolMe Dol aaolM EolE A4 RS 4+ Qe of we
HE EX| AP EE AlASE St YHHoR EQ3 REM a2 Cof AR ELICH

OPC-UA

ofr

Open Process Communications - Unified Architecture& & Z35tMIR.

Open Process Communications - & & 0OF7|ElX{(OPC-UA)

|8t M2M(Machinemachine-to-machine) &4 ZZ £ 2 QlL|C}. OPC-UAE Oi|O|E]

3, Q15 S Het o MALt 42 28H EES MIELICHL

mo rx
bor 12
Pal
Ol
o
i
4o




_?,l__]

AWS #E Jtol= 00|22 M4 o] H|ofE] XI& A X

CIANHE 2 7t Zolo| B1e|E o|d, Bot, ¥t EE= £0|= o =20 &l
H AL M I SIAEQLICH REAMIEH LHE 2 AWS Well-Architected Framework
(ORR)E HZ3HML.

29 7|=(0T)

10 r

S2|1M 230 A ZrSotod M4 24, BH| Azt E Xo{ste stE 0] D AZEL 0] AlA
HALICH MZoM OT X HE 7|&(IT) AlARCe| S& 2 Industry 4.0 S alof st T L|ct

ZEIRE0M 2GS et Z2EMAE FH| A=, XS5t X S S seterch xpAIEH LY
2 28 SE 7I0|EE HATIMAIR

=Y EHY
ZEAWS A Ll 2Eof CHet 2 E o|HEE ZZ AWS CloudTrail st=0llAM MAE FX{QlL|C}
AWS Organizations. O] EB|Y2 Z=Zlof &8 2 AWS A& of MAE|D ZF HHo| 258 FXg
LICt RkAM[EH LI& 2 CloudTrail A A{9Q| Creating a trail for an organizationg & XA AIL.

A X 874 Z2|(0OCM)

ALE, 28t 2 2

Ct. OCM2 145} =i 5

M EE0| ME2S AlAH 9l M2k ZFH|shD MEHE 4 QT = X|MELICH AWS

2o|ME ECtRE AE Z2MEN EREt

LICH REM[EF LI 2 AL
22| AMA X04(OAC)

Gl B EolM BOHsta Tholxiel HIALIA S
xH EH
y

oo
d
o
[N
M
ik
P
_o'l_l
>
>
o O

CloudFrontoll A Amazon Simple Storage Service(S3) 2HIXE 253517 25 HMAE AEtete
12 SMULICH OACE AWS KMS (SSE-KMS)E AI&8 2 E MH & f£3F AWS 2|72t S3 H
Zlof CHEt 5% PUT X DELETE 2HMIM 2& S3 HAE RIRELICH.

Q2|7 YA ID(OAI)

CloudFront0l A Amazon S3 2ZEIXE H35517| {6l HMAE MEtsteE SMHULICE
5t CloudFront= Amazon S37} Q15 & £+ = EOF T E MMELICI CISE Hot FA=



https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-ocm/

AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

S Sallfpt 53 t7lo] ZHXO| AMAE £ USLICH Of MESHET HAE

OACE EZSIAAR.

X CloudFront Hi &
HM|A Mo{E M2t

ORR

28 72 HZsHMR.

OlRHIRE (S

<
B
@)

AWS Security Reference Architecture0ll M= OHE E|70|MI o Hl2 21
O|&E EZ35t7| flol QIHI2E, oObRHI2E X HAF VPCE HERIZ HHE

LICH

P
et A

ArERLE 4o 7HE = Qe ZICH HetE ddst7| 28 IAM EoF Ao AAE= IAM EE[
k=1 S

= x
[ =
FHRIL|CH REM[EH LB 2 1AM B A e| HEr ZHE HESHA AL,

FHRl Algd HE (PII)

x|3 E7{L} CHE 23 OlO[E{S BT W2 XIS I JHRlo) AIME BElMeR SR Ol AR
£ ol HEQILICH POl o2 OB, 4, 912 K2 50| gL

et iy 28 7152 M3ste S oro|sojdn #EE S HXsteE Lol A
Yol EAULICH EBo]S2 A3 E, AS3tE HS = ristE #E2 2Ysie o 22
et ZEMALEEA 290 HEE F[E + U&LICH



https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

PLM

o T
et S HolstHLHANAE 338 7[gh FA X)), AMA ZHE XI™HSHHLHEIA A 78 H2 & X)),
ZEo| 2 E A-of cigt 2[cH HetE Holg = /U= Z*| AWS Organizations &L|CHA{H|A |0
MM EX).

GO HMA THEH X 7|E F AHYE T|Elez SEMo= POIHEA-IHI/\QI olole &2 E 2]
7|& A= oto|2 =2 MH|ATH S YU CIOIE AEEIX| 7|&2 AI8dtE 2 7+ EM7H &5t H
Lt 4S50l MatE =+ U&LICH 27 Argol 7+ &eet E|0|E1 AEO'IE A& 3t 0ol 3 2 MY

AE O A FHst T S HHHEE =Y = A&LICH XpAM[EH LI82 DFO|3 2 MH|A A

OlF X|&E &3 E ARSHAAR.

XEZC EIt

oto|z2ei|olME 7 =lst 7| <lsl of & 2|7 0]

;‘_t -
ZZMALICH RHME LI&2 oto|ZBolMd ZH| dEf BIHE B ESHAAIL.

274X}

false¥HtXdo 2 WHERE H0i| = true EE=E dHEtstE 22| ZZAQILICE

S
ZUR FAICH2

& ol #2le| Hio|HE EE{@stE Tlo|EH oA 22| =|X3t 7[-lL|ct o|ZH| otH 2 AHIS
ClO|EH Ol A0 HMSt 1 XM E|stoF st HIOIE 2| 2ol E0{E1 #2| Y50l THELIC
of &% o
O|HIE g g LRIt ST MrE 2ot Mo{LICh o Mois WERF ol CHer FE HMALE 2
| Hy Z: =]

=
x| ot HEg EXlste O =20| &le 11 ro{MlL|ct. XFM[EH LI 2 Implementing security
9| Preventative controlsE & ZXstAAIL.

2ok F
stelg £ %5t BlaL0] HHMAY 4 AWS 0l AE{EIQLICH O] AEIEIE YHHOZ , AWS
A% 1AM 48 £ A SR RE ASRILICH KHAIE LIS 2 IAM AT | 918 80i 3 )
o] 2ot FHE HEFHAAIL.

Aol e 4Rl K B



https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/preventative-controls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts

AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

Amazon Route 5301 A{ &tLt O|4f 2| VPC L =212t 5t =mH|lod| CHEF DNS #{2loi SE et &
ol cher eI HZ Aol ULIch RtM[EH LIE 2 Route 53 dEAMe| ZEto|8! S AT B

T OEF 2lAA9 HIZE UXIGHES HAHE 202 Mo{lLIct ozt Mo{s BlaAit T2 H|
MEx|7| Mo E[AAE AZHELICH El&AT ZHEES E46HK| oM T2 H|XIEX| A&L
Ct. XtM|BE LI& 2 AWS Control Tower AEA{Q| A|o{ E = J710|=& & =51 2ok Ao F349| A
oy MoiE HEFML. AWS

ME =& F7| Z2|(PLM)

A, e 2 EARE 8T 2 sk, HFR L HMHol| O|=27|7HX| ™A =B F7| St MFZF ol o

Z2320Y 7tsEt 25 HAEEZ{(PLC)

RE EotolAs 7|HE BLERS D MZE ZRMAE XIS 5tsHs 019 oHMo|T Mg o] #
ofet HFE{RLICH

ZEZE ¢

# M EZEZEC 538 o}g TEZE0| Yoz ALRstol O LI SE Mg of 7|
He SR AUS 59| HUSE L L ofb| ST vrEHoR 2SS HE s ol A
SELICH 012 Sof 2 SEO| ML BHES MMStD 2ot MESEIT JHOISHE ZIHE
oig £ laLinh

N
&
o

GlOIEIMES] Hl AIERHE RtEl EAIR 222 s Z2MARLICH 7hHSEHE JHel HEE &
st ol 20| F £ YBLICH 7HBEHE ClolEls 0ixi5| JHel ClolElZ ZHEELICH

HAl/F = (pub/sub)

Oro|Z 2 MH|A 7ol HIS 7| 412 X[§stod =& SEHHEE LIC}. o & E0
Ofo|Z 2 MH|A 7|BF MESO| M OFO|Z 2 MH|AE CHE 0jo|a = S& £+ e Ao
O|HE MHAIXIE HAIE & UESLICH AARIS AA| MHIAE BH4E5HK| ot M OFO|Z 2 MH|A

g Fte + &Lt



https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html

AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

HE| H =

SQL 27 Ci|o|E{H| 0| A A|AEI Q| T|O|E{ol UM ASHE O AFSElE X|ET 22 L7 EhAY
LICH

el A& 27

CllO|E{H|O|A MH|A Z|A3 T2 J2H0| O|O|E{H|0|A Bt EE B85 7| MELCH & %Mo A&l
MESt = BRULICH A, MEH AHE, 83 MY, &2 oteto|e vl 2 ojo|EH o] A 2l El
Cllo|ECS| ¢HE o2 Qla e g = JU&LCh.

el MY, 8H, S MS(RACHE HESAML.

Retrieval Augmented Generation2 & Z3sHHIL.

2 4494 o

ZAN7t 222 7R HFE A|IARO|L Ci|O|E{of CHEt HMAE XTSI S MHAE dH AZE
lo{ Lt

RASCI O|EZIA

7| ME L2 ME L= Hlo|EHo]Aa 2] AtE LI 22§ ¢i7| M8 SHEL R et Estod
7|2 diolEHlo|lAo| 2EE EY & JU&LICH

KA A|

[m

Q 52



AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

Recovery Point Objective(RPO)
Otx[2f HIO|E |7 AlX 0|F S8 &l= z[cH AlZFLICE ofof ket otx|2 S| Al MH|A& &
Tt Atolof 31& == HIOIEH £ 42 ZtF &= Hel7t A™-ELICH

Recovery Time Objective(RTO)
MH|A SEI MHH|A S/ At0]e] &8 7H5E X[ AlZhILICH.

2B

7RE X SHMI2.

2lS
x|215] Qodol Aws Bl44 BELICH 2 AWS BIF £ LHZ e, OHEis U S A2 HB 6|
SlsH M2 ZHalEln SEMULICH AHME LIS S AZOIM ASE £ o= XIHS FZ AWS 2IH
StAlS.

5|7
%Xt 22 oiFsHE ML 7I-ILICE o8 Sof, ‘0l B Hotol T7EHE BNE E7| 215 ML
DS MY 517 DUS AHS5tod Fof TS LTI AbA(O!: BE)S J|Eho 2 Feyo] ojo 7t
Zg ol5g 4 AsLich

2|z AE

release

02
do
]IO

HIZ Z2MAM HE A E Z2EHHE B#E22 SAATIE L|ct,

KHHH x|

K4+ OH
7RE FZESHMR
=23
SHo| MEstHLE STE = U= ofE2IFo|Me| 7S ULICH oM SIS A=E W 178
M 577+ Lol 7 AFELIC AWS 28R E. RFMIEH LI 2 AWS EEtRE SRS

ol
=
HESML.



https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://aws.amazon.com/resilience/
https://aws.amazon.com/resilience/

AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

2l4a 7|H YA

Amazon S3 HZ, ACZQIE, 225t 7| S0 ElAA0] HHE HMLILICH 0] ROl HHM2 x|
A7t 51BE 2ot FA, KIUElE Sy WSS *

RACI(Responsible, Accountable, Consulted, Informed) OHE 2| A

2.|='
o
9'|_|
rr
N
m
B
Y o
mo J

Hot 7|E0 M dofLt AL REXQI o|HEE sidst =5 M7AE 2ot Mo{iLch RtMEF Lig2

Implementing security controls on AWS2| Responsive controls& & =35t & A|2.

retain

HZESHMLR.

7

n
fjo
x
0x
g'l_l
N
>
2
—
—
E
o
Hob
m
2
o
o
>
[>
o
I
=3
30
rr
>
Jal']
ok
4>
30
rr
2
o
o
>
[>
M
ik
P
Q'I_l

AEFE Al 7= x| Al
st ol0| AME =&E = U&LICH RtAE LI82 RAGE FAULITE HZsHMARL.

imex|
B4R 2ot 015 HEo| HMASE [AE O oA BHE7| flal 2o 5 E FIIMo 2 A
O|EstE T2 MAQILICH

& 3l 4 HM|A X|0{(RCAC)

HMA E0| HelEl 7|20l 48t sQL
2 FdELch
RPO

EH
e

AlE A8 ELICEH RCACE & Mt & otA3

ST AHSEE HRotMR.

=7 A7t SES BESMR.



https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html
https://aws.amazon.com/what-is/retrieval-augmented-generation/

AWS HE 7tol= Oto|Z 2 AMH|A 9| H|O|H X|&H4 K|

HE
EMAYE sdste O 2t YHo| &8 E= A HAQLICH Yt o 2 QF 20| =2 &t
= MolLt HAHE zhAEstT| 26 S 2 BFELICH

S

SAML 2.0
ofe D AMZ LA (dP)oI M AL st THE e EEQLICH 0 7158 AFR 6t 915 SSO(Single
Sign-On)& AWS Management Console AF& & = QOO 2 AL A & L 2 & AFS Ao CHEH
IAMO| M AFEXHE et R| St T =0l 2EaQI5H7HLE AWS API 22 3£ 5= JU&LICH SAML
2.0 7|8t H{zi|o|Mof CHEt REMIBH LIS 2 IAM ABE A2 SAML 2.0 7|8t H{E|o|M HEE &=x
SHAAIL.

SCADA

Z= mof 2 OlolE] EE 2 HZXEAMR.

SCP

MH|A Ko EAE ARSAL.

secret
o= &% E= AMSKH AHE 1 Zo| ¢S 3tEl Ao 2 X{&35t= AWS Secrets Manager”7 |2
= MetE HE7F J&LIcH 2ot &t 3 Z2f0t HIEHH| OB ZE - ELICH 2ot &5 Zf2 HiO|LE],
Ct BEXIYE = 048] EAFL Y &= Q& LICH KM LH& 2 Secrets Manager 2425 M 2| Secrets
Manager 20t 2t3 0| FU0| UELIT?E BT ML

AAE =t

A e Z2 HAE Edl 202 1Ed5tE AAH] AIX|L|o{R! M gAIlLICH

H ok Ko
A AR 7 2ot FAMHE A5 S22 K|, BX| £ ZAAF|IE 7|e™ == #2™ 7t
celdeluct F XlojoflE oflet, EF x| CHE L AR ofitfol W] 71X =2 {80 l&Lct

2ot 3}



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html

AWS HE Jtol= 0bo|2 2 M40 o|ofEf XI&4d x|

Hol & 9l oHIE BE|(SIEM) AIAE

ot B BHE|(SIM)SH Hot O[HIE H2|(SEM) AIAHS ZEets 7 U M2 LI SIEM A
AR2 M, HESIT, ClHtolA U 7|Et 2201 CIOIEIE +F, BUER & BAstof AR 2
(o]

FASHE B RIstT YRS MBI

2ot OHEN AR STt L SHZSES AT AFK HolEm Z2 I YE Tt
Olz{3t A SSHe ROt 2 ALRllE TEistE O £20| Bl Bl Ei CHS AWS 2ot Kof A
gUCH XS 8H 2ol 2= VPC £ OF =7, Amazon EC2 QIAEA WX| M& E= Xt
5% 2# So| YaLict

e & ot 23t

C|lO|E{E AWS MH|A £=AI5tE71 CHA Ol M CIO|EE &5 8t &hL|C}.
MHIA ®of HH(SCP)

AWS Organizations0ll &8t Z=/0| ZE ™o CHet HEt2 5L BB ASZE Mo{st= AL
Ct. SCP= 2[Rt AA8 Xt = A 2 IS L

2 ®OlFLIC SCPE 58 2= FE HE =

U XIHE = JU&LICH RHAlE LiE

M.

MH|A AEXZQIE

off CHEF T 9| URLRILICH AWS A-IHIA. A= ZOIE % ArE5t0{ CHA MH|A0 =23 al gt
Ao 2 Q4% &= QUELICH RFMIEH LHE 2 AWS it X Ol AWS MH[A AEZQIEE FHEGHA

MH|A =Foi 2-8F H|2F(SLA)

IT &lo| nZHof|AH| NM|Z35t7|2 255 LY

0o
2
x
T

>.
N

S Mz 2 85)2 BAIE Aokt



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/general/latest/gr/rande.html

AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

SEC 2O U T F4E AWS 2Isi9t TR MY MBsHE THALICH AWS £ B+
SOl Hotg HESHE U, ASAHE B2teCol Bote BEELICH RIAE LI8S B5 MU D
=

SLA

MHIA +=Z HSE HZESAML.

SLI
MH|A =& EAZ|E HESHAL

SLO
MHIA =& SEE FX5HME

2% ol Az 2
HOHS Z2MEE 25T 7HS S| I3t IERLIC M2 JI5T ME YElavt HolsH
$4) j0| BHE/0] MEZR HE Ho| BHE0{TILICH 018 S3 ZHO| AT MH|A FRE X
SHI, YA A JHMSHT, A5 HAS XIME £ JBLICH RMIE LSS ol ofZ a7
Ol #Arhstoll ChEH EHAlY M2 WAIS AZ MR AWS Sat

SPOF
Crol BHoH XIBS AESMR

AEF AZF|O
stLtol 2 ME El0|28 A8 shol ERMM £ SHE ClOIEIE ME ST Lt olarol &te &
B EI01BE ABSH0{ ClOE| S 88 HTSE HOlEHOIA 2T 2L 0 TAE HOL
glofsteA i HIALA QHBEIMARO R MRS LI

Strangler Fig THE

A MK ALH 715E HEMez OhA| BFdstT WAsto 2=
&t

M2 44 ol H{EH2 F3int 20| LIFZ Xet 25 SFE 94

I



https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html

AWS HE 7l0|= oro|a 2 MH|A Q| H|0lE] RI&A R

ot CHA|St= 2ot HIRELICH Martin Fowler7t 2 =2|A] A|AEES CHA| 2 EE M /IRIE 2hel
ot gz ol IjEHE TURM&LICE o HiEHE MEst= Y2l o= ZIE|O|L] & Amazon API
=

o H E
GatewayE AF&35104 7|ZE 9| Microsoft ASP.NET(ASMX) ¥ MHIAE MZTIXMo Z $CiE6Hs &

J

>0h

VPCO| IP 4 HRILICEH MEH2 BU 7HE FAHol| & F3ljok &Lch.

# 5 Mo A Cllo|E{ E5(SCADA)

o

MZoIAM =01 AZES0IE AL 5tod BEIR AT TR M KIS BLIEI-ISHE AlLH
|

St 718 AE35to{ LIOIHE 236t §5356t= 258 dne|F L

M EIAE
AEX &5 2EE AlZT0lM5tod A EXME HXISHHLE H52 ZLIEZStE YASE A
ARIZ EHAEFLICEH Amazon CloudWatch Synthetics& AF& 3104 0|28t EIAEE M8 &=

AWS BlAAE T45H7| /3t HIEHHIO|E] 482 sHe 712k Ho{QULICH Ej18 ALS3HE 2lAA
T, A, ME, HM W TEHYE + ASLICH RAIE LIRS AWS 2/£20] EjT X

X MLOIA Ol & 824 Zto 2, 7T H42tTE BLCH o2 Sof, HIE A™olM Ci4 Has

gdgd + A&t

T 58


https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html

AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

.
=1 H

0
I
I

HEE ol TS &2 FHstc Ol AISElE =T ULICH XY SSols HS2 79t 2t =8
5 +

=
OF & Ut 5Q] B2 0| LBHEI0] UALICH 2t UE B0l CHEH 014 22 AlZH ARK U T &

SEEE:
£
ML 20| &8 4 9l Hl0|EIE MBste ZLich &2 Clo|Efolis HEro| Z#Elofof &L
o} st ¢ TBIES &2 ClolEolM CHAH @IS shad Eholl 2121 ClolE S48 thE st e
51, OlB{8 HEIS Hrists ML 282 S4B LICH 22 Ohg ML 2US A8stoi iy e 22
= A CIOIE{ol CHEH i =52 & 4 USLICH

& HolES o]

VPCS 2Zh0/A HERIE 435 HAZZst= O ASE = Qe
8t LI 2 AWS Transit Gateway AdE A 2| T& HO|EL| 0|2 Foi¢d

Eda 7|83 E=2

HERo|M 242 7|52 FEStL E|AES O S i HE A E 7|2 =[]
o]

| —
= =
Hersts M WAIILICH 01F VIR H@ils Y, Z2EM o/ U Z2EM B0 £RHo

A& XHE CHAISH04 AWS Organizations 2! A0 ZE0M &g
of CHEt Het Roi. AMEE" = U= MU|lAE EH e [ 2 AH™od| MH[A

A S s->ELICH RHAIEH LHE2 MBAML| CHE AWS MHE|ARF AW
= 3HM 2 AWS Organizations .

ML 2o ML & =0(7| 5 £ Z2MALS FHE o3 HEst= ALt o & S0, &l
stC

OlEE NEES M435tm Hlole £718t TS Chst AROIA 0212 BHHIE odad ¥ EHEstod
DY AMsiels WAloR ML RS 2 4 sl

I|xt & EHo|H SESF AT DevOps B. IIAt F # Bl 2= AZE0{ 7o Rlod 7HsEF #
ol S5 &d 7|E[E EEELICH



https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html

AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

C

FAIA]
=o

ML
ot

>
o
ol
|18
i
-
J

1Lt S st AL Ledx|x] of
Sk A

Lict. QA= e

L= A luich St
8t ol OlEfoi] ol3 A
S ABHLICH REAIE LHS
(@)

Ay
ClOlE{od LHAHE! =0|=

QXIS 2|5 ALSAOIZ HHHOI JHAIE MZotHL B
|

|.
2|ZElo|gtn T §hL|ct RIEEStE|R

=3 8% 7E S0l UaL
49l 87

AEEX|E Elrstn 952 THAIFIT] flcl S UHI0IE = HE| Y S st HIO|EH| O]

o —
A FX| el Hrdeuct
EHE X0

ElZXIEE[el AA FE HEM L2 HE AN E FHote Z2AMA & EFULICH

VPC I|o4{Z!
ZZlOlH IP A E AE3510 EBHEIE BIREE &= UA sle F VPC 2o edZALICt REAIEH LY
22 Amazon VPC HEAMO| VPC I|o{20|E?8 & Z5HAAIL

ZFleF M

AAE Hot

fijo
e

HA7|lE AZEQ|0{ E= StES o] A LICH



https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html

AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

& FHAl
Kb HMASHE 2|4 22 CO|HE Z&sHeE HIH FHAIJLICH HIH FHA|| M CIO|E{H|O|A Q1A
EHAE 212 £ 7| 20 F HE 2L ClAT oM ol HJECt WS Lch.

2 dlolH

AH M2 5tx| b ClolEILIC 0/& ERol HlOIEIE #HalY me Yoz XA =&
2|27}k S ELc

o
o

A
T
M B ZEQt ofH Aoz E ZhAEl & T Eof OS] AlLHS

OIS BF S HMSHHLE S4RH ol MTH 9IS TI¥oz 3
S ol g8t

S3ste SQL B4QLIch & Bas
7t =
HA o

QaEE
T4 ™ of Z2|FH|o|M0|Lt gHllE L2 M|A Z0| HIRLIA 7HR|E HESIE ElAA Y IAE DS
dLct.

QIAER
olo|aBlo|ld ZZ2MENMH EH XU MEE EY 5t 2T 28QLICH Z I3 AEZIS S&X
O|X|Pt ZZMEO|LCIE KFTAEZE X|HELICI o€ E0{, ZEEZC|IQ {IALAEZ2 fECF
OlM 2M=2| X|Y, lol= A =&l oto|zefo|H HEHOIE =&l& HEELICH ZEZEC|IQ /3
AEZI2 0|38t AHAFE Olo|ado|Md I3 AE Rl MEsta, oto|ag|o|lM I AEZIS A9
ofZ2|7|o|MHE oto|zeflo|MErL]Ct.

WORM
M7Z|E Bt BIo| e17|E XML

WQF

AWS QI3 2 ZAZ Zp3E BIXsIAML.

gF 1 A7 BEol 217|(WORM)

GIOJES Bt 1 A1 CIOIE{7H ARIEIHL £ HEIX| 22 sHe AEEIX| DHYLICH Mt AUs
ABRHE TF OHE ClOIEIE HS 4 UXIT HBE ££ giaLich 0] CloE A5 2] Rz}

£ HEY & Sl Aoz ZhxELh

w 61



AWS HE 7l0|= oro|a 2 MH|A Q| H|0lE] RI&A R

Z

MZolo| HaZ29!

MZ ol FloFAe B8 ot B2, YHHo 2 WofLict,

M=z olo| Fefd

LLMO| 2t 42 s~&st7| fI8F XIHE MSotx|2 2ol =F0| 2 + Ue o™ (%)= MSshx| &

LLM2 AP 2 El X[A 2 AL8Sto] HUE Melsiof FLICH Mz ZFZEQ| 51tE

LZ CPU U HIZ 2| ALB 0| 5% OIEHRl of E2|7 0l ILICt. 0to| 230l Z2HMEo| M Ol
2{3t OB I OIS AR BXIsHE %0l YebsieiLict.

62



_?,l__l

AWS HE 7l0|= Oro|3 2 MH|A S| H|O|E] RI&SA R

7|7 Hdo 2 MBEE Hojelloh MBE Wil i Hofo| LIO| 45 sts #20]

rr

P01 HH

Ixiii



	AWS 권장 가이드
	Table of Contents
	마이크로서비스의 데이터 지속성 지원
	목표 비즈니스 성과

	데이터 지속성 활성화 패턴
	서비스별 데이터베이스 패턴
	API 구성 패턴
	CQRS 패턴
	이벤트 소싱 패턴
	Amazon Kinesis Data Streams 구현
	Amazon EventBridge 구현

	Saga pattern
	서비스별 공유 데이터베이스 패턴

	FAQ
	현대화 여정의 일환으로 모놀리스 데이터베이스를 언제 현대화할 수 있습니까?
	여러 마이크로서비스를 위한 레거시 모놀리스 데이터베이스를 유지할 수 있습니까?
	마이크로서비스 아키텍처용 데이터베이스를 설계할 때 고려해야 할 사항은 무엇입니까?
	다양한 마이크로서비스 전반에서 데이터 일관성을 유지하기 위한 일반적인 패턴은 무엇입니까?
	트랜잭션 자동화를 유지하려면 어떻게 해야 합니까?
	각 마이크로서비스에 대해 별도의 데이터베이스를 사용해야 하나요?
	마이크로서비스가 모두 단일 데이터베이스를 공유하는 경우 마이크로서비스의 영구 데이터를 비공개로 유지하려면 어떻게 해야 합니까?

	리소스
	관련 가이드 및 패턴
	기타 리소스

	문서 기록
	AWS 권장 가이드 용어집
	숫자
	A
	B
	C
	D
	E
	F
	G
	H
	정보
	L
	M
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	Z

	

