adws

Oto|=2 = MH|A 2| GOl X[&E X[H

AWS HZ 710|E

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS HE 7l0|= oro|a 2 MH|A Q| H|0lE] RI&A R

AWS HZ% 7t0|E: O0I0|3 =2 AMH[A 2| H|O|H X|&H X|H

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazonl| & & L Ef|0|=E EB|AE= Amazon 2| M& E= AH|[ALF &7H, Amazon EZHE O|O|X|&E
HO{EEE| 7L} D H ESS Yo Z £ Y= WA Z ABE = gi&LICH AmazonO| AR 5HX| &
2 7|t 2 & 4 E = Amazondt XF ZHAO|7LE BEO| UL =3 2 2HA Q10| sHiE ARKS]
RHatIL|Ct,




AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

Table of Contents

L SRS 1
SE HIELIA A ettt 3
e o) = N e e 1 L R 4
MHEIAE OIO[EHIOIA THET e 4
AP T T e s 6
QRS T e e e e 8
O[HIE A& THET ettt ettt ettt b ettt s 11
Amazon Kinesis Data Streams T8 ... s 11
Amazon EVentBridge T ... 12
SAQA PAEIN ..o e e e e e e e ————————————————————————— 14
MHIAE BR CIOIEHIO|A TR e 16
O LU 18
SACHSt 00| URte 2 B =E|A HIO|EH[0|AE K| FACHEIE = UESLIN? o 18
oi2{ OtO|ZEMHIAE 2Tt BIHA| 2=2|A C|O|EH0|AE |XRI”E = UESLIN? 18
0fO|Z 2 MH|A Ol 7|EX{E CI|O|E{H|O|AE MA[E ] TE{sHoF & AP 2 FUULT}? ... 18
Ctfet Oro|3 2 AMH|A TEHo M Ci|O|E etdE |XIsHT| @gt LEtA el &2 FAL
T e e e et eeaa e 18
EUHMM XISSIE SKIGHEAT O H SHOE BELATIE? ..o 19
Z 0to| 3 2 A{H| A0 CHE = O| CI[O|E{HIO[AE AFESHOF SILER? o 19
OO 2EMH[AZF 25 B U C|O[E{HO|AE S /5t < 00|22 MH[A L] BT CIO|EE
HIS7HE FXISFE{T O H SHOF BELATE? oo 19
D S e e et e e e e e e e e 20
e O] == L 1 L OO SRTRRR 20
T BE B N e e e 20
T [ == SO RSOOSR OSSO PP PRRRPRRTPRRTORN 21
B 0 ] e e e e 22
e e e eeeeeeeeeetaeeeeeeeeessseeeeeeseetsseaeeeeeesttetaaeeeeetetta—aaeeeeeett—aaeaterett—aaaeeeererrns 22
A et e et eeeeetiaeeeetaeeeeetaeeeeettaeeetttaeertaaaeeeeataaeeretaaeeraaaaaeranan 23
PRSP SRRRRR 25
K e eeeeeeeeet——eeeeeeeeet———aaeeeeeeet——aaeeeeeeett——aaaeeerera—aaaaeerera—_s 27
DD e et eeeeaieeeeetaeeetetaeeeetaeeeetteeeeetaeeretaaeaertaaaeerataaaarenan 30
E o e e e e et eeeetaaeeeetaeeeteteeeeetaeeeetaaeearataaaraaaaeaans 34
e e e e e e e e eeeeteeeeeaeeeeetaeeeeetteeeettaaeeetaaaeeerttaaeeretaaeerttaaearranns 36
L TR 37




AWS #¥ 7tol= otolZ 2 MHlA ol HlolE] k|44

x|




AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

0rO0|3 E MH[A L] OB X[ K|

Tabby Ward & Balaji Mohan, Amazon Web Services(AWS)
2025\ 4E(EAM 7I5)

S|E S50 AR SA| AIZHS TH=5H0
ZEQof 2T AIAHEZ

& C
. 2a0iE s B T 2o A o 2D o L2 MH[AE MSshs ol =&0| FuCh.

=2l oiZ2l7olME FE

OHE 7|04 HChEHE ZEIQ| KISEQI THMS 913t B2 0IH, BX 2|
z {E{RIBtLIC o] ZRMlAL ChaTt Ze B

Moz 7 HE L 22T/ Olo|aAZMH|A MEZ 2|HHE{2IE
HZ o|Fo{&L|C}.

-';'I-D

Z2IAE OO EMHIAR 25l - MBS AF23510d Z=2|A oEZ2|7|0|ME 0lo|AEMHIAR

« OFO|3 2 MH|A S& - Amazon Web Services(AWS) MHE|A MH|AE AL&3l0o A2 BHE Olo|3
ZMH|AE 0to|3 2 MH|A o} 7|Elx{of| S&&Lct.

 OFO|ZZ MH|A OFF|ERX{ Q| O|O|E] K& A &/d3t - C0o|E XMEAE 245104 OFO|ZZ MH|A 7
o Ct=04 X|& &S =Lt

o

2F ALE Ao MHE E=ElA ofEE|F 0] ol 7IRIAE ALSE =+ UK ZEE[4 of7|”R o ME
z|& o EE|FH0|M 7|S0] 2 Sstk| ot BRI B&LICH K& 0178 7 2AE Yaeol=st
£ Sotol= M4 ofEE|FH0|ME HE AMEE + QoM IIE 78 QA E HEol0o{ EF HYO|LE 2
AF(OHZEl7olM HlolE e Hlu ™ LEIE S siEde + e&Lch ZE2las #2732 T 2|
ot7| oi2d2 oHE 2|7 0|4d0| & + oM, X2 HE A S MEstedH oftd B 2o 4 e =31t
ZH¥o| g€t

cll7{Al ol Z 2|7 0] 4

I
of#im, MBol HSsHe RUS Yoz £+5/ %Jg% B le ==*0| [ 845HH, Ered FOH K|
Ol wray3fLIC} E 8t Dzl HIOIE{HOIAE AL 5 DFOIZL R MHIA OF7|S4R{E To4sts of T

O|HMoll& Lerxel ot 7|E A O Z 2|7 0|0l M AL £l = shLtel A% Tl olE
HO|A0M ZE ALSAL 7 A E RE - stE Rol}&LICH o] M2 ‘E'J&!% dE| AIS ElE 2 A
ClOIEH[O| A& OF 7[R XM X[HEIRS M, ofZ 2|7 0| DAIKE LETMez e T2 A9 X7
EHAM 2AHE £7(0tE dAIStT I 2 HrstEl 4708 7B CFS HL R Blo| MEFEL

L-O AAH

Ji)|'



https://docs.aws.amazon.com//prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html
https://docs.aws.amazon.com//prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://aws.amazon.com//serverless/
https://docs.aws.amazon.com//whitepapers/latest/microservices-on-aws/simple-microservices-architecture-on-aws.html
https://docs.aws.amazon.com//whitepapers/latest/microservices-on-aws/data-store.html
https://martinfowler.com/bliki/PolyglotPersistence.html
https://docs.aws.amazon.com//kinesisanalytics/latest/dev/app-hotspots-detection.html
https://docs.aws.amazon.com//kinesisanalytics/latest/dev/app-hotspots-detection.html

AWS HE 7h0|= oto|a 2 MH|A S| H|O|E] X|&M X[

Ct T2{L} ol= Cllo|E{HIo]A Tt of Z 2|70l ALS Atalle| CIo|E R'&E FEot= ZW0|X| 2 gt
otLIEt= RE elolz&Lct

GO KB AE 24 0p0|22 MH|A 7Ho) Ch20f X4 A $0|2 EOlE] AAA THE I 0to|
22 M40 7|E 7 AEE JIHo = ClolE AE2IX| 7|E 8 A +

HlA0E R DIOIE] KB A7} 9 ° 3
4+ /o H HIOlEE DHolZ 2 AMHIAC| APIE S BEITLICH 2E2A HIO[EHOIAE otsts %
e ¢x| o, 7HE 2 B B SHLbs TS 2|40l M58 ST S ClOEIE TRt WYY
Lic}, EAMEI CHE 2lo] XIS 42 YHA{o 2 21T COlE] YR A Felstn, WK Byt TR
JIEt SRS ERZE ERFM 5 CloIE S7I5, EMUM 224, HlOE 58, X2 WK Al S

O| A&LICH.

0| 7l0|E& OfZ2|AH 0l ARK HIXLIA ARK, MAXL, 7| MUK W Z2NME OfLIKE
Ziluict. o] 7to|E & Oto|2ZMH|A ZHo| Hlo[E] X|& M2 R|¥stE CHS 67HX| RIS MB &L
Ct.

« MH|AY O|O|E{H|0| A THE

« APl 74 i

« CQRS I{H

« O|HE A4 miH

+ Saga pattern
« E Ar8304 saga HEHE F#5t=E EHAlE AWS THE 710|= & ALO|EO0|M £ AF& 504 MHE{E|
A saga IHE 721 AWS Step Functions THE1E AWS Step Functions® Z5tA[ 2.

« MH|AY ZR C|o|E{H|0|A THE

O| 7IO|=E =0l M HEot= ofEE|7 0| HChst M2 L AS CHR = 2 Alelzo| dF LIt
AWS. 0| Al2|=0ol= Chs 8T Z&E LI

AWS 2t =0l M ofE2[7H 0|4

Cof| M o Z 2|7 0|

_?_
AWS 22t
_?_

C ol oiZE[7i0lMdodl CHEr THCHSE ZH| &Elf It

AWS 2z}
OO|AEMHIAR B=g|Al K3 25

=

AWS MHE|A MH|AZ AF235t04 O0|T 2 MH|A E3



https://docs.aws.amazon.com//whitepapers/latest/modern-application-development-on-aws/polyglot-persistence.html
https://docs.aws.amazon.com//prescriptive-guidance/latest/patterns/implement-the-serverless-saga-pattern-by-using-aws-step-functions.html
https://docs.aws.amazon.com//prescriptive-guidance/latest/patterns/implement-the-serverless-saga-pattern-by-using-aws-step-functions.html
https://docs.aws.amazon.com//prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com//prescriptive-guidance/latest/modernization-phased-approach/
https://docs.aws.amazon.com//prescriptive-guidance/latest/modernization-assessing-applications/welcome.html
https://docs.aws.amazon.com//prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html
https://docs.aws.amazon.com//prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html

AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

— 1L
M2 X2 Z=clA ofEE(FH 0], Clo|EHo|& & 7[& 0| AEX Brig Hdlstn JiMstE ol &
el g2 nlRichk=s ArdlE & A Eulch B7HAl of Z2|7 oMot Ho|EHo|lAE |4 7|& =2
UXHNIE MEistE ol e SME £0/1 ZHZD HAME MErerLICt ot x|2h of Z2|7 0]t O
OlE MEAE HCHatetE Y 7iY o of #HELICH EElE HlolE T2 LiIFgdn 5SS
A7 MZ2 ol ZEI7H0|M 7|52 EAl AlZtE €Y 7|= ol =&0| ELC

ool 2 MH[A ZHo| Ci|O|H X|&EE STlstH Chant 22 671X A& 7IoHE & J&LCh

- OHECIFH0|M ZEEC|0{M &= 2|4 Ol o[BI 0| A & X7 F LICH.
- OfEE[FolMe| LAY, S X 71882 JMELCH
- MZ2 oiZ 2|70l 7|S2| EAl AlztE B SELICHL

« A 2tolMA HIBT 28 HIES EQLICH
=

o
d
I
z

« QE AA EFM(0: MySQL EEE PostgreSQL)S &8%fLCt
. S 22t EMM 157 Ol &t o SA{8 H|O|E{H|O|A QUEI Zof|M MEHSI0] Z & 40| Flo{it 24t

OHE 2l70|ME FSELICH



https://www.mysql.com/
https://www.postgresql.org/
https://aws.amazon.com//products/databases/

AWS HE 7l0|= oro|a 2 MH|A Q| H|0lE] RI&A R

ClS THEI2 0lO|3 Z MH|AO|AM ClO|E] RIS MHe EMslstE O AFSELICH
=X

« MH|AH O O|E{H| 0| A THES
« API 7 TI{H
« CQRS IHEd

HE AN

° Oll_——l—

0>
El

HEd

Saga pattern
MH|A S 7 OO|E{H| 0| A THE

;

MH|AE O|O|E{H| 0| A THE

&8t 22 00|32 MH|A of 7|Ex{ Q| 24 EXLICE Ol S8l 71 0to|3 2 MH[A T SE
192 AHA| GO MELAMM HEE MEstD AMe = 7| E L MH|AE C|O[E{H|o[A
ME2 s 5tH ol E2(7| 0| L HIELIA @F Arehof 7tH% &g st Cl|olH HQ.}.\.(O#I HAHE EE
H[2t A& CIO|E{H|O|A)E MEHE = QI&LICH &, OtO|Z 2EAMH|A = OIO|E HEE SRHX| &1,

ofo|Z 2 MH|A 2| 7HE C|O|E{H| 0| A E ?I_=|7='OHE CtE Oto|Z 2 MH|A0 FE&EFS FX| o, 71E

CIO|E] M A0 CHE OO 2 AMHIATL 2 HM|AE = gl MH, BT CIO|E{= APIZEF AMAE
= Q&LICH 3OO HEAE & |a+n:| M| ol E 2|7 o|Me| S7=i0| Fofk|m B o|o|EH|
O|A7I Bt Foll X|&Ho| EIX| =5 & = JU&LICH.

Ct= J8oM= “Eolf”, “T 28 8l “7# & Z" 00| 2 MH|A 0 M CHEFEF AWS HIO|E{HIO|AE ALE
grLict. olz48t oho|3 2 MH|AE & 4+2 AWS Lambda HiZ =] Amazon API Gateway APIE S 3
CH M| AEILICE. AWS Identity and Access Management (IAM) 22 H|0|E{7} HIZIHZ | X|Z|1 O}O]
A2 MH[A 7tol| SR EIX| E =5 g LICH ZF Oto|Z 2 MH|AE 7THE T AHE 2 §F5t= OlO|EH|
OlA K2 ASELICH o & 01 ‘ZOi’= Amazon AuroraE AHE3st1, ‘11282 Amazon DynamoDB
£ ‘7™ £&4& Amazon Relational Database Service(Amazon RDS) for SQL ServerE AF&tL|C}.

MH| A C|O|E{#H| 0| A THEA 4



AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

e AWS Cloud
Isales lcompliance
Amazon ARl Gateway
lcustomer
Y
Lambda function Lambda function Lambda function
“Sales” “"Customer” "Compliance”
IAM policy IAM policy IAM policy
“Sales” “Customer” “Compliance”
. E
+ ' E
Amazon Aurora Amazon DynamoDB  Amazon RDS for SQOL Server
sales database customer database compliance database
CtE2ot 22 d2ole= ol EHS MAE5t= WOl E&LICE

MEIAE CloE{HI0lA THEIS AFSSHH CHS T 2 Bl aLitt

- of2{ 0FO|2 2 MH|A i HIOlE] K& A0] LA QU= ST EAUMI} B|E THHE Ze o
2ig 4 gLt

- of2f BHE U HIZAE CloEIHI0IAS BHEIsHof BLICH

« ClolE XM¥ A= CAP HE| 2T MY, 2y, 718 d, E|M LiE oM F 7HX|E SF8lof &L
Ct.

MH|AH H|O|E{H[ 0 & HE


https://www.ibm.com/cloud/learn/cap-theorem

0| THE12 API HEX EE= ol 2| H O|E{E

AWS HE 7l0|=

Ofo|a 2 MH|A Q| H|OlE X|&H XA
@® Note
MH|A S H|O|E{H[0|A THEIZ A5t A2, 021 Ot 2 MH|A 0| AEl RHE[E 735t
24 O} TS 7 BiE sol ELICH EH HTE MM 5t7| s APl T4 THE(ER Al
CQRS H{HOE £ &4 J7ts5) E= O|HE A4 IHEHE AISE &= A&LICh

AP| =18 THE

A235t04 CIO|E|E AR5t 7 OlO|Z 2 MHIAE 55
5tod 2|2 astLIct 2 Cle 2l MR E| X912 £8sto] Aol ZAsts _

CHS Cholo{a @2 o W&ol F3klE Y

APl 74 THE]

YAS Ho{ ELICH




AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

AWS Cloud
Reqgion

Amazon AP| Gateway

fcustomer
o[- il —o

Lambda function Amazon AP| Gateway Lambda fum:tion__ Amazon API Gat:-_zwa\,r Lambda function

GetCustomerQrder A GetCustomer (composition) lcustomerdetails GetDetails
CustomerDetails
Orders microservice
microservice

A A Amazon DynamoDB

Dgamg t“tr.ma Amazon AP Gateway CustomerDetails table
| CEELEEIEEE / lcustomersupport

@ Support ®
microservice

Lambda function
GetCustomerlssues

1!

Amazon OpenSearch Service
CustomerSupport documents

@

O| Ctolo{a &2 CtE YA E=E EoiFELICH

1. API Gateway= Aurora C|O|E{H|O|AMM 2 FEE FXMSt= ‘F2' 0IO|Z2MH|ATL /U=

customer’ APIZ XS grLiCt.
2. ‘K| Oro|2ZMH|AE 12 x| EXME FX3510{ Amazon OpenSearch Service Ci| O|E{H| O A 0]

—

ML

API T4 T



AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

3. ‘CustomerDetails’ 0+ 0|3 2 AH|A = DynamoDB E|O|E 2| 124 £M(0d: 4, MetHS t= 2
N2 HE)E fX| ZEIFLc

4. ‘GetCustomer’ Lambda & 4= 0|24t Oro|a 2 MH|A| CHEF APIE A5t T O|O|E{E Q&K
Al Btetst 7| Hof| Cllo|E{of| CHet ol M2 2| ZQIE £&EfLICt Ol S35l AFE X CHEH APIO]| CHEL
HER3 & st HoZ 17 HEE £AH HQME £~ Qlom QIE{H o|A 7| O Eraa &L

AP 74 THE12 0{2] O0}O|T R MH| A0 CIOIEIE & 5te 7HE ZHEHet WS MBS Lt &t x|gt
APl T4 TiEl g A8 8t Chat 42 B0 ‘&'%L—IEL

- SEe #ele 2 HEe =20l 22 i 2 CIoIHMEN = MEstx| g + U&LICH
« API HZXof AZE Oo|Z=ZMH|AS| +& =E|T ™A AlARC| 718 -50| Ho{&lL|CH

- Cllo|E{HI0|A 27H0| E7tstE HESXZ ECi= 8t 57}6}04

CQRS I{&E

CQRS(BHE Hz| MY E2) MEH2 HIO|E ¢HHE E= A|ARS| BYE EEE FE RE0 22l LC.
MelE, X|ed Az B detdol CHet 27 AL 0| ME CHE B9 CQRS IHEHE AL&35t0{ YH|0|E
ot #HZ|E Belg = U&LICE CQRS IHEH2 CHE I &0t Z 0| ofE2[7|o|ME BHE &1t A2 F2

S EEOZ LIsLICH B™ 52 create, update, delete L™ E MEIgLICH 2l HolME 47|
M8 SAMES AF85t0{ query R E2 A™E LICY.

o Write Read o
APIs APls

Command Cluery
2] (7

. .
- - - __;-"'-'--_ _-\-\.\_\_
— ] Event —
o Write ?  Read o
database J o database
.M___

CQRS & 8



AWS HE 7t0|= Oto|Z 2 MH|A S| CIO|E] R|&A K|

O| Clolo{ae Cl2 T2 MAE Eo{&LC}.

1. HIEL|A= APIE Sdll BE 2 T™&5tod oiZ (7ol &= X SEL

r

e ClolE 44, o

2. fEE|7|0|ME2 BB HolM S0{2= BHEE AL ol o= HE, HEF Foq, Adt &
o ZerElLCh.

02

3. ofE2|7|0| M2 B CI0IEE A 7|(HB) o o|E{H| o] 2 0i] KF LT,

4. HHFO| M7| O|O|E{H|O|A0 HEE &, O|HET EB[7HE|0{ 247|(F2l) Cllo|E{H|o|A Q| LIO|E{E
4| 0| E &L},

5. 247|(#2l) ClolEjHiol& = IO E *E|st MEELICH ei7| CIo|EHola= §78 22l 27 At
ol M35 MAELICH.

6. HIZELIAE 217| APIE Soll oiZ (7 0|Me| 2| ol HEIE TS T LICH
7. ofEE|70|ME2 FE| HoM S0{2= #ElE #elst 1 217| t|O|E{H| o[£ 0 M L0 E 7t S L

2

CQRS I{E2 CIS1t &2 Ct st C|O|EHIOlA ZE o2 #

g = A&LCH

& D5F0f 2HE C|O|E{H|O|A(RDBMS)E A5t 2. M7| Zd2 7|2 dIolH
| el7| EXMESRE BIREE £+ A&LICE of: Amazon RDS 817 T& SX|2
A

- HE =01 RDBMS, FZ| %01 NoSQL G|O|E{HO|AE AEdtE B2 of: oA O[HIE A4 3
CQRSE Ar&7s}0q Bi|7HA| CllO|E{H| O A FHCHE AWS DMS

- BF FE0 -T*J 2| & 250 NoSQL Cl|O[EH[O|AE A& 35t= @<, 0dl: Amazon DynamoDBE CQRS
=1

Cg 2 2l0d A= DynamoDBet 22 NoSQL Cl|O|E KMEAE ALE5tod MT| XEIF S 2|X5etD |

Qs 22| 7|52 M3 ELICH et CIoIEE F7HE i HMA THEO| Z HHO|El QT Z = 0oflM A 7|
Y g0l FYELICH Amazon Aurora2t Z 2 #74/d Hlo[EHI0|lA = S&E 72| 7ISE MSE L
DynamoDB AE &2 Aurora E|0|=2 & YO|0|ESt= Lambda &2 | O|E

CQRS & 9


https://aws.amazon.com/rds/features/read-replicas/
https://aws.amazon.com/blogs/database/modernize-legacy-databases-using-event-sourcing-and-cqrs-with-aws-dms/
https://aws.amazon.com/blogs/database/modernize-legacy-databases-using-event-sourcing-and-cqrs-with-aws-dms/
https://aws.amazon.com/blogs/database/build-a-cqrs-event-store-with-amazon-dynamodb/
https://aws.amazon.com/blogs/database/build-a-cqrs-event-store-with-amazon-dynamodb/

AWS HE 7tol= Oto|Z 2 AMH|A 9| H|O|H X|&H4 K|

Update & Query

User Data transfer object
o— o—
O=— O—
O— o—
Command sernvice Query senice

A

Y

Domain model Data transfer object

Y

B0 &8

Amazon DynamoDB Lambda function Amazon Aurora

DynamoDB&} AuroraE At&36t0{ CQRS HEHE F3dstH C2at 242 FL 0|-o| U&LICH.

DynamoDBE CHE A 7| Bi2 ®{2|E £ Qe 2t& 2213 NoSQL Gl O|E{H| 0| A O|H, Auroras #
2| FollM SEE F2|of CHall =2 27| &Y de MSE L

DynamoDB= %2 X|Q1 Alztnt BE2 %42 =~ & a
ofl 24t 5tmH, Auroras S F2(of CHsH Hs2 MAUSHH 2He D 2[MHste = JU&LCH

= A&Lich

« DynamoDB2} Aurora= 27 2|3 HH|AO|2 2 H|O|E{H0|A 2|, B, & Mol [HE 2P 7
B2 E2Y = U&Lch

Ct2ot 22 d20l= CQRS HEHE A& 5t= 2ol E&LICH

« MH|AH Cl|O|E{H|O|A THEHE 73D 042 0to|Z 2 MH|A Q| HIO|E{E Z=Iste{ §Lict.

- 7Y MT QI 20 72 T, R AlZH 2 LEHdol| Cist o] @ F At ol /Ad&Lct

ﬂ
o
_@
F

Ut g2 ei7| FHElof A8 E + U&LICh

CQRS IHE 10



AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

/A Important

CQRS m{EH2 it o=z H0[H ME A 7hol 2|5 detdeS et

O|HIE A4 m{E

OlHIE A4 2 UHtA o2 CQRS IE I &7 AHE35t0od ¢17| I EREQ MT| IF2EEE B2
otn 85, HEd A 202 2[XMstEfLCh olo|EE HlolH Ho_ﬁoil Y Uoo|EX|E cHAl
o| ofHEZ MEELIC Oro|Z 2 MH[AE O|HIE MY 49| o|HEE KYsto] AkAf| CIOIE MHE A
of MM st #EHE AMELICH o 2 o ZE[7i|olde| TR el CHEF 7HA|E D} o 2 2[7i[ 0|44 0]
O aiE ¢Efo] =M =XIol CHet FIF HHAEE MSELICH BF & 2| olo|H M40 &

AN
Y o|HEol CHEt HIOIEE SXE + AU7| Eoi o|HE A4 I{E2 CQRS i

Ol HEIS MEU3tR 57 AIR0| ofBEIAH 014 LEHE Alwstm T Y 4 gLt 018 S &I
=01 AL 2%{0] MAE|T ClZo] of 49 ELICH 22iU ClolEls 7= Yatag 7 g o
£ AFS M2lolls &BHeHR| ot8 4 st

O| T{EI2 Amazon Kinesis Data Streams == Amazon EventBridgeE AF&3l04 #34& & Ql&LICH

Amazon Kinesis Data Streams T34

CtZ J= 0| M Kinesis Data Streams= £ &S 4] O|HE XYL F2 74 24 ILCH O/HE K
HAoE ofEEA oM HE ALE 2 O|HIERZ Z4R{5t0{ Amazon Simple Storage Service(Amazon S3)0f
S XIguct.




AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

W AWS Cloud
Event store
Amazon Kinesis Data Streams Amazon 33 ]
A A read and filter event
@ FPublish event @
Command microservice Query microservice
o ¢/ ¢/
[]&:D []‘.{’D [ID [I‘-’i’ﬂ
Amazon APl Gateway Amazon APl Gatewa
Amazon AP| Gateway Amazon AP Gateway Ibalance IereditLimit !
fwithdraw lcredit ¥ ¥

. . AWS Lambda AWS Lambda

Lambda function Lambda function
Lambda function Lambda function
+
y -
Process event
Amazon DynamoDB Amazon Aurora

S Ez=?c Oh5 HAZ FEELICH

1. ‘/withdraw’ EE&= ‘/credit’ OFO|ZA 2 MH|A MM O[HIE A EH B4 0| &M H Kinesis Data Streamso|
HIAIXIE ZFA5t04 O|HIEE HIA|ELICE.

2. ‘/balance’ EE£= ‘/creditLimit' 2} Z2 7|E} OFO|ZA 2 MH|AE HA|IR| AFEE o1 M E J|1E0 2
ZE e CHS F71 XM2lE s HEELICH

Amazon EventBridge 3

CHE 21819| ot 7|HA = EventBridgeE AtE & LICH EventBridge= O|HEE At&sto4 o Z (70|
T8 AE HESE MHEIA MHIAZ, O|E S5l 2% 7H58 o|HIE 7|8 ofZE2(FH0|ME &H +
g = U&GLICH O|HE J[H o} 7|HX = O|HIEE YYA|7| 1 Olof SHESEZM =25 2
AZEQo] AAEIE 2EHE &AIQLICH EventBridge= AWS MH|AO|AM HA|SHE O|HIEof CHEt
7|= O|HE HAE MBIt ZHQE tHaof CHEr ALEX X[ O|HE HAE dEe s U&LICH

Amazon EventBridge T %1 12


https://docs.aws.amazon.com//eventbridge/latest/userguide/create-event-bus.html
https://docs.aws.amazon.com//eventbridge/latest/userguide/create-event-bus.html

AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

EUE AWS Cloud

@ Schema registry Code
-Discovery ---1 =OrderPlaced> - » bindings oo .
Amazon 1 =RouteCreated= i
EventBridge i <OrderShippeds= @
@i @ :,
= —E
=0
\ 'I .r ...... . AV, lorder ProcessOrder Order
n </ ‘C—)—) Targets » database
Event * s E
vents '
API ! Custom event bus Rules q =
H A Vs
! z C—’)i Iroute  GenerateRoutes  Routes
— N database
Replay rules Fany -
I
*{ Y- AV [i] 5
AWS Default b ',C‘ ? DLQ Ishipment TrackShipment  Shipping
services ! elault eventbus ! database
| 4 Managed rules _ Drders_
microservices

- om
o0 I:ll:l queue

fam|m\ Replay
EventBridge
archive

SAEZRE O3 BHEZE FHELICH

A

. ‘OrderPlaced’ O|HE = ‘Orders’ O}O|Z 2 AMH|A 0| Q|5 AF2 X} X|& O|HE H{A 0| A A|IELIC}.

‘/route’ OFO| A2 MH|ARL Z 0] FE F ZXIE FdlioF 5t Ol0|ZZAMH|AE =T CHefof ket

AIZFEILICH

Olz{2t OI0|ZZMH|AE FEE D7 tiEstes B2E 44351 ‘RouteCreated’ O|HEE &
AL

It =7t Z ¢ 00|32 2 MH|AE ‘RouteCreated’ O|HIE O |5 A|ZFE|L|C}.
0

IEx Eest B2 KX EIE s MAE = Q=S O|HE o}70|E(0d: EventBridge 0F7+0|E)

N+ FE OHEE EHe Al RHXEIE {sH MZ2 Amazon SQS CHZ (MM CHZ | E HSEIL
Ct.

CHAO| A|ZHE[X| 2I2 A2 JE2 dh= OHEE= F7 24 U MAZ|E 2IcH BiE £ & X CH7|
4 (DLQ)OA| HH&[E L|Ct.

Amazon EventBridge T %1



AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

(@]
r?:
[m
rr
2
Mk
]
|
o
g
>
m

g 23| "M+ Fot= ol AHSELICH

OfF otH X EX| o Z 2|70l HEHE e = QlojoF ZrLict.

/A Important

|H-||E AAI

Saga pattern

AR

(o]l

FHE A83tE E2 Dto|Z EAMH|A HEto M Co[E L& EE X
H

Saga pattern

saga IfE12 24t o Z2|AI0|M o] UBA S K|5HT 042 OFO|TZMH|A ZHo| E
2 9x|5te Ol E20| &= Atof 2| IHEIQILICH OFO|TZMH|AE D E EHEHM
A AlSt D, O|HIE ZDtol (2t CHS EMZHMO| A|ZHEILICH ERHRMO| M T F= Al
Xl Z

S2E A 8E = UA&LCH

CtZ O3 2 saga I{E10| AWS Step Functions2 At&3t0] FE X2| A|IARIE 73t L2 2od
Tk, B8 ZF EHAH|(04: ‘ProcessPayment’)olle Z2AM|A 9| 44 (0dl: ‘UpdateCustomerAccount’) EE=
| (04: ‘SetOrderFailure’)& *{2[6t7| @8t - of EtAH|7t U&LICH.

> oy 1
r I

Saga pattern 14



Ofo|a 2 MH|A Q| H|OlE X|&H XA

AWS HE 7to|=

AWS Step Functions workflow

[ CreateQrder

Amazon DynamoDB

N

Lambda function

h 4
ProcessPayment

¥
SetOrderFailed ]

Z]

1| Amazon DynamoDEBE
| l

: l [ RefundCustomer ]

@ [ SetOrderCompleted ]

Lambda function l

‘{}K [ UpdateCustomerAccount

Lambda function

Amazon DynamoDB wlr . vy k4 .
oS | NotifyFailure |
otifySuccess @E . )
l Amazon SNS | OrderFailed |
Amazon SMNS | OrderSucceeded ‘ /
CtE2t 242 d<0l= o] iEHE Ar&35t= Zd0| E&LILCE.
. OHZZ|AH o|Me ZIalst 72 90| 042 O} 0| ZA{H|A THEo| M C|O|E] Y&t M2 @ X|sHoF gL
Ct.
- ECHMME ol X|SE2 2 § 00|32 MH|ATV @30t AIME|HEIE CHE OFO|Z 2 MH[A T
AEEE A2 HEHK| 2 ALt
o Mal|El &=Aof et 20| AmsiHE T EaE = QJo{oF & LCt.
/A Important
saga I{E2 C|HHZS7| o= OlO|T 2 MH|A T} Blot&+~5 SE 40| Z7teLICH o mHH
Ol B U HZ A FAE QB HA EUMMES YD MHtE SEE TRaHY
Delo| He LT

Saga pattern



AWS HE 7h0|= O0rO|Z 2 MH|A 2| B0 X|&H X[

OFO|Z 2 MH|A ot 7|E4%{0| A saga THEIS T 3d5t= WiEdol| CHEF REMIEH LIS 2 AWS BHE 7t0|=
AO|E 0| M AWS Step Functions£ AFE 8t MEHE[A saga HE Ol 734 IHEZ FHESHAMIR.

MHE|AE B C|O|E{H| 0| A THES

MH|AH 37 O|O|E{H|0|A THEIO|MHE ofeq OHO|T EMH[ATL S et C|O|E{H| 0| A E SR EfLICH
Ol WS A= st7| ol of Z 2|7 0|4M ot 7™ A E ME S| BTtst1L, 0424 OFO[Z 2 A{H|ATE SAlof|

M7|E +dste B H|O|IE (3 E|O|E)S mlsiof FLICH BBt 2 E C|O|EH[0|A HE AFY 2 3P$|
I 22t k|ofof BfLICH o & S0 7 At= ZE 00|32 MH[A 9| =41 I o MM A E
Hxotx| ot = B0l2 LolLt E|o|EE AME & &L

CtE J2 oA ZE 0to|Z 2 MH|A 7 E& HIO|E{HIO|AE SRt U2 IAM HE2 0| O|0|E

Hlo|A0] CHEF HMAZ KM|ZEHLICEH 0|2 QI5H 7Het AlZto] ASt=IL|C

HIAZE #7350 178 0lo|Z 2 MH|AQL AF|OF ¥4ZE32 Z=X5H0F &L |

£88 E0[X| o 2E 00| EMH|ATF SYUE CIO|E{HIO|AE S /57| M=o HE
Sof 7|7t M| ‘Tof ERMM2 T HOolES &2 £ 20

g =Tt
07 ESHEMO| Xt EHE 4= /& LC}.

MH|AYH =7 o|o|E{H[0]& THE 16


https://docs.aws.amazon.com//prescriptive-guidance/latest/patterns/implement-the-serverless-saga-pattern-by-using-aws-step-functions.html

AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

=

B AWS Cloud

Amazon APl Gateway

La mE'Sd :llgusrlcti on Lambda function L?g' Uﬁ @ l?:g?;?n
“Customer” P
|AM policy

R A

K hY|

Amazon RDS

insurance database
aoc—] oc—/ aoc—]
| | — oc— | | —
| — I | — | —
Ooc— oc—/ Ooc—
“Sales” table “Customer” table “Compliance” table
Ct21t 22 420 o| iEHE Ar83t= X[dol E&LICt

« ClO|E{H[O|AE stLtEF /K| ZEIStT 2

(@]
o
+ MH|AHE O|O|EH|0|A IS 736tE A2 7I& OO 2 MH|A ZHo| 45 &/ HE0l o0&
&L|CcH
= .

7|Z& dIo|E{ A|

]

£ 23 " dAst

kl
H>
Ral
rr
el
o>
r
ful

MH|AYH =7 o|o|E{H[0]& THE 17



AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

FAQ

O| Mo M Oto|Z = AMH|A S| T|O|E X|&H &d3tet 2Edstod AH3 X|7|=l= EEof ik &
2 NS gLCt.

sdCH3l 04 o] dEto 2 P =2|A O|O|E{H|O|AE 1A FHCH3t
UE L2

o

AN
T

EiEIA OfZ2|7|0|ME nto|ZZMH[AZ Eolfsty| AR E M= 2=2|A C|o|EH0|A & SCHE
ot= Ol ESstok & LICH Ci|O|E{H[ 0| A& o ZE[FH o]l A ZEE|= 0d2] 7He| 2 Tl O|E{H| O]
A2 Bgste MEE Mok gfLICH

024 OFO|Z 2 MH|AE I8 ti|HA| 2=ElA HIO|EH0|AE FX

g UA&LII?

of21 0to| L2 Ml A0l ChE B = 214 CIOIEHIOlAS RAISHE LZEO| O|R ORISR B2 A

#2 0l0|T 2 MEIA0 SBMOE HEY 4+ HOM DE £7/0t ¥ AHEE 00T 2 M| ZHoj
I.

O
ZHE|0{0F BLICH BAH :4|ou=_+ MEAE DiEElA ClO/EHOIAZ AHRE 4 UXIEH U Otol2
2 MHI20/= NoSQL HIOIEJHI0lAT} Cf {8HeH 4 &Lt

0fO|3 2 MH[A oF 7 [EfR{E C|O|E{H|O|AE A i EqslofF &
A2 FUAUL?
OHZE|A0|M 7|50 U= ZHQIS 7|EHOE OHZE|AH 0| MA s ok BLICH o Z 2|7 0lMel 7|

S2 Brtetn A |o|EH 0| A A 7|0t HRBHR| 0F & AH-st ok & LICH 2T AL o™
NoSQL Cl|O|E{H[0]|& AHE = T1E4aH oF JrLCh.

|_

Crefeh Ofo|3 = MH|A TEHo| M Tl O|H H2tdE R

BRI miE 2 FRULIN?

7] €18 &

Ol

7S detMel miE2 OlHE ZIHE of 79X E A& st WILICH

ACist o{ Yol Ygtoz R[4 H|O|EH0|AE AN HCHEE = UELITH? 18


https://aws.amazon.com//event-driven-architecture/

AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

EMM X S3tE FXISHEATH o{EH| dtjof & L7t?

OO 2 MH[A O 7Bl X0l ETHMME2 ME CHE OFO|Z R MH|ATL XE|5tE ot 24 ERAM
o2 JAME|LICH 22 ESHEHAO| AlTiEr 72 o|Fof R E AT 0| ETHMS =M of B LI}

Ol 4& 2 1|5t2{™ Saga pattern2(E) A8 5™ ELILCE.

Z+ Oto|3 2 MH| A0 CHaH = o| O|O|E{H|O|A & AHE3SHOF ShLt

R?
ntolZ 2 MulA oF7|R{Ql F2 HHE Lad ZWEeLICh Z nto|2 2 AMHlA0] BT ClolEls b
3HE R X|Elo{0k 5tH OFO|TEMH|A | APIE SSHAE AMAE £ Qlo{of ELI|Ct OO|3 EAH|

A7t S e CIO|EH|0|AE SRstE B2 OIOIH A7[0te| HE AL E Bt BItatioF ZLct.

DFOIHEA-II:H&H D= B O|o|EH 0| A& S/t 8% 00|32
ZEMH|A 0] BT H|O|HE HISIHZ 7 X|5tc4T o€ | sHoF B
2

olo|a 2 MH|A 7} 2743 d|o|E{H|o|A

£ Zf oto[z = MH|Aof cHet 7HRl Ello[S 0]
EX| 2RlstM2. 7iE olo|Z 2 MH|A HE 2| 7HE

9||:||.§ ot A OIAL_||:|._

= = T L AAHE

oH
30
Q'I_I
rr
1> oy
-Io

ETHE AE3HE FAISEIE OTE A SHoF HLI? 19



AWS HE 7l0|= oro|a 2 MH|A Q| H|0lE] RI&A R

C|AA

rkl

14 70|z I I

AWS ZtRE0iA ol Z2(A0|M S FCHSEH 7| @B HEF

AWS ZEt2E0iA o E2|7|0|ME HCHEI5H 7| @B EFAIE 2 24
AWS ZeteEo| o Z2[A 0|40l CHEt FCHst FH| ofEf Bt
OlO|ZZMHIAR B=E|A {8 25

AWS MH{Z|A MH|AS AF236104 Ol0|T 2 MH|A E8

E ME835t0] MHE|A saga THE 73 AWS Step Functions

7|El BlAA

I8t ol Z2|7|0| M #CH3H AWS
MOl =2 OI0|ZZMHIAE £ 5F5l0{ ZE 72 L 72| o Z2|7 0| M X|&

3l 5441 of Z (70| FCHS A K
C.OIO|32EMHIAE S8t & H

b Cl|O|E{ £t2| - Saga THE
IS8 0O|Z EAMH|A OF7|BIX T34 AWS AH|A: BHE 22| 2
|8t OlO|3 2 MH[A o} 7|EX 73 AWS MH|A: O|HIE A4 Tj
| of Z2[7H[0|M: oHEE|ZOIME HAHIE S8t 7t X HE

2|70l #CHst, 9 &%, TCO M

ne
AL
u
E
m

I'_"J

III||=I

e 7tole & miE 20


https://docs.aws.amazon.com//prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com//prescriptive-guidance/latest/modernization-phased-approach/
https://docs.aws.amazon.com//prescriptive-guidance/latest/modernization-assessing-applications/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html
https://docs.aws.amazon.com//prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com//prescriptive-guidance/latest/patterns/implement-the-serverless-saga-pattern-by-using-aws-step-functions.html
https://aws.amazon.com/partners/featured/database-migration/application-modernization/
https://aws.amazon.com//microservices/
https://aws.amazon.com//solutionspace/financial-services/solutions/cloud-application-modernization/
https://aws.amazon.com//blogs/modernizing-with-aws/cost-optimization-and-innovation-an-introduction-to-application-modernization/
https://aws.amazon.com//campaigns/modern-application-development/dev-guide-microservices/
https://docs.aws.amazon.com//whitepapers/latest/microservices-on-aws/distributed-data-management.html
https://docs.aws.amazon.com//whitepapers/latest/modern-application-development-on-aws/command-query-responsibility-segregation.html
https://docs.aws.amazon.com//whitepapers/latest/modern-application-development-on-aws/event-sourcing.html
https://aws.amazon.com//modern-apps/
https://aws.amazon.com//enterprise/modernization/

AWS HE 7to|=

Oto|Z 2 AMH|A 2| HIOIH XS4 x|

=M 7|5

ol Eoi o| 7tolEe| F
RSS I|EE 7 55IAM2.

T
0¥
Pl
0%

—

0
I
\_?ﬂ

El
—__
|'ITI

HHloIE

AMIAd

—1—

ok

bR}
[=]

Step Functions& A& 3104
saga lES F34517| 98t &

0]
I-E
oY
Pl
o2
o
nx
0%
m
2
20
o>
A
[ul
0ok
o

MHI|AE Ho[EHI0]A & A

=
HIAY 3% ClO|E{H|0| A T
Tof Cier HEE BE 3| &

LICE.

O|HE A A TIE10| Amazon

EventBridge 731 MlME
O|ERi&LICE.

i

¥

P EEot F

CQRS I{EiE F7

T Ldlo|E&LIC.
AWS HE 7t0|= #ALO|E Q|
AWS Step FunctionsS Al &}

3E Fi&LCH

b
s
I
o2

0 MH{Z|A saga & 734 1}
332 & LU Saga IEH A
Mg Hdlo|ER&LICE

Clo|Eoi Ciet 2 ElE Hor{™

=

2025'4 42 7

2023H 122 4

20234 112 17

2021 22 23

2021 12 27

21


https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/modernization-data-persistence.rss
https://docs.aws.amazon.com/en_us/prescriptive-guidance/latest/modernization-data-persistence/database-per-service.html
https://docs.aws.amazon.com/en_us/prescriptive-guidance/latest/modernization-data-persistence/shared-database.html
https://docs.aws.amazon.com/en_us/prescriptive-guidance/latest/modernization-data-persistence/shared-database.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/service-per-team.html#amazon-eventbridge
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/service-per-team.html#amazon-eventbridge
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/cqrs-pattern.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/implement-the-serverless-saga-pattern-by-using-aws-step-functions.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/implement-the-serverless-saga-pattern-by-using-aws-step-functions.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/saga-pattern.html

AWS HE 7l0|= oro|a 2 MH|A Q| H|0lE] RI&A R

AWS HZE 710|E 204F

CE2 AWS THE 710|200 XMS 5= T8, 710|E L THEoA YLEtMHo 2 AL El= Eo{LICH
2017 H=2 xiotsteind R0IT Bl 2UE LS AIB ALE AZHUAIR
=Kt
77bR| m2
OHEZZ|FO|ME EEIRER O|™357| Y8t 774 x| EtxdQl oto|1gf|o|M H™2F o|g{8F HEF2
GartnerZ} 2011'0f| mpet st 57t x| MEFE 7|Ho 2 SlH CS S 2 A8 ELICH

235104 O Z2|70|MHE O|S3st
MEFLICE of7|of= YEtXMo =z 2
Oracle O|O|E{H|O| A& Amazon

z Mo

- 2IE{>/Eo7|E - B2t UOlEE V5 Acket &
ST OF7|HAE S ORM UMY, M5 3 g7

o | Aot o|o|E{H|o|A o|Alo| Z&t=IL|CH of: 2z yOolA
Aurora PostgreSQL £ 2t ofC|Mo 2 ofo| 22| o[ MErLCt.

- DEHZLYEZE HE Z|MO|Z) - OHEZ|FI0|ME ECIRER 0|85t U™ £F 9| 2[XstE
T l5tod EetRE 7|2 #8ELCt of: 2= 8|0]|A Oracle |O|E{H|O|AE AWS 22 E9|
Amazon Relational Database Service(Amazon RDS) for OracleZ 00|22 0[MEfL|Ct.

- KTOHES H= ﬁ) UetHo 2 J|E 2lo[MA MM SaaS RHZ MES0{ CHE MESZ ™
ErefLct. of: 7 2tA| B 2|(CRM) AAE|E Salesforce.com@Z OFO|22{|0|MH gL}

« ZSAREIZE HE A|ZE)- o EZEZ|AH0|ME HASHK| &1 EEIRER 0|S5t04 EEIRE
7ls€ g€8¢&Lct of: 2= 20| Oracle SIO|EJHIO| A& AWS 2EtREZ 2R E2[EC2 Q1A
E{A0f /= OracleZ OFO|ad 0| EHLICE.

r (]
% |k

 Muix|(5tO|HHtO|X =& 2| E2|ZE A Al“ E)- M stEQ0{1E FoistHL, o E2|7olde o
A BHES ALY, 7|1E 2YE K| DT QIEELE SRR ER O|SELULCH 2=80jA E3
Zo0lM sYet ESES| EElRE A‘lHlﬁi MEE oto|zel|o|4EfLICt. of: Microsoft Hyper-V
oiEE|7|o|ME E oo zio|MELICt AWS.

« FXI(E#) -4 BF0l ofEE70olME FRIELICH Cir 2 E[YE{Zo| 226t s =
LHE2 2 d7|stedE o EEl7io|lMdt HIEL|A Rf-2ofA oto|z2f|o|MdE ol 7t gdod &+ X|stEd
£ dlI7HAl ol Z2[7i0|H0] o470l Z&E + U&LICH

« M8 BX[- 44 BFoMH ol ERstX| o2 ol ZEIAH 0l E T 7|5k HLE M7 LICH




AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

Hist SX| T EE 0|5 M| 2 AFE6104 AA Cf|O[E{H 0| A2 CHA CllO|E{H|0|A T S 7|
= 4El2 RX|E|1, F OlO|E{H|0|A 2= Ot0|aE[0|M & 44 ofZ22|F| 0o ERMTME X
= ClO|E{H|O|A Oo|ZEiofAd dridelL|ct. o] Wi Us|d HMEto| Edt chal A7 2ol X

Hx|2 oto|azo|ME X|HELICH o RQ45H x|t HE|E THA|E Oto| 80| MECH H BE 2
| 28|t

O{El H
Fed4o
& otolzgjolM

x
&

4 1

=0
[SX=)u

A4 Hlo|E{H0| A8 CHY HIO|E{HIO|A7F S7I3HE! dElZ 7 X|=|K[BF A4 Cf|O|E{H|O| A BH 44
ofZE|7olMe| ERMMME X2|5t 1 0| = CHY HIO|EHI0|& 2 SX|E|= G| o|E{H| 0|4 Oto|
aiolMd S lLict. cHe Cllo|E{H|o|A = Oto|2ei|o|M & o{™ ERMMME 5{&5tK| ef&LICH

A

ot

AN

T
M 50| ESstD 20 CHs BHY dHE ZFE A AMSHE SQL g lLich A &40l o2
SUM 2! MAX7} QJ&L]Ct.

Al

ZMALCH AFE= I HE B30l &

CIOIEHME A 712! HEE BT Moz MXlst=
Hel Cllo|B{ = Zh+E|X| et &Lct

0| 8 = AU&LIch B E lo|HE o 0]

o |H

r




AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

&2 MEC} H|MAXO| L H| 2 8X0|HL & 20800 BHEE|= 2X|o &t

offZ2[70|M o

YOI ZLE| ALHS 22517 9 SAT HBBIAOIME AL TS 5185t Hot M o

AI |__| [_‘_l.

ofZE[7o|Md ZEEE|R

OHEZZ|70o|M 75 & FX| &2 H|S1 ol Z2|AH 0| Mol HIEL|A 7HX|E HIRSH0{ ZEI04| M At
5t= Z ofZ2/F| 0| CHEt ME HE 2SQULICH O| MEE ZEEZZ|Q BHM O M T2 A
A 0| 2Mplo|rd Ooro|azlol4, BdCHE 2 %25t e ol ZEE(Ao|ME AlEet D =& Héte Ol
=20l guct

23 Xls
AFE 7|=2 A835t0d & &, =X a4, THE 1Al § Yutxo 2 Qlztnt Bt El @IX| 7|58 =
St JE MEC R = AFHE e EokLCt AEMIEH LH& 2 What is Artificial Intelligence?&
SEEIPNEeN

21E Xls 2H(AlOps)
71 Bt 7lMg A8 sto] 2 BXIE ST, 29 ARE o A8 TS Folm, Aula
Z22 =0l T2 M AL|CEH AWS O0+O|228[0|4 TEFO A AlOps7t A El= 2ol CHEE RRA|
L8R 28 S8 7I0|=E& HESHMAIR

HICHE &= 35}

24743| Mgt Elo]of FLICH

IR, YT, 2N, LITA(ACID)
97, WM EE JIE X7t wAs ZRoE ClolEHolA0| ClolE RE 4T 2% MEINE 2
aote AZE 0] 49 MERLIC

ABAC(E4H 7|8 A M| A Zf|of)

BM, 2T, Bl 0|§ So| AASA 88 7IHE MESHE HEtE ddste WAILICH XpAIEH L
22 AWS Identity and Access Management (IAM) 9| € ABAC AWSE I X3HA2.



https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html

AWS HE 7tol= e

ool 2 MH|A Q| HO|E X|&HM X

ThE ARIE 4 Qs ME AAR ZHEEIE TR HAO| CIOIEE MA e SIxIYLICH AT, B
X i 7hHatet 22 ClolE Hal £ £30| S50 MEIY 4 9l HlOJE £49| HlOIEE
CHE 9IRIZ SAME 4 laLic

[= 2 |
CHE 7tE S FolZFHE AE| AWS 2| &1 S8t 2[He| CHE 718 S0l M st X[
AlZtol 2 HER o4 M3ste el niet XL

—

>
S
wn
Mju
u
40
N
Il
gl
3]

Bl 219/ 3 (AWS CAF)

A

ZZ20| 2EtRER HBMo R Mt AWS 57| Et 22Mo|T o™l A& S Jidst= ol =
20| Zlzo| X|A] & 2 Al Z AT lLICH AWS CAFE XIEIE HIELIA, AR, HEHEAA,
Z31E, 2ot 2 2H0[2t= 67tK]| 3 P2 FEELICEH HIRLA, AR & HEHEAA BH2
HIELIA 7|20t ZEMAN ZHS WFD E3E Hot 4l 28 M2 ©ME 7|0 Z2 MA0]
SHS SLICE ol S0, AFR ™2 QAKHR), ' HiZx| 7|5 L 2124 #E|E EE 5= OolsHE
HRE CHad o2 gL|CH o]248 #oiA AWS CAFE MEBXQI Z2I*E MES Qs =2lS &
HistE Ol =20| £l= Q13 7id, 1< L HF LA oMol CHEt x[&S M ELc RHME &2

AWS /A2 HZ T LI (AWS WQF)

clo|E{H[O|A oto|aBolM /I ZEE Hotstn, oto|a oM MES HE st T, & 74ME A
35t T LICH AWS WQF = AWS Schema Conversion Tool (AWS SCT)0d| Z & T[0{ &L

S
Ct CllolE{#io]& A7|0F 2 ZE 244, ofZE|FH|0|M ZE, S&E & 5 S8 EMstn It
BEIME MSELCH

25


https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf

AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

szt a2z

2lAA SE AIZE Z0to] [HE 4% 8o chEt SEE chatE 7 Lch Amazon Detective 0l A
SE J2Z E AHE85t0 Amet EO2 AlL, oMABR2 API 2 5 & U RAE 21dS EAE
&= & LICH XFMIE LHE 2 Detective A 9| Data behavior graph& & ZE5HAAI2

] AC|oF AJAE

Hio|L2| Zoh(7tsE 5 2el4 & stLh)E tl&Este Z2MAYLICH 6§ S04, ML 22 0] “O]
OlHdol AHRITIR, AHO| o}d7t27”, 'Ol MIE S HRUTIR, RIS UIIR? S2| EME ol Fl

A7F MES| HEHRIX| {F & E|AEStE O AEElE HEEl 20| =2 HEEX HIOIH 7

AL
=k
£ £/ 2!(Blue/Green) HiE
SYUSHX|BH Hylo F BEE Mdst= HiE TEFILICE stLtol 2t E(TbEtAH)oi M XK o E 2|7
O|lM HTE A&stT A ofZ2[AH 0|M HX2 CHE Bt E (=)ol A>ELICH o] MEFS AH8 5t
M AT S £[ASStHM A& EE = U&LICH
bot
RIS S5 AISsHE EHATE M-t Q1M ES0|Lt 43 282 AELo|Mete AZES
o o ZZ|7|o|MUL|Ct QUE{HIMH HEE = &5t= B A ECet 20| R83HL O|ER R
U&LICH oM Rolgtn sH= CHE 28 B2 el =& 222 WalistHLE HE 517 fIEt R
L|CF.
=L
A AN
Wefojol| ZYE[D R 5 E= & 2UAtet 22 B FARIL Mofste £ WEAILICH £
H2 2ol 2ot Ro| BT HRIE &Holste 7+ & edTl HIFL & /LIt
=X
Ic 2EZEXEE|e ZEE FJULICH B[ ZX|EEof SHEl= X Hm E2X|7t 7|2 EE XY
LICE Z|& ERX[M M EZHX|E B8 CHE M 2 x| 7|5 LSt HL HOE =8
g = UELICH 7|52 F557| fldl Mdste HHRIE UPtH o2 7|5 EAX(2tD §LIct
7158 EAE FHI7I £E|H 7|5 ERRIE 7|2 2 x|of CHA| SEFEFLICH XpMIEH LHE =2 About
branches(GitHub AEAM)E &=t A2,

26


https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches

AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

213 HMA HE

MAE S5 AF2XH7F Udlxo 2 HAAE HEHO| Qe ol HAMA
UL REAMIEE LS AWS Well-Architected X|& 2| Implement

AERH EEol 7|1E et AR of7|[Ex ol EEt2EE TMEFS AMEE W= T AILHE &2
Zeto| Mo 2742 Sz ofF[HIME MAELICH 7|E QZEHE & ots 32 Eet2de ™
=fnr J2Ee MEE EEE o+ ALt

Abed o1
718401 71218 BB 847 2 shs Wk B, 2 HHIS EE DAY AL 010122 Al
OF 7113 & 7Hi HHE HIALIA 2ol mhe} OlF0fE 4 9/

SLICH REAMIBE LIRS Mol AWS
oM ZIENOILISHE 0HOI 2 MHIA Alstel BIXLIA ofg B 410] PAls Mg HEGHIAIS.

HIZL|A 54 A &/(BCP)

CH# 2 oto|ago|Ma e SE
23517 22U MMIE £ U E x|t A= QlL|C)

C

CAF

AWS Cloud Adoption FrameworkE & X 3HM|2.

FtLt2] B
2T MEXH AMSstE =8 S8 22[A HHULICH &40l 20 M HA S HEZ 510 $4RH B
Mg S| WA EhLICE

CCoE
2etec A HEE HEAR.

CDC

CilO|Ef A #HEE & EtMR.

27


https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html

AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

473 G 0|E{ Z4%(CDC)
GlOJE{HI0|A EfOlE D 22 CIOIE] 20| #7 L
7= ste Z2MALICH CHA AIATIO| W7 LIS
o ¥t 8Z2 CDCE ALSE £ UaLich

7t AX[L|0{E

g Fxstm v
Z

ZdAstHLE 5%

mo ofo

3 Argol CHeh HIEtH| Ol E
1

=
=
5to S7|EHE FXlete= S

AMABRIS| SHAE EHAESY| 6l oMo =2 oLt SH O|HEE T ELICH AWS Fault
|njeCt| ervic e( WS FIS)E AF&3t0{ AWS I 20| AEBAE 1 82 HItste &A™

Cl/CD
Kl&T S8t 3 KIS5 HES AEHML

==

=TT
&S MASHE Ol T80l Els BR Z2AALICH BF 2o CfE ML 2L ola 2 of
FELICH Ol&F 22 4 M2 CHELICH 08 S04, 2| o|0|X|ofl ST} Q=X 048 Tt
sHof & 4 laLict

CH&f O] Ll O|E{& AWS MH|A = 416t7| Tof 240l M CIoIHE ZE3tE

T
I

282C &4l MEI(CCOE)

gotec 29 AR Y, ElAA S, 0tol2a|0M EHUEtel M, CHF 2 HAIS S8 T ME
S Z% ©AHoIM S22C MY =S FTISHE CHEof EQALICH RFMEH LIS AWS BBH2E
QIE{Z 20| = 2 E2 10| CCoE AAIZE BEFHML.

golec #EY
2474 o O|E| AE2IXIS} 0T ClHHO|A BElof Yo ABEE 28t9E 714 2219E AL
e Yutsoz x| HFE 7l&of 7Elof LT

gotec 2y oy

T Z&0 A 3L} O|Ak9|
I:L AT 82 22t

2R E AEH BHA|

[r M
o
40
[N
o
ox
mjo
4
B
B 0x

Z%|0| AWS 22t =2 oto|go|Me mf et e 2 HR|= 4B AHE ChEnt Z &Lt



https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html

AWS HE 7l0|= oro|a 2 MH|A Q| H|0lE] RI&A R

c ZRME N 3Y U ss SO ¥ UK 229 BH ZEME MY
. Jl¢h - SERC A ST 2B 7% FAHO): MY E MY, COE Hol, 2% 2Y 75)

- Oto|zglo| - 7 of = 2|7 0|44 Ooto| el o]4d
« Re-invention - X|& 4! MH|A %|Z35l2F SR E &4l
0|24t Bt = Stephen OrbanO| 221 H/AIE The Journey Toward Cloud-First and the Stages
of Adoption on the AWS 22} E Enterprise Strategy = 2 104 A Holi&LICt. AWS Oro|22 0|
M T2k o{H ol UKol Chet AtAIEH LI 2 oto|Zel|o[M #H| 7I0[=E & EESHAML.

AN -

CMDB

T 2| CIO[E{H0|AE HAStM 2.

E g|ZX|EZ]
oA FE HBM, HE, AT EE S| 7|Ef RO HH ZE| ZEMAE S5l M =T U]
Ef|l= {x[QLICH et el 22 E 2|Z X|E 2|2 GitHub & & Bitbucket Cloud7} Z & & LIC}H.
=

=
=
gfLICH Ofo[Z =2 MH|A FRUM Z E|ZX(EElE BHY 75 HEY
12 0i2] E|ZXIEEIE MEE =+ U&LICH

Hlo4 QU7HLE, MCHZ A LAXIX| EA7HLE, el E[7AHLE 2171 @l= CIO|IB{E Z &S
LICH & M2 2Lt ClAF 0l M Ci|o[E{H|0]& RQIABIAE 2lo{ok 5t7| E 0l S50 YFE O|X]
M, Ol= HI ZHA0M el= ZAECE =&lL|ch

MRy

£ o|o|E
7HO| HMAL|X| ot Yo

| =
soz =gl #2/7t 58 e o| HlolElE Af50| 2 HIgo| Met AEEIK| A8 = 22
b

Ct.
A2 f7|HHES HAY = U&LICH
ZEE BI™(CV)
7| st&E AHE5tod CIXI™ o|O0|X| & HIC|2e 22 AlZFA] Al M E% 2M5tn FE5H=
Al ZE=2lL|Ct 0 & £04 Amazon SageMaker Ali= CVO CHEH O|0|X| M2 YT 2IES MBS EL
Ct.
IFHCEEZE

AR B 0| N EIE Aefol M HZELICH 0|2 QIs) I 2 =7 FHE E45HK| o
g 4+ 200, ol Yertoz MA0|T SlE 5IX| She SelelLch

29


https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/

AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

744 22| o|0|E{H| 0| A(CMDB)

StER| W AZEQ o 7 A4t dliE T *% Z2fotod Hio|EH|ol ALt i IT &0l CiEh 8
g M¥ P_Tl =4 EIoP‘ ElixIEElmL—IEF ditMo = Olo|adolde| zEEZEQ M A &Y

TEEs U EHH HALE ALK X|H5H 7| fle =& E == §
SLICh YAML RIZ3/2 AF835to{ MEHd 2 AWS AME L 2| £ T & A of B AEE|
2 HizE 4 Q&L REMIEH LI 2 AWS Config B MO Z43HA Mg 2 ZFAMR

&M S8 U x[&™ HMY(CI/CD)
AZEQo| ZBA TEMAL AA HE HAE AHO|R U Z2HMOAHE RIS56ts T2
MALICH ClI/ICDE YetMo 2 nto|Zetelo 2 MYELICEH CI/ICDE S5 ZEMAE X556t
I, dMMEE =0|T, IE ERS MG D,  WEH MSE = U&LICH RHAME LIS 2 X[&5H
MEol 0|8 HASMAIR. CDE KI&SHM HIEZE o|0|5t7| T Fulct XM &2 x[&H ME
(Continuous Delivery)t X[&2Q1 7HE S & ZSHHAIL.

ISKSRE [o]]=)

AE BRI 2l ClolEfet ZHol WIESIZoll D El0f 2l HlolE LTt
Glole| £ 7

CORIATE 7822 HESIO HIOIEHE AMHstT BFRete ZEMAQLICEH O ZEA

|0|E-|01| CHEH MAH5t B35 3 HE Xo{E AYSHE

Qet 7 2ALICH HI0|H 2/= A ell-Architected Framework0{| A £ 9+ 2=
_+_?=.I—|EF RiMlet LI 2 HIo|EH 2R/ E B ZstAAIR.

)

o2 > oM
_L|J
oi—
I:o

Clo|E| EB|ZE

Z 24 ClO|E{QH ML 2 S8 0l AHSE OIE] 2ol A8t RHO| EE Algt Ztoll HE 2
clolefel olol 9l st Clole] EBlZEE ML 2 oS0 HEHHQl EF, HEA U BN

MetAld = AU&LCH

|
Hots ol 20| Z|l=22 Alo|H EoF 23 |
S

30


https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html

AWS HE 7t0|= Oto|Z 2 MH|A S| CIO|E] R|&A K|

&% 5 olole

HESIE ST5tD 2l lolEULITH EXT 2|42 AOIE OIS B2 Cl0EE o2 § +
e LICH

Gl0lE] HIA
5% AEA Bel U HHUAS S8 BUED YEYSHE ClolE 28 ¥ MBS ob7IHM =

1 T Q& O|o|Elat 2 Esh D AElsts REIQILICH of A CIOIEIS Al ASl s H 71Ol MK 23 ©

=
3, HI8 U EMEA EHX=Z22 £ AWS 2EHRE £ A&LICH

ME[E = e A SHE 01| HEHZM MEE + Us 2oL AMASIES ot ol T
=0| &= AWS #tE2| o 7t=eld MEQLICH RhMEH LI 2 CIoIE B 52 HASHAIL

CIOIE AFH &2

/Al HOJEIE ML ZHO| &7 72 BAE 4
*EBCHE 22 S Yo =
olnlg 4 ULIC

ClOIE &7

2tO|ZALO|Z ™Mitoll 24X Clo|E{e] EXet 7|5 & FHotes Z2MA(0: HlolE dd, ™&, XMHZ

HhE).
CilolE FA|
ClolEE =& 2 ®2l5te JHeluct
Cilo|E{ o5t
EAu 22 HIZU A QIERIEIMAE X|5hE CIOIE &l A|IARLICH C|o|E fllofstRA0=
EE B2 &2 7|5 HlolE{7} & EIH LEtdoz 3z & %—. i A+ ElLct

ClOIE{H|O| A0 A EO|2 & Ao FZRE BFE7HLE 5t 7| 21T BEE £= FFULICH

ol Oo|E{H O] A =E 240{(DML)

CIOIEHO|A0AM HEE +F (&Y, UOIo|E A AX)st7| 28t BHE £ BZULICH

D 31


https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html

AWS HE 7l0|= oro|a 2 MH|A Q| H|0lE] RI&A R

DDL

HE®= et O eto| H|o|H 7|2d, F2EH A 718dE E58t7| @5 AFE HET T &
ol Hot HIZ{L|E D M08 4S5t HEstste HE 2ot M2 LAIIL|CH O TS RHEHS)
™ AWS Organizations X 2| 024 A &0l 02 ZHEE S AWSF7I6104 E|aAE B8 = /UE
LICE o & E01, &5 &o{ Y2 HAI2 CIEAH 215, HERI MEst L AS3E ARE = UE

LICt.

Sab=h=Rua=IPN,

ol AWS OrganizationsZ B E|lE MH|IAE AWS HIH A2 SE6t0 X0 HXMg ZreElstn
S Mu|A0of CHEE Hete BEIE £ U&LICE ol2{8t A™HE Y MH|A9| IE ZElXtetn
grLich XEMI8H LI 3 8 El= MH|A S22 AWS Organizations A A 2| AWS
o &7l AHEE £ 9l= AWS MHIAE FXSHAAIL.

o

rganizations

HH =
CHA Bt 0l OHZEIFIOIM, M 718 EEE ZE SH AME S M8E = ULE st ZZMAQIL
Cl. iz ole ZE Ho|AL| HA Al S 738t LIS ofZ 2|70l Bt EoM SHE ZEH|0O|AS

o
2EstD Assts sdo| ZEELICH

g x| &0
OlHE g 5 Bx|, 7|8 L Y22 &S MHAE 2ot Mo{uct olz{§t Moz 7IE 29| of
WX K018 3|8 Hot O|HIEE = 2&F Wo{MULICH REMIE LHE 2 AWSOIAM &2t Ko
FO| EIX| Mo{E HEFHAIL

32


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html

AWS HE 7l0|= oro|a 2 MH|A Q| H|0lE] RI&A R

e 7tx|l & oiE (DVSM)

I E Qo 7H'=é" ZIO|ZALO|Z2 0| £ =2 ERlof BEXZ0I Q382 O|x|= MY ZZHS AlHstT
& 15t Ol AR El= Z2MAQILICH DVSME 2h 8l M x wale

o
= T
SHESLICH AZEQ o] Y T2 MAE S5l 7IRIE HEStn 0|StE

HE, B, Aol FH| £ ML BIOITH 22 MK AIAHES Tt oz EHE R CIXIY £
22 ofF 9&| 24, #2 DUIER, Mo 2MsHE XIMELIC

AEF A 7[00I HE Eo|= 2| W™ O|o|E{of CiE CoIH £d&8 Z&ete o &2 Elo|ES
UELICH At BO|2 82 iMooz HAE oLt HMAEXH SEsts /8 AL/
Olfet &892 23 Fel Mef, BT & 2t M E &llolE X[l Ar8ELCH.

B
SIAECE EE I 2ol 7|2 tHE fIX[o|M HIZLA SEE FE5tK] Z6t7H| Yolfst= O[HEQ
LICE. of2det EE Rdxls, 7Ie™ 2F, o|otXx| &2 748 2F & Helol 38 £ 2

Ol
MEFo| SR Qleh Aot £ A&LICt
M3 =7 (DR)

Mishz Qlet 7kE K| AlZh L O|O|E £ A4S %|A3t6t7]| flol AHSste = A Z2 AL

Ct. XEMIEE LI 2 AWS Well-Architected Framework 2| Disaster Recovery of Workloads on AWS:
Recovery in the Cloud& & Z35tM 2.

DML

CilO|E{H|O| A ZZf 210{& & EStAMIR.
Coel 7 A

TEAE Y AV MBSt Tlstete THQ = A HIZLIA SEoi ¢445l0f 5%
gt AZER|o] AARE Y ste M2 EAILICH O] 7HE2 ol 2] offgtAo| o5 2ol MMl =
el 7|8t CIxtel: AZ EQ o] SA9| S 5HZ(Boston: Addison-Wesley Professional, 2003)0|
M ATHE|I}ELICEH Strangler Fig THEAD} & 74 =HQ! 7|8F AHE ArE 5t Wigdof CHEH XFAIEH LY
&2 ZIH|0|L4 & Amazon API GatewayE A& 36104 7|Z 2| Microsoft ASP.NET(ASMX) 2 AH[A
E HEIMo = FHoistets WHE FTsHMAIR.

DR

P
gg
I
4
i
ook
b
Q'I_l
x
FO

33


https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html

AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

Co|lZE ZIX]|

7|&0| £l= #guto| Wit =g UELICH 0§ 501 AWS CloudFormation & At&5H0{ AAE]
2laA0| EE|ZEE ZX|SHHUE AFE5H04 AWS Control Tower 7HHHAA @7 ALE E4=01| HFE
|2l = e Y Eo| HE M S AR = U&LICH

EDA

HM OO EME HESMR.

EDI

AL CO|E metg XML

oAR| HF

loT HELIZ o] X0 A AOLE ClHFO|AS| AR Y 52 JiMste 7| AR HRE2 2t
A 2ol His 2Ot S& x| AlZhE £0|1 SH AlZhE IME = A&

Mx} Gl o|E{ LEHEDI)

2o ArS3tE WEhS LIEFELICH RhMIgF LHE 2 TAL Tl 0B W #H(EDI) 0|t
=

HRI7IR?E MESHAMR
%53
AtEfol eiE = = Ui H| 4[0|EHE AtO|H 2 HEtste AR E Z2MA L
&= 3t 7|

ot2 3t ¢ BB ols MRS RA| HIES| 235 SAPAULIC 7|9] Lol Cherd 4 2

A E HZelol HOIETH MHE e =ALICt & dC(er AlAEE2 71Y 28 HI0|EE B
MEELICH 2lE A AlAaR2 Tt L

0
!
o
FO
rok
T J
)
m
M
s
Pl
Pl
0
o

A=EQIE

MH|A QIEZQIEE R ZXFIML.



https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html
https://aws.amazon.com/what-is/electronic-data-interchange/
https://aws.amazon.com/what-is/electronic-data-interchange/

AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

Virtual Private Cloud(VPC)oﬂH SAEGH0{ CHE AFS X SR|E = Ue MHIAYLICH E ME
CHE AWS H™d EE= AWS Identity and Access Management

504 AE ZQIE AMHIAZ MASIT
(IAM) EoF F=|of ‘HEHE AWS PrivateLink 04 o= U&LICE O[28t AHE E&= 2ot FA = ¢

E{H|0|4 VPC IS ZQIE S AA5t0f S EQIE ML HIBHE A2 4 UaLich RHA2
Mg MRS AAIR.

LH& 2 Amazon Virtual Private Cloud(VPC) AEAMO| AEZLQIE AMH|A

AE{ZE}O|= E|AA HE|(ERP)

AE{ZEto|ZQ| F HIZLIA ZR2MA(: 3|AH|, MES, Z2ME ZE))E AtS3stT #HEISHE Al
ABIQILICH,
SE &355t

&5st 7|E CIE 453 7|12 AE5t6te Z2MAQJLICEH RHAME LI 2 AWS Key Management

Service (AWS KMS) MHAMO| S & &5

2l ofZE|FolMe| QIAHAQILICE OS2 2Et*E A

>
0%
op

23 - ofEEI7old RX| HEIE HEste A B

o
OLABIARILICE g BHE W A
AN

18
-

[ —

LICE ol2{8t el &S H

oo i X
o 1o n

ob
do

o

EAAQILICE Cl/

[k
b
L
%
o
O\I

- 2B ALSRIL HHAE 4 s A F0l ofE 2 olMo| 9
olza ro_ow z2oiM # 2ol ot

B2 - A W & 0l9lo] AL AT
& B WALSA 8 HAES

@)
O
=

ri
o3
H

= o = A T
QT M & 7 Mol cHet HE MR dBE MISELCH g S =2
ID & M| 2|, B K| Mod, 2lzef 2oF Clo|E E3 & QIAHE cHE 0| Z&ELICH AWS ot
o|zgi|olMd TEfo| o Zlofl CHEF RbMIEF LIS Z=0% 7134 7H0|=8& A ZsHAAIL.

ERP

ANE{ZElO|=E E|AA HEIS XML,

35



https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/

OtO|Z 2 MH|A Q| CllO|H X|&d X|#

AWS HE 7to|=

=AM O|O|E &A(EDA)
HIOIEf MEE EAM3to] 2 EME mddtes T2 MAQLICH CIOIEE =& =& EAHE O3
ZI7| ZME sHSto{ INHE &1, 0|42 BIX|stD, 7HHE EQIELICH EDAE R SHE At
&t CIO|E] A|ZtEtE ddsto] =~ ELICH.
F
HE E|o|E
AEAF[0FS] 5 HIOIELICH HIZLIA 2P0 CHet HEF A C|O|[EHE MAFLICH Yoz
HE E|o|E2 ™70l e d L X+ EHolgol Cht Q2 7171 Qe ¥t Zo| = 74K E /3
2 ZaEuct
i = AJIH
e = F7|E £0(|7| /5 HlHet B2 HAEE ASste et L|Ct ofxtd M2 Eh4lof =4
L.
o H2| EHAH
oA Eolol B AMtetn T ZEo| S22 IHM5H= -II 20| Kz 718 4y, Aws 2™
AEE EoQ == ol Z2elst 22 AWS E2HREZAH YLICE RHAIE LI&2 AWS Zoif 4
2| ZHE HZXSML.
7|5 2%
HElX|E HZESMR
715
of| ol Ar&st= 2= dlOo|E{ ILICE. o of, M= &dolM 7|s2 A= 2teldM F7[HMe 2
X zl= o|0lX|Y = AU&LICt
78 8L
2o o Fof §40| ot SLFHXIE LIEHALICE Ol Yitx o 2 SHAP(Shapley Additive
Descriptions) & S8 JOCIHEQt 22 CtYet 7S Soll AME = Ue X HeE EHEL
Ch. RbAIEE LI 2 7|7 &tE 2= SHAM 7S4S B EstAIR AWS.
7| ggt
F7t 2AE O|IO|HE EZ S HL, 22 Z-H6HHLE B H|o|H EEOM o] HE MEE F&
St= & ML Z2MAE @/l IO E %|x3tst= ALt 0|& S8 ML 20| HIOIEHE &8
36



https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html

AWS HE 7l0|= oro|a 2 MH|A Q| H|0lE] RI&A R

g 4 laLch o & S04, €M 2021-05-27 00:15:37'8 2021, ‘5%, ‘S, 152 B R ot &
g et ClolE 714 40t 2EE D[ e HEE S&sts IHI =0| gLt

ol mu o
My % > >
OH
o
>
ful
S

30

ME3sHE HMA ANo{E B ESIAMS.
Zl HAA K0{(FGAC)

o ZUE AEst0d KM A HEE 5186t HLE HF & LICH
ZeiAIZ ofolz 2ol

EHAIAM M2 HAS A5t T4l 844 H|0|E{ X E S8l X|ISX Cl|o|E SXA|E AF&35lo{ 2|E
AlZtof C|o|E{E olo|ad|o|Md5tE ClO|E{H|O|A OFO|1B|o|M HHULICH SE= 718 K| Al
tg zAstslE ZAuLct

FM
o200l DE S HEFHA L.

o 2d|o|MH 2= (FM)
dtslz| 1 glo|20| X|™HE|X| b2 Cllo|E{e| CH 2 TIOIE{MIENAM E4E iR 2 & 2 &3
%“.;H—Itr FM2 210 O|3l], 1A E gl o|O|X| 44, Atodo CH3tet 22 ChYst LRt EfAZ E =
& &+ A&LICH REMIEH LHE 2 nt2O/o|Md ZEO|E?E AXFHAM L.

dEZ Al
2ol ololEfol M EREIUH ZHEH St HAE ZEZEE AHE3104 0[OIX|, HIC|L, ”IAE, 2
Cleot &2 M 2RIAS} r IHEE 448 = As Al ZEo| 5t MELICH XtMIEH LI8 2

X|2|& RHE

X2lM MEhe xRS,



https://aws.amazon.com/what-is/foundation-models/
https://aws.amazon.com/what-is/generative-ai/
https://aws.amazon.com/what-is/generative-ai/

AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

X|2lH MeH(XI2™ RtE)

Amazon CloudFrontoll M & S 710 AtEXI7 2EI= HiZ 0| HAM|ASHK]| ot S ot MY
ol
AR

Ch. 518 B8 EE AT S22 AR5t ST FUtot ATE F7HE XIWY 4

o 17 —

=
LHE 2 CloudFront @B M| ZEI= | X|2[A] HIZ XM[eFE FH RSt A,

Gitflow ¥ EZ=

ol 28 &2 Bt E0| A4 FE BlEX|EEQ| ME CHE EEX 5 :
Gitflow K E2=2 £ BIHAIZ ZHFEH EZF 7|H RIS 22 = M3 E[= o ™2 S AL|CH

=& 0/0l%|

L
n
n

S AZEQoiol M QIAHAE W] B HESOZ ABEIS ST ALY EE £

ZES|ojel AHXULICE o & S0 M= E0koll M= =& O|0[X|E A& 35t0q 045 C[HO[A0( A
AZE0IE Z2H[XMIE = UM 0| St HolA M= Ho| £, HEF Y A digE 7
Mg = UELICH

sl s M
MZ 2 BZolM 7IZ Qlzeto| B AIAE of7|=ixioll CHEt T RITE MFS S o a2 L
CEIIE she 7IE QIZEloto] 384 MIF 0| ZE MER 7lee Mg 4 UaLich 7|Z 9
ZohE HYsts 82 ECr2EHE ME N OBHE MEE EFE = UgUCh

p 3=t -

ZE ER{oU) HMAAM Elaa, S U RHE E-E HES= Ol E20| &l 52 7ELICH
HIEHYUR2 HE & EFO| RS HAME A—>SHH, AMHIA Ao R |IAM HEH 8

HE AME3t0o FRELICH B X| 7IEHYS A it U #7H E+ 2ME HXIstn sHE2 I8

oF2l2 Md3HH, 0l AWS Config Amazon GuardDuty AWS Security Hub CSPM, , AWS Trusted

Advisor Amazon Inspector & AF& Xt X|'d AWS Lambda HAALE A& 3504 734ELICEH

o T T

0|7|& H|O|E{H[0|A oto|zao|M
CtE CIo|E{H 0|A AZIZ AS5t= CHA O|O|E{H|O|AZ A A C|O|E{H 0| A OFO|ZE0]M(0d:
Oracle®| A Amazon AuroraE) 0|7|Z 0+0|220|M2 YEtx o2 Z|ot7[HIE 2fdo| UF0|H A&



https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html

AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

OE HEtstes A2 S Y = U&LICLAWS = A 7|0F #HEto| 20| El= AWS SCTE

SHILE RHSH 2y Al THL 10 AISHOZ @YW 4 ol QIR0 5 HA AAHS AHS2
RISxoz 1B M52 MBS, M50l 0Ixls YHES HAststeiM oy

ANES HE EFHES 2 7I2(0T) AlXHES Hohststn Yaslolsste o
AMelLich SIAE IS R0l ket EXoIM CIOIEIE £ EstT MFsHe o

13H Ol AR == ClOIEIME0IM 2R ElE BloZ0| XIHE 7% Hlolele)
|0IEIE AL 3t0d 2 o &2 B0t CIOIE{St HILSH 2 45 S Bt

k=)
o
ini oll

&35 Ollo|E|o|4 oto|zzeio|4

S Ut dlolEf#lolA AFIS BRaHE CHA CloIE{#|0|AZ A4 Cfo|Ef#| 0|4 ofo| | ol4(of:
Microsoft SQL Server0i| A Amazon RDS for SQL ServerZ) &3 0+0|22{0|M2 Rt™Mo=Z 2|5
AR EE 2|ESEY 2o AR LTt HO|E|E HIO|E{H0|A REIEZ|IEIE AHE3t01 A7|OHE
oto|agilo|ME = AU&LICt.

3 ol
R} QA4 sHE TIOJEY(0l: AAIZHBIOIE i 5|2 #of Blojef). Ykt of o olE{ol Wt
£ 22| 8BS MT ety st nAS AEaIX| AS £E BeHAT TR

PPN

ZzEHME EEo &8 =XE
AN

sto|m 7o 7|zt

Mgt 2= oto|zclolMd Blo| EXE sidstz| flo 22t =0iM oto|zo[ME ofEE|7|0lME
#rElet ZLEZstE 7|ZHLcH dEtHoe 2 o] 7(ZH2 1~4LILICt stolm7io{ 7|zto| ZLt
oro|zgolM B2 LMo 2 off Z2|7 ol CHe Mels Zete*s 29 Blol gLk



https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html

AWS HE 7l0|= oro|a 2 MH|A Q| H|0lE] RI&A R

laC
FAEYE QIEPIE FXFML
2 5 7|8k B

AWS EzteE # Lol M HMetE Holstes stLt ol4el IAM 2ot Fxfof 4ZAE Hailu|ct.
5 oiZ2/7 ol
90 S¢ot Y CPU X M2 2| A8 0] 5~20%Q! o E 2|70l lL|Ct. Ofo|azolM Z2MEof
MeE Ol2{Er i ZEFI0|ME M SXIstAHLE 2x 20|20 FX[stE 20| LM Lot
lloT

7IE QZEE UOO|E, IR EE= sl i Z2HM I 2 =0f CHEF A QIZEHE B E 5
= RELICH HA E7lsE el=zele HA 7tsE QlZElEC A Mo 2 O AEtE |1 HE ™ 0|
H o= 7ts&LICH REMIEE LI 2 AWS Well-Architected Framework?| B3 27158t QIZ 2=

AWS C}E HH ot 7| x| M ol ZE2[7AH0|M IR M HERXT AZEE 2, dA & 2t*Eet=
VPCRILICE AWS Security Reference Architecture0ll M= OfZ 2|71 0|0t w2 QUE{ 7to| &

e QEHO|AE E5517| 95 QIHIRE, Ol RHIRE 2 A VPCE HEQIT A™S MY
R[g HEFLICH

0l
AL

oto|zzeilol4

sst= Al ofZ 2|70l 22 M oto|adlo|Mets HEH TEFULICE of
O| DtO|AZEMHEIALE AFSKIEE M AIARIOE 0|5 E = UELICH ZE X
O| MCHE ZtS3st=X| &gt Foll= BIHAI AIARE HIIE & JS W7HX| =7} 00| 2 MH|A
Ol == &Lt o TEFg AHEStH Cw 2 oto| 2ol gl

1AM, AAIZFOIOIE, RAts&H M 2 AUMLL| & ME Sl MZE T2 M|A Q| F4CHSHE LIEHLY 7|
2|8H 2016301l Klaus Schwab0oll A £ &l8t 20{¢/L|Ct.

| 40


https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://www.weforum.org/about/klaus-schwab/

Oto|Z 2 AMH|A 2| HIOIH XS4 x|

AWS HE 7to|=

=zt
OfZ2[7ilolMd el B3 A9 RHAFRILICH

& elZ ZH(aC)

A M o
%75 A

MZE, ORI, RS, 0|2, AHD} shed S2oil M QE{Llof
Of AR RFMIEH LIS 2 M AHE QIE{L(IoT) CIXIE ERHAZHOIM &

OlE{yl gl 2 ZO|A HE

AAL VPC

AWS CtE H™H ot 7|El&0i| M= VPC(S

?3 7Ho| HER T EeiE HALE & 2lst Al Ct. AWS Security Reference
Architecture | M= OfZ2|AH0|MIt 2 QIE{L 7+o| FeteF QIE|HO|AE E55t7| 9|8l Qlut
25 OlRHIRE L HAIVPCE HEYI AHe HdHEg [ H

U5t 7HL} CF
|

| —
5% %

Fl

ZZ2MAM7E

FIF

A= 2IE{H(1oT)
4 SAUHERIE Sl CHE CIHEO|A T A|AEID S4lete MM E
Mol HEXHI RtAE LI82 10TE?E2 HESAAIL.

=
EEEES

t= Z1AH =

C
o2
>
;
1
-
I

2 Ed ARE|

Olzi3t MHIAE HIALIA @7 AbgHol R Z&5H| 913 Yrio

IT MHIAE MB35t
ITILE ITSM2| 7|EtE NBEL|CT.
IT MH|A ZE|(ITSM)

U2 |ITSM =72t E8ste

mju
]
40
n
Ho

O/ IT MH|A MAH, 734
gheHof| et AFAMIEH LHE

41



https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://aws.amazon.com/what-is/iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/tools-integration.html

_?,l__l

Ofo|a 2 MH|A Q| Hl|O|E X|&H A K|

AWS HE 7to|=

ITIL

IT H= eto|EEE|E HEtM 2.

ITSM

IT MH[A 2ZE[& HZESHM .

L

ol 7|8k A4 Foi(LBAC)
S 72 WAMOZ et T4 AMA KO(MAC)E T
et AL RETL B 4 U

AI'%XI' E-:l EllolE'I X|'7-('”0'“ 7—||-7—||' EP_I' E'”olE HAE O
gt ALt AFS X 20t Bi|o|E 1t Ti|o|E 2ot ti[o|E 7te| WAt &0 L
= A Fo| Z™ELICE
M &
ol

AE CHE HAE AWS BELICE = X2 0470 MFH
i

Y E2 Y Vet ohHE & M

gl ol= g} 270 CHEH &HAIE 7HK|D HI 2 =9t ofZE|FHo|ME A&t AlEHst Y

&LICt 2HE ZEof CHEt RMIE LIS 2 ot 75t =5 7ts8hohE H™ AwS B8 M-S BrEsh
AR,

CHT 2 2104 ZE(LLM)

LSt 80| CO|E{ol M At ERAE B B Al 2RQLICH LLME2 ZEol CHEt EH, 2M 2<%,
HAEES CIE Q02 Y % 2rd1 Z2 o2 AT E =™-E = JU&LICH RMEF L2 O
T2 Qo] ZEI(LLM)O|EF FAURI7IR?2E HZE5HML

CH++ = Ofolz 2ol
300CH o] & 2| Mt ofo|zz o]+ lLct.

LBAC

clo|= 7|gF M4 KoE H

2 2oiste 2ot 2 AR ULICH REAMIE LIS 2 IAM M

Z| A HE



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/welcome.html
https://aws.amazon.com/what-is/large-language-model/
https://aws.amazon.com/what-is/large-language-model/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege

Oto|Z 2 AMH|A 2| HIOIH XS4 x|

AWS HE 7to|=

2|E QdC|oF A|AH

Mg 2 &L HOIES

Z|H &&(ML)

THE QI4| B steroll Y TEIET 7IHE ALSSHE Q1B Kisol Bt RHYULICH MLE AHE QlE|Y
(loT) CIO|E{Qt Z2 7|Z E HI0|E{E BAM5tT s4stod IEIS o2 SH ZEs Maghct
KEMEt B2 7[H &8 BZstMAR
7|2 2&x|
HER|E HEFAL
2l 04
ARE 2ot FE Zol0|HAIE AHS TS MHE AZEoIULICH B0l BFE AlAHS
WSt HLE R et HEE |KESHHLE FE AAMA HEHS SEE = U&GLICH Wo{2| o2 vt
olgi4, &, dod, EZ0| S0t, Aumto|9od], 7|=7 S0l JUA&LICH
2|3 MH(A

o MA| L ZSHES AWS 2U5t10, AF2A= A= ZQIE o
MBLICEH 2H2|- MH[A Q] o 2 Amazon Simple Storage

AWS MH|A = QlZet AE
ES
A& LICH O|§ F4=HEl MH|AztnE BfLch,

HM|A 5t CIO|EHE AESHD Z

Service(Amazon S3) & Amazon DynamoDB7} €

MZ A~ AAR(MES)
HAIRHE AL ST oM 2 KIE ks =M, BLIEZ, EAME 3 Xofst
7| fI8t Az E 9|0 Alﬁ'%z*!‘?:!bll:f.

MAP

2 AZTstMR.

Migration Acceleration Program

43



https://aws.amazon.com/what-is/machine-learning/

AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

HZHUE
CTTFEMMST T AEHE RSt CIS ZHE {a 20 E HASte ©A| Z2MA QL
Ch HIFALIE S &8 Al RHIAMHMe 2 Zststn 7HM5te F7ILICH REMIEH LI 2 AWS Well-
Architected Framework2| H|7HL|E 5 & X5HM2
HHq H o
ZE o] Ol #E| A™EE AWS A™E M elst 2E A™. AWS OrganizationsdtLt Q| 7|2 §t i
of 3tLte| =& M0t 2 &= Q&LICEH
MES
M= A AARIS BT ESIMIL.

HAIX| 7 #H 24 HEMQTT)

|HFOo|A0f CHEF AAl & 7= HEHE 7[RI 2 ot= EE Machine-to-

2lAA NH2o| = loT
A §E='°|L|E|'

Machine(M2M) S
Oro|Z 2 MH|A

II

3 MOIEI APIE S8 S4I5T Yo 2 ARR XH¥| B0l ARSHE ARE 57 MHIAYLICH
E So| HIELIA ol TOH, BT, B 59| 519 ¥
&

of OHEIS 0HOIT 2 MEIATE Z8HE 4 AUALICH 0HO| 22 ME|A0| O HO 2 DI, K43
3, 2412 HE, MAS 7H5 8 2E, S#21 50| AALICH KPS LIS 2 AWS ME{EIA A
A SEe HESAL

AE AFE3504 0FO|T 2 AH

Olo| a2 AHH|A ofZ|El &

Zt OHZE|7H0|Hd Z2MAE OIO|ZZMHIAZ A™EE S8 74 QA E AFE504 o Z 2|7 0|4
g AFstE M2 WAILICEH o248t Olo|Z Z MH|AE B APIE AFE 35104 & X o|El QIE{H 0|
AE S5 SAIFLICEH ofZ2|7|0|Me] £ 7|s0f Cist =20i %A O ot 7|Ex{Q| Z} oto|a =
E AUCIo|E, i 2 ZHE = A&Lct AFAMEH L& 2 oA 002 2EMH[A 32 FHE
A

Migration Acceleration Program(MAP)

N
Ho
0¥
u
AT

o

tT =7| ofo|adio|M HIZ S ArAH5t
st AWS Z 2 Il |CtH MAPO|E Bl
oo zifo|4d B 20t ekl oo e (o]
g Elo] /A&LCt.

-1
A
OII

ZXo| ElE=R ™MEHs
= ME I
— L. =2 O

ol ==0| &l &

ﬁ

r [

> T

o |0 o
ity

Al oto[zefloldE ~MAH
M ALtE|2 & RtS3tet

d [©
e
HT 1> > i

I--IJ>|
B o
i



https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/building-mechanisms.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com//whitepapers/latest/microservices-on-aws/microservices-on-aws.html

AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

CHT+2 0Fo|22f|o|M

OfZE(70ld ZEEE|20| CHCH~E {0|EE Soll 2EtRE= 0|Sste Z2MAR, Zt 9o|E
oM o B2 H% |70l o] Cf W E £ 2 o|SELICt O] EFAMHE 0| BHA[0AM B2 2
AtEiet B ES AFEstod B, =7 & Z2 M4 0| 0to|ae oM HER|E F3dsto] AkS3t A BIY
gt MESE Sall /2 == oto|aeo|ME ZhAStEfLICH 0|22 AWS 0r0|Z1ef0|M HEfo| M| &
A L C

olo|zgilo|Md HE 2

HESISID UL K3 Y4E So S22 slolaBolE Vs ols Bl ool
JolM BE B Eols YHHoR AZEIENM Y w<m4m L& 2A7H U £Q7, 0O
80144 AX|LIod, JHL K, DevOps HETH7H ZEEILICH HEIZato|= ofZElAH0IM ZEES)
29| 20~50%E & M2 AR AXEE £ 9l vEElE HEHOZ TAE0] YSLICH KA

3 Lige ol ZHx MES| 2eteE npo| 230l BE 2| 7hol=9f ntola oM e Blof Cit
Mg HxsAlR.

oto|zd|o|44 HIEtE O|E

otola@lole 2= ste of TR e ofZ 2/ 014 L Muol CHet & 2t ool ol miElol=
M= CHE otolzaolA HIEFEIOlE] ME7H ZstLct. 0to|1a oA HIELEIOE 2] 2 = CHA
Meul "ot 3 & gl AWS A Zo| laLct,

Oto|=1ef|o]M mHE

A& X|= Otolzelo|4 =, oto|a o]+ i, oto|z 2ol o E2l7H| 0| EE= MH|AE KA

o
o| dHs5t= EHF 7hseh oto[adio|M LTt of: AWS Application Migration ServiceE AHE
504 Amazon EC2Z 0Oio|1dio|ME ElZABIELICEH

Migration Portfolio Assessment(MPA)

AWS ZEt*EE 0to|as|o|MstE HIZLA ALEIE BESH7| fIEt HEE M3ste 22 =7
ALICH MPAE &AMEt ZEEE|Q HIHMH M™EH A2 &2, 714 A%, TCO H|1, 0to|1zf|o|M
HI& EAd)et oto|zai ol AH=|(ofZ 27 0|4 T|o|E BA4 & O|o|H =&, ofZE|AH 0| 2 F5t,
ofo|asolM ME=Q| XM, fo|E H&E)E MSELct MPA EF(EOQ ER)s 2E AWS T
MEEQIAPN IIEL]| AMEHET FEE ASE £ JU&LCt

oto|2ElolM EH| A El WIHMRA)
AWS CAFE AtE36to{ %o 22t E & H| ¢Ejof CHEF QIMO|EE ¥, BTt 4TS AlHs|
5t

AR
o, AMEE AR E sllastT| A AEE sEsteE Z2MAQILICH XHME LIE2 0to|2e|

O|M &=H| 7t0|EE & Z5HAAI2. MRAE AWS O+0|284|0|M ™2Fo| & EHmf EHA lL|C}.

M 45


https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-factory-cloudendure/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://mpa.accelerate.amazonaws.com/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/

AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

oo zifo]4d TEF

Z=2EE AWS 2t =R Oro|aslo|dstE Ol A8 &l M2 YAIYLICH XMEF LIE2 0
80{Re| 7R =1 =22 SHot04 Cir &2 0FO|ZEf|0|M 7H 5351 E A ASHA 2.

4=

ML

71H stE&E HEsHMR.

#HCH3t
HISS M BB FO0IT HAS B3| I3 TARIHA EE D=4l ohEaIA o)A
I 8T olzate SEteCol UMD EEA0|D 7840l £ AAHOR MErsHs XLt
REMIEH LIS 2 AWS S 2H2 S0l OfE EIA01MS BChEs| SIEt HEHS A ESMIR

FCHah Z ) A el ot
Z x| ofZ2IA 00l Hrhst Fu| HEHS THotst T, O, I U B442 Aldstn, TXo| s
OhEEA0lo] 87 YEIE it W A + XIS RIS of £H0| Si= Wriel
B} A Y of7|=I Sl BN, BICkSh 22200 Y A DHUAES HATS| Melste
ZC U 5 notE ZAHE SiAshy| QI8 A AZILICH REMIE LIS 2 AWS 22HP S0 ofE
2IA01440] BHchat bl AEl TIHE HESML

D=4 o BEIHOIM(BEEIA )
2UsHA HAPE ZENAS AFS5H0] B MHIAR AHEIE OHEEIHOIMILICH D=4 of
E2IF 0lMolE & 7hx| 0] UALICH 3 oHEZIHOIM FIS ol Chet +27+ 2553 S of
7|55 F2E THMoF BLICH TE HOIATH HRIH 2|4 HEIA 0N TS5 F7HstH

Lt 7iddstE A o ST ELICH o[2{gh EXME s Zst7| flof 00|22 AH|A O 7RI E ALS

& 4 aLich RME LIS DH0|Z 2 MEIAZ 3584l 98 HalE HESHAlL.

MPA

Migration Portfolio Assessment& & Z3HM|2.

MQTT

HAIX 7 24 EM HES HZstMR.

HE|Zz|A B2

oic{ iAol CHEr 0| F(271 ol el At & stLt o F)E ddste ol 20| &le Z=MAQL
Ch o & S04, ML 20| 0| ME2 272, AtSAIQI7t, RUNERIZIR? == 0l ZZ4o] 7+

HHE 4E ME HFe FRUIIR?EtT 22 = J&LICH

46


https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html

AWS HE 7l0|= oro|a 2 MH|A Q| H|0lE] RI&A R

2t

B474 7}

ol
NS

—

oIr
ro
|H

Z=EHM 2o Cigt 7|& IZ2tE HO|o|ESt D =5t REQILICH Yt A
ol & 7t 2 =0l|7] 2/51 AWS Well-Architected Framework= #74 £7ts8 QIZEtE 2
HE ASY XA HEELICH

»y M

obolaalolM ZEMA B A4 YARETH SEEE ol olM YHLILICH o] w2 IS 5
x| B7HE 4retH Ybso 2 3tn EL5HK| o2 A2 ol ALSELICH

Ol
2 S82 AL

OLA

o |
Ch {220 AZE ofE2|7|0| M2 Oto|eiold ol A& % 5E + UA&LICH of Y2

AREH o ;L
7ts X[ AtEHE H dutdo2 ZSQFt T 2EHM 3 220l AFSELICH
OPC-UA

AAQERCE Qmalol AE|E MEHsHX| 25T CHA AlARIO] 2 AFSHE OFO| a0l el

ﬂ
[
l?ﬂ
M
1
[
o
]

Open Process Communications - Unified Architecture(OPC-UA)E & X 35HM| 2.

Open Process Communications - Unified Architecture(OPC-UA)

A XHSEHE 28 Machine-to-Machine(M2M) & 41 Z2 E Z[L|Ct. OPC-UAE= OI|O|E &3 3},
Q15 U M Hof AMA o et 4E 288 EES MSELICH

) 47



AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

oF(SLA)Z X|§et7| @5 2T 1T 2EO| MEo|A NI 572 d&58 LHE

S HEI| S

24 &H| 4| HAE(ORR)
CIAEHE &l Zxi~ ZoHo| HYE o|al], W7l == o 5tHLE £0|= Ol E20| &l & A3
AE Gl ptad o] AL QL|CH REA|EF LHE 2 AWS Well-Architected Framework2| 23 &H| AFEl
7

/M #E0lM A Sstod &d 2, FH| A QZEtE KMofste StEH & AZE 0] A|AH
LICH MZ= EokoM OT X HE 7I=(IT) AlARS| SE2 Industry 4.0 ERHAZMHO|MO F2
S A LT

rHo
02
ot
o
©

ZEo| ZE0f CHEt ZE oHEE 2Z AWS CloudTrail 3t AWS HH oM 44 E
AWS Organizations. O] EZ|Y2 = Z|of| &8 ZF AWS A1 of MAz|1 ZH A%
LICt KEMIEH LH& 2 CloudTrail A A{2| Creating a trail for an organization2 & X5 & AI2.

Z & #HF ze[(0CM)

J)I

AE B3 2 2lHA B SOt T Ml HI R LA A
Ct. OCM2 H35}t A= 2 7t&3t6tn, -7 |M BX|E sHZstn, 35t
M ZZE|0| AHE$ AA"”l Bl MEFS '

2o ZEIRE AME Z2MEO

| 23 HE
LTk REAIEF LH9° A& 7I0|EE A ZsHAAIR

Q2|7 HM A X 0{(OAC)

CloudFrontoi A Amazon Simple Storage Service(S3) 2EIZE E53517| 2lai HMAE AN Btst=
T2 SMYULICH OACE AWS KMS (SSE-KMS)E AF838t B E M = ¢ 5351 AWS 2|79} S3 B
Zloi| Ci8t 5% PUT & DELETE QH0IA 2 E S3 HZ!IS x|HE LI

QBT HAM[A ID(OAI)

CloudFront0| Al Amazon S3 2HIZE E353517| {all HMHAE WM Tt SMHULICH OAIE AFE
&t™ CloudFront= Amazon S37t 2158 = Qe 2ot FHME YHELICH ASE 2ot FA=E &



https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-ocm/

AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

H CloudFront HiZ & SoiA{EF S3 HZlo| ZEI=0f AMAE + USLICH H MEStE| D FEl
HMA KMo{E XSst= OACE HZsHAA2L.

ORR

28 7|l=S HxstMLe.

OlRHIRE (S

<
3
@)

AWS Security Reference Architecture| A= OHEE|A|0|MI}t 512 QI 7+o| QFabeF ClIE{m|
O|AE EE 57| 25 QHIRE, ol RHIRE L A VPCE WEQT HHE MdYE Hg HEE

LICH

P
et A

AEXRILE dgo| 7HE + U= zIch Herg d™et7] flal IAM EoF FAof ZE = IAM &2
FHRIL|CH REM[EH LB 2 1AM B A e| HEr ZHE HESHA AL,

FHRl Algd HE (PII)

x|3 E7{L} CHE 23 OlO[E{S BT W2 XIS I JHRlo) AIME BElMeR SR Ol AR
£ ol HEQILICH POl o2 OB, 4, 912 K2 50| gL

2oREM 3N 2 7|52 MS35t= S 0to|1el|o|Mut EE 2 E Rt Lol AL
Mo|El EHAIULICH ZRio|1§2 AT RE, AISSE HE £ = #HolistE 24 2Ysie d 2R
St T2 MALLEHAH Q20| HENE F|& &= QU&LICH

PLC
zzaid 7ts 22 HAEEHE BIZ5HA



https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

AWS HE 7l0|= oro|a 2 MH|A Q| H|0lE] RI&A R

PLM

et Ho|(ID 7|8t HA & Z), HMA ZA XH(ElLA 7|H 2 & X)), AWS Organizations L &=
% H

o] E Aol chet Alch 2et BolMls ol B HE)Sf U2 HUS FUY + Rl WA

Ch=o0i Xl&d

ClO|E AMA THEH S J|Et @F A E 7|8te 2 S8|XMoZ 00|32 AH|A 2| H|o|H AEE|X]
7l M= 00|32 MH|A 7 S CIOIH AEE[X| 7|2 MEsts E2 #+8 X7t &5t A
Lt 450l MetE == J&LIct 2F Argoll 7He XMe st Clole MEAE A&t 0to| 3 2 MY
AE O A FHstn dsit £HHEE =Y + J&Lich

ZEEER It
oto|zeiloldE AH&et7| flali ol EE|7lold ZEEEQE AM & EMetT M=9IE Hsle
ZZMAULICH REMEF L8 2 0to|Z1efo|d #EH| dEf BIHE HRSHAAIL,

ZAR

H E WHERE Z0i| = true EE= falseE EHEHSHE 2| ALY LICH
ZACt2 =74Xt

3% Fol A2l o olEIE BE{Zsts ClOIE{# 0l #E| 2543t JlHelL
Glo|Ef#I0] 400 M ZA5tT XI5t st TlolE{el ol E1 #al s

of|'g & x[od

O|HE &M UX|SIEE MAHTE 2o Mo{L|Ct. O] Moz WER o ciet FE HMH AL A
x| et a2 EXIsteE o =20| &= 1AF Zro{ML|ct. AFM[EF LHE 2 Implementing security
controls on AWS2| Preventative controlsE & X35t & A|L.

I:IOI- xx-"
xroi2 &5t T Bl AA HAMAE £ AWS Q=0 HE{E|QLICE O] RIE|E|= YR 2  AWS
AR 1AM 248 EE ALgXIel RE AISRILICH XHAIEH LIS S 1AM ABAo| 048 o] 2 7}
o] ot FHIE AESAAL.

Rl HE B S A

M| e ZZ M AM 7HQl HEE 1aiste A|AHE AIX|L|o{Rlo o] M2 drAlel|C}.

P 50


https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/preventative-controls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts

Oto|Z 2 AMH|A 2| HIOIH XS4 x|

AWS HE 7to|=

Amazon Route 5301 A{ &tLt O|4f 2| VPC L =212t 5t =mH|lod| CHEF DNS #{2loi SE et &
ol cher eI HZ Aol ULIch RtM[EH LIE 2 Route 53 dEAMe| ZEto|8! S AT B
HUZ FESHEAR.
M & od
2 AAE X ZH|

IStEE MAHE 2ot Ho{LICH o|g48t AMlo{=

2lAATF X1|01§ Eot k| pfeM T 2H[X'JE(X| f&LICH

7 0|E+ 2420 HIZE YK
7
7t0|=EE ®HZsta E ok Ko T30 AP

XMstz| ™ol 2| AAE AZHEHL|CY.
KEMIEH LH2 2 AWS Control Tower A A 2| A|o] &
o & No{E XA L. AWS

ME =& F7| Z2|(PLM)

HREE HAM HE X M7Ho o|Z27|7 K| HA =B F7| S |

Z2| Oo|H & ZE2AMA 2E|E LIEFHLICE

2320 7ts 2% HEE(PLC)

M= 2o 7|HE RUERSD AE T2 MAE
F AFE{ L.

ZEZE Fold

,_
r
<
|E
O
|E

IE ro

oo
T m

In}
1
30 i+
b
C
n

A

iy > rio
ne o Jr
mo g o

N
&
o

XHE AHE| EAIRF I 2 HiR E T2 MAQLICH 7tEetE Tl HEE 2

ClOIEAMIE Q| 7HQl Altd
LIch 7}2H35= Olo|E{= 0dx15| 7HQ! O|O|E{2 ZH==IL|C}.

29 E” _I_ETOlEEI‘JF AA%

71|A|/-_r‘5(pub/sub)

042 DFO|Z 2 MH|AOIA HIS 7| SIS X|2d5tof 2 A AT SEAS JhMsts THEIQLICH of 8
Sof 0}O|Z 2 MH|A 7|8 MESOIAM 0FO|Z 2 MHIA L CHE DO|Z 2 MHIATL TS E 4 U= A
8 2 QBLICH AIARIS H Al MHIAE BHZ5HR| i1 Aj OFO|22

'=oll O|HIE HAIXIE HAIE = USE
MHIAE FIHE = JU&LICH
51



https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html

AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

HE| H =

SQL ZAHE IO|E{H| 0| A A|ARIS| C|O|E{0]| HMASHE O AF8E|l= HFo{t 22 ozdo| BHA
olL|ct
= .

22l AE 27

GlO|E{HI01 A MH|A 255t Z2 30| ClOIE{HIOlA BHS HZsty| MECH H 250l AES
MEistE B eLICH SH, ME AR, 873 A%, 22| mebolE] BT B Clo|EHolA AIE
ClolEo| Mo 2 QlsH wale 4 gLt

|:
o

R

RACI i EEIA

Responsible, Accountable, Consulted, Informed(RACI)E & ZE5HA|2.

RAG
AM 52 48 s,
244904

2M7t 2tz E 7k K| AFE A ARIO|LE Ci|O|E{oi| CHEF HMAE AEHSES dAHE fH AZE
lo{ Lt

RASCI O|EZIA

Responsible, Accountable, Consulted, Informed(RACHE & X 3HAHI2.

RCAC

917| H18 8= 2 A ElE HlolEfHIolA 0] AHRRILICH HEIE 47| TS SRR Z B2 E 50
712 ClojEf#lolA0] 228 FY 4 LT

2lo7|*E
7RE HZstM .

Q 52



AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

Recovery Point Objective(RPO)
Otx[2f HIO|E |7 AlX 0|F S8 &l= z[cH AlZFLICE ofof ket otx|2 S| Al MH|A& &
Tt Atolof 31& == HIOIEH £ 42 ZtF &= Hel7t A™-ELICH

Recovery Time Objective(RTO)

MH|& SEIF MH|A S Abole] 518 T7Hs e X[ AlZhlL]ct.

2 TE 2
TR HESHMIL.
2lS
x|215] Qodol Aws Bl44 BELICH 2 AWS BIF £ LHZ e, OHEis U S A2 HB 6|
olsH M2 ZH2IE|D STSMULICH RME LIS S AHOIM AHSE £ 2l AWS BIF AIHS 3 X
M.
5|7
%X 2 olEsHE ML 7IE LT of & Sof, 0l T Hotoll HAN2ehs BRI BV s ML
DY M 517 DUS AL stod Fiol ChaH YBIT Aol TS 7|z Feo| ool 7t
Zg ol5g 4 AsLich
2lzAE

|L|C}.

Al
[l
o
o
|0
Hu
ol
N
>
N
rr
(]
o
]IO

KHHH x|

=942
St Mg st BHE 278 4 e ofEElAo1Mel JISULICH TS W A ST
AWS 22HP 0l SHHS AR 0 Yersiol 13 AFZILICH AHMIE LIS 2 AWS S22

53



https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://aws.amazon.com/resilience/
https://aws.amazon.com/resilience/

AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

2l4a 7|H YA

Amazon S3 HHZ!, AEZQIE, &=5t 7| & AGE GMAULICH O R 2 A2 AA|
A7t 8 E EoF FA|, X[HE=E Y & SF6Hok st 7B ZUE XIEERLICH

Py
>
»n
&
[=igpal
|m
Ju
1> 1
[}
kl
9'|_|
K o
A
o
>
mm
E
Ta
Py
>
Q
E‘:
|m
_IE I
_\','i
k=l
e
r
n

CHE Ao

Z|&0M BloLt AL R EHQI o[ HEE sl Ast == H7A[E 2o Mo{ILICH RtA[E LHE2
AWSOHA-I Hot Xof F2de CHE XMo{E A EotAI2.

retain

SE 2 st7| Mol LLMO| & HIO|E &4 QIR0 e AZE[E = = TIo|H AAE HZEF
= MEFE Al 7|=LICh | & E0{ RAG 2E2 £ 9| X|A] 7|8t EE= AFE XL K| Cl|O|E{of| CH
Bt ABHE] M S g = USLICH RIME LI 2 AM 52 HE(RAG)OIEF FURIVIQ?E &
Z5tMR

mbs|
SAR7L AHE ZHo| HMASHE WE CS & BHE7| @6 2o 3 & F7(Mo 2 HO[0|E
ot T2 MAQL|CH

& 2 4 HAMA K[0{(RCAC)
HMA 20| HolEl 7|2™Mo|n f0d%t sQL A2 AFSELICH RCACE & Hetd d ota=



https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html
https://aws.amazon.com/what-is/retrieval-augmented-generation/

AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

RTO

He
EY AUS sste ol LR YEo| 8 = A& HAILICH Yditdoz @R 0| &2
2 3rdo|Lt MAHE A SHE 7| ) HE S BHELICH

S

SAML 2.0
B2 ID MBS U#|(idP)oil M AHE5tE 7JHE ™ EEQILICE 0] 7|52 AF& 3t 218 SSO(Single
Sign-On)& AWS Management Console At & == U2 B2 AL Xt= ZE Q| BE AL XIoi| CHEH
IAMO| A AL RHE /5HK| 2t o EZLO_%P 7L AWS API 22 S &8 + Ql&LICt SAML

2.0 7|9t mH{eilo|Mof| CHEt REMIEH LIE 2 IAM Ao SAML 2.0 7|8 HHE|o|MH HEE & =X

SHAAI2.

SCADA

U= Hof 2 Clo|E 58 #EFAML.

Hotets
oz &% E= AFSAL A3 S 20| 5 3tE Ao 2 X{E35t= AWS Secrets Manager?|
U = MetE HEJF J&LICH 2ot f S Zf0t HIECIO|E 2 *HELICH 2o & & Zf2 Hio[L
2l, ot XY E= 0] EXAIEY = USLICH RHA[EF LI 2 AWS Secrets Manager A E A 2]
Secrets Manager 2oF & S EF 0171228 HZESHAML

A e 2 A0 EotE TE{ste AlAE AX[LIo{Z oMo M2 AL

= ot Ao
QI3 HOIRITL Hot #| S AR SUS YK, BA| EE FAATIE TIEH EE BN 7t
BlelLict. Heot &ofs ol Ztx|, CiS, MMST Ze 71EA0l 1 7tx| 2ot Mol g 8oz



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html

AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

2ot &t
3 EMES £0{ 370 CHet MERS =0/ Z2MAQLICH f |4 ER5HK| &2 2l4aA A
7, &|A HEH Fo{o| Hot B Atel| 73, 74 IOl ELRF 7S HIF M S2 20| 07|
of Z&E =+ JaLict

Hot ME 4l O[HIE #E|(SIEM) AAH

Hot ME oha|(SIM)QF 2O O[HIE BHE|(SEM) A|ARIS ZAstst=
AH2 My, HIES|Z, C|HtolA 2 7|EF AA0M CIO[E{E £ Z
oF 2 E EXIstT LIS Mgt

Hot o|HEN RS2 2 %E%PHLP OI% SHASHEE MAHE A Ho
F8sleE O 20| &l B x| &
Fdo| of| 2 VPC E9F 1§ =™, Amazon EC2 @14

n

R e C
o 1
o
iy
ro
pal
ofn
ton
rr
HT
e
H

> ]]II
Pl
E
ru

rrm

x
T
I
i)
ok
Yo

CHAM Ol A TIOIE|E AWS MH|A £ AlstEol ot Cllo|Ef &5 &
MH|A X0 HE(SCP)

] | = | =
% 7é>9—|§. |L'-P SCPE o-l S8 = HE S5CE A8501 83t HLE FXIE MH|A E£= &
Ae X|HE £ Y&LICH RFMIEH LHE 2 AWS Organizations A AM2| MH|A Ao HAS & X3l
NL.

of CHEH TR "*QIURLO'LIEFAWSA‘IHlA. = ZQIE %A+ 5104 CHAY MH|AO| =2 2] g

=
Alo 2 o448 £ QI&LICH RHAIEE L2 AWS Lt 2 X O] AWS MH|A JIEZQIEE R ZX5HA
A2,
MH|A =&0of 2H8F H 2 (SLA)

IT 2I0] TZYoH| MIZ5t7|2 b4 8t LIS (ol: MHIA 7HS AlZH I A5)2 BAIRH AlerelLict



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/general/latest/gr/rande.html

AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

MH|A £Z 2 E(SLO)

MHIA ## XEZ FHEE|E MH|20| SEiE LIELE SE KZELICH

= =
SoH9C Hot U R E4E AWS SIsH2t TR MUS MHSHE DHLALICH AWS £ 2212
So| 2ot B HE, AFSAHE 2R2C ol Bore T ELICh RME LSS 25 Mo
EERIELPNL=)
SIEM

2
fl

o
N
o
o
(Y
m
>
I\
¥
30
rr
2
[
L]
|
o
[
lo
oM
FO
rok
m
ne
oy
0x
FO
k>
(=
x>
e
0z
g'l_l
rr
02
2
e
r

BHE0{ZILICE 0|8 Saff A0 AR T} AulA FRE XH

b, JHE AL At E st o, A&EE HAE X|HE = USLICH KpAEH L2 AWS 22t E
X =2
=

AEF AZ|OF
StLtol 2 HE E|O|ES AI835t0{ ERMMM £ = S E O|0|EHE MBSt 5Lt |49 H &2
x¢ EllO|E2 AHE5t0] HIOIE &4 2 X¥Est= HIO|EH0lA =& =]t o] == H|0|H
.|

?lofst 2 A0|M EEE HIZL|A QRIEIHMA SHo 2 AFSSt & HAE}&LICH



https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html

AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

Strangler Fig THE

BNl NSRS HYIE & U8 IR AAH 7152 MIMo 2 ChAl &4stn DAl 2
214] AIARIS BCHEHSY| I3t M3 WAL O] IER P51 Y0l LPE A WT $FE ¥E
#431 CFI s 204 ISR LICE Martin Fowler’} 218214 NA@S LA S48 f 9I248 2l

o>|

|
St o= ol g EURMELICH Ol IS ME6t= W | o= ZiE||O|L] 2 Amazon API
GatewayE A& 3t04 7|& 2| Microsoft ASP.NET(ASMX) & MHIAE MTIMo 2 #HClistst= &

L—_ 1
He HESHMAIR.

REC

VPCO| IP 4 HRILICEH MEH2 BU 7HE FAdol| & F3fjok &Lch.

# 5 Mo A Cllo|E{ E5(SCADA)

Mz 2okolM stESo1et AZEQ0{E AFEst0d S 2|X Attt Z2HM 5fHdE ZLIEZste
AlAEQILICH

stote F5st due|FLch

ok

=Ql5t 7|2 AI235t0{ OIO|E|E ¢5ststn &2

M EHAE
MNER &% 282 AlZtlolMstod HAHAM EXME A XIstHL 52 ZLIEZsE Az T
#rl= AAH EHAEQLICH Amazon CloudWatch Synthetics& AF& 3104 O|2{8t EIAEE Mg
A Ol
T AAH L’|E|-

tags
AWS E|AAE 57| 28t HIEIH|O|E V&g 2 ste 7I-2f Ho{LICH EfIE AFE85HH 2|4
AE &2A #E|, Ay, Hel, dM, ZEe{>2lE & U&LICH XA LI 2 AWS E|A A EfT X|
HE HEFHAL

CHAN B4

X MLOIA OS5t Zho @, 7T} et n s ELICH ofE S0, MZ MEolA Cha was

gdgd + A&t

pal
i



https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html

AWS HE 7tol= OtO|Z ZMH|A Q| CIOIH XI&H XI#

.
=1 H

0
I
I

HEE ol TS &2 FHstc Ol AISElE =T ULICH XY SSols HS2 79t 2t =8
5 +

=
OF & Ut 5Q] B2 0| LBHEI0] UALICH 2t UE B0l CHEH 014 22 AlZH ARK U T &

= AU£ HIOIHE MSsts AULICt £7 o|o|E{ol= YE ol & k|o{of &L
2 && Clo|Eol M CHe (| Fsteds &)oll 3 Clole £42 tiEst= I
£ Zxfst= ML 22 EMELICE JH OIS ML 22 E AI8sto{ T S
£ M Clo|Eof it o &2 & + U&LICH

Transit Gateway
VPCe 2IZ|0|A HERIE 435 ¢AS= 0 MEE = U=
8t LI 2 AWS Transit Gateway AdE A 2| T& HO|EL| 0|2 Foi¢d

Eda 7|83 E=2

LR} 715 SRRIOIM RHZ 7158 TEST HIAES CH2 ST HZ ALES 7|2 2@tz
Hersts M WAIILICH 01F VIR H@ils Y, Z2EM o/ U Z2EM B0 £RHo
CEE

MEE 4 i ML

AEXIE CHA15H04 AWS Organizations & SHE Ao Z X0 ZHe SIS X|H= M
I:I|¢01| e 204 AZE = e MU|AE ZE M ZF A ™o AMH[A 48 dES

212 SAELICH RHMIEH LIS A Q| CHE AWS MH|A 2 AWS Organizations 71 AHS £
2= 5tM 2 AWS Organizations .

ML 2o HEEE £0l7| 9ol 28 T2 MA ] SHg ofz] HZsHs HeLich ol Sof, 2
3 CH CheBt AIRIOIA Of2f3H BB 042f ¥ ¥Hestod

I|xt & EHo|H SESF AT DevOps B. IIAt F # Bl 2= AZE0{ 7o Rlod 7HsEF #
ol S5 &d 7|E[E EEELICH



https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html
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