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https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/
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https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
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AWS HE 7to|= SAS IE|EE AWS ZEt*EE oto|ago|M

)
=

£ ololxl
NAR EE AZEQYo{o] M QIAHAS HIZ 57| 913t HEXOR ABEIE ST AlAY E= 4
£ER0fol AUNDULICL E B0 KIZ 2 oloiME BE OIDIXIE ABstof of2f Elthol2ol
AZESOIE Z2HIMIY + USH 018 3 BolA ME Kol £, HEA U M-S )
o

M2 BZ0IM 71Z QIZetol #RH AlAT of7|=x{of CHe TRITE Here MeE o) 2ete L
SElnE sHe 7IE Qlzatetol B EA KIE ¢10| 2E MEE 7|28 MHE 4+ st 7IE 2
Zotg HFsts B9 Dl TE MIYD JRWE M2 B8y 4 YsLich

, Shl

2 JtED|Ye 7 E & EE| RESIEE HAE Al™SHH, MH|A Ko A IAM H
HE AME3t0 FRELICH B X| 7IENYU2 HH it U 7 E+ M E XISt HEAZS 2
of2l2 M3H, 0l AWS Config Amazon GuardDuty AWS Security Hub CSPM, , AWS Trusted
Advisor Amazon Inspector & AF& Xt X|'d AWS Lambda HALE AH8 350 7 34ELICEH

ZE B9l0U) TAMOIM BlAA, HM W AN E4E Balsts ol T80l B F2 7AYo,
H =H

7hE B Y(Al)
MUAZE U otHE Al SEE EE ST fe ol O0|ME 3 U E239g HEE, 48 & AMst= o
M HAHUE L Ch

H

HA

17t8dE HZTshMR.

0|7|& clo|E{tiio|4 Oto|=zzei| oM

CtE CilO|E{H|O| A AFIE ArE5t= CHa CIOIE{HIO|AR A A H|O|E{H|O0|A OFO|2 2| 0|4d(0d:
Oracle®| A Amazon AuroraE) 0|7|Z 0+0|a0|M2 YEtx o2 Z|ot7(|HIE 2 do| YR 0|H A
7|0tE HEtste A2 SEE YU = U&LICLAWS = A7|0F #Heto| E20| El= AWS SCTE

M-S gk,

48


https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html

AWS HE 7to|= SAS 1Z|EE AWS Z2t*EZ oto|zgolM

E2 7184(HA)

SHILE RhsH 2 Al TH 10| AISHOZ 2UH 4 o YIREO| 5 HA AAHR RS2
5| z 52 MBsD, M50l DIxls WY HAsSHM CHY

o
S|AER| SOl

£ Edste ol ALl HIOIEHMENM E/E[= BlolZ0| XIEE 7|5 dlolE 2]
-

ot CIOIEIE AFR3t04 D o 52 EE0HR ClOlElt HImsh 2Y 458 Bt

human-in-the-loop(HitL)

So3t 7% AHoIM 21X HE U 5212 2I3H oloIFE A0| YA BXITIE HIEZ HEY
Lict
S 3 o OlEf# 0l DRo| a0l

= QU3 Of|o|E{H|0| A AFIS BRt= CHA CI|O|E{H|O|A R A A Of|O|E{H| O] A OFO|ZE| 0] A4(0dl:

o =2 - —

Microsoft SQL Server0i A Amazon RDS for SQL Server2) S35 0}0|z0|M2 it™Mo =z 2|5
AR EE 2ES Y 2ol AR L|Ct HOo|E|E HIo|E{H 0|A R EIE|EIE AHE5t0{ A7|OHE
oto|2zilo|ME = AU&LCt.

st ool

Rb3 AM| At O|olE{(oll: Az CIOIE EE= £[2 #19] Tl|o[E]). X o=z of TO|E ol b

E #cl 8Y¥E M3st7| gt 1ds AEEIX| AE E= 2eiAT7 R ELCH

o
1B
IS

HZ2st7| flet 1= =ELCh A= ZIZsH7| W=l YR
A

stolm7|of 7|zt

& =% ntolaaolM Eo| 2XE s1Z5t| SIsH 22t =0l M ntolaBolME ofE I 0l
25t R LIEIRISHE 71ZHILICH Yikso 2 of 7|zhe 1~4eiLich. stolmHo] 7|zto] BLt
4 0ho| 23014 Ele YEtso 2 ofZE i olMoll CHE Mg Bates 2% Hol JLich

e

|-El

49



AWS HE 7to|= SAS IE|EE AWS ZEt*EE oto|ago|M

laC
FAEYE QIEPIE FXFML
2 5 7|8k B

AWS EzteE # Lol M HMetE Holstes stLt ol4el IAM 2ot Fxfof 4ZAE Hailu|ct.
5 oiZ2/7 ol
90 S¢ot Y CPU X M2 2| A8 0] 5~20%Q! o E 2|70l lL|Ct. Ofo|azolM Z2MEof
MeE Ol2{Er i ZEFI0|ME M SXIstAHLE 2x 20|20 FX[stE 20| LM Lot
lloT

7IE QZEE UOO|E, IR EE= sl i Z2HM I 2 =0f CHEF A QIZEHE B E 5
= RELICH HA E7lsE el=zele HA 7tsE QlZElEC A Mo 2 O AEtE |1 HE ™ 0|
H o= 7ts&LICH REMIEE LI 2 AWS Well-Architected Framework?| B3 27158t QIZ 2=

AWS C}E HH ot 7| x| M ol ZE2[7AH0|M IR M HERXT AZEE 2, dA & 2t*Eet=
VPCRILICE AWS Security Reference Architecture0ll M= OfZ 2|71 0|0t w2 QUE{ 7to| &

e QEHO|AE E5517| 95 QIHIRE, Ol RHIRE 2 A VPCE HEQIT A™S MY
R[g HEFLICH

0l
AL

oto|zzeilol4

sst= Al ofZ 2|70l 22 M oto|adlo|Mets HEH TEFULICE of
O| DtO|AZEMHEIALE AFSKIEE M AIARIOE 0|5 E = UELICH ZE X
O| MCHE ZtS3st=X| &gt Foll= BIHAI AIARE HIIE & JS W7HX| =7} 00| 2 MH|A
Ol == &Lt o TEFg AHEStH Cw 2 oto| 2ol gl

1AM, AAIZFOIOIE, RAts&H M 2 AUMLL| & ME Sl MZE T2 M|A Q| F4CHSHE LIEHLY 7|
2|8H 2016301l Klaus Schwab0oll A £ &l8t 20{¢/L|Ct.

| 50


https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://www.weforum.org/about/klaus-schwab/

SAS IE|EE AWS ZEt*EE oto|ago|M

AWS HE 7to|=

=zt
A QF RpAFRILICE

of Z2|7|o|M el &3

I QlZ2H(IaC)
T O MEE S5l ofE2|AH o|Me| QlZ B E T2 H|XMYEStD 2 E|ste Z2EMAQLICE lacE
MER2 gtE0| 85 7ts, A 2l a2 e el g2|8 5 E&ststn, 2lAAE &
E3tetn, WEA HEE = UTF HAHEU}A&LICEH
AU AFE CIEH (lloT
MNZ, ol4X], RbSAE |2, dBNSH = S2| A EF0M lE{Hlol A2 =l MM & C|HFo|A
O| Ab& RHMIEH LI 2 A& ALE QIE{S(loT) CIX|EH ERHAZHO|M HMEF 15 FXFHAAIL.
AAL VPC
AWS Z|7), eIE{4l &l 2 2f|0|A L

SYstHLE CHE
£l& Al VPCs. AWS Security Reference

AWS C}& A™H o} Z|El X0l M= VPC(
EQ3 7to| HERT EBlE HAAIE Eelste Y &S
Architecture0ll M O EZ 2|70l I 2 QIE{L! zho| retek CIE|H|O|AE E5517| «IaH 2lHt
2C OlRHI2E L HAALVPCE HEY T HHe MHe 7dg HEELICH

A= 2IE{H(1oT)
CIE{UIOIL} 24 EA HIERXTE S35 CHE ClHIO|A L A|ABIN EAISHE MM 22 Z 2 MAM7t
LI E A4 E 221 Aol HERT AHAMIEH LIS 10TENE REFHAAIL.
5H A4 =9
2ol o E0| =0 [EF o= H EetRI=XIE AR Ol OISHE &= U= HEE MYES=E 7[H &
& DEo| EMULICE XtMIE LIE2 7|7 2A M 7S BT ESIML AWS
loT
ME QIEYE BXFML
IT A= 20|22 ZI(ITIL)
IT MHIAZ MZ5t1T 0|38 MH|AZE H|EL|A QT Astol oA =A1517| 98 40| mEd AME|
ITILE ITSM2| 7|EtE NBEL|CT.
IT MH|A ZE|(ITSM)
ZTEO|IT MHIA MA|, 734, 22| ! x|t 24E &5 Sl 2YS ITSM 272 S&6tE
st 70|22 A XEAAIL.

gtedof Ciat XFAIEH LI

51



https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://aws.amazon.com/what-is/iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/tools-integration.html

SAS IE|EE AWS ZEt*EE oto|ago|M

AWS HE 7to|=

ITIL

IT H= eto|EEE|E HEtM 2.

ITSM

IT MH[A 2ZE[& HZESHM .

L

ol 7|8k A4 Foi(LBAC)
S 72 WAMOZ et T4 AMA KO(MAC)E T
et AL RETL B 4 U

AI'%XI' E-:l EllolE'I X|'7-('”0'“ 7—||-7—||' EP_I' E'”olE HAE O
gt ALt AFS X 20t Bi|o|E 1t Ti|o|E 2ot ti[o|E 7te| WAt &0 L
= A Fo| Z™ELICE
M &
ol

AE CHE HAE AWS BELICE = X2 0470 MFH
i

Y E2 Y Vet ohHE & M

gl ol= g} 270 CHEH &HAIE 7HK|D HI 2 =9t ofZE|FHo|ME A&t AlEHst Y

&LICt 2HE ZEof CHEt RMIE LIS 2 ot 75t =5 7ts8hohE H™ AwS B8 M-S BrEsh
AR,

CHT 2 2104 ZE(LLM)

LSt 80| CO|E{ol M At ERAE B B Al 2RQLICH LLME2 ZEol CHEt EH, 2M 2<%,
HAEES CIE Q02 Y % 2rd1 Z2 o2 AT E =™-E = JU&LICH RMEF L2 O
T2 Qo] ZEI(LLM)O|EF FAURI7IR?2E HZE5HML

CH++ = Ofolz 2ol
300CH o] & 2| Mt ofo|zz o]+ lLct.

LBAC

clo|= 7|gF M4 KoE H

2 2oiste 2ot 2 AR ULICH REAMIE LIS 2 IAM M

Z| A HE



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/welcome.html
https://aws.amazon.com/what-is/large-language-model/
https://aws.amazon.com/what-is/large-language-model/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege

SAS IE|EE AWS ZEt*EE oto|ago|M

AWS HE 7to|=

2|E QdC|oF A|AH

Mg 2 &L HOIES

Z|H &&(ML)

THE QI4| B steroll Y TEIET 7IHE ALSSHE Q1B Kisol Bt RHYULICH MLE AHE QlE|Y
(loT) CIO|E{Qt Z2 7|Z E HI0|E{E BAM5tT s4stod IEIS o2 SH ZEs Maghct
KEMEt B2 7[H &8 BZstMAR
7|2 2&x|
HER|E HEFAL
2l 04
ARE 2ot FE Zol0|HAIE AHS TS MHE AZEoIULICH B0l BFE AlAHS
WSt HLE R et HEE |KESHHLE FE AAMA HEHS SEE = U&GLICH Wo{2| o2 vt
olgi4, &, dod, EZ0| S0t, Aumto|9od], 7|=7 S0l JUA&LICH
2|3 MH(A

x| L ZEHES AWS 2YU5H AF2AtE = Z QIEof

A%

o

AMEL|Ct 2h2l™ MH[A Q] o 2 Amazon Simple Storage
&LICtH Ol F&3tEl MH|AEZtDE TLCH

4 1o

AWS MH|A = Q2L HE
HM|A5to] HIOIEHE ME St
Service(Amazon S3) & Amazon DynamoDB7} €
Nz Al- AAEI(MES)
HRRHE A YOI 2RIE Sk =X, ZLEZ, EM3 & Ko{st
7| *I8H Az E |0 Alé'?:*!%ILIEF.
MAP

2 AZTstMR.

Migration Acceleration Program

53



https://aws.amazon.com/what-is/machine-learning/

AWS HE 7to|=

SAS IE|EE AWS ZEt*EE oto|ago|M

MCP

D HEAE TREZS HEGAML.

Model Context Protocol(MCP)

OfO|ME Zt27? E4I2 8t AE| HIXME T2 EZQLCE.

MCP A{H{
pE HEIAE T2 EZ S S3l 5Lt O|& e =+ E = &5l= MH|AQL|CE.

HFHLIE
CTFE MM T EF AMEES R OIS ZHE Q5] A E AAStE TR Z2 MA QL
Ct. HAHUES2 &8 Al RHAMMo 2 Zststn 7HMstE F 7140 Ch REAIEH LY AWS Well-
Architected Framework2| 1= H7HLIE S & Z5HM2

2 A%

O |H 0| 22| AHEE AWS A AMQ|8t 2 E A, AWS OrganizationsstLE Q| 71X &t &

of stLtol =& HHEH &2 = JU&Lct

MES
MZE A AARE FZSHMR.

HAIX| 7 4 2M ME&SMQTT)

2lA&A KM eFo| U= loT ClHtO|A O CHEE HIA| 2 75 I E 7|2 2 o= FZ Machine-to-

Machine(M2M) &4 Z2 EZ ILIC}H

OtO|Z 2 AH|A
& HMOolEl APIE Sdll S4lstT eitMo = AR KA BIO| £AR6tE &A1 2 S8 Mu|AL|Ct
ol E E0{, E AAHI0E G, OHAE! S| HIZLIA 7oLt 7O}, 7, 244 52 512 ¥
of OHEkl= O0ro|2 2 MH|ATL & E &= U&LICH 00|22 MH|A Q| O|Ho R BIFY, feddt
2, &42 HiE, "M 7tsEt 2 E, S8 50| JU&LICH XMEH &2 AWS MEHE[A AH]
AE AE35t0{ OtO|T 2 MH|A SEE FZFHAML.

FAI
=

%.LIEF O|z{8t oto[Z E AMH|A
2|7 olMe| & 7|soil CHE

g+ U&LICH RhAIE

TAAI:I

00|22 MH|A R AR

I'IF

r°l-

L&

O
T I
2 0
—

2F APIE Al

&35to{ oj Z2[7H| 0|

otof & HolEl QlE{m| o

ofl 2t#| of o} 7|Elx{ 2| Zt EI}OIELE
oA Oro|Z 2 MH[A

o

54


https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/building-mechanisms.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com//whitepapers/latest/microservices-on-aws/microservices-on-aws.html

AWS HE 7to|= SAS 1Z|EE AWS Z2t*EZ oto|zgolM

Migration Acceleration Program(MAP)

Zx0| FEHLC R MeErsty| Qs Z2E 2% JIHe THSD 7| 0h0| 230 HIS S A3t
£ ol 20| Sl HME XY, IS W MHIAE MBsHs AWS ZE2IHQILICH MAPOE 2174

oro|zzeio|Md e Ea U Ql oto| e o]

Al oto|zefoldE MAM HAloz A™ g
£ &7 ME7} ZFE[of AU&LICH

o —_
M AILIE|2 & Rt&S3tst 7H&3 st

CH++ = OfolzzeflofM

oHEZZI70o|d XEEC|0| CHCH+~E Q0|2 E Sdll E22tREE O|Sste Z2MAE, ZF fo|E
oM o B2 o E2|70|M0|  WHE £ 2 O|SELICH O] EtAo M= 0|7 EHAH |0 Hif 2 2
Attt mES ME5to B, EF X ZEAM|Ao| Oto|aEo|M MER|E 7350 Xt S8 & 2™
gt M3 2 Sl ! 2= oto|asl|o|ME ZHASELICE o732 AWS OFO|Z1E[0|4A ZEFof M|
R EhA L CE.

oto|zalolM HEZ|

=
S
a

2l
i

AtSEHE D B

g
>
|

Olm

gl__l

¢|3 2 oto|aso|ME ZhAastst= CHo|s Bi|lLICE otol

f
HL. O /T
afold HEZ| Bl Yo Z AZEIENM Yots 2Y, HIZLA EMJF A AKX} 01O
Tglo|M AX|L|od, 7HEkR}E, DevOps T2 7H7F Z&HELICH AE{Z2to|= o E2|7io|lMd ZEEZ
29]20~50%c &2 HMZ WAooz %|XMete £+ e e s MEHoZE T E|of YU&LICH RHA

& L2 o]l 2E= MEQ| Z2Et L 0to|adolMd HE 2| 7t0|=¢f 0to| 12| 0|4 TE 2[o| CHEt
MEHE AZsAAIR.

Oto|=1ei| ol MIEtH| Ol

olo|aBfo|ME t25te Ol 2R3t o Z 2|70l & Mo CHEt ME ZF oto|2gy|o|M ZHEd o=
MZ CtE oto|zzio|Md HIEIE|O|E| MEZF 2 EfL|ct. oto|aeslo|M HIEIH|O|E{ 2| o 2= CHA
Myl Hot 7 gl AWS H|&o| Ql&L|Ct.

oFo|z2j| o] mfEd

A& El= otolzefol4 T2, oto|eyol4d CHf, oto|2 2ol ol Z 2|70l EE= MH|AE KA

o
5| MYEst= EH= 7ts 3t 0ro|a oM = lL|Ct. 0dl: AWS Application Migration ServiceE AtE
§t04 Amazon EC22 0fo|18|0|ME BlZ AEIStLICY.

Migration Portfolio Assessment(MPA)

AWS 22t =2 0to|ado|MstE HIZLIA ARIE ABsHY| /et WEE
Lot MPAE At ZEEZE|Q B/HMH HE 72 =8, 7H9 M, TC
HIE 244)et ofo|zef oM H=l(ofZ2|A[olM CIolE 24 X CIolE =&,
otolz ol M= X1, ol 7H&)g MBS ELch MPA = (222
HEESAPN ZtEL] ZHEET RFERZ ALEE =+ J&LICH

2

F

rr

2ol =7
o|zzfo|M
M agst,
E AWS A

(][]

,

_

okl
N

T:I’r
b o

ko WH T oH

e 2 O



https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-factory-cloudendure/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://mpa.accelerate.amazonaws.com/

AWS HE 7to|= SAS 1Z|EE AWS Z2t*EZ oto|zgolM

oto|zzeilol4d #EH| &l BIHMRA)

H| AFEfO! CHEH QIAIO|E S T, Z AT} RS Alls
|2 £2/5l= T2 HALLICH RIME LIRS 0fo|2E

AWS CAFE AtE35lo
|
| A4 edmf EHA|dL|Ct.

T, AlME AR 2 5

O|M ZH| 7t0|=E& FEstAAI2. MRAE AWS 0Ot0|Z18|0|44 TEfo

oto|zelofM HMEf

o|zg|olMdstE ol AExlE M2 YAULICH XbA[EH LIS 2 O

— =
AESMLR.

IIZEE AWS ECIRE
6+04 CHt 2 ool 30| 745 5HE H

g0{Zlo| 7R # 23} z&%

|'-\0 —l—

ML
714 &S BFRSML
dCHs
HEE M5t E848E =0|1 HAlS &85t7| s +A(EIHAl EE= E=2|4]) ofZ 2|70
o Sl QIZRE EetREe| PIFE D ™Mol 78 H0| =2 A|ARSE MEtst= ALIch
KM LHE 2 AWS 22 E0M] ol Z2[70|ME FCHSH5H7| e MEFE B XFHMIR
4CHEt &=H| AE] Hot
Z X ofZ2|7o|Me| FCHSt EH| S EfE metst, O, /e & SS5MHS AlMEstn, Z&0| s
OfEZz|7o|Me| &% AENE dntLt & X|HE = U=XIE & elste o 20| El= BrhlLch
ot Z2ut= chA ol 7=l o] HAFEL $Chst T2 M|A Q| 7He EHAIQF OFUAE S RIAIS| MHSHE
2o ol notE RS siAsty| B A% ALk REMIE LIS 2 AWS 22t S0llA ofE
2|A|0|Mo| #4CHEt =H| AE] HWIHE HXFAHIL
2=glA o E2AOIM(E=EIA /F)
ZIUSHH AEE Z2EMAE AFE35H0{ B MH|AZ A™E|= ofZ2|AH 0|MULICH 2=24] of
%EI%IOIHOHE = 7t X| B0l U&LICH & oHEEIFHI0|M Z7|s0ol Cist =271 255 A of

Yatlok ELIct ZE HIo|AT7F HXIH E =24 ofEE|FH 0lM2| 7SS FTH5HA

MM A2E =
Lt 7idstE A o S ELICH o[2{Eh EXE s Zst7| flsi 00| Z AH|A O FRIXE ALS

¥ 4 aLich RMIE LSS D032 MEIAR DEalA 88 B8 AT,

T AAHE

MPA

Migration Portfolio Assessment& & Z35HA| 2.

MQTT

HAIX| 7 #A 24 HE8 X s,

56



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html

SAS IE|EE AWS ZEt*EE oto|ago|M

AWS HE 7to|=

EHE|5-EHA 25
ofc] Z2HA0l CHE o= (27K Ol4t o ATt & st oflF)S MAstE ol TR0l ZlE Z2M AL
Ch OIE S0i, ML 20| '0| MIZ2 M7t RS QI7I2, FUEQI7IR? E& "0l nZi0| 7hE
Helg 4= MNE HEe FHIRMEt L 22 %aucr.
HE 7tset el=zet
SolL|ct Upha, AlElA gl

IZ2EHM I 20| CHEt 7|E QIZ2IE YOO|EStD =5t 2
0|7| 2|8l AWS Well-Architected Framework0ll M= 8472 27}

o= Jtsde
MEIZ AHSE g HE LI
O
OAC

OAl
QE|EI HAMA IDE FHEFIAL.
OCM
TR B U2 AESIMIL.
=gl oto|z2f|o|M
OILICI O] HS 718 &

TlE oto|2zf|o]Md e

oto|agfo|M Z2MNA S AA KIECE T SH
X| B7I& et H YEtMo 2 &1 S Q6HK| o2 KA 2= 0f AFSELICH,
ol
28 S8 2 AxsM 2.
OLA
o1 £ F 7ok2 R XML

o
= o T

2etel otolzze| o]

rr

1 CHY AlAEI0| SAtst= Oro|ei| ol L
S0l A& &HESe + U&LICH o EEH2

VEN 2 TBtstR| i
Q8 Z2EM 932 E0f ASELIC

ofr

AAQIRCE 21ptol Al
Ch I3 2=o0f AZAE ofZ 27 0|42 otol|1eo|
7|. §x| 7;|.|:|- L= = /\I:I|-g|.[];| oII:!|-7HoE

57




AWS HE 7to|= SAS 1Z|EE AWS Z2t*EZ oto|zgolM

OPC-UA

Open Process Communications - Unified Architecture(OPC-UA)E &I X 35HMI2.

Open Process Communications - Unified Architecture(OPC-UA)

A XHSEHE 28 Machine-to-Machine(M2M) & 4l Z2 E Z|L|Ct. OPC-UAE= OI|O|E &3 3},

=
& A HEF Fo{ MAHof| 2#E &5 28d EES MSELICH

24 =& YA (OLA)

MHIA =Fof ghet A|ef(SLA)E X|det7| fllf 2T IT 2&O0| MZol|H MSst7|2 of&58 L&
2 HES| st Alrdu|ct

24 &H| 4E| ZE(ORR)
CIAEE Q! ERHA EHoHo| HRIE oldlf, W7t tE= o 5tHLE E0|= ol E80| &l EE A3z
AE 4l gtad o AF|QIL|CE REM|EF LH& 2 AWS Well-Architected Framework2| 23 &H| AFEl
74

/™M 2 E0oM &350 A 2A
QILICH M= 20kollA OT & ME
S A L|Ct.

°
=

o
o
[N
(=3
x
o
02
mjo
.?nl_'
)
l@
Q'I_l
rr
|E
HU
=
|>
Hu
EX
o
&
Lok
pal
ofn
\_?L
e}
Ofm
o
mjo
4>
e
o
rC
[ul
pal
=
ro
-

ZZo| D Eof ChEt 2 E O|HIEE 2Z AWS CloudTrail 3t= AWS HIS oA ME FHLICH
AWS Organizations. O| EHY2 = &0f &8 ZF AWS HH of MM ZF AHo 2852 FME

L|Ct RkAM[EH LI& 2 CloudTrail A A{9Q| Creating a trail for an organizationg & XA A|L.

A X 874 #2|(0OCM)

A, 23 9 Bl B M SCHstn ThIIMOl HIRLIA HAlg BE|ET] 98 ZRIUY 2 UL
C}. OCME w8t a2 Jhasiein, BE7|x EXIE siHelD, 25 U XM WslE Fr oz
M ZE0| M2 AlAE o HM2te FH|stn MEEY + QTS x|ELICH AWS 0to| 2ol &

oM 2O M ZEME| LR HA 45 HEofo| ZAUYIE 0124 Ji4 st T B

LIch XEME LIS ALS 710|= 8 B E AR

0] 58


https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-ocm/

AWS HE 7to|= SAS 1Z|EE AWS Z2t*EZ oto|zgolM

QE|T HM|A X04(OAC)

CloudFront0i A Amazon Simple Storage Service(S3) 2HXE E55t7| I5] HMAE M Etet=
T2 SMULICH OACE AWS KMS (SSE-KMS)E AM2 3t BE MH &= 9535 AWS 2|59} S3 H
Zlof 8t % PUT L DELETE LH0IM 2E S3 IS X|§HEHL

QE|Z! HAM|A ID(OAI)
CloudFront0i| A Amazon S3 ZEI=
5l ™ CloudFront= Amazon S37} Q!

X CloudFront HHZE S35 AMEF S3 H{Z!
HNA Mo{E MI5t= OACE £ 2.53}/.;!“9_

ORR

o|>| o

o AL O
2Y 7=

2 &(

HZsML.

ot A1) VPC

II

0P>

AWS C+E HH ot Z|=x{oi A of Z 2|7 0| LI AlZE HERF AZEE *{Elst= VPCYILILCH

AWS Security Reference Architecture0| A= OHEEIA|0|MI} 52 QIE{H! 7+o| QFateF CIE{T|
O|AE E5517| Q5 QHIRE, ol RHIRE L A VPCE WEQT AHE MdYE g HEE
L|C}.
P
&t 8A|
AMEXRLE A& 0| 7tE = U= =|CH HEFS AHSH7| f/5H IAM 2o FAof HAZ k= IAM 22| H
MLt REMIEE LIS 2 IAM A S| HEr BHE HZstAAR

7HRI A HE(PII)

z|% 27U CHE 231 ClO|EIS} B 2 XIS W JHRlo| Mg BEIMoE B et of A8
4 Qle MEULICH POl 2 & 08, F4, ¢33 ME Sof g

THOI Al HEE AESMS.



https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

AWS HE 7to|= SAS 1Z|EE AWS Z2t*EZ oto|zgolM

Zcol=

PLC

Z2aefd 7ts EH HEERHE HESHAM R,

PLM

X4 %H
o T
Tt Ho|(ID 7|k HA H X)), HMA =A XE (oA 7[E HE FHX), AWS Organizations L &
Elo| B E AHI'Hol| CHEr =|CH HBt Hol(MH|A Ao HA & A9t 22 &2 sd8E = U= 2A
Lt
Ct=04 X[|&4d

CO|E{ HMA THE] Ll J|E} @F AIEE J|Eto 2 E2|X o 2 00|32 2 MH|A Q| H|0|E| AEE|X|
7l MEH Olo|a R MH|A 7 SLUSHH|OIE] AEE|X| 7|22 AI25tE AR 73 2X|7F eh A5t A
Lt 50| MatE = U&LICH 7 Ao 7FE XEHst Cl|lo|E| MEAE AFR5HHE 00|32 M|

AE O €A #stn st HEHE £ + J&Lich

oto|efo[ME &6t 7| /s o EE|FH0|M XEEE|RE AM & EMstn 2M=QIE Hete
1L

Z = MALICE RHAEH LIE2 0to|1ei|o]4 #=H| Ef B7HE HRstMAL.

EFabN;

HE WHERE Z0i 9= true E= falseE HHEtStE FH2| DAY LICEH
ZACHR =X
M& ™o #Hele| oo|EE EHE|&SH= Io|E{H|o|A #H 2| 2(XM5t 7| L|Ct. ol A 3tH &A™
ClO|E{H[O| A0 M AMSI 1 2|5l oF 3t= C|O|E{e] &o| 21 # 2| ds0| EA&ELICE
0f| 2 X |0
O|HE g2 WUX|SHEE MAHE 2ot Mo{L|Ct O] Moz HIER Ao CHE FE AMALE A
|

=
ol= a3 g Wxlste ol =20| El= 1&F o{MULICH AtMIEH LHE 2 Implementing security
controls on AWS 2| Preventative controlsE & X5t AAIL.



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/preventative-controls.html

AWS HE 7to|= SAS 1Z|EE AWS Z2t*EZ oto|zgolM

2ot Fx
Zig s T 2laso] HMAE = AWS QUE0| AEEIQLICE O] AEE|= YHtXo=z | AWS
HAE IAM & EE= AEXIC| FE ALSALICE XFAIEH LIS 2 1AM AEAM 2| g o4 I 74
ol 2ot X E HEHMAIR

MA| 70 Z 2 MAAM JHQl MEE 1adst= A|AHE] AlX|L|o{Zlof Mol T2 grAlolL|C}.

Amazon Route 530{|A{ 3Lt O|& 2| VPC L =M@}t 3+ = H|2lod CHEF DNS #HE|o| SE 5t &
ol CHat HE7h 27! ZElolULct XEMIEH LIS & Route 53 ME A2 ZEI0|S! S AR ¥

o O
(=2~ =
A2 HXSIAAIL.

M |0

7 0|Es 2lAAo HHZ & XIS E A E EoF Mo{L|ct o|248t Moz 2|lAAE T2 H|

XMJst7| ol 2|AAE AMELICH ElaATF KMo1E E45HK| e T2 H|X'JE[X| E&LCt.
RtAIEH LI 2 AWS Control Tower B A Q| A0 & E 7I0|=EE FZ 6t E ot Ao 7342 AT
oY ™ Mo EHZEFMR. AWS

—

ME =% F7| ZE|(PLM)

Z2IY 7ts =X HEEF(PLC)

MZE 2okolM 7148 ZLEIYSD MZ Z2MAE S8t 1L oHEH0|T HS210] Fof
o HFE{QLICH

ZEZE ol

BLUMEEZEO EHS OIS ZELES UHOR AS S0l O L2 SES MNELIC 0 7|
M SRR EJAIE 59| EHATE L AL} o] SEHE HENOR MR THSHAL 2R s
Gl ASELICH 018 Sof 2Y SEo| ME I B2 MMt 2ot MESE|D JHRIsHE 2
18 g 4 s



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html

AWS HE 7to|= SAS 1Z|EE AWS Z2t*EZ oto|zgolM

7tESt
HIO|E{ME Q| 7HQIl AlHRIE RIE2| AR} O R HH = T2 MAQILICH 71Hst= 70l MEE &
5t ol E20| & £ U&Lich 71HESHE HIolEE 0%35] 7HQ! Clo|E 2 ZH=ElL )
HIAl/F 5= (pub/sub)
0424 O-O|ZA 2 MH|ANM HIS 7| S&IZ X|stod & & SHES JiMete HHHRAULICH olE
E0{ 00| EMH|A 7|8t MESO1|A‘| 00| 2 MH|A = CHE DIO|Z 2 MHIAV FEE = QU&= 7'(H
'Holl O|HE HAIXIE HAIR &= UELICH AIAER2 HA| MHIAE BHZESHR| T M Oto|3

MHIAE FI7HE = U&LICt

Q

el A=
SQL A HIo|E{H|o|& A|AEI S| H|O|Eof BMASHE O AHS El= HHEo{t 22 Y7o B
2LICt.

{2l A= =7

& %548t Z2 30| HIOJEIHI0lA BHS WHsy| HECHF 2IMo| A
Ch. S|, M AR, #7272 Tetole] shele U o olEfHlolA Al ¢

R

RACI BHER|A

Responsible, Accountable, Consulted, Informed(RACI)E & Z5HA|2.

RAG
M BY S RESML.
24 49) of

N7} 22 = W7 K| AFE AA=HO|L CI|O|E{of| CHEF VMAE XIEHFIES
flo{lL|C}.
RASCI O|EZIA

Responsible, Accountable, Consulted, Informed(RACNHE & X 3HAHI2.

62



AWS HE 7to|= SAS 1Z|EE AWS Z2t*EZ oto|zgolM

RCAC

T|E Clo|EH oA o] Ar=2LICH HEIE 217 M8 SHEL =z et Estod

7|2 diolEHlolAe| 2EE EY + JU&LICH

Q17| Mg 822 A8

_O O L

Elot7 ™ &

HzstMR.

ffo

7R
Recovery Point Objective(RPO)
L[Ct. ofofl k2t OF X[ |7 Al ME[A &

Tle Hel7t 2gELUo

Recovery Time Objective(RTO)

MHIA BT MuIA 294 Abol2] 518 TH5 3 X1 AlzhelLict.
2| e
7RE BEMR
=
x|2/ 40| AWS 2l44 BERULICH ZH AWS 2IT £ LIZAEHA, obais ol =g RIZ 57|
Qloh M2 Zale|n SEMYULICH REME LIBS ARolIAM AL E & 9l AWS 218 A|HE &%

SHAI2.
27
%R 2t2 OI&sHe ML 7I¥ LIt o & Sod, ‘0l T2 Witol HYNYEHs 2HIE E7| s ML
DY M 517 DUS ASshod Foll THaH YT AbA(ol: BA)2 7|Ho 2 Fo| ool 7}
22 of&e 4 gLt
=P
RS AEFHNL
LIPS

63



https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
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