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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
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"Resource": "*"

}
]
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"Action": [
"cloudformation:CreateStack"
1,
"Resource": "*",
"Condition": {
"StringLike": {
"cloudformation:TemplateUrl": "https:// my-CFN-templates.s3.amazonaws.com/*"

—
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{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
"cloudformation:DeleteStack",
"cloudformation:UpdateStack"
1,
"Resource": "arn:aws:cloudformation:us-east-1:123456789012:stack/
MyProductionStack/<stack_ID>"
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
"cloudformation:DeleteStack",
"cloudformation:UpdateStack"
1,
"Resource": "arn:aws:cloudformation:us-east-1:123456789012:stack/
MyProductionStack/<stack_ID>",
"Condition": {
"ArnNotLike": {
"aws:PrincipalARN": [
"<ARN of the allowed privilege IAM principal>"
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"Sid": "AllowPassingAppRoles",

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": "arn:aws:iam::<account ID>:role/cfnroles/*"
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"Sid": "AllowPassingAppRoles",
"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": "arn:aws:iam::<account ID>:role/CFN-*"

}
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"Sid": "RestrictCloudFormationAccess",
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsidentityandaccessmanagement.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
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"Effect": "Allow",
"Action": [
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:UpdateStack"
1,
"Resource": "arn:aws:iam::<account ID>:role/CFN-*",
"Condition": {
"StringEquals": {
"cloudformation:RoleArn": [
"<ARN of the specific CloudFormation service role>"
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"Sid": "RestrictCloudFormationAccess",
"Effect": "Allow",
"Action": [
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:UpdateStack"
1,
"Resource": "arn:aws:iam::<account ID>:role/CFN-*",
"Condition": {
"StringNotEquals": {
"cloudformation:RoleArn": [
"<ARN of a privilege CloudFormation service role>"
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{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": {
"Service": "cloudformation.amazonaws.com"
.
"Action": "sts:AssumeRole"
}
}
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{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"cloudformation:SetStackPolicy"
1,

"Resource": "*",
"Condition": {
"StringlLike": {
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"cloudformation:StackPolicyUrl": "<Bucket URL>/<Team folder>/*"
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cloudformation:UpdateSta
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Deny",

"Action": [
"cloudformation:CreateStack",
"cloudformation:UpdateStack"

1,

"Resource": "*",

"Condition": {

"Null": {
"cloudformation:StackPolicyUrl": "true"
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« Deployment-Pipeline& CodePipeline2| Z+O|Z 2}l O|F &JL|Ct.

Amazon S3 H{Z! M 9|
HX| YAML &@4Alo| BIAE 12l CloudFormation Bl Z3!0{ M S3 H{ZIE Ho|gfL|ct.

amzn-s3-demo-bucket:
Type: AWS::S3::Bucket
Properties:
PublicAccessBlockConfiguration:

BlockPublicAcls: true
BlockPublicPolicy: true
IgnorePublicAcls: true
RestrictPublicBuckets: true

Amazon S3 H{Z! M= &

o

373 ChZ CloudFormation EZ !0 A Deployfiles_build Z2MEQ} Deployment-Pipeline
o|ZEt IRt HZ!o| HMASIE S {85t HA HHES gLt

MyBucketPolicy:
Type: AWS::S3::BucketPolicy
Properties:
Bucket: !Ref amzn-s3-demo-bucket
PolicyDocument:
Version: "2012-10-17"
Statement:

- Sid: "S3ArtifactRepoAccess"
Effect: Allow
Action:
- ‘s3:GetObject’
- ‘s3:GetObjectVersion'
- ‘s3:PutObject’
- ‘s3:GetBucketVersioning'
Resource:
- ISub ‘arn:aws:s3:::${amzn-s3-demo-bucket}'
- !Sub ‘arn:aws:s3:::${amzn-s3-demo-bucket}/*"
Principal:
Service:
- codebuild.amazonaws.com
- codepipeline.amazonaws.com
Condition:

0oi): Amazon S3 H{Z! 21
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Stringlike:
‘aws:SourceArn':
- !Sub ‘arn:aws:codebuild:${AWS: :Region}:${AWS: :AccountId}:project/

Deployfiles_build'

- !Sub ‘arn:aws:codepipeline:${AWS: :Region}:${AWS: :AccountId}:Deployment-
Pipeline'

- !Sub ‘arn:aws:codepipeline:${AWS: :Region}:${AWS: :AccountId}:Deployment-
Pipeline/*'

O| HZ! HAlof| CHEr CHS Aol R 2lstMlL.

« Resource 24 E CHS Amazon ZlA2A O|E(ARN) HAIE AI26tE F 7IX| 2lAA S LE
LIC}.
« S3 ZHx| 2| ARN
$<0ObjectName>.
« S3 H{Z/o| ARN A2 QlL|Ctarn:$<Partition>:s3:::$<BucketName>.

oot
i
ro

QlL|Clarn:$<Partition>:s3:::$<BucketName>/

0
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s3:GetObject, s3:GetObjectVersion! oll= S3 x| 2lAA REO|
T olE S3 A 2laa -.C-’r%i'OI s3:GetBucketVersioning ZRgrL|C} Zf &0l E st El"
A g0 cHet REMIEH LI 2 Amazon S301| AFSEl= B, ElAaA D EHFIE E

« Principal 24+ &0 HolEl Amazon S3 &g +
CodeBuild 2! CodePipeline@t O|2{8t Zd2 +&E 4= U&LIC}.

« Condition 4= CodeBuild Z2ME Deployfiles_build Deployment-
PipelineCodePipeline ItO|Z 2}l 3l mO|Z 2} Q1 ZF B HHZlof| HMAE 4= UEF S3 HHZ!of
CH8E HMAE FIIZ A|EHELICH CodeBuild

HZ! 22 7ol CHEF HMAE X043 K|2F CodeBuild ! CodePipelineddl B{Z!04] CHEF HAM|A Bt
2 2045t K| et &LICH HAMA HEHE F 045248 2 MHH|A0f CHEt MH[A JAE S st 2 HH|A

S B2 F7I8loF gL|C}. CodeBuild & CodePipelined| CHEH MH|A A& S AFR ST MH|A T}
S3 HZ! 2 ST ZHA|off HMAE = U&LICEH

Sid: "ViewAccessToS3ArtifactRepo"
Effect: Allow
Action:

- ‘s3:GetObject’

- ‘s3:GetObjectVersion'

- ‘s3:PutObject’

0oi): Amazon S3 H{Z! 22
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‘s3:GetBucketVersioning'
Resource:
- ISub ‘arn:aws:s3:::${BuildArtifactsBucket}"’
- ISub ‘arn:aws:s3:::${BuildArtifactsBucket}/*"

0il: Amazon S3 H{Z! 23
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/best-practices.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
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https://aws.amazon.com/blogs/security/tighten-s3-permissions-iam-users-and-roles-using-access-history-s3-actions/
https://aws.amazon.com/blogs/security/tighten-s3-permissions-iam-users-and-roles-using-access-history-s3-actions/
https://github.com/awslabs/aws-cloudformation-iam-policy-validator
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-template.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-template-resource-type-ref.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-add-tags.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-servicerole.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/service-authorization/latest/reference/reference_policies_actions-resources-contextkeys.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_least_privileges.html
https://aws.amazon.com/blogs/security/techniques-for-writing-least-privilege-iam-policies/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/least-privilege-cloudformation/least-privilege-cloudformation.rss
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https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/
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https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html
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https://aws.amazon.com/what-is/generative-ai/
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://www.weforum.org/about/klaus-schwab/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://aws.amazon.com/what-is/iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/tools-integration.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/welcome.html
https://aws.amazon.com/what-is/large-language-model/
https://aws.amazon.com/what-is/large-language-model/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
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https://aws.amazon.com/what-is/machine-learning/
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https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/building-mechanisms.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-factory-cloudendure/welcome.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/preventative-controls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://aws.amazon.com/resilience/
https://aws.amazon.com/resilience/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html
https://aws.amazon.com/what-is/retrieval-augmented-generation/

AWS HE 7l0|= of CHEF &[4 Fhol| CHEH 2 734 AWS CloudFormatio

n

=i
#HE

(o]
e

SW MUS e O W Y
= ToILt HAHE Z43te7| 2Is =S BHELIC

SAML 2.0

M2 ID M3 UA|(idP)olM AtE st 7HE S EEQLICE 0] 7|5& AF& st 4F SSO(Single

LS —

Sign-On)& AWS Management Console At& & = QB2 ALS At 2o 2E ALSAtod| CHSH
=2 o

IAMO| M AFERIE MAMSHK| A0 23QI57{LE AWS API 2l S £ + U&LICH SAML
2.0 7|8t meilo| Mo CHEt REMIEH LI 2 IAM AE M Q| SAML 2.0 7|8 H|{Eo|Md HEE &=
SHAA|IL.

SCADA

Z= mof 2 OlolE] EE 2 HZXEAMR.

SCP

MH|A Ko EAE ARSAL.

secret
oz 2dE3E A2 XHEste &3 E= AEX A 5Ha 22 AWS Secrets Manager? |2
= MEtE 2 Jeuct 2ot &5 i HIEHC|O|E 2 M ELICH EoF &% 212 HEO[|LHE|
Ct BEXIYE = 048] EAFL Y &= Q& LICH KM LH& 2 Secrets Manager 2425 M 2| Secrets
Manager 20t 2t3 0| FU0| UELIT?E BT ML

M7 E ot
A e T2 M A EOHE TE45lE AlAE] AX|L|o{R HZ ghAlelL|ct.
H ok Ko

Q1% X7} ok Flora
-

(=) (=)
= = | 7
LULICEH 2o Mo{od= od &, B x|, CHS L AFH ofl&ho| 4| 7+ K| F=

=H

=or Zst

74 EWg S0f T 7ol ChEt X{FS S0l= ZMAYLICH Of 0|4 TRsHX| g2 2144 X
74, El4 Mt Rojol Hot I Abe| TH, T4 Yol SRS Y5 HIE A4S S0 50| 047

62


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
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