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https://aws.amazon.com/blogs/enterprise-strategy/how-to-set-up-a-platform-that-effectively-supports-your-development-teams/
https://aws.amazon.com/blogs/mt/delivering-business-value-with-cloud-platform-teams/
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Landing zone, Shared services platform

AWS, On-premises, Edge
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https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/infrastructure-ou-and-accounts.html#shared-service-accounts
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/deployments-ou.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/eks/latest/userguide/what-is-eks.html
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https://backstage.io/docs/overview/what-is-backstage
https://github.com/cnoe-io/reference-implementation-aws
https://harmonixonaws.io/
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AWS CodePipeline, GitHub EE= GitLab

GitHub,GitLab EE= Bitbucket Cloud

AWS AppConfig == AWS Systems Manager
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Amazon Elastic Container Registry(Amazon
ECR) EE= AWS CodeArtifact

AWS Secrets Manager

AWS Signer
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AWS IAM ldentity Center &&= Amazon Cognito

AWS CloudFormation E2= AWS Cloud
Development Kit (AWS CDK)

AWS CodePipeline

AWS CodePipeline, GitHub EE= GitLab



https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
https://github.com/
https://about.gitlab.com/
https://github.com/
https://about.gitlab.com/
https://www.atlassian.com/software/bitbucket
https://docs.aws.amazon.com/appconfig/latest/userguide/what-is-appconfig.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/what-is-ecr.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/what-is-ecr.html
https://docs.aws.amazon.com/codeartifact/latest/ug/welcome.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/signer/latest/developerguide/Welcome.html
https://backstage.io/docs/overview/what-is-backstage
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/cognito/latest/developerguide/what-is-amazon-cognito.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/cdk/v2/guide/home.html
https://docs.aws.amazon.com/cdk/v2/guide/home.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
https://github.com/
https://about.gitlab.com/
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https://docs.aws.amazon.com/cloud-map/latest/dg/what-is-cloud-map.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/what-is-vpc-lattice.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/prometheus/latest/userguide/what-is-Amazon-Managed-Service-Prometheus.html
https://docs.aws.amazon.com/prometheus/latest/userguide/what-is-Amazon-Managed-Service-Prometheus.html
https://docs.aws.amazon.com/grafana/latest/userguide/what-is-Amazon-Managed-Service-Grafana.html
https://docs.aws.amazon.com/grafana/latest/userguide/what-is-Amazon-Managed-Service-Grafana.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/eks/latest/userguide/what-is-eks.html
https://docs.aws.amazon.com/eks/latest/userguide/what-is-eks.html
https://cnoe.io/docs/capabilities
https://github.com/aws-cloudformation/cfn-lint
https://github.com/stelligent/cfn_nag
https://github.com/cdklabs/cdk-nag
https://github.com/aws-cloudformation/cloudformation-guard
https://anchore.com/opensource/
https://snyk.io/product/open-source-security-management/
https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning.html
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https://github.com/awslabs/git-secrets

AWS HE 7to|=

OIA LHS TR BHE 7

i

AWS

Q2 C HiE

Hot 7|5

Sx{ o Z2IF0lMd 2ot E|A
E (DAST)

HEL o E2[7|0|M XAl £
3 (RASP)

ZAP(Zed Attack Proxy)

Sysdig Falco



https://www.zaproxy.org/
https://sysdig.com/opensource/falco/

AWS HE 7to|=

oM LHS 7HL Rt Z50E 7

LIE 7 ESiE& S fIE 2= W29/ of

ol M Mol CtaM 22 BE T

==
|>
1o
hvd
E
]]0|'

|04 QI&LICE.
« MHEIA fazE

* Amazon Elastic Container Service(Amazon ECS)

* Amazon Elastic Kubernetes Service(Amazon EKS)

MHZ|A K3 2E

7Hef

« 2Z 7gt 2 EHAElE AWS Serverless Application Model (AWS SAM) CLIE AM2 &AL,
- S HAEONE= AWS S8 OHEZE|70|M E|AE FIEE ALESHAAIL.

+ 2E BAE 50i Amazon CodeGuru ProfilerE AF&3t0{ O Z 2|7 0| O|M| =& EFL|CH.

ofZ 2|70l dA X HixZ

AWS Cloud Development Kit (AWS CDK)2IZ2}& ZEE I EZ AL
CDK Pipelineg At&38tod QlZ 2} & of Z2(7H 0| HiE E RIS E5HMI2.
2IMEY 2l o] B2 Z4E|0[L O|O|X|E AtESt0 AWS Lambda®f &

—_

Elastic Container Registry (Amazon ECR) Ofl A& &tL|C}.
4t 0| 0| X|2C} Lambda O|O|X|E AFESIAAIR

HEQZo| AR, VPC 5 E 27t EM35LE 714 AHM Z2I2E

(VPC) of

A2,

Lambda &%

£ Hi=Z 35}

1 QIE{HO[A VPC AIEZQIEE AFE5t0{ Abd 2lA 0] AM|ASHE 2ol E&LICH

+
HH

£ #relgfuc
SH T-oll ASELICH

HEE AFE5t04 Lambda &<
A3 7171 AWS AppConfigQUle

AWS Secrets ManagerA|3 22 AM5HE O AFEELICH
A

Amazon APl GatewayE AF&3I0d HTTP 24 & Lambda &+ 2 I8 E

= &L

« FtLt2[ot EHIAEQS| AR HE BtRE 42 AL85t0] ERfElo| YR E F HMf Lambda &+ HT
O F M&ESHAMA|IL.
« Amazon0| A AWS CodeDeploy Ats E9HS A& St ZE E CloudWatch 7435101 E8HZ A[ZHE

L|cth.

MHElA {3 2E


https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-test-and-debug.html
https://github.com/awslabs/aws-iatk
https://docs.aws.amazon.com/codeguru/latest/profiler-ug/what-is-codeguru-profiler.html
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https://docs.aws.amazon.com/cdk/v2/guide/cdk_pipeline.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/what-is-ecr.html
https://gallery.ecr.aws/lambda
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https://docs.aws.amazon.com/lambda/latest/dg/configuration-versions.html
https://docs.aws.amazon.com/appconfig/latest/userguide/what-is-appconfig.html
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https://docs.aws.amazon.com/lambda/latest/dg/configuration-aliases.html#configuring-alias-routing
https://docs.aws.amazon.com/codedeploy/latest/userguide/deployments-rollback-and-redeploy.html#deployments-rollback-and-redeploy-automatic-rollbacks
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html

AWS #E Jtol= OlM LY JH R SHE 7

i

AWS

(=)
T'__cg

AP| Gateway Al
AP| Gateway 27 ID, &% Q& ID & Lambda & IDE 7S & LIC}.
 Lambda g =0l= 7t2%0|™ JSON 8Alo| xS E 28 M88HAAIL.

- Logs APIE S &£5t=CHAl 208 EFE £ (stdout) 22 LHE R LICE CloudWatch

« AWS Lambda PowertoolsE AlE3104 MHE|A T ARIE 73 AAIL.
« ZEO|QF AT BRI EE

>
Hu
M
1]
1]
0%
l?ﬁ
o
C
ful

7
« CloudWatch Lambda Insights% ArES =4 E
A&LICH Ol &3l Lambda g2t #t2E EXE A

- O

ot M&sHA SHEE & A&LICH

olZte FICt MEE
=

« 0{ A CloudWatch,, Exrrors ThrottlesProvisionedConcurrencySpilloverInvocations

Duration HEZ!2 AF235l0{ Lambda &+ E ZLIEZISHAAIL. REA|EH L Lambda &% H|
EZlAI2E & XSHAA L.

« 0l AM CloudWatch 4xx 2/ ZE, 5xx 2F ZE & X|AH AlZt X|EE ALE5104 APIE ZLIEESHA
AR,

- OfZE[7olM0] Melst= 2ol CHEr CIOIEE +&lstE AWS X-RayOll AFSELICH B4 #E 2
2 Y MHAE A8t 88 TR0 F2 0|& Sofl EXet 23t 7|3 & WEH ALY &+

A& LICH
Amazon Elastic Container Service(Amazon ECS)

o

« Amazon Elastic Container Service (Amazon ECS) Z1E{|0|L] O|O|X[Q] 2 AlEH|E [ME AL,

« Amazon Elastic ZIEl|O[L Ei|X|AE 2] (Amazon ECR) & At&3t0{ Z4E(| 0|4 O|O|X|& XMZE st X|
SOl Hot APHE £™-E = U&LICH

ofZ2|7 0l M L HizZ

o« 28 AtE|o] [h2F Amazon ECSOIA OfZE[F| 0| S MAHISHAAIL.

- F=¥ol=el A cl/CD mto|=atelg ol=Z et 2l o ZE|FH 0|M HIZE 2ol AASSHAAIR. AWS
Cloud Development Kit (AWS CDK)

« Amazon ECS Service ConnectE Ar&35t01 MH|A ZAAM 44 l EpfE ZLIEHZE /8 Amazon
ECS #AMg #E|g &= JU&Lct

Amazon ECS 13


https://docs.aws.amazon.com/apigateway/latest/developerguide/set-up-logging.html
https://github.com/aws-powertools/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Lambda-Insights.html
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-metrics.html#monitoring-metrics-types
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/container-considerations.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/what-is-ecr.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/application_architecture.html#application_architecture_fargate
https://docs.aws.amazon.com/cdk/v2/guide/home.html
https://docs.aws.amazon.com/cdk/v2/guide/home.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/service-connect.html
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https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
https://docs.aws.amazon.com/ebs/latest/userguide/what-is-ebs.html
https://docs.aws.amazon.com/ebs/latest/userguide/what-is-ebs.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/AWS_Fargate.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/deployment-type-bluegreen.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/deploy-container-insights-ECS.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/using_firelens.html
https://github.com/aws/aws-for-fluent-bit
https://github.com/aws-ia/ecs-blueprints
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/container-considerations.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/what-is-ecr.html
https://helm.sh/docs/
https://argo-cd.readthedocs.io/en/stable/
https://docs.aws.amazon.com/eks/latest/userguide/aws-load-balancer-controller.html
https://github.com/cert-manager/cert-manager
https://github.com/cert-manager/aws-privateca-issuer/
https://github.com/cert-manager/aws-privateca-issuer/
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https://docs.aws.amazon.com/eks/latest/userguide/ebs-csi.html
https://docs.aws.amazon.com/eks/latest/userguide/ebs-csi.html
https://docs.aws.amazon.com/eks/latest/userguide/efs-csi.html
https://github.com/kubernetes-sigs/external-dns
https://github.com/external-secrets/external-secrets
https://www.crossplane.io/
https://www.tigera.io/project-calico/
https://github.com/open-policy-agent/gatekeeper
https://github.com/aws/karpenter-provider-aws
https://docs.aws.amazon.com/prometheus/latest/userguide/what-is-Amazon-Managed-Service-Prometheus.html
https://docs.aws.amazon.com/grafana/latest/userguide/what-is-Amazon-Managed-Service-Grafana.html
https://www.kubecost.com/
https://aws-ia.github.io/terraform-aws-eks-blueprints/

i

AWS HE 7tol= oM LHS 7HLRH E3HE 5 AWS

= =] AL 2H 3£ A =
LS X SSHEFL| HE &F
LW IHE R E3E | 9858 FYsts A2 2E st x| h&UCh aBLE X| 2 & ALEstod LIF JHEr &t
ESUE M| IS LR BRE o{EH MR EX] 5HY = A&LICH
XEE FEE S5HoHok 3= = DevOps Research and Assessment(DORA) X| £ & ALEE = /&L
Ch Z3& R[]0 2l LT JHL Xt ESHE S A=otH Ot S X[E 7} 74 x|o{of ErLCt.
1. B2 BIE - Z X0 Z2HMo| 43Xz galasts B
2. HE B|lE Bt - Ao Z2EHMoi| S0{7tE o dEl= Alzt
3. HE AIfE - TE2HMo|M HIHE L2 7[= HiZ | WES LTt
4. MH|& S AzZt- =2 o] z2HM 2R E ST 5t= ol dele Al

I CHE M2 LAI2 #X ofZ 2701 HEHE &3S
70| d58 FHt= ALCt ofZ2|AH 0| MH|A =& 5
CloudWatch Application Signals& A& 3t CloudWatch CHA|E EE AL 3104 O Z 2|7i0] M o] A EH

£ ZAE + A&LICH

OfZ2|70|ME A EtX| b= B2 7tY 2 EXE SHIE XIEE d1 oS E[7H|oldS TA| 2HEd
HEfo| HFE AUL|c #Ed M2 2ot A HAE A II8Y FHME Sl oiE2|7 ol T
Hr&Ql & EfE olstistE ol =20l ELict



https://dora.dev/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-ServiceLevelObjectives.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html
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